Page 1266/30/93IDRP Design Document 2.3IDRP announce list each entry:32list overhead:8 bytes (head andtail pointers)temporary during parsing andPDU transmittal gated rt_head per IDRPdestination each entry: xx octetsrt_head = xx octetslist overhead: ?? (order of 8-16bytes per family)Use one per NLRI destination perfamily (CLNP or IP) gated rt_entry per IDRProute each entry: xx octetslist overhead: 12 octets (head,tail, active)Use one per AdjRib entry

IDRP route_in hashtable hash table = hash table entry (16octets) * hash table size(configured at compile time)one per Peer

IDRP Outbound RouteArrayeach entry: 8 bytesnumber of entries: one per Peerone per NLRI or idrpRoutestructureIDRP Refresh statusstructure24 octets one per Peer

IDRP Refresh UPDATEPDU structure each entry: 28 bytes +Withdraw Structure bytes(depends on maxPDU size received configured)number of entries: one perUPDATE PDU in refreshsequence one per BISPDU sent inREFRESH sequence (lots) idrp_rt_chain_walkstructure entry: 8 byteslist: 8 bytes temporary - used for search gatedroutes for route additions or bestexternal route searchup to 4 used at a time per NLRI.high water usage per size ofrouting table will be tested for.snpa_list entry: 16 per SNPAlist: 12 per list per peertotal size: 16 * number ofSNPAs + 12one per peer gated policy structure(adv_entry) entry:??list: ??one entry per policy statement

IDRP PREF policystructureentry: ??list: ???one entry per PREF statement

IDRP DIST policystructureentry: ??list: ??one entry per DIST policystatementIDRP AGGR policystatemententry: ??list: ??one entry per DIST policystatementTemporary policyhandling structureentry: ??

temporary holding structure forpolicy manipulations

IDRP Design Document 2.36/30/93Page 12512.Memory organization and sizing informationMemory allocation needs (this table is incomplete, and will be filled in in a forthcoming releaseof this document):Type of StructureMemory Need/structureNumber of Structures usedPeer structure basic structure: 4Kareas of growth:Hash table sizeconfigured largermay increase tableone per IDRP Peer, plus one forlocal node

IDRP Route Structure basic structure:88 octets + route_out structure(8/peer)growth:route_out structure grows by 8bytes per peerone per AdjRib entry per IDRPreceived route, one perEXT_INFO entry (IS-IS route),one per Local route

Attribute Record

400 octets for basic structureassociated structures of may addgrowth of 30 per Route IDassociated (which may havemany NLRI/idrpRoutestructures associated)one per use of attributestructure (can be shared acrossmany peers)note: local routes useidrp_attribute records - one perconfigured attributeRouteList in Attributerecordone per Route ID: 30 octets one per Route_id associated withattribute recordCanonical Rd Path list entry: 28 octetslist: 1 entry per RDI in RD pathone list per attribute record

AS Path entry: 1 per AS (8 bytes)list: 1 per AS in pathway(overhead 12 bytes) part of IDRP attribute record:NOTE: Only used in interactionwith BGP-4 or EGP, ignore forISO-only implementationIDRP attribute array array element: 16 per elementarray: 1 per IDRP definedattributepart of IDRP attribute record

User attribute array array element: 16 per elementarray: 1 per USER definedattribute supported by IDRPimplementationpart of IDRP attribute record

IDRP Error infostructure20 bytes part of idrpPeer structure -

IDRP send list each entry:24 bytes pluswithdraw Structure (sizedepends on maximum size ofPDU received: maxsize - 30/4)list overhead: 8 bytes (head andtail pointers)temporary during parsing andPDU transmittal

Page 1246/30/93IDRP Design Document 2.311.gated log file formatsample Log file:****** Gated Initialization ****Jun 29 03:31:05 inet_routerid_notify: Router ID: 200.1.1.1Jun 29 03:31:05Jun 29 03:31:05 iso_ifachange: Interface 47.0005.80ff.ff00.0000.0400.0000.0000.0000.0000.00(et1) SystemID 0000.0000.0000Jun 29 03:31:05 idrp master task now supports idrp pid on the ip raw socketJun 29 03:31:05Jun 29 03:31:05 ***Routes are being installed in kernelJun 29 03:31:05Jun 29 03:31:05 inet_routerid_notify: Router ID: 200.1.1.1Jun 29 03:31:05**** IDRP reinit code called to process**** kernel and static routes from gated****Jun 29 03:31:05 idrp_reinit called, but null processingJun 29 03:31:05 ph3_status_case2 entered(** gated interface routes or hsot routes are*** not added in ph3_status_case2)***Jun 29 03:31:05 ph3_status_case2 called peer local_node route Default** IP default route has IDRP route made for itJun 29 03:31:05 ph3_status_case2 enteredJun 29 03:31:05 ph3_status_case2 enteredJun 29 03:31:05 ph3_status_case2 enteredJun 29 03:31:05 ph3_status_case2 enteredJun 29 03:31:05 ph3_status_case2 entered*** Here�s a 128.2 IP route.Jun 29 03:31:05 ph3_status_case2 called peer local_node route 80.02Jun 29 03:31:05 ph3_status_case2 enteredJun 29 03:31:05 ph3_status_case2 entered*** IDRP routes flashed to phase 3****Jun 29 03:31:05 case1: IDRP peer local_node route 47.0005.80AA.AAAA flashedJun 29 03:31:05 case1: IDRP peer local_node route 47.0005.80FF.FFFF.0000.05 flashedJun 29 03:31:05 case1: IDRP peer local_node route 49.0128 flashedJun 29 03:31:05 ph3_status_case2 enteredJun 29 03:31:05 ph3_status_case2 entered(More log file here)

IDRP Design Document 2.36/30/93Page 123 */{install_fib(best routes (LOC_RIB))DIST_LIST(best routes (LOC_RIB)}Additional notes on building best external route and best routeTwo methods could be used for the first creation of the best external routes or best internalroutes: compare all Ribs or compare 1 AdjRib to current best route (null). The second methodwill be used repeated through out the additional UPDATES received.

Page 1226/30/93IDRP Design Document 2.3{find new best external routemark global flag that best external routechanged}}/* here comes distribution */if best external route changed {find all best external route changes andsend to internal peers}end of phase1 processing}/* Phase 2 processing * */Scan all AdjRibs associated with internal peersfor each new route in AdjRib_in{Is new route better than best internal routefor this destination?yes - update best internal route mark set best internal route changedno - go on}for each deleted route in AdjRib in{if this route is best internal route{select new best internal routemark best internal route as changed}}if (best internal route is better than best external route)set best route = best internal routeelseset best route = best external routeend ifAggregate routes based on best route;end of phase 2 processing}/* phase 3 processing

IDRP Design Document 2.36/30/93Page 121Look up NLRI in AdjRIB.Find out if the NLRI is:implicit withdraw for NLRIoverlapping and more specific with differentpath attributesmore specific routenew routeoverlapping and less specific with differentpath attributesswitch (result of NLRI look-up){case of withdrawal:case of overlapping more specific:{set unfeasible flag to run decision process}case of more specific:case of new route:case of overlapping and less specific:{clear unfeasible flag}}}/* It is assumed that a BIS maintains for each destination: * a best external route * a best internal route * a best route (LOC_RIB)_ */idrp_decision(){/* here is phase 1 */Scan all the AdjRib In associated with external peers{for each new route in AdjRib_in{if new route is external and better thanbest external route, mark this one asthe best external route. Set global flagthat best external route changed}for each deleted route in AdjRib_in{if route was best external route

Page 1206/30/93IDRP Design Document 2.3while there are more update BISPDU received{get next UPDATE BISPDU:if (process_withdraws (UPDATE) == unfeasible_routeor process_nlri(UPDATE) == unfeasible_route){run idrp_decision process}else{new_route = 1;}}/* after finish getting all available update PDUs * run decision process. */disable timers;if (new_route == 1){new_route = 0;run idrp_decision process}}process_withdraws (BISPDU{for all route IDs in BISPDU{find route_id in Hash tablemark withdraw on all route ID�s NLRIsplace route ID in withdraw array for this peerre-link AdjRib radix structures around the withdrawnNRLI entriesif (LOC_RIB list entry was withdrawn){flag unfeasible route so decision process will run}if (best external route was withdrawn){flag unfeasible route so decision process will run}if (aggregated affected by withdrawn){flag unfeasible route so decision process will run}}}process_nlri(UPDATE){

IDRP Design Document 2.36/30/93Page 11910.Alternative designsIn researching our design choices, we investigated different data structures, and UPDATE PDUprocessing logic that would be effective under a multi-threaded environment. Section 9.1describes some of the other alternatives for Data Structure. Section 9.2, provides logic for theUPDATE PDU processing which minimizes the times the decision process needs to be run.AdjRib updates are considered to be done in an second process. The second process locks theAdjRibs it is updating.10.1.Alternative data structures for AdjRib and Loc_RIBOne approach to the AdjRibs, and LOC_RIB is to build a linked list per peer of NLRIdestinations. The search of the routes is done by sequential search. The original Merit prototypecode used this ineffective sequential search. However, it was not considered for our next stageprototype because of the costly nature of the look ups.Each AdjRib structure can be built as a radix trie with additional information pointers. The bestexternal routes would be generated as another radix trie with pointers into different AdjRibs. TheLOC_RIB would also be another radix trie with pointers into different AdjRibs.Benefits of each AdjRib in radix trie:1) quick updates to AdjRib which can be done by independent processes2) Overlaps easily recognized per Peer, so best fit returned easily.3) Removal of routes per peer involves simply releasing this radix trie structure4) Refresh cycle can build whole AdjRib prior to swapping it in as the current routing.Concerns:1) Links between Adjacent Ribs must be maintained2) How do IS-IS routes interact with this radix trie by destination structure?10.2.Alternative UPDATE logicOne approach to damping out the oscillations the minimum route selection timer tries to fight isto run the decision process at least as frequently as the Maximum Decision Internal, and at mostas frequently as the Minimum Decision interval. By only doing the decision process at intervals,you damp out the route oscillations. This global timer is not in the specification, but provides thesame functionality with considerably less cost than the IDRP specification.If a UPDATE process used this approach, the following logic could be used in the main loopprocessing UPDATE BISPDUs.Logic:main(){while (1) {

Page 1186/30/93IDRP Design Document 2.3SIGHUP calls task_reconfigure(unless no-reconfigure bit is setfor the task)to call protocol to reconfigure master task -idrp_cleanuppeer tasksidrp_peer_cleanuphandles gated re-readingconfiguration file. Policy lists arefreed and the followinginitialization sequence isfollowed:idrp_cleanupidrp_var_initparsing the gated fileidrp_init routineidrp_flash - first updateidrp_newpolicy(won�t be implemented untilpolicy filters implemented in 2ndphase of project).SIGUSR1toggle tracing flagnoneSIGUSR2 call if_check to see if any newinterfaces have been added orchanged.none

SIGCHLDcalls task_childnoneall other UNIXinterruptsignored by gated none

IDRP Design Document 2.36/30/93Page 1179.Gated interrupt signalsGated is driven in two ways - signals and polling. Signals are used for reconfiguring gatedrouting policy or interface configurations, or to change what logging is used. The PDUs receivedby gated are received by a select in task_main that blocks until a socket is ready for reading orwriting.The gated code catches UNIX system kills, alarms (for timers), USR1 and USR2, INT, HUP andCHLD. Incoming PDUs do not interrupt gated. The gated code (in task.c) simply does a �select�on the socket and waits for one or more them to be ready to read or write. The following tasksignals are handled by gated. Below is a chart of the gated signals and the IDRP routines calledto handle the gated function.Task Signaltask.c gated routineIDRP routine calledSIGTERM task_terminate -called to let each protocol shutdown gracefully idrp_terminate(gracefully terminate master taskfor PDU reception)idrp_peer_terminate(terminates task per IDRP Peer)SIGALARM timer_dispatch called to find out what timers arepending and start up therespective tasks master task timers - nonepeer task timers:Keepalive timer,CloseWait timer,Holdtime timer,Retransmit timer,IDRP start up timer,open sent timer,min_adv timer,IDRP echo timer(associated with debug feature toecho BISPDU packets)

Page 1166/30/93IDRP Design Document 2.3IDRP_MASTER_TIMER_MIN_ADVRD

Timer for the Minimum routeadvertisement timers forroutes local to this RDtimer_createtimer_resettimer_setgrowth factor: Withdraw structure directly impacts send list

IDRP Design Document 2.36/30/93Page 1158.Gated timer functions usage by IDRPIDRP creates the following timers for each peer task: Keepalive, closewait, hold, retransmit,start, Open sent, Minimum Route Advertisement, and optional debug echo timer. The Open senttimer allows for multiple opens to be sent in rapid sequence prior to holding down the connectionuntil the next open sequence. The optional debugging echo function allows echoing at theBISPDU level.IDRP Timer

Function

Gated routines used tohandle itIDRPTIMER_KEEPALIVE

Keepalive timer task_create (idrp_init)timer_set(start_keepalive_timer)timer_reset(close_peer, begin_close)IDRPTIMER_CLOSEWAIT

CloseWait timer task_create (idrp_init)timer_set (begin_close)timer_reset(close_peer)IDRPTIMER_HOLDTIME

Hold Timer task_create (idrp_init)timer_set(idrp_recv_pdu,idrp_start_event)timer_reset(close_peer, begin_close)IDRPTIMER_REXMIT

Retransmit Timer timer_create (idrp_init)timer_set(start_rexmit_timer)timer_reset(kill_rexmit_timer)IDRPTIMER_START

IDRP start timer timer_create (idrp_init)(note created with timervalue to expire)timer_reset(idrp_event_starttimer)IDRPTIMER_OPENSENT

IDRP OPEN sent code timer_create (idrp_init)timer_settimer_reset(close_peer)IDRPTIMER_MIN_ADV

IDRP MinimumAdvertisement Timer timer_create (idrp_init)timer_set(phase3_ext_send)timer_reset(begin_close)IDRPTIMER_ECHO

IDRP Echo timer for Echodebug functiontimer_create (idrp_init)

Timer for only the local Node

Page 1146/30/93IDRP Design Document 2.3any idrpRoute structure (p_p_best_ext->p_best_ext) we can discover the best external route tothe NLRI referenced by that structure.The idrp_best_ext structures themselves are kept in an unsorted linked list of idrp_best_extstructures. In effect, these form what we call a �best external routes RIB,� or BER_RIB. Havingthe BER_RIB accessible faciliatates sending best external routes to newly activated internalpeers.Inbound Route ID tableThe IDRP route ID look up uses a simple hash of the route ID look up divided by a constant.Outbound Route ID TableA Outbound Route list table exists for every NLRI (idrpRoute structure). Since a differentRoute_id could be used for each exterior peer, a route id table is indexed by peer. For eachBISPDU sent with a route_id to a peer, the list of NLRIs in that BISPDU are linked on a circularlink lists tagged by the route ID. Each idrpRoute structure contains a table where these lists arelinked by peer.Auxiliary Lists used for IDRPThe attribute link listed is a linked list with forward and backward pointers. The route ID listsassociated with the attribute record are simple linked lists.For overlapping routes, the basic implementation of the IDRP protocol will import all routes. Aspolicy is implemented in the second phase of development, the basic gated routines will be addedto give best match as well as exact match in the radix tree look-up code.7.6.MD4 algorithmThe MD4 algorithm is described in RFC 1320. The code in our implementation is taken from thereference implementation included with that RFC. The MD4 algorithm has been encoded but notesting has been done with it at this time. By Delivery 1, some testing will be done on thisencryption plus a tool developed that will allow PDUs to be decoded on the wire. The tool willbe tcpdump with added support.

IDRP Design Document 2.36/30/93Page 1137.5.Route look up algorithmsAdjRib and LOC_RIBThe Adjacent RIBs are �virtual� which means the Adjacent RIBs are not unique structures.Instead, the structures are a thread through the normal gated routing table. You can request anAdj-Rib by specifying the peer and the IDRP protocol as a look up parameters into the gatedtable.The LOC_RIB for gated contains not only the IDRP routes, but external routes as well. Gatedcalls the LOC_RIB the list of active routes. These active routes are installed in the operatingsystem (or kernel) of the router.Gated uses the radix trie for the Route look-up on destination. Its routing structures are primarilybased on destination address or NLRI.BER_RIBIn order to support the tracking and advertisement of best routes learned from external peerswhich, however, are not necessarily the best routes (that is, some route learned from an internalpeer may have a better preference), we introduce several data structures. The structures used fortracking best external routes information are pictured below:Best external routesp_next_bestp_betterp_p_best_extp_best_extp_prevp_nextpointer to best externally-learned route for this NLRIpointer to previous BER structurepointer to next BER structureidrp_best_extidrpRoutep_next_bestp_betterp_p_best_extp_next_bestp_betterp_p_best_extnilnilidrp_best_ext for some other NLRIidrp_best_ext for some other NLRIFigure 32 � Best external routes data structuresWe use the p_better and p_next best pointers in the idrpRoute structure to maintain a linked listof NLRI to the same destination, sorted by IDRP preference. By doing a double indirection from

Page 1126/30/93IDRP Design Document 2.3route_idINTEGER(1...4294967295);# 4 byte integerloc_prefINTEGER(1..255();# 1 byte integer}

IDRP Design Document 2.36/30/93Page 111ASN.1 needed:countLocRibs:: = INTEGER(1...255);countRIBatts ::= INTEGER(1..255);AdjRibIdset ::= SET OF ribid;LocRIBIdset ::= SET OF ribid;AdjRibs ::= SEQUENCE OF Rib;LocRibs ::= SEQUENCE OF Rib;Rib :: = SEQUENCE OF{Ribidribid;ribroutesRibRecords;}ribid ::= INTEGER (0..255); - where 0 is the default ribRibRecords :: = SET of RibRecord;RibRecord :: = SEQUENCE OF{nlri NLRI, pathattmaskPathRibAttributeMask, pathatt PathRibAttributes;}PathRibAttributes ::= SEQUENCE OF PathRibAttribute;PathRibAttribute ::= SEQUENCE OF {nonDistAttNonDistAtt;nonDistvalNonDistvalue;}NonDistAtt ::= ENUMERATED {ROUTE_SEPARATOR (1),EXT_INFO (2),RD_PATH (3),NEXT_HOP(4),DIST_LIST_INCL(5),DIST_LIST_EXCL(6),MULTI_EXIT_DISC(7), HIERARCHIALRECORDING(12),RD_HOP_COUNT(13)};NoDistAttValue ::= CHOICE OF {routeSepInfo[0]RouteSepInfo;OnPathVal[1]BOOLEAN;rdPath[2]Set of Rdi;IntPathValue[3]INTEGER(1..255); # 1 byte integernextHop[4]NextHop;}RouteSepInfo :: = SET of {

Page 1106/30/93IDRP Design Document 2.3BEHAVIOR DEFINED AS The count of LocRibs in use by this BIS. A Loc Ribis distinquished by the Distinquishing Rib Atttributes.�;;REGISTERED AS {IDRP.atoi countLocRib(37));locRibidSet ATTRIBUTE;WITH ATTRIBUTE SYNTAX IDRP.LocRibIdSet;BEHAVIOR LocRibIdSet-BBEHAVIOR DEFINED AS The count of mapping of AdjRib Distinquishingattributes to the local node�s AdjRib structure. �;;locRibs ATTRIBUTEWith ATTRIBUTE SYNTAX IDRP.LocRibs;BEHAVIOR AdjRib-bBEHAVIOR DEFIED AS the set of LocRibs associated with this BIS.Each LocRib is ordered by NLRI.�;;

IDRP Design Document 2.36/30/93Page 109DERIEVED from �Rec. X.72 | ISO/IED 1065-2: 1992�: top;CHARACTERIZED BY idrpAdjRibPkg PACKAGEBEHAVIOR idrpAdjRib-BBEHAVIOR DEFINED AS The information AdjRibs associated with the BIS.One managed object exists for each Adjacent BIS. Index by bisNet.�.Attributes:bisNet GET,countRIBatt GET,AdjRibIdset GET,AdjRibs GET;countRibAtt ATTRIBUTE;WITH ATTRIBUTE SYNTAX IDRP.countRibAtt;BEHAVIOR countRibAtt-BBEHAVIOR DEFINED AS The count of AdjRib associated with this BIS. AnAdjRib is distinquished by the Distinquishing Rib Atttributes.�;;REGISTERED AS {IDRP.atoi countRibAtt(37));AdjRibIdSet ATTRIBUTE;WITH ATTRIBUTE SYNTAX IDRP.AdjRibIdSet;BEHAVIOR AdjRibIdSet-BBEHAVIOR DEFINED AS The set of local RibSetId that represent AdjRibsthat this adjacent BIS has sent to this neighbor.�;; REGISTERED AS {IDRP.ato AdjRibIdSet(38));AdjRibs ATTRIBUTEWith ATTRIBUTE SYNTAX adjRibs;BEHAVIOR AdjRib-bBEHAVIOR DEFIED AS the set of AdjRib associated with this BIS. It may beordered by AdjRib internal id or nlri. �;; REGISTERED AS {IDRP.ato AdjRibs(39));idrpLocRib MANAGED OBJECT CLASSDERIEVED from �Rec. X.72 | ISO/IED 1065-2: 1992�: top;CHARACTERIZED BY idrpLocRibPkg PACKAGEBEHAVIOR idrpLocRib-BBEHAVIOR DEFINED AS The information the LocRib associated with the localBIS. One Loc_RIB exists for each Rib Attribute plus the Default associated witha BIS�.Attributes:countLocRibs GET,LocRibIdset GET,LocRibs GET;countLocRibs ATTRIBUTE;WITH ATTRIBUTE SYNTAX IDRP.countLocRib;BEHAVIOR countRibAtt-B

Page 1086/30/93IDRP Design Document 2.3preflgth NSAPPrefixLength;prefix NSAPPrefix,secigth SecurityLength,secval SecurityLevel}9) SecurityLength :: = INTEGER(0..255)10) SecurityLevel ::= OCTETSTROING (SIZE(1..255))11) QOS ::= CHOICE { global[0] EXPLICIT GLOBAL,ssQOS[1] EXPLICIT QOSTV,dsQOS[2] EXPLICIT QOSTV}12) GLOBAL ::= ENUMERATED {delay(0),expense(1),capacity(3),error(4)};12) QOSLength ::= INTEGER(1..255)13) QOSTV ::= SEQUENCE {preflgth NSAPPrefixLength;prefix NSAPPrefix,QOSlgth QOSlength,QOSval QOSValue };14) QOSValue ::= OCTET STRING(SIZE(1..255));15) Ribattribute ::= ENUMERATED {tRANSITDELAY(9),rESIDUALERROR(10),eXPENSE(11),locallyDefinedQOS (12),security(14)capcity(15),priority(16)}7.4.4.3.Replacement GDMO for ATN project�s LOC_RIB and AdjRIBThe GDMO for ATN asks for the AdjRibs, LocRIBs and the locFIB. The LocalFIB is a matteroutside the gated user program. global matter. However, for reasons of debuggingand use of IDRP with upcoming source routes the ability to pull copies of these AdjRibs andLocRibs may be useful.The adjRib, LocRibs and LocFIBs should not be required of every router. To get simple IDRProuters, the local dump of this information may be more cost effective.GDMO for AdjRib and LocRib:idrpAdjRib MANAGED OBJECT CLASS

IDRP Design Document 2.36/30/93Page 1077.4.4.GDMO for this MIB7.4.4.1.GDMO in the IDRP specificationFor the most part, the idrpConfig and adjacentBIS managed objects were printed out from thePeer structures.One note about the Intra-IS variable. Each internal configured route will be configured with thenext_hop address within the domain. Each route imported from another protocol will also have anext hop gateway. Therefore the list of IntraIS exists within gated as either the configured set oflocal peers for each local route, or the learned IS via IS-IS or other Intra-Domain protocols.This variable has been left out of the MIB DUMP for now.7.4.4.2.GDMO imported and clean-up from IDRP specification1) NLRI ::= NSAPPrefix2) NSAPPrefix ::= BIT STRING(1...160)3) SystemIdGroup ::= Sequence {nETs Set of NETPrefixnSAPS set of ESPrefix}4) ESPrefix ::= NSAPPrefixDefinitions for Attribute Ribs and AdjRibs and FIBs1) RibAttSet :: = SEQUENCE {confed RibSetIdcount RibSetcount,attribs SET OF Ribattributes}2) Ribatt ::= SEQUENCE {attribSET OF RibAttribute,valueSET OF RibValue OPTIONAL,}3) RibSetId :: = INTEGER(1...255)4) RibSetCount ::= INTEGER(0..255)5) Ribattributes ::= SEQUENCE {priority [0] EXPLICIT Priority OPTIONAL,security [1] EXPLICIT SEC OPTIONAL,qosmaint [2] EXPLICIT QOS OPTIONAL }6) Priority ::= INTEGER(0..14)7) SEC ::= CHOICE [ ssDEC[0] EXPLICIT Ribattsec, dsSEC[1] EXPLICIT Ribattsec }8) RibAttSec :: = SEQUENCE {

Page 1066/30/93IDRP Design Document 2.3 RibID Path id Destination Next Hop NET 0 4 49.0129 (null) 0 5 49.0133 (null) 0 6 Default (null) 0 6 80.03 (null)

IDRP Design Document 2.36/30/93Page 105IDRP Attributes: #0 ATTR RefCnt 1, RIB_id 0, Mask 100d IDRP_ATTR_ROUTE_SEPARATOR RouteID 0 Local Pref 0 IDRP_ATTR_RD_PATH 49.0130 IDRP_ATTR_NEXT_HOP 47.0005.80ff.ff00.0000.0400.0000.0000.232a.0161.00 IDRP_ATTR_HOP_COUNT 0 0 #1 ATTR RefCnt 2, RIB_id 0, Mask 100d IDRP_ATTR_ROUTE_SEPARATOR RouteID 0 Local Pref 0 IDRP_ATTR_RD_PATH 49.0130 IDRP_ATTR_NEXT_HOP 47.0005.80ff.ff00.0000.0400.0000.0000.2301.0172.00 IDRP_ATTR_HOP_COUNT 0 0 #2 ATTR RefCnt 1, RIB_id 0, Mask 100d IDRP_ATTR_ROUTE_SEPARATOR RouteID 0 Local Pref 0 IDRP_ATTR_RD_PATH 49.0130 IDRP_ATTR_NEXT_HOP 35.42.1.125 IDRP_ATTR_HOP_COUNT 0 0 #3 ATTR RefCnt 1, RIB_id 0, Mask 100d IDRP_ATTR_ROUTE_SEPARATOR RouteID 0 Local Pref 0 IDRP_ATTR_RD_PATH 49.0130 IDRP_ATTR_NEXT_HOP 35.42.1.33 IDRP_ATTR_HOP_COUNT 0 0 #4 ATTR RefCnt 1, RIB_id 0, Mask 100d IDRP_ATTR_ROUTE_SEPARATOR RouteID 0 Local Pref 0 IDRP_ATTR_RD_PATH 49.0129 49.0130 IDRP_ATTR_NEXT_HOP (null) IDRP_ATTR_HOP_COUNT 1 #5 ATTR RefCnt 1, RIB_id 0, Mask 100d IDRP_ATTR_ROUTE_SEPARATOR RouteID 1 Local Pref 0 IDRP_ATTR_RD_PATH 49.0129 49.0130 IDRP_ATTR_NEXT_HOP (null) IDRP_ATTR_HOP_COUNT 1 #6 ATTR RefCnt 2, RIB_id 0, Mask 100d IDRP_ATTR_ROUTE_SEPARATOR RouteID 2 Local Pref 0 IDRP_ATTR_RD_PATH 49.0129 49.0130 IDRP_ATTR_NEXT_HOP (null) IDRP_ATTR_HOP_COUNT 1RIB contents are in the routing table:ISO routes for idrp are :IDRP Local Rib: RibID Path id Destination Next Hop NET 0 6 80.03 (null) 0 1 47.0005.80AA.AAAA 47.0005.80ff.ff00.0000.0400.0000.0000.2301.0172.00 0 1 47.0005.80FF.FFFF.0000.05 47.0005.80ff.ff00.0000.0400.0000.0000.2301.0172.00 0 0 49.0128 47.0005.80ff.ff00.0000.0400.0000.0000.232a.0161.00 0 4 49.0129 (null) 0 5 49.0133 (null)IDRP ADJ Rib: Net: 47.0005.80ff.ff00.0000.0400.0000.0000.232a.0144.00 Rib Id: 0 (default)

Page 1046/30/93IDRP Design Document 2.3IDRP Peer MIB structures : bisNegotiatedVersion 1 bisNet 47.0005.80ff.ff00.0000.0400.0000.0000.232a.0144.00 bis{eerSNPAs: 7d.e1.ce.3a.0 bisRDC: No RDC support bisRDI 49.0129 KeepAliveSinceLastUpdate 40 lastAckRecv (send_unack) 7 lastAckSent (rcv_seq_expected - 1) 5 lastSeqNoRecv (rcv_seq_expected - 1) 5 lastSeqNoSent (send_next -1) 6 listForOpen TRUE MaxPDUPeer 200, OutstandingPDUs (recv_cerdit) 5 State IDRP_ESTABLISHED totalBISPDUsin 0, totalBISPDUsout 0, updatesIn 0, UpdatesOut 0 /* SND.NXT = 7, SEND.UWE = 12, SND.UNA = 7 * RCV.EXP = 6, RCV.CRED = 5, RCV.CREDAV = 5 * HOLDTIME = 30, KEEPALIVETIME = 10 */ MAXSENDSIZE = 200, MAXRCVSIZE = 200

IDRP Design Document 2.36/30/93Page 103 MaxRibIntegrityCheck 0, MaxRibIntegrityCheckTimer 0 MinRouteAdvTimer 00:00:30, MultiExit FALSE, Priority 0 rdcConfig: No rdc support rdLRE: Not supported RetransmissionTime 0 ribAttsSet: Only default routes supported RouteServer OFF, Version 0

Page 1026/30/93IDRP Design Document 2.3(These structures will be designed later. This section will contain information about IDRPspecific structures and the gated structures used by IDRP.)7.4.Network management information base7.4.1.OverviewNetwork management information is dumped as part of a call to the SIGINT call. This call causeIDRP to dump certain things depending on the parameter. Currently the MIB only dumps IDRPGDMO format. In Delivery 2, one of parameters will specify the parameters listed in the IDRPGDMO, another will specify the IDRP for IP MIB.The input to the MIB information is done via the configuration file. Please see the configurationformat below for the MIB definition. Network Management variables are set via theconfiguration line and changed via the SIGHUP signal to gated. The tracing or dump parametersfor the MIB may also be changed via the SIGUSR1.In the future, a proxy-SNMP/CMIP agent could be added to gated that would talk to a realSNMP/CMIP agent. Or a CMIP agent could be added to the code.7.4.2.MIB input structuresPre-Delivery 1 and Delivery 1:idrpConfig variables are either pre-configured or added via the local_node configurationparameters. The Adjacent BIS parameters are added mostly in the configuration parameters, andsome in the IDRP configuration.Delivery 2:idrpConfig structures are included in the local_node configuration format. Adjacent BISparameters are available via the configuration file. All policy is available via the configurationfile.7.4.3.MIB output structuresBelow is a sample output of a the MIB information.IDRP Master Task MIB structures : AuthenticationTypeCode 0, Capacity 0, CloseWaitDelayTime 0 ExternalBisNeighbor: NET 47.0005.80ff.ff00.0000.0400.0000.0000.232a.0144.00 (35.42.1.68) HoldTime 0 InternalBis: InternalSystems: 49.0128 47.0005.80FF.FFFF.0000.05 47.0005.80AA.AAAA Default 80.02 IntaIS: Not Implemented KeepAliveTime 0, localRDI 49.0130 Local SNPA: 55.d7.b0.12.0 LocExpense 0, MaxCPUOverloadTime 0 MaxPDULocal (pdu_maxrecvsize) 200

IDRP Design Document 2.36/30/93Page 101#per Steve Hotz#preference_list {PREF <route_pattern> < local_cond> = �value�;}route_pattern ::= <nlri> <info_src> <path> <dist_att> <attrib_cond>nlri ::= �{� <dest_list> �}� | <id_string>#id-string is name for destination<dest_list> ::= <dest> �,� <dest_list> | <dest><dest> ::= �any� | �not� <nsap> �:� �*� | �not <nsap>� | �not� <IP_address> [IP_mask];info_src :: = �idrp� | �ext_info� | �any� | �bgp� | �egp� | �rip� | �ospf� | �isis�## Distribution lists#d_stmt_list ::= <d_stmt> <d_stmt_list>d_stmt ::= �DIST� <route_pattern1> <local_cond> �=�[<bis>] <select_action> �{� <mod_list> �}� �DONE | �CONT�bis ::= <adj_bis> | �local� | intra_domain�;

Page 1006/30/93IDRP Design Document 2.3authType <integer>authCode <hex string - 16 digits># Which protocol nlri will this supportproto {ip | clnp}# Which protocol socket does it run overproto_sock {UDP | IP | CLNP | IDRP }neighbor 0x490128 0x47000580ffff000000040000000000232a014400 35.42.1.68 intf 35.42.1.85;neighbor 0x49003501 0x47000580ffff000000040000000000232a01b400 35.42.1.180 intf 35.42.1.85;};external{# neighbor <neigh-RDI> <neigh-NET> <neighb-IP> intf <our-IP> snpa# <octetstring> authcode <integer>}# key words to same thing: idrp_local osi_local idrp_internal_systems#idrplocal{# all of these are third-party announcements# <prefix> <NET-of-next-hop> {<snpa1>} {<snap2>} {<snpa3>};#0x490128 0x47000580ffff000000040000000000232a014400;0x47000580ffffff000004 0x47000580ffff000000040000000000232a014400;};};isis ISO{level 2;traceoptions all lspcontent;# systemid is not necessary I believe, IS-IS will discover itsystemid <0000232a0155>;# area is not necessary I believe, IS-IS will discover itarea <47.0005.80ff.ff00.0000.0400.0004>;circuit <et0>metric 10 priority 20metric level 2 20 priority level 2 20;prefix internal metric 45 <47.0005.80ff.ff00.0000.0400.0004>;prefix internal metric 45 <47.0005.80ff.ff00.0000.0400.0032>;prefix external metric 10 <47.0005.8000.5500.0000>;};static {default gw 35.42.1.33;};importproto idrp <rdi> {preference <default_preference>{<preference_list>}aggregate ??? <aggregation_list>export proto idrp <rdi> <neighbor> { <distribution_list> }

IDRP Design Document 2.36/30/93Page 99tracefile �/tmp/gatedlog.idrp� replace size 100k files 3;#traceoptions update internal external update route idrp kernel isis;traceoptions internal external route update idrp;as 281;# our RDIrdi 0x490128;# our NET (what if we have two NETs?)net 0x47000580ffff000000040000000000232a015500;bgp no;redirect no;egp no;rip no;# how do we config IDRP to run over CLNP vs. UDP?idrp on {traceoptions idrp;# more trace options will be defined here in Delivery 2#localnode {# Delivery 1 - will support only# the non-commented variables## RIB_ATT_SUPPORTED = �Default� - from STeve�s paper# BISNET {hex or dot format}# intra-isnet;# rdc0x47000580ffff00000008;# as_rdi0x47000580010203040507;# snpa0x804030201043; protocols_supported {ip | clnp | sip | pip}; proto-sock { ip | iso }; route_server_allowed {yes | no}; multi_exit_disc_used {yes | no}; authTypeinteger; AuthTypeinteger AuthCode 0x12345678# hold_timeinteger; outstanding_pduinteger; max_pdu_size 2000; listenopen{yes | no}# maxRibCheck integer for seconds; MinAdvinteger for seconds; MinAdvRDinteger for seconds;# holdtimeinteger for seconds; keepaliveinteger for seconds; rexmitinteger for seconds; closewaitinteger for seconds;## QOS stuff goes here for local node# }groupinternal{# must have either neigh-ip or neigh-NET or both plus RDI# neighbor <neigh-NET> <neigh-IP> rdi <neigh-RDI>## interface - should be specified for now# but later can be discovered# interface by IP address or SNPA from ES-IS cacheintf <our-IP>}snpa <octetstring># Authentication stuff

Page 986/30/93IDRP Design Document 2.37.3.2.Pre-delivery 1 policyCurrent policy allows only the setting of next hop on the static gated or IDRP routes. Code existsto add other options, but needs further debugging. ISO support in the AIX or BSD/386 systemsfor IDRP over CLNP PDUs is still being worked on. Therefore setting the ISO protocol is likelyto encounter problems.7.3.3.Delivery 1 policy7.3.3.1.Policy structure on routesTemporary parsing structure within the IDRP parsing code is the idrpRoute_option structurewhich has contains optional policy for a locally configured route:idrpRoute_options:1) rib_id2) SNPA list3) multi_exit value for route4) list of RDIs for DIST_LIST_INCL5) list of RDIs for DIST_LIST_EXCLIn addition, each locally configured (INTERNAL_SYSTEMS) IDRP route must always have theroute and the NET of the NEXT_HOP.These locally configured routes allow the first version to set:¥ Next HOP SNPAs for a route¥ MULTI_EXIT_DISC¥ DIST_LIST_INCL¥ DIST_LIST_EXCLAdditionally the following information is configured via the gated configuration syntax. Pleasenote the changes to the gated syntax document to allow for gated syntax.7.3.4.Delivery 2 policyThe second Delivery policy will implement version 3.0 and up of the gated syntax descriptionlanguage. Please reference the gated syntax document for further details.7.3.5.Notes on current policy7.3.5.1.Indirectly listed:IntraIs - these are neighbors which IDRP can deliver NPDUs for routes for routes local to thisdomain. These are gateways statically configured on static routes or listed as a protocol gateway.7.3.5.2.Configuration file formatSample interim configuration file## jgs -- isis config##yydebug yes;

IDRP Design Document 2.36/30/93Page 97Advertisement timer structuresidrpPeer(lots of other idrpPeer stuff) nextPointer to next idrpPeer structuremin_adv_timeinterval for min_advertisement timermin_advRD_timeinterval for min_advertisement withinthis RDmin_adv_startedtime min adv timer started runningstart_min_advdo we need to start min adv? (y/n)p_minadv_headpointer to head of min advertisment listp_minadv_tailpointer to tail of min advertisement listmin_advRD_startedtime min_advRD started runningstart_min_advRDdo we need to start min adv RD? (y/n)p_minadvRD_headhead of min advertisement RD listp_minadvRD_tailpointer to tail of min adv RD list idrpAdvRtp_nextnext idrpAdvRt struct on list intervalhow long to hold this list of routesroutesarray (indexed by route family, i.e.ISO/IP) of idrpRoute pointers

idrpRoutep_min_advp_min_advRDidrpAdvRt structurep_nextidrpAdvRt structurep_nextnilidrpRoutep_min_advp_min_advRDidrpRoutep_min_advp_min_advRDnilIn this example, we illustrate the links for the min adv timer. The links for the min adv RD timer are not shown but might exist (linking a potentially different set of structures). Note that there are in fact a set of idrpRoute lists, one per route family (so in the present case there would be an IP and an ISO list).Figure 31 � Advertisement Timer Structure7.3.Policy information base structures7.3.1.OverviewThe basic IDRP protocol router support (pre-delivery 1) has minimal policy and a lot of hard-coded configuration information. The major function to be added to gated is the actualconfiguration of local routes to test:¥SNPA¥NEXT_HOP¥DIST_LIST_INCL¥DIST_LIST_EXCLIn Delivery 2, the IDRP code will follow the general formats of the �IDRP gated syntaxdocument version 3.0).

Page 966/30/93IDRP Design Document 2.37.2.3.IDRP peer typesThere are four IDRP Peer types: external, internal, test, and local. The external BIS peer andinternal BIS peer are defined in the IDRP protocol specification. In additional, each local nodeconfiguration requires a �local� node (or peer) configuration. Only one of these structures existsper gated daemon.The unique type of peer is a �test� peer. This peer will be a peer which receives all routinginformation, but is not expected to send routing information. The purpose of the �test� peer is toprovide a peer that serves as a recorder of routing information sent in the BISPDUs. This conceptis fully worked out in the BGP code, and will be borrowed after delivery 2.7.2.4.idrp_peer listAll idrpPeer structures are linked on a single list of idrpPeers. However, this listed is7.2.5.idrpAdvRt structureThe idrpAdvRt structure has the structure pictured below. This structure allows the minimumadvertisement code to link routes together at the end of each phase 3 processing that are sent out.These routes are linked to the linked list of idrpRoutes linked through the idrpRoute structurelink for the minimum route timer that is running (either p_min_adv for remote RDs orp_min_advRD for local RD routes).The routes are linked to the list for the family, and therefore the routes structure is an array oflinked list structures.

IDRP Design Document 2.36/30/93Page 95 RibRefresh Processing9) Minimum route Advertisement Timer10) AdjRib Checksum informationOf these structures, the structures inbound hash may take up the most space depending on theconfigured size. To limit space on a connection, the hash table can be shrunk. The rest of theconfiguration and state information is required by:¥IDRP specification¥gated interaction¥tracing information (from an operations viewpoint, this is not a place to cut space!)¥multi-protocol support.Depending on the feedback of tests for IDRP code Delivery 2, the issues of shrinking theidrpPeer structure may be revisited.Most of the idrpPeer structures are either gated structures, or timers, flags or defined in the IDRPGDMO. Of the gated structures, the gw or gateway structure may be confusing. This structure isdescribed in the Policy portion of the data structures.Four idrpPeer structures deserve special mention:1) Peer status flags (see table below)2) type of Peer3) idrp_peer_lists4) idrpAdvRt structure used for Minimum Route Advertisement lists. (see figure 31)7.2.2.idrpPeer status flagsThe Peer status flags allow the IDRP Code to handle the gated initialization, reconfiguration anddeletion of idrpPeers. The initialization, reconfiguration and terminate code make use these flags.The table below summarizes the status flags and their use in the IDRP code.Status Flags relating to IDRP PeerStatus of Peer DefinitionIDRPF_UNCONFIGURED

zero value, means configuration gave incomplete values sincesomething should be set in the Peer structureIDRPF_DELETE

Delete this peer since it has been deleted from theconfiguration. The reparsing routines set this flag on each Peerstructure prior to parsing the new configuration file. If this flagis not cleared by a configuration line for this peer it is deleted.IDRP_TRY_CONNECT

Trying to connect to this IDRP peer but the connection isdown.IDRP_CONNECTIDRP peer is connected via IDRP.IDRP_WRITEFAILED

IDRP code tried to write to task socket and failed. gated or thesocket support is failing for news for the this peer�scommunication.IDRPF_IDLEDThis IDRP Peer is permanently idled by the configuration line.

Page 946/30/93IDRP Design Document 2.3Output Buffer for IDRP PDUsnextseq pdu_proto proto_len pdu length sequenced ref next output buffersequence number of this bufferpointer to variable-length protocol-specific headerlength of protocol-specific headerpointer to BISPDUlength of BISPDUis this BISPDU sequenced? (y/n)refcountidrpBuffernext idrpBufferprotocol-specific headerBISPDUFigure 30 � Output Buffer for IDRP7.2.IDRP peer structure7.2.1.OverviewThe idrpPeer structure is used for two different types of Peers, the local peer and the adjacentBIS peer. While some space can be saved by making these two structures, in Delivery 1 andDelivery 2 the idrpPeer structure will used for both.This decision will be re-examined prior to the delivery of the IDRP routes with aggregations.The idrpPeer structure has the following types of information:1) links to other peer structures2) Configuration IDRP specific parameters as found in the idrpConfig or adjacentBISManaged Object structure.3) State and Timer information as found in idrpConfig or adjacent BIS Managed Objects3) additional configuration for multi-protocol support such as IP address and gatewayinformation and types of protocols supported4) gated gateway information. A gateway structure for the protocols supported must existto add routes to gated and execute the policy routines.5) gated task and tracing information pointer to gated task structure tracing informationstatus of peer6) Route_id information (current inbound and outbound)7) hash table for inbound route_ids8) PDU process information Error PDU processing

IDRP Design Document 2.36/30/93Page 93Outbound route ID listPeer IDPeer 1Peer 2�Peer npointer to next NLRI (idrpRoute structure) referenced by outbound route ID (circular linked list)next idrpRoutenext idrpRoute�next idrpRouteidrpRouteroute_outPeer 1Peer 2�Peer nnext idrpRoutenext idrpRoute�next idrpRouteidrpRouteroute_outPeer 1Peer 2�Peer nnext idrpRoutenext idrpRoute�next idrpRouteidrpRouteroute_outHere we picture the manner in which we would link NLRI associated with the same outbound route ID for an update sent to Peer 2. In the case of Peer 2, there are three NLRI (three idrpRoutes) which have been associated with a single Route ID. Route IDs associated with other peers might result in different chains.Figure 29 � Outbound route ID list

Page 926/30/93IDRP Design Document 2.3Send Listidrp_send_listp_nextnext structure on send list p_attrattribute record associated with entryrib_idRIB ID for routes in this listpdu_bytesnumber of bytes used for NLRI andwithdraw IDpdu_bytes_attrnumber of bytes used for attributesloc_preflocal preferenceann_nlriarray (by route family, i.e. ISO/IP) ofpointers to idrpRoute structures,holding NLRI to be announcedwithdrawwithdrawal structure, contains count ofroutes to be withdrawn and IDs ofroutes to be withdrawn

next idrp_send_listidrpRouteann_listidrpRouteann_listidrpRouteann_listFigure 28 � Send list

IDRP Design Document 2.36/30/93Page 91Withdraw route linked listidrpRoute structurep_withidrpRoute structurep_withidrpRoute structurep_withnilHead of withdraw listFigure 26 � Withdraw Route linked listParsing structures � announce listRIB IDpointer to next announce list structurepointer to attribute recordAnnouncementsArray of link structures, one entry per protocol family (ISO or IP). Link structures include head and tail, and point to idrpRoute structures.WithdrawalsArray of link structures as above.Figure 27 � Announce list

Page 906/30/93IDRP Design Document 2.3Update parsing and processing structuresroute ID from PDUWithdraw structure containing count of withdrawn route IDs and array of route ID valueslinked list of idrpRoute structures, containg the NLRI info from the PDUfree PDU flagParsing resultserror codeerror subcodeerror data 1 pointererror data 1 lengtherror data 2 pointererror data 2 lengthError structure (if PDU was Error PDU)Figure 23 � Parsing Structures for UpdatesRefresh PDU structuresidrpRefresh structurepointer to next refresh structure on list (refresh list pointers are kept in the idrpPeer structure in the �refresh� pointer)pointer to update PDU that is awaiting refresh completionparse results array for processing for this update PDUrefresh_info structuresequence number of RIB refresh start PDUhead of idrpRefresh PDU structuretail of idrpRefresh PDU structuresequence number of last PDU in RIB refreshcount of PDUs to processRIB IDFigure 24 � Refresh PDU structuresThe size of the inbound route hash table is configurable at compile time. The trade-off is (asalways) between table size and search time (larger table = shorter search time).Below is a diagram of an inbound route hash table entry, keyed on route ID. The NLRI linkedlist is linked via the p_next_nlri field of the idrpRoute structure.Inbound route hash table entryroute IDpointer to next entry on chain (that is, next entry whose route ID hashed to this valuearray of pointers to idrpRoute, keyed on address familyFigure 25 � Inbound Hash Table Structure

IDRP Design Document 2.36/30/93Page 89IDRP attribute linked listpointer to next attribute structureremainder of attribute structureidrp_attribute_recordpointer to next attribute structureremainder of attribute structureidrp_attribute_recordpointer to next attribute structureremainder of attribute structureidrp_attribute_recordOnly one attribute structure is created per unique set of attributes. PDUs bearing attributes identical to an existing attribute record have their route IDs added to the route_id_list chain for that attribute record.Figure 22 � IDRP attribute linked list7.1.2.3.IDRP lists for IDRP route processingThe two building blocks, the idrpRoute Structure and idrp_attribute_record, are combined onlists to process withdraw route_ids and Attributes from inbound BISPDUs. The BISDPU isprocessed into a update structure. In turn this update structure may be included in a Refresh PDUprocessing structure.If the BISDPU is valid, the route_id is added to the inbound Route_id hash table. This table linksthe route_id to the list of idrpRoutes for this inbound route_id from this peer.The phase1 processing takes this structures and generates either a link list of withdrawn routes ora linked list of idrpRoutes each representing an NLRI. These lists are order by family and linkedonto an announce list for further processing.If the phase1 processing of routes requires transmitting routes to internal peers, the announce listhas policy run on it. A send list is generated and handed to the output BISPDU generationroutines. Each of idrpRoutes in a send list is tagged with a route_id and linked to a outboundroute_id list. These circular list may be different for each peer. Therefore the pointers are storedin each idrpRoute in an array of pointers, called the Outbound Announcement Array (route_outarray of structure type idrpRoute_out). The send_update_pdu routines places the resultingBISPDU into a IDRP output buffer.

Page 886/30/93IDRP Design Document 2.3IDRP attribute record structurenextlink to next attribute record in list prevlink to previous attribute record inlistref_cntreference count for this attributerecordmem_typememory type � task or local peer_allocwhich IDRP peer allocated thisstructure?route_id_listroute id’s attached to thisattribute record (by addressfamily)rib_idinternal ID of AdjRibidrp_maskbit mask of attribute recordlocal_maskmask of local route bitsmulti_exitmulti exit discriminator valueidrp_local_protomask of local protocolsnext_hopnext hop for routehopcounthop count = RD path lengthrd_pathcanonical representation of RDpathas_pathAS path (only used if runningIDRP for attribarray of well-known attributesusr_attribarray of user-defined attributesp_attr_pdupointer to copy of attributes frompduattr_lenlength of attributes from pdu

idrp_attribute_recordroute_idnext route entryhead of idrpRoute structures for NLRIs associated with this route ID via inbound NLRI linkidrpRoute structuresroute_idnext route entryhead of idrpRoute structures for NLRIs associated with this route ID via inbound NLRI linkOrdered RDI listOrdered RDI listOrdered RDI listAttribute portion of update PDUnext idrp_attribute_recordFigure 20 � IDRP attribute Record StructureIDRP attribute arrayArray entry 0 � Local RD path attributespecial attribute to encode local RD path,which we add to the received RD pathArray entries 1-n by type (as defined in 10747)Flag: Attribute present?Attribute-specific flagsLength of attributePointer to location of attribute in PDUFigure 21 � IDRP attribute array

IDRP Design Document 2.36/30/93Page 87The idrp_attribute_record also keeps the RD path listed as a set of RDIs listed in �canonical�format, which is defined to be the ordering of RDIs described in the IDRP protocol specification.This ordered format is a by-product of the way the Merit IDRP code searches for duplicate RDIsin the RD_PATH attribute. It has been stored in order to aid policy calculation done on theexclusion or inclusion of an RDI or a set of RDIs. An example of these RDIs might be theexclusion of sending the non-critical traffic through an aircraft RD.The Merit implementation of the IDRP protocol serves multiple protocols. The route_id_listcontains information protocol family, such as but not limited to CLNP or IP. Each entry on theroute_id_list contains a set of routes tagged by a Route_id. These routes are idrpRoute structureslinked together by the p_next_nlri pointer.In an IDRP that supports only the default RIB, the rib_id in the attribute will only be zero. IDRPfor Delivery 1 (Basic IDRP, simple Policy), and Delivery 2 (Basic IDRP full Policy information)will have only zero in the rib_id.Attributes and QOSIn a QOS environment, the �rib_id� will still remain a integer value. This integer value will bemapped to a group of distinguishing attributes. The reduction of the rib_id to a simple integervalue will simply handling and comparison of IDRP routes.For the first implementations of QOS, if all other attributes are the same and the rib_ids aredifferent the IDRP code will create a second idrp_attribute record. IDRP attribute records will belinked for each rib_id. Zero will always be the default RIB identifier.List of AttributesThe idrp_attribute_records are linked on a list. These lists may be scanned for to re-use anattribute list upon receiving a new BISDPDU or for policy calculations.The first implementations of QOS will have an attribute list per rib id. Each rib id will representa unique set of distinguishing attributes supported by the local node�s gated tables. Rib id of zerowill represent the default route. A table will map between the Distinguishing attributes and therib_id. Therefore, the current idrp_attribute_list will become an array of lists.

Page 866/30/93IDRP Design Document 2.3IDRP_STATUS_BEXT_EXT

best external route for NLRI set in phase1 processing upon add, modify of route set in phase3 upon loss of external neighbor and full route delete(real routes calculated by Best External route structure)IDRP_STATUS_LOC_RIBPhase3 processing recognizes this as a gated active route

IDRP_STATUS_MIN_ADVMinimum route advertisement timer running

IDRP_STATUS_MIN_ADV_CHGRoute change occurred while route hadminimum route advertisement timer runningIDRP_STATUS_WITHWithdraw set on this route

IDRP_STATUS_DEL_SENDDelete this route after it has been sent to the remote peer

IDRP_STATUS_REPLACEExplicit Withdraw Replace route

IDRP_STATUS_DELETEDelete this route

IDRP_STATUS_RECONFIGURE

This local route is subject to reconfiguration. If flag not clearedafter configuration file parsing done, delete the route as no longervalid.IDRP_STATUS_LOCAL_NEW_ROUTEThis IDRP route is a new local route and needs to be added togated routing table.

IDRP_STATUS_WITH_EARLY_PROCThis IDRP routes withdraw was processed early because it is onan outbound list that had several ID�s removed.

IDRP_STATUS_WITHWithdraw this IDRP route

IDRP_STATUS_LOCAL_ROUTEThis flag is defined as the absence of all other flags afterconfiguration and initialization finishes.7.1.2.2.Attribute recordsAttributes sent from the same peer in multiple BISPDUs may be the same. The attribute recordscontain a route_id_list that stores information per �route_id� about the NRLIs sent in theBISPDU. The attribute record contains processed information about a group of routes whichshare:¥ the same next hop¥ the same RDI path¥ the same attributes¥ multi_exit_disc value¥ Route server flagFor received IDRP attribute information, the idrp_attribute_record also stores the attributeinformation as it was received. This storage eases the re-transmission of the byte stream foroutbound routing information. The information received in the PDU is indexed by theidrp_attribute_array of pointers and byte counts for each IDRP attribute. The zero element of thethis attribute array needs special mention. It is use to store the local RD added to the RD_PATHattributes. Since IDRP has no zero attribute, element zero of the array serves this function.

IDRP Design Document 2.36/30/93Page 851) to the inbound list of NLRI�s associated with a route_id. A locally configured route associates the NLRIs with a local group of routeswhich do not have a route_id.2) Processing links Withdraw route processing link announce route processing link3) Timer linkslinks to minimum route advertisement timers, either the local RD timer or theremote RD minimum route advertisement timer.4) AdjRib out linksAn Array of pointers allow the route to be linked to the route groups (viaroute_id) send to Adjacent BISs.5) Best external routes linksLinks to list of all externally-learned routes to this NLRI, sorted in order of IDRPpreference, such that the best external route can easily be referenced.IDRP route links to gated tables idrpRoute structurep_rt_ext_info (link to ext_info gated entry)p_rt (link to gated rt_entry)head of gated destination chainrt_entry structure in gated for IS-IS protocolrt_entry structure in gated for IDRP protocolFigure 19 � IDRP route links to gated route structureIDRP Route Status Flag

Use of Status FlagIDRP_STATUS_ADJ_RIBset in a route if route added to AdjRib.set in phase1 or phase3 processing

Page 846/30/93IDRP Design Document 2.3The NRLI stored in the IDRP route is also available in the gated rt_entry structure, but isrepeated here to keep the idrpRoute independent of the gated route structure.IDRP route structure Gated and other general use links rt_headerspace for gated routing table stuffp_rtlink to gated routed tablep_rt_ext_infolink to external info in gated routing tablepeerlink to idrpPeer structure for peer from which we receivedthis p_loc_rt_peerpointer to peer description for local routep_attrlink to IDRP attribute record structureRoute processing linksp_next_nlriNext NLRI associated with inbound route IDp_withNext NLRI on withdrawal listp_ann_nlriannouncing NLRIp_min_advlink for min advertisement timer listp_min_advRDlink for min advertisement within RD timer listroute_outArray of outbound route IDs for this route, indexed by peer.Also contains list of other NLRI associated with this route ID.Best external routes links (null for internal routes)p_next_bestlink to next-best external route p_betterlink to next-better external route p_p_best_extpointer to idrp_best_ext structure. Reference off ofidrp_best_ext to find the best external route.IDRP route informationmem_typetype of gated memory this structure was allocated from (canbe local or task)route_id_inRoute ID received from peerpref_calcalculated IDRP preferencepref_rcvdpreference received from internal peernlriNLRI stored in prefix familyProtocol family route belongs to (ISO or IP)nlri_idnlri statusroute�s status, including flags for:¥ Route in ¥ Route in ¥ Route is best external route¥ Min advertisement timer running for this route¥ Route entry reflects external info¥ This route is being withdrawn¥ Delete this route after sending it to all peers¥ This route changed while waiting on min advertisementtimer¥ This route reflects a withdraw with replacement¥ Min RD advertisement timer running for this route¥ Route is being deleted¥ (Local) route is being reconfigured¥ This (local) route is new¥ This route should be processed early, to go with others ofsame route ¥ Local route (should have no other status bits set)

Figure 18 � IDRP route StructureThe idrpRoute contains many links to aid in processing of routes into AdjRibs and intoAdjRibOuts. The routes have links:

IDRP Design Document 2.36/30/93Page 837.1.2.1.idrpRoute structureLinks to Gated RoutesThe IDRP route contains data structures that allows the idrpRoute to be linked as the rt_dataportion of the rt_entry of a gated route. One rt_entry exists for each protocol�s route for an NLRIin the gated radix tree for a family.For an IDRP learned route, a single link in the idrpRoute structure links it to the gated structure.In routes imported from external information (EXT_INFO routes), have two links to the gatedrouting table.The first link is from the idrpRoute Structure to the gated rt_entry structure from which the gatedroute was imported. The second link is the gated route for created to hold the IDRP specificinformation. This double entry is a �short-term� structure. Long term, the gated structure will beexpanded to allow a pointer to the idrpRoute (or a new structure with a subsection of theidrpRoute structure). The �double-entry� created from the external information is flagged tonever be installed in the FIB since the real route is the exterior information route. Only this routeshould be installed in the local FIB.Link to Attribute RecordEach idrpRoute links to an attribute record. The reference count on an attribute record indicateshow man idrpRoutes are linked to a particular attribute record. idrpRoutes are linked by route_idand family to the attribute record (see the idrp_attribute_record section for details).Links to IDRP attribute record structure have a special code in the route_id for local routes:local_route = -1ext_info = -2initial set-up of route = -3While these values are valid IDs for route_ids, the flags in the idrp_local_mask of theidrp_attribute record will have a flag that indicates local_route or ext_info.The idrpRoute structure also contains duplicate information from the attribute record of:¥the route_id_in¥the received preference¥family of the NLRI¥hopcountThis duplication was initially added to aid debugging. However, it has provided easy referencefor many routines.The idrpRoute stores the following unique information:¥calculated preference for the route (policy calculation result for PREF)¥status of the Rout (AdjRib, LOC_RIB, best external Route, minimum route advertisementtimers running, and other status)¥nlri_id that corresponds to family.

Page 826/30/93IDRP Design Document 2.37.Description of algorithmsSection 7 describes the data structures used by the Merit IDRP implementation, and the majoralgorithms used by the IDRP code and gated.Section 7.1 describes the data structures related to the Routing table. Section 7.2 describes thedata structures related the IDRP neighbor (or peer). Section 7.3 describes the structures related tothe Policy Information Base. Section 7.4 describes the data structures related to the NetworkManagement Information Base. Section 7.5 contains information about what algorithms are usedin route up. Section 7.6 contains reference to the Authentication algorithms.Section 7.3 on Policy structures contains information on the rough policy structures of theDelivery 1, as well the as initial notes on the Delivery 2 policy structures. Also, to aid inconfiguring the current policy, a few handy examples for Delivery 1 policy will be included.7.1.Routing table structures7.1.1.Gated routing structuresTwo types of routing table structures are used in the Merit IDRP implementation in gated, gatedrouting structures and IDRP specific routing structures. These routing structures are lightlylinked to allow the IDRP code to be detached from the gated routing structure.The gated routing table supports the creation of a LOC_RIB from routing information frommany different protocols. The gated routes are stored in a radix tree for the protocol family(CLNP or IP). The rt_head entry links all the routes for a particular destination or in IDRPparlance NLRI. Routes received on any protocol linked to the gated rt_entry.Like a LOC_RIB, gated only has an active route per NLRI. In fact, the LOC_RIB for the IDRProute is the list of active routes for the gated protocol.The routing table is also threaded by a gateway.Gated will notify tasks of changes to the active route, but it does not maintain an ability to notifytasks of changes to non-active routes. Therefore the IDRP phase1 processing, must be donewithin the IDRP code.Gated has a task which installs the LOC_RIB into the forwarding table of the UNIX machine it isrunning on. If like AIX and BSD/386, the routing table supports both the IP and CLNP FIB withthe BSD 4.4 routing table calls, then the �gated� code can install these routes into the routingtable. However, if a UNIX system such as the Sun 4.x operating system does not support theCLNP protocol for insertion in the routing table the gated code cannot support the installation ofOSI routes into the �FIB� of the UNIX system.The basic building blocks of the gated routing table are not covered in detail in this section.7.1.2.IDRP routing structuresThe IDRP has two basic routing information structures: the idrpRoute and theidrp_attribute_record. An idrpRoute exists for every unique NLRI-attribute pair. Anidrp_attribute records stores the attribute information either received in an BISPDU, orconfigured as a local route, or exported from another protocol on the gated router.

IDRP Design Document 2.36/30/93Page 81 idrp_min_advRD_rtprocess one minimum route advertisement timer expiring for route from this RD.Please note that the timer routine for the local RD is only defined for the local node.6.5.Use of the minimum route advertisement timersDelivery 1 IDRP minimum route advertisement code has undergone very minimal testing in a 4-6 node network. The functioning of these routines do not inhibit the function of the IDRP routes.We anticipate 2-3 months of continuous testing and refinement of the IDRP routing code. Boththe logic that handles various routing table updates, and the minimum route advertisement timersrequire a great deal of testing:¥on a small (4-6) node test network¥on a larger test network.Prior to deployment in the NSFNET backbone, the interaction between these minimum routeadvertisement timers and the various routing scenarios must tested.This section will be updated with design comments on how to use the minimum routeadvertisement timer.

Page 806/30/93IDRP Design Document 2.3Routine called:idrp_min_adv_list - adds all of announce list NLRI to appropriate minimum advertisement lists.This routine in turn calls either:idrp_add_min_route_adv (remote RDs) oridrp_add_min_advRD (local RD)These routines link the minimum route advertisement an idrpAdvRt structure. This structure has:¥link to next structure on list¥interval for timer¥routes[protocol families]When the first minimum route advertisement structure is created, a flag is set to start the IDRPpeer structure. After this initial set-up, the routes associated with a particular announce list arelinked to the this idrpAdvRt structure by either the p_min_adv or p_minadv_RD pointers in theidrpRoute structure.In the IDRP peer structure there are two blocks of the following format:1) timer structure for gated2) flag to indicate that IDRP route needs to have timer started3) head of list of idrpAdvRt structure4) tail of list of idrpAdvRt structureThe first announce list processing will set the timer structure for gated, the flag that indicates aroute must be set, and set up the list pointers for the idrpAdvRtstructures which in turn containthe routes.After all the announce list has been processed, the IDRP code starts the timers as it exits thephase3 process.6.4.Processing the timersWhen the timer expires gated calls the route to process the timer for that peer. The routine toprocess remote minimum route advertisement is the idrp_process_minadv. The routine to processthe local RD route advertisement timer is only called by the local node task. The routine name isidrp_process_minAdvRD. Please note that we have tried to be as constant as possible with theroutine names between the two timers.The routine processing the minimum route advertisement timer takes off idrpAdvRt structureswhich have an interval of zero. Currently, this should only be one. However, the code is writtenin case we decide additional bunching of processing needs to be done. Each route in theidrpAdvRt structure is processed by walking down the chain of routes. The routes may need tobe announced or deleted. The routines to handle this are: idrp_min_adv_rtprocess one minimum route advertisement timer expiring for route from anotherRD

IDRP Design Document 2.36/30/93Page 796.Minimum route advertisement timers6.1.Overview of minimum route advertisement timersThe routing fluctuations in the current Internet have been studied to see if routing traffic can bereduced. In several studies, 10%-15% of the total routes are in fluctuation at during any 15minute interval. Some studies show that some portion of these fluctuating routes are simplyoscillating rapidly between reachable and unreachable through a particular pathway. Dampingout these oscillations might dramatically reduce the routing churn.In the IDRP specification, two mechanism were insert from this real life experience to try helpdamp out the oscillations. These mechanism are the two types of Minimum Route Advertisementtimer that exist in the IDRP protocol specification. The local RD Minimum Route Advertisementtimer for routes coming from the local RD. The normal minimum route advertisement handlesthe routes received from other domains.Only one of these timers is valid for any route at a time. That is, routes either come from thelocal RD or a remote RD.The remote RD minimum route advertisement time tries to damp out oscillations created byother routing domains prior to passing these routes on. Each time a route is received by anExternal peer, and transmitted to another external peer the minimum advertisement timer is set. Ifthe route goes away, the routing change must be passed on as bad new travels fast to inhibitblackholing of traffic. If the routes then returns, this damping function will prevent theoscillation.The local RD minimum route advertisement timer, prevents manual configurations or exportingof routes from the Intra-Domain protocol to cause the same amount of routing fluctuations.Let�s Try itOut of the experience in the NSFNET, we put in these damping algorithms. Additionalexperience in ANSNET has proven that these damping functions are greatly needed. CurtisVillamizar (ANS) has written up ideas on weighted �route flap dampening� as an IETF draft.After additional tests, experimentation with a weighted instead of fixed timer minimum routeadvertisement value should be made.The NSFNET/ANSNET is based on an flat IP address space without the hierarchical prefixesthat OSI can use. Again, experimentation with real data will give use the experience necessary toset real values in for these timers.6.2.Starting minimum route advertisement timer:6.3.Starting minimum route advertisement timers:After all routes are put on send_list, the PDUs are sent out to the external peers only. The phase3route hands the announce list to the idrp_minadv_annlist.If a route is announced out to any peer, it has a minimum route advertisement timer set. This is aoptimization instead of having a timer per peer per route. This optimization still performs thenecessary function which is to damp out wild oscillations.

Page 786/30/93IDRP Design Document 2.3(These additional sections will be added later)5.7.9.idrp_local_peer_init5.7.10.idrp_peer_alloc5.7.11.idrp_find_peer5.7.12.idrp_peer_update5.7.13.idrp_config_peer_init5.7.14.idrp_peer_update5.7.15.local storage allocation routines

IDRP Design Document 2.36/30/93Page 77to external and internal neighbors that are connected:¥send IDRP Rib_refresh_start¥send all update PDUs packet into send list¥send idrpRibRefresh endNote:phase3_newpolicy calls in turn the ph3 status routines:ph3_status_case1 - new IDRP route ph3_status_case2 - new EXT_INFOI believe this is adequate for the gated sequences, but I will watch to see if any othercases can occur.Kernel routes are not imported or released, so that �route adds� will remain acrossreinitialization of routing routines.5.7.8.idrp_initBasic functions:re-init local master taskinitialize a new peer task (no bits set in the type) with timer and task allocationSpecific logic:a) if not doing IDRP, need to delete all IDRP tasks, the master task and the peerstructures. Local peer structure is a global rather than being allocated as the rest of thepeer structures, so it won�t be deleted.b) if doing IDRP,a) re-initialize local peer (always!!)b) Walk through peer list:if peer has already been initialized, just wait for the peer_reinit code to do thereinitialization.if peer has not already been initialized, then set up tasks and start timer. Starttimer will allow gated to finish and stabilize before we start getting routes. A�sanity� check on gated.

Page 766/30/93IDRP Design Document 2.3b) For each connected peer, send a rib refresh sequence to refresh all routing tablesSpecific functions by IDRP flag type:DELETE: - get rid of peer structureTRY_CONNECT - re-initialize the ETE structureIDRP_CONNECTED - rib refresh the peer�s routesWRITE_FAILED- write failed on socket, try reinitializing the structure.IDRP_IDLE - set in configuration, leave peer unstarted5.7.7.idrp_newpolicywhen called: upon reconfiguration or initial stirrupparameter(s): rtl - list of active routesBackground:Gated has finished either a first initialization sequence or just re-initialized it�s routing table andpolicy. The new policy is called with the current list of active routes. For the first initializationsequence, IDRP will need to create routes for any external info (EXT_INFO) it has not createdroutes for.After re-initialization, a new set of active routes is handed to IDRP. IDRP can keep a connect upthrough a reinitialization by sending a Rib Refresh and dumping the full set of routes. Otherwise,it can drop the connection. Parameter �RibRefresh on restart� allows the RibRefresh - otherwisethe connection is terminated and restarted. (This parameter - RibRefresh on restart will beimplemented in Delivery 2.)IDRP checks for the initialization case, by checking the idrp_reparsing flag. For initializationcase, a simple phase3_init_status routine is called to dispatch to handle each route. Theph3_status_case2 routine which checks the flag to see if the route already has an IDRP routeassociated with it. If so, it calls find_idrp_route function.Short form of logic:If IDRP is re-initializing,If IDRP connection up, send full routing dump via Rib Refresh on the other side with allLOC_RIB routes. This means than internal neighbors will be in sync with the LOC_RIBroutes and not the best external. (We believe that this is per the specification; commentsare welcome.)Logic:1) call phase3_newpolicy to create IDRP routes out of EXT_INFO in table, and to buildan announce list of IDRP routes2) call idrp_refresh_all_peers(p_ann_list)

IDRP Design Document 2.36/30/93Page 755.7.4.parser.y routinesin idrp_rt_local, idrp_init_parse.c (initial and re-config)1) if IDRP off, then idrp_init will clear out the tasks. Peers will just disappear and not give aCEASE to go down.2) if re-parsing/initializing, local peer needs to be re-configured - routines should be the samea) Re-read local variables listed belowb) reinit3) if reparsing, then we need to locate peer structure on idrp_peer list.Identifiers for uniqueness: a) NET (always must be there) b) RDI (always must be there) c) IP address (optional with ISO ) d) IP Interface (optional with ISO) e) ISO Interface - SNPA f) socket we are running over.(Can we run over multiple sockets? or have two peer structures? My guessis two peer structures) g) external or internal3.1) Other things which need to be added to the parse are the local configuration and theremote configuration parameters:3.2) if a peer structure is re-used, we need to re-fill the peer structure, and clear thedeleted flag.3.3) If peer configured disabled - or current disabled function then set the flagUNCONFIGURED flag3.4) Policy configuration for this node.look for export and importlocal node configurationpeer configurationspolicy configurations5.7.5.idrp_reinitThis function is supposed to re-initialize the IDRP local peer structure. However, outside ofconfiguration and initialization no other initialization is needed.5.7.6.idrp_peer_reinitBasic function:a) re-initialize each non-connected peer with ETE parameters and start to restart all non-idled peers

Page 746/30/93IDRP Design Document 2.3idrp_local_route_clean routine called later to delete any routes that are not re-configuredThis is for the osilocal clause and does the same thing as the gated static routes.4) clear the policy listsDelivery 2 (with policy support) will free the import and export, import andaggregation lists.Currently we have defined:a) idrp_import_list -A place holder. Planned to point to the list of policies threaded byNLRI for PREF function.b) idrp_export_listA place holder. Planned to pointer for the DIST policy structuresthreaded by NRLI.c) idrp_import_pathsA place holder. Planned to point to the PREF structures threadedby attribute record.d) idrp_export_pathsA place holder. Planned to point to the DIST policy structuresthread by attribute record.e) Aggregation functions by NLRI andAS path will be defined for delivery 3.gated definitions for IP aggregations will be done end of July 1993.5) call idrp_var_init to clear global variablesNote: further information on this for Delivery 25.7.2.idrp_peer_cleanupcalled by: task_reconfigure routine in task.ccalled parameters: set flag on peer structure to delete the peer structure unless the peerconfiguration found in the new version of the configuration file.5.7.3.idrp_var_initscalled by: idrp_proto_var_inits in task.ccalling parameters: noneLogic: (to be filled in later)

IDRP Design Document 2.36/30/93Page 73(Creates an attribute record to store the attribute information in. This structure isused in generic find_attr_rec routine to see if there is an attribute existing for theseattributes.)3) find_attr_rec(Search for an attribute record with the specified attributes. If found, delete thenew attribute record and use the existing attribute record. If you not found, linkthe new attribute record to the attribute record list.a) idrp_free_local_att (Call this routine to free new attribute record)b) link_local_attr_list4) set-up the idrpRoute structure and link to attribute record5.7.Description of routinesThe following routines are described in this section:1) idrp_cleanup2) idrp_peer_cleanup2) idrp_var_init3) parser.y4) idrp_reinit5) idrp_peer_reinit5) idrp_newpolicy6) idrp_init7) idrp_local_peer_init8) idrp_peer_alloc9) idrp_find_peer10) idrp_peer_update11) idrp_big_blk_free12) idrp_link_peer(More routines described by the end of Delivery 1) 5.7.1.idrp_cleanup1) idrp_cleanupcalled by: task_reconfigure routine in task.c(gated dispatch for cleanup routines learned as tasks initialized)parameters: noneLogic Description:1) set the re-parsing flag2) set delete flag in each peer3) flags all local route structures and associated attribute record

Page 726/30/93IDRP Design Document 2.31) for the local peer the idrpConfig Managed Objects2) for the Adjacent BISs1) adjacentBis Managed objects2) extra MIB stuff from idrpPeer structure3) the Attribute lists and associated routes4) the local Rib5) the AdjRibs for each peer5.6.Local route initializationStatic IDRP local routes are configured by either the gated are configured with the �osilocal�command under the IDRP configuration. The routes are processed by the idrp_local_rt routine.Configured External Information routes are configured via the gated �static� command, the IS-ISconfiguration commands or other protocol configuration commands. These routes are importedas external routes during the idrp_newpolicy routine. At this time, the static routes or protocolroutes are tested to see if the IDRP code will initialize these routes.5.6.1.IDRP configured local routesOverview:The idrp_local_rt is called with the NLRI, family of the NRLI, the next hop gateway forforwarding packets, and a structure of IDRP options. For Delivery 1, the route is described withthe following idrp_options include:1) rib_id2) next_hop SNPAs3) route server flag4) DIST_LIST_INCL rd path5) DIST_LIST_EXCL rd pathThe idrp_local_rt tries to find this local route with NLRI, family, next hop gateway, and options.If the route already existing by calling idrp_find_local_dest routine.If found, it clears the �IDRP_RECONFIGURE� flag. The only reason the idrp_local_rt shouldexists if it is a re-parsing.If no route exists, the following routines are called to create the necessary structures for the localroute:1) idrp_create_local_gw(creates a gated sockaddr structure to hold the next_hop information.)2) create_local_attr_record

IDRP Design Document 2.36/30/93Page 712) idrp_peer_terminateThe IDRP peer terminate routine:a) releases all routes associated with peer idrp_peer_downb) calls idrp_sm with stop_event which will shut down connection with CEASE message5.5.Tracing change (SIGINT)The most frequently used interrupt or initialization, SIGINT, requests a dump and the re-readingof the IDRP tracing flags. The IDRP tracing are still under development. The following tracingfunctions will be available, but still have to be defined:1) Tracing of BISPDUs sent2) Tracing of BISPDUs received3) Tracing of IDRP state changes4) Tracing of IDRP error messages5) Tracing of IDRP information by neighbor.6) Tracing of Alarm Indications for the node or by a neighborThe IDRP alarm indications for IDRP defined by the specification are:1) errorBISPDUsent2) errorBISPDUconnectionclosed3) CorruptAdjRibIn4) PacketBomb received5) connectRequestBisUnknown6) EnterFSMStateMachineDelivery 1 makes no attempt to turn off any tracing the debuggers feel is useful.The IDRP code supports dumping the following information:1) IDRP GDMO for the idrpConfig for the local Node2) adjacentBis Managed Objects for each BIS neighbor3) Loc_RIB(See the redefinition of the ATN LOC_RIB in Section 7.4.2 MIB outputstructures)4) AdjRibs5) plus a wealth of Merit implementation variables kept.One important addition is the printing of the attribute record lists with all associated routes.During Delivery 1, the dump code will simply dump all known variables into the gated dumpfile. During Delivery 2, this dump code will be refined to allow selective dumping. If you havecomments on usable tracing or dump formats, please forward these comments to the authors.Each IDRP gated task has a reference to a dump routine. For the local peer task, the dumproutine is the idrp_master_dump. For each peer task, the dump routine is the idrp_peer_dump.The idrp_master_dump routine dumps

Page 706/30/93IDRP Design Document 2.3purpose: initialize global variables for IDRP4) parsing routines for IDRPcalled by: gated parserpurpose: parse IDRP portion of gated syntax5) idrp_initcalled by: task_proto_init in task.cpurpose: reinitialize/initialize peer and IDRP Route structures. Code looks at reparsingflag and the task assignment to peer structure to determine if a structure is new or old.6) idrp_reinitcalled by: task_reinit routine in gatedpurpose: reinitialized gated master task7) idrp_peer_reinitcalled by: task_reinit for the IDRP peer taskspurpose: handle peer status change:DELETE peer if not configuredReset the End to End variables so a Rib Refresh can be set if connected andreconfigured.Disconnect peer if the peer is configured but idled.Take a peer out of idle mode if the configuration has activated this peer.8) idrp_newpolicyIf a peer is connected at this point, a rib refresh sequence will be sent to send new routes.5.4.Terminate (SIGTERM)Graceful termination of gated is signaled a kill of the process which generates a SIGTERMsignal. Gated goes about gracefully closing all the tasks. IDRP tasks are the master tasks and onetask per IDRP BIS neighbor.1) idrp_terminateThe idrp_terminate routine terminates the master task, and tries to terminate any existing peersusing the idrp_peer_terminate routine.

IDRP Design Document 2.36/30/93Page 69If the IDRP peer retains the connection through the re-configuration sequence, the changes to thelocal routes are sent to IDRP peers via either the RIB Refresh sequence or a sequence ofUPDATES.In our implementation we have chosen to allow the user make use of the power of the RibRefresh to allow a connection to re-initialize it�s routes after reconfiguration of policy withoutlosing connections. By sending a Rib Refresh, the user can reset all the routes in the routingtable. In this implementation, his reconfiguration does not generally affect the availability of aroute, the connections will stay up. The RIB REFRESH sequences during reconfiguration has thepower to totally reset all the Adjacent RIBs.The IDRP specification intends that routes will remain in the forwarding base during thereception of a RIB REFRESH. Some implementations may not keep the routes up, or a user maynot want to totally re-calculate the routes during a policy re-configuration. Delivery 2 of theIDRP code which implements the Policy configurations will allow the user to select whether thenode will use a RIB REFRESH sequence upon re-configuration or simply send a sequence ofUPDATE PDUs to transmit the changed routes.The benefit of sending the UPDATE PDUs for small policy changes is that the routes transmittedare minimal. IDRP is an incremental protocol and does not periodically refresh all routes. Thebenefit of the RIB REFRESH is that it is a refresh of all routes. It will be up to the networkoperators to determine which function is needed at what time.Reinitialization sequence is1) idrp_cleanupcalled by: task_reconfigure routine in task.c (gated dispatch for cleanup routines learned as tasks initialized)purpose:1) clean up peers by setting delete flag in existing peers so that if the peeris not found in current configuration file it will be deleted2) free local route list by walking through all routes associated with localattribute records and set the �IDRP_LOCAL_ROUTE_RECONFIG� flag(1st attributes in list are local attributes)3) clean up all policy lists Note: these attributes2) idrp_peer_cleanupcalled by: task_reconfigure routine in task.cpurpose: set flag on peer structure to delete the peer structure unless the peerconfiguration found in the new version of the configuration file.3) idrp_var_initscalled by: idrp_peer_cleanup

Page 686/30/93IDRP Design Document 2.3purpose: reinitialize each idrpPeer structurenotes:1) connected peers will stay connected through policy re-init.2) connect peers may be configured down3) new peers may be initialized6) idrp_newpolicycalled by: gated idrp_newpolicy routine for policy re-configurationpurpose:1) translate any external info statically configured to IDRP routes(idrp_newpolicy)2) run policy on existing kernel routes3) send Rib Refresh to all connected peers5.2.3.Route changesAs the IDRP peers are brought up, the phase 1 routes are passed via the idrp_phase1 processing.This IDRP phase1 processing sends the routes out without exiting the task.Phase 3 route changes from IDRP or from other protocols that must be imported into IDRP arehanded to IDRP for phase 3 processing by gated during its �flash� processing of routes. Eachtask processing the flash provide a route to process the routes. IDRP�s processing routine is theidrp_flash. �idrp_flash� in turns calls the phase3_process.5.3.Reconfiguration (SIGHUP)Computer networks live in a 24 hours per day, 7 day a week world. The group of routers attachedto a peer may need to have a router added or deleted or the configuration variables changes.Policy for routes on a router may need to change. Gated allows this to happen while the router isactive. A SIGHUP signal will signal gated to re-read it�s configuration file and re-initialize it�srouting tasks with the new peer configurations and routing policy.The IDRP tasks reconfigure the peer structures associated with the local peer and the adjacentBIS. The new parameters for the local peer and the adjacent BIS are read from the gatedconfiguration file.The local routes or the Internal Systems per the IDRP specification associated with this domainare changed in the following ways:¥gated static route configuration change,¥IDRP specific route configuration change, and¥new routes configured for other local routes which IDRP imports as external routes.The IDRP peer may either keep a connection up through the reconfiguration or terminate theconnection with the local peer.

IDRP Design Document 2.36/30/93Page 67(initialize local peer variables to the default parameters)2) idrp_peer_alloc(allocate an IDRP adjacent BIS peer structure)3) idrp_find_peer(see if idrpPeer structure already exists for the this peer)4) idrp_peer_update(if reparsing, and found old peer structure update parameters with the newpeer information.)5) idrp_big_blk_free(free idrpPeer structure allocated out of memory that is non-task memory)6) idrp_link_peer(link the peer to the idrpPeer list)7) idrp_local_rt(generate an idrp_local_rt. idrp_local_rt in turn calls a number of routines.See Section 5.6 on local routes.)routines called by: gated configuration parsing routinespurpose: parsing of the IDRP configuration line options (see Section 7.2.3 as highlightedin the IDRP config syntax)3) idrp_initcalled by: task_proto_inits in task.c in gated modules table in proto_initspurpose:initialize the IDRP local peer structure and associated timerinitialize the IDRP neighbor BISs peer structures, and associated timersinitialize the IDRP local routesinitialize the IDRP master taskinitialize the IDRP peer tasks4) idrp_reinit - master task re-initcalled by: gated re-init code for taskspurpose: reinitialize the IDRP master task5) idrp_peer_reinit - peer task re-initcalled by: gated re-init code for tasks

Page 666/30/93IDRP Design Document 2.35.Initialization and re-start code5.1.OverviewGated initialization or restart code may either start on starting up the gated daemon or uponreception of the SIGTERM or SIGHUP UNIX system. IDRP handles this reinitialization of gatedto do the following things:1) Initial program upon start-up2) re-configure the routes or peers upon after a reconfiguration call from gated (SIGHUP)3) Gracefully exit all IDRP sessions with peers (as gated terminates it�s executing afterSIGTERM)4) Change tracing or logging on a task upon running5.2.Initialization5.2.1.What Init doesThe initial program set-up does the following for the user:1) reads the configuration file2) sets up all the protocols, including IDRP with adjacent peers3) reads in locally configured routes and routing policy from the configuration file4) reads from the kernel the routes already configured on the router by hand5) Computes routes to add to forwarding tables (kernel) and to send to neighbors6) starts up routing protocols for all peers.Initial program set-up also sets up internals of gated such as the global variables, tasks and timersto run the protocols.5.2.2.Sequence of routines calledGated initialization logic initialize timers, and tasks. At various points through out the gatedinitialization sequence it calls IDRP specific initialization routines to set-up the IDRP protocol.Gated calls the following IDRP modules:1) idrp_var_initscalled by: task_proto_var_inits() � routine table in proto_initspurpose: initialize global variables for IDRP configuration parsing2) parsing routines for IDRProutines called:1) idrp_local_peer_init

IDRP Design Document 2.36/30/93Page 651) if route not announced out by IDRP, skip rest of steps2) run distribution policy to see if announce for peer (internal aggregation is possiblehere, but not encouraged in IDRP specification)[DIST(p_idrp_route) DIST - not only allows route out, but returns a modifiedidrp_attribute record pointer]3) if can send route, link route on appropriate attribute recordEnd loopLOOP for full list of active routes for IP1) if route not announced out by IDRP, skip rest of steps2) run distribution policy to see if announce for peer (internal aggregation is possiblehere, but not encouraged in IDRP specification) [DIST(p_idrp_route) DIST - not onlyallows route out, but returns a modified idrp_attribute record pointer]3) Run aggregation specific to peer (AGGR(p_idrp_route))4) if can send route, link route on appropriate attribute recordEnd loop2) Send routes out � call Phase3_send_routes(announce_list)

Page 646/30/93IDRP Design Document 2.3a) delete idrpRoute entryb) clear tsi bits on gated routec) delete the rt_entry for idrpProtocol (idrp_del_rt_gated)d) decrement reference count on the EXT_INFO information.4.5.3.IDRP peer up routine - idrp_rt_send_initroutine: idrp_rt_send_initparameter: peer - pointer to idrpPeer structure for peer that needs to receive full dumpLogic:if (newPeer supports ISO routes){get active ISO routes}if (newPeer supports IP routes){get active IP routes}if (new peer == internal){set external flag to FALSEphase3_dump(active_ip_routes, active_iso_routes, external)}if (new peer == external){set external flag to TRUE phase3_dump(active_ip_routes, active_iso_routes, external)}4.5.4.IDRP phase 3 full routing table dumproutine: phase3_dumpparameters: p_rtl_ip, p_rt_iso1) p_rt_ip - pointer to gated�s list of active IP routes2) p_rt_iso - pointer to gated�s list of active ISO routes3) peer - pointer to peer structure to send routes toLogic:1) Loop creating announce listLOOP for full list of active routes for ISO

IDRP Design Document 2.36/30/93Page 634.5.2.2.Phase3 send routes to external neighborsroutine: idrp_send_phase3_routesparameter: p_ann_list - pointer to announce listAnnounce list has linked list of announce structures. Each announce list structure has:1) withdraw NLRI list2) announce NLRI list3) pointer to IDRP attribute record4) rib id (zero for now)5) null pointer to peerLogic:LOOP for each external peer:LOOP for each attribute record:Walk withdraw NLRI listcall send_with_attrend withdraw listwalk announce listcall send_nlri_attr(note: IDRP DIST function run on all routes and policy on internal routes will will let all routes pass)end announce listend of look for each attribute recordEND of loop for external peers4.5.2.3.Delete routes after sending the routeroutine: idrp_del_phase3_routesparameter: p_with_list - pointer to linked list of idrpRoute structures for NLRIs withdrawing.Logic:Loop for all of NLRIs on withdraw list:Check for the Delete after send flag. If set in idrpRoute alone:a) delete the idrpRoute structure (free_idrpRoute)b) clear the tsi bits in gated routec) let rt_delete take care of route (idrp_del_rt_gated)if set in idrpRoute which has pointer to gated entry for ext_info:

Page 626/30/93IDRP Design Document 2.31) do preference on new route to see if it will be announced via IDRP. If so, then create IDRProute for this external info.subcase 1: old IDRP route going away, no new route minimum advertisement timer running1) set min_adv_chg flag (min route advertisement will pick up change)2) link withdrawal to announce listsubcase 2: Old route IDRP route, no new route, and no minimum advertisement timer runningsubcase 3: old IDRP route, new route, minimum advertisement timer is running1) set flag for advertisement change (MIN_ADV_CHG)2) exitsubcase 4: old idrpRoute, new IDRP route, no minimum advertisement timer running1) link new idrpRoute to announce listCase 7 - deletion of active route IDRPtest: old_active route = IDRP, but no new active route. Status on IDRP route - withdrawal (??and delete)process the withdrawal of the route:1) link idrpRoute to announce list as withdraw2) if min advertisement timer is not running, set �delete after send� flag in old IDRP route3) if min advertisement timer is running, it will handle delete of IDRP routeCase 8 - old active route = EXT_INFO route, no new active route1) does route have idrpRoute announce bit set in gated route?Yes, continue on with Withdraw logicNo, exitWithdraw logic:1) look up the IDRP Route with ext_info that matches this one (find_ext_info_rt_gated)2) withdraw flag on IDRP route,3) put withdraw on withdrawal list4) if min advertisement timer running (min_adv_run set in status field of idrpRoute) thenset min_adv_chg flag (min_adv_run will keep it from being deleted)5) if the min advertisement timer is not running, (the min_adv_run flag is not set in thestatus field of the idrpRoute), then set the delete after send flag in the status field ofidrpRoute.

IDRP Design Document 2.36/30/93Page 613) if valid for new route create new IDRP Routesubcase 1: old route did not have IDRP route, and new route will not have IDRP route. Simplyexit.subcase 2: old route had no IDRP route (due to no announcement.) New route added.a) link to announce list.subcase 3: old route had IDRP route, MinRouteAdv timer is not running, new route does notgenerate an IDRP routea) link old idrpRoute to announce list in withdrawal listb) if old route has delete flagged, mark �delete after send in IDRP Route�subcase 4: old route had IDRP route, new route does not generate an IDRP route, MinRouteAdvtimer is running, Mark MIN_ADV_CHG status flag on route, Mark DELETE status flag.subcase 5: if old route had IDRP route, and new is going to be announced andmin_route_advertisement set on old route�s IDRP structure1) set MIN_ADV_CHG in idrp_status in old route, thene exitsubcase 6: if old route had IDRP route, new route is going to be announced, and no minimumadvertisement timera) link new route to announce listcase 5: old ext_info -> new IDRPtest: old route = non-IDRP, new route = IDRPLogic:1) check to see if the ext_info route has an IDRP bit set2) if no IDRP announce bit set, simply link IDRP route to announce list and exit3) If old route has IDRP bit, find the IDRP route (find_ext_info_rt_gated(rth))4) if old route�s idrpRoute = this new route, then there is an error. All IDRP generated routeshave no advise set on them and should not be the main route.5) Check for the minimum advertisement timer running on IDRP route linked to ext_info route6) If min advertisement timer running (check IDRP route status flagIDRP_STATUS_MIN_ADV_RUN), set change flag (IDRP_STATUS_MIN_ADV_CHG) andexit routine7) if min advertisement not running, link list to the announce list.Case 6: change of active route IDRP -> new ext_infotest: old route = IDRP, new route = ext_info (only accept IS-IS)

Page 606/30/93IDRP Design Document 2.3One route overwrites another; no deletion of old routes. we can send an implicitwithdraw/change. Link changed route to announce list.sub-case 1) Minimum route advertisement timer runningtest: MIN_ADV_RUN flag set in idrp_status, MIN_ADVRD_RUN flag set in idrp_statusLogic:1) Set flag CHG_MIN_ADV and LOC_RIB on new route. Further processing will be done whenthe minimum route advertisement timer expires and the route is processed2) If withdraw and delete IDRP status flags are set in the old route, link route to withdrawportion of announce list.sub-case 2) Minimum route advertisement timer not running, no withdraw/delete flags on thelast active route.test: IDRP status flags:MIN_ADV_RUN and MIN_ADVRD_RUN clearno Withdraw or Delete flags clearlogic:1) set LOC_RIB in new route2) clear LOC_RIB in old route3) link new route to announce listsub-case 3) No Minimum route advertisement timer running on the last active gated route hasdelete in route.logic:1) set LOC_RIB in new route2) link new route to announce list3) delete the idrpRoute linked to last active gated route4) do an idrp_del_rt_gated on gated route.Case 4: old ext_info -> new ext_infotest:old route = protocol other than IDRPnew route = protocol other than IDRPlogic:1) Do PREF on new routeif valid, flag announcement of new routeif invalid, flag no-announce new route2) Check to see if old route has idrpRoute

IDRP Design Document 2.36/30/93Page 591) run policy on this route to determine PREF(p_idrp_rt). If pref is zero, route will not beannounced.2) if announced, create rt_entry for IDRP so we can link in the announcements. Add linkto original rt_entry into IDRP route structure.3) rt bits set in the ext_info protocol route4) search for existing attribute record for this ext_info route4a) if no existing attribute record, create new attribute record4b) if existing attribute record, link idrpRoute entry with route attributes to theext_info route_id in the route_id_list.5) set LOC_RIB2) add to announce list with link via P_ANN_NLRICase 3) change of active route - IDRP (old_idrp_rt -> new_idrp_route)test: old_active IDRP exists and new active IDRP for NLRIgeneral note:If an IDRP route changes for a destination, the following things can have occurred:¥better route received from a peer¥withdrawal of route from a peer and selection of route from another¥withdrawal with replace (explicit or implicit ) of a route from a peer which is still the best¥withdrawal with replace (explicit or implicit) of a route from a peer which changes the bestrouteNote:External information such as IS-IS will come here represented as an IDRP route.Logic:The logic can be broken down into 3 sub-cases tested in order.1) test for minimum route advertisement timer running.set MIN_ROUTE_ADV_CHG_FLAG.If old route is being deleted, but second route is being held up by minimum routeadvertisement timer, link withdrawal to list.2) No minimum route advertisement timer running and original IDRP route is being deletedeither by:¥withdrawal from peer, or¥withdraw of ext_info generating route3) No minimum route advertisement timer running

Page 586/30/93IDRP Design Document 2.3case 3: old active IDRP -> active IDRPcase 4: old ext_info -> new ext_infocase 5: old ext_info -> new IDRPcase 6: old active IDRP -> active ext_info(delete group)case 7: old active IDRP -> no new activecase 8: old active external info -> no new activeAn IDRP route is a route that comes from an IDRP peer. An ext_info route is a route fromanother protocol such as IS-IS. For each ext_info route announced out by IDRP an IDRP route iscreated and a flag set in the non-IDRP route�s gated rt_entry flags.(Note: in addition to these changes the logic for this routine must handle the minimum routeadvertisement processing for each route. The MIN_ADV_RUN flag is set in the idrpRoute instatus field if the run has the minimum route advertisement timer running on it.)Logic for Each case:Case 1: new active IDRP routetest: No old active route, new active route, IDRP protocol; peer = local, internal peer, or externalpeer.Logic for routine:1) set Loc_RIB flag in IDRP route2) link to announce list on NLRINote that the filtering of the route announcements in phase3 takes place as part of theannouncement to each peer.Internal peers will:¥not receive routes from other internal peers¥receive exterior routes as phase1 processing¥Local and EXT_INFO route information will be sent as part of phase3 processing.Exterior peers will:¥receive all routes listed as active routes in phase 3Test peers will receive an internal system peer dump.Case 2: new active - non-IDRP protocol (such as IS-IS)test: no old active route and new non-IDRP routelogic for routine:1) Create external route

IDRP Design Document 2.36/30/93Page 574.5.Phase 3 processingOnce gated has calculated the best route to any destination, it will hand the list of active routeswhich have changed. If a route is active and goes inactive, gated will flash the IDRP code withthe idrp_flash routine. The next section describe the logic upon the IDRP code receiving thisflash update.4.5.1.IDRP flash routineThe IDRP flash routine simply calls the phase 3 processing routines.4.5.2.Phase 3The following is the general logic needed for the Phase 3 processing of a route. This logic is runper address family (CLNP or IP) if gated hands a change list per family.1) walk through the gated flash list building a set of announce lists for each family.(phase3_status_change)if (no peers)exitif peerscontinue2) send announce and withdraws to the peers (idrp_send_phase3_routes)3) add announced routes to the minimum route advertisement lists4) delete withdrawn NLRI idrpRoute structures which are flagged �delete after send�(DELETE_AFTER_SEND in idrpRoute status field)4.5.2.1.Phase3 flash processingroutine: phase3_status_changeparameter: rtl_entryrtl_entry - list of rt_entry routes received from gated in the flash updatereturns: a pointer to an announce list that this code buildsLogic:The following are possible gated status changes:(new route group)case 1: new IDRPcase 2: new active - ext_info route(change of route group)

Page 566/30/93IDRP Design Document 2.34.3.4.Delete external routes in Phase 1Routes which are not in the LOC_RIB, but are the best external route must be deleted from thegated table in the phase 1 processing. Since the route is not the LOC_RIB (or gated active) route,the gated flash processing will not inform the IDRP code about the change. Routes that need tobe deleted on the withdraw list are flagged with a �delete after send flag(DELETE_AFTER_SEND in idrpRoute structure status entry).These routes are deleted only after all the withdraws have been sent to internal neighbors.Routine: idrp_delete_phase1(list)parameter: p_with - linked list of Withdraw NLRI/IDRP Route structuresLogic:Walk withdraw route NLRI list doing:if �DELETE_AFTER_SEND� is set,1) free NLRI/idrpRoute structure from attribute record (idrp_free_nlri_att_rec)2) re-link the IDRP output lists (idrp_free_outlist)3) delete the idrpRoute (free_idrpRoute)4.4.Phase 2 processingThe IDRP protocol specification calls on the Phase 2 processing to look at all the feasible routesin the Adj-Rib-Ins and determine which route:a) has highest degree of preference of any route to the same set of destinationsb) is the only route to that destination, orc) is selected as a results of the Phase 2 tie break rules specified in 7.16.2.1The IDRP code in the idrp_to_gated_pref routine translates the IDRP calculated (IDRP externalneighbors) or the IDRP received route (IDRP internal neighbors) to a gated route with thefollowing algorithm:gated preference = IDRP preference offset + IDRP calculated/received preference *2 +IDRP tie break flagIf a gated preference matches for a destination the tie_break routine is called. This routine in turncalls the tie_break_iso routine which will follow the IDRP rules (7.16.2.1) for tie breaking.The idrp_rt code then handles the phase 1 processing of the routes, and then adds/deletes ormodifies the route in the gated routing table and goes away. The gated processing then comparesthe gated preference against all other IDRP preferences and all other preferences. The lowestpreference is installed in the gated table. Gated interior protocols are given lower protocolpreference offsets so that interior RD routes are generally preferred to exterior routes.

IDRP Design Document 2.36/30/93Page 55end loop for announce NLRIsEND LOOP for attribute record on announce list4.3.3.8.Add withdrawals to send list for peerroutine: send_with_attr:calling parameter: p_idrp_rt - idrpRoute structure for withdrawal NLRILogic:for each withdrawal id:1) turn withdrawals NLRIs into route IDs for this peer plus an announce listNote: The logic here differs from phase 3. The minimum route advertisement flag is ignored(min_adv_run flag).2) can withdrawals and announces fit in same PDU?- yes - fit within maximum size- no - warn and go on3) put in withdrawals and announcements- fit in as many NLRIs as possible- link the NLRIs on the route_id outbound list- if PDU full already, send the PDU (idrp_send_pdu(peer, p_send_list))- if PDU not full but we are only allow one withdraw sequence:4) send the PDU: (idrp_send_pdu(peer, p_send_list))5) if PDU not full and we are allowing multiple withdrawals per PDU, add to send list.4.3.3.9.Add NLRIs to send list for peerroutine: send_nlri_attr:calling parameter: p_idrp_rt - idrpRoute structure for withdrawal NLRILogic:1) put NLRI on send list2) see if more space in PDU3) if more space, exit4) if no more space, send PDU to peer (idrp_send_update_pdu)

Page 546/30/93IDRP Design Document 2.3YES:1) clear best external flag on current best external route2) add best external flag on this route3) add this route to the phase1 announce listNO: do nothing2) add this route to gated(idrp_add_rt_to_gated)(sets the RTS_NOAGE bit so that no gated timer deletes route, only IDRPprocessing)}4.3.3.6.Phase 1 - Sending best external routes to internal neighborsAt the end of processing withdrawals and announcements for external peers the followingroutines are called:idrp_set_minadv_annlist(announcelist)set min route advertisement timer on all routes that are being set to neighbors (localroutes get local min Advertisement timer remote routes get global min Advertisementtimer)idrp_send_phase1_ann(announce_list) -announce to internal peers best external routeidrp_delete_phase1(list) -delete any routes which are deleted best external routes.4.3.3.7.Send Phase 1 to internal neighborsRoutine Logic for: idrp_send_phase1_ann(announce_list)LOOP doing each INTERNAL IDRP peerLOOP for each attribute record on announce list:Loop for all withdrawals on this entry in announce listfor each withdraw NRLI/idrpRoute structure - process withdraw into send list for a singleUPDATE BISPDU. If UPDATE BISPDU is full, it will be sent to neighbor. (send_with_attr)end loop for withdrawalsLoop for all announce NLRIs for this attribute record in announce listprocess each NLRI/idrpRoute structure on announce list and add to a send list for a singleUPDATE BISPDU. If the UPDATE BISPDU is full, it will be sent to neighbor. (send_nlri_attr)

IDRP Design Document 2.36/30/93Page 53based, we can compare so we can generate the best external route here. However, if the route is not being translated into IDRP AND has amatching preference -then this code must deal with the matchingpreference so gated does not do tie breaking for us. routine called: (mediate_pref_match)The mediate preference match mediates both IDRP protocol routes andgated routes. Its return will tell whether this route should be incrementedby 1 or decremented by 1.All IDRP based routes have the following formula for gated preference:gated IDRP offset + idrp_pref*2.This allows the adding of one to mediate any IDRP routes easily.Hopefully, by modifying the gated route by one - the IDRP route will nolonger be in contention.(This is an area for further testing)}if (gateway matches){Gateway match means this is an implicit replaceon an external route.1) Do error checks:1) Check for single match on the gateway.Should have only one match for this NLRI. If there are two, denote an error.2) Check for null change. If attributes are the same, log but don�t change.3) Real Change denoted by any attributes changingIf a real change occurred, this route must be checked for the best_externalprocessing. The logic is the same as the withdraw with replace route logic.Call the common logic here:idrp_replace_ext(p_idrp_rt, p_rt, p_ann_list, p_external, p_best_ext);where:p_idrp_rt idrpRoute structure for NLRIp_rt rt_entry for changed routep_ext_ann_listannounce list for phase1 external routesp_ext idrp_rt_chain_walk structure for external routesp_best_ext current best external routereturn to calling routine}if (no gateway exists){New external route has been received from this neighbor.1) Is this route better than current best external?(best_ext_route(p_idrp_rt, p_best_ext))

Page 526/30/93IDRP Design Document 2.3Best external route existsand is from this peer

1) set AdjRib flag in new idrpRoute2) modify gated route to point tonew idrpRoute structure, and newidrpRoute structure to point to gatedroute3) unlink old route structure fromroute_id in attribute record, andoutbound lists4) free old idrpRoute structure5) add new best_external route tointernal neighbor announce list

1) set AdjRib and best_externalroute in new idrpRoute2) modify gated route to pointto new idrpRoute and newidrpRoute to point to gatedroute3) unlink old route structurefrom route_id in attributerecord and outbound lists(idrp_free_outlist)4) free old idrpRoute structure(free_idrpRoute)5) link new idrpRoute tointernal neighbor announce list(link_ann_list)routine name: ph1_add_ext_routecalling parameters: p_idrp_rt, p_ext_ann_listp_idrp_route - idrpRoute (NLRI) to be added from external peerp_ext_ann_list - best external announce list built from external routes processed in Phase 1Actions:1) set AdjRib flag in new idrpRoute2) calculate IDRP preference for this route3) calculate gated preference (Phase 2 pre-processing) (idrp_to_gated_pref(pref))4) Look for other IDRP routes with this gateway or the same gated preference for this NLRI ingated tableNote: steps 2-4 are contained in idrp_add_route_locate5) process based on the results of above searchif (preference matches){Two types of preference matches can occur: IDRP protocol gatedpreference matches and other protocol and preferences matches.IDRP protocol routes will exist for all EXT_INFO (external information)routes that have been translated into IDRP routes in the phase3 processing(called during the gated flash process). So if the routes are both IDRP

IDRP Design Document 2.36/30/93Page 514.3.3.5.Phase 1 - Add external routeBest External Route logic for Additions:For each new route, the status of the route is determined by calling idrp_add_route_locate to findout the status of the new idrpRoute with this NLRI. The status of the NLRI currently in the tablecan be:¥No route for any external peer exists in any AdjRib (gated has no other route for this NLRIfrom any IDRP external peer)¥Best external Route exists in the gated table, but not from this peer.(p_best_ext return fromidrp_add_route_locate points to the current best external route. A check on the peer value inthe idrpRoute will indicate if it is from this peer.)¥Best external route exists and is from this peer.(if the p_best_ext returned from theidrp_add_route_locate points to this peer, then this is an implicit replace.)The status of the new route can then be determine by using the find_best_ext routine. The tablebelow summarizes the logic based on the status of NLRI before the route is added, and after theroute is added.NLRI status in gated table

New route is not best external route

New route is best externalrouteno route for any externalpeer exists in any AdjRib illegal state - new route is onlyexternal

1) set best external flag instatus in idrpRoute2) add route to gated table(AdjRib) (idrp_add_rt_gated)3) add route to internalannounce list (link_ann_list)Best external route existsin table, but not from thispeer

1) set AdjRib flag in new route2) add route to gated table

1) clear best external route flagin old best external route2) set best external route flag innew route3) add route to gated table(idrp_add_rt_gated)4) add route to internalannounce list (link_ann_list)

Page 506/30/93IDRP Design Document 2.3Routine looks like:status = old route�s IDRP statusold_idrp_route = gated routes pointer to IDRP routeswitch (status){AdjRib only:if (best_ext_route(p_idrp_rt, p_best_ext)){a) turn off best external flag on p_best_extand reset p_p_best_ext pointer to best external structureb) turn on best external flag on p_idrp_rtc) link to ph1 external announce list(link_ann_list(p_idrp_rt, p_ext_ann_list, linkedvia announce list )}AdjRib & Best_ext:AdjRib & best_ext & LOC_RIB:if (best_ext_route(p_idrp_rt, p_best_ext){new idrpRoute has better or equalpreference than old IDRP route so it remains the best_externala) turn on best_external in new idrp_rtand reset p_p_best_ext pointerto best external structureb) turn off best_external in old IDRP routec) link to ph1 external announce list)(link_ann_list(p_idrp_rt, p_ext_ann_list,linked via announce list))}else{p_best = find_best_ext(p_idrp_rt, p_ext)turn on best_external in new best externalturn off best_external in old routelink new best_external to announce list(link_ann_list(p_idrp_rt, p_ext_ann_list,linked via announce list))}break;} (end switch)/* replace the IDRP route in gated route */idrp_repl_rt_gated(p_idrp_rt, p_rt);/* change gated route so we flash if gated route changes */idrp_mod_rt_gated(p_idrp_rt);}

IDRP Design Document 2.36/30/93Page 49Adj_RIB and best_external

1) locate all routes this NLRI and IDRPprotocol keeping those that match gateway, orpreference, or external.(idrp_with_route_locate)2) if the IDRP preference of the new route lessthan the IDRP preference of the existing route:a) find the best external route (find_best_ext)b) if new Route still best external route, setbest_external flag in new route; link intobest_external chain and updateidrp_best_external pointers accordingly.c) if new Route is not the best external route,set best_external flag in new best externalroute; relink best_external chain and updateidrp_best_external pointers accordingly3) rt_change the route in the gated table(idrp_mod_gated)4) link best external route to send list(link_ann_list)AdjRib, Best_external and Loc_RIB do abovePhase 3 will return either an old active IDRP ->new active IDRP or old active IDRP -> activeext_info4.3.3.4.idrp_replace_extRoutine name: idrp_replace_extcalled by: implicit and explicit replace of routines for external neighbors.parameters:p_idrp_rt - idrpRoute replacing old routep_rt - gated rt_entry for old idrpRoute being replacedp_ext_ann_list - IDRP announce list for phase 1 external routes to internal peersp_ext - idrp_rt_chain_walk structure with routes of all external IDRP routes for this destinationp_best_ext - current best external routeLogic:All External route logic except lookup for:a) AdjRib onlyb) AdjRib and Best externalc) AdjRib, BestExternal and Loc_RIB

Page 486/30/93IDRP Design Document 2.3logic for this case;break;}Withdraw Routes statusActionAdjRib only

1) look up gated routes with this NLRI andIDRP protocol look for routes from samegateway, external IDRP routes, and thebest_external route.(idrp_with_route_locate)2) If new route�s preference better than old bestexternal, then:a) set old_best_external status to havebest_external flag offb) set best_ext flag in new routec) modify preference so gated preferenceuniqued) rt_change to gated tables(idrp_mod_rt_gated)e) link new route to announce list for internalpeers, NLRI additions list (link_ann_list)f) link new route at head of best_external chainfor NLRI; reset idrp_best_external pointer forNLRI to point to new route.3) if new route�s preference less than old bestexternal route,a) modify preference so gated preference isuniqueb) rt_change to gated tables(idrp_mod_rt_gated)c) insert new route into best_external chain inorder of preference

IDRP Design Document 2.36/30/93Page 47AdjRib & best external & Loc_RIB

1) go a rt_locate on this NLRI and idrpProtocol(idrp_with_route_locate)a) if gateway match - 2nd route this destinationand this gateway - it�s illegal2) try to find new best_external route fromother external routes (find_best_ext)3) if new best external found,a) set best_external flag in new route; resetroute�s idrp_best_external structure to point toit; relink best_external list to remove routebeing deleted.b) Withdraw should be set in old routec) link new route to internal announce list asannounce (link_ann_list)d) set delete on IDRP routee) rt_delete on old route and let gatedrecalculate new Loc_RIB (idrp_del_rt_gated)4) if no new best external found, (this was onlyexternal route)a) Withdraw should be set in withdraw routeb) link withdraw route to internal announce listas withdraw (link_ann_list)c) do rt_delete on this routed) free route�s idrp_best_external structure4.3.3.3.Phase 1 - Withdraw external route with replacementroutine: ph1_with_repl_routeparameters:p_idrp_route - pointer to idrpRoute structurep_ext_ann_list - pointer to external Announce listExternal Route logic for Explicit Withdraw with Replace:The action upon receiving a external route which is a withdraw with an explicit replace dependson the status of the route being withdrawn and replaced. The tables below describe the logicbased on the status of the route. The actual routine logic looks like the following:switch(status of idrpRoute being withdraw){case AdjRib only:logic for AdjRib only route;break;case AdjRib & best-external:logic for AdjRib and Best External;break;case AdjRib, Best-external & Loc_RIB:

Page 466/30/93IDRP Design Document 2.3Logic for Withdraw External Route (NLRI):status of route being withdrawnActionAdjRib only

1) remove NLRI from attribute record by:a) pulling from route_id_list for this route_idand this peer,b) decrementing the attribute record referencecount (idrp_free_nlri_att_rec)c) no outbound routes should be linkedd) clear gated route of idrpRoute structuree) delete idrpRoute Structure (free_idrpRoute)f) delete gated route entry with rt_delete(idrp_del_rt_gated)AdjRib and best_external

1) search the gated table for a gateway match,idrpPreference match, and a list of externalroutes (rt_with_route_locate)a) if gateway match - illegal unlessmin_route_advertisement set on route2) find new best external route (find_best_ext)3) if new best external exists:a) set best_external flag in new route; resetroute�s idrp_best_external structure to point toit; relink best_external list to remove routebeing deleted.b) link new route to announce list for internalpeers (link_ann_list)c) unlink NLRI fromroute_id listd) unlink route from outbound route lists(idrp_free_outlist)e) unlink from attributerecordf) delete old idrpRoute structure(free_idrpRoute)4) if new best external route does not exist:a) link withdraw NLRI to announce list forpeers(link_ann_list)b) set delete after send flag in idrpRoutec) free route�s idrp_best_external structure

IDRP Design Document 2.36/30/93Page 45One linked exist exists per family of addresses. For example, there will be one linked list for allISO addresses. Each linked list consists of idrpRoute structures. An idrpRoute is created for eachNLRI received from a peer. These idrpRoute structures are linked via the p_with pointer in theidrpRoute structure.2) inbound linked list of routes to be added linked with the p_next_nlri in idrpRoute Structure3) a pointer to Attribute record based on the inbound Route_id of the route. The route_id_liststructure points to the first NLRI on the chain of NLRI for this route_id.4) peer that these routes came fromAs noted earlier, the additions list may contain:¥NLRIs with withdraw with replace found in PDU¥NLRIs which are implicit withdrawals¥NLRIs which represent new routes.These route additions are added to the gated tables much as the internal routes are. However, thephase 1 process to determine best external route must be done on external peers.Logic for phase1_external routine:Loop for each NLRI family {loop handling withdraw NLRI list of idrpRoute Structureslinked by p_withph1_with_ext_route called to process each routeloop endloop handling announce NLRI list of idrpRoute structureslinked by p_ann_nlri if (withdraw/replace)call ph1_with_repl_route - to processeach route with withdraw/replaceelsecall ph1_add_ext_routeend ifloop endNLRI family loop endsend best external routes to internal neighbors(send_best_ext)delete routes that are only best external(del)routes_best_ext)4.3.3.2.Phase 1 - Withdraw external routeroutine: ph1_with_ext_routeparameters:1) p_idrp_route - idrpRoute withdrawing2) p_ann_list - announce list

Page 446/30/93IDRP Design Document 2.3Note: Recent gated changes to grab the destination address structure and mask structure out offast allocated memory will require a change to this routine.4.3.3.Phase 1 - Routes from external neighborsPhase 1 external processing withdraw nlri list (no overlap)announce or replace nlrisphase1_externalphase 1 withdrawn nlri (external) (ph1_with_route_ext)phase 1 withdraw with replace (external) (ph1_with_repl_ext)phase 1 new nlri (external) (ph1_add_route_ext)send best ext routes to internal peers (idrp_send_phase1_ann)delete defunct best external routesFigure 17 � Phase 1 External Route Processing4.3.3.1.phase1 external routesRoutine: phase1_extparameters passed:p_ann - announce list which contains:1) Inbound linked list of withdrawn routes

IDRP Design Document 2.36/30/93Page 434.3.2.8.free_idrpRouteroutine: free_idrpRoutecalling parameter: p_idrp_rtLogic:1) Check that all p_idrp_rt references have been released (idrp_attribute_record, route_out idlists)2) use task_mem_free to free the idrpRoute structure4.3.2.9.idrp_del_rt_gatedroutine: idrp_del_rt_gatedcalling parameter: p_rt - pointer to gated routeLogic:1) do an rt_delete on the rt_entry structure (gated route)4.3.2.10.idrp_add_rt_to_gatedroutine: idrp_add_rt_to_gatedcalling parameter: p_dest, p_mask, p_idrp_rtLogic:1) create a rt_params block2) fill in rt_params block from p_dest, p_mask, and p_idrp_rt structure information3) call gated routine rt_addNote: Recent gated changes to grab the destination address structure and mask structure out offast allocated memory will required a change to this routine.4.3.2.11.idrp_mod_rt_gatedroutine: idrp_mod_rt_gatedparameter: p_dest, p_mask, p_idrp_rtLogic:1) generate parameters for rt_change call such as gated preference2) call gated routine rt_change

Page 426/30/93IDRP Design Document 2.34.3.2.5.find_best_extroutine: find_best_extparameter: p_idrp_rt - pointer to route we want to add.Logic:Just return p_idrp_rt->p_p_best_ext->p_best_ext. This returns the (pre-computed) best externalroute. See figure 32 for further clarification.4.3.2.6.idrp_free_nlri_att_recroutine: idrp_free_nlri_att_reccalling parameters: p_idrp_rt, withp_idrp_rt - pointers to the idrpRoute structure to free from attribute recordwith - Withdrawal flag indicates that route is linked through the p_with indicator instead of thep_next_nlri pointer.Logic:1) get the family of the route2) find the idrpRoute in the route_id chain in IDRP attribute record (idrp_find_routeid_chain)3) look for NLRI inside the route_id chainIf you find a match to the pointer to the route, re-link it. If with flag is set, use the p_with to re-link it. If the with flag is not set, use the p_next_nlri flag.4) if Route_id list is empty, free it5) if idrp_attribute record reference count goes to zero, free it.4.3.2.7.idrp_free_outlistroutine: idrp_free_outlistparameters: p_idrp_rtp_idrp_rt - points to the idrpRoute structure for routeLogic:Loop for n peers configuredfor route_out entry, relink circular listEnd of loop

IDRP Design Document 2.36/30/93Page 41 (get list of routes for this NLRI and IDRP protocol)if (no gated route entries){no gateway matchno preference match}else{for all routes for this NLRI and IDRP protocoldo the following:look for equal pref or gateway matchif (gateway match)-> save as matched gateway)else if (pref_match && not_gateway)-> save list of preference matches on idrpRoute_list}4.3.2.4.idrp_with_route_locateroutine: idrp_with_route_locatecalling parameters: p_idrp_route, p_gated, p_pref, p_ext, p_best_ext1) p_idrp_route - Pointer to IDRP Route2) p_gate - pointer to idrp_rt_chain_walk structure for keeping same gateway information3) p_pref - pointer to idrp_rt_chain_walk structure for keeping same preference in IDRPinformation4) p_ext - pointer to idrp_rt_chain_walk structure for keeping all other external routes for thisdestination5) p_best_ext - pointer to idrpRoute structure for best external routeLogic:1) get the beginnings of the gated route list for this destinationp_idrp_rt->p_rt points to rt_entry for this destination for IDRP protocol for this gateway. Usert_entry�s pointer to head to get linked list for this destination.2) walk down the chain of routes looking for routes with IDRP protocol set.1) if find same gateway, link to that list2) if find same preference, link to that list3) if find external, link to that list4) if find best external, save pointerreturn these pointers to the calling routine.

Page 406/30/93IDRP Design Document 2.36) p_ext - pointer to idrp_rt_chain_walk structure for keeping all other external routes for thisdestination7) p_best_ext - pointer to idrpRoute structure for best external routeAction:Calculate idrpPreference on the new route.4.3.2.2.PREFroutine: PREF(p_idrp_rt)calling parameter: pointer to idrpRoute structure of NLRIActions:1) calculate preference given policy2) log it to Network Management (gated log file) if the calculated preference does not matchreceived preference.3) calculate gated preference on the new route4.3.2.3.idrp_to_gated_prefroutine: idrp_to_gated_pref(p_idrp_rt)calling parameter: pointer to idrpRoute structure of NLRIActions:1) Use received preference to calculate gated Preference. Formula is:gated preference = idrp_preference_offset + idrp_received_preference * 22) locate any route from same gateway or preferencea) same gateway - should be illegalb) same preference - tie break in IDRP codec) any external routes from IDRPd) best external route from IDRP3) Walk the gated route list down from the gated entry pointed to by this destination and theIDRP protocol. Link any gateway that are the same as this route to the idrp_rt_chain_walkstructure for gateway. Link any IDRP routes with the same preference as this route to thepreference idrp_rt_chain_walk structure for this gateway.Link any external peer route to the external idrp_rt_chain_walk structure for external peers. Savethe best external IDRP route in p_best_ext_rt pointer.Algorithm for search:p_rt = rt_locate(state, dest, mask, protocol);

IDRP Design Document 2.36/30/93Page 396) issue a rt_change to gated(idrp_mod_rt_gated)}else{/* new route */ add the new route to gated(idrp_add_rt_to_gated)}Optimization note: In future optimization of code path, we may want to additionally reduce thert_change calls made to gated if the route is not going to change its gated preference.4.3.2.Utility routines for Phase 1 and Phase 3The following routines are shared by gated phase one processing:1) idrp_add_route_locate2) idrp_with_route_locate3) idrp_find_best_ext4) idrp_free_nlri_att_rec5) idrp_free_outlist6) free_idrpRoute7) idrp_del_rt_gated8) idrp_add_rt_to_gated9) idrp_mod_rt_gated10) send_with_attr (see routine description in section 4.3.3.2)11) send_nlri_attr (see routine description in section 4.3.3.3)12) link_ann_list13) link_send_list14) send_update_reset_send15) flush_att_send_list16) idrp_send_list_room17) idrp_del_routes_sent[add more routines here over the weekend]4.3.2.1.idrp_add_route_locateroutine called: idrp_add_route_locateparameters: p_dest, p_mask, p_idrp_rt, p_gate, p_pref, p_ext, p_best_ext1) p_dest - pointer to sockaddr_un structure for gated style destination2) p_mask - pointer to sockaddr_un structure for gated-style destination mask3) p_idrp_route - Pointer to IDRP Route4) p_gate - pointer to idrp_rt_chain_walk structure for keeping same gateway information5) p_pref - pointer to idrp_rt_chain_walk structure for keeping same preference in IDRPinformation

Page 386/30/93IDRP Design Document 2.3The gated preference comes from the IDRP preference. We need to insure that gated will notreceive two routes with an equal preference. Gated will do it�s own selection if we send tworoutes in with the same preference. Therefore, the IDRP code needs to do it�s own tie breakingbetween any idrpRoute structures. IDRP route structures can be generated either from externalroutes (routes from IS-IS or other protocol routes including statically generated) or from IDRPreceived routes.4) do an rt_change to modify the gated preference(idrp_mod_rt_gated)5) clear REPL flag4.3.1.3.Phase 1 processing for route additions:Routine: ph1_add_route_intcalling parameter:p_idrp_rt - idrpRouteActions:(steps 2-4 are contained in idrp_add_route_locate)1) set AdjRib status flag in new idrpRoute2 ) calculate IDRP preference for this route.3) calculate gated preference (Phase 2 pre-processing) (idrp_to_gated_pref(pref))4) Look for other IDRP routes with this gateway or the same gated preference for this NLRI ingated table5) process based on the results of above search:if (preference_matches){tie_break between all the routes whose preference matchesthe new one (all same NLRI)}if (gateway matches){/* implicit withdraw/replace */(idrp_with_repl_int)1) change rt_entry gated pointer to new idrpRoute2) change idrpRoute pointers to new rt_entry3) relink around it in route_id chain4) free from any output list5) get rid of the this idrpRoute by unlinkingfrom attribute list(idrp_free_nlri_att_rec)

IDRP Design Document 2.36/30/93Page 37Status of Route beingwithdrawnAction

AdjRib only

1) free this NLRI from the attribute structure(idrp_free_nlri_att_rec)2) remove this NLRI from any outbound lists(idrp_free_outlist)3) free the idrpRoute structure and set the gated route pointer tonull(rt_entry.rt_data = NULL)(free_idrpRoute)4) Set DELETE flag in IDRP status flags, call rt_delete sogated will delete route(idrp_delete_rt_from_gated)Loc_RIB and AdjRib

1) set delete in status flags2) do gated delete on route (rt_delete)and let gated flash update tell us about the change in phase 3(idrp_delete_rt_from_gated)best external routeillegal for internal updatesmin_adv_runillegal for internal updatesidrp_chg_min_advillegal for internal updatesdelete after sendillegal for internal updatesstatuswhere route deletedAdjRib onlyin ph1_with_int routineAdjRib and Loc_RIBin phase3_status_change routineall other flagsillegal status4.3.1.2.Phase 1 explicit withdraw with replaceRoutine: ph1_with_repl_intcalling parameter:p_idrp_rt - idrpRoute structure of NLRI withdraw with replaceActions:(steps 1-3 contained in idrp_add_route_locate)1) calculate idrpPreference on the new route2) calculate gated preference on the new route3) locate any route from same gateway or preferencea) same gateway - should be illegalb) same preference - tie break in IDRP codeNote:

Page 366/30/93IDRP Design Document 2.3Phase 1 internal processing withdraw nlri list (no overlap)announce or replace nlrisphase1_internalphase 1 withdrawn nlri (internal) (ph1_with_route_int)phase 1 withdraw with replace (internal) (ph1_with_repl_int)phase 1 new nlri (internal) (ph1_add_route_int)Figure 16 � Phase1 internal processing4.3.1.1.Phase 1 withdrawal logic for internal peerroutine name: ph1_with_int_routecalling parameter:p_idrp_rt - idrpRoute structure for NLRI removedThe ph1_with_int action depends on the status of the idrpRoute being withdrawn:

IDRP Design Document 2.36/30/93Page 351) Withdrawal of NLRI2) withdraw/replace3) implicit withdraw4) new routeThe announce list passed to the phase one processing has:1) Withdrawal listA linked list of NLRI�s to be withdrawn. These NLRIs are linked via the p_with pointer in theidrpRoute structure.2) Announce listThis linked list of NLRI�s are linked via the p_next_nlri parameter in the idrpRoute structure. Inthe announce list the idrpRoutes may be a withdraw with replace. In that case, the route will bemarked with Replace. For a implicit withdraw with replace route, no bits will be set in the statusfield.When phase1 code looks up the route in the gated table, the route may exist, or not exist fromthis peer. If the route exists from this peer, the route is an �implicit withdraw�. If the route doesnot exist from this peer, it is a new route.3) pointer to the attribute recordThe attribute record structure created from the UPDATE BISPDU is passed to thephase1_internal routine. A part of this structure is the list of idrpRoute structures announced bythis peer.4) pointer to peer structure these routes came from.The phase 1 internal processing loops processing the withdraw NLRI list. It then processes theadditions into: explicit withdraw replace, implicit withdraw replace, and new route.Overlapping of Routes:First version processing:In the first release of the Merit IDRP code, when routes overlap, both routes are installed into therouting tables. Since there are no policy filters in phase 1, all routes are accepted.Policy and Overlapping routesWhen Policy is enacted into the phase 1 and phase 2 processing, the overlapping routes installedwill be dictated by policy. Gated�s basic route look ups into the radix will need to be modified toreturn best match.

Page 346/30/93IDRP Design Document 2.3Phase 1 processing withdraw nlri list (no overlap)announce or replace nlrisphase1_internalph 1 w/drawn nlri (internal)ph 1 w/draw w/ replace (internal)ph 1 new nlri (internal)Type of peer?internalexternalphase1_externalph 1 w/drawn nlri (external)ph 1 w/draw w/ replace (external)ph 1 new nlri (external)ph 1 send best external routesph 1 delete defunct best extFigure 15 � Phase 1 processing of routes4.3.1.Phase 1 processing for internal peerRoutine name: phase1_internalLogic:The three type of functions are processed for the IDRP internal peer: withdrawal of an NLRI,withdraw/replace of an NLRI, and a new addition of a new NLRI. Each addition may either bean entirely new route or an implicit addition. Therefore the four cases of actions are:

IDRP Design Document 2.36/30/93Page 33The phase 1 processing branches immediately depending on whether the route came from aninternal peer or an external peer. Both the internal and external phase 1 processing modifies thegated tables which provide the structure for the Adjacency Ribs. In addition, the external peerprocessing of routes must include:¥re-calculation of the best_external route if needed,¥transmission of the best_external routes to internal peers as the IDRP phase 1 processingspecifies, and¥removal of withdraw best_external route structures which are not also best route, that is in theLoc_RIB structure.The best external route is tracked by a best external route structure created each time a newNLRI (destination) is seen by IDRP. As additional routes for the same NLRI (destination) areseen, the additional routes are linked into the NLRI structure. See figure 32 for a depection ofthis scheme.In removing a route, this code deletes the idrpRoute structure associated with the gated route, andthen calls the gated rt_delete function to delete the gated structure. The deletion of this type ofbest route occurs here because gated will not indicate these changes in the idrp_flash since thesechanges do not effect the active route (the Loc_RIB route).

Page 326/30/93IDRP Design Document 2.3Logic:for (each withdraw NLRI in linked list)The NLRI list is linked via the p_next_nlri in.walk list of announce NLRIs looking for match(announce list is linked via the p_next_nlri)if (match){do Withdraw replace processing}else{no match - link to chain of withdraw NLRIsvia the p_with in idrpRoute}Withdraw replace processing:1) set Replace flag in status variable of announced idrpRoute for NLRI2) rt_entry from old idrpRoute set in new idrpRoute3) gated rt_entry points to new route structure4) unlink old route from attribute recorda) pull NLRI from route_id_list for route ID and peerb) decrement reference count of attribute recordc) if reference count for attribute record is zero, free it (idrp_free_nlri_att_rec)5) outbound chains for old idrpRoute relinked to exclude the route structure (idrp_free_outlist)6) free the withdrawn idrpRoute structure created in the parse update processing.(free_idrpRoute)4.3.Phase 1 processingPhase 1 processing dispatches on whether the routes came from an internal or an external Peer.The phase one processing is passed a list of NLRI to be withdrawn and a list of announcedNLRIs. However, in this list there are four types of routes:1) explicit withdraw routes (on withdraw NLRI list)2) withdraw with replace (on announce NLRI list)3) implicit withdraw (on announce NLRI list)4) new route (on announce NLRI list)The BISPDU processing up to this point has determined whether the route is an explicitwithdraw or a withdraw with replace (replace set in the route added). However the otheradditions can either be a implicit withdraw from a peer that over writes a previous route sent bypeer or a new route. Only the look-up in the current AdjRibs in the gated routing structuredetermines which of the last two a route is.

IDRP Design Document 2.36/30/93Page 31PDU. If NLRI is a withdraw/replace case, the Replace flag is set in the announcement list, andthe withdraw NLRI is deleted from the withdraw list.3) A list of announcements is passed to the phase 1 processing. The announcement list has:¥a withdrawn NLRI list,¥an announced route NLRI list,¥a pointer to the attribute record for these NRLIs.The specifics of creating a withdraw list in idrp_process_pdu_routes are:1) look up Withdraw Route ID in inbound route hash table for the peer received from.2) if no withdraw ID exists, trace but ignore3) if withdrawal ID exists, do steps 1-4 for each route ID1) pull hash list entry. Hash entry will have route ID and a linked NLRI lists per protocolsupported. Delete hash table entry for route IDdo steps 2-4 per NLRI chain (chain of idrpRoute structures) in hash list entry2) walk the NLRI chain, unlinking the idrpRoutes from the inbound route_id and linkingthem to the withdraw NLRI list.a) clear the p_next_nlri listb) link to withdraw list using p_with pointer in idrpRoutec) set flag on route to Withdrawd) set status in route_id list entry in attribute record to delete3) Remove any announced IDs from withdraw route idThis double checking removes any withdraw replace routes which might be found in the casewhere the withdraw id points to 10 routes to withdraw, but 9 routes are then included in theNLRI announcement.4) If NLRI is not found in announce list, the withdraw NLRI structure is linked on theannounce list withdraw NLRI list.note: each withdrawal NLRI has route_id, p_with set, and p_attr still set.4.2.5.remove_ann_duproutine called: remove_ann_dup(p_withdraw, p_announce)calling parameters:p_withdraw - pointer to list of idrpRoutes that you are withdrawingp_announce - announce listnote: remove_ann_dup called for each type of NLRI - ISO or IP

Page 306/30/93IDRP Design Document 2.34.2.4.idrp_process_pdu_routesUpdate PDU route processing idrp_process_pdu_routesbuild announce list using withdraw list and nlri arraygenerate withdrawn nlri list using route_idremove nlri from the withdraw list which are listed for announcement in the nlri arrayrepeat for each route_idPhase 1 processingPhase 2 pre-processingFigure 14 � Update PDU route processingRoutine: idrp_process_pdu_routesThe idrp_process_pdu_routes is called when a valid update PDU is to be processed by the IDRPcode. This processing can occur as part of the normal update procedure or as part of the RibRefresh code.The idrp_process_pdu_routes code is handed a parsing results structure from theidrp_process_update code. This parsing results structure has a pointer to the attribute record,array of NLRI lists by family, withdraw id array and free PDU flag.Logic:The idrp_process_pdu routes processes the Withdraw Route IDs and NLRI announcements into alist of withdraw NLRIs, a list of NLRIs to add or withdraw/replace.It does this by:1) Creating withdraw NLRI list by walking through Withdraw Route IDs and looking up in thehash table idrpRoute lists for that route_id. A Withdraw flag is set in the status field of theidrpRoute associated with that destination and peer.2) As each withdraw NLRI is gotten from Withdraw Route IDs, check it make sure it was not awithdraw/replace case where the Route Id was withdrawn but the NLRI was announced in the

IDRP Design Document 2.36/30/93Page 29If attributes exist in the update PDU, an attribute record structure is created. Attributes are parsedinto this structure, and validated. If an identical attribute record is found, that attribute record isused instead of this one.The network layer reachability information (NRLIs) are parsed out of the update PDU, and putinto idrpRoute structures. These idrpRoute structures are then linked onto an inbound route_idlist using the p_next_nlri pointer in the idrpRoute structure.Each NLRI is linked on a list per family. The attribute record keeps the list of routes attached toit by idrpRoute_entry list. This structure attached to the attribute record stores the route ID of theIDRP route, and any NRLI associated with that route_id for that peer.The reference count of the attribute record is incremented once per NLRI. Each NLRI isrepresented by an idrpRoute tied to a gated route structure. The parse results also contain a flagon whether the inbound PDU memory can be released to gated or not.4.2.3.parse_update_cleanupRoutine: parse_update_cleanup(results)calling parameter: resultsresults - pointer to parse_results structureThe parse results structure contains:1) route ID - from UPDATE BISPDU2) pointer to attribute record - created from UPDATE3) linked list of NLRIs by family4) flag to free PDU storage5) withdraw structure hold withdraw IDs and countActions:1) release withdraw array space2) free the attribute record (idrp_free_att_rec)if IDRP_INIT_ROUTE_ID is set then no NLRI are attached: just free the attribute recordif NLRI released, then decrement the reference count once per NLRI.3) Decrement the Best External Route Structure reference count4) free the Best external route structure if reference count is zero

Page 286/30/93IDRP Design Document 2.34.2.2.parse update_pduUpdate PDU passage through processing process update pduread in withdrawals to array and total count to array structureparse updateparse attributes:¥ walk pdu¥ create attribute record¥ validate attribute record; create canonical rd path and local rd to ensure that there is no loop¥ look for existing attribute record. If one exists that fits, use that one instead of this one. If there is an existing attribute, we can dispose of the pdu.¥ validate user attributesparse nlri:¥ create idrpRoute structure for each nlri¥ link idrpRoute structures together through the p_next_nlri link.¥ link different families to different chains. idrp_mod_route does this to array link structures where each family of addresses (ip/iso) has entry in array.Figure 13 � Update PDU parsingroutine: parse_update_pduActions:1) Withdraw IDs are parsedThe Withdraw route IDs are parsed out of the UPDATE BISPDU into an withdraw arraystructure for further processing.2) Attributes are parsed

IDRP Design Document 2.36/30/93Page 275) parse_update_cleanup(results): if valid, then idrp_process_pdu resultsUpdate PDU Processing process updateparse updateidrp state machineidrp process update pduidrp processrib refresh pduprocess results array using phase 1 logicFigure 12 � Update PDU processing

Page 266/30/93IDRP Design Document 2.34.Program flow description for update PDUsThe UPDATE BISPDU contains the routing information sent from BIS to BIS. The BISPDU isparsed the routes it carries entered into the gated routing table. The routes are then propagated toBIS neighbors that need to know about routing changes. The IDRP specification (ISO 10747)describes the processing of routing information in three phases. Below we describe how theUPDATE PDU is parsed and the three IDRP processing phases are done.4.1.Overview of IDRP UPDATE parsing codeThe process update function in the IDRP code (process_update) calls the update parsing function(parse_update). The parsing routine walks through the UPDATE BISPDU finding thewithdrawal route IDs, attributes and network layer reachability information (NRLI) in the PDU.The parsing routine returns to the process_update function an indication whether the BISPDUwas successfully parsed or encountered a problem while being parsed, plus a structure containingresults of the parse.The process_update function calls the IDRP state machine with either the IDRP_UPDATE orIDRP_UPDATE_ERROR event. If the update is received in a valid state and should beprocessed, the process update code checks to see if it is in the middle of a RIB-Refresh sequence.If this PDU is one of a set of update PDUs for a RIB-Refresh, a refresh information structure iscreated to hold the parsing results from the UPDATE PDU and a pointer to the UPDATE PDU.This refresh information structure is linked to a refresh processing list. When the refresh iscompleted, each UPDATE PDU is processed via the idrp_process_pdu_routes.If the update is received outside of a RIB Refresh sequence, idrp_process_pdu_routes is calledimmediately. Figure 12 shows the logic of the update.4.2.Process update routine descriptions4.2.1.process_update_pduroutine: process_update_pducalling parameters: peer, PDU, lengthpeer - idrpPeer structure of peer sending this PDUPDU - pointer to PDUlength - length of PDUActions:1) call parse PDU2) if PDU valid, then calls state machine.3) if refresh cycle, links results of parse to refresh list for later processing4) if invalid state, releases results from parse

IDRP Design Document 2.36/30/93Page 25buffer - pointer to output buffer that contains the BISPDU to be transmittedActions:1) fill in flow control fields2) Generate the authentication checksum3) copy buffer to task_send_buffer4) use gated task_send_packet to send PDU5) put buffer on retransmission queue if sequenced3.3.3.post_enqueued_pdusroutine: post_enqueued_pduscalling parameter: peerpeer - idrpPeer Structure to see if we can send queued BISPDUs.Action:Loop trying to send all PDUs on the transmit list. Each PDU is sent by calling the idrp_postroutine. If the peer becomes flow blocked, stop.

Page 246/30/93IDRP Design Document 2.3BISPDU transmission idrp_send_pduidrp_post_enqueuedidrp_posttask_send_buffer(fill in sequence number, credit available, authentication)(if sequenced save on retransmit list)Figure 11 � BISPDU transmission3.3.1.idrp_send_pdu routineroutine: idrp_send_pducalling parameters: peer, PDU, type, lengthpeer - idrpPeer structure of BIS neighbor to which we are sending the PDUPDU - pointer to the idrpPdu structure containing the BISPDUtype - type of BISPDU (e.g. OPEN)length - length of the PDUActions:1) fill in the BISPDU header with PDU, length type, source address and destination address2) allocate Output buffer structure and fill it in3) Determine if buffer is sequenced. If sequenced, link PDU to transmit list and callpost_enqueued_pdus. If not sequenced, call idrp_post routine3.3.2.idrp_post routineroutine: idrp_postcalling parameters: peer, bufferpeer - pointer to idrpPeer structure of BIS neighbor to which we are sending the BISPDU.

IDRP Design Document 2.36/30/93Page 23unreachable - Flag to indicate whether the only thing to be sent is a list of route IDs that are nowunfeasible.Action:1) get memory block to put UPDATE PDU in2) fill in BISPDU with unreachable Route IDs3) if unreachable flag is set, just call idrp_send_pdu4) if unreachable flag is not set,4.1) fill in attributes from attribute record4.2) fill in NLRI section one protocol at a time.5) call idrp_send_pdu to send the UPDATE PDU3.2.7.Sending echo PDUroutine: send_echo_pducalling parameter: peerpeer - The idrpPeer structure of the BIS neighbor to which we are sending the optional echoBISPDU.Action:Allocate task memory to send ECHO PDU. Call idrp_send_pdu to send the PDU.3.3.Transmitting BISPDUsThe transmission of any BISPDU from IDRP code goes through the idrp_send_pdu routine. Theidrp_send_pdu routine adds most of the fixed header. If the PDU requires IDRP transportsequencing, the BISPDU is queued for sequence transmission via the post_enqueued_pduroutine. This routine checks the transmission queue for pending PDUs and sends them if theconnection is not flow blocked. When a BISPDU is to be sent from the queue the idrp_postroutine is called. The idrp_post routine fills in the sequence number, credit authorization, anddoes the authentication checksum. The idrp_post routine then calls the gated functions to send abuffer on a socket. The task_send_packet routine is used to send the buffer. The figure belowillustrates this flow:

Page 226/30/93IDRP Design Document 2.3peer -The idrpPeer structure of the BIS neighbor to which we are sending the keepalive.Action:Create KEEPALIVE PDU. If the remote side is not flow blocked, send the PDU via theidrp_send_pdu routine.3.2.4.Sending ERROR PDUroutine: send_error_pducalling parameters: peer, codepeer -The idrpPeer structure of the BIS neighbor to which we are sending the ERROR PDU.code -The error code for the ERROR PDU to be sent to the BIS neighbor. This error code isused for double-checking that the error information found in the idrpPeer structure in thelast_error_pdu is correct.Action:Fill in the ERROR PDU using the last_error_pdu information found in the idrpPeer structure.After body of the ERROR PDU is built, call idrp_send_pdu to send it.3.2.5.Send CEASE BISPDUroutine: send_ceasecalling parameter: peerAction: Allocate memory for CEASE and call idrp_send_pdu.3.2.6.Send UPDATE PDUroutine: send_updatecalling parameters: peer, p_send_list, unreachablepeer - pointer to idrpPeer structurep_send_list - IDRP send list which contains:rib_id - identifier for the RIB (always zero for now)p_next - IDRP send list link (not used by routine)ann_nlri[] - array of pointers to linked list of idrpRoute structures. Each idrpRoute structure hasone NLRI for a particular family. The ann_nlri array has a list per family type such as ISO or IP.p_attr - pointer to attribute recordwithdrawal structure - an array of route IDs to be withdrawn plus a count of the number of routeIDs.

IDRP Design Document 2.36/30/93Page 213.2.1.Memory allocated for outbound PDUsThe outbound PDUs are allocated out of gated task memory. The outbound PDUs are linkedtogether on the transmit and retransmission queue by an IDRP output buffer structure. Thisoutput buffer structure has:1) a link for the transmit or re-transmit queue2) a pointer to the PDU structure3) an indication of the PDU�s length3) an indication of whether the PDU is sequenced or not4) a reference countFigure 30 illustrates this structure.3.2.2.Sending OPEN PDUroutine: send_open_pducalling parameter: peerpeer -pointer to idrpPeer structure of the BIS neighbor to which we are sending an open.Actions:The peer parameter points to a structure containing the information we need to build the OPENPDU. The IDRP specification indicates what these parameters are. Once the PDU is built, thesend_idrp_pdu routine is called.An optional open sequence outside the IDRP is available for the user. In this optional opensequence, the router will send multiple OPEN PDUs prior to timing out with the HOLDTIMERand returning to close state. This rapid transmission of opens may help a connection come upmore quickly if one side executing the normal open sequence and the second side is using thisfast open sequence.The open sequence is controlled by the max_open_sent value in the idrpPeer structure. If thisvalue is non-zero, the implementation will set the open_sent timer after sending the OPEN PDU.If this timer expires, the OPEN PDU will be retransmitted max_open_sent times prior toexecuting the transition to the CLOSE state from the OPEN_SENT state. Both themax_open_sent and the time between OPENs are set in the configuration file. These timers maybe set either per neighbor or for a group of neighbors.The only RIB attribute supported at this time is the default RIB. Also, no Routing DomainConfederation (RDC) support is available.These functions will not change during the first two releases of IDRP. However, this portion ofthe document will change when RDCs or multiple RIBs are supported.3.2.3.Sending KEEPALIVE PDUroutine: send_keepalive_pducalling parameter: peer

Page 206/30/93IDRP Design Document 2.3RIB Refresh StructuresidrpRefresh structurepointer to next Refresh structure on list (Refresh list pointers are kept in the idrpPeer structure in �refresh� pointer.)pointer to update pdu is included in refreshparse results array for the pdu processing of this update pduRefresh_info structuresequence number of RIB refresh start PDUhead of idrpRefresh PDU structuretail of idrpRefresh pdu structuresequence number of RIB refresh end PDUcount of PDUs to processRIB IDFigure 9 � Rib Refresh structures awaiting processing3.2.Outbound BISPDU processingOutbound BISPDUs are sent as a result of a transition in the IDRP state machine, or a timerexpiring, or phase 1 processing of the UPDATE PDUs or phase 3 processing of the routing tablechanges. Figure 10 shows the links between the IDRP state machine, timers, phase 1 processingand phase 3 processing and the routines used to send the PDUs.Outbound BISPDU processing IDRP state machinesend_open_ pdusend_error_pdusend_echo_pdusend_keepalive_pdusend_cease_pduidrp_send_pduopen send timerPhase 1 and Phase 3 processingFigure 10 � Outbound BISPDU processing

IDRP Design Document 2.36/30/93Page 19RIB Refresh parsingParse RIBrefreshValid RIB refreshInvalid RIBrefreshCheck RIB refresh typesCall IDRP state machine with RIB refreshCall IDRP state machine with RIB refresh errorCheck RIB Att settingProcess RIB refresh typesProcess RIB refreshFigure 7 � Rib Refresh parsingRIB Refresh processingRIB refresh requestRIB refresh startRIB refresh endRIB refresh processingidrp_send_refresh_all_routesset RIB refresh start sequence to start capture of update PDUs in RIB refresh structuresset RIB refresh end value and process all update pdus one at a time (rib_refresh_ update_process)Figure 8 � Rib Refresh processing

Page 186/30/93IDRP Design Document 2.3Error BISPDU parsing and processing Validate ErrorPDUCode = Error inOpen BISPDUCode = Error inUpdate BISPDUCode = Holdtime expiredCode = FSMerrorCode = Error inRIB Refresh BISPDUSubcodecheckFigure 4 � ERROR BISPDU parsing and processingCease BISPDU parsing and processing Cease BISPDUprocessingCall IDRP state machineFigure 5 � CEASE BISPDU parsing and processingKeepalive BISPDU parsing and processing Keepalive BISPDUprocessingCall IDRP state machineFigure 6 � Keepalive BISPDU parsing and processing

IDRP Design Document 2.36/30/93Page 17OPEN BISPDU processing Parse openProcess openheader versionmaximum PDUsize checkRDI checkrib att setsRDC matchAuthenticationmatchinvalid open valid openget maximumreceive pdu sizeset up keepalivetime valuecall IDRP statemachineCall IDRP state machinewith OPEN errorFigure 3 � OPEN BISPDU parsing and processing

Page 166/30/93IDRP Design Document 2.3idrp_recv_pdu processing idrp_recv_pdu processChecksum PDUHeader checksSequence infoextractedInvalid BISPDU �ignoreInvalid header �call IDRP state machine with header error eventReset hold timerprocess acksprocess sequence nos.Parse on typeidrp_parse_openidrp_process_erroridrp_process_ceaseinvalid open �call IDRP state machine with IDRP open errorprocess BISPDUsprocess_openprocess_updateprocess_keepaliveprocess_rib_refreshprocess_echo_typeprocess_echo_replyprocess_header_errorFigure 2 � idrp_recv_pdu processing

IDRP Design Document 2.36/30/93Page 15IDRP packets� passage through IDRP codegated determines that it is a clnp socket open for taskgated determines that it is ip with pid for idrpidrp master task called with pdumaster task determines family and length of pduidrp_recv_pdu processes idrp header, and starts processing of all IDRP PDUsFigure 1 � IDRP packets� passage through IDRP code

Page 146/30/93IDRP Design Document 2.33.Program control flow description for all non-update BISPDUs3.1.Inbound BISPDU processingBelow is a generic description of how the PDUs are passed from gated to the IDRP master taskthat receives the PDU and on to individual BISPDU processing. The descriptions of theprocesses are done in diagrams.

IDRP Design Document 2.36/30/93Page 135) IDRP hash table for inbound routes6) IDRP parsing structuresThe IDRP withdraw and announce list structures are allocated out of task memory.7) IDRP refresh structuresThe IDRP refresh structures store the results of an UPDATE PDU parsing for later processing atthe end of a RIB-Refresh update. They are allocated out of task memory.2.5.Reconfiguration of policyThe gated code provides task_cleanup, task_reinit and task_newpolicy links to the IDRP task forboth the master task and the peer task. In the second phase of the Merit implementation,reconfiguration of policy will be supported.(Section 2.5 - will be further developed during the 2nd phase of the Merit implementation.)

Page 126/30/93IDRP Design Document 2.32.4.1.Configuration memory allocationThe IDRP code requires configuration information about IDRP BIS neighbors (also calledpeers), the local BIS configuration, and local IDRP routes. This information is read out of thegated configuration time before the IDRP tasks are created. Memory must be allocated to storethis information.IDRP allocates memory to store this configuration information by calling one of the followingroutines depending on the size of the block needed:¥idrp_peer_alloc - IDRP Peer information (idrpPeer structures)¥idrp_med_blk_alloc - Local Route structures (idrpRoute structures for local routes, andidrp_attribute_record structures for local routes� IDRP attributes)¥idrp_small_blk_alloc - Other Local route structures (IDRP Routing Domain pathway structure(idrp_canon_rdpath), and IDRP route list structure (idrpRoute_entry))In turn these routines call two gated routines for allocation of memory outside of a task:task_block_alloc and task_block_init. The task_block_init routine specifies a size of structure thegated routines will allocate. The task_block_alloc allocates memory of a size specified by aprevious task_block_init call.In addition, in the case of re-configuration some IDRP peer or IDRP local routes may disappear.The following idrp_routines free the configuration memory: idrp_big_blk_free,idrp_med_blk_free and idrp_small_blk_free. In turn these routines call the gated routinetask_block_free.2.4.2.IDRP task block memory allocationThe IDRP code uses the task memory allocation routines both to allocate memory for structuresneeded in parsing BISPDUs into IDRP route structures and to allocate memory for structuresneeded in sending BISPDUs. The structures allocated from task memory include:1) The IDRP route structureThe IDRP Route structure (struct idrpRoute) holds one destination found in the network layerreachability information (NRLI) received from one peer.2) IDRP attribute recordThe IDRP attribute record structure contains a unique instance of a set of IDRP attributes. Anattribute record may have many idrpRoute structures linked to it from one or more BISPDUs.3) Ordered list of RDIsIDRP RD path information is a sequence or set of Routing Domain Identifiers. These RoutingDomain Identifiers are kept in an ordered list of RDIs to help in checking for duplicate RDs andto allow easy handling for policy routines.4) IDRP output buffersIDRP buffers are allocated to store BISPDU information prior to transmitting a BISPDU to aneighbor.

IDRP Design Document 2.36/30/93Page 11¥USR2 signal¥INT signal¥CHLD signalIncoming PDUs do not interrupt gated. The gated code (in task.c) simply does a �select� on thesocket and waits for one or more sockets to be ready to read or write.Gated handles the kill signal by calling routines in each task to terminate the protocol functions.The routines are called the task_terminate functions. In IDRP, there is a master task for receivingpackets from the operating system and a task for each peer to handle the timers required for eachconnection. The terminate routine for the master task is idrp_terminate. The terminate routine foran IDRP peer is idrp_peer_terminate.The alarm interrupts provide gated with its timer service. A discussion of the timers used byIDRP is found in the next section.The gated routines that handle the USR1 interrupt allow the user to change the information thatis logged by gated. For example, if additional tracing for a peer is required, the USR1 interruptcould be sent to gated, requesting it to change the trace flags on the IDRP protocol for that peer.The gated routines that handle the USR2 interrupt routines check for new interfaces. If a newinterface has been added, allowing the IDRP protocol to send BISPDUs to a new neighbor BIS,the USR2 will request gated to enable the interface, in turn allowing the IDRP protocol to open aBIS-BIS connection through that interface.2.3.Gated timer functions usage by IDRPIDRP creates the following timers for each peer task: keepalive, closewait, hold, retransmit, start,open sent, minimum route advertisement, and an optional debug echo timer. The keepalive,closewait, hold, retransmit, and minimum route advertisement timers are specified in the IDRPprotocol specification.The start timer provides a mechanism to queue the start event after a peer connection has beenconfigured and initialized. After the start timer expires, the start event is executed in the IDRPstate machine.The open sent timer allows for multiple opens to be sent in rapid sequence prior to holding downthe connection until the next open sequence.An optional echo function requires a timer. This echo function allows two BISes to exchange anECHO PDU to test the connection at a BISPDU level. It is useful for debugging.IDRP uses the gated functions timer_create, timer_set and timer_reset to create, set, and resettimers.2.4.Gated memory allocation used by IDRPThe IDRP code uses two types of memory allocation from the gated structures: task memoryallocation and allocation of memory during the configuration cycle of gated.

Page 106/30/93IDRP Design Document 2.32.Data flow descriptionGated provides a single-threaded event driven environment for implementing routing protocols.Events are generated by sockets being ready for read, write or exceptions, interval timerexpiration and signals requesting re-configuration and shutdown. Threads are non-interruptable.The gated code provides support for socket handling, interrupt signals from the UNIX system,timers, memory management and re-configuration of routing policy.Gated interacts with the IDRP code (and all protocol code) by means of a number of entry pointsthe protocol must register with gated. Of particular interest is the �flash� routine, in this caseidrp_flash. Gated tracks the routes a protocol has expressed interest in (in IDRP�s case, the routesIDRP has installed and/or propagated) and calls the protocol�s flash routine to alert the protocolwhen any such route changes; that is, is added or deleted. Likewise, when a protocol has made achange to the routing table it wishes to inform gated of, it must flash gated.At a very high level, the path an IDRP PDU takes through gated looks like the following:¥ PDU arrives¥ IDRP processes PDU¥ IDRP flashes gated¥ Gated modifies its routing table (i.e. the IDRP Loc_RIB)¥ If the new route is the preferred route, gated flashes IDRP¥ IDRP propagates the reachability information to its peers2.1.Gated socket handling for IDRPThe IDRP idrp_init routine opens a master task to receive BISPDUs from the appropriate socket.The IDRP code using CLNP will use a specially defined IDRP socket which checks the first byteof the transport payload to see if the IDRP protocol is needed. For a more complete descriptionof the IDRP socket, please see Appendix A. A separate task is created for each IDRP peer tohandle timers specific to each BIS-to-BIS connection.The IDRP master task, idrp_recv, handles reading data from the socket by calling thetask_receive_packet gated routine. The idrp_recv code verifies that the PDU is an IDRP BISPDUfrom a configured neighbor. If the packet is valid it is passed to the idrp_recv_pdu routine forprocessing.The IDRP idrp.c code sends a PDU packet by calling the �task_send_buffer� gated routine withthe BISPDU contained in the buffer.2.2.Gated interrupt functions used by IDRPGated is driven in two ways - signals and polling. Signals are used for reconfiguring gatedrouting policy or interface configurations or to change what logging is used. The PDUs receivedby gated are received by a select in task_main that blocks until a socket is ready for reading orwriting.The gated code catches the following interrupts from UNIX systems:¥UNIX kill signals,¥alarms (used for gated timers),¥USR1 signal

IDRP Design Document 2.36/30/93Page 9idrp_sock.c

all routines to send and receiveover IP/ISO idrp_ip_raw_sock_recvidrp_clnp_sock_recvidrp_idrp_sock_recvidrp_clnp_send_pduidrp_send_idrp_pduidrp_timers.c timer routines:keepalive, holdtime, start timer(implementation specific), re-transmit timerstart_rexmit_timerkill_rexmit_timerstart_keepalive_timerstart_opensent_timeridrp_transport.c

IDRP End to End Transportcode flush_xmitpath_downfree_acked_pduflush_rexmit_queueclose_peerbegin_closeack_pduidrp_validate.c

Validation routines for IDRPattributeschecksum_okidrp_rib_idThe generic ISO routines will be moved into common files with other routines which support theISO functions in gated. Currently, the routines in IS-IS and IDRP are separate due to theseprotocols having been newly added to gated. Future versions of the IDRP Design Specificationwill reflect changes as they are made to the code.

Page 86/30/93IDRP Design Document 2.3idrp_rt_phase3.c

Phase 3 processing of IDRProutes idrp_flashphase3idrp_phase3_dumpphase3_status_changeph3_status_case1ph3_status_case2ph3_status_case3ph3_status_case4ph3_status_case5ph3_status_case6ph3_status_case7ph3_status_case8idrp_send_phase3_routesphase3_newpolicyidrp_rt_phase_util.c

Utility routines for Phase 1 andPhase 3 processing link_ann_listlink_send_listsend_with_attrsend_update_reset_sendsend_nlri_attrcreate_send_listflush_att_send_listidrp_send_list_roomidrp_del_sent_routesbest_ext_routesidrp_add_route_locateidrp_with_route_locateidrp_rt_changefree_rt_chain_walkidrp_rt_policy.c

Policy routines

PREFDISTDIST_LIST_INCLDIST_LIST_EXCLDIST_ATTRidrp_gated_importidrp_gated_export(most of these routines will beshells until 2nd stages of IDRPcode)idrp_rt_util.c

General utilities incode for hash table,idrpRoute allocationand de-allocation,idrpRoute_entry structureallocation anddeallocation idrp_rid_hashidrp_add_hash_entryidrp_free_hash_entryidrp_release_hash_tblidrp_init_hash_tblidrp_alloc_idrpRouteidrp_free_idrpRouteidrp_free_idrpRoute_entryidrp_add_idrpRoute_entryidrp_sm.cIDRP state machine codeidrp_sm

IDRP Design Document 2.36/30/93Page 7idrp_rt_minadv.c

Processing with MinimumRoute Advertisement Timers:¥ for other domains¥ for this RD

Other RD routes:idrp_add_min_route_advadvmin_interval_calcidrp_set_min_route_timeridrp_process_minadvidrp_min_adv_rtWithin this RD routes:idrp_add_rt_min_advRdidrp_set_min_advRD_timeidrp_process_minAdvRDidrp_min_advRD_rtidrp_rt_peer.c

Processing by IDRP peer:peer up, peer down,consistency check on AdjRib,validation of AdjRib, peerreinitialization afterconfiguration change, sendrefresh of AdjRib to peer consistency_checkvalidate_AdjRibvalidate_allRibsidrp_rt_send_initidrp_send_refresh_all_routesidrp_refresh_allpeerspeer_downpeer_upidrp_peer_route_pullidrp_refresh_all_peersidrp_rt_phase1.c

Phase1 processing of IDRProutes

Preferences:idrp_prefidrp_ext_info_prefPDU processing:idrp_route_modidrp_process_pdu_routesIDRP phase1 processing:idrp_phase1_processingphase1_internalphase1_externalph1_with_int_routeph1_with_rep_int_routeph1_add_int_routeph1_with_ext_routeph1_with_rep_ext_routeph1_add_ext_routesend_best_extdel_route_best_extremove_ann_dupidrp_rt_phase2.c

Phase 2 processing of IDRProutes, Phase 2 tie breakingcode, IDRP to gatedpreferencestie_breaktie_break_isoiso_next_hop_compareiso_multi_exit_compare

Page 66/30/93IDRP Design Document 2.3idrp_pdus.c routines that send PDUs idrp_postpost_enqueued_pdusidrp_send_pdusend_opensend_update_pduidrp_send_errorsend_ceasesend_keepaliveidrp_rib_refresh.c routines to handle IDRP RIBREFRESH PDUS andprocessingrib_refresh_pdu_releaserefresh_pdu_linkrib_refresh_update_processidrp_rt.c

IDRP routing table generalfunctions (reinit style code)sock_supportedidrp_sock_dupidrp_rt_ext_info.c routines to handle transfer ofexternal information to IDRPIncludes:IS-IS <-> IDRPstatic <-> IDRPinterface <-> IDRPBGP <-> IDRPidrp_find_ext_info_rtfind_ext_info_attr_reccreate_ext_info_attr_recidrp_aspath_to_canon_rdpathgeneric_ext_infoidrp_as_rdi_mapidrp_bgp_within_RDidrp_ext_info_peeridrp_rt_iso.c generic ISO processingroutines (hopefully most ofthese will be subsumed intogated routines. )idrp_iso_sockaddr_maskidrp_set_iso_sockunsockun_to_prefixsockun_toaidrp_rt_local.c

Processing of local IDRProutes configured into gated idrp_add_local_rtgatedidrp_local_rtfind_local_routedestcreate_local_attr_recordcreate_local_ext_info_att_recidrp_options_to_masklink_local_attridrp_fill_local_man_opt_attribfill_next_hopfill_DIST_LISTlink_local_attr_listcreate_local_rd_pathidrp_create_local_route_resetidrp_flag_local_attidrp_local_route_cleanidrp_clean_local_attidrp_free_local_route_chainidrp_free_local_rtidrp_local_mem_fit

IDRP Design Document 2.36/30/93Page 5md4.hMD4 data structure definitions

Data structures used in MD4generation.osi.h

ISO Address structuredefinitions not yet in iso.h

ISO prefix (bit count plus ISOaddress),ISO address (byte count plusISO address)idrp.c general trace routines anddebugging routines drop_packetidrp_tracelog_nm_eventfree_bufferproto_to_familyfamily_to_nrli_ididrp_send_dest_setidrp_att_rec.c routines dealing with the IDRPattribute record valid_attrvalid_usr_attradd_local_rd_to_pathvalid_seg_typevalid_rd_pathlink_rd_canonfind_attr_reccompare_attsidrp_dif_pathATTS_REC_ZEROidrp_find_routeid_chainidrp_free_nlri_att_recidrp_free_attr_recidrp_attrib.c routines parsing and validatingIDRP attributes idrp_dump.c

Routines that dump IDRPstructures under gated trace orlogging signals idrp_master_dumpidrp_peer_dumpidrp_peer_rtbit_dumpdump_local_ribdump_rib(peer)idrp_init.c initialization code for IDRPmodule: gated tasks,reinitialization of connections,idrp_newpolicyidrp_init,idrp_reinit_peeridrp_cleanupidrp_newpolicyidrp_parse_pdu.c routines that parse BISPDU forIDRP code idrp_parse_openprocess_openparse_updateparse_update_cleanupprocess_keepaliveprocess_errorprocess_ceaseparse_rib_refreshprocess_rib_refreshprocess_echo

Page 46/30/93IDRP Design Document 2.3idrp_init.c

IDRP initialization routines

IDRP global variablesGated based initializationroutines:idrp_cleanupidrp_var_initidrp_initidrp_newpolicyIDRP peer structure handlingroutines:idrp_peer_alloc,idrp_med_blk_alloc,idrp_small_blk_alloc,idrp_delete,idrp_terminate,idrp_peer_cleanup,idrp_peer_reinit, Generic ISO routines:pretty print routines for dumpsor log file:iso_ptoa,iso_ntoa,Comparison routines:compare_iso_addr,isopfxcompare,idrp_rt.c

IDRP routing table routines

IDRP hash table routinesIDRP Route structure handlingroutines IDRP Route list handlingroutines Validation of AdjRib Consistency check of gatedrouting table IDRP decision routines forPhase 1 processingPhase 2 processingPhase 3 processing Routines to add routes to gatedtables Routines to send initial blastof routes Routines to handle local routesmd4.c

IDRP validation code (MD4message digest code)

Encode, decode routinesfor MD4, MD4 initialization,MD4 updatemd4global.hGlobal Type definitions usedby MD4 routine Global type definitions

IDRP Design Document 2.36/30/93Page 31.Program structureMerit�s IDRP implementation uses a modular structure similar to that used by other protocols ingated: an initialization module, a PDU processing module, and a routing table module. The IDRPcode is found in the following modules:NOTE: This section is slightly out of date. I have included the file list below. I will update itshortly.Module NameFunctionRoutines included in moduleidrp_proto.h

IDRP protocol definitions

IDRP structures to decodeBISPDUs and values used inparsing the BISPDUsidrp_globals.hidrp_globals.cIDRP global variabledefinitionsidrp_macros.h

Macros for IDRP code

Macros try to improvereadability of codeidrp_prototypes.h prototypes for all routes prototypes are good place tolook at routinesidrp.h

IDRP data structure definitions

Structure for each IDRP routeStructure for each IDRP peerStructure to store attributesfound in UPDATE PDUsStructures used to passinformation found in BISPDUsto routing table processing(route announce list orWithdraw route structure)Prototypes of all IDRPfunctionsidrp.c

IDRP protocol and timer PDUs

Timer routinesBISPDU sending routinesIDRP transport handlingPeer up and peer down routines Parsing of incoming BISPDUs IDRP events IDRP state machine PDU checksum and headervalidation routines Attribute handling routines

Page 26/30/93IDRP Design Document 2.3changes to the gated table. IDRP phase 1 processing and portions of the Phase 2 processing aredone on the a per BISPDU basis. However, the rest of phase 2 and phase 3 may run over manyBISPDUs. Because many people using this IDRP protocol may be porting the Merit code toother environments, alternative design choices are provided to allow others to select whatportions of the IDRP code they would like to use.This design document contains descriptions of the:¥Internal structure of the IDRP code (Section 1)¥Data flow of BISPDUs between gated and the IDRP code (Section 2)¥Program control flow description for all BISPDUs, except for the processing of the UPDATEBISPDU (Section 3)¥Program control flow description for processing the UPDATE BISPDU and adding routes tothe routing table (Section 4)¥Descriptions of data structures and algorithms (Section 7)¥Alternative designs (Section 10)

IDRP Design Document 2.36/30/93Page 1IntroductionThe Merit IDRP implementation in gated has been influenced heavily by the internal structure ofgated. An implementation of the IDRP protocol could be broken into three parts:¥IDRP BISPDU processing¥Routing table updates and processing¥8473 forwardingIn the Merit implementation of IDRP, the IDRP BISPDU processing has been made asindependent as possible. However, the routing table code is closely tied to the gated routingstructure. The 8473 forwarding engine depends on the insertion of routes by gated into theunderlying operating system.The gated routing structure is designed to allow multiple protocols to share routing information.Gated�s routing tables retain all information for a given destination (such as a CLNP network)received from any protocols the gated program supports. A gated routing table may contain IS-ISroutes for a destination, IDRP routes for a destination, or both. Gated provides the mechanism todecide which protocols� routes will be installed in the forwarding engine for this router.The IDRP Adjacency RIBs are contained in the gated tables and not in separate structures. Thegated routing tables are linked both by destination and by the gateway that sent the route. TheAdjacency RIBs are found by searching the gated tables for any routes linked to a particular peerfor the IDRP protocol. In gated the �LOC_RIB� (active routes in gated terms) contains routesfrom not only the IDRP protocol, but any other protocols.The gated routing code also provides a mechanism for passing the routing information betweenthe two protocols via the gated routing table. The gated routing table is structured to allow manyprotocols to share routing information.Gated�s routing table is not the only structure that could allow for sharing of routing informationbetween IS-IS and IDRP. Alternate structures were examined for this project, but the gatedstructure chosen for consistency within the gated framework. It is hoped that this consistencywill provide a good prototype platform and allow for exchange of routing traffic in the Internetenvironment, where multiple types of network reachability information, such as IP and CLNP,must be supported. The current technical experts working on gated in the Internet encouragedthis structure because of the dual stack nature of the Internet. However, in an OSI onlyenvironment other structures for the routing table may be more efficient.Because of our understanding that the BISPDU handling portion of this code may need tomigrate to a non-gated environment, the data structures chosen for the IDRP routes contain someduplication of information found in the Gated tables. This duplication may allow the code to beremoved from the gated structure and integrated into a different routing table framework.Gated runs in a single threaded event driven environment which processes a task until it is done.Events are generated by sockets being ready for read, write or exceptions, interval timerexpirations and signals requesting re-configuration or shutdown. Threads are non-interruptableand therefore care must be taken to avoid excessive processing time in a thread (task) whenpossible.Exceptions to this mode are rare, and tightly controlled. For example, the single threadedenvironment encourages processing of a BISPDU from start to finish instead of bunching

IDRP Design Document 2.36/30/93Page viiFiguresFigure 1 � IDRP packets� passage through IDRP code................................................ 15Figure 2 � idrp_recv_pdu processing............................................................................ 16Figure 3 � OPEN BISPDU parsing and processing...................................................... 17Figure 4 � ERROR BISPDU parsing and processing................................................... 18Figure 5 � CEASE BISPDU parsing and processing.................................................... 18Figure 6 � Keepalive BISPDU parsing and processing................................................ 18Figure 7 � Rib Refresh parsing..................................................................................... 19Figure 8 � Rib Refresh processing................................................................................ 19Figure 9 � Rib Refresh structures awaiting processing................................................. 20Figure 10 � Outbound BISPDU processing.................................................................. 20Figure 11 � BISPDU transmission................................................................................ 24Figure 12 � Update PDU processing............................................................................. 27Figure 13 � Update PDU parsing.................................................................................. 28Figure 14 � Update PDU route processing.................................................................... 30Figure 15 � Phase 1 processing of routes...................................................................... 34Figure 16 � Phase1 internal processing......................................................................... 36Figure 17 � Phase 1 External Route Processing............................................................ 44Figure 19 � IDRP route links to gated route structure.................................................. 85Figure 20 � IDRP attribute Record Structure................................................................ 88Figure 21 � IDRP attribute array................................................................................... 88Figure 22 � IDRP attribute linked list........................................................................... 89Figure 23 � Parsing Structures for Updates.................................................................. 90Figure 24 � Refresh PDU structures............................................................................. 90Figure 25 � Inbound Hash Table Structure................................................................... 91Figure 26 � Withdraw Route linked list........................................................................ 91Figure 27 � Announce list............................................................................................. 91Figure 28 � Send list...................................................................................................... 92Figure 29 � Outbound route ID list............................................................................... 93Figure 30 � Output Buffer for IDRP............................................................................. 94Figure 31 � Advertisement Timer Structure................................................................. 97

IDRP Design Document 2.36/30/93Page v7.1. Routing table structures................................................................................ 827.1.1. Gated routing structures................................................................ 827.1.2. IDRP routing structures................................................................. 827.1.2.1. idrpRoute structure......................................................... 837.1.2.2. Attribute records............................................................. 867.1.2.3. IDRP lists for IDRP route processing............................ 897.2. IDRP peer structure...................................................................................... 947.2.1. Overview....................................................................................... 947.2.2. idrpPeer status flags...................................................................... 957.2.3. IDRP peer types............................................................................ 967.2.4. idrp_peer list.................................................................................. 967.2.5. idrpAdvRt structure....................................................................... 967.3. Policy information base structures............................................................... 977.3.1. Overview....................................................................................... 977.3.2. Pre-delivery 1 policy..................................................................... 987.3.3. Delivery 1 policy........................................................................... 987.3.3.1. Policy structure on routes............................................... 987.3.4. Delivery 2 policy........................................................................... 987.3.5. Notes on current policy................................................................. 987.3.5.1. Indirectly listed:.............................................................. 987.3.5.2. Configuration file format............................................... 987.4. Network management information base...................................................... 1027.4.1. Overview....................................................................................... 1027.4.2. MIB input structures...................................................................... 1027.4.3. MIB output structures.................................................................... 1027.4.4. GDMO for this MIB...................................................................... 1077.4.4.1. GDMO in the IDRP specification.................................. 1077.4.4.2. GDMO imported and clean-up from IDRP specification1077.4.4.3. Replacement GDMO for ATN project�s LOC_RIB andAdjRIB........................................................................................ 1087.5. Route look up algorithms............................................................................. 1137.6. MD4 algorithm............................................................................................. 1148. Gated timer functions usage by IDRP......................................................................... 1159. Gated interrupt signals................................................................................................ 11710. Alternative designs.................................................................................................... 11910.1. Alternative data structures for AdjRib and Loc_RIB................................. 11910.2. Alternative UPDATE logic........................................................................ 11911. gated log file format.................................................................................................. 12412. Memory organization and sizing information........................................................... 125

Page iv6/30/93IDRP Design Document 2.34.3.3.1. phase1 external routes.................................................... 444.3.3.2. Phase 1 - Withdraw external route................................. 454.3.3.3. Phase 1 - Withdraw external route with replacement.... 474.3.3.4. idrp_replace_ext............................................................. 494.3.3.5. Phase 1 - Add external route.......................................... 514.3.3.6. Phase 1 - Sending best external routes to internalneighbors..................................................................................... 544.3.3.7. Send Phase 1 to internal neighbors................................ 544.3.3.8. Add withdrawals to send list for peer............................. 554.3.3.9. Add NLRIs to send list for peer..................................... 554.3.4. Delete external routes in Phase 1.................................................. 564.4. Phase 2 processing....................................................................................... 564.5. Phase 3 processing....................................................................................... 574.5.1. IDRP flash routine......................................................................... 574.5.2. Phase 3........................................................................................... 574.5.2.1. Phase3 flash processing.................................................. 574.5.2.2. Phase3 send routes to external neighbors....................... 634.5.2.3. Delete routes after sending the route.............................. 634.5.3. IDRP peer up routine - idrp_rt_send_init...................................... 644.5.4. IDRP phase 3 full routing table dump........................................... 645. Initialization and re-start code..................................................................................... 665.1. Overview...................................................................................................... 665.2. Initialization................................................................................................. 665.2.1. What Init does............................................................................... 665.2.2. Sequence of routines called........................................................... 665.2.3. Route changes............................................................................... 685.3. Reconfiguration (SIGHUP).......................................................................... 685.4. Terminate (SIGTERM)................................................................................ 705.5. Tracing change (SIGINT)............................................................................ 715.6. Local route initialization.............................................................................. 725.6.1. IDRP configured local routes........................................................ 725.7. Description of routines................................................................................. 735.7.1. idrp_cleanup.................................................................................. 735.7.2. idrp_peer_cleanup......................................................................... 745.7.3. idrp_var_inits................................................................................ 745.7.4. parser.y routines............................................................................ 755.7.5. idrp_reinit...................................................................................... 755.7.6. idrp_peer_reinit............................................................................. 755.7.7. idrp_newpolicy.............................................................................. 765.7.8. idrp_init......................................................................................... 775.7.9. idrp_local_peer_init...................................................................... 785.7.10. idrp_peer_alloc............................................................................ 785.7.11. idrp_find_peer............................................................................. 785.7.12. idrp_peer_update......................................................................... 785.7.13. idrp_config_peer_init.................................................................. 785.7.14. idrp_peer_update......................................................................... 785.7.15. local storage allocation routines.................................................. 786. Minimum route advertisement timers......................................................................... 796.1. Overview of minimum route advertisement timers...................................... 796.2. Starting minimum route advertisement timer:............................................. 796.3. Starting minimum route advertisement timers:............................................ 796.4. Processing the timers.................................................................................... 806.5. Use of the minimum route advertisement timers......................................... 817. Description of algorithms............................................................................................ 82

IDRP Design Document 2.36/30/93Page iiiTable of ContentsIntroduction..................................................................................................................... 11. Program structure........................................................................................................ 32. Data flow description.................................................................................................. 102.1. Gated socket handling for IDRP.................................................................. 102.2. Gated interrupt functions used by IDRP...................................................... 102.3. Gated timer functions usage by IDRP.......................................................... 112.4. Gated memory allocation used by IDRP...................................................... 112.4.1. Configuration memory allocation................................................. 122.4.2. IDRP task block memory allocation............................................. 122.5. Reconfiguration of policy............................................................................. 133. Program control flow description for all non-update BISPDUs................................. 143.1. Inbound BISPDU processing....................................................................... 143.2. Outbound BISPDU processing..................................................................... 203.2.1. Memory allocated for outbound PDUs......................................... 213.2.2. Sending OPEN PDU..................................................................... 213.2.3. Sending KEEPALIVE PDU.......................................................... 213.2.4. Sending ERROR PDU.................................................................. 223.2.5. Send CEASE BISPDU.................................................................. 223.2.6. Send UPDATE PDU..................................................................... 223.2.7. Sending echo PDU........................................................................ 233.3. Transmitting BISPDUs................................................................................ 233.3.1. idrp_send_pdu routine................................................................... 243.3.2. idrp_post routine........................................................................... 243.3.3. post_enqueued_pdus..................................................................... 254. Program flow description for update PDUs................................................................ 264.1. Overview of IDRP UPDATE parsing code.................................................. 264.2. Process update routine descriptions............................................................. 264.2.1. process_update_pdu...................................................................... 264.2.2. parse update_pdu........................................................................... 284.2.3. parse_update_cleanup................................................................... 294.2.4. idrp_process_pdu_routes............................................................... 304.2.5. remove_ann_dup........................................................................... 314.3. Phase 1 processing....................................................................................... 324.3.1. Phase 1 processing for internal peer.............................................. 344.3.1.1. Phase 1 withdrawal logic for internal peer..................... 364.3.1.2. Phase 1 explicit withdraw with replace.......................... 374.3.1.3. Phase 1 processing for route additions:.......................... 384.3.2. Utility routines for Phase 1 and Phase 3....................................... 394.3.2.1. idrp_add_route_locate.................................................... 394.3.2.2. PREF.............................................................................. 404.3.2.3. idrp_to_gated_pref......................................................... 404.3.2.4. idrp_with_route_locate................................................... 414.3.2.5. find_best_ext.................................................................. 424.3.2.6. idrp_free_nlri_att_rec..................................................... 424.3.2.7. idrp_free_outlist............................................................. 424.3.2.8. free_idrpRoute................................................................ 434.3.2.9. idrp_del_rt_gated........................................................... 434.3.2.10. idrp_add_rt_to_gated................................................... 434.3.2.11. idrp_mod_rt_gated....................................................... 434.3.3. Phase 1 - Routes from external neighbors..................................... 44

IDRP Design Document 2.36/30/93Page iBrief Table of ContentsIntroduction..................................................................................................................... 11. Program structure........................................................................................................ 32. Data flow description.................................................................................................. 102.1. Gated socket handling for IDRP.................................................................. 102.2. Gated interrupt functions used by IDRP...................................................... 102.3. Gated timer functions usage by IDRP.......................................................... 112.4. Gated memory allocation used by IDRP...................................................... 112.5. Reconfiguration of policy............................................................................. 133. Program control flow description for all non-update BISPDUs................................. 143.1. Inbound BISPDU processing....................................................................... 143.2. Outbound BISPDU processing..................................................................... 203.3. Transmitting BISPDUs................................................................................ 234. Program flow description for update PDUs................................................................ 264.1. Overview of IDRP UPDATE parsing code.................................................. 264.2. Process update routine descriptions............................................................. 264.3. Phase 1 processing....................................................................................... 324.4. Phase 2 processing....................................................................................... 564.5. Phase 3 processing....................................................................................... 575. Initialization and re-start code..................................................................................... 665.1. Overview...................................................................................................... 665.2. Initialization................................................................................................. 665.3. Reconfiguration (SIGHUP).......................................................................... 685.4. Terminate (SIGTERM)................................................................................ 705.5. Tracing change (SIGINT)............................................................................ 715.6. Local route initialization.............................................................................. 725.7. Description of routines................................................................................. 736. Minimum route advertisement timers......................................................................... 796.1. Overview of minimum route advertisement timers...................................... 796.2. Starting minimum route advertisement timer:............................................. 796.3. Starting minimum route advertisement timers:............................................ 796.4. Processing the timers.................................................................................... 806.5. Use of the minimum route advertisement timers......................................... 817. Description of algorithms............................................................................................ 827.1. Routing table structures................................................................................ 827.2. IDRP peer structure...................................................................................... 947.3. Policy information base structures............................................................... 977.4. Network management information base...................................................... 1027.5. Route look up algorithms............................................................................. 1137.6. MD4 algorithm............................................................................................. 1148. Gated timer functions usage by IDRP......................................................................... 1159. Gated interrupt signals................................................................................................ 11710. Alternative designs.................................................................................................... 11910.1. Alternative data structures for AdjRib and Loc_RIB................................. 11910.2. Alternative UPDATE logic........................................................................ 11911. gated log file format.................................................................................................. 12412. Memory organization and sizing information........................................................... 125

Design Document forMerit IDRP Implementationversion 2.36/30/93Susan HaresJohn Scudder