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Insight

Understand how viruses work and you have already taken the first step
in defending your computers

his March, a virus named Melissa

sent out e-mail attachments with a

list of 80 porn sites to 50 persons

on the affected computer-user’s con-
tact list and clogged up mail servers across
the world. WIN-CIH, a dangerous virus
that has the potential to wipe out the data
on your hard disk and affect the BIOS, trig-
gers on the 26th of every month and affects
millions of computer users. Macro viruses
like X97M.Sugar or 097M.tristate infect
Microsoft Office applications.

Newer and potentially more harmful
viruses are striking computers every day
causing much concern. Most viruses are
computer programs designed to associate
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themselves with another computer pro-
gram. When the original program is run,
the virus gets loaded as well, and in most
cases, replicates by attaching itself to other
programs without the computer user’s
knowledge.

A virus is not an accident; it has been
carefully programmed to be a nuisance.
Skilled software programmers author
and develop them, and then find ways
to inject them into computers of unsus-
pecting users.

How a virus works
In the past, viruses almost always piggy-
backed on infected floppy disks. Today, a

virus usually enters your computer as part
of infected program files (COM, EXE, or
boot sector). These are often downloaded
from networks (including the Internet) or
are part of larger downloads, such as setup
files for a trial program, a macro for a spe-
cific program, or an even e-mail attachment.

Once inside your computer, the virus
springs into action when you run the
infected program. Active viruses either get
to work immediately—if they are direct-
action viruses—or sit in the background as
a memory-resident program, using the
TSR (Terminate and Stay Resident) pro-
cedure allowed by the operating system.

Most viruses belong to the second type
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PATH OF A VIRUS

Infected P.pplin:_n:i_un_ ; 1

M application infected wth a conmon virus
loads into nenory and renai ns there

and are called Resident viruses. Given the
vast range of activities allowed by TSR
programs—{rom launching programs to
backing up files and watching for key-
board to mouse activity—a resident virus
can be programmed to do pretty much
anything that the operating system can.
Once any event triggers the virus, it
begins its destructive tasks on your PC.
These tasks include scanning your disk or
more significantly, your networked disks
for other running (or executable) pro-
grams, then copying itself to those pro-
grams to infect them as well. When a virus
cannot find any more files to infect, it may
begin to damage the computer and its data.

Harmless, malicious or dangerous
Not all viruses damage data, but they are
harmful nevertheless. Even if inactive,

These virus then infects dl other gppicatios
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Virus-infected gopicatios are then trans-
mtted via renovabl e nedia, a netvork or
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Bonbs: Bonts are nalicious scripts or
schedu i ng prograns, usud ly bult intonal -
vare (Trgans, worns and droppers) as a
neans of activating it. Bonbs typicaly use
the systemcl ock, and can be progranmed
toerase d| DXCfiles fromthe herd d sk on
speci fi ¢ events such as New Year s Bre.

Dropper: Droppers are prograns desi gned
toavad detection by anati virus softvare,
wsud |y by encryption. The typicd functions
of droppers are transporting ad instaling
viruses. They vait on the systemfor a spe-
cific evet, a wichpont they | auch them
sel ves and i nfect the systemwth the virus.
Executabl e fil e viruses: Executabl e virus-

es attach thenselves to prograns; the
Vvirus runs vinen the user runs the infected

programand then i nfects other prograns.
F ngerprint: A unique nuneric identifier
for afile usedto check for changes in exe-
cutable files. Aso knom as a checksum

Heuristic analysis: Analysing the instruc-
tions contai ned wthin a program(or nacro)
todetermre if the progamis likdy to be a
\Virss

Integrity checker: A programthat deter -
nnes whet her anot her programhas been
atered and changed. For a virus infection
to occur, executabl e code needs to have
been atered by the virus. A integity
checker searches for such changes and
flags themas suspi ci ous.

Trigger: The condition which causes a
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they consume disk space, memory, and
CPU resources, thus affecting the speed
and efficiency of your machine. Promi-
nent among the types of viruses and virus-
like programs are worms, Trojan horses,
and droppers. All of these programs are
part of a category known as malware, or
malicious-logic software. Trojan viruses
disguise themselves as normal helpful pro-
grams and infect your computer when you
run that file.

What happens in an infected exe-
cutable file is this: the virus essentially
modifies the original program to point to
the virus code, and launches that code
along with its own code. Typically, it
jumps to the virus code, executes that
code, and then jumps back to the original
code. At this point the virus is active, and
your system gets infected.

Worms are programs designed to infect
networks such as the Internet. They travel
from one networked computer to another,
replicating themselves along the way.

An e-mail message itself cannot be a
virus, but any message with an attachment
could be dangerous. A virus delivered as
an e-mail attachment is harmless until you
run it. One way to safeguard your PC from

Boot sector virusesrescein
speci fic areas of the hard disk
that are read and executed a boot tine.
True boot sector viruses infect oy the
DC5 boot sector, while a subtype cdled
MR infects the naster boot record. Both
these areas of the hard disk are read dur -
ing the boot process and the virus is
| oaded i nto nenory. Viruses caninfect the
boot sectars of flogy disks, but typcdly,a
virus-free, wite-pratected boat floppy di sk
has always been a safe way to start the
system

Fle infectors, dso cdled parasitic
viruses, are resident viruses that atach
thensel ves to executab e files, and are the
nost conmon viruses. They typically vait
innenory for the user to run ancther pro-
gram using such an evert as a trigger to
infect that programas vell. They replicate
through active use of the conputer.

Micro viruses, arddaivey newtype
nake use of the fact that nany prograns
ship wth built-in progranming | anguages.
The | anguages are desi gned to hel p users

MAIN TYPES OF VIRUSES
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autonate tasks through the creation of
snal | prograns cal | ed nacros.

Ncrosoft O fice fa irstame shipsvith
suwchabult-inlaguege (Vistd Besic), ad
aso provides nany of its om hult-in
nacros. Wen a docunent or tenplate
cotanngthenacrovirusis openedinthe
target goplication, the virus rus and does
its danage. In addition, it is proganned
tocopy itsdf intoaher docunerts, sothet
conti nued use of the
progamresuts inthe spread of the virus.

Mi tipartite viruses confbine boot
sdta irfedionwthfileifedin

Sealth viruses mslead the ati virus
softvereintothnkingthat nothingis wong
wth the RC Essetidly, a stedth virus
retans infornation aout the files it hes
infected, then vaits in nenory ad inter -
cepts ati virus prograns thet are | ooki ng
fa dted files
It gves the ati virus prograns the dd
infornation rather than the new

Pol ynor phi ¢ vi ruses dter thensel ves
wen they repicae so that ati virus

this kind of virus is to avoid opening
attachments that are executable files, or
office suite-data files, which provide macro-
writing features. Graphics, sound, or any
other data file are normally virus-free.
However, best bet is to install an anti
virus software. Several types of anti virus

programs are available in the market:
scanner programs check to see if your
computer has any infected files and an
eradication program wipes the virus from
the hard disk. Inoculators do not allow a
program that has any virus to run on
your computer, and thus prevvent your

computer from being infected.

If you have any anti virus software on
your computer and take regular updates
from the vendors’ site and chances are
viruses like Melissa or WIN-CIH will
never infect your computer.
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