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As private networks integrate with the
Internet, ensure that your network stays

safe by installing a firewall

“Unknown and unauthorised individuals
are increasingly attacking and gaining
access to highly sensitive unclassified infor-
mation on the Department of Defense’s
computer systems.... At a minimum, these
attacks are a multimillion-dollar nuisance
to Defense. At worst, they are a serious
threat to national security.”

ou could not be more wrong if you

dismiss this as an excerpt from a

Tom Clancy novel. The above

extract is from a report prepared
by the United States General Accounting
Office, on the vulnerability of the non-clas-
sified computer systems of the Depart-
ment of Defense. The study revealed that
out of the 250,000 attacks on the Depart-
ment’s computer systems, about 65 per-
cent succeeded. Closer home, the
country’s premier nuclear research insti-
tute, the Bhabha Atomic Research Centre,
suffered a similar fate when hackers from
the MiLwOrm group broke into its sys-
tems.

Dangers such as ones mentioned
above are frequently faced by the organi-
sations that are accessible through the
Net. To minimise such problems, the
companies need to add a ‘firewall’
between the network and the Internet. A
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concept which is

derived from the fire-

wall used in vehi-

cles—a barrier made

of fire retardant

material to offer pro-

tection in case of a

fire—and is a system

or a group of systems

that guard a trusted

network (yours) from an

‘untrusted’ network (say,

the Internet), while allowing

data exchange between the two.
However, this does not

mean that a firewall is the

answer to all your network secu-

rity problems. There are a host of

security issues that are not addressed by a

firewall (See ‘Where firewalls are not hot

enough’). Also, like all computer systems,

the effectiveness of any firewall depends

on how it is implemented by the system

administrator. And lastly, though a firewall

may enhance your network’s security, it

may also hamper the efficient use of the

network as a firewall is designed to deny

and not enhance network access.

Is that a firewall?
Unlike the firewall in real life, the firewall
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in computers, in most cases,
is an abstract concept. Physically, it may
consist of hardware such as routers and
host systems, software, or both hardware
and software. In terms of functionality, a
firewall is basically a data packet filter that
selectively routes packets between trusted
and untrusted networks. To understand
this, let us first understand how computers
communicate on the Internet with
Transmission Control Protocol/ Internet
Protocol or TCP/IP.
The data transmission process in a
network begins with an application like
an e-mail program presenting data to TCP,
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which then breaks the data into chunks
called packets and hands them over to IP
or Internet Protocol, which is responsible
for host-to-host communication on the
Internet. The IP attaches the source and
destination address to the packet before
transmitting it over the Net.

Once the packets reach their destina-
tion, they are handed back by IP to TCP
for re-assembly. To further ensure that
the data reaches the correct application,
TCP also uses a port number that ranges
between 1 and 65,535. E-mail applica-
tions, for example, typically use port
number 25.

Any kind of network (Internet,
intranet or extranet) that uses TCP/IP for
data transmission depends on source
address, destination address, and the port
number. A Firewall uses these addresses
and port numbers to control the flow of
data packets between the trusted and
untrusted network.

Depending on how they deal with the
ports and addresses, firewalls are classi-
fied as packet filter, application proxy
or application gateway and packet inspec-
tion firewall.

Brothers in firewalls

The fastest and the simplest of the three,
the packet filter firewall, is also one of the
earliest firewalls and made its debut about
ten years ago. Usually router (hardware)-
based, in this system a packet filter com-
pares the header information—source and
destination address, and port number—of
each incoming or outgoing packet against
a table of access control rules. The packet
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Gateway: A gatevay is a systemthat sits
bet ween two networks and provi des access and
contra fromore to the other.

Port: Rots are virtual pipes thet alowservices
suchas filetransfer ad e-nail toshareasinge
physi cal connection or an Internet address.
Protocols: Rotocd s are standard or | anguage
rules that define howdevi ces on a network can
conmuni cate wth each ot her.

Router: Arouter is anetvork device thet |inks
two or nore networks together. Arouter sdec-
tively channel s packet transmissions fromone
netvork to another rather than broadcasting it
todl retverks.

having the right address and
port is allowed to pass
through, else it is dropped.
Packet filter firewalls are
however, criticised for allow-
ing a direct connection
between the untrusted
source and trusted comput-
er, which exposes the
network to an attack.

In real terms it is just
like the stern receptionist in
your office, who allows only
people on your appoint-
ment list to meet or call you,
and politely tells the others
that you are unavailable.
But convince the reception-
ist that you have been
expecting him (or her), and
the person is allowed to
enter the office.

This problem is
addressed by the applica-
tion proxy firewalls. Devel-
oped by USA’s Trusted
Information Systems for the
Defense Advanced Research
Projects Agency (DARPA),
proxy firewalls are built on
the principle that security
can be reliable if there is no
direct connection between
the trusted and untrusted
network. This segregation is
achieved through software
applications, called proxy
servers, running on host
computers. Proxy servers

The nost common way networ ks
are brokeninis nat by

brut e-f or ce password guessi ng
but by social eng neering
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to pass through. Once
verified, the data is
extracted from the
incoming packets and
then delivered by the
application proxy. The
original packets are ter-
minated at the firewall.

designed to work as firewalls are called
application proxy firewalls and the
computers running them are called appli-
cation gateway firewalls.

An application proxy firewall works by
examining what application or service
(such as e-mail or file transfer) a data
packet is directed to. If no service is
available, the packet is discarded at the
firewall. If the service exists and is avail-
able to that packet, the packet is allowed

Keeping with our receptionist analo-
gy, it would mean that he or she would
only allow a visitor to deliver a package
to you if you are available in the office.
After checking if you are in the office, the
receptionist will hand the package to the
office boy who takes it to your table,
rather than send the person in with the
package. Which brings us to the advan-
tage of using a proxy firewall: addresses of
individual computers in the trusted
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Where firewalls are not hot enough

nputer security is not just about keepi ng hackers
and industrial spies a bay. It is dso about safe-
guarding the organisation s infornation assets.

Thsisweefiredl!s fal.

Qntrary to popul ar belief, the nest conmon way
netvorks are brokeninis not by brute-force passvord
guessing but by socia engineering. This invd ves
tricking trusted network users into reveding sone
infornation (like passwords) whi ch can then be used
for breskinginto the system Freva | s cannot prevent
ths

Nei t her

can they prevent hackers

ed for renote network na ntenance.

CEMILITARISED 2OME
Irternict

e
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DUAL HOMED GATEWAY
Infarmet

Prvwats natvark

Two basic configurations of a Firewall

network are ‘hidden’ from the untrusted
source and provides authentication serv-
ices to registered users from the untrust-
ed network. Perhaps the only problem
with application proxy firewalls is that
they are slow.

In the packet inspection firewall (an
extension of the packet filter firewall),
besides data packet-addresses and ports,
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from
snoopi ng vhen they wretap tel ephone |ines intend-

Frevalls fail when the systens encounter viruses
and Trojans that users downl oad fromthe Net or get
through e-nai|. They cannot fight the newareas of
infection such as ActiveX Java and HIM.- based
viruses. True, sone firevdls of fer virus pratection
by scanning incomng e-nail, but the only ef fective
sol ution in such cases is a strong network access
pdicy.

Frevalls adso fail wen it cones to the physica
security of dataand hardvere failure. Ater dl, vt
goodisa reliable firewall when soneone can val k
ino yor o fice premses and val k out wth your
deta? @ if it is destroyed by an accident like fire?

Trusted users wth access to the network coul d

Sone network services are nore
open to msuse, so the firevd |
nust be configured to restrict
access to these services

the content of the packets
is also considered before
accepting or rejecting the
data packet. This ‘inspec-
tion’ of the packet can be
either based on its ‘state’
or ‘session’.

In case of state inspec-
tion, the firewall only
allows an incoming pack-
et if it can be matched
with  an  outbound
request (or ‘invitation’)
for that packet. If there

|
1

is mno corresponding
- request, the packet is
I = rejected.
= .
M. In case of the session
A i filtering, rather than

inspecting the packet’s

content, the network ses-

sion is tracked. Once the
trusted network user terminates the ses-
sion, all incoming packets with identity
pertaining to that session are rejected.

An analogy would be the ‘open to
public’ days held by the Armed Services.
Here the general public is ‘invited’ to wan-
der about selected restricted areas and
inspect military hardware. However, once
the ‘open to public’ days are over, no

play havoc wth the data too. Rerhaps this is wy
nany organi sations are establishing fireva s inter -
nd |y to secure, say, the finance or personnel depart -
nent, fromthe rest of the organisation. Nor are they
of nuch help if the network systemwth wvhi ch your
netverk hes a trust reaiomship like your supdier
or custoner, is broken into through which your net -
work can be conpr oni sed.

Inshort, dnt pace dl your bets onyour fireml.

one is allowed to visit the
restricted area.

Establishing the
foundation

Real-life firewalls are almost
always a hybrid of the dif-
ferent types of firewall. It is
how you organise the differ-
ent components together that will deter-
mine how effective your firewall is.

There are two ways in which firewalls
can be set-up: dual-homed gateway and
demilitarised zone (DMZ). In a dual-
homed gateway setup, a single firewall
with two connections is used, one for
the trusted network and the other for
the untrusted one. A DMZ setup uses
two firewalls. As before, both fire-
walls have two connections, but with a
difference.

The first firewall has one connection
leading to the untrusted network and the
second leading to host systems that can
be accessed through the untrusted net-
work. The host systems—usually e-mail
or Web servers—in turn are connected to
another firewall, which links them to
the trusted network. The area between
the firewalls is called the ‘demilitarised
zone’. The host systems populating this
region are known as bastion servers
and the network so created is called a
bastion network.

Of the two, DMZ is inherently more
secure: Should an unauthorised user
from the untrusted network get through,
he only gets to the bastion
network, while the trusted network
remains safe within the second firewall.
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A look at the standards

While how effective a firewall is eventual-

Dangerous connections

A look at some vulnerable network services

ly depends upon how you configure your
tirewall, it helps if you know that the
product that you are purchasing meets
certain standards. In firewalls, this inter-
nationally accepted ‘standard’ is provid-
ed by the ICSA, the International
Computer Security Association.
Founded in 1989 as the NCSA and
focussing on virus threat, the ICSA is an
independent corporation that certifies
security products and establishes secu-
rity practices. An ICSA-certified firewall
means that you can rest assured that the
product meets a certain minimum stan-
dard of security. What this means is that
when the product is configured accord-
ing to the manufacturer’s instructions, it
will provide protection from known
attacks while providing operational
access to the Net and vice versa.
However, please note that it is how
well you fine-tune a firewall that makes it
effective. And this can only happen if you

NETWORK SERVI CES PORT
DNS 53
FTP 20 21

Renot e procedure calls 111

DESCRI PTI ON

Qntains infornation on host conputers, useful to crackers
Poorly configured, it can be used to doanl oad passvord files
Passvord and systemfiles can be sto en

Incl udes rlogin, rsh and rexec services. Rernits

unaut hori sed access to accounts and cormands

Renot e servi ces 512 to 514

R P 520

SMTP 25

Td et 23

Trivid FIP 69

uucP 540

X- & Qpen W ndows 6000+ & 2000

G be spoofed to redirect data packets

Transports e-nail. Gan be used to gai n access to the system
G provi de access to the systemif inproperly configured

G be used to read any file on the system

Poorly configured, it can be used to gain access to the system
Gn | eak data fromdisplay, includng keystrokes. Irtruders

can even contra the X server

have a security policy set in stone that
defines what approach to take while
setting up firewalls.

Honing the edge

Keening the firewall’s edge begins with
establishing what network service access
policy to adopt when setting up a firewall

SECURITY TOOLKIT

GNAT Box Light 2.1.1

A light version of the conmercial GNAT Bx fire-
val |, GVAT Box Light supports a naxi numof 100
concurrent comnecti ons fromwthin the trusted net -
vork. External connections fromthe untrusted
network are, however, nore restrictive a naxi -
num of four unique inconing source addresses
ae dloned by this godication proxy fireva |. Bi
hey, what nore can you ask fromsonething that
isfree?

The interesting part about QVATisthe it fitsin
asingeflopy dskadis ataodly sef-cota ned
system It does not run on top of any operating
systens, just boot your PCfromthe disk and you
are in business. The advantage of having an
operating systemindependent fireva |l isthet it is
not vul nerabl e to viruses that nornal |y pl ague pop-
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ular operating systens |ike Wndows. The GNAT
also cones with both Wb and consol e- based
adhini stration tod's to configure the firendl ad
has to be instal | ed on a separate nachi ne.

NukeNabber 2.0b
Designed to nonitor hacker attacks, the NukeN-
abber is anather free tod for netvork administra-
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tors. Running on Wndows 9x/ NT operating system
the programcan be configred to listen touw to 50
ports for possibl e hecker activity. The programal so
incl udes an option to bl ock port scamers ad of fas
miltiple pre-defined intrusion | ogging options
fromlowto high or customsecurity | oggi ng.

and this can be done in two ways—the
open access to all services except selected
ones; and the restrictive no-access-to-any
services except selected ones.

In most cases the latter policy is the
better option. The restrictive, no-access-
to-any-services policy only allows access
to e-mail services to enable communica-
tion. Most system administrators usually
also disable services such as Telnet, which
allows remote users or ‘guest’ users from
the Internet to log into the network. (See
box ‘Dangerous connections’)

However, making a network secure
does not end at the installation of a fire-
wall and through a network policy. Once
the firewall is installed, a regular ‘fire-
wall health check’ has to be done
because a network organically grows
and changes with user needs (especial-
ly when users establish their own
network services).

You can even check if all the measures
that you have taken are good enough by
opting for ICSA’s TruSecure security
assurance services. This service tests
your network’s vulnerability to attacks
from the Net.

However, do remember that there is
no such thing as a perfectly secure net-
work. A growing network also increases
the possibility of intrusion and the
possibility of detection. According to
another survey conducted on 38,000
computer systems belonging to the US
Department of Defense, 33,440 systems
were broken into. Less than one in
twenty were detected.

And your network could be next,
unless you have a firewall.
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