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An Introduction to SSL-
Explorer

So what’ this SSL. VPN stuff all about anyway? W hat can
1t do for me and my company?

he SSL-Explorer VPN from 3SP Ltd is the world’s first open source Java-
based SSL. VPN solution.

Corporate VPNs have become a hot topic in recent years, and none more
so than SSI-based varieties. The benefits to productivity and the low maintenance
overhead that comes with browser-based connectivity is something that cannot be
dismissed by most businesses, though the costs of implementation can often be
prohibitive.

The advantage of using Secure Sockets Layer lies primarily in the fact that all
standard web browsers support this mode of communication by default. This
stands in direct contrast to existing IPSec VPNs, where client-side code needs
installing on each connecting PC, thereby raising the management overhead and
implementation costs associated with said solutions.

Consider that in many situations these days; installing client VPN software is
simply not possible due to administrative software installation policies and firewall
rules. Using IPSec from an Internet café to quickly retrieve a file you left in the
office is simply unworkable.

Another prime advantage of SSI.-based VPN is that by design,
they operate at the application layer. Essentially, this means that
they are not subject to any form of network traversal issues or to
strict firewall policies — if you are able to access your internet
banking website from your chosen location, then you can most
likely also use SSL-Explorer.

Of course, SSL-Explorer goes much further than just the basics. By leveraging the
trusted, secure architecture provided by the industry standard SSL protocol, a series
of additional services are offered to provide file access to Microsoft Windows
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networks, either through its web browser interface, or with full integration into
your Windows Explorer filesystem browser.

Access to internal intranet resources is also a breeze with SSL-Explorer. As a
network administrator, you can simply publish links to say, your web-based CRM
system, or maybe your software issue tracker. You can forget about helpdesk
enquiries from remote users; it doesn’t get much easier than clicking on a link.

Active Directory integration allows you to use your existing Microsoft Windows
user and group hierarchies to assign access rights. Users can easily be set up to
authenticate with SSL-Explorer using their Windows domain credentials — they
won’t need to write down yet another password on their monitors.

For software developers, there’s a defined Application Programming Interface
(API) that can be used to leverage the features provided by the VPN client in your
applications.  This has already been done in a popular CVS client named
SmartCVS! to provide remote access to internal software repositories by using the
SSL-Explorer to both proxy and encrypt source code.

You can deploy Java-based applications to your users on the VPN. To take a real
world example, this means that you can publish the Citrix client on SSL-Explorer
and enjoy secure Citrix sessions. For the administrator, we’ll soon be making
available a series of lightweight client applets to allow for fully integrated SSH,
VNC, SFTP access to manage your network infrastructure remotely. Or in the
meantime, use these features right now in our client application, SSHTerm
Professional.

So as you can see, the SSL-Explorer solution is already almost fully-featured even
before its 1.0 release. Though quite possibly the main selling point — and probably
the reason you’re even reading this — is that all these features (and more to come)
are totally free to use. This software is licensed under the Gnu General Public
License (GPL) which allows use of the software in a commercial, or non-
commercial environment without payment of licensing fees.

Our intention with SSL-Explorer is to bring enterprise-class features to smaller
businesses or individuals with a heavy requirement for remote access to their
resources. It’s these users that maybe can’t justify the costs involved to implement
market leading solutions in their smaller environments, and it’s also these users that
many vendors tend to overlook in their desire to secure larger and more profitable
customers.

All of us here at 3SP Ltd hope you enjoy the application!

1 SmartCVS — http://www.smartcvs.com
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Chapter

Before You Begin...

Don't jump in head first. Check here to mafke sure you have the
necessary kit before you begin.

Hardware Requirements

You will require some hardware to install SSL-Explorer. We’re assuming that you
intend to install SSL-Explorer on a standalone PC inside your office network with
external connections to port 443 forwarded by your firewall to SSL-Explorer.

e Pentium III 1Ghz CPU or greater (will install on lesser
machines but will be less responsive)

e 512MB RAM recommended

e 150 MB free hard disk space

e Internet connection

Performance Considerations

Depending upon your exact requirements, the SSL-Explorer server will be serving
web pages, encrypting data in real time and establishing many performance intensive
HTTPS transactions — potentially between many concurrent users. If you intend on
providing remote access to many users simultaneously then do expect to invest a
reasonable amount in a high-specification system to achieve good results. For a
smaller company (5-10 users), the hardware requirements listed above should be
fine.
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Operating System Requirements

The SSL-Explorer server was written in the Java programming
language to ensure that it can run on any operating system with a

Java 5.0 runtime environment.

Unfortunately this does mean that the software will not install on
the Apple MacOSx platform as Java 5.0 will not be released for this

platform until the future release of Tiger 10.4.

In the meantime, we are investigating options for reducing the Java

platform requirement to 1.4.2.

The officially supported operating systems at the time of writing are:

Microsoft Windows 2000/XP /2003

Red Hat Linux 8.0 or later

There are installation packages available for these operating systems in Windows

executable format and Linux RPM format.

For Windows, please use:
ssl_explorer_windows_0_x_x.exe

For Linux, please use:
ssl_explorer_linux_0_x_x.rpm

7 Check before you install

All SSL-Explorer software is published through the SourceForge community
website at http://sourceforge.net/projects/ssl-explorer. Please do not install SSL-
Explorer software downloaded from anywhere else as we cannot guarantee the
authenticity of software obtained through third party download sites. As the source
code is freely published, you should always ensure that you trust the authenticity of
your downloaded software.
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Installation of SSL-Explorer

Lets walk through the installation of SSL-Explorer on today

mainstream operating s)stems.

SSL-Explorer on Microsoft Windows

In this walkthrough, we will take you through the installation
of SSL-Explorer on the Microsoft Windows operating
system. The operating system used is Windows XP with
Service Pack 2 installed.

A clean installation of your chosen Windows operating
system and application of all published service packs and/or
hot-fixes is recommended.

Chapter

It is not prudent to
consider installing a
security solution
onto a Windows
system without first
ensuring that the
system is firstly up-
to-date with all
published service
packs and hot-fixes.

SSL-Explorer requires Java Runtime Environment (JRE) 5.0 to operate. The JRE
is the software that allows your computer to understand applications written in
Java. Don’t worry if you haven’t installed it, or don’t know where to get it from

because the installer will take care of that for you.

Once you have downloaded the software onto your chosen machine, you

may begin.

7 SSL-Explorer and the Windows XP SP2 Firewall

We have noticed that when installing the SSL-Explorer VPN server
on a Windows X SP2 machine with firewall enabled, the Web based
filesystem browser fails to start in some cases. We’re currently
looking into this issue although we recommend in all cases that your
SSL-Explorer server should not be both firewall and VPN server. If
you encounter problems, please check whether the problem
disappears when the firewall is disabled before contacting the help

forums.
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Windows Installation Process

I~ Firstly remove old versions of SSL-Explorer

As of release 0.1.8 there is no upgrade capability for your SSL-
Explorer database. This means that settings cannot yet be preserved
between new installations. Make sure you uninstall older versions
and manually delete all files left under the original installation
directory before attempting to install a new version.

1. Double-click the SSI-Explorer installation file, named similatly to below,
where <’ denotes the current release.
ssl_explorer_1 x x.exe

2. 'The installation process will begin and will attempt to locate a copy of the

Java 5.0 JRE. You will see a dialog similar to the one below if it was
unsuccessful.

install4j Wizard X]

Ervironment on your syskem, You can locatke ar
download a suitable JRE. {minimum version: 1.5.0,
maximum wersion: -

% The installdj wizard could nok Find a Jawa(TM) Runtime

[ Dovnload ] [ Locate ] [ Cancel ]

3. Click download to start an automatic download and installation of the Java
5.0 JRE.

Note: If you use a proxy server to access the internet, you may need
to download the Java 5.0 JRE manually?. The installer uses Internet
Explorer’s connection settings to determine proxy status.

™ install4] Wizard =13

351 Explorer is downloading the Javal TM) Runkime
g Environment. Please wait,

2,92 MB of 20,17 MB (14.5%) at 35.7 kb/s

(v )

2'The Sun Microsystems Java 5.0 JRE for Windows can be found at:
http://java.sun.com/j2se/1.5.0/download.jsp
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4. Once the JRE has been downloaded and installed, you will be presented
with the SSL-Explorer installation dialog. Click next to begin the
installation.

* Setup - SSL Explorer 0.1.5 _ §|r>__(|

Welcome to the SSL Explorer Setup Wizard

This will install 551 Explorer on your computer.

It iz recommended that pou cloze all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

5. Tirstly, choose a location to install the SSI-Explorer files. Accepting the
suggested location should not cause any problems.

*2 Setup - 551 Explorer 0.1.5

Select Destination Directory
Wwhere should 551 Explarer be installed? l!‘

Select the folder where pou would ke SSL Explorer ta be installed, then click Mext.

] Commor Files

] ComPlus Applications

] InstallShield Installation Information
] Intermet Explorer

] Messenger

(] microsoft frontpage

u,r']| Micrgsoft SDE forJava 4.0 =
| Logal Disk [C) v|

The program requires at least 76.7 MB of digk space.

< Back ” Menut > H Cancel ]
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6. 'The installer will now ask you whether you want to install the source code
for the SSL-Explorer software. You do not have to install the source code
in order to use SSL-Explorer. This option is provided for advanced users
and will install the Java source files that were used to develop the
application.

™ Setup - SSL Explorer 0.1.5

Select Components 1
“which components should be installed? =
e —
Select the components wou want ko install; clear the components you do not want to install
Click Mext when you are ready to continue.
[] Source
[ < Back ][ Meut > ] [ Cancel ]

7. 'The installer has now collected all the information it needs to begin. Click
next to start the program installation and the SSL-Explorer program files
will be installed to your chosen directory.

% Setup - 551 Explorer 0.1.5

Installing 1 |
Flease wait while Setup installs S5L Explorer on your computer. ‘:&m .

Extracting files...
NFEJPI150.dIl

Cancel
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8. Once the program files have been successfully copied, the installer will
prompt you to connect to your server in setup mode. Click the launch
button to start the SSL-Explorer service and open a web browser that will
connect to your server’s configuration utility.

"% Setup - S5L Explorer 0.1.5

Setup S5L Explorer “
Launch S5L Explorer in zetup mode. |

55L Explorer will now be launched in setup mode =0 you can generate S5L certificates and
customize other options. Click on the Launch button below to start setup mode.

“r'our browser should alzo be automnatically opened pointing to the corect page, but if it
doesn't pou can manually point it to hitp: AAlocalhozt 28080,

Remember to shutdown zetup mode when you have completed by clicking on the
Shutdovin link.

< Back ][ Mext > H Cancel

9. 'The service is started.

* Setup - S5L Explorer 0.1.5

Setup S5L Explorer
Launch S5L Explarer in setup made.

Pleaze wait a few moments whils the server iz started

< Back ” Meut > ” Cancel
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10. Click next. If you are installing the SSL-Explorer on a Microsoft
Windows system that has Service Pack 2 installed, the following dialog will
appear. This is the Windows firewall that detects that the SSI.-Explorer
setup utility is trying to access your network and will prompt you to take
action. Choose “Unblock” to allow network access for the SSL-Explorer
configuration utility.

%= Windows Security Alert E'

To help protect your computer. Windows Firewall has blocked
. some features of this program.

Do you want to keep blocking this program?

& Mame: setup-szlexplorer
Publisher: Unknown

Keep Blocking ] [ Unblock ] [ Azk Me Later

Windows Firewall has blocked this program from accepting connections from the
Intermet or a netwark. |F you recagnize the program or trust the publisher, you can
unblock it. %hen should | unblock a program?

SSL Certificates 11. Your web browser should have connected to your SSL-Explorer server.

It is recommended that you The first screen you will see is the SSL certificate management page.

purchase a certificate from a
CA for use with SSL-

2l S5L Explorer:::Certificates - Microsoft Internet Explorer

Explorer.  The import of file Edt View Favortes Tooks Help
third party SSL certificates is -
| = P 5 T
) x ) search 5 Favorites 404 L 3
covered later. o/ </ \j @ |/ W @ =) 3
Address | @] hitp: /192 188.1.113:28080showHome. do V‘ Go  Links
A
/
>
¥ SSL Explorer
Setup
Certificates | General | CIFS | Applications | Web Forwards | IP Restrictions | Accounts | Shutdown
Certificates
Manage your Private Key and Certificate
An errar has occured. B
® To be able to use SSL Explorer, you must first generate your private key. You may then
use SSL Explorer, but your certificate will be untrusted until it has been signed.
Step 1. Set Pa rl:
Eoth your private key and certificate will be secured using this password. Using this form you may either set or
change the password. If a private key has already been generated, then you will be required to enter the old
passward first
Old password: ‘ |
Password: ‘ |
Confirmn password: ‘ |
Step 2. Generate Private Key:
You can use this form to generate your private key. Mote, if you already have imported a signed certificate then
generating a new private key will invalidate it
. v
& B Internet

12. Please now refer to the section titled “The Web Based Setup
Procedure” to guide you through configuring your SSL-Explorer server.

10
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13. The configuration step is now complete. Click the shutdown
option to stop the SSL-Explorer service and close the browser. The setup
wizard will inform you that setup is now complete.

Click finish to close the installation program.

" Setup - SSL Explorer 0.1.5 =[]

Completing the SSL Explorer Setup Wizard

Setup has finizhed installing S5L Explorer on your computer. The
application may be launched by selecting the installed icons.

Click. Finizh to exit Setup.

Cancel

14. Check the status of the SSL-Explorer service in Control Panel =
Administrative Tools = Services.

If the service is stopped, please start it.

File  Action Yiew Help

e |[@EFRE[2 »u 0w

BE

|58y services (Local) Mame - | Description | Status | Startup Type [Logonas | e

%Remuvable Storage Manual Local System
%Rout\ng and Remate Access  Offers rout... Disabled Local System
%Secondary Logon Enables st...  Started Automatic Local System

Security Accounts Manager  Stores sec...  Starked Automatic Local System

Security Center Monitors 5. Started Autoratic Local System
%Server Supports fil..,  Started Automatic Local System
%Shell Hardware Detection Skarked Aukomatic Local Syskem
%Smart Card Manages a... Manual Local Service

SSDP Discovery Service Enables dis... Manual Local Service

fic Lot m

Syskem Event Motification Tracks syst..

ic Local System
%System Restore Service Perfarms 5 Local System
%Task Scheduler Enables & Local System
%TCPIIP MetBIOS Helper Enables su Local service -
%Telephony Provides T... | — Local System
%Telnet Enables a Local System

Local System
Local Syskem ¥

%Terminal Services Allawws mul
Themes Provides u...
Extended A, Standard

Start service 5501 Explorer on Local Computer
S

SSL-Explorer and the 1067 Service Error

If you are experiencing this error, it is most likely that IIS is running
and is using port 443. You'll need to stop/disable IIS for the SSL-
Explorer service to start.

11
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15. The installation of SSL-Explorer is now complete! Try connecting
to your server using the following URL, changing “hostname” to the
hostname of the system that you installed the server on:

bitps:/ [ hostname/

You should be presented with the SSL-Explorer log on screen, similar to
the following. You should now be able to log in to the system using your
Active Directory credentials.

A 551 Explorer:::login - Microsoft Inlernet Explorer

Fis E& Vew Favurdes Took Hep

Qus- O [x @ G Powe o @ - L [E B

Addrrss | 8] hitps: ocahostishowhiome do Sl =
|
P
551 Explarer
Home Nerwarking Senvlces Appllcations

—

Welcome to SSL Cuplorer! & secure gateway 10 your netwark,
- To make the most of thes saluton please ensune thal you hisee read the Uses Gode Further help s
wvailable anline through our Seurceforge project page.

Uszemame
richard

Pazsword

[ETTrrErTr——

SSL Enplomr (115
SEL Explores™ iz 8 trademark of 3sp Ltd 13 2003-2004 3sp Lid. All Rights Reserved

& xem S S Lo inlraet
7“,'“:‘3‘:9:1‘ 7 551 Fploeer (i con... B o0 ... L TR

12
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Installation of SSL-Explorer on Red Hat 8.0

This guide takes you through the installation process on Red Hat Linux version 8.0.
You will need to download the Java 5.0 JREs from Sun Microsystems before you

begin.

We are assuming that you are using the SSI.-Explorer RPM package.

1.

2.

Download the Java 5.0 JRE and follow the instructions for installation.
Change directory to the location of your SSL-Explorer RPM package.

Install the SSL-Explorer either by double-clicking on its icon using the
Nautilus file browser, or by executing the following command:

rpm-i ssl_explorer 1 x x.rpm

The SSL-Explorer will now have been installed to “/opt/sslexploret”.
Change to this directory in your terminal.

If you would like SSL-Explorer to be configured as a Red Hat service,
execute the following command:

[ opt/sslexplorer/platforns/linux/install-
service

Run the SSL-Explorer configuration utility as follows:
. | set up-ssl expl orer

The SSL-Explorer configuration utility will give you a URL which you will
need to enter into your browser to begin the Web-based setup procedure.
Enter the URL in your browser and you should see the following screen:

3 The Sun Microsystems Java 5.0 JRE for Linux can be found at:
http://java.sun.com/j2se/1.5.0/download.jsp

13
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SSL Explorer:::Certificates - Mozilla
¢ File Edit View Go Bookmarks Tools Window Help

i E?gk - FD*%W - R;%m S%Ep | & ri: : howHomedo ||| & search| ﬁ' -

N
SSL Explorer

e

Setup

Certificates | General | Web Server | Active Directory | CIFS | IP Restrictions | Accounts | Shutdovm

Accounts
Manage your 551 certificates
An error has occured.
® To be able use SSL Explorer, you must generate an SSL certificate. The form below will create an untrusted test
certifcate. You should use the keytool utility included with your Java runtime to import production certificates.
Generate untrusted test certificate: "

Host name fiszieeiios ¢
Orgarisational it .
Company .
Country Code: fos—

Generate
SSL Explorer 0.1.5
SSL Explorer™ is 3 trademark of 3sp Ltd ® 2003-2004 3sp Lid. 4l Rights Reserved LI

=l
it & £ E&) | Transfering data from Iocalhostlocaldomain | [-o-]ar]

8. Please now refer to the next section titled “The Web Based Setup
Procedure” to guide you through configuring your SSL-Explorer server.

9. Once you have configured SSL-Explorer to your preferences you are now
ready to start the SSL-Explorer server. You can do this in one of two

ways:
a. If you installed SSL-Explorer as a service, type:
servi ce sslexplorer start
b. Otherwise, run the SSL-Exploter in console mode:

./ ssl expl orer-consol e

14
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The Web-Based Setup Procedure

To ensure that installation across the various supported platforms is as consistent
as possible, we have moved the majority of the post-installation configuration to a
web-based setup procedure. This means no manual editing of scripts!

Please follow this procedure:

1. Your web browser should have connected to your SSL-Explorer server.
The first screen you will see is the SSL certificate management page. This
page will guide you through four stages that are used to configure web
security features on your SSL-Explorer server.

3 551 -Explorer=Web Securily - Hoilla Firefux
Be B8t Yew Go [ookmaks Tods e

W

}5& L-Explorer

B0 @ [ htwsiocstos 2800 shovCerficates.da Fl O |2

Satup
curity | General Options | Active Diract CIF5 | Applications | Web Forwarding | Available roles | Ava
)

Shutdown

Web Security
This page allews you to implement strong web security uzing SSL ceriicates. You may either impart an
axisting trusted certificate, or ganerate a new untrusted certificate here using steps one and two. 35P Ltd

silrangly recamemends thal you purchase @ lusted corthcate o wse wih S50 Fxplomn See i
decumentation for more infeemation

* You certificate iz cumently untrusted

Step 1: Protect your Certificate with a Pé ord.
Your 5L centificate will be secured using this passward so make sure it is one that you remember. If you have
gentrated @ ceticate provousty thin you wel bie reguied b enter the old gsswerd st

0ld pagaword:
Password

Confirm password:

Step 2 Generate your Untrusted 551 Cerificate

WUsier thiss farm o geeneratee your urlustied cordeate. Note: B you seady b imparted a signed eetiicate s
generating a new certificate here will invalidate it.

Host name: [sslenplorer example.com
Organisaticnal unit: ,sales—
Company [Example Gompany
Counry Core e —

Slep 3. Generale a

In order for your untrusted cenificate to become ‘trusted’, you need to apply for this status through a Certiication
Authorily [GA] Thivy wall need what s known s a Cesteate Signing Reguest to generade your tnested colseate
Click on Generate to create a Cenificate Signing Request. A few seconds later this texd area below will be
populated with your CSR. This is the information should be sent to your CA

C3R

Done.

k|
4

In order to transmit data to and from the SSL-Explorer securely; you will
need to generate an SSL certificate. SSL certificates are used on the internet
to verify the identity of a web server in order to facilitate secure exchange of
sensitive data such as credit card payments or online banking transactions.

This screen will allow you to set up an untrusted certificate in order to
conduct secure SSL-Explorer sessions, or alternatively you can also import
trusted certificates that have been issued by your certification authority (CA)

here.

15
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If you have not purchased a trusted certificate from a CA, then you
may instruct SSL-Explorer to generate an untrusted certificate for use
with the server. We will now walk through both options.

To generate an untrusted certificate:

Step 1 — Enter a new password for your certificate, enter the confirmation
password and click update.

Step 2 — To generate your certificate, enter all of the following information
making sure that you do not use punctuation characters such as commas
anywhere in the values you enter.

e Hosthame — The software should have detected the server’s IP
address. If not, then enter the IP address or fully qualified domain
name for the server here.

e Organizational Unit — This is a logical unit that specifies your
hierarchy within your organization, for example “sales” or
“accounts”.

e Company Name — Enter the name of your company here.

e Country Code — This field contains a short code for the country in
which you are currently located.

Next, click “generate”. The SSL certificate will be generated and configured
for use with the SSL-Explorer server and you can proceed to the next section.

2 SSL Explorer:::Certificates - Microsoft Internet Explorer,

File Edit Wew Favorites Tools Help

. o = o ) > P
Qe - () \ﬂ g" (n) | O sarch 7 ravaries ) e = 3
#ddress ‘éj http:ij192, 168.1.113:28080/showCsrtificates.do v| Go | Links ®

Certificates &
Manage your Private Key and Certificate

+ Private key generated
= You cedificate is currently untrusted.

Step 1. Set rd

Both your private key and certificate will be secured using this password. Using this form you may either set or
change the password. If a private key has already been generated, then you will be required to enter the old
pagssword first,

Qld pagsword: ‘ ‘

Passwaord

-

Confirm passwaord.

Step 2 Generate Private Key:

*fou can use this form to generate your private key. Mote, if you already have imported a signed certificate then

generating a new private key will invalidate it

Host name: ‘Example company.com ‘
Qrganisational unit: ‘sales ‘
Carnpany: ‘cumpany ‘
Country Code: ‘GB ‘
v
&] Done B Internet

16
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7 Security Advisory

It is important to remember that the SSL certificates generated
by SSL-Explorer are untrusted. That is, they are not issued (and
not signed) by a certificate authority (CA) such as Verisign or
GeoTrust.

Step 3 (Optional) — You can use the private key you have just created to
generate a certificate signing request which may be registered with a
certification authority. The CA will use this data to generate you a trusted
certificate which may be imported into SSL-Explorer.

To import a trusted certificate:
Step 1 — Once you have completed the certificate signing request detailed
above, your CA will send you a signed certificate which you can paste into the
textbox on step four of the certificate screen as follows:

3 S5L Explorer:::Certificates - Microsoft Internet Explorer ] E
File Edit Wiew Favorites Tools  Help :’

2 i
-0 N | O o Faver - 3
@ Back 3] \ﬂ @ ul | ) search @ Favorites {‘3 = E -:i
Address |@1 https: fflocalhost showCertificates, do v‘ Go | Links *
| ~

Generate

Step 4: Import Signed Certificate:

Use this farm to paste in your signed certificate, i.e. the reply to the CSR you generated in Step 3. You may use
X809 {1, %2 or3) or a PKCS4T formatted certificate chain, encoded in BaseB4. If the reply is binary encoded, you
may use the standard Java keytool utility provided with your Java runtime

Cerificate

NIIDhTCCAUAARIBAVOOLEYyATZWUAZAZVOOLEydTZWIgd3d3 2 ATEgNVBATTAIVT
NRwwGg TP VOOKEXNFcXVpZmF 4 IFN 1 Y3V y 23 EJbmMuM30wEw Y DVOOQDEyRF o ZVp ZmF 4
IFNLY3VyZSBHbGIiTWrgZUJ o2 luZXNz IENBL TEwHheNED UwHT I3 HTgwliz QzWhell
NDVWMTI4MTowNzQzWICESTELMAKGAITEEhMCROT®E J AQBNVEAO TCTH 2 C53hyS1
azEGNDOGAIUECKNeaHROcHNEL¥o 22XJ2alNley5)atop¥aVuhe ludCSuzZZ0vIavo
LwpzeDSHVD Iz YOz wMTAwL oY DVOOLEwATZWgcl3 3 Lind 1b3 Ryd X0 Lradivh 59 %
AND VWM T I4MTyuNz0zWICESTELMAKGAI UEEhHCROT®EJ AQBYNVE A0 TCTN 2 CS5ibhyS
RzESMDOGAIVECKNzaHROcHNEL YR 2 2XJ2alNley51aGepTaVubhe ludCouiZ0viIZvo
LwpzeDSHVD Iz VOMzo M TAWL g Y DVOOLEvATZ W3 i3 Lind 1b3 RydXMOLradivh S5 %
ANDVwHMTI4MToguNz0zWjCESTELMAKGAI UEEhHCROTI*EJ AQBgNVE A TC TN 2 C5ibys
azEBMDoGAIVECKNzalROcHMEL YR 22XJ2alN 1o yS1aGepTaVuha ludCouiZ0viIavo
LipzeDSHVD Tz VOMze a M TAVLg¥DVOOLEvATZWIgd3 d3 Lnd 1h3 RydXNOLrlvh 59 x
AMDTwHTI4NTyulN a0z W] CESTELNAKGALUEERMCROIXE JAQBGNVEAOTC TNz CS JhyS
azESMDoGAIUECxMzaHROCHNEL w9 zZHJ2alN1ey51aGSp T2 Vb LudCSuzZXovZz v v

Logged on ag admin since 28-Jan-2005 12:32:25 S5L Explorer 0.1.7_alpha
SSL Explorer™ is a trademark of 3sp Ltd © 2003-2005 3sp Ltd. All Rights Reserved
b
& 5| %4 Local intranet

Your certificate has now been installed and is ready for use with SSL-
Explorer! Note that your users will now no longer be prompted by their browsers to accept
an untrusted certificate.  When using an untrusted certificate, your users will be prompted
upon every connection to accept an untrusted certificate.
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2. Next, click the general tab at the top of the screen. Most values
can be left to their defaults on this page. The most important things to
remember are:

e Choose your user database — Either Active Directory if you
wish to use Windows accounts to log onto the system, or “built-
in” to use SSL-Explorer’s internal accounts database to store your
user information.

e Configure your proxy settings — HTTP or SOCKS proxy
settings can be entered on this page. Leave blank if no proxy is
used on your network.

If you chose to use the Built-In user database, please now skip to
step 4.

2 S5L Explorer:::Web Server - Microsoft Internet Explorer |ZHE‘E|

File Edit View Favorites Tools  Help T

eﬁack A > | |ﬂ @ ;j /..-\J Search \;"‘\'(Favorites {‘3 <~ :4 ‘3

address |@ hittp:f192.168.1.113: 28080 showGeneralConfiguration. do v‘ Go | Links >

~

b
SSL Explorer

e

Setup

Certificates | General | CIFS | Applications | Web Forwards | IP Restrictions | Accounts | Shutdown

General Configuration

ﬁ General S5L Explorer server options

VPN Client Default
@ Strict checking 0 false
[etwork Flaces Default
@ Show users home true
@ Try current user (1st) true
@ Try guest (2nd) true

Default

@ Authentication method Form
@ User database Built-in
v
&] pone B mtemet

Administrator Group(s) — Please enter here the Active Directory global
group that will be designated as the administrator of the SSL-Explorer
VPN server. Enter each group on a separate line, with no termination
character. For example, “Adpunistrators”. If you forget this step, then
you will not be able to access the administrative features when
running SSL-Explorer in normal mode.

18
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3. Click the Active Directory tab. This screen contains configuration
options that will allow your SSL-Explorer server to authenticate
connecting users using their Microsoft Windows username/passwords.

) 551-Explorer=Web Server - Mozilla Firefox (=] )
Fle Edt Mew Go Bookmarks Tools Help

@--50Q | http: //localhost: 28080/showActveDirectory Configuration. do ] B | P,

P
SSL-Explorer

A

Setup
Web Security | General Options | Active Directory | CIFS | Applications | Web Forwarding | Available roles | Available

accounts | Shutdown

Active Directory

3SL-Explorer can authenticate users by their Active Directory accounts within a Microsoft Windows
domained enviranment. This page allows you to configure those user groups that may have access to the
< SSL-Explorer server as well as configuring administrative groups.

Microsoft Windows Authentication Default

@ Domain example co.uk
@ Domain Contraller Hostname de.example.co.uk localhost

@ Domain Controller Port 389 e

@ Additional User Bases OU=Sales, DC=EXAMPLE , DC=COQ, DC=UK
CU=Development, DC=EXAMPLE, DC=CO, ]

4 Il

@ Additional Group Bases CU=Sales, DC=EXAMPLE, DC=CQ, DC=UK
OU=Development , DC=EXAMPLE, DC=CO, |

< |
@ User / Group details cache TTL 300000 300000
@) Include standard users ] true
@) Include standard groups. 1 true
@) Include built-in groups. | true
Save
SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 3SP Ltd @ 2003-2005 3SP Ltd. All Rights Reserved
[ pone 7

Enter the following information here:

e Domain — This is the name assigned to your Microsoft Windows
domain. E.g., “example.conk’. The domain must be entered in
lowercase.

e Domain Controller Hostname — This is the fully qualified
domain name for your Domain Controller (DC), e.g.
“de.example.co.nk’.

19



SSL-EXPLORER - REFERENCE GUIDE

Other Active Directory Options:

Domain Controller Port — This is the port number to use to
communicate requests to and from the DC. Accept the default value.

Additional User Bases — If your users are located in multiple Active
Directory Organizational Units (OUs) other than the default Users OU,
then you must specify their location here. Otherwise they will not be able
to log on to SSL-Explorer since SSL-Explorer will not query these non-
standard OUs for accounts.

In our example domain pictured below, you can see that we have two users
named Dave and Wayne in the Development OU.

4% Active Directory Users and Computers -0l x|
@ File  Action Wew Window Help | _|ﬁ||1|
¢ | Bm e @B 2 eFavan

@ Active Directory Users and Compute | Development 3 objects

B[] Saved Queries
E@ exarnple.co,uk @ g g

-1 Builtin
[:I Computers Cube Drones  Dave Becks

#-{&3] Domain Cantrollers
D FareignSecurityPrincipals

i [:I Users

----- (€3] Development

I ‘ - | I

In our example, our domain name is “example.co.uk’” and our additional
user bases are located in OUs named “Sales” and “Development”. You
will need to enter the constituent parts of the domain name in uppercase.

These user bases would be represented as follows:

QU=Sal es, DC=EXAMPLE, DC=CO, DC=UK
QOU=Devel oprent , DC=EXAMPLE, DC=CO, DC=UK

Separate each user base using the return key. There is no termination character used.

7 User and Group Base Syntax

Make sure that there is no white space between the elements of

the user and group bases. There must be no spaces after the
commas.
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Additional Group Bases — In our example before, youll notice an Active
Directory group named “Cube Drones” in the Development OU. The
two users present in that OU also happen to be group members.

In SSL-Explorer, if your users are members of custom groups that reside
in non-standard OUs, then you must state these groups here — otherwise
SSL-Explorer will not query these group bases for permissions. Again, you
will need to enter the constituent parts of the domain name in uppercase.

For example:
CN=Cube Dr ones, OU=Devel opnent , DC=EXAMPLE, DC=CO, DC=UK

Separate each user base using the return key. There is no termination character used.

Include Standard Users — Include the standard user base 'CN=Users ....
built from the domain name. If you do not include these you will have to
manually add your own user base string to the 'Additional user bases' list in
order for SSL-Explorer to successfully locate your users.

Include Standard Groups — Include the standard group base 'CN=Users
..., built from the domain name. If you do not include these you will have
to manually add your own group base string to the 'Additional group bases'
list in order for SSL-Explorer to successfully locate group information to
obtain user permissions.

Include Built-in Groups — Include the built-in group base 'CN=Builtin
... built from the domain name. If you do not include these you will have

to manually add your own group base string to the 'Additional group bases'
list.

The Active Directory configuration process is now complete! Click
shutdown and return to the appropriate installation section for your
operating system.

7 Running the setup utility a second time

If you need to run SSL-Explorer in setup mode again, firstly
make sure that you stop the SSL-Explorer service otherwise the
setup utility will complain that the SSL port is in use and it will
fail to start.
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Click the accounts tab at the top of the screen

“admin”.

Now you might want to create some accounts for your users. Account

creation is dealt with in the next section.

2} SSL. Explorer:::Accounts - Microsoft Internet Explorer

. You will notice
that a default administrative account has been created. You should now
change this password immediately — the default password is

Setup
Certificates | General | CIFS | Applications | Web Forwards | IP Restrictions | Accounts | Shutdown

Accounts
Manage your users and define administrative accounts

Status User Name

Fle Edt View Favortes Toos Help o
QEatk -Q ﬂ @ lj /N‘Saar(h ‘-:”‘\?Favuntes 2y -2 = 3
Address | 4] hitp:1192.168,1,113:26080) setPassward.do v ks *
7]
* SSL Explorer

4 Irternet

Account Type Mark

Idle admin Default Administrative Account Admin O

Mie  testuser001 Test User #1 User O

Idle  testuser02 Test User #2 User O

SSL Explorer 0.1 7_alpha
S5L Explorer™ is a trademark of 3sp Ltd 2003-2005 3sp Ltd. All Rights Reserved
v

&] Dene

The Built-In user database configuration process is complete! Click
shutdown and return to the appropriate installation section for your

operating system.

7 Running the setup utility a second time

If you need to run SSL-Explorer in setup mode again, firstly
make sure that you stop the SSL-Explorer service otherwise the
setup utility will complain that the SSL port is in use and it will

fail to start.
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SSL-Explorer on Other Linux Distributions

At this moment in time, the use of SSL-Explorer is only officially supported
on the Red Hat Linux 8.0 or later platform. Due to the number of available
distributions and time constraints we cannot claim to support all, but we are aiming
to make full documentation available in time for more popular distributions.

The following table describes the steps needed to install SSL-Explorer on the
Linux distributions that we have tested.

Platform Installer |Post Install Start Stop Service Un-install | SSL- SSL-
Service Explorer Explorer

Setup mode Console
mode

GUI Installer Either RH Either RH Run Run setup- |Run
(preferred |does service GUI |service GUI uninstall  |sslexplorer. |[sslexplorer-
when a everything |tool or tool or "service console
GUl is "service sslexplorer
available) sslexplorer |stop”

start”

RedHat RPM (for |Run [install- |Either RH Either RH Run Run setup- |Run
command |location]/plat |service GUI |service GUI [install- sslexplorer. |sslexplorer-
line forms/linux/i |tool or tool or "service |location]/pl console
installs) nstall- "service sslexplorer atforms/lin

service, then |sslexplorer |stop" ux/install-

setup- start” service -u

sslexplorer then run
rpm --
erase
sslexplorer

Generic Generic Run If install- If install- Run Run ./setup- |Run

Unix Linux |Unix / Jplatforms/[ |service service Uplatforms [sslexplorer |./sslexplorer-
Linux platform]/inst|available, available, start |/[platform]/ console

all-service if |start service |service in way |install-

available, in way appropriate for |service -u

then run appropriate |platform if

Jsetup- for platform available,

sslexplorer then
remove
installation
directory

Slackware |Slackware |Run setup- |/etc/rc.d/rc.s |/etc/rc.d/rc.ssl [removepk |Run setup- |[Run
Package |sslexplorer [slexplorer explorer start |g sslexplorer. |sslexplorer-

start sslexplorer console
-0.1.5-
i386-1bps
Slackware |GUI Installer letc/rc.d/rc.s |/etc/rc.d/rc.ssl |Run Run setup- |Run
does slexplorer explorer start |uninstall |sslexplorer |[sslexplorer-
everything |start console
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Security using Role Based
Access Control

Configuring permissions using the concept of RBAC.

Granular Permissions
RBAC uses the

With release 0.1.8 of SSL-Explorer, enhanced user concept of user roles
permissions were introduced to allow more effective user  and groups to allow
rights management. User’s may be granted or denied access for a more intuitive
to certain features, and greater control over your user’s and efficient

. . . administrative
protocol tunnelling rights has been implemented. experience

The concept of Role Based Access Control is used to mirror

your own organizations hierarchical divisions more accurately. Instead of
maintaining individual permission lists for each of your users; role-based
permissions allow you to assign your entire sales department an alternative set of
SSL-Explorer permissions to your development team.

When Active Directory user authentication is configured, your Active Directory
user groups are defined in SSL-Explorer as roles and permissions for each of these
roles may be assigned. All users within these roles will inherit the permissions you
define, and individual accounts within these roles may be granted/denied access to
the SSL-Explorer server.

When using the built-in accounts database, you must create your user roles and
assign users to these groups manually. In this section, we’ll walk through the
permissions and rights enforcement using both user databases.
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Configuring Active Directory Roles

In the web-based setup procedure, you entered information necessary for SSL-
Explorer to communicate with your Microsoft Windows domain controller. In
order to query Active Directory and assign permissions to roles, you will first need
to log into SSL-Explorer using your domain credentials.

Once logged in, click the security tab at the top of the screen.

¥ 551 -Explorer==Roles - Mozilla Firefox =] 3]

Fle Edit Vew Go Bookmarks Tools Help

G- - 8O B [ nttpslocahostjshowavaisbleRoles.do Bx] ® e [,

-
VPH client status >~ OFFLINE —|
.

SSL-Explorer

e

Home Networking Services Security
Roles | Accounts | Custom Permissions | IP Restrictions

Admin. Setup Exit

m Roles
'htth* The roles page allows you to configure which roles supplied by the underlying database may access SSL
Explorer. If the database supports it. then you may also add. edit or remove roles.

+ The underlying database does not support creation or deletion of roles

Status Role Role Type
Granted 3SP Executive Admin (]
Granted Developars User ]
Revoked Support Technician User (]
Revoked Sales User O
Revoked 3SP Staff User [
Grant | Revoke | Permissions
Logged on as richard since 02-Mar-2005 12:47-35 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 3SP Ltd © 2003-2005 3SP Ltd. All Rights Reserved
&l
| Done [localhost =,

You will notice that the role that you defined as an administrative role in setup has
the role type of ‘admin’. From here you can choose other roles that may be
granted access to the SSL-Explorer server and assign permissions to these roles.

Let’s assign another role with access to the system. Select one of the ‘revoked’
roles in the list and click ‘grant’. SSL-Explorer has now granted logon access to
this role, although since no permissions have yet been defined for the role, users
connecting to the system will have no effective rights to do anything!

Select the role you have just granted and click ‘permissions’ to enter the role
permissions screen and skip to page 29.
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Configuring Roles with the Built-in Database

When using the built-in SSL-Explorer database, you will need to create your roles
manually. This may be done as part of setup mode or whilst already logged into
the system under an administrative account.

Click the ‘available roles’ tab at the top of the screen to enter the role creation
screen. Create a number of roles here to reflect your organisations hierarchical
boundaries. Here we have created a ‘Developers’ role, and this has been set up
with a status of ‘revoked’, meaning that this role does not have any access by
default to the SSL-Explorer VPN server.

Select the new role and click ‘grant’ to allow logon access for the ‘Developers’ role.

) 551 -Explorer=Roles - Mozilla Firefox (3] x|
fle Edit View Go Bookmarks Tools Help
E-2-5 07 I} https:/flocalhost/fshowAvailableRoles.do ﬁj @ co Ij—'
y VPH client status - OFFLINE |
&
¥ SSL-Explorer

Home Networking Services
Roles | Accounts | Custom Permissions | IP Restrictions

\ Roles
‘mt‘h* The roles page allows you to configure which roles supplied by the underlying database may access SSL
Explorer. I the database supports it, then you may also add, edit or remove roles.

+ Role Developers created.

Create role

Role name: Create

Status Role Role Type Mark

Granted Administrators Admin ]

Revoked Developers User O

Revoked Users User ]

Delete Grant Revoke | Permissions |
Logged on as admin since 02-Mar-2005 11:59:47 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 3SP Ltd (@© 2003-2005 3SP Ltd. All Rights Reserved
[ mone [tocaost =,

Now we need to assign some users to this role, so click the ‘available accounts’ tab
at the top of the screen.
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Here you need to create a few users and assign them to your new role by selecting
the appropriate role(s) on the right hand side of the screen.

eate Account - Mozilla Firefox (3l x|
Fle Edit WYiew Go Bookmarks Tools Help
@ - - & 0 B [ # hts:/flocahostishonAvaiableAccounts.do ax @ [

VPH client status - OFFLINE |
.
SSL-Explorer

Home Hetworking Services
Roles | Accounts | Custom Permissions | IP Restrictions

\‘0\

Admin. Setup Exit

Create Account
Create a user account

+ The * denotes a required field.

Administrators m

=
Username ~ |testuser Developers I

Fullname * IMrTestUser

Email |testuser01@example com

Enabled ¥

Save

Logged on as admin since 02-Mar-2005 11:59:47 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 35P Ltd (© 2003-2005 35P Ltd. All Rights Reserved
[~
| pone [tocahost =,
Click save, and then assign the user a password.
ozilla Firefox | 3]
Fle Edit View Go Bookmarks Tools Help
G- - @ O A P hipsocahostshowaccount.do =] 0
A VPH client status - OFFLINE
&
¥ SSL-Explarer
Home Networking Services Security Admin. Setup Exit

Available roles | Available accounts | IP Restrictions

Set password
Set a users password.
+ Password must be at least five characters in length

New password: prereeey |
Confirm new password: [sxsseeef
Sae

Logged on as admin since 21-Feb-2005 16:00:40 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 3SP Ltd © 2003-2005 3SP Ltd. All Rights Reserved
Done localhost (= 2
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Your new user has now been created and assigned our example ‘Developers’ role.

) 551 -Explorer=:Accounts - Mozilla Firefox (3] x|
fle Edit View Go Bookmarks Tools Help
E-5-5 0 Q@ I} https://flocalhost/setPassword.do ﬁj @ co Il':'
y VPH client status -~ OFFLINE |
&
¥ SSL-Explorer

Home Networking Services

Roles | Accounts | Custom Permissions | IP Restrictions

Accounts
The accounts page allows you to configure which users supplied by the underlying database may access
SSL Explorer. If the database supports it, then you may also add, edit or remove users.

Status Account MName Account Type Mark
Active  admin Default Administrative Account Admin O
Revoked richard Richard The Great User O
Granted testuser Mr Test User User O

Create De\etel Edit Password Enamel Disable

Logged on as admin since 02-Mar-2005 11:59:47 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 3SP Ltd (@© 2003-2005 3SP Ltd. All Rights Reserved

=

[ mone [tocaost =,

Although SSL-Explorer has granted logon access to this role, since no permissions
have yet been defined for the role, users connecting to the system will have no
effective rights to do anything! Go back to the available roles screen, select your
new role and click ‘permissions’ to enter the role permissions screen.
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Assigning Role Permissions

In the role permissions screen, you can define the networking, services and
applications that your role may have access to, along with further options to
allow/disallow the starting of the VPN client. These permissions will apply to
every user that is a member of the role.

For users that are members of more than one role, the cumulative permissions that
were assigned to each role are used as the effective permissions. This means that
say you created two roles where the first allowed only the ‘edit tunnels’ permission
and the second the ‘create tunnels’ permission — users that belong to both roles will
have effective permissions to create and edit tunnels.

Select ‘allow all’ to grant full non-administrative permissions, or choose your own
set of permissions applicable to that role.

) ssL-Explorer=:Role Permissions - Mozilla Firefox (=] 3}
Fle Edit View Go Bookmarks Tools Help
G- - @ 0 A | $ his:focahost/showavaiableRoles. do ar] O A
VPH client status -~ OFFLINE
*
&
¥' SSL-Explorer
Home Networking Services Admin. Setup Exit

Roles | Accounts | Custom Permissions | IP Restrictions

Role Permissions
Here you may grant or revoke specific permissions for an individual role.
+ Editing permissions for com.sslexplorer.jdbc.JDBCRole@d1329

Granted

Administrator ]
Granted

Configuration

Granted

Show tunnels W
Edit tunnels W
Show network places I~
Edit network places I~
Create temporary tunnels I~
Services Granted
Show web forwards 1
Edit web forwards ~
Edit replacements V¥
Show application shortcuts 12
Edit application shortcuts ~
Granted
Logon 2
Applications Granted
Microsoft RDP Client W
Kilow Al |~ Allow None | Apply |

Logged on as admin since 02-Mar-2005 12:29:24 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 3SP Ltd @ 2003-2005 3SP Ltd. All Rights Reserved
[ Done [ locahost (5

Click apply to save the role permissions settings and try logging into your new users
account to see the role based permissions in action.
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Custom Permissions

You can create custom permissions that can be associated with applications and
tunnels that you set up on SSL-Explorer. These custom permissions may then be
granted at the role level to allow certain roles to have access to certain services
whilst denying access to others.

1. Create Custom Permission

We are going to create a custom permission to allow our development team access
to a number of test servers using Terminal Services. In our example below, we
have created a permission of “Access Test Servers”.

') 551-Explorer:==Custom Permissions - Mozilla Firefox =] ]
File Edit View Go Bookmarks Tools Help
<:E' T g @ @ I} https: flocalhost/showCustomPermissionDefinitions. do ﬂj @ co Ijav
a

pi VPH client status -- OFFLINE |

’&‘

¥ SSL-Explorer

Home Networking Services Admin. Setup Exit

Roles | Accounts | Custom Permissions | IP Restrictions

Custom Permissions
Here you may define simple permissions that can be used to restrict access to tunnels, web forwards and
network places.

+ Permission Access Test Servers added.

Create permission
Name: Create

Permission Delete

Access Test Servers O

Delete |

Logged on as admin since 02-Mar-2005 12:29:24 SSL-Explorer 0.1.8_alpha
S5L-Explorer™ is a trademark of 3SP Ltd (© 2003-2005 35P Ltd. All Rights Reserved
Done locahost (%
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2. Install Application

Since we’re using Terminal Services, we next need to set up the Microsoft RDP
Client for use on the SSL-Explorer VPN. Click the Setup tab at the top of the
screen and then choose the submenu named ‘Applications’. Click the install button
for the ‘Microsoft RDP Client’.

) S50t aplorer=Application stare - Hasills Firefo =10l
De [t yew Go [oomas Toos pen
LT~ N R e R TR T e————— ax G [~
WP cliant status - OFFLINE =
?gsLﬁmlaler

Natworking Services

Application Stare
Hara yeu cam MANAGA your curently installed applications. You may sleo install applicaticns dirsctly
/“\_-) from the 35P Appheation Store. This feature will become a valuable part of our fonthooming subseription

sanice but ia frea to use for tha time baing

The following applications are cumently installed. You may uninstall the application by clicking on the
Remove bulton

Micresolt RDP Client Licence: Proprietary WI

install from Intemmet

Tha fellawing applications aee not cumently installed and are avallable fom the ISP Apphtation Stoes
These archwes contain evenyifmg needed Lo run the apphcation, chek on Install 1o download and

nstal
PARC Licence: GPL instan
PropecJavaRDP Licancs: GPL natai |
Ridesktop Licance: GPL instan |
Virual Notwork Computing Licanca: GPL Insta

Install Manualy

“¥ou may also install an application archive directly from your local machine. Locate the archive using
the Browse button and chek on Upload 1o upload and install e apphcatson.

=

BLWLLEE ]

| Do

3. Create Application Shortcuts and Associate with permission

Click the Admin tab and then choose ‘Applications’. In this screen you will notice
a section for the Microsoft RDP client that you have just installed. Here we have
created several ‘Global Application Shortcuts’ to our test server environment.

3w -Faxplarertiobal Apphrations - Mozils Frefox =101 ]
Fle Edt Yew o Goomais  Toos  Hep
e s N Y N ——" Azl 0o [
VP cllent sttus - OFTUNE
-
?SSL—Euplnm
L

Global Applicaticns
G Aggdcations that are defined globally wil be made Jvalatis bo every uBer connecing to your SSL-Dxptorer
E

/,“\;)

ROP i3 the remobe sccess prolocol that underpins Windows Terminal Sendces and Windows X Remobe Deskiop Connection.

Microsoft RDP Chent

Nams
i vinazws 2003 Test Senr 01

i Wnaows 2003 Test Server 02
i Windows X Test Serves 01
) Windows P Tes! Server 02

i Windows 2000 Test Senver 01

i Windows 2000 Test Senver 02

af o jaf o) afE

creme| eon] owiae|

A
Lopoad o &5 admin since 25-Fab-2005 131825 S3L-Explorar 0.1 8_alpha
SEL-Explorer™ |5 3 rademark o J5P Lia ©2003-2005 35P Lid. All Rights Resend

=l

[are =
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When you create your application shortcut, you will notice a drop down listbox
named permission appears. Selecting a custom permission in here will associate
this application shortcut with only those roles that have been granted the custom
permission.

%) 551-Explorer=Create Global Application Shortcut - Mozilla Firefox (=] 3]
File Edit View Go Bookmarks Tools Help

@-o-8 0 9 I& hittps://192. 168. 1. 108/showGlobalApplications. do g 0 s I/-

VPN client status == OFFLINE™ |

o
SSL-Explorer

Home Networking Services Security
Configuration | Applications | Network Places | Replacements | SSL-Tunneling | Web Forwarding

e

i Create Global Application Shortcut
X, This application requires some parameters.
= * The * denotes a required field

flj

Shortcut name |‘.'\fmﬂnw5 2003 Test Server 03

Permission I Access Test Servers j

Hostname * Im
o [3388 |
widtn - [ro24
Height * I?EE—

Full screen* [~

Logged on as admin since 25-Feb-2005 13:19:25 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 35P Ltd © 2003-2005 35P Ltd. All Rights Reserved B
| Dane 192.168.1.108 ()

4. Associate Role with Custom Permission

Next, you need to update your Developers role to grant them access to the new
custom permission. Choose the security tab, click available roles and edit the
permissions on your Developers role. At the bottom of the list, you’ll notice your
new custom permission has appeared. Check the box for the new ‘Access Test
Servers’ custom permission and also check the box by ‘Microsoft RDP Client’ to
allow the role RDP access then click apply.

¥ s5L-Explorer=Role Permissions - Mozilla Firefox =10] x|
File Edit Wew Go Bookmarks Tools Help
@ v l@ O @ I $ hitps: /192, 168, 1. 108/showAvailableR.oles. do ﬂj @ Go I/"
= i ;l
Applications
Wicrosoft ROF Client
Access Test Servers
Logged on as admin since 25-Feb-2005 13:19:25 SSL-Explorer 0.1.8_alpha
S3L-Explorer™ is a trademark of 35P Ltd ® 2003-2005 35P Ltd. All Rights Reserved
-
< [ ]
[ Done 192.168.1.108 (4
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5. Test the Custom Role

Try logging in as your new user to see the custom permission settings in action.
Select the applications menu under services and expand the Microsoft RDP Client
area and you will see all of the test server links that you created earlier. These links
are only visible to members of the Developers role.

%) 551 -Explorer:=Applications - Mozilla Firefox = IEIIﬂ
File Edit View Go Bookmarks Tools Help
<:E' - B - @ O @ I} https: /192. 168. 1. 108/showApplications. do?action=list ﬂj @ co Ij'_'v
-
/a VPH client status =~ ONLINE
¥,
¥" SSL-Explorer

Home Networking Exit

Applications

_ Applications
G Here you can access applications that have been published on the SSL-Explorer VPN server for online usage. A

number of additional applications may also be downloaded from the 3SP Online Application Store.

RDOF is the remote access protocol that underpins Windows Terminal Services and Windows XP Remote Deskiop Connection.

Microsoft RDP Client

Name Mark
@Windows 2003 Test Server 01 O

@) Windows 2003 Test Server 02
(@ Windows XP Test Server 01
@ Windows XP Test Server 02

Oyl O gt

@Windows 2000 Test Server 01
B Windows 2000 Test Server 02 |

Add Favorite |

A
Logged on as richard since 25-Feb-2005 13:30:43 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 35P Ltd © 2003-2005 35P Ltd. All Rights Reserved

]

‘ http: flocalhost: 55473 launchApplication?name =MativeRDPWin32&id = 18path =/showApplications. do?action =list 192.168.1.108 [ v
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IP Restrictions

SSL-Explorer may be configured to grant or deny access to users based upon their
IP address. This is useful in situations where you know the IP addresses of all
clients that require the use of the VPN server. IP addresses may be specified for
restriction by using wildcards if necessary.

The example below shows SSL-Explorer set up for internal company usage and
will only accept connections from the local subnet 192.168.1.* and the local PC,

127.0.0.1.

¥) 5SL-Explorer:==IP Address Restriction Rules - Mozilla Firefox _ 1Ol x|

Fle Edit View Go Bookmarks Tools Help

@-2-2 0 @ I} https: {flocalhost/showRestrictions.do I'E'Ij @ Go |/'

VPH client status == OFFLINE

.
SSL-Explorer

Home Networking Services Security
Roles | Accounts | Custom Permissions | IP Restrictions

e

Admin. Setup Exit

IP Restrictions
Grant or deny access to the SSL-Explorer VPN server by specifying restriction rules based upon the
clients IP Address. Wildcards may be use to grant/deny access by subnet e.g. 192.168.1.%.

Add Rule:

& Allow Access IP Address rad
9 Deny Access |

Current Rules:

IP Address Access Mark
192.168.1.% ALLOW I
127.0.01 ALLOW i

Remwel

Logged on as richard since 02-Mar-2005 12:47:35 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 35P Ltd © 2003-2005 3SP Ltd. All Rights Reserved

|Done | localhost (%
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Strict Client Checking

You can configure SSL-Explorer to grant or deny access to connecting VPN
clients based upon the values of system propertiest returned by their Java Virtual
Machine. This feature is enabled in the global configuration page, and once
enabled a new submenu named ‘Client Restrictions” appears in the security tab.

This can be used to restrict access to your VPN setrver to unsupported operating
systems, clients with outdated operating systems or older versions of the JVM.

Five properties are available that may be queried using regular expressions (see
page 60). In the example below, we are granting access to Windows XP machines
running the Sun Microsystems JVM versions 1.4.2 or 1.5.0 only.

a SsL-Explorer==strict Client Checking - Microsoft Internet Explorer - |EI|5|
J Fle Edit View Favorites Toole Help | 1','
| @Back = ) - [ [2] & 7 ||Address [E] https:/j102. 165 1. 108 legon.co |

VPH client status -- OFFLINE
.,
SSL-Explorer

Home Networking Services

e

Security Admin. Setup Exit
Available roles | Available accounts | Custom permissions | IP Restrictions | Client Restrictions

Strict Client Checking
Here you can configure what Operating Systems / Java runtimes may use the VPN client. Mote, clients
running the Microsoft JVIM on Windows XP will be identified as Windows NT.

Operating System: IWmdows XP =

Operating system: Windows XP

Property Default Exceptions (reqular expression)
java.vendor |Deny allj sun microsystems inc. =
&l
java.version IDeny allj AR AW-J AL ﬂ
|
os.arch |AIIOW allj El
=l
0s.version |Deny all j 5.0 El
El
sun.os.patch.level [Allow all *] =l
[

Logged on as admin since 25-Feb-2005 12:14:05 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 35P Ltd © 2003-2005 3SP Ltd. All Rights Reserved

E

=] [T T & @ ntemet 4

4 For a full list of query-able Java system properties see
http://www.tolstoy.com/samizdat/sysprops.html
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Starting the Server for the
First Time

Get familiarised with the SS1.-Explorer interface.

Let's take a look around...
We'll begin by introducing you to the SSL-Explorer interface.

The SSL-Explorer interface is divided into three logical user
components and three additional tabs for administrative
users.

° Home Page — This page contains information on
getting started with SSL-Explorer. A facility to launch
the VPN client, and access to setvices that are set as
your ‘favourites’.

It is not prudent to
consider installing a
security solution
onto a Windows
system without first
ensuring that the
system is firstly up-
to-date with all
published service
packs and hot-fixes.

Networking — Access to network resources such as the Microsoft Windows
filesystem browser and the port forwarding configuration screen.

Services — Access to published intranet resources using the secure proxy
feature of SSL-Explorer. Both Java-based and native applications may also
be published by the SSL-Explorer administrator for remote deployment to
clients.

Security (Admin only) — Configure which accounts may have access to the
system and what they may do whilst logged on. IP restrictions are also
configurable here.

Admin (Admin only) — Define global configuration settings that are
available to all users such as port forwarding and web forwards.

Setup (Admin only) — Setup applications, networking properties, Active
Directory and web security settings.
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Home Page

The first screen you will see upon successfully logging into SSL-Explorer is the
Getting Started page. This page is intended to provide quick access to pre-
configured ‘favourite’ connections. A later tutorial will introduce you to the

concept of creating ‘favourite connections’.

Some features of the SSL-Explorer — namely port forwarding, single-site web
forwarding and application deployment — will require the VPN applet to be

launched. An option is provided here to start the VPN client.

File Edit View Favorites Tools Help

caack - & \ﬂ |§| {I\, /-\‘Search *Favnmtes LIRS RN =" §

Getting Started | Configuration

Exit

" Getting Started
Quick access to your favorite and most recently used features

Sorme features of the SSL Explorer reguire a YPN client which can be launched by pressing the button below. If you
cannot see the button you can obtain the latest Java Runtime Environment here.

<3 S5L. Explorer:::Getting Started - Microsoft Internet Explorer ‘ZHE‘E'
[T
F

»

A

auddress ] ttps:iflocalhost/shawhome. do VB e s
y VPl client status -» OFFLINE [richard]
2
¥ SSL Explorer
Home Networking ~ Services  Applications

Launch
SSL Explorer 0.1.5
1 Fuwnlnear™ | 1, e of Ten Ltd F 20032004 CHRT 1l Rirhte B mrard
\&] Applet YPMLauncher started & 4 Localintranet

7 The SSL-Explorer VPN Client

The VPN client is a small Java applet that provides access to
advanced SSL tunnelling features required by certain features of the
SSL-Explorer server. More information on the VPN client and how
it interacts with the SSI-Explorer server and your web browser can

be found in Chapter 7.

Click on the configuration sub-menu item to enter the
configuration screen

main SSL-Explorer
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Home Page - Configuration Screen

Clicking on the configuration menu item brings you to the main SSL-Explorer
configuration screen where you can set options relating to the VPN client, the
Microsoft Windows filesystem browser and the user interface. The configuration
options here are specific for the currently logged-on user only.

)51 Feplarer=Accoant Cantiguration - Hozilla Firefox

D Edt Wew Go Pockmads  Jods  bep

=l =]

G 80 G [P sttt Prove tes.i

EE [ X

§\
S5L-Explorer

WPl client status -« OFFLINE

Networking Services Security Admin. Setup Exit
ploter | Conliguration | Change passweord
Account Configuration
Hisie you ean canfiguer vanous preferences loe your account Yau can et sl sels of e

Profile: [ Detaun =] Go|

preferences by saving these as individual profiles. Profiles can be useful for storing such things as
differant prooty settings for home/ofice use.

2] Dot come| s

VPN Client

Default

10 Heanbeat imenal {ms) [ 40000
# Shutdawn interval {ms) E 2500
0 Registration syne. timeaut (ms) [owe 10000
i Start automatically on logon L false
i Browser command |

1 Wob farwarding inactivity timaout (ms) B 300000
6 Tunnel mactnaty timeout (ms) [eooomo 00000
i Debug I false
i Proxy URL

i Automatically detect praxy = true

Metwork Places

i Show hidden files L
i Son foldars first o
i@ Sort an

i Reverse soned -
B Case sensitive sot I

User Inlerface

@ C55 location

Default

{dafaultSityla o

[

@ Default Windaws domain
6 Detaull Windaws: isemarne
i Defaul Windows password

o]

Logged on as admin since 21-Fob-2005 162059
SEL-Explorer™ iz a trademark of 35P Ltd

SSL-Exploesr 0.18_alpha
© 2002-2005 2EP Lid. Al Rights Reserved

locabost 4.

Location Profiles

You will notice in this
screen that there is a
small dropdown listbox
on the right hand side of
the screen. Using this
facility you can choose
between several different
‘profiles’ that affect the
behaviour of SSL-
Explorer depending on
the preferences you
configure here.

Profiles are designed to
allow you to configure
alternative configurations
depending on  your
location.  For example,
you may require the use
of a proxy server at your
office location but at
home you have a direct
internet connection. You
could create two profiles,

‘Home’ and ‘Office’, with
the appropriate proxy
settings.

As of release 0.1.8, only the configuration options specified in this screen are stored

under your profile settings.
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VPN Client Options

Here you can set parameters that control the way the VPN client behaves.

Heartbeat interval — The VPN client will poll the server periodically to
determine whether the internet connection is still active or not. Change
this value to affect the length of the interval.

Shutdown interval — This is the delay between the client receiving a
shutdown request and actually shutting down the VPN connection.

Registration Sync. Timeout — The amount of time that the VPN client
launcher will wait for the VPN client to register with the SSL-Explorer
server and return successfully.

Start Automatically on Login — Starts the VPN client automatically on
login.

Browser Command — Specifies the command that will be executed in
order to launch a browser from the VPN client system tray icon (or
window). Right-click on the icon to try it. This can be left blank in most
situations as the client will automatically use the default browser on
Windows, but is useful on Linux in cases where the client falls back to just
trying to execute 'netscape’.

Web Forwarding Inactivity Timeout — The amount of time to wait
before closing web forwarding sessions due to inactivity.

Tunnel Inactivity Timeout — The amount of time to wait before closing
tunnels due to inactivity.

Debug — Set this value to true to enable verbose logging to file to aid
troubleshooting problems. A file sslexplorer.log will be generated in the
“0USERNAMEY/ sslexplorer/ Applications/ VPN Client” directory.

Proxy URL — If you use a HTTP proxy for internet access, enter its IP
address or hostname here.

Automatically detect proxy — This is an experimental feature that will
attempt to detect your proxy settings automatically. If you are having
problems connecting to your proxy servet, try disabling this feature.
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Network Places

These values affect the way that the Microsoft Windows filesystem browser
operates.

Show Hidden Files — Toggle whether to display Windows system files in
the browser.

Sort Folders First — Toggle whether to display folders before files in the
browser, or to sort all items regardless.

Sort On — Choose which field to apply the sorting. Available options are
name, size and date.

Reverse Sorted — Reverses the direction of the sort.

Case Sensitive Sort — Toggle whether to take case into account when
sorting,

User Interface

These options affect the behaviour of the user interface:

CSS Location — Specifies the location of the Cascading Style Sheet (CSS)
file that is used by the web browser to render the application.
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Networking — Microsoft
Windows Filesystem
Browsing

SSL-Explorer provides two methods for direct access to your
Windows shares. SSL tunnels may also be defined in the
Networking section.

Remotely Browsing Your Microsoft

Windows Shares

In this part of the guide we’ll assume that you have installed
SSL-Explorer in the Microsoft Windows domain
envitonment as described in the Windows installation
tutorial. Instructions on configuring filesystem access for
non-domain environments are coming soon.

SSL-Explorer
provides Microsoft
Windowvs filesystem
browsing without the
need to launch the
VPN client

SSL-Explorer provides two ways to access your Microsoft Windows shared

folders.

e Web Browser — This method of access is the easiest to setup, requiring no
additional configuration by the user. Once SSL-Explorer’s Active
Directory configuration screen has been correctly set up, the user will have
access to their home folder, and the Windows network neighbourhood.

e Microsoft WebFolders — Using a feature provided with Windows XP, a
user can set up links to shared folders through the Add Network Place
feature in Windows. These folders are browsable through Windows
Explorer just like any other directory on the network, and they do not need

to be recreated upon login.

Let’s take a tour of these features in more detail.
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Web-Based Filesystem Browser

SSL-Explorer’s web-based filesystem browser is the quickest way to retrieve say,
the spreadsheet on your desktop that you forgot to make a copy of in the rush to
get on that flight. The lightweight interface makes browsing a quick and painless
exercise even with low bandwidth connections.

Log in to your SSL-Explorer using your Active Directory credentials and click on
the networking tab at the top of the screen. Click on the subheading, ‘Network
Places’.

You should be presented with a screen like the following:

) 551 -Explorer=:My Network Places - Mozilla Firefox =] 3
Ele Edit View Go Bookmarks Tools Help

G- - @ @O @ [$ ntps:focahostishonetiorkPlaces.do 8- 06 [A

VPH client status »» OFFLINE

N
SSL-Explorer

Home Networking Services Security Admin. Setup Exit
My Metwork Places | SSL-Tunneling

\‘0‘

My Network Places

From here you can access your Microsoft Windows shared resources using the SSL-Explorer web-based

filesystem browser. Click on Windows Metwork Meighborhood to begin browsing your domain.

Name Mark
@ Windows Metwork Neighbourhood ]
Create | Delete | Edit
Logged on as admin since 21-Feb-2005 16:20:59 SSL-Explorer 0.1.3_alpha
SSL-Explorer™ is a trademark of 35P Ltd © 2003-2005 3SP Ltd. All Rights Reserved
| Dane [locahost 5,

SSL-Explorer presents you with two links. The first of which is a link that will take
you to your Windows home folder that was set up by your administrator.

Click on “Windows Network Neighbourhood”. The filesystem browser now
loads and presents you with a screen similar to the following:

2 Ifsicifs - Microsoft Internet Explorer

&l Home | 2 Refresh | 4] Options
Foicer. [N | T |
Mame Size Date Mark
B 35K Thu, 01 Jan 1970 00:00:00 GMT [

action to _ ECERFIERTHN [ Delete
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The filesystem browser displays a top-level view of the available domains that were
found on the network. This view is equivalent to opening “Microsoft Windows
Network” in Windows Explorer when physically inside the network, as shown in
the picture below.

% Microsoft Windows Network -0l x|

J File Edit ‘iew Favorites Tools Help | -"f

J @ Back = ) - ? | ,'j" Search | Folders | 3=

J Address IP) Microsoft Wwindaws MNetwaork j
Network Tasks &

o Add & network place - %

ﬁ._' View network g g
connections

<2 Set up a wireless
network for a home or 3sp
small office

@ Search Active Directory

@ Show icons for
networked UPRP
devices

=

|1 objects s

Clicking on your domain will open the domain browser which will return a list of
active systems which you may browse for resources.

Now try browsing to your previously created share on your office desktop PC and
downloading a few files. Take the time to get a feel for managing files and folders
with the interface.

{m Home | B Up | 2 Refresh | 4 Options

Folder:

92% of maverick-professional.zip Completed

@ Mark
B rnaveric] G H13:39.26 GMT [

Saving: b
@ ] maverick-professional.zip from localhost } =D G

il
( ]
maveric f13:39:21 GMT
@ Estimated time left & sec (422 KB of 1.49 MB copied) O
@ maveric] Download to: C:ADacum. ..\maverick-professional. zip b 133923 GMT [
TransFer rate: 136 KBfSec

Close this dialog box when download completes

ction: W [REELEE
Open Open Folder v

f Create | [ Delete | [Edit

7 Web-Based Browsing

This form of filesystem access is quick and convenient but not really
suitable for heavy duty remote working. For example, you cannot
download multiple files at once. A better option in these cases is to
set up permanent WebFolders to your often used shares in Windows
XP. This way you don’t even have to use a web browser to get
access to your files. This method is covered next.
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Browsing Shares in Windows Explorer using
WebDAV and Microsoft WebFolders

Windows XP provides an easy-to-use wizard that allows you to create shortcuts to
network places, and this utlizes a feature known as WebDAV. There is a
WebDAV client in Windows XP and this is known as WebFolders.

What is WebDAV?

WebDAYV stands for "Web-based Distributed Authoring and Versioning". It is a
set of extensions to the HT'TP protocol which allows users to collaboratively edit
and manage files on remote web servers.

The SSL-Explorer server uses this along with CIFS to publish information on

SMB-based networks such as Windows in a way that is compatible with WebDAV
clients.

Using Microsoft WebFolders, links to WebDAV resources can be created that are
treated much the same as any other shortcut on your network. You can create a
shortcut to your company’s software folder and drag this onto your desktop just as
you can with any other shortcut.

The WebFolders Wizard
Assuming your SSL-Explorer server has already been configured with the correct
information for your domain, go to your Windows desktop and double-click on

“My Network Places”.

Click on “Add a network place” to launch the wizard.

¥ My Network Places =101 x|
File Edit Yiew Favorites Tools Help | :f'

|
J () EBack - £ - (B | ) Sgarch [ Folders | [T
JA_dress I\:g My Metwork Places j

-
Network Tasks S

o Add a network place

& view network
connections |Helps wou sign up For personal Web storage space or create shortcut:
<2 Set up a wireless
nietwork for a home or
small office
@ Search Active Directory
. Show icons For
networked UPRP |
devices

>

Other Places

[& Dasktap |

|D objects Y

You will be presented with the following screen. Click next.
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Add Network Place x|

Welcome to the Add Network Place
@ Wizard

Thiz wizard helps you sign up for & service that offerz online storage space.
“f'ou can use this space ta store, organize, and share your dacuments and
pictures using only aWeb browser and Intemet connection,

“ou can also uge this wizard to create a shortout bo a'Web site, an FTF site,
of other network, location.

To continue, click Next

< Back Cancel |

The wizard will briefly search for information about service providers and will then
present you with the following screen. Select “Choose another network location”
and click next.

Add Network Place Wizard

x|
‘Where do you want to create thie network place?

Select a service provider. If you do not have a membership with the provider you select, the wizard will help
you create an account. To just create a shortcut, click "Choose anather netwark location."

Service providers:

@

< Back I Newt > I Cancel
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Now you need to enter the fully qualified domain name to your SSL-Explorer
servet. In our example, this is https://mars.3sp.co.uk/.

Add Network Place Wizard

‘What is the address of this network place?

x|

Type the address of the Wweb site, FTP site, or network location that this shartcut will open.

Intemet or network. address:

j Browse |

iew some exampoles.

< Back I Nexst » I

Cancel |

You also need to know the path to the resource that you want to access. An easy
way of finding this out is to use the SSL-Explorer Web-based filesystem browser to
locate the folder that you require and to make a note of the path shown in the title
bar.

Note that in the picture below, the path is “fs/cifs/3SP/PDC/Public”.

2} Ifs/cifs/3SPIPDC/Public - Microsoft Internet Explorer,

CEX

i Home | B8 Up | 2 Refresh | [€] Options

MNarng
Banner/

Commercial Releases/
Graphicsf

]
| Browse l Upload . |

hark

Size Date
Wied, 25 Aug 2004 15:28:38 GMT [
Fri, 12 Moy 2004 13:39:50 GMT [

Man, 11 Oct 2004 15:21:37 GMT [

v

Add this path onto the FQDN of your SSL-Explorer server (as above). Then click

next
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The WebFolders client will attempt to connect to the resource and you will be
prompted to enter your Microsoft Windows account information.

Selecting “Remember my password” will store your account details in memory for
the duration of your session meaning that you do not need to re-enter these each
time you access the resource.

2
EA)

S5L-Explarer

User narme: Iﬁ test-user j

Eassword: I SRR R RN RN EERRS

[+ Remember my password

ok, I Cancel |

After successful authentication, type in a name to associate with your network
place.

Add Network Place Wizard

x|
‘What do you want to name this place?

Create a name far this shartcut that will help you easily identify this netwark place:

https: //mare. 3zp. oo uk/fsdcifs/POC/Public.

Tupe a name for thiz network place:

< Back Next » Cancel
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Congratulations. You have set up a WebFolder. Click finish to open it.

Add Network Place Wizard x|

Completing the Add Network Place
Wizard

T'ou have successfully created this network, place:
£

& shartcut for this place will appear in My Network, Places.

¥ Open this netwark place when | click Finish.

To close this wizard, click Finish

< Back I Finizh I Cancel |

Windows Explorer now opens and searches for resources. You may be
asked to accept a certificate as part of the process — this is normal and ensures that
your data is encrypted across the wire using SSL. Youlll be prompted with a
window like the one below.

I Commercial Releases 1ol x|
J File Edit ‘iew Favorites Tools  Help | ;ﬂ'

J (JBack ~ ) - ¥ i | ' Search Folders | -

J.ﬁ.c_ldress I ttps: fimars, 3sp. co. ukjfs/cifs/PDCIPublic/Commerci 2 3565] j

Other Places & I I
g Public on mars,3sp.co.uk

D My Documents

83 My Metwork Places 1255H Maverick Maverick. NET
SSHD Maverick. SSHTerm Pro

[

|5 ohjects 4

Now drag the shortcut to your desktop if you like. From now on, all you
need to do to access your shared folder is to double-click this icon and enter your
Windows logon information if you haven’t already.
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Summary

WebFolders are a great tool for remote
working and once set up is rather easy for
novice users to get the hang of. After all it’s
just a case of clicking on an icon and
entering a Windows username and
password when prompted.

Anyone who has despaired whilst
attempting to retrieve files from a remote computer using a cryptic combination of
SSH port forwarding and Terminal Services will love the simplicity of this feature.

Similarly, our web-based filesystem browser is great for ad-hoc access to your
network where the full features of WebFolders are not required. We’re working on
ways to extend the scope of the file browser to other filesystems and no doubt
you'll be hearing more about these soon.

Remember that with SSL-Explorer acting as the proxy into your corporate
network, all data across the wire is encrypted using 128-bit SSL.

7 Security Advisory

It should be noted that although the data is secure while in
transmission, you should educate your users about leaving sensitive
data on third-party computers after download. Most web browsers
cache downloaded data and you should bear this in mind if your
users require access to resources from borrowed PCs or internet café
terminals. We are currently investigating ways of extending the
security offered by our solution to cached/temporary files.
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Networking — SSL
Tunneling and the VPN
Client Applet

How to configure commonly used applications such as Microsoft
Outlook for encrypted data exchange.

Securing the insecure...

Many commonly used applications from email clients to CVS
clients typically operate using unsecured protocols to facilitate
the exchange of data. To the casual home user this is usually
not a worry, though to the corporate user this is a critical
vulnerability and one that leaves a business open to all
manner of threats from password sniffing to full-blown
industrial espionage.

Thankfully with modern encryption protocols like SSL, data
from these applications can be “tunnelled” inside SSL
packets. In the case of SSL-Explorer, this is achieved

Chapter

It is not prudent to
consider installing a
security solution
onto a Windows
system without first
ensuring that the
system is firstly up-
to-date with all
published service
packs and hot-fixes.

through the use of the VPN client — a small applet that can intercept data
transmitted by the insecure application, encrypting said data and transmitting the
secure form over the wire. At the receiving end the SSL-Explorer server decrypts
this data and forwards it to the appropriate destination within the trusted network.

With SSL-Explorer, you have the ability to lock down your network, leaving just a
single port open on your firewall. Most traffic that would normally operate on
other ports can be tunnelled through the HTTPS port 443 into your network.

Here we will examine with real world examples how this process works.
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The VPN Client

With SSL Explorer comes a small VPN client. This client is a Java application that
works in conjunction with your SSL-Explorer session to provide SSL-tunneling
and application launching facilities provided by the VPN server.

The client is launched by a small Java applet placed on all pages that require access
to the VPN client. You only need to launch the client once per SSL-Explorer

session.

Depending upon the Java
Runtime Environment
installed you wil be
prompted to trust the
content of the applet. Select
_yes to ensure that the applet is
loaded. The applet is signed
by the developers of SSL-
Explorer who assure you that
the content is safe and does
not represent a risk to your
system,  nor  wil it
compromise your privacy.

Security Warning |

Dia pou want to install and run "PN Client Launcher
sighed on an unknown date/time and distibuted by:

dsp Ltd
Fublizher authenticity verified by Thawte Code Signing Cé

Caution: 3zp Ltd azzertz that this content iz zafe. You
should only installAview thiz cantent if wou trust 3zp Ltd to
make that assertion.

SIGMED 'ITH PERMISSIONS
Full Permissions

[ Always trust content from 3sp Ltd

More Info |

Once the applet has loaded you can launch the client by clicking on the “Launch”
button. A dialog will display showing the progress of the download and installation.

SSLExplorer x|

Download complete
| 100% |

7 How the VPN client communicates with your browser

Some users have noticed that the VPN client listens to a number of
ports in the 65500+ range. This is normal behavior. The VPN client
is actually also a HT'TP server and uses these ports to communicate
with your web browser. All outbound network communications are
sent through the HTTPS port — port 443.
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Once the installation is complete the VPN client will be started. If you are using a
Linux client or your browser is using either the Microsoft Java Virtual Machine or a
version of the Sun Java Plug-in less than 1.2, an additional window will open to
show the status of the VPN client.

CI -(ox]

File

)/
&

For those users on Windows systems with version 1.2 or above of the Sun Java
Plug-in, you will see an additional icon in the system tray which also shows the
status of the VPN client.

P (0] 1510
ﬂ ‘iﬂ Saturday

Now that the client has started you can return back to the browser to start using
the SSL tunneling and application launching features. To close the VPN client
select the “Exit” link from the SSL-Explorer browser window.

7 Security Precautions with the VPN Client

It is important to remember that the VPN client will provide a secure
tunnel into your network untl it is closed or times out due to
inactivity. Your users must make sure that they log-off from their
SSL-Explorer sessions. It is not wise to allow such a session to
remain open and unattended even for a short period of time. As of
revision 0.1.7, the VPN client will timeout any tunnel that is inactive
for a configurable period of time.
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Securing Your POP/SMTP E-Mail Client

Now that you have started the VPN client you can start to take advantage of the
application securing features available through SSL-tunneling (also known as port
forwarding). With SSL-Explorer you have the ability to secure your existing
application’s communications by encrypting them and passing them through the
SSL-Explorer server into your network.

Normally when you connect to your mail server using the POP protocol, your
application will create a connection to port 110 and begin the exchange of email.
This communication is not secure by default, but by configuring SSI. Explorer you
can ensure that this exchange takes place over the SSL. communications channel
and hence is encrypted. Many other applications can also be tunneled over SSL,
for example the telnet protocol and standard HTTP web traffic.

This process is very similar to SSH forwarding but is a more flexible approach
since the SSL port (port 443) is usually open on most firewalls and as such requires
no additional configuration on your firewall.

Assuming the VPN client has already started, follow these steps to set up a secure
tunnel for the POP protocol.

Click on the Nemworking tab and you will be presented with the port forwarding

page. Here we will enter the details of the port that you wish to forward through
the SSL tunnel.

*} 551 -Explorer=55L-Tunneling - Mozilla Firefox - X
3] o li lla Firefc u]
File Edit View Go Bookmarks Tools Help
@ -0 - & 0 Q[ htpsi/fochostshowTunncs.do 8 0w [~
4 VPH client status -» ONLINE |
¥
Y SSL-Explorer

Home Networking Services Security Admin. Setup Exit
My Network Places | S5L-Tunneling

8SL-Tunneling
{ Here you can configure SSL tunnels from your client to ports on machines inside your network. Many
TCP protocols can be tunneled using SSL. including the SMTP and POP protocols used by your email

client.

Create Tunnel:

Permission: Unrestricted j Destination Host:
Source Port: 0 Destination Port: 0
Transport: | TCP x| Auto_start: [©  Allow External Hosts: [~ Add

Current Configuration:

Source Destination oo
Scope Open Transport Permission Port

W Aut
Destination Host External "% Mark
Port start
Hosts

@ No  tp 20 guopm = 22 Ne No [

Tunnels
Open| Close EI Remove | Favorite

Logged on as richard since 02-Mar-2005 18:16:50 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 3SP Ltd © 2003-2005 3SP Ltd. All Rights Reserved

N KN

[ Dane [ =

Enter the details of the POP port and your mail server hostname into the fields as
follows. The “allow external hosts” checkbox specifies whether you want to
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activate the tunnel on your current workstation only, or allow access to the tunnel
from any other workstation you may log in from.

¥ 551 - Explorer=55L-Tunneling - Moxzilla Firefox =10] x|
fle Edt Vew Go Bookmarks Took Help

G- @ D ) [ B huws:fochostshonTumels.do EECEN e

VPH client status == ONLINE |

o~
SSL-Explorer

o

Home Networking Services Security Admin. Setup Exit
My Network Places | SSL-Tunneling

S$SL-Tunneling
Here you can configure SSL tunnels from your client to ports on machines inside your network. Many
TCP protocals can be tunneled using SSL, including the SMTP and POP protacols used by your email

client

Create Tunnel:

Permission: Unrestricted j Destination Host: mail example co uk
Source Port: 10 Destination Port: 10
Transport: | TCP x| Auto stat: ¥ Allow External Hosts: [©  Add

Logged on as richard since 02-Mar-2005 18:21:13 SSL-Explarer 0.1.8_alpha
SSL-Explorer™ is a trademark of 3SP Ltd © 2003-2005 3SP Ltd. All Rights Reserved
[ Dane [tocahost =,

The tunnel will be set up and activated upon clicking add. You should see a screen
similar to the following.

) 55L-Explorer=:ssL-Tunneling - Mozilla Firefox =181 x|
Fle Edit Vew Go Bookmarks Took Hep
Ga--8 0 |} https:/localhost/showTunnels.do 8] © e |;I?;
p PH client status - ORI —]
¥
¥ SSL-Explorer
Home Networking Services Security Admin. Setup Exit

My Network Places | SSL-Tunneling

S$SL-Tunneling
Here you can configure SSL tunnels fram your client to ports on machines inside your network. Many
TCP protocols can be tunneled using SSL, including the SMTP and POP protocols used by your email

client.

Create Tunnel:

Permission: Unrestricted = Destination Host:
Source Port: 0 Destination Port: 0
Transport: | TCP =] Auto. start: [ Allow External Hosts: [~ Add

Current Configuration:
Allow

Serrr T Tewprd Bomaenr  OLeE Trmrar e DEMENT g S o
Port. Port start
Host:
% MNo tcp  Unrestricted 110 mail example co uk 110 No Mo I

QOpen| Close ﬂl Remove | Favorite

Logged on as richard since 02-Mar-2005 18:21:13 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 3SP Ltd © 2003-2005 3SP Ltd. All Rights Reserved

=

[ Dane [ localnost 5

The tunnel is now configured for use with your email client. We now need to
change the host setting for your mailserver. Your mail server setting is usually
something similar to “pop.example.con’. We now need to change this to “lcalbost’
so that the VPN client can intercept the traffic and forward it to the SSI. Explorer
managed network.
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For full email access, you will need to repeat this process for the SMTP protocol on port 25.

In your email client, locate your internet mail server properties and change it to
something similar to the following:

E-mail Accounts x|

Internet E-mail Settings (POP3)
Each of these settings are required to get your e-mail account working.

User Information Server Information

Your Mame: Excample User Incoming mail server (POP3Y  [localhost
E-mail Address: [ine@example.com Outgaing mall server (SMTPY: [locahost

Logon Information Test Settings

User Mame; ioe After filing out the information on this screen, we
recommend you kest your account by clicking the

Passwiord: resepaptot| button belaw. {Requires netwark connection)
¥ Remember password
Test Account Settings ...

o Log on using Secure Passward

Authentication (SPA) More Settings ...

< Back I Mext > I Cancel
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Chapter

Services - Remotely
Accessing your Intranet
Web Resources

Set up secure access to internal web servers for your users, suppliers

or exctranet partners.
Secure access to the Corporate By using SSL-
Explorer you can
intranet provide secure
. . . access to intranet
On a conventional network, accessing intranet-based applications that
resources is not as straightforward as one might think. your remote users
Intranet resources are not designed to be externally accessible would not normally
— hence the name — and are not resolvable using the DNS have access to
system.

One way of accessing an intranet web site would be to connect to a server within
the corporate network and creating a secure tunnel to the web server using
something like SSH or SSL. This will of course require that an SSH server or
similar is already installed on the remote PC.

Obviously, this is not a task for the uninitiated.

With SSL-Explorer, an administrator can publish links to intranet resources for
access through the Web Forwards facility available under the Services tab. There
are two ways to achieve this end result and these are known as the following:

e Single-Site Proxy — The single site proxy requires the use of the VPN
client to forward data using the tunnelling process outlined above. This
feature is designed as a fall-back in cases where the secure proxy method is
not appropriate.

e Secure Proxy — The secure proxy feature does not require the VPN client.
The SSL-Explorer server actually retrieves the web page on behalf of the
connecting client, replacing all links within the page to point back to the
SSL-Explorer server which will repeat this process when the user requests
a new page.
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Web Forwarding using the Single-Site Proxy
To configure a web forward in SSL-Explorer to use the single-site proxy method,
do the following:

Log into SSL-Explorer and click on the Services tab. You'll be presented with the
following screen:

‘0 55L Cxplorar:::Wab Farwards - Microseft Intarnet Explorer |:||E|E|
| Fie E® Ve Favuibes Took Hel o
Quek » O - [ [t " ackes B musiiocatosisoweForments.do v: &
-
VP sl status - OFFLINE [rihard)
s 55L Explorer
Home Henworking Sarvices Applicatlons
Web Forwards
Exit
‘Web Forwards
00 Access snd corfigure secure forwards 1o internal web sies.
Usie of the Single Site web Sarward type meguires the VEN cherd which can be kunched fom the Home
page.

Ganaral

@ 3P Secure Proxy

SEL Explorer0.1.5
BEL Exploner™ s a lrademak of 3sp Lid B ANG-A0M Fsp Lid. Al Rights Riesenad

2 & % Local intranet

Click “create” to set up a new web forward. Enter the URL to the intranet
resource exactly as you would if you were accessing it internally. Give the forward
a name and optionally, enter a desctiption.

‘0 55L Cxplorar:::Creata Wab Forward - Microseft Internet Cxplorer |:||E|E|
| Fie E® Ve Favuibes Took Hel o
Quek » O - [ [t " ackes B musiiocatosisoweForments.do v: &
-
WEIN clieit status -+ OFFLINE [tichard)
s 55L Explorer
Home Henworking Sarvices Applicatlons
Web Forwards
Exit
Create Web Forward
00 b Diescription
» The * denotes a required field
URL ~ _ill‘p. exarnple.cormd

Type ~ | Smgle ste =

Shostname T lssue Tracker

Catagory * :General

Thiz is the company issus
Descrigti eracker. A1l probiems go in
escription nere.|
Save
SEL Exploser 01 &
SEL Explorer™ iz & trademark of 3ap Lud D 2003-2004 3=p Lid. All Rights Ressnved
&

2] tone & % Local intranet

Click Save.
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You will be returned to the main Web Forwards page where you will be able to see
your new web forward entry. Since the single-site web forwarding method requires
the use of the VPN client, the entry appears in red with a strike through the name.

3 551 Dxplorar:::Web Forwards - Microsoft Internaet Cxplorer

DoFke  Cdt Vew  Favortes  Tooks  Help
L@ s O - W@ " sk (B s fecshenlshowsebs cwerd >
-
WPl client status - OFFLINE [richard]
¥
S50 Explorer
Hume Hetworking el Spplications
Wab Forwards
Exit
Web Forwards
Oa Access and configure secure farwards 10 internal web sites.
Use of the Single Site web forward type megquires the VPN chent which can be lunched Som She Home
page.
@ 3P Sroun Froxy
$-tosue Tracker SEinglee s O
l Creste | | Delete | | Edit
S5L Explorer 0.1.5
S5L Explorer™ 13 & trademark of 3sp Ltd 0 2003-2004 3sp L1d. All Rights Reserved
B
€10 I [Ty p— IR TEETEET

Go to the home page and launch the VPN client. Then return to the Web
Forwards page where you will now be able to launch the web forward. Click on its
icon to spawn a browser which will connect to the intranet resource via the VPN
client.

0 551 Cxplorar:::Wab Forwards - Microsoft Intarnat Explorar |:"E|E|
| Fie E® Ve Favuibes Took Hel [
Pk O (@ T ek [ Mt etForvends.do v Bw
-
VN clio status - DULINE [rishard)
s 55L Explorer

Home Henworking Sarvices Applicatlons
Web Forwards
Fxil

‘Web Forwards

00 h Access snd corfigure secure forwards 1o internal web sies.

@ 3P Secure Proxy

B4 Issue Tracker Sirghe sl O

SEL Explorer0.1.5
BEL Exploner™ s a lrademak of 3sp Lid B ANG-A0M Fsp Lid. Al Rights Riesenad

2 & % Local intranet
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Web Forwarding using the Secure Proxy
The secure proxy web forwarding is virtually identical to configure as the single-site
proxy method.

When creating your web forward, select Secure Proxy from the type dropdown.

2 551 Explarer:::Create Web Farward - Microsoft Internet Explarer

Fls Cde Vw  Favortes Todk  heb ar

Qe - O -4 @ & sk | 8] hetps: |l sheostshowebForvwards. do * B

}SSL Explorer

Home Hatwoiking Applications

PH eliert status - OHLINE [riehard]

Create Web Forward

OONY ™ i

Destanation URL = | hip. frssuelracker, example.com

Typa *
Ehon name *
Category *
Description
S5L Explorer 0.1.5
SEL Exploner™ v a trademark of Isp Lid 20032004 3sp Lid. All Fights Reservd
&) ven D 8 Local ebrarmt

Note that upon returning to the web forward page, you can access the web forward
immediately, without starting the VPN client.

X S5L faplorer::Weh Farwards - Micresafl Internet Explorer

L J
Qo v QW@ G T ke 8] tesiiscshonishonwetFomard. do v B
F
" T clinrs stwtion v+ GHAINE ricerd)
a SSL Explorer
Heme Networking e Fle FEde View Favortes Tooks  Heb ]
o STRC B IR P Ty, 103
-
Web Forwards
QOb Arcess and configure sed I , ra cker
Y o st LG T
@IsP
24 tssue Tracker Login
Login: Lt J
Passward: fsee -
Crwyreaht (€ 2002 2003, Gunarend Ont 121004
2004 by [LETSER [
S5 Explorar™ i3 8 irademark of 3sp Lid — _ ————— — e
& D 8 Locd wranet
& [ I T

You can even now bookmark the link in the address bar of your intranet browser
window for future use. If you are not logged into SSL-Explorer, you will be
directed to the sign-in page before being granted access to the intranet resource.
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Microsoft Outlook Web Access

As of release 0.1.8, SSL-Explorer supports the proxying of the Microsoft Outlook
Web Access application. Please follow this process to setup a global application
shortcut to the OWA application.

1. Create a new secure proxy shortcut to the OWA application running on your
Exchange server.

2 ssL-Explorer=:Create Web Forward - Mozilla Firefox =10 x|
fle Edt View Go Bookmarks Teols Help
G- - @ @D B [ ntpsiifocahostshowiebFornards.do A @e [~

4 VPH client status - OFFLINE

&
¥/ SSL-Explorer

Home Networking Services

Web Forwarding | Replacements | Applications

Security

Create Web Forward

OO0\ oo
& The * denotes a required field

Destination URL * |hnps'#exchar|ge,examp\a,cnmfex:hangaﬁ
Type * lm

Short name * ,W
Category ~ ,Genera\—

Check your email via the web.

Description
Lagged on as richard since 28-Feb-2005 09:57-50 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 3SP Ltd © 2003-2005 3SP Ltd. All Rights Reserved
| Done I =

Your shortcut to the OWA application has been created,

) 551 -Explorer:=:Global Web Forwards - Mozilla Firefox [ =] |
fle Edit View Go Bookmarks Tools Help

G- - @ @ B[ htpsi/AocaihostishowebForward do B @

p VPH client status == OFFLINE
%
¥ SSL-Explorer
Home Networking Services Security Setup Exit
Configuration | Applications | Network Places | Replacements | SSL-Tunneling | Web Forwarding

Global Web Forwards

available to all users.
Please note that use of the Single Site web forward type requires the use of the SSL-Explorer VPN
client which can be launched from the Home page.

coh Access and configure global secure forwards to your intranet web resources. These forwards will be made

3sP Secure Proxy r
Internal Knowledge Base Secure Proxy r
Issue Tracker Secure Proxy r
Qutlook Web Access Secure Proxy r

Check your mail via the web. Create | Delete | Edit

Logged on as richard since 28-Feb-2005 0957 50 SSL-Explorer 0.1.8_alpha
SSL-Explorer™ is a trademark of 3SP Ltd © 2003-2005 3SP Ltd. All Rights Reserved
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2. Click on the shortcut to launch the OWA application, which will prompt you
for your Exchange username and password. This is usually the same as your
Windows domain account credentials.

Prompt x|
,i) Enter username and password for el Bje i & & WS ek s iad B B
L7 User Name:

Iexamplel
Passward:

¥ Use Password Manager to remember this password.

oK I Cancel |

3. You are now connected to the Outlook Web Access application.

1ol
Fle Edit View Go Bookmarks Tools Help
CCRIE Rl I | [y ———— e —_——— e e Y-y PN
- |E~ﬁ| Today ‘View Daily ~ LL!‘ @ Help =
28 February 2005 4February 2005 ¢
08 Mon Tue Wed Thu Fri Sat Sun
1 2 3 4 35 6
09 7 8 8§ 101112 13
14 15 16 17 18 19 20
10 202 B AU T
11
]2|annrawa]k(h1thepar )
13
14
15
16
17
18
19
20
21 =]
8 4

7 Exchange 2003 and the OWA ActiveX Control

As of release 0.1.8, support for the Exchange 2003 ActiveX control
has not been implemented. We are looking into ways of providing
this feature in an upcoming release.
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Secure Proxy Content Replacement

The secure proxy service works by transforming the paths of image sources and
hyperlinks on intranet pages in such a way that requests to these resources are
redirected to the SSI-Explorer server which fetches the web page on the user’s
behalf, again performing this transformation on the fetched page. It does this by
replacing their original URLs with ones that point to the SSL-Explorer server.

This process works fine for more basic web pages, though certain intranet
resources that use extensive ASP or JavaScript may prove problematic. For
example, the Microsoft Exchange 2003 Outlook Web Access application will fail
when proxied through SSI-Explorer versions prior to 0.1.8. This is because not all
URLs are successfully matched and replaced by the current version of SSL-
Explorer.

To address this problem we allow for custom content replacement values to be
specified. The SSL-Explorer will locate instances of the values and replace them
with a replacement value that you specify. The ultimate aim of which is to capture
all rogue URLs that are not already being transformed, and replace them with
custom URLs that are described in this section.

%) 551 Explorer:=:Global Secure Proxy Content Replacement - Mozilla Firefox = Ellﬁl

File Edit Vew Go Bookmarks Tools Help

@-2-8 0 A I https: fexample.company. co.uk/showGlobalReplacements. do ﬂj © 6o IJ'v

A
v,
¥" SSL Explorer

Home Networking Services Applications Setup Exit
Accounts | Applications | Port Forwarding | Configuration | Web Forwards | Network Places | Replacements

VPH client status == OFFLINE

Global Secure Proxy Content Replacement

Here you can configure new global regular expressions for replacing content retrieved by the Secure
Proxy feature. These regular expressions will be used for all users and effectively hunt out URL's within
HTML, Javascript or ather web content and replace them with a special URL paointing to the SSL Explarer
server (encoding the original the original URL as a part of the query). See the documentation for more
details.

Site: hitp://3sp.com.™ Mime type
((?:[:\s]+imagel|[\s:]+ur .. $1%2 application/x-javascript r

Mime type
(urhs*\(+2)( [V - $1'%254 text/css r
- (<[*=]"\s+(?:hreflsrc|ba .. $1%2 text/html r
& % (<[*>]Form\s+)(.-*method . $1525354%5565758 text/html r
&, % (<[*=]*form\s+){_*method .. $1525354getURL do$65758< . text/html r
e, w (us™(+ )PV - 51'%2'54 text/html r
o, (<[*=]*form\s+)(.*method . 51528354 %5565758 text/html 2

Logged on as richard since 24-Jan-2005 16:24:27 SSL Explorer 0.1.7_alpha
SSL Explorer™ is a trademark of 3sp Ltd © 2003-2005 3sp Ltd. All Rights Reserved

Daone =
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Regular Expressions and Capturing Groups

The main feature that SSL-Explorer uses for string replacement is known as
'capturing groups'. You effectively write what is known as a regular expression to
break a matched string up into parts. For instance, say you want to replace the
URL in an image tag such as:

<ing src="http://ww:. googl e.conlinage.qgif"/>

You need to extract the URL part and replace only that, so you write a regular
expression to break it up into its constituent parts:

(img src=\") ([MN"]) (V")
That breaks the URL into three capturing groups. The first one will contain:
img src="
The second will contain:
http://ww. googl e. com
And the third:
"l
The corresponding replacement pattern is:
$192%$3
This is defined as:
$1 — Replace capturing group one verbatim.
%2 — Replace capturing group two with the proxied path.
$3 — Replace capturing group three verbatim.

Content replacement is an advanced feature designed for technically aware users.
Were working on ways to provide greater support to allow for greater
“webification” of your intranet applications. We have used the Pattern class from
the 1.4.2 JDK to perform this function, and there is documentation available from
Sun Microsystemss that you will need to refer to for a full list of the parameters
available for regular expressions.

5 http:/ /java.sun.com/j2se/1.4.2/docs/api/java/util/regex/Pattern.html
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Services - Securing and
Launching Applications

SSL-Explorer can deploy Java applications, and execute client-

side native Windows applications.

Application Deployment

Applications built using the Java programming language Use SSL-Explorer to
are cross-platform by nature. These days a whole host of Sive ti:/ri?qe ar:)imfsleri
Java applications are available that can be used as direct qui cT(ind Saysy access
replacements for single-platform applications. The good 1 the applications they
news is that Java applications can be deployed to users over need.

the web using SSL-Explorer.

To take a real world example, say that you have fifty users in your accounts
department who require ad-hoc access to a number of Unix servers using SSH.
Now if you are a big fan of progress bars, you could install a Windows SSH client
on each of their fifty PCs (then do it all again when the next version comes out!).

Most people however tend to value their sanity, so alternatively you could publish a
Java-based SSH client on your SSL-Explorer server once only, and have each user
launch the SSH client from there when they need the use of it. Remember that
SSL-Explorer is just as great for internal use as it is for remote access.

Almost any Java application (note not applet) can be published on the server in this
manner. The commonly-used Java Citrix ICA client can be deployed in this
manner to provide remote access to internal Citrix Metaframe servers. Examples
are available that allow the deployment of the Java RDP client — ProperfavaRDP.

7 The 3SP Online Application Store

Now you can automatically download and install a number of
applications direct from the 3SP Online Application Store within
SSL-Explorer. A seties of pre-configured applications/applets are
available for simple one-click installation.
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The 3SP Online Application Store

With the release of SSL-Explorer 0.1.7, a facility has been added to allow
installation of applications over the internet. When accessing the application setup
page in SSI-Explorer, your server will check with the 3SP Online Application
Store to determine what applications are available for instant installation. These
currently include various SSH clients, MS Terminal Services, VNC and IRC.

¥ 551 Explorer::Application store - Mozilla Firefox i [=] 3]
Fle Edit View Go Bookmarks Took Help

G~ - @ 0 Q) [ htips:/jexampe.company.co.ukjhowAppicatianstore. do S5 O e [,

VPH client status == ONLINE
P~

SSL Explorer

Home Networking Services Applications Admin. Exit
Certificates | General | Active Directory | CIFS | Applications | Web Forwards | IP Restrictions | Shutdown

e

Default

Application Store
Here you can manage your currently installed applications. if you are a subscriber, you may also install
— applications directly from the 3SP Application Store. Click here for more details.

Installed

The following applications are currently installed. You may uninstall the application by clicking on the
Remove button.

Microsoft RDP Client Licence: Proprietary Remove

RMAS Licence: Evaluation Remove

Configuration Instructions Only

The following applications are not currently installed but are known to work with SSL Explorer. Click on
the Configure button to be shown where to obtain the required files and how to configure the
application_

Citrix Java ICA Client Licence: Proprietary licensed Configure

Install Manually

You may also install an application archive directly from your local machine. Locate the archive using
the Browse button and click on Upload to upload and install the application_

If you have made changes any application.xml files, you may use the Reload button to apply these
changes without restarting SSL Explorer.

Archive: Browse... | Up\oadl Reload All
Logged on as richard since 24-Jan-2005 16:15:15 SSL Explorer 0.1.7_alpha
SSL Explorer™ is a trademark of 3sp Ltd @ 2003-2005 3sp Ltd. All Rights Reserved
[ bane a8 4

Automatic Installation

From here, installing many applications now becomes a one-click process with the
application binaries and associated configuration files simply downloaded and
installed on your SSL-Explorer server. Unfortunately, not all software can be
installed in this manner due to licensing incompatibilities, though most open source
software may be redistributed without licensing problems.

Manual Installation

For applications whose licenses do not permit redistribution, such as the Citrix Java
ICA client, you will notice a “configure” button which when clicked will direct your
browser to a knowledge base article that details the installation process.

Finally, there is now also an “install manually” option. Using this method you can
upload a previously prepared ZIP file containing the application binaries and your
application’s desctiptor file, named application.>il.
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Using XML Files for Java Application
Deployment

SSL-Explorer gives the administrator the ability to deploy commonly used Java
applications for quick and easy access from any Java-enabled browser. A user can
simply select an application and SSI. Explorer will download the necessary files and
launch the application. If the application has configurable command line
parameters then these can be set up as shortcuts and saved to the users profile
allowing the user to log in using any Java-enabled browser and launch the
application with a single click.

Deploying an application via the SSI. Explorer involves creating a directory for
cach of your chosen applications under SINSTAIIL, DIR/webapp/ WEB-
INF/ applications, and copying the applications program files to this location along
with a descriptor file called application.xml.

The following XML file is an example of a simple descriptor that will deploy,
launch and tunnel the popular open source remote access client, VNC. This file
may be downloaded from the 3SP Knowledge Base at http://3sp.com/kb or may
also be installed from the 3SP Online Application Store.

<application version="1.0" type="java" application="VNC'
name="Virtual Network Conputing (VNC)" |icense="GPL"
product URL="htt p: //ww. t i ght vnc. com’ ">

<descri pti on>VNC software nmakes it possible to view and
fully-interact with one computer from any other conputer or
nobi | e devi ce anywhere on the Internet.</description>

<paraneter type="0" sequence="0" nane="host nanme"/>
<paraneter type="1" sequence="1" nane="port"/>

<nessages>
<nessage key="host nane. nane" >Host nanme</ nessage>
<nessage key="port.nane">Port </ nmessage>

</ messages>

<tunnel nanme="vnc" host name="${short cut: host nane}"
port="${shortcut:port}" usePreferredPort="fal se"/>

<java jre="1.1">
<cl asspat h>
<jar>VncVi ewer.jar</jar>
</ cl asspat h>
<mai n cl ass="VncVi ewer ">
<ar g>HOST</ ar g>
<ar g>${t unnel : vnc. host nane} </ ar g>
<ar g>PORT</ ar g>
<arg>${tunnel : vnc. port} </ arg>
</ mai n>
</java>

</ application>
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Deploying the Citrix Java ICA Client

Citrix are a leading vendor of remote access solutions that provide access to
centralised applications through the Citrix Metaframe suite of products.

Accessing Metaframe servers can be achieved through a number of ways, one of
which being the Citrix Java ICA client that is freely downloadable from Citrixs.
This client, like many Java applications, can be published on the SSL-Explorer
VPN server for use by your users.

1.

2.

5.

Firstly locate and download the 7.2 version of the ICA client from Citrix

Extract the contents of the ICA client distribution in to the following
directory: §SSLLEXPI.ORER_INSTAILL, DIR/webapp/ WEB-
INF/ applications/

A folder named JICAComponents should have been created. Please check
that the path to JICAEng] jaris:

SSSLEXPLORER_INSTALL, DIR/webapp/WEB-

INF/ applications/ [ICAComponents/ [ICAEng] jar

Copy the application.xml file that accompanies this knowledge base article
into the [ICAComponents folder.

Restart the SSL-Explorer service to load the new application

The following XML file defines how the Citrix ICA 7.2 client is launched. Please
note that you cannot use the latest 8.2 client with SSI.-Explorer This file may be
downloaded from the 3SP Knowledge Base at http://3sp.com/kb.

<application version="1.0" type="java" application="Jl CAConponent s"
name="Citrix Published Applications" jre="1.4.2" product URL="
http://ww. citrix.conisite/SS/ downl oads/ detai |l s. asp?dl D=2755&anp; down
| oadl D=8758&anp; pl D=186">

<description>Citrix published applications.</description>

<par anet er name="Host nane" type="0" sequence="0"
defaul t="MyCitrixServer"/>

def aul t =" AppNane"/ >

<par aneter nanme="Screen_Wdth" type="3" sequence="2"
typeMet a="800, 1024, 1280" def aul t ="800"/ >

<par aneter nanme="Screen_Hei ght" type="3" sequence="3"
typeMet a=" 600, 768, 1024" def aul t ="600"/>

<nessages>
<message key="Host nanme. nane" >Host nane: </ message>
<nmessage key="Host nane. descri ption">Pl ease enter the
host name/ I P of your Citrix server</nessage>
<message key="Application. name">Application: </ mressage>
<message key="Application.description">Enter the nane of your
Citrix application here</nessage>

¢ Citrix ICA 7.2 Client Download URL:
http:/ /www.cittix.com/site/SS/downloads/ details.asp?dID=2755&downloadID
=8758&plD=186
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<message key="Screen_W dth. nane">Screen W dth: </ nessage>
<nmessage key="Screen_W dth. descri pti on">Choose your screen
wi dt h</ nessage>
<message key="Screen_Hei ght. nane">Screen Hei ght: </ nessage>
<message key="Screen_Hei ght. description">Choose your screen
hei ght </ mressage>
<message key="Screen_Hei ght. val ue. 600" >600</ nessage>
<message key="Screen_Hei ght. val ue. 768" >768</ nessage>
<message key="Screen_Hei ght.val ue. 1024">1024</ message>
<nmessage key="Screen_W dt h. val ue. 800" >800</ nessage>
<nmessage key="Screen_W dth. val ue. 1024" >1024</ nessage>
<message key="Screen_W dt h. val ue. 1280">1280</ nessage>
</ messages>

<tunnel nanme="Jl CAConponents" host name="${short cut: Host nane}"
port="1494" usePreferredPort="true"/>

<java jre="1.1">
<cl asspat h>
<jar>JI CAEngJ.jar</jar>
</ cl asspat h>

<main class="comcitrix.JlI CA">
<ar g>- Addr ess: ${t unnel : JI CAConponent s. host nane} </ ar g>
<arg>-1nitial Program #${ param Appl i cati on}</arg>
<ar g>- Hei ght : ${ par am Scr een_Hei ght } </ ar g>
<ar g>- Wdt h: ${ par am Scr een_W dt h} </ ar g>
<ar g>- Showst at usBar : no</ ar g>

</ mai n>

</java>

</ application>

This XML file will currently not allow use of the server browsing or load-balancing
features. The file does not launch the Connection Center but you can easily do so
by changing the main class line to read:

<mai n cl ass="comcitrix. Connecti onCenter">

Unless you need to look at or change client-side server mappings, status
information or switch to full-screen mode, this is not needed.
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Executing Windows Native Applications

SSL-Explorer has the ability to execute any client-side application whose location
resides in the Windows PATH statement. You can also pass command line
arguments to your application to affect its behaviour. One example of this useful
feature is the use of the Microsoft Remote Desktop client on Windows client
systems as an alternative to the lesser featured Java-based RDP client.

Native Windows Remote Desktop support can be downloaded through the 3SP
Online Application Store. Alternatively you may create an application.xnm file with
the following contents and install the file as detailed previously.

<application type="executabl e" application="rdp"
nane="M crosoft RDP dient">

<description>RDP is the renote access protocol that
under pi ns Wndows Term nal Services and Wndows XP Renote
Deskt op Connecti on. </ descri pti on>

<paraneter type="0" nane="hosthane" sequence="1"/>
<paraneter type="1" nane="port" sequence="2"

def aul t ="3389"/ >

<paraneter type="2" nanme="full Screen" sequence="3"
defaul t="fal se"/>

<paraneter type="1" nane="w dth" sequence="4"

def aul t =" 800"/ >

<paraneter type="1" nane="hei ght" sequence="5"

def aul t =" 600"/ >

<messages>
<nmessage key="host nane. nane" >Host nane</ nessage>
<nessage key="port. nane">Port </ nessage>
<message key="full Screen. name">Ful |l screen</ message>
<message key="wi dt h. nane" >W dt h</ nessage>
<message key="hei ght. nane">Hei ght </ message>

</ messages>

<tunnel nane="rdp" usePreferredPort="fal se"
host nanme="${ short cut : host nane}" port="${shortcut:port}"
wi dt h="${shortcut:wi dth}" hei ght="${shortcut: hei ght}"/>

<execut abl e prograne"nst sc. exe">
<if parameter="full Screen" val ue="true">
<arg>/f</arg>
</if>
<ar g>/v: ${tunnel : rdp. host nare} : ${t unnel : rdp. port}
/w. ${param w dt h} /h: ${param hei ght}</arg>
</ execut abl e>

</ application>
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To connect to a Windows XP system using RDP, you will have to configure the
host system to accept Remote Desktop Connections. You can do this in Control
Panel, using the Remote tab in System Properties.

Once this is done, try creating some SSL-Explorer application shortcuts to remote
systems on your network:

) 551 explorer=applications - Mozilla Firefox P[] 4
Fle Edt Vew Go Bookmarks Tools Help
G- - & O @[3 nttpsifimars.3sp.co.ukfshonshortaut.do ] e [A

p VPH client status - SHLINE —]

&

¥’ SSL Explorer
Home Metworking [INVTTCI Applications Admin. Setup Exit
Applications

. Applications
G Create connections, launch applications and do stuff.

f>-5

RDP is the remote access protocol that underpins Windows Terminal Senvices and Windows XP Remote Desktop

Micreseft RDP Client

Connection
Name Mark.
2 Domain Controller [m]
5 Test Workstation 1

&5 My Workstation

It
Create ﬂl Delete | Add Favorite

A
Logged on as richard since 10-Jan-2005 17:00:53 SSL Explorer 0.1.7_alpha
SSL Explorer™ is a trademark of 3sp Ltd © 2003-2004 3sp Ltd. All Rights Reserved I
I
[ hitp: Applcati ipaid=13p doZaction=list [ mars.3sp.cok =z

Clicking on your shortcut will spawn the native Microsoft Windows Remote
Desktop client which will use the SSL-Explorer VPN client to establish an RDP
session with your remote system.

*.) 551 Explorer=zApplications - Mozilla Firefox = g [=[ ]
Fle Edit Viev Go Bookmarks Tools Help
G- 80 Q[P e R dor y wpicati -] © o [,
y VPN cliont statuss » ONLINE —1
.
¥/ SSL Explorer
Home Networking Services Applications Admin. Setup Exit

Applications

" Applications
Q Create connections, launch applications and do stuff

: * Application launched

o T
RDP is the remote access protocol that underpins :Q Connecting to localhost:61332. mote Desktop
Cancel
i e
‘2 Domain Controller |}
28 Test Workstation r
£ My Workstation r
Create | Edit| Delete| Add Favorite
A
Logged on as richard since 10~Jan-2005 17:22:00 SSL Explorer 0.1.7_alpha
SS5L Explorer™ is a trademark of 3sp Ltd @ 2003-2004 3sp Ltd_ All Rights Reserved L
| Done [ mars.asp.couk =
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Creating Your Own Application XML Files

We have created several example application.xml files for popular applications,
though there may be instances where you wish to deploy an unsupported
application on the SSL-Explorer VPN. This is an in-depth guide to the available
elements and properties that are available to create your own XML file.

The <application> Element

This root element requires the following attributes:

Attribute What it Means Required?

application This is a unique name/ID for the application. Yes

name The application name that you wish to be Yes
displayed to the user on the SSL Explorer
Applications page.

Type This attribute indicates the type of application. Yes

Currently, the supported types are:-
e Executable - Native application launching.
e Java -]Java application launching.

e Himl - Applet and ActiveX launching,

version This is the version (in major.minor format) of Yes
the application descriptor, not the actual
applications version. It should match the version
in the 3SP Application Store descriptor (if the
application is in the store of course).

jre The minimum version of Java for which the Yes
application is built. When attempting to launch
an application, the SSL. Explorer VPN client will
not launch the application if the installed Java
runtime environment is lower that this value.

This attribute will accept values in the format
“1.17, “1.27, “1.3”, “1.4” and also “1.3.17,
“1.4.2” etc.

License Some text to give information about the license No
type of the application eg  “GPL”,
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“Proprietary”.

productURL | The URL to the application’s product page. No
Enter the URL of the product page/company
website here.

The <parameter> Element

A parameter is presented to the user when they create a shortcut for the
application. Any values entered by the user are stored and when an application is
launched the VPN client will replace any instances of the parameter found in the
application.xml file with the value entered by the user.

You can define a parameter using the following element

<par aneter type="0" sequence="0" nane="host nane"/>

<par aneter type="1" sequence="1" name="port"
def aul t =" 22"/ >

These parameters can be accessed later in the descriptor by using the string
replacement facility which we will come to later.

An example of how to use parameters can be seen in the VNC example:

<tunnel nanme="vnc" host name="${short cut: host nane}"
port="%{shortcut:port}" usePreferredPort="fal se"/>

Attribute What it Means Required?

Name A unique name for the parameter e.g. Yes
“Hostname”.

Type This determines how the parameter will be Yes

presented to the user when they are creating
shortcuts. It may be one of:-

0. Text

1. Number

2. Check-box
3. Menu

4. Password

5. Editable list

72



SSL-EXPLORER - REFERENCE GUIDE

6. Textarea

Sequence Determines the order in which the parameter will Yes
appear.
typeMeta Some types may specify meta data. If the type is No

either 5 or 6, you may specify the size of the text
area that is displayed by setting a value of
"<columns>x<rows>".

If the type is 3, then you may supply a list of
values, e.g. "on,off,auto".

Hidden A value of true means hide the parameter from No
the user, the default attribute will be used for the

value.

Optional A value of true and the user isn't required to No
supply a value.

Category This integer value determines how the parameter No
is grouped. Parameters of the same category will
all be grouped together.

The <tunnel> Element

This element sets up a secure TCP tunnel for the application that will forward all
data over the secure SSL Explorer link to the hostname and port specified in the
“hostname” and “port” attributes. In our VNC example, the hostname and port
are set using these parameters and the tunnel is given a name of “VNC”.

<tunnel nanme="vnc" host nane="${short cut: host nane}"
port="${shortcut:port}" usePreferredPort="fal se"/>

There are no restrictions on the number of tunnels that can be configured for a
single application, but each tunnel must have a unique name. The name given to
the tunnel is important because you also need to be able to configure your
application’s command line to connect to the tunnel created by the VPN client.
The VPN client will automatically select a random port and create a pair of
parameters to allow you to reference the selected port and listening address. It does
this by using the tunnel name to dereference the parameter.
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Attribute What it Means Required?
Name A unique name for the tunnel e.g. “vnc”. Yes
Hostname The hostname of the destination host. This value Yes

is referenced by using a string replacement
variable to substitute the entered hostname.

Port The port to connect to on the destination host. Yes

usePreferred | If this value is set to 'false' then the VPN client No
Port won’t try and open tunnels on the preferred port,
it will just open a random port straight away.

Type Elements
Depending on the application type (Java, executable or HTML), different
"Type Elements' will be required.

1. Java

For the deployment of Java applications, use the “Java” type element. One
attribute is required, 'jre' that specifies the minimum Java runtime version required
to run the application.

All Java applications must have a class path. This is a collection of files and
directories that contain the Java byte code files that contain the applications
instructions. Currently we only support the use of *,jar files so any applications that
contain directories of *.class files must be packaged into a jar before they can be
used.

In our example VNC application file we have simply placed a <jar> element in
which the contents contain the path of the jar file relative to the application.xn! file.
You add as many <jar> entries as you like and there are attributes that control
whether the file is actually included in the class path.

The ‘main’ element instructs the VPN Client on how to launch the Java
application. You can add as many arguments as required. Each single argument
should be enclosed within an <arg> element. If you have JVM-specific arguments,
such as the setting of a system property, use the <jvm> element but DO NOT
include ““D’ or “/d” as this is added by the VPN client according to the Java
Runtime Environment installed
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For example:

<java jre="1.1">
<cl asspat h>
<jar>VncViewer.jar</jar>
</ cl asspat h>

<mai n cl ass="VncVi ener">
<ar g>HOST</ ar g>
<ar g>${t unnel : vnc. host nane} </ ar g>
<ar g>PORT</ ar g>
<arg>${tunnel : vnc. port} </ arg>
<j virecom nysyst em property=true</jvne
</ mai n>
</java>

The Java <files> Element

If your application contains any files that are not part of the Java class path, you
can add them using this element. As with the <classpath> element, the content of
the <file> element is a path relative to the location of the application.xmi! tile.

<files>
<file>license.dat</file>
<fil e>vi deo. npeg</fil e>
</files>

2. Executable

This type element for native application execution requires one attribute
'‘program’ that specifies the native program to launch. This application’s
location must currently be on the PATH.

All the child elements are used for the arguments in the same way as the 'java'
type. For example,

<execut abl e program="nst sc. exe">
<if paraneter="full Screen" val ue="true">
<arg>/f</arg>
</if>
<arg>/v: ${tunnel : rdp. host nane}: ${t unnel : rdp. port}
/w. ${ param wi dt h} /h: ${ param hei ght} </ arg>
</ execut abl e>

3. HTML

This requires on type element 'html' that has one required attribute 'template’
that specifies what the filename of the template page is (see section 'HTML
Templates'), and one option attribute 'window' that is passed on to the popup
window that contains the applet and is used to define window size and other
browser options. For example:

<htm wi ndow="1eft=20, top=20, w dth=620, hei ght =420,
def aul t St at us=0, status=0, tool bar=0, resizable=1
nmenubar =0, scroll bars=0" tenplate="tenplate.htm"/>
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String Replacement

String replacements are used in both application.>m/ tiles and the HTML
templates for the 'html' application type. The table below is a list of all
available tokens that you may insert into your application.xn/ tile that will be
replaced at runtime by SSL-Explorer with actual values.

They take the format:
${ <cat egor y>: <key>}

Note: All old format %eNAME% variables have been replaced with this
format.

String replacements occur in three different places, and the replacements
available vary between these. This is best illustrated in a table (one per

category).

The Server, Client and HTML columns denote where the replacements will
occut:

e Server — The replacement will occur during initial processing of the
application descriptor.

e Client — The replacement will occur at the client end after the
application.xml has been downloaded but before the application is

launched.
e HTML - The replacement will occur on the template when it
requested.
roperty
Name Description Server Client HTML
<propertyName> |Replaces with an arbitrary SSL Explorer system v v
property
request
Name Description Server Client HTML
Replaces with the host name of SSL. Explorer as v v
serverName the client sees it.
Replaces with the port that SSL Explorer is v v
serverPort running on as the client sees it.
param.<name>  |Replaces with an arbitrary HTTP request v v
parametet.
session
Name Description Server Client HTML
username Replaces with the username for the currently v v
logged on user.
password Replaces with the password for the cutrently v v
logged on user.
shortcut
| Name | Description | Server [ Client | HTML |
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<parameterName> |Replaces with an arbitrary application shortcut v v
parameter (as defined in the application.xml)
application
Name Description Server Client HTML
id Replaces with the ID of the application being v v
processed
name Replaces with the name of the application being | v/ v
processed
description Replaces with the description of the application v v
being processed.
path Replaces with the base path of the application v v
store, i.e. /fs/apps/<id>.
ticket
Name Description Server Client HTML
id Generates a new pending VPN session ticket v v
for use by an application that supports the
embedded client.
sslexplorer
Name Description Server Client HTML
host The hostname on which SSL Explorer is v v
running as it is seen by the client.
pott The pott on which SSL Explorer is running as it v v
is seen by the client.
protocol The protocol on which SSL Explore is running v v
as it is seen by the client (this will be http or
https)
tunnel
Name Description Server Client HTML
<name>hostnam | The hostname to which the tunnel is connected. v v
e <name> is the tunnel name as defined in the
application.xml.
<name>.pott The pott to which the tunnel is connected. v v
<name> is the tunnel name as defined in the
application.xml.
client
Name Description Setrver Client HTML
installDir The directory on the client where the v
application will be installed.
localProxyURL | The URL of the clients local HT'TP / HTTPS v
Proxy server.
param
Name Description Server Client HTML
<name> Replaces with the value of an arbitrary shortcut v v

par ameter.
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Frequently Asked
Questions

Check here first before submitting support enquiries

Where can | get support for SSL-Explorer?

Please don’t email our company directly for support on this product. We get
enough email as itis. You'll be able to seek answers through the SourceForge
forum/mailing list at http://sourceforge.net/projects/sslexplorer. For companies
interested in support with guaranteed response times, we’ll shortly be publishing
details of our SSL-Explorer subscription service. There is also now a Knowledge
Base available on our website at http://3sp.com/kb where you might be able to
find some answers to common problems.

| think I've found a bug, what should | do?

Check out the SourceForge forums detailed above and post as much detail about
the circumstances that caused the problem. We need to know your operating
system, SSL-Explorer version, Java virtual machine version/manufacturer, and
most importantly, the debug log files generated by SSL-Explorer. Without
logging information there is very little we can do to help.

I’m getting an error code of 1067 when | start the SSL-

Explorer Windows service?
Something on your system has port 443 in use. On Windows the likely culprit is
IIS. You'll need to stop/disable the IIS setvice to start.

How do | generate debug information from SSL-

Explorer?

Set SSL-Explorer to debug mode from the configuration screen under the SSL-
Explorer Home tab.

1) Open the file log4.properties in [install-dir] /conf.
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2) Insert the following at the top of the file (if you don’t already have this):

log4j.appender.stdout=org.apache.log4j.ConsoleAppender
log4j.appender.stdout.layout=org.apache log4j Patternlayout
log4j.appendet.stdout.layout.ConversionPattern=%d {HH:mm:ss} ~ %-5p
%c{1} - Yom%n

3) Change the line that says ...
log4.rootCategory=INFOlogfile
to:
log4.rootCategory=DEBUG,logfile,stdout
4) Now save the file and open the system.properties file in the same directory
5) Change the line that says:
#icifs.utilloglevel=3
to:
jcifs.utilloglevel=3
6) Restart SSL. Explorer and perform the steps you take to reproduce the problem.

These log files are going to be pretty large, so can you email both sslexplorer.log
and wrappet.log to support@3sp.com. Please include a link to this post in your
message. Any replies will be posted back to this forum.

Can | use FTP over SSL-Explorer?

As of the 0.1.7 release, there is no support for the forwarding of FTP connections.
This will require modifications to the operation of the VPN client. We are aware
that this is a common request and we’ll keep you informed of progress on this one.

What about support for client/server side digital

certificates?

We’re aware that the authentication processes could be made stronger for the more
security conscious amongst you. Enterprise-grade security is out of the remit of
the GPL product but we will soon be bringing to market a commercial module for
those organizations where strong multi-factor authentication is a fundamental part
of their security policy.

Are you going to develop a network connect feature for

a true IPSec VPN replacement?
Yes. ©
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