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PCsand Networks



DMI In Action

The PC industry isgrowing at a phenome-
nal rate, encompassing an ever-larger
number of users, more sophidticated tech-
nologies and increasing levels of
complexity. The emphasis on networking
has made the PC environment even more
complex. Asaresult, thegainsinthe
reduced cost of hardware and software
have been offset by the increased cost of
support. The bulk of this can be attributed
directly to the burden of managing PCs
and PC networks.

The need for managing infométion,
computing resources and networked sys-
tems has never been greaer. Network
managers are seeing their LANs grow a
aarming rates, both in the number of
workstdtions attached to the network and
inthe types of applications being

deployed. At the same time, low-cost
gateways and bridges have spurred rapid
growth in LAN/WAN connectivity. Since
these branch offices rarely have their own
administraors, support for them falls back
on the hogt site adminigtrator (Figure 1).

A new breed of network management
isneeded to deal withthiscrisis. LAN
adminigtrators need hardware and soft-
ware products that integrate seemlesdy
and work as manageable, cohesive units.
They need systems that can self-configure,
sdf-adjust and communicate with the user.

Integrated Management
Needs

Degpite different structures and configura-
tions of local networks, the need for PC
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Figure 1. Support for managing computing resources across the enterprise falls on the host-site administrator.
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LAN management remains consistent.
These environments need away to inte-
grate desktop-level infomation, such as
resources and configuration, into the net-
work foundation. Necessary functionality
includes centralized management, remote
control support, and asset management.

When the PC was designed, no stan-
dard was founded for uniformly
identifying, ingtalling, or integrating hard-
ware and software into the platform.
Consequently, the PC is essentialy non-
exdusive, open and flexille.

Because the corporate world lacks a
common, comprehensive method for man-
aging PCs, and peripherals, LAN
administrators have had to bear the burden
of managing the network, the desktop sys-
temsit links and the assets of those
systems. They’ve dsofound it extremely
difficult to configure and troubleshoot net-
worked PCs, especidly remotely. With
most management systems available today,
even knowing what software and hardware
resides on agiven sygemis difficult.

The DMI—The Light
at the End of the Tunnel

The Desktop Management | nterface
(DM1) takes an important step towards
bringing PC LAN management out of its
current state of havoc. The DMl isan
open architecture standard for managing
desktop computers, servers, hardware and
software products, and peripherals.

The DMI standard was devel oped by
the Desktop Management Task Force
(DMTF), a consortium of computing
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industry leaders that includes Digital
Equipment Corporation, Hew!ett-Padkard
Company, IBM Corp., Intel Corp.,
Microsoft Corp., Novell Inc., SunConnect
and Bay Networks. In addition to those
eight charter members, the DMTF also
includes more than 300 participating
members.

The DMI can beimplemented in hard-
ware, oftware, or a periphera attached to
adesktop computer or network server,
enabling that product to become manage-
ableand intelligent. A DMI-enabled
component or application can communi-
cate its system resource requirements with
aDMI-management gpplication and coex-
ist in amanageable network and PC
system.

Becauseit's an open sandard, the DM
a0 guarantees vendors acommon strate-
gy for designing supportability and
manageability into al of their products.
Vendors can take advantage of the DMI
tecdhnology as areliable mechanism for
building easy to use, manageable and
interoperable products, including: hard
disks, word processors, CD-ROM drivers,
printers, motherboards, operating systems,
graphics cards, sound cards, modems and
network adapters.

By making the DMI available for
implementation, the DM TF provides the
industry with a flexible and comprehen-
Sive gructure to manage systems and
products throughout the intrinsically open
PC LAN environment.

Various multi-vendor groups are
cooperatively defining sandard DMI
Management | nformation Format (MIF)

files, which facilitate implementation by
describing manageable attributes for cer-
tain product types. The status of these
groups isasfollows:
= Product groups that have completed

standard MIF filesinclude

- PC Systems

- LAN Adapters

- Software
= Product groups that have standard

MIF filesin progressinclude

- Large mailroom operations

- Printers

- Servers

Product groups that are expected to

develop standard MIF filesin the

futureinclude

- Modems and faxmodems

- Sound cards

- PCMCIA products

- SNMP agents

- UPSs (uninterruptible power supplies)

The DMI also provides network man-
agersreal-time information for managing
assets across the entire enterprise as well
asthe ahility to become more proactive
concerning network regopropriations and
the future. With the managesbility enabled
by the DMI and products that implement
it, network managers can plan for growth
and change.

The Structure of DMI

The DMI is gtructured with multiple com-
munication levels, which provide the
inherent manageability of all DMI-
enabled products. These communication
levelsinclude the Service Layer, the

Management | nterface and the
Component Interface (Figure 2).

The Service Layer isaloca program
that gathersinformation from DMI-
enabled products. It then manipulates that
infomation in aMIF database and trans-
fersthe information to independent
management applications as requested.
The Service Layer handles communica
tion between itself and management
applications by means of the Management
Interface (MI), and handles communica-
tion between itself and manageable
products viathe Component | nterface (Cl).

The Ml dlows a management applica-
tion to query for lists of manageable
products, access specific components and
obtain and set specific attrikutes.
Additionally, the M1 dlows a management
gpplicationto tell the Service Layer to
send information about details from DMI-
enabled products.

Simply put, the M1 provides for man-
agement applications to access, manage
and control desktop systems, components
and peripherals.

The Cl provides the ability for compo-
nents to be seen and managed by
applicationsthat interface with the DMI in
agtandard way. This saves component
vendors from having to make decisions
about management applications, protocols
and operaing systems, and allowsthem to
focus on providing competitive manage-
ment for their products.

Asmentioned earlier, aproduct’s man-
ageable attributes are described ina
language called the Management
[ nformation Format, or MIF, which hasa
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defined grammar and syntax. A MIFfile
isasimple ASCII text file that describesa
product’s manageable attributes, grouped
in ways that make sense. Each product has
itsown MIF file. The simplest MIFfile
contains only the Component ID group,
but M1Fs can become as complex as need-
ed for any given group.

The cornerstone of the DMI isthe MIF
daebase, an accumulation of dl available
MIF fileslocated on the system or net-
work. Each manageable product provides
information to the MIF database by means
of aMIFfiletha contains the pertinent

management infomation for that product.
Onceingdled, DMI-enabled products
communicate with the Service Layer
through the Cl. They receive management
commands from the Service Layer and
return information about their statusto the
Service Layer.

When amanageable product isinitialy
installed on the system or network, the
information in its MIF fileis added to the
MIF datebase. That informationisthen
available to the Service Layer, and thusto
management applicdions.

DMl Architecture

Hardwmne and Sothwmne Sormponents

Figure 2. The structure of DMI.

The DMI can be adapted for al proto-
cols, platforms, and peripherd systems,
complimenting existing network manage-
ment standards such as SNMP (Simple
Network Management Protocol). The
DMI extends network manageability from
the backbone (where SNMP primarily
focuses) down to the PC. However, the
DMI isnot aproduct that auser ingals on
acomputer or acomponent that aLAN
manager adds to the network directly.
Ingtead, it is an enabling technology
embedded in products by OEM. It pro-
vides astandard framework for unifying
systems and network management, bring-
ing systems administration and network
administration together as one.

Once a DMI-enabled product is
installed, itsinformation becomes avail-
ableto management gpplications, such as
Intel’s LANDesks Management Suite. It's
DMI Control Panel helpsLAN administra-
torsidentify and manage activitiesat PC
nodes and peripherds, making it easer for
themto integrate all the piecesinto a cohe-
Sve management strategy.

With aclick of amouse, the LAN
adminigtrator caninventory, diagnose,
troubleshoot, configure or test any DMI-
enabled component on the network,
including motherboards, chips, LAN
adapters and printers. The DMI providesa
standard way for all enabled products on
the market—now and in the future—to
be integrated, centrally managed and
controlled.
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LAN Adapters Accton, Asante, DCA, D-Link, Eagle Technology, IBM, Intel, Proteon,
SMC and 3Com.

Modems Hayes, Intel, Telebit and UDS/Motorola.

Printers Adobe Systems Inc., Hewlett-Packard Corp., IBM-Pennant Systems,
Intel, Lexmark, Microsoft Corp., Okidata, QMS, Tektronix, Texas
Instruments, Unisys and Xerox

Servers AST Research, AT&T, Compag Computer Corp., Dell Computer Corp.,

Digital Equipment Corp., Gateway 2000, Hewlett-Packard Company,
IBM Corp., Intel, NEC, Novell Inc., TriCord and Tulip Computers.

Software Applications

AST Research, Intel, McAfee Assoc., Microsoft Corp., Novell Inc.,
WordPerfect.

PC Systems

AST Research, AT&T, Compagq Computer Corp., Dell Computer Corp.,
Digital Equipment Corp., Gateway 2000, Hewlett-Packard Company,
IBM Corp., Intel, Magee, Microsoft Corp., NEC, NetLabs, Novell Inc.,
Olivetti, Palm Associates, Phoenix Technologies, Reliability Systems
Inc., SunSoft, Tally Systems, and Tulip Computers

Table 1. DTMF working committees.

Implementation

Product DMI-MIF Date LANDesk
Integration  Alerts Services

StorageExpress®

Backup Server Yes Q11995 Yes Yes Yes

NetportExpresso

Print Server Yes Q11995 Yes Yes no

NET SatisFAXtiona

Fax Server Yes Q1 1995 Yes Yes Yes

LANDesko

Management Suite Yes Q1 1995 N/A Yes Yes

LANDesk Response Yes Q11995 Yes Yes Yes

LANDesk Virus Protect Yes Q11995 Yes Yes Yes

EtherExpresso

PRO/10 and PRO/100

and TokenExpresso

PRO LAN Adapters Yes Present Yes no no

LANDesk Personal

Conferencing Manager Yes Present Yes no no

ProShare- Personal

Conferencing

Software V1.8 Yes Present Yes no no

Table 2. Intel’s DMI implementation.

DMI in the Industry

The DMTF has sponsored a number of
working committees that focus on the
common goal of making PCs self-config-
uring and identifiable to awide range of
management applications. Some of the
exising working committees and their
membersarelisted in Table 1.
Asillugtrated in Table 1, Intel Corp. isone
of the DMI’s strongest supporters. A char-
ter member of the DMTF, Intel believes
that simplifying network management is
crucial to the growth and development of
the networking industry.

Intel’s expertise in PC technology
enables the company to take an active role
in theimplementation and continuing
enhancement of DM standards. Intel
intends to integrate the DMI with its
knowledge of desktop PCsand proven
network management schemesto develop
comprehensive, node-level solutions.

All of Intel’s networking products are
scheduled to be DMI-enabled in 1995. In
addition, many of Intel’s business commu-
nication products—includingits
ProShare- Personal Conferencing family
anditsISDN (integrated services digital
network) cards—will offer DMI compli-
ance aswell in 1995. Severd of Intel’s
networking and business communicdion
products seemlessly integrate with the
LANDesk Management Suite. This
includes the ability of common alert man-
agement, and set up of appropride
responses such as performing a backup,
sending afax or email, or eradicating a
virus (Table2).
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Complementing Existing
Standards

The DMI was designed with an open archi-
tecture that allows it to coexist with proven
industry standards, such as Plug-n-Play
and SNMP. The DMI complements and
enhances these aready exigting standards
by working cohesively with them.

The Plug-n-Play standard is an impor-
tant part of automating and simplifying
how PCs are used. Plug-n-Play focuses
primarily on the physical attributes of a
PC's components—specifically, add-in
boards and the installation and/or config-
uration of hardware. The DM
complements Plug-n-Play by drawing
Plug-n-Play information into the standard
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MIF for PC platforms (defined recently
by the PC Systems Working Committee).
Because the DMI is independent of
operating systems and processor, it
enabl es the development of manageable
PC products and applications across plat-
forms. The relationship between the DMI
and the SNMP network management stan-
dard provides an example of
managesbility across multiple protocols.

The DMI alows MIF filesto be
mapped to SNMP MIB (Management
Information Base) files, which enables
SNMP-based consoles to access the
desktop in an organized fashion. Inthis
manner, the DMI MIFs and SNMP work
together as an integrated, cohesive solu-
tion to deliver information to the network
manager.

Figure 3. LANDesk Management Suite console.

DMI in Action:
Management Applications

The DMI enables manageability by allow-
ing applicationsthat call the DMI to
access MIF information. This pavesthe
way for the development of new kinds of
powerful management software.

A DMI-enabled application can bein
charge of any number of responsibilities.
It can bealocd diagnogtics or ingtallation
program, or it can be asmple browser
that walks through the MIF database on
the local system. It can also be a net-
worked agent supporting a standard
protocol (such as SNMP) on amanage-
ment console, or any other agent that
redirects information form the DMI over
anetwork.

DMI-compli ant management appli-
cations access the DMI’s Service Layer
through the MI. Intel’s LANDesk
Management Suite is an example of a
management application that calls the
DMI.

The LANDesk Management Suiteis
the cornerstone product of Intel’s network
management solutions, which focus on the
management of workstations, servers and
sarvices on to the network (Figure 3). The
tasksinvolved in thisinclude managing
applications, product accounting, securing
data, tracking assets, configuring/updeing
changing environments and controlling
end nodes from a single location.

The LANDesk Management Suite
delivers DMI compliancein multiple
areas. A DMI Control Pandl enablesthe
LAN administrator to read all the compo-
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nents on the network and on the individual
user PCs. It provides the ability to inven-
tory, remotely control and run diagnostics
combined with reading DMI MIF files
into the inventory datebase, produces DMI
MIFfiles based upon what would be sent
to inventory, and offers substantial report-
ing capabilities. Further, the LAN
administrator can script small applicaions
and custom interfaces that read the DMI
files, thereby adding v ue to a network
configuration and tracking system.

For example, aLAN adminigtrator who
isinstalling software for thefirs timeat a
users workstation can writeasmall script
that issues management interface callsto
query the DMI’s MIF datebase. The query
determines whether the user's PC hasthe
minimum system requirements (e.g,
Intel486" DX processor with 8B RAM)
and configuration to |oad the software.
This custom management gpplication then
can retiieve the system requirementsinfor-
mation and report it in customized fomds,
such as " You need 8MB addition RAM to
ingall this program.”

A second example shows how script-
ing can make it easier to manage a printer
that goes off-line or needsto be manualy
reset. The LAN administrator can write a
small script that will query messages sent
by the DMI-enabled printer, interpret the
code, and then automatically reset the
printer when the need arises. The manage-
ment gpplication usesthe DMI to
determine the nature of an end system,
including al of its DMI-compliant assts,
and the set it up for remote control and
management.

DMI in Action:
LAN Adapters

One of thefirst MIFs adopted by the
DMTF defined aset of standard attributes
for LAN adapters. The adapter component
MIF ensuresthat LAN adapter-derived
management isintegrated into the overall
desktop management solution.

The accessrights specified in each
atribute vaue isthe minimum access that
should be provided by any adapter vendor
implementing the DMI. An access right
can be changed from Read-Only to Read-
Writeif necessary, but the contrary isnot
alowed. Based on this definition, the
standard MIF for LAN adapters has spe-
cific assetsthat meet the above criteria.
They ae:

Component ID
«  System Resources Description
= System Resources

Edit Wiew Cuompunent

Systrm Coanienrs
Oplivns  “Window Help

Network Adapter Port
802 Alternate Address Group

= Network Adapter Driver Group

Network Adapter Hardware Group

Operational State

Field Replaceable Unit Group

Boot ROM

Boot ROM Capabilities

DMI compliance in network adapters
offersanumber of benefits. These include
adapter performance and monitoring;
loca monitoring of network-dependent
applications; local network configuration;
and inventory control and management.

Intel’s EtherExpresss and
TokenExpress: LAN adapters (for
Ethernet and token ring environment,
respectively) already comply with the
DMI glandard. Intel will continueto sup-
port full DMI compliance each time it
deliversanew release of the products.

DMl Compliant Componenta:
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Figure 4. LANDesk Management Suite DMI Control Panel viewing the contents of EtherExpress PRO/10 LAN

Adapter MIF.
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tration of LANDesk Management Suite's
DMI Control Panel viewing a DMI-

enabled EtherExpress LAN Adapter.
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DMI in Action:
A Glimpse at the Future

PC viruses present a serious and common
problem in the industry today. In light of
this threat, congder the scenario of a

Flgure 5. LANDesk Management Suite Applications Metenng Tool conﬂgunng execution of LANDesk Virus DMI-compliant gpplication that could use

Protect Software 2.0. the DM to proactively determine whether
avirus needed to be eradicated from a
File Edil \iew Ioseil  Furiial Touvls  \Windwer  Help workstetion.
2= E EE [ ERE ] =l |@|| = (= [=] BlEE] ¥ For example, a DMI-enabled compo-
[ B :I _ _- - Il:_tl nent, such as Intel’s LANDesk Vitus
Dfﬂ'_"_;t';;;,;"' - Protect Software, can initiate an action
3 Drinree Statuz Prnlun Mareasmn when an unwanted event occurs, in this
_ y case detecting avirus. The component
. e builds thisinformation together and pass-
1 cmrae esit to the Service Layer. The Service
E ik PE—r— Layer passing the information gathered
3 Teniy . .
: ] Text (LI L L LI from the component to a specified entry in
I v C a0 E ™ Y [ _ o
: s B aregistered management gpplication, such
= B orcioe (1L IL 0L {110 asIntel’'sLANDesk Management Suite.
AT e [ wphie s S LE AEE TS [T Lzt T Right [T Toz T Btz o
? 2zalis L - Teanens by | ElE The management application can then log
1= (IR T that avirus has occurred, alert the LAN
UL [ | 2 32 OH . .
[ERERECES Fieze: ; Protect Software to eradicate the virus.
Figure 6. LANDesk Management Suite Reporting Tool graphically illustrating Printer Status. Using the DMI to automate the step of

manua virus eradication would signifi-
cantly enhance the software’s existing
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ability to inform the LAN administrator of
avirus (Figure 5).

Implementing and using the DMI could
conceivably extend the advantages of cen-
tralized management to other network
sarvices aswell, such as shared printing,
data protection and network faxing.

Inthe arenaof network printing, for
example, LAN adminigtrators will be able
to remotely manage DMI-compliant print-
ersand print serverssuch asintel’'s
NetportExpress: Print Server. The DMI-
components then can relay information
such as“ Off-line” “Paper Out,” “ Paper
Low,” “Toner Low,” and messages about
other print job obstacles, thus diminating
many potentid ly confusing printing diag-
noss (Figure6).

DMI compliance dso has strong
potential in the area of network data
integrity. A DMI-enabled backup solution,
for example, would alow more focus to
be placed on client-level backup. In such
an implementation, the DMI could be
used to determine whether auser's station
needed backing up, or to inform the back-
up server system that such a backup
should occur.

DMI compliance will add new levels
of automation to the backup modd. The
concept of event-driven backup can be
illustrated using Intel’s StorageExpress:
Backup Server asapotential DMI imple-
mentation. In such a scenario, if a user
ataches alaptop to the network, the DMI
sends a message to the StorageExpress
System notifying it of the connection.
Then, if the StorageExpress System deter-
mined that the |gptop had not been backed
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Figure 7. LANDesk Management Suite Desktop Manager Console (Network View) illustrating an attached |aptop.

up for severa days, it sends amessage
asking permission to launch a backup. The
user would have the option to respond
withayesor ano (Figure 7).

Such a process occurs automatically in
the event that the user isaway from the
system. If the StorageExpress System
determines viathe DM that the laptop is
idle and that the actual CPU tilization is
low, it launches a backup without user
intervention.

Intel is committed to pursuing this
model of Event-Driven Backup.

The DMI and Intel’s
Networking Strategy:

Intel’s networking Strategy isto providea
comprehensive end to end management
solution by focusing on PC LAN manage-
ment that is smart, smple and standard.

Mapping its products to the DMI helps
Intel achieve this objective.

Intel believesthat with full DMI
deployment, the entire PC industry—from
the enterprise to the desktop—will enjoy
unprecedented ease of use and manage-
ability in the next generation of PC
systems and products.

Intel is committed to advancing the
growth of the industry, both by taking
an active part in devel oping standards
and by playing aleadership rolein
implementdion.

Call Intel today to receive detailed
information about our DMI-enabled
products.
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Intel PC & LAN Products Customer Information and Support Phone Numbers

North American Service Center: Oregon, USA Asia-Pacific Service Center: Singapore
Intel BBS' 1-503-264-7999 Intel BBS' +65-256-4776
CompuServe*' GO INTELFORUM CompuServe*" GO INTELFORUM
FaxBack* 1-800-525-3019 or 503-264-6835 FaxBack* +65-256-5350
TalkBack 1-800-368-3160 or 503-264-7777 Sales +65-735-3811
Sales 1-800-538-3373 or 503-264-7354 Technicians +65-831-1311 Hours: 08:00 — 18:00
Technicians - — -
CPU and Math Processors 1-800-321-4044 Asia-Pacific Service Center: Hong Kong
Fax, Modems, PCMCIA, Wireless 1-503-264-7000 Intel BBS' +852-530-4116
Memory 1-503-264-7000 i
. . CompuServe* GO INTELFORUM
Video, Personal Conferencing 1-503-264-7000 FaxBack* +852-844-4448
Network Products 1-503-264-7000 Technicians ~ +852-844-4456  Hours: 08:00 — 18:00
Phone Hours: 7:00 - 5:00 M-W, F T '
7:00 - 3:00 Th (US Pacific Time) Asia-Pacific Service Center: Korea
European Service Centre: Swindon, UK Intel BBS' +822-784-3430
*11
ntel BBS'  +44-1793-432955 CompuServer™ GO INTELFORUM
CompuServe*" GO INTELFORUM Faxﬁa?k. +822-767-25%4
+ - b - 08:00 — lo:
FaxBack* +44-1793-432509 Technicians 822-767-2595 Hours: 08:00 — 18:00
Sales +44-1793-431155 Asia-Pacific Service Center:Taiwan
Technicians Hours (British Time)
English +44-1793-431144 (08:00 — midnight) Intel BBS' +886-2-718-6422
French +44-1793-421777 (08:00 — 17:30, Tu 08:00 —15:45) Compuserveam GO INTELFORUM
German +44-1793-421333 (08:00 — 17:30,Tu 08:00 -15:45)  FaxBack* +886-2-514-0815

Technicians +886-2-718-9915  Hours: 08:00 — 18:00

Asia-Pacific Service Center: Sydney, Australia
Japan Service Center: Tsukuba, Japan

Intel BBS' +61-2-975-3066

CompuServe*'™ GO INTELFORUM Sales and Technicians

FaxBack* +61-2-975-3922 +81-298-47-1841 or 0120-868686 (toll-free in Japan)
Sales +61-2-975-3300 Hours: 09:00 — 12:00 & 13:00 — 17:00 M-F

Technicians +1-800-649-931 Hours: 08:00 — 18:00

" modem settings: 8-N-1, up to 14.4KBps
" modem settings: 7-E-1, up to 14.4KBps
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