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Password Authentication, Setting, and Usage

This User Guide discusses secure web configuration for the DeviceMaster and
DeviceMaster UP.

This section discusses the following:
e Authentication Method

e Setting/Clearing the Password with Telnet on Page 6

e Telnet Help on Page 7
e Web Page Password Access on Page 7

Authentication Method

Before the Web page password access method can be enforced, the log-in authentication
must be set. The following steps must be performed in order for the password access to be
enforced:

1. Telnet to the DeviceMaster UP by typing: telnet <ip_address> and press Enter.

v Command Prompl HEE
=

Cisstelnet 10.0.0.182

2. When prompted for the password, enter the password if one has been set; otherwise,
press Enter.

3. To display the current authentication setting for the Web page log-in functionality,
type auth.

4. To enable enforcing of the Web page log-in functionality, set the authentication to
basic. Type auth basic.

5. To disable enforcing of the Web page log-in functionality, set the authentication to
none. Type auth none.
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Setting/Clearing the Password with Telnet

6. Reset the DeviceMaster UP by typing reset and press Enter.

- Telnet 10.0.0.102

Password: a

Comtrol DeviceMaster UP ModelID: 5882111

Modbus-ICP 5.84

Built: Mon Feb 2B 18:33:13 CST 2811

IP Addr: 1A.8.8.182 Mask: 255.255.8.8 Gateway: 18.6.8.1
MAC Addr: @8 c@ 4e 87 24 78

dm> auth
none

dm> auth basic
dm> auth

hasic

dm> auth mone
dm> auth

none

dm> reset

7. Allow the system to start-up. By default, this typically takes about 15 seconds.

Setting/Clearing the Password with Telnet

The password can be set or cleared with Telnet. Perform the following procedure to set or
clear the password.

1. Telnet to the DeviceMaster UP.

v Command Prompl

vitelnet 16.8.0.1

2. When prompted for the password, enter the password if one has been set; otherwise,
press Enter.

3. You can set the password by typing the following, where xsxxxxx is the password,
and pressing Enter:

password XXXXXX
4. Clear the password by typing the following and pressing Enter:

password

Telnet 10.0.0.102

azavord:

mtrol DeviceMaster UP HodellD: SO@2111
dbussTCF 5.84

ilt: Fri Peb 18 15:58:23 CET 2011

IF Addr: 18.8.8.182 Hazsk: 255 _255.8.8 Gateway: 18.8.8.1
HAC Addr: B8 c@ 4e 87 24 98

dm> pazsword mypassword
Password set

dm> pazsword
Pagssword & leared

i >

5. Type quit to exit
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Telnet Help

Telnet Help

To access the Telnet help, type help.

<7 Telnet 10.0.0.112 - |o]

m* help
set

i?ﬁﬂ out

c
assword

Resets the device

Visw set IP address J
Set time {in seconds) until default application loads automatically
View MAC address

Set adnin password

zerpasswd - Set user paszsword

elnet

Enablesdizahle telnet

c&:}mnut = Set the telnet t%mnut period <in seconds)

o
er
5:5111
uit
m

View the Hodel 1

Display firmware revision
isplay thisz help info
Exit sezzion

Type quit to exit

Web Page Password Access

When the authentication is set to
require a password, such as basic, you Connect to 10.0.0.102

will need to log into each web server
session. To log in:

1. Leave the User name blank.

2. Type in your password. If there is

no password configured, leave the The server 10.0.0,102 at Gadhead requires a username and
Password blank. password,
3. Click OK. Warning: This server is requesting that your username and

write access to the web pages.

Once logged in, you will have full read/ without & secure connection],
Liser name: | L %, “w |
Passward: | [ITIYTTY] |

passward be sent in an insecure manner (basic authentication

[ ]Remember my password

[ Ok ] l Cancel
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Web Page Password Access
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Using PortVision Plus

PortVision Plus can be used to automatically locate non-secured devices. Once located,
PortVision Plus will remember the DeviceMaster UP gateway.

PortVision Plus may not be able to automatically locate a secure DeviceMaster UP gateway.
If the DeviceMaster UP gateway is configured to enforce security before PortVision Plus
has located it, then you may have to add the DeviceMaster UP to the device list manually.

PortVision Plus with a Non-Secured DeviceMaster UP Gateway

PortVision Plus can automatically locate non-secured DeviceMaster UP gateways by
clicking the Scan button.

Port¥ision Plus

File Folder Dewice Wiew Toals Help

TP = e
= | % $ S8 »O0A

Scan Refresh af 3 s I 1 Reb = fe Help About Exit

PORT :Q_ISlON"
PLUS

=7 Lacal for this PC [2 of 3 online] A Device Name [ Madel | 1P Address | maC address [ Software version | status
0 Device 2:FF:E9  UP-2F (2E) 10.0.0.127 00:CO4E:29:FFE9 Modbus/TCP 5.04 ON-LINE

DEV/CE-MASTER"

PortVision Plus with a Secured DeviceMaster UP Gateway

This subsection discusses two scenarios:
e DeviceMaster UP Already Located on Page 10

e PortVision Plus with a Secured DeviceMaster UP Gateway on Page 9
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DeviceMaster UP Already Located

DeviceMaster UP If PortVision Plus had located the DeviceMaster UP gateway before security was enforced,
Already Located it will keep the DeviceMaster UP in its device list The DeviceMaster UP will now have a
lock symbol next to it.

PortVision Plus

File Folder Device Yiew Tools Help

'S“""”‘*’ > 2 8 5 - 0 <«

Scan Refresh | Help Abaout Exit

PORT:V:|S|ON3
PLUS

DEV/CE-MASTER®

=7 Lacal for this PC [2 of 3 online] A Device Name [ model | 1P Address | Mac address | Software version | Status
==, Sean Results [4 of 5 online] & & Device 20:FFE9 UP-2P (2E) 10.0.0.127 00:C0:4E:29:FFES Madbus/TCP 5.04 OM-LINE
Secur L of 1 online]
DeviceMaster UP Not If PortVision Plus had not located the DeviceMaster UP gateway before security was
Previously Located enforced, it may not be able to locate the DeviceMaster UP. A screen similar to the one

shown below is displayed.

PaortVision Plus

File Folder Dewice View Tools Help
L <~ IS . - ; o =
S % 28 »0d

Scan  Refresh | Help Ahout Exit

FORI:V:ISION"
PLUS

=, Local For this PC [2 of 3 online] Device Name | Mode! > P addr.. | MAC Address
1= =, Scan Results [S of 6 onling]

DEV/CE-MASTER'

] Software Yersion J Status

The DeviceMaster UP will need to be added to the list by using the Add New Device option.
In PortVision Plus, click Device->Add New Device and the following screen appears.

1. Enter a Device Name.
2. Enter the IP Address of the DeviceMaster UP.
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DeviceMaster UP Not Previously Located

3. Click OK.

Add Hew Device

Device Mame : 1Device name here

PORTVISION® Detection Type:  |REMOTE

PLuUus

|dentification Mode : ]:

Ll Ll

- MALC Mode -

MAC Sddress - |00

Device Type : J

IP Mode
IPéddess: | 10 . 0o . 0o 127
oK |
Subnet Mazk: |
Cancel | Default Gateway : |
Help |

Now PortVision Plus will be able to locate the DeviceMaster UP.

PortVision Plus
File Folder Device Wiew Tools Help
- ~

=
Scan Refresh |

gec-od

Help about Exit

PORTYISION"
ALUS

DEV/CE-MASTER'

=3 Local For this PC [2 of 3 online] Device Mame l Model | = 1P addr... | Mac address ] Software Wersion | Status ]
= =, Sean Reesults [5 of & online] & 5 Device name here  UP-2P (2E) 10.0.0.127 00:C0:4E:29:FFIES Madhus/TCP 5.04 ON-LINE (TCP)
i -E Secure Devices [1 of 1 online]

For Help, press F1

| [Secure Devices 10 [Ready -
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DeviceMaster UP Not Previously Located

This page was intentionally left blank to permit two-sided printing.

12 - Using PortVision Plus DeviceMaster and DeviceMaster UP Secure Configuration User Guide: 2000549 Rev. A



Configuring Security

Enabling Web Page Configuration Security
(HTTPS)

After loading firmware with secure configuration capabilities, HTTPS configuration
becomes available. It is up to you to determine which access will be allowed.

The default settings are:

¢ Both HTTP (non-secure/unencrypted) and HTTPS (secure/encrypted) configurations
are enabled.

¢ Telnet/ssh are enabled.
e SNMP is disabled.

It is up to you to determine whether or not to disable the unencrypted HTTP configuration
access.

The embedded web pages are used to configure the DeviceMaster UP security.

Secure configuration mode is enabled on the security configuration web page screen by
clicking the Configure Security link on the main page. Selecting this option disables the
non-secure configuration functionality.

1. Open the DeviceMaster UP Server Configuration page using one of these methods:

e Web browser: Open a web browser and enter the IP address of the DeviceMaster
UP that you want to configure.

e PortVision Plus: Start PortVision Plus, click Scan, right-click the DeviceMaster UP
that you want to configure, and then click Web Manager.

2. Click Configure Security on the home page.

Network Enabling Devices

Server Configuration

Softwarae: Modbus/TCP 5.04

Serial Number: D447 - B0

. . P Conlig:

DEVICE+MASTER" IP Address:
upP P Netmask:

TP Gataway:

Static
10.0.0.102
255.255.0.0
10.0.0.1
Serial Device Configuration

EX D e Configuration
cation Statistics
erince Dingnosiics
Display All Modbus Slove Devices
Disploy Scerial Logs
Display Eihemet Device Loas

Configure Network
Configurs Sacurily
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Configuring Security

3. Onthe Edit Security Configuration page: click Enable Secure Config Mode if you want
to provide this level of security, which disables the following features:

¢ Telnet access to administrative and diagnostic functions is disabled. If enabled,
SSH log ins are still allowed.

¢ Unencrypted access to the web server via port 80 (http:// URLSs) is disabled.
Encrypted access to the web server via port 443 (https:// URLSs) is still allowed.

¢ Administrative commands that change configuration or operating state and are
received using the Comtrol proprietary TCP driver protocol on TCP port 4606 are
ignored.

¢ Administrative commands that change configuration or operating state and are
received using the Comtrol MAC mode proprietary Ethernet protocol number
0x11FE are ignored.

Network Enabling Devices

Server Configuration Home

Edit Security Configuration

Enable Secure Config Mode []
Enable Telnet/ssh
Enable SNMP O

Key and Certificate Management

RSA Key pair used by SSL and SSH servers factory
RSA Server Certificate used by SSL servers factory
DH Key pair used by SSL servers factory Set
Client Authentication Certificate used by SSL servers none Set

4. If necessary, click Enable Telnet/ssh.
5. Ifnecessary, click Enable SNMP.
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Configuring Security

6. Ifrequired, click Set on the Edit Security Configuration page to configure RSA key
pair used by SSL and SSH servers.

The RSA Key Pair is used to sign the Server RSA Certificate. This verifies that the
DeviceMaster UP is authorized to use the server RSA identity certificate. If the Server
RSA Key is to be replaced, a corresponding RSA identity certificate must also be
generated and uploaded. If this is not done, clients will not be able to verify the identity
certificate.

Note: Possession of the private portion of this key pair could allow someone to pose as
the DeviceMaster UP.

a. Click Browse to locate the server RSA key.
b. Click Upload

Notwork Enabling Dovices

File Upload

This page allows you to upload a file contaimng a user-defined RSA key to be used by DeviceMaster S5L and S5H saervers.

after rebooting, the uploaded key or cortificate will ba used instead of tha parmanently installed factory default one. At any time
you may revert to using the factory dafault key or certificate by deleting the uploaded one.

The RSA key and RSA certificate are used together by chents bo suthenticate the identity of the server. If you update one
without updating the other, clients be unable to authenticate the server idenbity and youw will probably receinang warnings
from wab browsars and othar S5 chants.

The uploaded file must be in DER fermat,

Fila to upload: [ Browse

L\.Jp!ouu ] [[Unda Changes |'_l'..-|m:o|J

7. Ifrequired, click Set on the Edit Security Configuration page to configure the
RSAServer Certificate used by SSL servers.

This is the certificate that the DeviceMaster UP uses during SSL/TLS handshaking to
identify itself. It is used most frequently by the DeviceMaster UP SSL server firmware
when clients open connections to the DeviceMaster UP's secure web server or other
secure TCP ports. In order to function properly, this certificate must be signed using
the Server RSA Key. This means that the server RSA certificate and server RSA key
must be replaced as a pair.

a. Click Browse to locate the RSA server certificate.
b. Click Upload

Network Enabling Devices

File Upload

This page allows you to upload a fils contaming a user-defined RSA server certificate to be used by DeviceMastar SSL servers.

After rebooting, the uploaded key or certificate will be used nstead of the permanently installed factory default one. At any tme
you may revert to wsing the factory default key or certificate by deleting the uploaded one.
The RSA key and RSA certificate are used together by chents to authenbcate the identity of the server. If you update one
without updating the other, cliankts will be unable to authenticate the server identity and you will probably receiving warmangs

| from web brewsers and other SSL chients.

The uploaded file must ba in DER format,

File to upload: | Browse
Uplaad | | Undo Changes | | Cancal
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Configuring Security

8. Ifrequired, click Set to enter the DH Key Pair used by SSL servers on the Edit
Security Configuration page.

This is the private/public key pair that is used by some cipher suites to encrypt the
SSL/TLS handshaking messages.

Note: Possession of the private portion of the key pair can allow an eavesdropper to
decrypt traffic on SSL/TLS connections that use DH encryption during
handshaking.

a. Click Browse to locate the private/public key pair.
b. Click Upload

Network Enabling Devices

File Upload

This page allows you to upload a file containing a user-defined DH key to be used by DeviceMaster S5L servers.

After rebooting, the upleaded key or certificate will be used instead of the permanently installed factory default one. At any time
you may revert to using the factory default key or certificate by deleting the uploadad one.

The RSA key and RSA cerbificate are used together by clients to authenticate the idenbity of the server. If you update one
without updating tha other, chents will be unable to authanticate the server identity and you will probably receiving wamings
from web browsers and other 551 clents.

The uploaded file must be in DER format.

Fila to upload: Browse
Upload | [ UndoChanges | [ Cancel |
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Configuring Security

9. Ifrequired, click Set on the Edit Security Configuration page to upload the Client
Authentication Certificate used by SSL servers.

If a CA certificate is uploaded, the DeviceMaster UP only allows SSL/TLS connections

from client applications that provide to the DeviceMaster UP an identity certificate.

This identity certificate must have been signed by the CA certificate that was uploaded

to the DeviceMaster UP. The uploaded CA certificate is used to validate a client's

identity.

¢ The uploaded CA certificate is sometimes referred to as a trusted root certificate,
a trusted authority certificate, or a trusted CA certificate.

¢ The uploaded CA certificate might be that of a trusted commercial certificate
authority or it may be a privately generated certificate that an organization
creates internally to provide a mechanism to control access to resources that are
protected by the SSL/TLS protocols.

e To control access to the DeviceMaster UP's SSL/TLS protected resources you
should create your own custom CA certificate and then configure authorized
client applications with identity certificates signed by the custom CA certificate.

Network Enabling Devices

File Upload

This page allows you to upload a fila containing a user-defined RSA certificate that will be used to authenticate 551 chents who
are comnecting to the DeviceMaster SSL servers,

After rebooting, the wploaded key or certificate will be wsed instead of the permanently installed factory default one. At any time
you may revert to using the factory default key or certificate by deleting the uploaded one.

The RSA key and RSA certificate are used together by clients to authenbicate the identity of the server. If you update one
without updating the other, chents will be unable to authenticate the sarver identity and you will probably recening wamings
from web browsers and other S5L clents.

Tha wploaded file must be in DER format.

File to uplead: Erowse

| Upload [ UndoChanges | [ Cancel |

a. Click Browse to locate the Client Authentication Certificate.
b. Click Upload

10. After completing the key and certification management, click Save.
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Configuring Security

11. To allow the changes to become affective, click Reboot

Network Enabling Devices

DEV/CE+*MASTER
Configuration
Updated
Changes to security configuration will

not take effect until DeviceMaster unit
is rebooted.

Continue
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