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Chapter 1. Introduction

The EtherNet/IP User Guide discusses the following topics:

e Chapter 2. Programming Interface on Page 13

e Chapter 3. Embedded Configuration Pages on Page 61

e Chapter 4. Embedded Diagnostic and Statistics Pages on Page 79

For information about connecting the hardware, programming the DeviceMaster UP IP address, or uploading EtherNet/
IP firmware, see the DeviceMaster UP Hardware Installation and Configuration Guide.

See the EtherNet/IP Interface Configuration Quick Start for embedded web page configuration procedures if you have
Read-only or read/write devices, which provides procedures for your devices.

See 1.4. Locating Updated Software and Documents on Page 10 to locate the latest firmware, documentation, and tools.

1.1. Audience

The primary audience of this document is the person responsible for installing the DeviceMaster UP and programming
the PLC. This guide assumes you are familiar with the following topics:

¢ Windows operating system

e EtherNet/IP

¢ Allen-Bradley ControlLogix family, PLC-5, SLC or MicroLogix PLCs
¢ RSLogix 5000, RSLogix 500 or RSLogix 5 programs

1.2. Product Overview

The DeviceMaster UP operates as an EtherNet/IP gateway when EtherNet/IP firmware is uploaded to the DeviceMaster
UP. The DeviceMaster UP then provides an EtherNet/IP interface to devices with raw/ASCII serial and Ethernet TCP/IP
interfaces.

The DeviceMaster UP provides an Modbus/TCP interface models, which may or may not have the Modbus/TCP
firmware loaded (depending on the model you purchased).

Note: Models that have Modbus/TCP loaded on the DeviceMaster UP are identified in PortVision Plus and the
DeviceMaster UP is labeled accordingly.

This document describes how to configure the DeviceMaster UP for the EtherNet/IP protocol after basic DeviceMaster
UP installation and configuration procedures.

You can configure and manage the DeviceMaster UP through one of the following methods:
e Embedded web page interface
o EtherNet/IP Interface Profile objects
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EtherNet/IP Firmware

1.3. EtherNet/IP Firmware

The following subsections provides information for existing users who may or may not want to update systems with the
enhanced EtherNet/IP firmware V3.x.

For new users, the following subsections provide EtherNet/IP system architecture information.

1.3.1. Traditional EtherNet/IP System Architecture (Firmware V2.x)

EtherNet/IP firmware V2.x provided a Serial DeviceMaster Ethernet PLC
traditional EtherNet/IP interface to devices  Device uP Switch
through a raw/ASCII serial interface as

illustrated. . Serial Eihenet/IP Ethemet/IP o
R ————
Traditional EtherNet/IP System Architecture (Firmware V2.x)

1.3.2. Enhanced EtherNet/IP System Architecture (Firmware 3.x)

Using the Ethernet TCP/IP firmware V3.x

doubles the capacity of the DeviceMaster E?:::g; Devicsl';‘laster Eg:ﬁ{g:‘ PLC
UP by providing a raw/ASCII interface to Ethernet andor
both serial and Ethernet TCP/IP devices. - . Ethernet/IP -
Serial Ethernet/IP
. - B —
For example: . < - - Q
e The DeviceMaster UP 1-port provides /' it PO
EtherNet/IP support for one serial Eéhifne‘ L7 I Apolication
device and one Ethernet device for a eviee: - Tl PP
total of two devices. .‘ Ty
Ethernet TCP/IP Ethernet TCP/IP i

e The DeviceMaster UP 2-port provides
EtherNet/IP support for two serial

=

devices and two Ethernet devices for a |

-4—— Physical Connection
-« — — 3 Ethemet Socket Connection

e The DeviceMaster UP 4-port provides .
EtherNet/IP support for four serial Comtrol EtherNet/IP System Architecture (V3.x)
devices and four Ethernet devices for a
total of eight devices.

EtherNet/IP firmware 3.x provides an application interface for both serial and Ethernet devices. You can connect any
application, such as a configuration, database, or control application, via the application socket port to the serial and/or
Ethernet devices while the device(s) are attached to the PLC via EtherNet/IP.

total of four devices.
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1.3.3. Filtering and Data Extraction Functionality (Patent Pending)

EtherNet/IP firmware 3.x provides the

following filtering and data extraction E? :\:g; Dewcemas'ter Eg:ﬁ{g: : (Filtered PLC
funct]onallty: Me(g:lsar:;‘:;s) Ethernet and/or Messages)
o Filtering Serial Ethernet/IP Ethernet/IP
. {. —»
- String Filtering of up to 128 bytes
of raw/ASCII data to both the PLC /
and/or application. Dei;g: 7 Mézﬂsaar;is) I M{g::rge:s) Application
- RFID filtering of EPCglobal / ey
formatted RFID tag data to both the ' >
PLC and/or applicaﬁon. Ethernet TCP/IP Ethernet TCP/IP |
- Barcode filtering of all UPC/EAN
formatted barcodes data to both Physical Connection
the PLC and/or appllcatlon. -4 — — = Ethemet Socket Connection

e Data extraction EtherNet/IP Filtering Functionality (V3.x)

- RFID data extraction extracts all
parameters, such as company code, product code, and serial numbers, from any or all of the 43 EPCglobal tag
formats. It then transfers the data to the PLC and/or application in a consistent and simple format

- Barcode data extraction extracts the company, product, and numbering codes from UPC/EAN formatted
barcodes. It then transfers the data to the PLC and/or application in a consistent and simple format.
e Environment specific support

- Support for multiple RFID reader tag formats.

- RFID antenna grouping.

- Aging of filtered string/RFID /barcode entries.

- Discarding of unrecognized RFID and barcode messages.

If you are running firmware V2.x, you may want to review the following list additional features provided in firmware
V3.x.

¢ Improved PLC interfaces
- Increased PLC interface bandwidth provides improved performance and lower latencies when interfacing to
higher bandwidth serial and Ethernet devices such as RFID readers.
- Transfer of large received serial device packets up to 1518 bytes.
- Transfer of large received Ethernet device packets up to 2048 bytes.
- Throttling of received data to the PLC in the Write-to-Tag/File receive mode ensures data received by the PLC is
not overwritten before it can be processed.
- Disabling of non-filtered receive queue ensures the PLC will only receive the latest received serial/Ethernet
device data.
¢ New embedded web pages
- PLC Interface Diagnostics page, which provides statistics and error messages to monitor and help diagnose PLC
interface problems.

- Serial/Ethernet Device Communication Statistics page, which is a comprehensive statistics page for all serial and
Ethernet device interfaces. Includes packet, byte, and error counts to the PLC(s) and Application(s) as well as
comprehensive filtering statistics.

- Ethernet Device Interface Configuration page, which provides a user interface to the Ethernet device interface
configuration.

For detailed information about filtering and data extraction, see the DeviceMaster UP Filtering and Data Extraction
Reference Guide.
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1.4. Locating Updated Software and Documents

You can access the firmware software assembly, PortVision Plus, and the DeviceMaster UP documentation from the CD
shipped with the DeviceMaster UP or you can download the latest files using these internet links.

DeviceMaster UP

Hardware Installation and Configuration Guide contains hardware
installation, PortVision Plus installation, and if necessary, firmware @
updating procedures. ==

PortVision Plus

PortVision Plus is the application that you use to configure network
settings and if necessary, upload the firmware. why

Modbus/TCP Firmware

EtherNet/IP (.msi) file contains the firmware and supporting files. The
firmware provides embedded configuration web pages.

Note: Ifyou are currently running EtherNet/IP firmware V2.x platform, ,
review 1.3. EtherNet/IP Firmware on Page 8 to see if you want to o
add the architecture enhancement using EtherNet/IP V3.x or
higher.

Modbus/TCP Documentation

EtherNet/IP Interface Configuration Quick Start is an outline of installation

and configuration procedures with links to the appropriate documents. @
DeviceMaster UP Filtering and Data Extraction Reference Guide describes

the data extraction and filtering processes provided by the DeviceMaster @
UP with EtherNet/IP or Modbus/TCP 3.x firmware or higher. —_
EtherNet/IP User Guide (this guide) contains detailed protocol specific

information about the DeviceMaster UP. @
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ftp://ftp.comtrol.com/dev_mstr/up/software/modbus_tcp/docs/up_hw_install_setup.pdf
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EtherNet/IP Application Setup

1.5. EtherNet/IP Application Setup

Before you can configure EtherNet/IP protocol on the DeviceMaster UP, you must have previously performed the
following steps:

Install the hardware
Install PortVision Plus
If necessary, upload the EtherNet/IP firmware using PortVision Plus

Note: Models that have Modbus/TCP loaded on the DeviceMaster UP are identified in PortVision Plus and the
DeviceMaster UP is labeled accordingly.

Configure the DeviceMaster UP IP address using PortVision Plus

Note: If necessary, refer to the DeviceMaster UP Hardware Installation and Configuration Guide for the above
procedures.

Use the following steps to complete the DeviceMaster UP configuration for EtherNet/IP.

1.

2.

Select the appropriate programming procedure for the following interfaces:

Interfaces Programming Procedure

e Program the PLC. See the instructions in 5.3. ControlLogix PLC
Programming Example Instructions on Page 91.

) e (Optional) Access the DeviceMaster UP Server Configuration
ControlLogix page to configure the serial/socket port settings, if you did not
PLC configure the serial/socket port setting in the PLC program. See
the DeviceMaster UP Interface Configuration Guide for
procedures and reference Chapter 3. Embedded Configuration
Pages on Page 61, if necessary.

¢ Program the SLC or MicroLogix PLC, see the instructions in 5.4.
SLC or MicroLogix PLC Programming Example Instructions on

Page 104.
SLCor e Access the DeviceMaster UP Server Configuration page to
MicroLogix PLC configure the serial/socket port settings. See the DeviceMaster

UP Interface Configuration Guide for procedures and reference
Chapter 3. Embedded Configuration Pages on Page 61, if
necessary.

e Program the PLC-5 PLC, see the instructions in 5.5. PLC-5 PLC
Programming Example Instructions on Page 131.

e Access the DeviceMaster UP Server Configuration page to
PLC-5 PLC configure the serial/socket port settings. See the DeviceMaster
UP Interface Configuration Guide for procedures and reference
Chapter 3. Embedded Configuration Pages on Page 61, if
necessary.

Connect your serial device or devices and make sure all Ethernet devices are attached to the same Ethernet subnet.
If necessary, refer to the DeviceMaster UP Hardware Installation and Configuration Guide.
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Chapter 2. Programming Interface

2.1. Overview

The DeviceMaster UP provides an EtherNet/IP interface to:

e Transmit and receive raw/ASCII serial and socket (Ethernet device) data
e Filtering of the data

e Extraction of RFID and barcode parameters

¢ A connection to an optional application via a TCP/IP socket

The DeviceMaster UP provides EtherNet/IP connectivity to the entire ControlLogix family of PLCs as well as the SLC,
PLC-5, and MicroLogix PLCs.

2.1.1. ControlLogix Family

The DeviceMaster UP supports ControlLogix PLCs. You can configure DeviceMaster UP through the PLC program or the
DeviceMaster UP Server Configuration web page. The DeviceMaster UP interface for the ControlLogix PLC is described in
2.3. EtherNet/IP Interface Profile (ControlLogix) on Page 15.

The EtherNet/IP Quick Start describes the quick start for read-only devices such as barcode scanners and read/write
devices such as printers.

5.3. ControlLogix PLC Programming Example Instructions on Page 91 provides descriptions of the RSLogix 5000 PLC
program examples intended to aid the PLC programmer.

You can also use the Server Configuration page on the DeviceMaster UP when you do not want to use the PLC
programming interface to configure the DeviceMaster UP. Chapter 3. Embedded Configuration Pages on Page 61
describes the web pages on the DeviceMaster UP and provides instructions for configuring the serial/socket port
settings

2.1.2. PLC-5/SLC or MicroLogix

The DeviceMaster UP supports PLC-5, SLC and MicroLogix PLCs. You must configure the DeviceMaster UP through the
web pages on the DeviceMaster UP. The DeviceMaster UP interface for the PLC-5/SLC or MicroLogix PLC is described in
2.4. PLC-5/SLC and MicroLogix Interfaces on Page 51.

The EtherNet/IP Quick Start describes the quick start for read-only devices such as barcode scanners and read /write
devices such as printers.

e SLCor MicroLogix PLC and want more information than provided in the EtherNet/IP Quick Start, see 5.4. SLC or
MicroLogix PLC Programming Example Instructions on Page 104. There you will find descriptions of the RSLogix
500 PLC program examples intended to aid the PLC programmer.

e PLC-5PLC and want more information than provided in the EtherNet/IP Quick Start, see 5.5. PLC-5 PLC
Programming Example Instructions on Page 131. There you will find descriptions of the RSLogix 5 PLC program
examples intended to aid the PLC programmer.
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2.1.3. What is EtherNet/IP?

EtherNet/IP is an industrial application layer protocol for industrial automation applications. The IP stands for ‘Industrial
Protocol’. Built on the standard TCP/IP protocols, it uses long established Ethernet hardware and software to define an
application layer protocol for configuring access and controlling industrial automation devices. EtherNet/IP classifies
Ethernet nodes as predefined device types with specific behaviors. The EtherNet/IP application layer protocol is based
on the Common Industrial Protocol (CIP) layer. Building on these protocols, EtherNet/IP provides a seamless integrated
system from the Industrial floor to the enterprise network.

2.2. Data Type Definitions

The following list defines the available data types.

Data Type

Definition

USINT

Unsigned short integer (8-bits)

UINT

Unsigned integer (16-bit)

UDINT

Unsigned double integer (32-bits)

INT

Signed integer (16-bits)

DINT

Signed double integer (32-bits)

BYTE

Bit string (8-bits)

WORD

Bit string (16-bits)

DWORD

Bit string (32-bits)

STRING

Character string (1-byte per character)
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EtherNet/IP Interface Profile (ControlLogix)

2.3. EtherNet/IP Interface Profile (ControlLogix)

This section describes the EtherNet/IP objects included in the ControlLogix EtherNet/IP interface and supported by the
DeviceMaster UP.

2.3.1. Serial Port Configuration Object Definition (70 Hex)

The Serial Port Configuration vendor specific object defines the protocol by which:
¢ A PLC can communicate with a serial port device through a DeviceMaster UP over EtherNet/IP.

e Anoptional application can communicate with a serial device through the DeviceMaster UP over an Ethernet TCP/
IP socket port.
e The optional serial data filtering and data extraction functions can be implemented.

Note: The instance number corresponds to the associated serial port number on the DeviceMaster UP. (Port numbers are
numbered from one to N.)

You can disregard this object definition if you configure the DeviceMaster UP using the Server Configuration web page.
See Chapter 3. Embedded Configuration Pages on Page 61 to configure the DeviceMaster UP using the embedded web

page.
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2.3.1.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule

1 Revision UINT 1 Get

2 Max Instance UINT Number of ports on the DeviceMaster UP Get

3 Num Instances UINT Number of ports on the DeviceMaster UP Get

2.3.1.2. Instance Atiributes
Attribute ID Name Data Type Data Value(s) Access Rule

1 Serial Port Device Type UDINT 0=Raw Data Device Set/Get
(Default=0)

2 Serial Port Commands DWORD 1=Reset Serial Port Set/Get (Get
2=Save in Flash returns last
4=Clear Sequence Counters command
8=Clear Statistics Counters sent)
(Default=0)

3 Baud Rate UDINT Valid rates: Set/Get
300, 600, 1200, 2400, 4800, 9600
(Default), 19200, 38400, 57600,

115200, 230400

4 Interface Mode USINT 0=RS-232 (Default) Set/Get
1=RS-422
2=RS-485

5 Parity USINT 0=None (Default) Set/Get
1=Even
2=0dd

6 Data Bits USINT Valid Values: 5-8 (Default=8) Set/Get

7 Stop Bits USINT Valid Values: 1 or 2 (Default=1) Set/Get

8 Flow Control USINT 0=None (Default) Set/Get
1=RTS/CTS
2=XON/XOFF
3=Half Duplex

9 DTR Control USINT 0=0ff (Default) Set/Get
1=0On

10 PLC Transmit STX Append Set/Get

Value
Structure of:
Length USINT 0,1,2 (0=No STX) (Default=0)
Valuel (Only valid if Length |USINT 0 to 255
not zero)
Value2 (Only valid if USINT 0 to 255
Length=2)
11 PLC Transmit ETX Append Set/Get
Value
Structure of:
Length USINT 0,1,2 (0=No ETX) (Default=0)
Valuel (Only valid if Length |USINT 0 to 255
not zero)
Value2 (Only valid if USINT 0 to 255
Length=2)
12 Reserved UINT 0 Get
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Instance Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
13 Receive STX Detect Value Set/Get
Structure of:
Length
USINT 0,1,2 (0=No STX) (Default=1)
Valuel (Only valid if Length
not zero) USINT 0 to 255
Value2 (Only valid if
Length=2) USINT 0 to 255 (Default: Valuel = 2)
14 Receive ETX Detect Value Set/Get
Structure of:
Length
USINT 0,1,2 (0=No ETX) (Default=1)
Valuel (Only valid if Length
not zero) USINT 0 to 255
Value2 (Only valid if
Length=2) USINT 0 to 255 (Default: Valuel = 3)
15 Receive Timeout Between |UINT (msec) |0 to 65535 Set/Get
Packets (if no ETX or time to (Default = 200 msec)
wait for ETX value)
16 Serial Port Transfer Options| WORD 01 Hex = Strip received STX/ETX Set/Get
(bitwise OR) |characters to the PLC
02 Hex = Discard received packets with
errors
04 Hex = (PLC-5/SLC) Rx MS Byte First
08 Hex = (PLC-5/SLC) Tx MS Byte First
10 Hex = Tx Sequence Number
Checking
20 Hex = Disable Queuing of Non-
Filtered Rx Messages
40 Hex = Strip received STX/ETX
characters to the application
(Default = 03)
80 Hex = Drop oversized received
packets
17 Receive (DeviceMaster UP |USINT 0=0FF Set/Get
to PLC) Ethernet Data 1=Unsolicited - Write-to-Tag
Transfer Method 2=Unsolicited - Write-to-Tag-Synced
3=Polling (Default=3)
18 Reserved USINT 0 Get
19 Maximum Receive Data UINT 1-1518 (Default=440) Set/Get
Packet Size
20 Maximum PLC Update Rate [UINT 10-65535 (Default = 40) Set/Get
(No more than one (ms)
message per time interval
in ms.)
21 Reserved USINT 0 Get
22 PLC Controller Slot Number |[USINT 0 to Max Slot Number on PLC Set/Get
(Default=0)
23 PLC IP Address UDINT 00000000 Hex to FFFFFFFF Hex Set/Get
(Mask= 255.255.255.255)
24 Receive (DeviceMaster UP |STRING ASCII string Set/Get
to PLC) Produced Data Tag |(Array of 40
Name SINTS)
25 Application Socket Enable |USINT 0=Disabled Set/Get
1=Enabled
26 Application Listen Enable |USINT 0=Disabled Set/Get
1=Enabled
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Instance Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
27 Application Connect Mode |USINT 0=Never Set/Get
1=Connect Always
2=Connect On Data
28 Application Disconnect USINT 0=Never Set/Get
Mode 1=Disconnect On Idle
29 Application Listen Socket |UINT 0-65535 Set/Get
Port
30 Application Connect Socket [UINT 0-65535 Set/Get
Port
31 Application Connect IP UDINT 00000000 Hex to FFFFFFFF Hex Set/Get
Address (Mask=255.255.255.255)
32 Application Idle Timeout  |UDINT 0 to FFFFFFFF Hex Set/Get
(ms)
33 To PLC Filter Mode USINT 0=0ff Set/Get
1=String (128 byte maximum)
2=RFID (EPCglobal formats)
3= Barcode (UPC/EAN formats)
34 To Application Filter Mode |USINT 0=0ff Set/Get
1=String (128 byte maximum)
2=RFID (EPCglobal formats)
3= Barcode (UPC/EAN formats)
35 Discard Unrecognized Data [USINT 0=0ff Set/Get
Mode 1=To PLC
(RFID and Barcode Filter 2=To application
mode only) 3=To PLC/application
36 RFID Antenna Grouping USINT 0=None Set/Get
1=Groups of Twos
2=Groups of Threes
3=Groups of Fours
4=First Two Only
5=First Three Only
37 To PLC Filter Options WORD 01 Hex = Encoding Scheme Set/Get
(Bitwise OR) |02 Hex = Filter Code
04 Hex = Antenna Number
08 Hex = Company Code
10 Hex = Product/Location Code
20 Hex = Serial Number
38 To Application Filter WORD 01 Hex = Encoding Scheme Set/Get
Options (Bitwise OR) |02 Hex = Filter Code
04 Hex = Antenna Number
08 Hex = Company Code
10 Hex = Product/Location Code
20 Hex = Serial Number
39 Filter Age Time UDINT 0 - FFFFFFFF Hex Set/Get
(ms)
40 RFID Reader Interface Type [UINT 0=Unspecified Set/Get

10=Alien (Text Mode)
11=Alien (Terse Mode)
20=Intermec (Hex ASCII Mode)
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Common Services

Attribute ID Name Data Type Data Value(s) Access Rule
41 Barcode Formats UINT Standard 12-14 Digit Format Set/Get
(Barcode Filtering Only) (Mask = 000F Hex)
00 Hex=NONE
01 Hex=Five Company/Five Product
Digits
02 Hex=Six Company/Four Product
Digits
03 Hex=Seven Company/Three
Product Digits
04 Hex=Eight Company/Two Product
Digits
05 Hex=Nine Company/One Product
Digits
Eight Digit F
(Mask = 00F0 Hex)
00 Hex=NONE
10 Hex=EAN-8; Two Company/Five
Product Digits
20 Hex=EAN-8; Three Company/Four
Product Digits
30 Hex=UPC-E
42 Application Transmit STX Set/Get
Append Value
Structure of:
Length USINT 0,1,2 (0=No STX) (Default=0)
Valuel (Only valid if Length |USINT 0 to 255
not zero)
Value2 (Only valid if USINT 0 to 255
Length=2)
43 Application Transmit ETX Set/Get
Append Value
Structure of:
Length USINT 0,1,2 (0=No ETX) (Default=0)
Valuel (Only valid if Length |USINT 0 to 255
not zero)
Value2 (Only valid if USINT 0 to 255
Length=2)
44 Reserved USINT[2] 0 Get
2.3.1.3. Common Services
Service Code Implemented in Class Implemented in Instance Service Name
01 Hex Yes Yes Get_Attributes_All
02 Hex No Yes Set_Attributes_All
OE Hex Yes Yes Get_Attribute_Single
10 Hex No Yes Set_Attribute_Single

2.3.1.4. Instance Attribute Definitions

Attribute 1 - Serial Port Device: This attribute indicates the Serial Port Device Type. Raw Data device is the only
currently supported option.
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Instance Attribute Definitions

Attribute 2 - Serial Port Commands: DeviceMaster UP supports the following commands:

e Reset serial port - This option resets the serial port hardware and statistics counters. You must reset the
DeviceMaster UP after modifying any of the serial port configuration options, including: baud rate, interface mode,
parity, data bits, stop bits, flow control, or DTR control. It does not clear the sequence counters.

e Savein Flash - This option saves the port configuration in flash memory. These settings are restored when you
reboot the DeviceMaster UP.

e Clear sequence counters- This option clears the Receive Produced and Consumed Sequence counters for the
selected port.

¢ Clear statistics counters- This option clears the statistics counters for the selected port.
Attributes3to 9 - Standard Serial Port Settings: These are standard serial port settings.

Attribute 10 - PLC Transmit STX Append Value- You can set this attribute to append an STX (start of transmission)
byte sequence which is configurable as 1 or 2-bytes to the beginning of the serial packet before it is sent.

The length indicates the number of STX bytes. The valid values for length are:
e 0 (zero) - Setting this attribute to zero disables this function.

¢ 1 (one STX byte) - Inserts one STX byte before the data.

e 2 (two STX bytes) - Inserts two STX bytes before the data.

e Valuel - Specifies the transmit character associated with the first STX byte. (Only if the length is not zero.) You can
specify a value between 0 and 255.

e Value2 - Specifies the transmit character associated with the second STX byte. (Only if length is two bytes.) You can
specify a value between 0 and 255.

Attribute 11 - PLC Transmit ETX Append Value - You can set this attribute to append an ETX (end of transmission)
byte sequence which is configurable as 1 or 2 -bytes to the end of the serial packet before it is sent.

The length indicates the number of ETX bytes. The valid values for length are:
e 0 (zero) - Setting this attribute to zero disables this function.

e 1 (oneETX byte) - Inserts one ETX byte at the end of the data.

e 2 (two ETX bytes) - Inserts two ETX bytes at the end of the data.

e Value- Specifies the transmit character associated with the first ETX byte. (Only if the length is not zero.) You can
specify a value between 0 and 255.

e Value2 - Specifies the transmit character associated with the second ETX byte. (Only if length is 2-bytes.) You can
specify a value between 0 and 255.
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Attribute 13 - Receive STX Detect Value - This attribute detects an STX (start of transmission) byte sequence which is
configurable as 1 or 2-bytes when it receives a serial packet.

The length indicates the number of STX bytes. The valid values for length are:

e 0 (zero) - Setting this attribute to zero disables this function. When disabled, the DeviceMaster UP accepts the first
byte received after the last ETX byte(s) as the start of the next data packet.

¢ 1 (one STX byte) - Scans serial data for one STX byte. If the DeviceMaster UP finds an STX byte it collects the data. If
the first byte is not the STX byte, the DeviceMaster UP discards the byte. The DeviceMaster UP continues to discard
the bytes until the DeviceMaster UP finds an STX byte.

e 2(two STX bytes) - Scans serial data for two STX bytes. If the DeviceMaster UP finds two STX bytes it collects the data.
If the first two bytes are not the STX bytes, the DeviceMaster UP discards the bytes. Bytes continue to be discarded
until the DeviceMaster UP finds two STX bytes.

e Valuel - Specifies the character that represents the first STX byte. DeviceMaster UP looks for this character in the
first STX byte. (Only if the length is not zero.) You can specify a value between 0 and 255.

e Value2 - Specifies the character that represents the second STX byte. DeviceMaster UP looks for this character in the
first STX byte. (Only if length is two bytes.) You can specify a value between 0 and 255.

Attribute 14 - Receive ET X Detect Value - This attribute detects an ETX (end of transmission) byte sequence which is
configurable as 1 or 2 bytes marking the end of the serial packet

The length indicates the number of ETX bytes. The valid values for length are:

e 0 (zero) - Setting this attribute to zero disables this function. When disabled, the DeviceMaster UP uses the Receive
Timeout Between Packets (attribute 15) to indicate the end of data packet.

¢ 1 (oneETX byte) - Scans serial data for one ETX byte. When the DeviceMaster UP finds an ETX byte it identifies the
data as a serial packet

e 2 (two ETX bytes) - Scans serial data for two ETX bytes. When the DeviceMaster UP finds two ETX bytes it identifies
the data as a serial packet.

e Valuel - Specifies the character to scan for in the first ETX byte. (Only if the length is not zero.) You can specify a
value between 0 and 255.

e Value2 - Specifies the character to scan for in the second ETX byte. (Only if length is 2-bytes.) You can specify a value
between 0 and 255.

Attribute 15 - Receive Timeout Between Packets - This attributes specifies:

¢ Howlong DeviceMaster UP waits (in milliseconds) if the Receive ETX length is not zero (0) and it does not receive an
ETX byte sequence.

¢ The time to wait (in milliseconds) between serial packets if the Receive ETX Detect length is set to zero (0).

Attribute 16 - Serial Port Transfer Options- This attribute specifies special serial port transfer options. The following
options are supported:

e 01 Hexadecimal (Bit 0) - DeviceMaster UP strips received STX/ETX characters from received packets before sending
the packet to the PLC.

e 02 Hexadecimal (Bit 1) - DeviceMaster UP discards received packets with errors.

e 04 Hexadecimal (Bit 2) - (PLC-5/SLC only) DeviceMaster UP receives Most Significant (MS) byte of 16-bit integer
first The default is transmit Least Significant (LS) byte first.

e 08 Hexadecimal (Bit 3) - (PLC-5/SLC only) DeviceMaster UP transmit
Most significant (MS) byte of 16-bit integer first The default is transmit Least Significant (LS) byte first
e 10Hexadecimal (Bit 4) - Enable Transmit Sequence Number Checking.

- DeviceMaster UP rejects messages with duplicate sequence numbers (that is, the same sequence number as the
previous transmit data message) and increments the Duplicate Transmit Sequence Error Count.

- DeviceMaster UP transmits messages with unexpected transmit sequence numbers (that is, sequence numbers
that are not the same as or are not equal to the previous sequence number plus one) and increments the
Unexpected Transmit Sequence Error Count.

e 20Hexadecimal (Bit 5) - Disable Queuing of Non-Filtered Rx messages to PLC. If filtering is disabled, only the last
message received is sent to the PLC.

e 40 Hexadecimal (Bit 6) - DeviceMaster UP strips received STX/ETX characters from received packets before sending
the packet to the application.
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e 80 Hexadecimal (Bit 7) - Drop oversized received data packets.

Attribute 17 - Receive (DeviceM aster UP to PL C) Ethernet Data Transfer Method - This attribute specifies the
Ethernet data transfer method used by the DeviceMaster UP. There are three methods that DeviceMaster UP can use to
transfer data received from a serial device to the PLC. These methods are:

e Off - DeviceMaster UP will not allow any data to be sent to the PLC.

e Unsolicited - Write-to-Tag receive method - DeviceMaster UP writes the received serial data directly into tag(s) on the
PLC.

The following diagram shows the Write-to-Tag receive data flow:

Serial Device C
DeviceMaster Ethernet HLE
(Tan Write message e
with s2rial data) -
o
N

The following restrictions apply to this method:

e TheReceive Data Tag Name (Attribute 24) must have the same name as the tag defined on the PLC. (For more
information, see Attribute 24 on Page 23.)

e Thetag on the PLC must be of type SINT and must be large enough to contain the sequence number, length, and
data field associated with the received data structure. (For more information, see 2.3.2. Serial Port Data Transfer
Object Definition (71 Hex) on Page 28.)

¢ Anincremented sequence number indicates new data.

¢ The PLC program must scan and consume new data faster than the data can be received on the serial port to
ensure that no data is lost.

e Unsolicited - Write-to-Tag-Synced receive method - DeviceMaster UP writes the serial data into tag(s) on the PLC and
provides a mechanism to synchronize the data flow between the PLC and DeviceMaster UP.

In this method, DeviceMaster UP does not write the serial packet to the tag on the PLC until the PLC updates the
consumed sequence number (Serial Port Data Transfer object Attribute 4) to match the produced data sequence
number. Then the DeviceMaster UP writes the data into the “tag” data location on the PLC in the same way as the
Unsolicited - Write-to-Tag receive method. For more information, see the description of Attribute 4 in 2.3.2. Serial
Port Data Transfer Object Definition (71 Hex) on Page 28. The following diagram shows the Write-to-Tag-Synced
received data flow:
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The following restrictions apply to this method:
¢ The Receive Data Area Tag Name (Attribute 24) must have the same name as the tag defined on the PLC.

e The tag on the PLC must be an SINT type and large enough to contain the sequence number, length, and data
field associated with the received data structure. (For more information, see the 2.3.2. Serial Port Data Transfer
Object Definition (71 Hex) on Page 28.)

¢ Anincremented sequence number indicates new data.

¢ The DeviceMaster UP will not write new data to the tag on the PLC until the consumed sequence number has
been incremented to match the last produced sequence number.

¢ While the DeviceMaster UP queues received serial port data, the PLC program must consume the new data
faster than the data can be received on the serial port to ensure the receive buffers on the DeviceMaster UP do
not overflow. (For example: If the serial port can receive two serial packets per second, then the consumption
rate must be at least one packet every 500 microsecond.)
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e  Polling receive method - The PLC requests data on a periodic basis.

In this method, DeviceMaster UP returns the serial data in the response to the data request message. The PLC
requests data by accessing the Serial Port Data Transfer Object Attribute 2. For more information, see the
description of Attribute 2 in 2.3.2. Serial Port Data Transfer Object Definition (71 Hex) on Page 28.

The following diagram shows the polling receive data flow:
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The following restrictions apply to this method:

¢ The data tag to receive the data on the PLC must be large enough to contain the sequence number, length, and
data field associated with the received data structure. (For more information, see the 2.3.2. Serial Port Data
Transfer Object Definition (71 Hex) on Page 28.)

¢ Anincremented sequence number indicates new data.

¢ The same data may be returned more than once. However, the same data packet will also return the same
sequence number.

e Alength of zero (0) indicates no data.

¢ While the DeviceMaster UP queues received serial port data, the PLC program must poll for new data faster than
the data can be received on the serial port to ensure the receive queues on the DeviceMaster UP do not overflow.
(For example: If the serial port can receive two packets per second, then the polling rate must be at least once
every 500 microseconds.)

Attribute 19 - Maximum Receive Data Packet Size: Specifies the maximum acceptable size of a received serial packet
The maximum received serial packet size is 1518 bytes while operating in Write-to-Tag/File or Write-to-Tag-File-Synced
receive modes.

Attribute 20 - Maximum PL C Update Rate: The maximum rate (or minimum time interval) in milliseconds, that
messages are sent to the PLC tag in the Write-To-Tag receive method. This attribute configures the DeviceMaster UP to
space the messages to the PLC to prevent overrunning of data before the PLC can process it

Attribute 22 - PLC Controller Slot Number: This attribute specifies the slot number on the PLC where the controller
resides. The slot numbers typically start at zero (0) for the first slot

Note: The Polling method does not use this attribute.

Attribute 23 - PLC | P Address: This attribute specifies the IP address in hexadecimal format for the PLC EtherNet/IP
card. For example, an [P address of 10.1.2.100 is 0A010264 in hexadecimal

Note: The Polling method does not use this attribute.

Attribute 24 - Receive (DeviceM aster UP to PL C) Produced Data Tag Name - This attributes specifies the PLC tag name.
It indicates where to write received data while operating in the Unsolicited - Write-to-Tag or Unsolicited - Write-to-Tag-
Synced receive method.

The maximum length for the tag name is 40 characters.

Chapter 2. Programming Interface DeviceMaster UP EtherNet/IP User Guide: 2000424 Rev. K - 23



Instance Attribute Definitions

Attribute 25 - Application Socket Enable: This
setting enables/disables the Application Socket
Interface. Enabling this function allows an
application to be connected to the serial port. If
both the PLC and application are connected to
the serial port, both can transmit to and receive
data from the serial port. However, the PLC and
application cannot communicate directly to each
other.

Attribute 26 - Application Listen Enable: Ethernet TCP/IP
Enabling this setting allows the application to

Serial Device

DeviceMaster

Application

connect to the DeviceMaster UP via an Ethernet @;

TCP/IP socket. Application Socket Interface

e 0=Disables listening - The DeviceMaster UP
will not accept connection attempts.
¢ 1 =Enables listening - The DeviceMaster UP will accept connection attempts from the application socket port

Attribute 27 - Application Connect Mode: This setting controls if and how the DeviceMaster UP attempts to connect to
the application at the application connection IP address and application connection socket port.

e 0 =Never - The DeviceMaster UP will not attempt to connect to the application.

¢ 1 =_Connect Always - The DeviceMaster UP will attempt to connect to the application socket port until a connection
is made.

e 2 =Connect On Data - The DeviceMaster UP will not attempt to connect to the application socket port until there is
data to send to the application. Once data is received from the serial device, the DeviceMaster UP will attempt to
connect to the application until a connection is made.

Attribute 28 - Application Disconnect M ode: This setting controls if and how the DeviceMaster UP disconnects from an
application.

¢ 0= Never - The DeviceMaster UP will not disconnect from the application socket port.

e 1 =Disconnect On Idle - The DeviceMaster UP will disconnect when there has been no transmit or received data
between the serial device and application socket port for a specified | dle period (Attribute 32: Application
Connection IP Address).

Attribute 29 - Application Listen Socket Port: This is the socket port number on the DeviceMaster UP the application
will connect to if Application Listen Enableis enabled.

Attribute 30 - Application Connection Socket Port: This is the application socket port number the DeviceMaster UP will
connect to if the Application Connect Modeis set to either Connect Always or Connect On Data.

Attribute 31 - Application Connection I P Address: This is the application IP address in hexadecimal format that the
DeviceMaster UP will connect to if the Application Connect Modeis set to either Connect Always or Connect On Data.
For example, an IP address of 10.1.2.100 is 0A010264 in hexadecimal

Attribute 32 - Application Idle Timeout: The idle timeout period in milliseconds that is used if the Application
Disconnect Modeis set to Disconnect On Idle

Attribute 33 - To PLC Filter/Data Extraction M ode: The filter/data extraction mode to be employed on data to be sent to
the PLC.

e 0=0ff
e 1 =String (128 char max) - Raw/ASCII data is filtered up to 128 characters (or bytes) in length.

e 2 =RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats is filtered, the associated parameters is
extracted, and the extracted data and RFID tag is sent to the PLC in a specified format

e 3 =Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN formats is filtered, the associated parameters
is extracted, and the extracted data and barcode is sent to the PLC in a specified format See the barcode format
definitions in Attribute 41 on Page 26.

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for further details.
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Attribute 34 - To Application Filter/Data Extraction M ode: The filter/data extraction mode to be employed on data to be
sent to the application.

e 0=0ff
e 1 ="String (128 char max) - Raw/ASCII data is filtered up to 128 characters (or bytes) in length.

e 2 =RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats is filtered, the associated parameters is
extracted, and the extracted data and RFID tag is sent to the application in a specified format.

e 3 =Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN formats is filtered, the associated parameters
is extracted, and the extracted data and barcode is sent to the application in a specified format See the barcode
format definitions in Attribute 41 on Page 26.

The application filter mode can be set independently of the PLC filtering mode. The only exceptions are:
e Ifthe PLC filter mode is set to RFID, the application filter mode cannot be set to Barcode.

e Ifthe PLC filter mode is set to Barcode, the application filter mode cannot be set to RFID.

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for further defails.

Attribute 35 - Discard Unrecognized Data Mode: This attribute controls what to do with unrecognized RFID or barcode
data.

¢ 0= Off - Send unrecognized data to the PLC and/or application.
e 1 =Discard unrecognized data to the PLC. Allow sending of unrecognized data to the application.

e 2 =Discard unrecognized data to the application. Allow sending of unrecognized data to the PLC.
e 3 =Discard unrecognized data to both the PLC and application.

Attribute 36 - RFID Antenna Grouping: This attribute is applicable only to RFID filtering and only if the Antenna
filtering option is enabled. It allows the DeviceMaster UP to filter RFID tags based on Antenna groupings. The possible
groupings are:

Setting AGroup 1 Group 2 Group 3 Group N
ntennas Antennas Antennas Antennas
None 1 2 3 4
Groups of Twos 1,2 3,4 5,6 Etc.
Groups of Threes [1,2,3 4,5,6 7,8,9 Etc.
Groups of Fours 1,2,3,4 5,6,7,8 9,10,11,12 Etc.
First Two Only 1,2 3 4 N+1
First Three Only [1,2,3 4 5 N+2

Attribute 37 - To PLC Filtering Options: This attribute defines the RFID filtering criteria to the PLC. If an option is
enabled, it is used to decide when an RFID tag can be filtered or sent to the PLC.

¢ 01 Hex = Encoding/Numbering - Include the Encoding/Numbering code in the filtering criteria, which is part of the
RFID tag or barcode data.

¢ 02 Hex = Filter Value- Include the Filter Valuein the filtering criteria, which is part of the RFID tag data.

¢ 04 Hex = Antenna - Include the Antenna number in the filtering criteria. This is data from the RFID reader and not
from the RFID tag.

¢ 08 Hex = Company - Include the Company code in the filtering criteria, which is part of the RFID tag or barcode data.

e 10 Hex =Product/L ocation - Include the Product/L ocation code in the filtering criteria, which is part of the RFID tag
or barcode data.

e 20 Hex = Serial Number - Include the Serial Number in the filtering criteria, which is part of the RFID tag data.
See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for further details.
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Attribute 38 - To Application Filtering Options: This attribute defines the RFID filtering criteria to the application. If an
option is enabled, it is used to decide when an RFID tag can be filtered or sent to the application.

e 01 Hex = Encoding/Numbering - Include the Encoding/Numbering code in the filtering criteria, which is part of the
RFID tag or barcode data.

e 02 Hex = Filter Value- Include the Filter Valuein the filtering criteria, which is part of the RFID tag data.

¢ 04 Hex = Antenna - Include the Antenna number in the filtering criteria. This is data from the RFID reader and not
from the RFID tag.

e 08 Hex = Company - Include the Company code in the filtering criteria, which is part of the RFID tag or barcode data.

e 10 Hex = Product/Location - Include the Product/L ocation code in the filtering criteria, which is part of the RFID tag
or barcode data.

e 20 Hex = Serial Number - Include the Serial Number in the filtering criteria, which is part of the RFID tag data.
See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for further details.

Attribute 39 - Filter Age Time: This attribute defines the time a filter string, RFID tag, or barcode will continue to be
filtered after the last time it was received. If an entry is received before the Filter Age Timehas passed, the entry is
filtered and the data will not be sent to the PLC and/or application. However, if the Filter Age Time has passed, it will
pass filtering and be sent to the PLC and/or application.

Attribute 40 - RFID Reader I nterface Type: This attribute defines the expected RFID data format. Each format is unique
and pertains to the RFID reader manufacturer. If a RFID reader is to be used and it provides a similar format to the ones
listed below, it can also be used.

e 0=Unspecified

e 10 (Decimal) = Alien (Text Mode)

e 11 (Decimal) = Alien (Terse Mode)

e 20 (Decimal) = Intermec (Hex ASCII Mode)

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for further details.

Attribute 41 - Barcode Formats: This attribute defines barcode format to be used for both standard and eight digit UPC
labels. The term standard refers to UPC-A, EAN-13, JAN, and EAN-14 barcodes which all have ten company/product
digits.

The standard and eight digit formats are selected independently and each operates independently. It is important to note
that the barcode filtering/data extraction will not function if no format is selected.

Format Numbering | Company | Product | Check
Standard Formats
None N/A N/A N/A N/A
Company-5/ Product5 1-3 5 5 1
Company-6/ Product4 1-3 6 4 1
Company-7/ Product3 1-3 7 3 1
Company-8/ Product2 1-3 8 2 1
Company-9/ Product1 1-3 9 1 1
Eight Digit Formats
EAN-8 Number-2/Product5 |2 0 5 1
EAN-8 Number-3/Product 4 0 4 1
UPC-E Variable Variable 1

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for further details.

Attribute 42 - Application Transmit STX Append Value- You can set this attribute to append an STX (start of
transmission) byte sequence which is configurable as 1 or 2-bytes to the beginning of the serial packet before it is sent
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The length indicates the number of STX bytes. The valid values for length are:

0 (zero) - Setting this attribute to zero disables this function.
1 (one ST X byte) - Inserts one STX byte before the data.
2 (two STX bytes) - Inserts two STX bytes before the data.

Valuel - Specifies the transmit character associated with the first STX byte. (Only if the length is not zero.) You can
specify a value between 0 and 255.

Value2 - Specifies the transmit character associated with the second STX byte. (Only if length is two bytes.) You can
specify a value between 0 and 255.

Attribute 43 - Application Transmit ETX Append Value- You can set this attribute to append an ETX (end of
transmission) byte sequence which is configurable as 1 or 2 -bytes to the end of the serial packet before it is sent.

The length indicates the number of ETX bytes. The valid values for length are:

0 (zero) - Setting this attribute to zero disables this function.
1 (one ETX byte) - Inserts one ETX byte at the end of the data.
2 (two ETX bytes) - Inserts two ETX bytes at the end of the data.

Value - Specifies the transmit character associated with the first ETX byte. (Only if the length is not zero.) You can
specify a value between 0 and 255.

Value? - Specifies the transmit character associated with the second ETX byte. (Only if length is 2-bytes.) You can
specify a value between 0 and 255.

Chapter 2. Programming Interface DeviceMaster UP EtherNet/IP User Guide: 2000424 Rev. K - 27



Serial Port Data Transfer Object Definition (71 Hex)

2.3.2. Serial Port Data Transfer Object Definition (71 Hex)

The Serial Port Data Transfer vendor specific object defines the attributes by which the PLC can transfer data to and from
a serial port device through a DeviceMaster UP over EtherNet/IP.

Note: There is one instance of this object per serial port. The instance number corresponds to the associated serial port

number on the DeviceMaster UP. (Port numbers are numbered from one to N.)

2.3.2.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule

1 Revision UINT 1 Get

2 Max Instance UINT Number of ports on the DeviceMaster UP Get

3 Num Instances UINT Number of ports on the DeviceMaster UP Get

2.3.2.2. Instance Attributes
Attribute ID Name Data Type Data Value(s) Access Rule

Transmit (PLC to DeviceMaster UP)
message data.
Structure of:

1 Produced data sequence number UINT 0-65535 (FFFF hex) Set/Get
Data length UINT 1-440
Data array Array of USINT  |0-255
Receive (DeviceMaster UP to PLC)
message data.

2 Structure of: Get
Produced data sequence number UINT 0-65535 (FFFF hex)
Data length UINT 0-440*
Data array Array of USINT  |0-255
Receive (DeviceMaster UP to PLC)
produced data sequence number )

3 - Normally sent to the PLC from the UINT 0-65535 (FFFF hex) | Set/Get
DeviceMaster UP in data transfer.
Receive (DeviceMaster UP to PLC)
consumed sequence number - normally )

4 updated by the PLC in the Write-to-Tag- UINT 0-65535 (FFFF hex) ) Set/Get
Synced receive method.
Transmit (PLC to DeviceMaster UP)
produced data sequence number - )

5 normally sent to the DeviceMaster UP UINT 0-65535 (FFFF hex) | Set/Get
from the PLC in data transfer.

* For the Polling receive method only. The maximum sized serial port message in the Write-to-Tag and Write-to-Tag-

Synced receive method is 1518 bytes.

2.3.2.3. Common Services

Service Name

Get_Attribute_Single
Set_Attribute_Single

Service Code

OE Hex
10 Hex

Implemented in Class

Yes
No

Implemented in Instance

Yes
Yes
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2.3.2.4. Instance Attribute Definitions

Attribute 1 - Transmit (PLC to DeviceMaster UP) Message Data: This attribute transmits data out of a serial port on
the DeviceMaster UP.

¢ In most cases, incrementing the sequence number is optional However, it is required if you enable the Transmit
Sequence Number Checking option. (For more information, see Attribute 16 - Serial Port Transfer Options on Page
21)

¢ The length must be at least one and a maximum of 440-bytes.
¢ A “Get” returns the last successfully transmitted data message.

Attribute 2 - Receive (DeviceMaster UP to PLC) Message Data: This attribute provides the receive data while
operating in the Polling communication method.

e DeviceMaster UP increments the sequence number for each new serial port packet received.
e Alength of zero indicates no data was received on the specified serial port.
e Two or more “Gets” may return the same data packet, but the messages will also have the same sequence number.

e Serial packets up to 1518 bytes may be received while operating in the Write-To-Tag or Write-To-Tag-Synced received
methods. For serial packets over 440 bytes, the DeviceMaster UP will place the data into a sequence of tags. These
tags must meet the following criteria:

- All must be of type SINTSs.

- The entire sequence must be large enough to contain the maximum sized receive packet plus four SINTS for the
sequence number and length parameters.

- All tags except the last of the sequence must be 444 SINTs in size.

- The tags must have the same base name and numbered in sequence. The first tag will not be numbered (i.e.
Com1_RxData), the second tag will have a “2” appended (i.e. Com1_RxData2), the third will have a “3” appended
(i.e. Com1_RxData3) and so on.

- The sequence number and total length is placed in the first tag and the first tag is the last tag updated. Therefore,
once the sequence number is updated, the entire serial packet will have been received and the PLC can process
the data.

Attribute 3 - Receive (DeviceMaster UP to PLC) Produced Data Sequence Number: Use this attribute to get and set
the Produced Data Sequence number. This is the same Produced Data Sequence number sent to the PLC in all the receive
communication methods.

Attribute 4 - Receive (DeviceMaster UP to PLC) Consumed Data Sequence Number: Use this attribute to get and
set the Consumed Data Sequence number. You can only specify this attribute when you are using the Unsolicited - Write-
to-Tag-Synced receive method under Attribute 17 in the Serial Port Configuration object definiion. When used, the PLC
increments this attribute to indicate the data received has been consumed and it is now ready for another serial data
packet For more information, see the description of Unsolicited -Write-to-Tag-Synced in Attribute 17 on Page 22.

Attribute 5 - Transmit (PLC to DeviceMaster UP) Produced Data Sequence Number: Use this attribute to get and
set the Transmit Produced Data Sequence number. This is the same Produced Data Sequence number sent to the
DeviceMaster UP in the Transmit Message data.
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2.3.3. Serial Port Statistics Object Definition (72 Hex)

The Serial Port Statistics object defines the statistics gathered by the DeviceMaster UP on a serial port basis.

Note:

number on the DeviceMaster UP. (Port numbers are numbered from one to N.)

2.3.3.1. Class Attributes

There is one instance of this object per serial port. The instance number corresponds to the associated serial port

Attribute ID Name Data Type Data Value(s) Access Rule

1 Revision UINT 1 Get

2 Max Instance UINT Number of ports on the DeviceMaster UP Get

3 Num Instances UINT Number of ports on the DeviceMaster UP Get

2.3.3.2. Instance Attributes
Attribute ID Name Data Type | Data Value(s) | Access Rule

1 Receive Byte Count UDINT 0=default Get
2 Receive Packet Count UDINT O=default Get
3 Transmit Byte Count UDINT O=default Get
4 Transmit Packet Count UDINT O0=default Get
5 Dropped Packet to PLC Count UDINT 0=default Get
6 Parity Error Count UDINT O=default Get
7 Framing Error Count UDINT O=default Get
8 Overrun Error Count UDINT 0=default Get
9 Received Consumed Sequence Error Count UDINT 0=default Get
10 Duplicate Transmit Sequence Number errors UDINT 0=default Get
11 Unexpected Transmit Sequence Number errors UDINT 0=default Get
12 Dropped Packet to Application Count UDINT O=default Get

2.3.3.3. Common Services

Service Name

Get_Attribute_All
Get_Attribute_Single

Service Code

01 Hex
OE Hex

Implemented in Class

Yes
Yes

Implemented in Instance

Yes
Yes
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2.3.3.4. Instance Attribute Definitions

Attribute 1 - Receive Byte Count: This attribute counts the number of bytes received over the serial port.
Attribute 2 - Receive Packet Count: This attribute counts the packets received over the serial port
Attribute 3 - Transmit Byte Count: This attribute counts the number of bytes sent out the serial port.
Attribute 4 - Transmit Packet Count: This attribute counts the number of packets sent out the serial port

Attribute5 - Dropped Packet to PL C Count: This attribute counts the number of received serial packets intended for the
PLC dropped due to:

e No STX byte(s) found

e No ETX byte(s) found

¢ Time-outs

e Too large of packet

¢ Receive buffer queue overflows

Attribute 6 - Parity Error Count: This attribute counts the number of received serial packets dropped due to parity
errors.

Attribute 7 - Framing Error Count: This attribute counts the number of received serial packets dropped due to framing
errors.

Attribute 8 - Overrun Error Count: This attribute counts the number of received serial packets dropped due to overrun
error incidents.

Attribute 9 - Received Consumed Sequence Error Count: This attribute counts the number of received consumed
sequence number errors. The DeviceMaster UP only increments this number when all of the following statements are
true:

¢  You selected the Unsolicited - Write-to-Tag-Synced method of receive communication.
¢ DeviceMaster UP receives a serial packet.

e The Consumed Sequence number is out of sync. (It is not equal to the Produced Sequence number or equal to the
Produced Sequence number minus one.)

Attribute 10 - Duplicate Transmit Sequence Number Error Count: This attribute counts the number of Duplicate
Transmit Sequence Number errors. The DeviceMaster UP only increments this number when the following statements
are true:

¢ You enabled the Transmit Sequence Number Checking configuration option. (See Attribute 16 - Serial Port Transfer
Options on Page 21 for additional information.)

e DeviceMaster UP receives a transmit message with a sequence number equal to the previous sequence number.
(The DeviceMaster UP expects this sequence number to be incremented by one from the sequence number in the
previous transmit message.)

Attribute 11 - Unexpected Transmit Sequence Number Error Count: This attribute counts the number of Unexpected
Transmit Sequence Number errors. The DeviceMaster UP increments this number when the following statements are
true:

* You enabled the Transmit Sequence Number Checking configuration option. (See Attribute 16 - Serial Port Transfer
Options on Page 21 for additional information.)

e DeviceMaster UP receives a transmit message with a sequence number that is not equal to either the previous
transmit sequence number or the previous transmit sequence number plus one. (The DeviceMaster UP expects this
sequence number to be incremented by one with each new transmit message.)

Attribute 12 - Dropped Packet to Application Count: This attribute counts the number of received serial packets
intended for the application dropped due to:

¢ No STX byte(s) found

¢ No ETX byte(s) found

e Time-outs

e Too large of packet

¢ Receive buffer queue overflows
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2.3.4. Socket Port Configuration Object Definition (73 Hex)

The Socket Port Configuration vendor specific object defines the protocol by which:
A PLC can communicate with an Ethernet TCP/IP device through a DeviceMaster UP over Ethernet/IP.

An optional application can communicate with the Ethernet device through the DeviceMaster UP over an Ethernet
TCP/IP socket port.

The optional data filtering and data extraction functions can be implemented.

Note:

numbers can be numbered form 1 to N.)

The instance number corresponds to the associated socket port number on the DeviceMaster UP. (Socket port

You can disregard this object definition if you configure the DeviceMaster UP using the embedded Server Configuration
web page. Use Chapter 3. Embedded Configuration Pages on Page 61 to configure the DeviceMaster UP using the
embedded web pages.

2.3.4.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT Number of ports on the DeviceMaster UP Get
3 Num Instances UINT Number of ports on the DeviceMaster UP Get
2.3.4.2. Instance Attributes
Attribute Access
D Name Data Type Data Value(s) Rule
1 Socket Port Device UDINT 0=Raw/ASCII Data Device Set/Get
1=Reset Socket Port Set/Get
2=Save in Flash (Get
4=Clear Sequence Counters returns
2 Socket Port Commands DWORD 8=Clear Statistics Counters last
command
sent)
. 0=Disabled
3 Device Socket Enable USINT 1=Enabled Set/Get
. . 0=Disabled
4 Device Listen Enable USINT 1=Enabled Set/Get
5 Device Listen Socket Port  |UINT 0-65535 Set/Get
0=Never
6 Device Connect Mode USINT 1=Connect Always Set/Get
2=Connect On Data
. . 0=Never
7 Device Disconnect Mode USINT 1=Disconnect On Idle Set/Get
8 Device Connect Socket Port |UINT 0-65535 Set/Get
. 00000000 Hex to FFFFFFFF Hex
9 Device Connect IP Address |UDINT (Mask=255.255.255.255) Set/Get
10 Device Idle Timeout UDINT 0 to FFFFFFFF Hex Set/Get
(msec)

32 - DeviceMaster UP EtherNet/IP User Guide: 2000424 Rev. K

Chapter 2. Programming Interface



Instance Attributes

Attribute Access
D Name Data Type Data Value(s) Rule
Receive Timeout Between UINT 0 to 65535 (Default = 0)
11 Packets (if no ETX or time to (msec) Set/Get
wait for ETX value)
(As defined only for Get/ 0,1,2 (0=No STX) (Default=0)
Set All.)
36 (part 1) ) USINT Set/Get
PLC Transmit STX Append
Length
(As defined only for Get/ 0,1,2 (0=No STX) (Default=0)
Set All)
37 (part 1) ) USINT Set/Get
PLC Transmit ETX Append
Length
0000000 Hex to FFFFFFFF Hex
12 PLC IP Address UDINT (Mask = 255.255.255.255) Set/Get
Receive (DeviceMaster UP to |USINT 0=0FF Set/Get
13 PLC) Ethernet Data Transfer 1=Unsolicited - Write-to-Tag
Method 2=Unsolicited - Write-to-Tag-Synced
3=Polling (Default=3)
PLC Controller Slot Number |USINT 0 to Max Slot Number on PLC Set/Get
14 -
(Default = 0)
Socket Port Transfer WORD 01 Hex = (PLC/SLC) Rx MS Byte First Set/Get
Options (bitwise OR)|02 Hex = (PLC/SLC) Tx MS Byte First
15 04 Hex = Tx Sequence Number Checking
08 Hex = Disable Queuing of Non-Filtered Rx
Messages
10 Hex = Drop oversized received packets
Maximum PLC Update Rate |UINT Set/Get
10-65535
16 (No more than one message |(msec) (Default = 40)
per time period.) -
17 Maximum Receive Data UINT 1-2048 Set/Get
Packet Size (Default = 440)
Received (DeviceMaster UP |STRING
18 to PLC) Produced Data Tag |(Array of 40 |ASCII String
Name SINTS)
19 Application Socket Enable  |[USINT 0=Disabled Set/Get
1=Enabled
20 Application Listen Enable USINT 0=Disabled Set/Get
1=Enabled
Application Connect Mode |USINT 0=Never Set/Get
21 1=Connect Always
2=Connect On Data
22 Application Disconnect USINT 0=Never Set/Get
Mode 1=Disconnect On Idle
23 égftlicaﬁon Listen Socket UINT 0-65535 Set/Get
24 églgclicau'on Connect Socket UINT 0-65535 Set/Get
Application Connect IP 00000000 Hex to FFFFFFFF Hex
25 Address UDINT | (Mask=255.255.255.255) Set/Get
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Access
Rule

Attribute

D Name Data Type Data Value(s)

UDINT

26 Application Idle Timeout (msec)

0 to FFFFFFFF Hex Set/Get

0=0ff

1=String (128 byte maximum)
2=RFID (EPC Global formats)
3= Barcode (UPC/EAN formats)

0=0ff

1=String (128 byte maximum)
2=RFID (EPC Global formats)
3= Barcode (UPC/EAN formats)

Discard Unrecognized Data 0=0ff

Mode USINT 1=To PLC

(RFID and Barcode Filter 2=To application
mode only) 3=To PLC/application

27 To PLC Filter Mode USINT Set/Get

28 To Application Filter Mode |USINT Set/Get

29 Set/Get

0=None

1=Groups of Twos
2=Groups of Threes
3=Groups of Fours
4=First Two Only
5=First Three Only

30 RFID Antenna Grouping USINT Set/Get

01 Hex = Encoding Scheme
02 Hex = Filter Code
WORD =
31 To PLC Filter Options (Bitwise | Hex = Antenna Number
OR) ex = Company Code
10 Hex = Product/Location Code
20 Hex = Serial Number

Set/Get

01 Hex = Encoding Scheme
02 Hex = Filter Code
WORD =
32 To Application Filter Options|(Bitwise 83 Eex _ éntenna Néméber
OR) ex = Company Code
10 Hex = Product/Location Code
20 Hex = Serial Number

Set/Get

UDINT

33 Filter Age Time (msec)

0 - FFFFFFFF Hex Set/Get

0=Unspecified

10=Alien (Text Mode)
11=Alien (Terse Mode)
20=Intermec (Hex ASCII Mode)

Standard 12-14 Digit Format (mask = 000F Hex)
00 Hex=NONE

01 Hex=Five Company/Five Product Digits

02 Hex=Six Company/Four Product Digits

03 Hex=Seven Company/Three Product Digits

04 Hex=Eight Company/Two Product Digits

35 Barcode Formats UINT 05 Hex=Nine Company/One Product Digits Set/Get

(Barcode Filtering Only) . .

Eight Digit Format (mask = 00F0 Hex)
00 Hex=NONE
10 Hex=EAN-8; Two Company/Five Product Digits
20 Hex=EAN-8; Three Company/Four Product
Digits
30 Hex=UPC-E

34 RFID Reader Interface Type |[UINT Set/Get
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Access
Rule

Attribute

D Name Data Type Data Value(s)

(As defined for Get/Set All)

PLC Transmit STX Append
Value Structure of:

Valuel (Only valid if Length
not zero) USINT 0 to 255

Value2 (Only valid if

Length=2) USINT 0to25

(As defined for Get/Set
Single)

PLC Transmit STX Append
Value Structure of:

Length USINT 0,1,2 (0=No STX) (Default=0)

36 Set/Get

Valuel (Only valid if Length |USINT 0 to 255
not zero)

Value2 (Only valid if
Length=2)
(As defined for Get/Set All)

PLC Transmit ETX Append
Value Structure of:

Valuel (Only valid if Length
not zero) USINT 0 to 255

Value2 (Only valid if
Length=2)

USINT 0to 255

USINT 0to 25

(As defined for Get/Set
Single)

PLC Transmit ETX Append
Value Structure of:

Length USINT 0,1,2 (0=No ETX) (Default=0)

37 Set/Get

Valuel (Only valid if Length |USINT 0to 255
not zero)

Value2 (Only valid if
Length=2)

Receive STX Detect Value
Structure of:

USINT 0to 255

Length USINT 0,1,2 (0=No STX) (Default=0)

38 Set/Get
Valuel (Only valid if Length
not zero) USINT 0to 255

Value2 (Only valid if
Length=2) USINT 0to 255
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Attribute
ID

Name

Data Type

Data Value(s)

Access
Rule

39

Receive ETX Detect Value
Structure of:

Length

Valuel (Only valid if Length
not zero)

Value2 (Only valid if
Length=2)

USINT

USINT

USINT

0,1,2 (0=No ETX) (Default=0)

0to 255

0to 255

Set/Get

40

Application Transmit STX
Append Value

Structure of:
Length

Valuel (Only valid if Length
not zero)

Value2 (Only valid if
Length=2)

USINT

USINT

USINT

0,1,2 (0=No STX) (Default=0)

0to 255

0to 255

Set/Get

41

Application Transmit ETX
Append Value

Structure of:
Length

Valuel (Only valid if Length
not zero)

Value2 (Only valid if
Length=2)

USINT

USINT

USINT

0,1,2 (0=No ETX) (Default=0)

0to 255

0to 255

Set/Get

2.3.4.3. Common Services

Service Code Implemented in Class Implemented in Instance Service Name
01 Hex Yes Yes Get_Attributes_All
02 Hex No Yes Set_Attributes_All
OE Hex Yes Yes Get_Attribute_Single
10 Hex No Yes Set_Attribute_Single
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2.3.4.4. Instance Attribute Definitions

Attribute 1 - Socket Port Device Type: This attribute indicates the socket port device type. Raw/ASCI| Data Deviceis
the only currently supported option for EtherNet/IP.

Attribute 2 - Socket Port Commands: DeviceMaster UP supports the following commands:

e Reset socket port - This option resets the device socket port, application socket port, and the statistics counters.
Generally this is not required when changing socket port settings because the DeviceMaster UP will detect the
changes and, if necessary, automatically reset the socket connection(s).

e Savein Flash - This option saves the socket port configuration in flash memory. These settings are restored when
you reboot the DeviceMaster UP.

¢ Clear sequence counters- This option clears the Receive Produced, Receive Consumed, and Transmit Produced
sequence counters for the selected socket port.

e Clear statistics counters - This option clears the statistics counters for the selected socket port.

Attribute 3- Device Socket Enable - This attribute enables/disables the Device Socket Interface. Enabling this function
allows an Ethernet device to be connected to the DeviceMaster UP via an Ethernet TCP/IP socket

Device Socket Interface

Ethernet Device
PLC

o

.
Ethemet/IP |5
o

N

Attribute 4 - Device Listen Enable: Enabling this setting allows the device to connect to the DeviceMaster UP via an
Ethernet TCP/IP socket.

e 0 =Disables listening - The DeviceMaster UP will not accept connection attempts.
¢ 1 =Enables listening - The DeviceMaster UP will accept connection attempts from the specified socket.

Attribute5 - Device Listen Socket Port: This is the socket port number on the DeviceMaster UP the device will connect
to if Device Listen Enableis enabled.

Attribute 6 - Device Connect Mode: This setting controls if and how the DeviceMaster UP attempts to connect to the
device at the specified IP Address and socket.

e 0= Never - The DeviceMaster UP will not attempt to connect to the device.
¢ 1 =Connect Always - Will attempt to connect to the device until a connection is made.

e 2 =_Connect On Data - The DeviceMaster UP will not attempt to connect to the device until there is data to send to the
device from either the PLC or application. Once data is received for the socket device, the DeviceMaster UP will
attempt to connect to the device until a connection is made.

Attribute 7 - Device Disconnect M ode: This setting controls if and how the DeviceMaster UP disconnects from a socket
device.

e 0 =Never - The DeviceMaster UP will not disconnect from the device.

e 1 =Disconnect On Idle - The DeviceMaster UP will disconnect when there has been no transmit or received data
between the socket device and PLC and/or application for a specified Idle period. (Please see Attribute 10.)

Attribute 8 - Device Connection Socket Port: This is the device socket port number the DeviceMaster UP will connect to
if the Device Connect Modeis set to either Connect Always or Connect On Data.

Attribute 9 - Device Connection | P Address: This is the device IP address the DeviceMaster UP will connect to if the
Device Connect Modeis set to either Connect Always or Connect On Data. The IP address is in hexadecimal format. For
example, an IP address of 10.1.2.100 is 0A010264 in hexadecimal

Attribute 10 - Deviceldle Timeout: The idle timeout period in milliseconds that is used if the Device Disconnect M odeis
set to Disconnect On Idle.
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Attribute 11 - Receive Timeout Between Packets: This attributes specifies:

¢ Howlong DeviceMaster UP waits (in milliseconds) if the Receive ETX length is not zero (0) and it does not receive an
ETX byte sequence.

e The time to wait (in milliseconds) between Ethernet packets if the Receive ETX Detect length is set to zero (0).

Attribute 12 - PL C | P Address: This attribute specifies the IP address in hexadecimal format for the PLC EtherNet/IP
card. For example, an IP address of 10.1.2.100 is 0A010264 in hexadecimal

Note: The Polling method does not use this attribute.

Attribute 13 - Receive (DeviceM aster UP to PL C) Ethernet Data Transfer Method: This attribute specifies Ethernet
data transfer method used by the DeviceMaster UP for the specified socket port. Please refer to Attribute 17 of the Serial
Port Configuration Object for a detailed explanation of these methods.

Attribute 14 - PLC Controller Slot Number: This attribute specifies the slot number on the PLC where the controller
resides. The slot numbers typically start at zero (0) for the first slot

Note: This is generally zero for CompactLogix PLCs. The Polling method does not use this attribute.

Attribute 15 - Socket Port Data Transfer Options: This attribute specifies the socket port transfer options. The following
options are supported:

e 0l Hexadecimal (Bit 0) = (PLC-5/SLC only) Receive Most Significant (MS) byte of 16 bit integer first The default is
transmit least significant (LS) byte first

e 02 Hexadecimal (Bit 1) = (PLC-5/SLC only) Transmit Most Significant (MS) byte of 16 bit integer first The default is
transmit least significant (LS) byte first

¢ 04 Hexadecimal (Bit 2) = Tx Sequence Number Checking

- DeviceMaster UP rejects messages with duplicate sequence numbers, (that is, the same sequence number as
the previous transmit data message), and increments the Duplicate Transmit Sequence Error Count

- DeviceMaster UP transmits messages with unexpected transmit sequence numbers, (that is, sequence numbers
that are not the same as or are not equal to the previous sequence number plus one) increments the
Unexpected Transmit Sequence Error Count.

e 08 Hexadecimal (Bit 3) = Disable Queuing of Non-Filtered Rx Messages to the PLC. If filtering is disabled, only the
last message received is sent to the PLC.

e 10 Hexadecimal (Bit 4) = Drop oversized received data packets.

Attribute 16 - Maximum PL C Update Rate: The maximum rate (or minimum time interval) in milliseconds, that
messages are sent to the PLC tag in the Write-To-Tag receive method. This attribute configures the DeviceMaster UP to
space the messages to the PLC to prevent overrunning of data before the PLC can process it.

Attribute 17 - Maximum Receive Data Packet Size - Specifies the maximum acceptable size of a received Ethernet
packet. The maximum received Ethernet packet size is 2048 bytes while operating in Write-to-Tag/File or Write-to-Tag-
File-Synced receive modes.

Attribute 18 - Receive (DeviceM aster UP to PLC) Data Tag Name - This attribute specifies the PLC tag name. It
indicates where to write received data while operating in the Write-to-Tag or Write-to-Tag-Synced receive method.

Note: This attribute is not used in the Polling method.

Attribute 19 - Application Socket Enable: This
attribute enables/disables the Application Socket  Ethernet Device
Interface. Enabling this function allows an
application to be connected to the device socket i DeviceMaster

port If both the PLC and application are : } Ethernet/IP
connected to the device socket port, both can
transmit to and receive data from the device
socket port. However, the PLC and application

cannot communicate directly to each other. Application
Attribute 20 - Application Listen Enable: Application Socket Interface T

Enabling this setting allows the application to

connect to the DeviceMaster UP via an Ethernet N =
TCP/IP socket. %

e 0 =Disables listening - The DeviceMaster UP
will not accept connection attempts.

¢ 1 =Enables listening - The DeviceMaster UP will accept connection attempts from the specified socket
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Attribute 21 - Application Connect M ode: This setting controls if and how the DeviceMaster UP attempts to connect to
the application at the specified IP address and socket.

¢ 0 =Never - The DeviceMaster UP will not attempt to connect to the application.
¢ 1 =Connect Always - Will attempt to connect to the application until a connection is made.

e 2 =Connect On Data - The DeviceMaster UP will not attempt to connect to the application until there is data to send
to the application. Once data is received from the socket device, the DeviceMaster UP will attempt to connect to the
application until a connection is made.

Attribute 22 - Application Disconnect M ode: This setting controls if and how the DeviceMaster UP disconnects from an
application.

¢ 0 =Never - The DeviceMaster UP will not disconnect from the application.

e 1 =Disconnect On Idle - The DeviceMaster UP will disconnect when there has been no transmit or received data
between the socket device and application for a specified Idle period. (See Attribute 32.)

Attribute 23 - Application Listen Socket Port: This is the socket port number on the DeviceMaster UP the application
will connect to if Application Listen Enableis enabled.

Attribute 24 - Application Connection Socket Port: This is the application socket port number the DeviceMaster UP will
connect to if the Application Connect Modeis set to either Connect Always or Connect On Data.

Attribute 25 - Application Connection | P Address: This is the application IP address the DeviceMaster UP will connect
to if the Application Connect Modeis set to either Connect Alwaysor Connect On Data.

Attribute 26 - Application Idle Timeout: The idle timeout period in milliseconds that is used if the Application
Disconnect Mode s set to Disconnect On Idle

Attribute 27 - To PLC Filter/Data Extraction Mode: The filter/data extraction mode to be employed on data to be sent
to the PLC.

e 0=0ff
e 1 =String (128 char max) - Raw/ASCII data is filtered up to 128 characters (or bytes) in length.

e 2 =RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats is filtered, the associated parameters is
extracted, and the extracted data and RFID tag is sent to the PLC in a specified format

e 3 =Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN formats is filtered, the associated parameters
is extracted, and the extracted data and barcode is sent to the PLC in a specified format. See the barcode format
definitions in Attribute 41 on Page 26.

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for further defails.

Attribute 28 - To Application Filter/Data Extraction M ode: The filter/data extraction mode to be employed on data to be
sent to the application.

e 0=0ff
e 1 =String (128 char max) - Raw/ASCII data is filtered up to 128 characters (or bytes) in length.

e 2 =RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats is filtered, the associated parameters is
extracted, and the extracted data and RFID tag is sent to the application in a specified format

e 3 =Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN formats is filtered, the associated parameters
is extracted, and the extracted data and barcode is sent to the application in a specified formatSee the barcode
format definitions in Attribute 41 on Page 26.

The application filter mode can be set independently of the PLC filtering mode. The only exceptions are:
o Ifthe PLC filter mode is set to RFID, the application filter mode cannot be set to Barcode.

o Ifthe PLC filter mode is set to Barcode, the application filter mode cannot be set to RFID.

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for further details.

Attribute 29 - Discard Unrecognized Data Mode: This attribute controls what to do with unrecognized RFID or barcode
data.

e 0 =0ff - Send unrecognized data to the PLC and/or application.
e 1 =Discard unrecognized data to the PLC. Allow sending of unrecognized data to the application.

e 2 =Discard unrecognized data to the application. Allow sending of unrecognized data to the PLC.
¢ 3 =Discard unrecognized data to both the PLC and application.
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Attribute 30 - RFID Antenna Grouping: This attribute is applicable only to RFID filtering and only if the Antenna
filtering option is enabled. It allows the DeviceMaster UP to filter RFID tags based on Antenna groupings. The possible
groupings are:

Setting AGroup 1 Group 2 Group 3 Group N
ntennas Antennas Antennas Antennas
None 1 2 3 4
Groups of Twos 1,2 3,4 5,6 Etc.
Groups of Threes [1,2,3 4,5,6 7,8,9 Etc.
Groups of Fours 1,2,3,4 5,6,7,8 9,10,11,12 Etc.
First Two Only 1,2 3 4 N+1
First Three Only 1,2,3 4 5 N+2

Attribute 31 - To PLC Filtering Options: This attribute defines the RFID filtering criteria to the PLC. If an option is
enabled, it is used to decide when an RFID tag can be filtered or sent to the PLC.

e 01 Hex = Encoding/Numbering - Include the Encoding/Numbering code in the filtering criteria, which is part of the
RFID tag or barcode data.

e 02 Hex = Filter Value- Include the Filter Valuein the filtering criteria, which is part of the RFID tag data.

¢ 04 Hex = Antenna - Include the Antenna number in the filtering criteria. This is data from the RFID reader and not
from the RFID tag.

e 08 Hex = Company - Include the Company code in the filtering criteria, which is part of the RFID tag or barcode data.

e 10 Hex =Product/Location - Include the Product/L ocation code in the filtering criteria, which is part of the RFID tag
or barcode data.

e 20 Hex = Serial Number - Include the Serial Number in the filtering criteria, which is part of the RFID tag data.
See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for further details.

Attribute 32 - To Application Filtering Options: This attribute defines the RFID filtering criteria to the application. If an
option is enabled, it is used to decide when an RFID tag can be filtered or sent to the application.

e 01 Hex = Encoding/Numbering - Include the Encoding/Numbering code in the filtering criteria, which is part of the
RFID tag or barcode data.

e 02 Hex = Filter Value- Include the Filter Valuein the filtering criteria, which is part of the RFID tag data.

¢ 04 Hex = Antenna - Include the Antennanumber in the filtering criteria. This is data from the RFID reader and not
from the RFID tag.

e 08 Hex = Company - Include the Company code in the filtering criteria, which is part of the RFID tag or barcode data.

e 10 Hex = Product/Location - Include the Product/L ocation code in the filtering criteria, which is part of the RFID tag
or barcode data.

e 20 Hex = Serial Number - Include the Serial Number in the filtering criteria, which is part of the RFID tag data.
See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for further details.

Attribute 33 - Filter Age Time: This attribute defines the time a filter string, RFID tag, or barcode will continue to be
filtered after the last time it was received. If an entry is received before the Filter Age Timehas passed, the entry is
filtered and the data will not be sent to the PLC and/or application. However, if the Filter Age Time has passed, it will
pass filtering and be sent to the PLC and/or application.
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Attribute 34 - RFID Reader Interface Type: This attribute defines the expected RFID data format Each format is unique
and pertains to the RFID reader manufacturer. If a RFID reader is to be used and it provides a similar format to the ones
listed below, it can also be used.

e 0=Unspecified

e 10 (Decimal) = Alien (Text Mode)

e 11 (Decimal) = Alien (Terse Mode)

e 20 (Decimal) = Intermec (Hex ASCII Mode)

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for further details.

Attribute 35 - Barcode Formats- This attribute defines barcode format to be used for both standard and eight digit UPC
labels. The term standard refers to UPC-A, EAN-13, JAN, and EAN-14 barcodes which all have ten company/product
digits.

The standard and eight digit formats are selected independently and each operates independently. It is important to note
that the barcode filtering/data extraction will not function if no format is selected.

Format Numbering Digits | Company Digits| Product Digits Check Digit
Standard Formats
None N/A N/A N/A N/A
Company-5/ Product5 1-3 5 5 1
Company-6/ Product-4 1-3 6 4 1
Company-7/ Product-3 1-3 7 3 1
Company-8/ Product-2 1-3 8 2 1
Company-9/ Product1 1-3 9 1 1
Eight Digit Formats
EAN-8 Number-2/Product5 |2 0 5 1
EAN-8 Number-3/Product4 |3 0 4 1
UPC-E 1 Variable Variable 1

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for further details.

Attribute 36 - PLC Transmit STX Append Value: You can set this attribute to append an STX (start of transmission)
byte sequence which is configurable as 1 or 2-bytes to the beginning of the Ethernet packet before it is sent The length
indicates the number of STX bytes. The valid values for length are: ¢ 0 (zero) - Setting this attribute to zero disables this
function.

e 1 (one STX byte) - Inserts one STX byte before the data.
e 2 (two STX bytes) - Inserts two STX bytes before the data.

¢ Valuel - Specifies the transmit character associated with the first STX byte. (Only if the length is not zero.) You can
specify a value between 0 and 255.

e Value2 - Specifies the transmit character associated with the second STX byte. (Only if length is two bytes.) You can
specify a value between 0 and 255.

Attribute 37 - PLC Transmit ET X Append Value: You can set this attribute to append an ETX (end of transmission) byte
sequence which is configurable as 1 or 2 -bytes to the end of the Ethernet packet before it is sent. The length indicates
the number of ETX bytes.

The valid values for length are:

e 0 (zero) - Setting this attribute to zero disables this function.

e 1 (oneETX byte) - Inserts one ETX byte at the end of the data.

e 2 (two ETX bytes) - Inserts two ETX bytes at the end of the data.

e Value- Specifies the transmit character associated with the first ETX byte. (Only if the length is not zero.) You can
specify a value between 0 and 255.
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e Value2 - Specifies the transmit character associated with the second ETX byte. (Only if length is 2-bytes.) You can
specify a value between 0 and 255.

Attribute 38 - Receive ST X Detect Value: This attribute detects an STX (start of transmission) byte sequence which is
configurable as 1 or 2-bytes when it receives a Ethernet packet The length indicates the number of STX bytes. The valid
values for length are:

e 0 (zero) - Setting this attribute to zero disables this function. When disabled, the DeviceMaster UP accepts the first
byte received after the last ETX byte(s) as the start of the next data packet.

e 1(oneSTX byte) - Scans Ethernet data for one STX byte. If the DeviceMaster UP finds an STX byte it collects the data.
If the first byte is not the STX byte, the DeviceMaster UP discards the byte. The DeviceMaster UP continues to discard
the bytes until the DeviceMaster UP finds an STX byte.

e 2 (two STX bytes) - Scans Ethernet data for two STX bytes. If the DeviceMaster UP finds two STX bytes it collects the
data. If the first two bytes are not the STX bytes, the DeviceMaster UP discards the bytes. Bytes continue to be
discarded until the DeviceMaster UP finds two STX bytes.

e Valuel - Specifies the character that represents the first STX byte. DeviceMaster UP looks for this character in the
first STX byte. (Only if the length is not zero.) You can specify a value between 0 and 255.

e Value2 - Specifies the character that represents the second STX byte. DeviceMaster UP looks for this character in the
first STX byte. (Only if length is two bytes.) You can specify a value between 0 and 255.

Attribute 39 - Receive ET X Detect Value: This attribute detects an ETX (end of transmission) byte sequence which is
configurable as 1 or 2 bytes marking the end of the Ethernet packet The length indicates the number of ETX bytes. The
valid values for length are:

e 0 (zero) - Setting this attribute to zero disables this function. When disabled, the DeviceMaster UP uses the Receive
Timeout Between Packets (attribute 11) to indicate the end of data packet.

e 1 (oneETX byte) - Scans Ethernet data for one ETX byte. When the DeviceMaster UP finds an ETX byte it identifies
the data as a Ethernet packet.

e 2 (two ETX bytes) - Scans Ethernet data for two ETX bytes. When the DeviceMaster UP finds two ETX bytes it
identifies the data as a Ethernet packet.

» Valuel - Specifies the character to scan for in the first ETX byte. (Only if the length is not zero.) You can specify a
value between 0 and 255.

e Value2 - Specifies the character to scan for in the second ETX byte. (Only if length is 2-bytes.) You can specify a value
between 0 and 255.

Attribute 40 - Application Transmit STX Append Value: - You can set this attribute to append an STX (start of
transmission) byte sequence which is configurable as 1 or 2-bytes to the beginning of the Ethernet packet before it is
sent The length indicates the number of STX bytes. The valid values for length are:

e 0 (zero) - Setting this attribute to zero disables this function.

* 1 (one STX byte) - Inserts one STX byte before the data.
e 2 (two STX bytes) - Inserts two STX bytes before the data.

» Valuel - Specifies the transmit character associated with the first STX byte. (Only if the length is not zero.) You can
specify a value between 0 and 255.

e Value2 - Specifies the transmit character associated with the second STX byte. (Only if length is two bytes.) You can
specify a value between 0 and 255.

Attribute 41 - Application Transmit ETX Append Value: You can set this attribute to append an ETX (end of
transmission) byte sequence which is configurable as 1 or 2 -bytes to the end of the Ethernet packet before it is sent. The
length indicates the number of ETX bytes. The valid values for length are:

*  0(zero) - Setting this attribute to zero disables this function.
e 1 (oneETX byte) - Inserts one ETX byte at the end of the data.
* 2 (two ETX bytes) - Inserts two ETX bytes at the end of the data.

» Valuel - Specifies the transmit character associated with the first ETX byte. (Only if the length is not zero.) You can
specify a value between 0 and 255.

e Value2 - Specifies the transmit character associated with the second ETX byte. (Only if length is 2-bytes.) You can
specify a value between 0 and 255.
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2.3.5. Socket Port Data Transfer Definition Object (74 Hex)

The Socket Port Data Transfer vendor specific object defines the attributes by which the PLC can transfer data to and from
an Ethernet device, via a socket port through a DeviceMaster UP over EtherNet/IP.

Note: There is one instance of this object per socket port. The instance number corresponds to the associated socket port
number on the DeviceMaster UP. (Port numbers are numbered from one to N.)
2.3.5.1. Class Attributes
Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT Number of ports on the DeviceMaster UP Get
3 Num Instances UINT Number of ports on the DeviceMaster UP Get
2.3.5.2. Instance Attributes
Attribute ID Name Data Type Data Value(s) Access Rule
Transmit (PLC to DeviceMaster UP)
message data.
1 Structure of: Set/Get
Produced data sequence number UINT 0-65535 (FFFF hex)
Data length UINT 1-440
Data array Array of USINT  |0-255
Receive (DeviceMaster UP to PLC)
message data.
2 Structure of: Get
Produced data sequence number UINT 0-65535 (FFFF hex)
Data length UINT 0-440*
Data array Array of USINT  |0-255
Receive (DeviceMaster UP to PLC)
produced data sequence number )
3 - Normally sent to the PLC from the UINT 0-65535 (FFFF hex) |Set/Get
DeviceMaster UP in data transfer.
Receive (DeviceMaster UP to PLC)
consumed sequence number - normally
4 updated by the PLC in the Write-to-Tag- UINT 0-65535 (FFFF hex) |Set/Get
Synced receive method.
Transmit (PLC to DeviceMaster UP)
produced data sequence number - )
5 normally sent to the DeviceMaster UP UINT 0-65535 (FFFF hex) | Set/Get
from the PLC in data transfer.
* For the Polling receive method only. The maximum sized socket port message in the Write-to-Tag and Write-to-Tag-
Synced receive method is 2048 bytes.

2.3.5.3. Common Services

Service Name

Get_Attribute_Single
Set_Attribute_Single

Service Code Implemented in Class

OE Hex Yes Yes
10 Hex No Yes

Implemented in Instance

Chapter 2. Programming Interface DeviceMaster UP EtherNet/IP User Guide: 2000424 Rev. K - 43



Instance Attribute Definitions

2.3.5.4. Instance Attribute Definitions

Attribute 1 - Transmit (PLC to DeviceM aster UP) M essage Data: This attribute transmits data out of a socket port on
the DeviceMaster UP.

In most cases, incrementing the sequence number is optional However, it is required if you enable the Transmit
Sequence Number Checking option. (For more information, see Attribute 16 - Serial Port Transfer Options on Page 21.)

The length must be at least one and a maximum of 440-bytes.
A Get returns the last successfully transmitted data message.

Attribute 2 - Receive (DeviceM aster UP to PL C) M essage Data: This attribute provides the receive data while operating
in the Polling communication method.

¢ DeviceMaster UP increments the sequence number for each new socket port packet received.
¢ Alength of zero indicates no data was received on the specified socket port.
¢ Two or more Getsmay return the same data packet, but the messages will also have the same sequence number.

e Socket packets up to 2048 bytes may be received while operating in the Write-To-Tag or Write-To-Tag-Synced
received methods. For socket packets over 440 bytes, the DeviceMaster UP will place the data into a sequence of tags.
These tags must meet the following criteria:

- All must be of type SINTSs.

- The entire sequence must be large enough to contain the maximum sized receive packet plus four SINTS for the
sequence number and length parameters.

- All tags except the last of the sequence must be 444 SINTs in size.

- The tags must have the same base name and numbered in sequence. The first tag will not be numbered (i.e.
Coml_RxData), the second tag will have a 2 appended (i.e. Com1 RxData2), the third will have a 3 appended
(i.e. Com1l_RxData3) and so on.

- The sequence number and total length is placed in the first tag and the first tag is the last tag updated. Therefore,
once the sequence number is updated, the entire socket packet will have been received and the PLC can process
the data.

Attribute 3 - Receive (DeviceM aster UP to PL C) Produced Data Sequence Number: Use this attribute to get and set the
Produced Data Sequence number. This is the same Produced Data Sequence number sent to the PLC in all the receive
communication methods.

Attribute 4 - Receive (DeviceM aster UP to PL C) Consumed Data Sequence Number: Use this attribute to get and set
the Consumed Data Sequence number. You can only specify this attribute when you are using the Unsolicited - Write-to-
Tag-Synced receive method under Attribute 17 in the Serial Port Configuration object definition. When used, the PLC
increments this attribute to indicate the data received has been consumed and it is now ready for another socket data
packet For more information, see the description of Unsolicited -Write-to-Tag-Synced in Attribute 17 on Page 22.

Attribute 5 - Transmit (PLC to DeviceM aster UP) Produced Data Sequence Number: Use this attribute to get and set
the Transmit Produced Data Sequence number. This is the same Produced Data Sequence number sent to the
DeviceMaster UP in the Transmit Message data.
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2.3.6. Informational Objects

The following object definitions are included for informational purposes only. While some software packages such as
RSLinx make use of these objects, few PLC programmers will have a need to directly access them.

2.3.6.1. Identity Object (01 Hex, 1 instance)

The Identity Object provides identification of and general information about the DeviceMaster UP.

2.3.6.1.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get

2.3.6.1.2. Instance Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Vendor ID UINT 909 (Comtrol) Get
2 Device Type UINT 70 hex (vendor specific device) Get
3 Product Code UINT 1-65535 Get

Revision (product or
software release)

4 Structure of: Get
Major Revision USINT 1to 127
Minor Revision USINT 1t 999

5 Status WORD See 2.3.6.1.3. Status Word, below. |Get

6 Serial Number UDINT 1-65535 Get
Product Name
Structure of: s

7 Name Longh o |Lenethof saing: ‘DeiceMaste UP | Ge
Name String STRING p 8

on the model)

2.3.6.1.3. Status Word

Please refer to Pages 5-8 in Volume 1 of the CIP Common Specification.

2.3.6.1.4. Common Services

Service Code Implemented in Class Implemented in Instance Service Name
01 hex No Yes Get_Attribute_All
05 hex No Yes Reset
OE hex Yes Yes Get_Attribute_Single
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2.3.6.2. Message Router Object (02 Hex)

The Message Router Object provides a messaging connection point through which a client may address a service to any
object or instance residing in the physical device.

2.3.6.2.1. Class Attributes
Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2.3.6.2.2. Instance Attributes
Attribute ID Name Data Type Data Value(s) Access Rule
Object List
1 Structure of: Get
Number UINT Number of supported class codes
Classes Array of UINT List of supported class codes
2 Max Connections UINT 128 Get
2.3.6.2.3. Common Services
Service Code Implemented in Class Implemented in Instance Service Name
01 Hex No Yes Get_Attribute_All (Class only)
OE Hex Yes Yes Get_Attribute_Single (Instance only)

2.3.6.3. Connection Manager Object (06 Hex)

The Connection Manager Object provides services for connection and connection-less communications.

This object has no supported attributes.

2.3.6.3.1.

Instance Object Specific Services

DeviceMaster UP supports the following instance object specific services:

Service Code Service Name

Service Description

4E Hex Forward_Close Closes a connection.
52 Hex Unconnected_ Send Unconnected Send Service.
54 Hex Forward_Open Opens a connection.
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Port Object (F4 Hex - 1 instance)

2.3.6.4. Port Object (F4 Hex - 1 instance)

The Port Object enumerates the CIP ports on the DeviceMaster UP.

2.3.6.4.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule

1 Revision UINT 1 Get

2 Max Instance UINT 1 Get

3 Num Instances UINT 1 Get

8 Entry Port UINT 1 Get
[0]=0

9 All Ports Array of UINT EL"(I)"CP_IP_PORT_TYPE ) Get
[3]=TCP_IP_PORT_NUMBER(2)

2.3.6.4.2. Instance Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Port Type UINT 4 (TCP/IP) Get
2 Port Number UINT 2 (TCP/1P) Get
Port Object
Structure of:
3 16-bit word count in path UINT %0]_0212 Hex Get
Path Array of UINT _
[1]=0
2.3.6.4.3. Common Services
Service Code Implemented in Class Implemented in Instance Service Name
01 Hex Yes Yes Get_Attribute_All
OE Hex Yes Yes Get Attribute Single
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TCP Object (F5 Hex - 1

instance)

2.3.6.5. TCP Obje

ct (F5 Hex - 1 instance)

The TCP/IP Interface Object provides the mechanism to retrieve the TCP/IP attributes for DeviceMaster UP.

2.3.6.5.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT 1 Get
3 Num Instances UINT 1 Get
2.3.6.5.2. Instance Attributes
Attribute ID Name Data Type Data Value(s) Access Rule
0=Not configured
1 Status DWORD 1=Valid configuration Get
2 Configuration Capability DWORD 14 Hex (DHCP and SETTABLE) Get
0=Use stored IP address (static IP
3 Configuration Control DWORD address) Get
2=DHCP
Physical Link Object
Structure of: 2
4 Path Size [0]=20 Hex Get
UINT B
Path Array of USINT [1]=F6 Hex
[2]=24 Hex
[3]=01 Hex
Interface Configuration
Structure of:
IP Address UDINT <IP address>
Network Mask UDINT <Network mask>
5 Gateway Address UDINT <Gateway Addr> Get
Name Server UDINT <Name server>
Name Server 2 UDINT <Name server2>
Domain Name Length UINT <Length of name>
Domain Name STRING <Domain name>
Host Name
6 Structure of: Get
Host Name Length UINT 7 to 15
Host Name STRING <IP address>
2.3.6.5.3. Common Services
Service Code Implemented in Class Implemented in Instance Service Name
01 Hex Yes Yes Get_Attribute_All
OE Hex Yes Yes Get_Attribute_Single
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Ethernet Link Object (F6 Hex)

2.3.6.6. Ethernet Link Object (F6 Hex)

The Ethernet Link object maintains link-specific counters and status information for the Ethernet communications on
the DeviceMaster UP.

2.3.6.6.1. Class Atiributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 2 Get
2 Max Instance UINT 1 Get
3 Num Instances UINT 1 Get

2.3.6.6.2. Instance Attributes

Attribute ID Name Data Type Data Value(s) Access Rule

Interface speed (current 10=10-Mbit

operational speed) UDINT 100=100-Mbit Get
Bit 0 =link status
(0=ina_ctive)
Interface Flags (Current DWORD (1=active) Get

2 operational status) Bit 1=Half/Full Duplex
(0=half duplex)
(2=full duplex)
3 Physical Address Array of 6 USINT MAC address Get

2.3.6.6.3. Common Services

Service Code Implemented in Class Implemented in Instance Service Name
01 Hex Yes Yes Get_Attribute_All
OE Hex Yes Yes Get_Attribute_Single
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PCCC Object (67 Hex)

2.3.6.7. PCCC Object (67 Hex)

The PCCC object provides the ability to encapsulates, and then transmit and receive PCCC messages between devices on
an EtherNet/IP network. This is the primary interface for the PLC-5 and SLC PLCs.

2.3.6.7.1. Class Attributes

Not supported.

2.3.6.7.2. Instance Attributes

Not supported.

2.3.6.7.3. Instances

Supports Instance 1.

2.3.6.7.4. Common Services

Service Code Implemented in Class Implemented in Instance Service Name
4B Hex No Yes Execute_PCCC
2.3.6.7.5. Message Structure for Execute PCCC

Request Message Name Data Type Description
Length USINT Length of requestor ID
Vendor UINT Vendor number of requestor
Serial Number UDINT ASA serial number of requestor
CMD USINT Command byte
STS USINT 0
TNSW UINT Transport word
FNC USINT Function code
PCCC_params Array of USINT CMD/FMC specific parameters

Response Message Name Data Type Description
Length USINT Length of requestor ID
Vendor UINT Vendor number of requestor
Serial Number UDINT ASA serial number of requestor
CMD USINT Command byte
STS USINT Status byte
TNSW UINT Transport word - Same value as request
EXT_STS USINT Extended status (if error)
PCCC_params Array of USINT CMD/FMC specific result data

Supported PCCC Command Types FNC Description
OF Hex 67 Hex PLC-5 typed write
OF Hex 68 Hex PLC-5 typed read
OF Hex A2 Hex SLC 500 protected typed read with 3 address fields
OF Hex AA Hex SLC 500 protected typed write with 3 address fields
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PLC-5/SLC and MicroLogix Interfaces

2.4. PLC-5/SLC and MicroLogix Interfaces

EtherNet/IP firmware versions 2.01 or later supports EtherNet/IP connections to the PLC-5 and SLC PLCs. As of
EtherNet/IP version 3.02, the PLC-5 and SLC interface supports:

Polling, Write-to-File, and Write-to-File-Synced receive communication methods.
PCCC based messages transferred by means of the PCCC object, including:

- SLC Typed Read Message

- SLC Typed Write Message

- PLC-5 Typed Read Message (Logical ASCII address format)

- PLC-5 Typed Write Message (Logical ASCII address format)

Configuration of the DeviceMaster UP only through the embedded web page. There is no DeviceMaster UP
configuration available through the PLC-5 and SLC PLCs. See the following topics for more information:

- 5.4. SLC or MicroLogix PLC Programming Example Instructions on Page 104
- 5.5 PLC-5PLC Programming Example Instructions on Page 131

Receive, transmit and statistics data.

Standard PLC-5/SLC file naming conventions.

Ethernet device interface via Ethernet TCP/IP sockets.

Application interface via Ethernet TCP/IP sockets.

Filtering and data extraction:

- String filtering of up to 128 bytes.

- RFID - EPCglobal tag data filtering and data extraction.

- Barcode - UPC/EAN barcode data filtering and data extraction.
- Independent filtering criteria to the PLC and application.

Serial data packet transfers up to 1518 bytes and socket packet data transfers up to 2048 bytes in the Write-to-File
and Write-to-File-Synced receive methods.

Controlled message rate to the PLC when operating in the Write-to-File receive method. This is accomplished by
setting the Maximum PLC Update Rate.

The primary differences between the PLC-5/SLC interface and the ControlLogix interfaces are:

Since the PLC-5 and SLC PLCs operate on a file memory system, the PLC-5/SLC interface provides Write-to-File and
Write-to-File-Synced communication methods. They operate in a very similar manner to the Write-to-Tag and Write-
to-Tag-Synced methods available for the ControlLogix family of PLCs.

Polling is performed through the PLC-5/SLC specific messages instead of accessing the Serial Port Data Transfer
object

When configuring the DeviceMaster UP to operate in Write-to-File or Write-to-File-Synced, enter the file name
starting with a “$” (i.e. $N10:0) for SLC and PLC-5, and with a “#” (i.e. #N10:0) for MicroLogix.

The maximum serial and socket port packet sizes in polling mode are smaller due to PCCC message size limitations.
The configuration options cannot be set through SLC or PLC-5 messages.

Note: While ControlLogix PLCs support the SLC and PLC-5 messages, using those messages on ControlLogix PLCs is not

recommended due to data size and performance considerations. For ease of programming, Comtrol recommends
the Write-to-File receive method used with the Maximum PLC Update Rate option
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2.4.1. Requirements

Your PLC-5/SLC must support:

e MultipHop

¢ ControlLogix devices

e EtherNet/IP

The following tables list PLCs that support EtherNet/IP and the required firmware version for each PLC.

Note: Older versions of the PLC firmware may or may not provide EtherNet/IP functionality. You must verify that an
older version of the PLC firmware provides EtherNet/IP functionality before you can use it with DeviceMaster UP.
Ifyou need to update your PLC firmware, contact your Rockwell distributor.

2.4.1.1. SLC5/05

Models Catalog Numbers Required Firmware Version for EtherNet/IP
1747-L551 Series A: FRN 5 or later
SLC5/05 1747-L552 Series C: FRN 3 or later
1747-L553
Reference: SLC 500 Instruction Set, Appendix A Firmware History, Rockwell Publication 1747-RM001D-EN-P
2.4.1.2. PLC-5
Models Catalog Numbers Required Firmware Version for EtherNet/IP
Base EtherNet/IP functionality:
Series C: Revision N or later
Series D: Revision E or later
1785-L20E, 1785-L40E, Series E: Revision D or later
Ethernet PLC-5 1785-L80E
Full EtherNet/IP Compliance:
Series C: Revision R or later
Series D: Revision H or later
Series E: Revision G or later
Enhanced PLC-5 1785-L11B, 1785-L20B, Series B: Revision N.1 or later
attached to Ethernet 1785-L30B, 1785-L40B, Series C: Revision N or later
Module 1785-L40L, 1785-L60B, Series D: Revision E or later
1785-L60L, 1785-L80B Series E: Revision D or later
1785-L30C15 Series C: Revision N or later
conmolllet PLC-> _ 11785.140C15 Series D: Revision E or later
Module 1785-L60C15 Series E: Revision D or later
1785-L80C15 All revisions
Series B:
Base EtherNet/IP functionality:
Ethernet Module 1785-Enet All revisions
Full EtherNet/IP Compliance:
Revision D or later
References:

e Enhanced & Ethernet PLC-5 Series and Enhancement History, Rockwell Publication G19099
e ControlNet Processor Phase, Series and Enhancement History, Rockwell Publication G19102

e PLC-5 Programmable Controllers System Selection Guide, Rockwell Publication 1785-SG001A-EN-P - March
2004

e Ethernet Interface Module Series B, Revision D Product Release Notes, Rockwell Publication 1785-RN191E-EN-P
- December 2002
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2.4.2. Messages

The PLC-5 and SLC 5/05 PLCs support the following PCCC messages:

Message Type PCCC Message ID Maximum Message Size Maximum Serial Packet Size

CLX: 242 SINTs (121 INTs) CLX: 238 SINTs (119 INTs)

SLC Typed Read 162 SLC: 206 SINTs (103 INTs) SLC: 202 SINTs (101 INTs)
PLC-5: 240 SINTs (120 INTs) PLC-5:236 SINTs (118 INTs)
CLX: 220 SINTs (110 INTs) 216 SINTs (108 INTSs)

SLC Typed Write 170 SLC: 206 SINTs 103 INTs) SLC: 202 SINTs (101 INTSs)
PLC-5: 238 SINTs (119 INTs) PLC-5:234 SINTs (117 INTs)
CLX: 234 SINTs (117 INTs) 230 SINTS (115 INTs)

PLC-5 Typed Read 104 SLC: 252 SINTs (126 INTs) SLC: 248 SINTs (124 INTs)
PLC-5: 238 SINTs (119 INTs) PLC-5:234 SINTs (117 INTs)
CLX: 226 SINTs (113 INTs) CLX: 222 SINTs (111 INTs)

PLC-5 Typed Write 103 SLC: 226 SINTs (113 INTs) SLC: 222 SINTs (111 INTs)
PLC-5:224 SINTs (112 INTs) PLC-5:220 SINTs (110 INTs)

2.4.2.1. DeviceMaster UP File Addressing

The following tables display the DeviceMaster UP file addressing for the PLC-5/SLC messages.

Serial . Receive Data Receive Data . Transmit Data
Port R%c:g € | Produced Sequence |Consumed Sequence Tr‘;")l;g"t Sequence Statistics
Number Number Number Number
1 N10:0 N10:128 N10:129 N11:0 N11:128 N12:0
2 N20:0 N20:128 N20:129 N21:0 N21:128 N22:0
3 N30:0 N30:128 N30:129 N31:0 N31:128 N32:0
4 N40:0 N40:128 N40:129 N41:0 N41:128 N42:0
. Receive Data Receive Data . Transmit data
s%:ll::;tlf eorrt R(Ia)c:g € | Produced Sequence | Consumed Sequence Tr%r;.:lmt Sequence
Number Number Number
1 N50:0 N50:128 N50:129 N51:0 N51:128
2 N60:0 N60:128 N60:129 N61:0 N61:128
3 N70:0 N70:128 N70:129 N71:0 N71:128
4 N80:0 N80:128 N80:129 N81:0 N81:128
Note: There are no statistics available for the Ethernet socket ports.
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Receive Data Message

2.4.3. Receive Data Message

The Receive Data message format is similar to the format used in the Serial Port Data Transfer Object. However, the data
is in 16-bit integer format instead of byte format The 16-bit integer format is required when connecting to PLC-5 and
SLC PLCs.

The following table displays the format of the Receive Data message.

Name Data Type Data Value(s) Access Rule
Receive (DeviceMaster UP to PLC) message Read only
data.
Structure of:
Produced data sequence number UINT 0-65535 (FFFF hex)
Data length (in bytes) UINT 0-222 (SLC) 0-248 (PLC-5)*

Array of UINT 0-65535

Data array

Receive messages have the following characteristics:

It returns all data in UINTs.
The data length field indicates the number of valid bytes contained in the message.

The message received from the PLC determines the actual length of the message returned to the PLC. (This is often
greater than the length of the actual Receive Data Message.)

All unused bytes in a message returned to the PLC are filled with zeroes.

The default order of the bytes is Least Significant Byte First However, you can select the (PLC-5/SLC) Rx MS Byte
First option in the web page to return bytes by Most Significant Byte First. For more information, see (PLC-5/SLC)
Rx MS Byte First under 3.3.3. Serial Packet Identification on Page 65.

The DeviceMaster UP supports serial packets of up 1518 bytes and socket packets up to 2048 bytes in the Write-To-
File and Write-to-File-Synced receive methods.

For large received data packets:

- The data will automatically be placed in sequential files.

- The files must be 256 integers in size with the exception of the last file. The last file may be shorter than 256
integers as long as the total length of all files in the sequence is sufficient to hold the largest receive packet, plus
two integers for the sequence number and length parameters.

- All data will have been transferred to the PLC when the sequence number is updated.
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Transmit Data Message

2.4.4. Transmit Data Message

The Transmit Data message format is similar to the format used in the Serial Port Data Transfer Object However, the data
is in 16-bit integer format instead of byte format The 16-bit integer format is required when connecting to PLC-5 and
SLC PLCs.

The following table displays the format of the Transmit Data message.

Name Data Type Data Value(s) Access Rule
Transmit (PLC to DeviceMaster UP) Read/Write
message data.
Structure of:
Produced data sequence number UINT 0-65535 (FFFF hex)
Data length (in bytes) UINT 1-202 (SLC) 1-222 (PLC-5)
Data array Array of UINT 0-65535

Transmit messages have the following characteristics:

e Ittransfersall data in UINTs

¢ The data length field indicates the number of valid bytes contained in the message.

¢ The actual length of a message received from the PLC may contain extra, unused data.
e Itignores all unused bytes in a message.

e The default order of the bytes is L east Significant Byte First. However, you can select the (PLC-5/SLC) Tx MS Byte
First option in the web page to transmit bytes by M ost Significant Byte Fir st. For more information, see (PLC-5/SLC)
Tx MS Byte First under 3.3.3. Serial Packet Identification on Page 65.

¢ A Get returns the last successfully transmitted serial/socket packet.

2.4.5. Sequence Number Messages

PLC-5/SLC typed read and typed write messages can read and modify both receive and transmit produced data
sequence numbers. These are the same sequence numbers returned to the PLC in the Receive Data Message and sent to
the DeviceMaster UP in the Transmit Data message. Access to these sequence numbers are provided primarily for
initialization purposes at the start of the PLC program when you may want to initialize the sequence numbers on the
PLC, DeviceMaster UP or both.

PLC-5/SLC typed read and write messages can also read and modify the consumed receive sequence number(s). The
consumed receive sequence number(s) are used in the Write-to-File-Synced communication method.
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Retrieve Statistics Message

2.4.6. Retrieve Statistics Message

The data returned from the Retrieve Statistics message is identical to the data returned for the Serial Port Statistics Object.
The Retrieve Statistics message formats the data into 32-bit integers and returns data in an array of Sjust like all data sent
to a PLC-5 or SLC PLC. The first contains the least significant word and the second contains the most significant word.

The following table displays the format of the Retrieve Statistics message.

Index Name Data Type Data Value(s) Access Rule
1 Receive Byte Count UDINT O=default Read only
2 Receive Packet Count UDINT O0=default Read only
3 Transmit Byte Count UDINT 0=default Read only
4 Transmit Packet Count UDINT O0=default Read only
5 Dropped Packet to PLC Count UDINT 0=default Read only
6 Parity Error Count UDINT 0=default Read only
7 Framing Error Count UDINT O=default Read only
8 Overrun Error Count UDINT 0=default Read only
9 Received Consumed Sequence Error Count{UDINT 0=default Read only
10 Duplicate Transmit Sequence Number UDINT O=default Read only
errors
11 Unexpected Transmit Sequence Number |UDINT O0=default Read only
errors
12 Dropped Packet to Application Count UDINT O=default Get
The Retrieve Statistics messages have the following characteristics.
Retrieve Statistics Message Description
Receive Byte Count This attribute counts the number of bytes received on the serial port
Receive Packet Count This attribute counts the number of packets received on the serial port.
Transmit Byte Count This attribute counts the number of bytes transmitted on the serial port.
Transmit Packet Count This attribute counts the number of packets transmitted on the serial port.

intended for the PLC due to:

¢ No STX byte(s) found

Dropped Packet to PLC Count  |[*  No ETX byte(s) found

e Time-outs

e Too large of packet

e Receive buffer queue overflows

This attribute counts the number of dropped receive packets on the serial port

Parity Error Count serial port.

This attribute counts the number of packets with parity errors received on the

Framing Error Count ;
serial port

This attribute counts the number of packets with framing errors received on the

Overrun Error Count the serial port.

This attribute counts the number of packets with overrun type errors received on
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Retrieve Statistics Message

Retrieve Statistics Message Description (Continued)

Received Consumed Sequence
Error Count

This attribute counts the number of received consumed sequence number errors.
The DeviceMaster UP only increments this number when all of the following
statements are true:

* You selected the Unsolicited - Write-to-Tag-Synced method of receive
communication.

e DeviceMaster UP receives a serial packet.

¢ The Consumed Sequence number is out of sync. (It is not equal to the
Produced Sequence number or equal to the Produced Sequence number minus
one.)

Duplicate Transmit Sequence
Number Error Count

This attribute counts the number of Duplicate Transmit Sequence Number errors.
The DeviceMaster UP increments this number when the following statements are
true:

¢ You enabled the Transmit Sequence Number Checking configuration option.
See Transmit Sequence Number Checking under 3.6.1. Ethernet/IP Settings on
Page 71 for additional information.

e DeviceMaster UP receives a transmit message with a sequence number equal
to the previous sequence number. (The DeviceMaster UP expects this sequence
number to be incremented by one from the sequence number in the previous
transmit message.)

Unexpected Transmit Sequence
Number Error Count

This attribute counts the number of Unexpected Transmit Sequence Number
errors.The DeviceMaster UP increments this number when the following
statements are true.

¢  You enabled the Transmit Sequence Number Checking configuration option. See
Transmit Sequence Number Checking under 3.6.1. Ethernet/IP Settings.

e DeviceMaster UP receives a transmit message with a sequence number that is
not equal to either the previous sequence number or the previous sequence
number plus one. (The DeviceMaster UP increments this sequence number by
one with each new transmit message.)

Dropped Packet to Application
Count

This attribute counts the number of dropped receive packets on the serial port
intended for the application due to:

¢ No STX byte(s) found
¢ No ETX byte(s) found
¢ Time-outs

¢ Too large of packet

¢ Receive buffer queue overflows
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Receive Communication Methods

2.4.7. Receive Communication Methods

There are three methods of transferring received data to the PLC from the DeviceMaster UP.

2.4.7.1. Unsolicited - Write to File Receive Method

Note: This is the recommended receive method.

When a serial/socket packet is received on the

DeviceMaster UP, the data packet is Unsolicited - Write to File Receive Data Flow
immediately written to a file data location on Serial/Socket .

. ) : DeviceMast PL
the PLC. The following diagram shows the data Device SRR Eifigiiat &
flow.

(Tag Write message
with serial/socket

The following restrictions apply to this method: it

Y

W -1

e The Receive Data File Name must be the
same file name and offset defined to
receive data on the PLC.

e The file on the PLC must be of integer type and must be of sufficient size to contain the sequence number, length,
and data field associated with the maximum sized received data structure. See 2.4.3. Receive Data Message on Page
54 for more information.

¢ New data is indicated with an incremented sequence number.

¢ The PLC program must be able to process the new data faster than the data can be received. To accomplish this, set
the Maximum PLC Update Rate to an interval time that will allow your PLC to process the data. The default of 40
milliseconds may or may not need to be increased for your PLC application.

2.4.7.2. Unsolicited - Write to File Synced Receive Method

This method provides a syncing option to allow the PLC to control the data flow by indicating when it is ready for the next
serial data packet.

In this method, the serial/socket packet is not Unsolicited - Write to File Synced Receive Data Flow
written into the file on the PLC until the
consumed receive sequence number has been Serial/Socket

DeviceMaster PLC

updated by the PLC to match the produced receive Device R

data sequence number. Then the data is written
into the file data location on the PLC in the same

(Tag Write message

. - with serial/socket >
way as the Write-to-File method. data) =
o ]
The following restrictions apply to this method: =
¢ The Receive Data File Name must be the (Update Consumed
same file name and offset defined to receive Sequence Number)

data on the PLC.

¢ The file on the PLC must be of integer type and must be of sufficient size to contain the sequence number, length,
and data field associated with the maximum sized received data structure. See 2.4.3. Receive Data Message on Page
54 for more information.

¢ New data is indicated with an incremented sequence number.

¢ New data will not be written to the file on the PLC until the consumed receive sequence number has been
incremented to match the last produced receive sequence number.

¢ While the DeviceMaster UP queues received serial/socket port data, the PLC program must consume the new data
faster than the data can be received on the serial port to ensure the receive buffers on the DeviceMaster UP do not
overflow. (Example: If two packets can be received per second on the serial port, then the consumption rate would
need to be at least one packet every 500 msec.)
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2.4.7.3. Polling Receive Method

This method provides the polling method that allows the PLC to request data on a periodic basis.

In this method, the serial/socket data is returned
in the response to the data request message.

The following restrictions apply to this method:

Polling Receive Data Flow

Serial/Socket

Device DeviceMaster PLC
The file on the PLC must be of integer type
and must be of sufficient size to contain the Ethernet
sequence number, length, and data field (D:qt:::z;:fm S
associated with the maximum sized received °
data structure. See 2.4.3. Receive Data NS
Message on Page 54 for more information. (Data response

Message)

New data is indicated with an incremented
sequence number.

The same data may be returned more than once. However, the same data packet will also return the same sequence

number.
No data is indicated with a length of zero.

While the DeviceMaster UP queues received serial port data, the PLC program must poll for new data faster than the
data can be received on the serial port to ensure the receive queues on the DeviceMaster UP do not overflow.
(Example: If two packets can be received per second on the serial port, then the polling rate would need to be at least

once every 500 msec.)
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Chapter 3. Embedded Configuration Pages

This chapter provides detailed information about the embedded web pages for serial and Ethernet device configuration.
Ethernet devices are configured via an Ethernet TCP/IP socket connection. The latest Modbus/TCP firmware must be
installed before you can configure network or serial/socket port characteristics. For firmware installation and setup

information, see the DeviceMaster UP Hardware Installation and Configuration Guide or the PortVision Plus help system.

Use the Modbus/TCP Interface Configuration Guide (Page 10) to locate configuration procedures for your site and use
this chapter as a reference if you need information about specific fields. The Interface Configuration Guide is intended to
provide you with a way to quickly configure.devices such as barcode scanners, RFID readers, and printers. In addition,
there is also a section that discusses configuring read /write devices such as some printers and weigh scales.

Note: ControlLogix PLC environments can optionally change the serial/socket port settings through the ControlLogix
PLC using the Serial Port Configuration (2.3.1. Serial Port Configuration Object Definition (70 Hex) on Page 15) or

Socket Port Configuration (2.3.4. Socket Port Configuration Object Definition (73 Hex) on Page 32) objects.

3.1. Overview

The following overview shows how to access the DeviceMaster UP Server Configuration embedded web page and
configure serial and Ethernet device interfaces.

If you have not configured the network information into the DeviceMaster UP during initial setup, you must configure
the network information before configuring serial/socket port characteristics. See the DeviceMaster UP Hardware
Installation and Configuration Guide or the PortVision Plus help system for help configuring the network settings.

1. From PortVision Plus, highlight the DeviceMaster UP that you want to CIEE
configure and select Web M anager. [ fe Gh vew Gowis twb G | &
Note: Optionally, enter the IP address of the device in the Address box |

of your web browse.

2. Select the appropriate procedure for your environment. i >

Network Enabling Devices
Serial Device
. . . . Server Configuration
a. Select Serial Device Configuration.
Select the appropriate port to access the Edit Serial Port aorial nomber: ot e e
Configuration page for that port. IP Gonfig: Statis
. ) . . DE‘V.CE'MAS‘TER' IP Address: 192.168.11.4
c. Change the serial port configuration properties (Page 63) as up P Netmask:  285.235.0.0
required for your site. e
Ethernet Device e
. . . nterface Diagnostics
a. Select Ethernet Device Configuration. Congim g
b. Select the appropriate socket to access the Edit Socket Port -
Configuration page for that port. I
c. Change the socket port configuration properties (Page 67) as w WEBSERVER| -
required for your site. @ e L/j

3. Select Submit to commit the changes and repeat for each port.
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Embedded Web Pages Overview

4. Use the appropriate procedure for your environment to complete the DeviceMaster UP installation.

e ControlLogix PLC: 5.3. ControlLogix PLC Programming Example Instructions on Page 91 describes how to use
RSLogix 5000 to configure and run the DeviceMaster UP.

e SLCor MicroLogix PLC: 5.4. SLC or MicroLogix PLC Programming Example Instructions on Page 104 describes
how to use RSLogix 500 to configure and run the DeviceMaster UP.

e PLC-5PLC: 5.5. PLC-5 PLC Programming Example Instructions on Page 131 describes how to use RSLogix 5 to
configure and run the DeviceMaster UP.

3.2. Embedded Web Pages Overview

The embedded web pages are the easiest way to configure serial and
Ethernet device port settings for a DeviceMaster UP.

Access the main DeviceMaster UP web page (Server Configuration) from
PortVision Plus or enter the I[P address of the DeviceMaster UP in the Network Enabling Devices
Addressbox of your web browser.

The Server Configuration page displays the software version and current Servertanfiguratcn

network configuration for the DeviceMaster UP. In addition, the Server
Configuration page links to the configuration, statistics, and diagnostics

Software: EtherNet/IP 2.06
Serial Number: 9011 - 65534

pages, which are discussed in the table below. IP Config: Static
DE.V CE’MAS‘TER" IP Address: 192.168.11.4
o IP Netmask: 255.255.0.0
. . IP Gateway:  0.0.0.0
Server Conflguratlon Page Serial Device Configuration
. N N Ethernet Device Configuration
Software Modbus/TCP firmware version currently running on e e e
the DeviceMaster UP. PLC Interface Diagnostics

Configure Netvrork

Serial Number DeviceMaster UP serial number.

IP Config Type of [P configuration currently in use (static or _ Fboat_|
DHCP).

|P Address, IP IP address, netmask, and gateway configured in the

Netmask, and IP DeviceMaster UP

Gateway '

Opens the Serial Device Configuration page (3.3.Serial
Serial Device Device Configuration Page on Page 63), which provides
Configuration an overview of the serial device interface settings and

access to the Edit Serial Port Configuration page for
serial port configuration on the selected port

Opens the Ethernet Device Configuration page (3.4..
Ethernet Device Configuration Page on Page 67), which
Ethernet Device |provides an overview of the Ethernet device interface
Configuration settings and access to the Edit Socket Port Configuration
page for Ethernet device configuration on the selected
socket port.

Opens the Communication Statistics page (4.1. Serial/
Communication |Ethernet Device Communication Statistics on Page 80),
Satistics which contains the serial and Ethernet device interface
statistics.

Opens the PLC Interface Diagnostics page (4.4. PLC
PLC Interface |Interface Diagnostics on Page 85), which contains the

Diagnostics statistics and error reporting for the Modbus/TCP PLC
interface.
Opens the Configure Network page (3.7. Edit Network
Configure Configuration Page on Page 78), which can be used to
Network modify DeviceMaster UP network configuration after

initial configuration using PortVision Plus.
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Serial Device Configuration Page

Server Configuration Page

Reboot ‘Reboots the DeviceMaster UP.

3.3. Serial Device Configuration Page

The Serial Device Configuration page provides:
¢ Links to other pages

e Access to the Edit Serial Port Configuration page for each
port (Port #)

e An overview of serial device configuration settings for
each port displays the current settings

To change these settings for a port, select the corresponding
Port #link, which opens the Edit Serial Port Configuration
page. See 3.3.1. Edit Serial Port Configuration Page on Page 63
to locate information for each setting area.

3.3.1. Edit Serial Port Configuration Page

Network Enabling Devices

Serial Device Configuration

Server Configuration Home
Ethernet Device Configuration
Communication Statistics

PLC Interface Diagnostics

4

Select the appropriate serial
port number to configure the
serial port characteristics.

Use the Edit Serial Port Configuration page to change a serial port’s configuration parameters.

To access the Edit Serial Port Configuration page, select the appropriate port number link (for example, Port 1) on the

Serial Device Configuration page.

The next two subsections discuss the Serial Port and Serial Packet ID Settings areas on this page. The remainder of the
page is discussed in the following subsections, which are located under the 3.6. Common Configuration Areas (Serial or

Ethernet Device) section:
e 3.6.1. Ethernet/IP Settings on Page 71

e 3.6.2 Filtering/Data Extraction Configuration on Page 73

e 3.6.3. Application TCP Connection Configuration on Page 76

e 3.6.4. Saving Port Options on Page 77
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3.3.2. Serial Configuration

Use the Serial Configuration area of the Edit Serial Port

Serial Configuration

Configuration page to configure serial port characteristics  mode: [Fe232 7]
for the device that you plan on connecting to the port. Bald: EETmE
Parity: Im
Data Bits: IE
Stop Bits: IEI
Flow: Im
DTR: off
Rx Timeout Between Packets: [ 2m (ms)

Serial Configuration

M ode Select the communications mode for the serial device that you are connecting to the port
The available modes are RS-232, RS-422, and RS-485.
Select a baud rate from the list The baud rate that you select determines how fast
Baud ; S
information is transferred through a port
Select a method for error checking.
 None- When the parity is set to none, there is no parity bit, and DeviceMaster UP does
not perform parity checking.

Parity ¢ Odd - Indicates that the sum of all the 1-bits in the byte plus the parity bit must be odd.
When the total is odd, the parity bit is set to zero, when it is even, the parity bit is set to
one.

¢« Even - When the sum of all the 1-bits is even, the parity bit must be set to zero; when it
is odd, the parity bit must be set to one.

Data Bits Select the number of bits that make up the data. Choose from 5, 6, 7 or 8-bits.

Sop Bits Select the number of bits to mark the end of data transmission.

Specifies the ability to start and stop the flow of data without the loss of bytes. Select a
method for controlling the flow of data from the following list:

¢ None- Indicates flow control is not in affect

¢ RTS/CTS- Request To Send (RTS) tells the receiving device that the sending device

Flow has data that is ready to send and Clear To Send (CTS) indicates the device is ready to

accept data.

¢ XON/XOFF - When selected, applies the standard method of controlling data flow
between two modems.

¢ Half Duplex - Transmits data in half-duplex mode.

Select the state of Data Terminal Ready (DTR).

e on- Enables DTR.

DTR .

e Off - Disables DTR.

¢ WhenEnabled - Select this option when enabling the serial port through the PLC.

Specifies the following information:

Rx Timeout ¢ How long the DeviceMaster UP should wait (in milliseconds) before timing-out, if the

Between Packets ETX Rx Detect length is one byte or two bytes and the ETX byte(s) are not received.

¢ The time to wait in milliseconds between serial packets if the ETX Rx Detect length is
set to none.
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3.3.3. Serial Packet Identification

Use the Serial Packet Identification area of the Edit Serial Configuration page to configure the raw data serial packet
identification (ID) settings for a serial port

Serial Packet Identification

STX {Start of Transmission) Rx Detect: |0ne byte j Byte 1:|2 Byte 2:|
ETX {End of Transmission) Rx Detect: |0ne byte j Byte 1:|3 Byte 2:|
Discard Rx Packets With Errors: I~

PLC Specific Settings
STX {Start of Transmission) Tz Append: |n0ne j Byte 1:| Byte 2:|
ETX {End of Transmission) Tz Append: |n0ne j Byte 1:| Byte 2:|
Strip Rx STX/ETX: I~

Application Specific Settings
STX {Start of Transmission) Tz Append: |n0ne j Byte 1:| Byte 2:|
ETX {End of Transmission) Tz Append: |n0ne j Byte 1:| Byte 2:|
Strip Rx STX/ETX: O

For more information on serial packet ID settings, see 2.3.1. Serial Port Configuration Object Definition (70 Hex) on Page

15.

Serial Packet Identification

STX (Sart of
Transmission)
Rx Detect

When enabled, the DeviceMaster UP detects an STX (start of transmission) byte sequence which is
configured as one byte or two bytes when it receives a serial packet

The length indicates the number of STX bytes, valid values for length are:

e none- Disables this function and the DeviceMaster UP accepts the first byte received after the
last ETX byte(s) as the start of the next data packet

e onebyte- Scans serial data for one STX byte and when the DeviceMaster UP finds an STX byte
it collects the data. If the first byte is not the STX byte, it discards the byte. The DeviceMaster
UP continues to discard the bytes until it finds an STX byte.

e two bytes- Scans serial data for two STX bytes and when the DeviceMaster UP finds two STX
bytes it collects the data. If the STX bytes cannot be found, it discards the bytes. The
DeviceMaster UP continues to discard the bytes until it finds the two STX bytes.

Byte 1 - Specifies the character that represents the first STX byte. The DeviceMaster UP looks for
this character in the first STX byte, if the length is one byte or two bytes. You can specify a value
between 0 and 255 in decimal format.

Byte 2 - Specifies the character that represents the second STX byte. The DeviceMaster UP looks
for this character in the second STX byte, only if the length is two bytes. You can specify a value
between 0 and 255 in decimal format

ETX (End of
Transmission)
Rx Detect

When enabled, the DeviceMaster UP detects an ETX (end of transmission) byte sequence that is
configured as one byte or two bytes marking the end of the serial packet.

The length indicates the number of ETX bytes, valid values for length are:

e none- Disables this function and the DeviceMaster UP uses the Rx Timeout Between Packets
to indicate the end of data packet.

e onebyte- Scans serial data for one ETX byte and when the DeviceMaster UP finds the ETX
byte, it identifies the data as a serial packet.

e two bytes- Scans serial data for two ETX bytes and when the DeviceMaster UP finds the ETX
bytes, it identifies the data as a serial packet

Byte 1 - Specifies the character to scan for in the first ETX byte, if the length is one byte or two
bytes. You can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the character to scan for in the second ETX byte, if the length is two bytes. You
can specify a value between 0 and 255 in decimal format.
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Serial Packet Identification(Continued)

Discard Rx Pkts

By default, this box is checked and the DeviceMaster UP discards serial packets with errors. Clear

with Errors the check box when you need to receive a serial packet with errors to troubleshoot an issue.
When enabled, the DeviceMaster UP appends an STX (start of transmission) byte sequence which
is configured as one byte or two bytesto the beginning of the serial packet before it is sent.

PLC Specific The length indicates the number of STX bytes, values for length are:

Settings ¢ none- Disables this function.

and

Application Specific |°

one byte- Inserts one STX byte before the data.

Settings
ETX Tx Append

Settings ¢ two bytes- Inserts two STX bytes before the data.
STX Tx Append Byte 1 - Specifies the transmit character associated with the first STX byte, if the length is one
PP byte or two bytes You can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the transmit character associated with the second STX byte, if the length is two
bytes. You can specify a value between 0 and 255 in decimal format.
When enabled, the DeviceMaster UP appends an ETX (end of transmission) byte sequence which
is configured as one byte or two bytesto the end of the serial packet before it is sent

PLC Specific The length indicates the number of ETX bytes, valid values for length are:

Settings ¢ none- Disables this function.

and

Application Specific ‘

one byte- Inserts one ETX byte at the end of the data.
e two bytes- Inserts two ETX bytes at the end of the data.

Byte 1 - Specifies the transmit character associated with the first ETX byte, if the length is set to
one byte or two bytes You can specify a value between 0 and 255 in decimal format

Byte 2 - Specifies the transmit character associated with the second ETX byte, if the length is two
bytes. You can specify a value between 0 and 255 in decimal format.

PLC Specific
Settings

and

Application Specific
Settings

Srip Rx STX/ETX

When you select this check box, the DeviceMaster UP strips STX/ETX characters from received
serial packets. Clear the check box when you do not want the DeviceMaster UP to strip STX/ETX
characters from received serial packets.

Serial Packets sent from the PLC or application to the DeviceMaster UP (over Ethernet), and then
sent out the serial port, are not checked for STX/ETX.

No STX/ETX character stripping occurs in these serial packets, and framing/parity/overrun
error checking does not apply.
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3.4. Ethernet Device Configuration Page

The Ethernet Device Configuration page provides:
e Links to other pages

e Access to the Edit Socket Port Configuration page for each port
(Port #)

e Anoverview of Ethernet device configuration settings
The overview area for each port displays the current settings.

To change these settings for a port, select the corresponding Port #
link, which opens the Edit Socket Port Configuration page. See 3.3.1.

Edit Serial Port Configuration Page on Page 63 to locate information

for each setting area.

3.5. Edit Socket Port Configuration Page

Network Enabling Devices

Ethernet Device Configuration

Server Configuration Home
Serial Device Configuration

Communication Statistics
PLC Interface Diagnostics

Select the appropriate socket ___jggm Socket 1
port number to configure the
socket port characteristics.

This section discusses the following:
e 3.5.1. Device TCP Connection Configuration

e 3.5.2. Socket Packet ID Settings on Page 69

3.5.1. Device TCP Connection Configuration

Access to the Edit Socket Port Configuration page is provided by selecting the corresponding socket number on the

Ethernet Device Configuration page (for example, Socket 1).

The remainder of this subsection discusses the  pyice TP connection configuration

Device TCP Connection Configuration area on this ¢, 4pie:
page. Listen:
The other areas of this page are discussed in the  Listen port:
following subsections, which are located under
the 3.6. Common Configuration Areas (Serial or
Ethernet Device) section:

e 3.6.1. Ethernet/IP Settings on Page 71

e 3.6.2 Filtering/Data Extraction o
Configuration on Page 73 MlSTIEner:

e 3.6.3. Application TCP Connection
Configuration on Page 76

e 3.6.4. Saving Port Options on Page 77

Connect To Mode:
Connect Port:

Disconnect Mode:

Connect IP Address:

O
O

oo

T

IU— {msec)
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The following table provides information about configuring the Device TCP Connection Configuration area.

Device TCP Connection Configuration

This setting enables/disables the Device Ethernet Device. Enabling this function allows an Ethernet
TCP/IP device to be connected to a PLC and/or application. If both the PLC and application are
connected to the device, both can transmit to and receive data from the device socket port However,
the PLC and application cannot communicate directly to each other.

Ethernet Device Device Socket Interface

Enable PLC
DeviceMaster
. EthemetiP |5
: S
Enabling this setting allows the device to connect to the DeviceMaster UP via an Ethernet TCP/IP
socket.
Listen ¢ Not selected - Disables listening; the DeviceMaster UP will not accept connection attempts.

e Selected - Enables listening; the DeviceMaster UP will accept connection attempts from the
specified Listen Port.

Listen Port

This is the socket port number on the DeviceMaster UP the application will connect to if the Device
Listen Enableis selected.

Connect To
Mode

This setting specifies if and how the DeviceMaster UP attempts to connect to the device at the
specified Connect | P Addressand Connect Port.

¢ Never - The DeviceMaster UP will not attempt to connect to the device.

¢ Connect-Always- The DeviceMaster UP will attempt to connect to the device until a connection
is made.

¢ Connect-On-Data - The DeviceMaster UP will not attempt to connect to the device until there is
data to send to the device. Once data is received for the device, the DeviceMaster UP will attempt
to connect to the device until a connection is made.

Connect Port

The device socket port number the DeviceMaster UP will connect to if the Device Connect To Mode
is set to either Connect-Always or Connect-On-Data.

Connect IP The device IP address the DeviceMaster UP will connect to if the Device Connect To Modeis set to
Address either Connect-Always or Connect-On-Data.
This setting specifies if and how the DeviceMaster UP disconnects from the device.
Disconnect |¢ Never - The DeviceMaster UP will not disconnect from the device.
Mode ¢ ldle- The DeviceMaster UP will disconnect when there has been no transmit or received data
between the device and PLC/application for a specified Idle Timer period
Idle Timer The idle timeout period in milliseconds that is used if the Device Disconnect Modeis set to | dle.
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3.5.2. Socket Packet ID Settings

This subsection discusses the SocketPacket ID Settings area of the Ethernet Device Configuration page.

Socket Packet ID Settings
Rx Timeout Between Packets: 0 (rms)
STX (Start of Transmission) Rx Detect: D v eyte o |pyte 2: 1 (dec)
ETX (End of Transmission) Rx Detect: — v eyte o |pyte 2: 1 (dec)
PLC Specific Settings
STX (Start of Transmission) Tx Append: — v eyte o |pyte 2: 1 (dec)
ETX (End of Transmission) Tx Append: e v eyte o |pyte 2: ' (dec)
Strip Rx STX/ETX: O
Application Specific Settings
STX (Start of Transmission) Tx Append: D v eyte o |pyte 2: 1 (dec)
ETX (End of Transmission) Tx Append: — v eyte o |pyte 2: 1 (dec)
Strip Rx STX/ETX: O

Socket Packet ID Settings

Specifies the following information:

¢ How long the DeviceMaster UP should wait (in milliseconds) before timing-out, if
Rx Timeout Between the ETX Rx Detect length is one byte or two bytes and the ETX byte(s) are not
Packets received.

e The time to wait in milliseconds between Ethernet packets if the ETX Rx Detect
length is set to none.

When enabled, the DeviceMaster UP detects an STX (start of transmission) byte
sequence which is configured as one byte or two bytes when it receives an Ethernet
packet The length indicates the number of STX bytes, valid values for length are:

¢ none- Disables this function and the DeviceMaster UP accepts the first byte
received after the last ETX byte(s) as the start of the next Ethernet packet

e onebyte- Scans Ethernet data for one STX byte and when the DeviceMaster UP
finds an STX byte it collects the data. If the first byte is not the STX byte, it discards
the byte. The DeviceMaster UP continues to discard the bytes until it finds an STX
byte.

two bytes- Scans Ethernet data for two STX bytes and when the DeviceMaster UP
finds two STX bytes it collects the data. If the STX bytes cannot be found, it discards
the bytes. The DeviceMaster UP continues to discard the bytes until it finds the two
STX bytes.

Byte 1 - Specifies the character that represents the first STX byte. The DeviceMaster UP
looks for this character in the first STX byte, if the length is one byte or two bytes. You
can specify a value between 0 and 255 in decimal format.

STX (Start of
Transmission) Rx Detect

Byte 2 - Specifies the character that represents the second STX byte. The DeviceMaster
UP looks for this character in the second STX byte, only if the length is two bytes. You
can specify a value between 0 and 255 in decimal format.
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Socket Packet ID Settings

ETX (End of
Transmission) Rx Detect

When enabled, the DeviceMaster UP detects an ETX (end of transmission) byte
sequence that is configured as one byte or two bytes marking the end of the Ethernet
packet The length indicates the number of ETX bytes, valid values for length are:

e none- Disables this function and the DeviceMaster UP uses the Rx Timeout
Between Packets to indicate the end of data packet

¢ onebyte- Scans Ethernet data for one ETX byte and when the DeviceMaster UP
finds the ETX byte, it identifies the data as an Ethernet packet.

e two bytes- Scans Ethernet data for two ETX bytes and when the DeviceMaster UP
finds the ETX bytes, it identifies the data as an Ethernet packet

Byte 1 - Specifies the character to scan for in the first ETX byte, if the length is one byte
or two bytes. You can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the character to scan for in the second ETX byte, if the length is two
bytes. You can specify a value between 0 and 255 in decimal format.

PLC Specific Settings and
Application Specific
Settings

STX Tx Append

When enabled, the DeviceMaster UP appends an STX (start of transmission) byte
sequence which is configured as one byte or two bytes to the beginning of the Ethernet
packet before it is sent. The length indicates the number of STX bytes, values for length
are:

¢ none - Disables this function.
¢ one byte - Inserts one STX byte before the data.
e two bytes - Inserts two STX bytes before the data.

Byte 1 - Specifies the transmit character associated with the first STX byte, if the length
is one byte or two bytes You can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the transmit character associated with the second STX byte, if the
length is two bytes. You can specify a value between 0 and 255 in decimal format

PLC Specific Settings and
Application Specific
Settings

ETX Tx Append

When enabled, the DeviceMaster UP appends an ETX (end of transmission) byte
sequence which is configured as one byte or two bytesto the end of the Ethernet
packet before it is sent The length indicates the number of ETX bytes, valid values for
length are:

¢ none- Disables this function.
e onebyte- Inserts one ETX byte at the end of the data.
e two bytes- Inserts two ETX bytes at the end of the data.

Byte 1 - Specifies the transmit character associated with the first ETX byte, if the length
is set to one byte or two bytes You can specify a value between 0 and 255 in decimal
format

Byte 2 - Specifies the transmit character associated with the second ETX byte, if the
length is two bytes. You can specify a value between 0 and 255 in decimal format

PLC Specific Settings and
Application Specific
Settings

Strip Rx STX/ETX

When you select this check box, the DeviceMaster UP strips STX/ETX characters from
received Ethernet packets. Clear the check box when you do not want the DeviceMaster
UP to strip STX/ETX characters from received Ethernet packets.

Packets sent from the PLC or application to the DeviceMaster UP (over Ethernet), and
then sent out the Ethernet port, are not checked for STX/ETX. No STX/ETX character
stripping occurs in these Ethernet packets.
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3.6. Common Configuration Areas (Serial or Ethernet Device)

The Edit Serial Port Configuration and Edit Socket Port Configuration pages have the following areas in common. This
section discusses the following:

e 3.6.1. Ethernet/IP Settings on Page 71
e 3.6.2 Filtering/Data Extraction Configuration on Page 73

e 3.6.3. Application TCP Connection Configuration on Page 76

3.6.1. Ethernet/IP Settings

Use this area to set up the EtherNet/IP settings for a serial or socket port using the appropriate Edit Port Configuration
page.

EtherNet/IP Settings

Rx (To PLC) Ethernet Transfer Method: IPDIIing j
PLC IP Address: oo

PLC Controller Slot Number (ControlLogix Family): ID_

Maximum PLC Update Rate {Write-To-Tag/File): lam— {msec)
Maximum Rx Data Packet Size: IW (bytes)
Oversized Rx Packet Handling: lm,

Rx {To PLC) Produced Data Tag/File Name: I

Mote: File names for SLC/PLC-5 must begin with a "§" (i.e. $N10:0).
Mote: File names for MicroLogix must begin with a "#" (i.e. #N10:0),
Tx Sequence Number Checking:

Disable Non-Filtered To PLC Rx Queue:
(PLC-5/SLC) Rx MS Byte First:
(PLC-5/SLC) Tx MS Byte First:

[ I R

For more information on EtherNet/IP settings, see 2.3.1. Serial Port Configuration Object Definition (70 Hex) on Page 15.

Ethernet/IP Settings (Serial or Socket Port)

Specifies the Ethernet data transfer method used by the DeviceMaster UP. There are three
methods that the DeviceMaster UP can use to transfer data received from a serial or Ethernet
device to the PLC. These methods are:

e Write-to-Tag/File - The DeviceMaster UP writes the serial data directly into a tag or file on
the PLC. However, it should only be used if the PLC can scan and consume the serial data
faster than the serial device can produce it.

Rx (ToPLC) Ethernet |o  Write-to-Tag/File-Synced - The DeviceMaster UP writes the serial data into a tag or file on
Transfer Method the PLC and provides a mechanism to synchronize the data flow between the PLC and the
DeviceMaster UP. Use this method when you want to ensure that the tag or file is not
overwritten before the PLC can consume the data.

e Polling - The PLC requests data on a periodic basis. It provides the ability to control the
received data flow. However, it does require periodic data requests and the request rate
must be fast enough to ensure that the serial port receive queues on the DeviceMaster UP
do not overflow.

Specifies the IP address for the PLC Modbus/TCP card.
Note: The Polling method does not use this attribute.

PLC IP Address

PLC Controller Slot  |gpecifies the slot number on the PLC where the controller resides. The slot numbers typically

(Néjomn?r%rl L oaix start at zero for the first slot This is only required for the ControlLogix family of PLCs.
Family) J Note: The Polling method does not use this attribute.
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Ethernet/IP Settings (Serial or Socket Port)

Maximum PLC Update
Rate (Write-To-Tag/
File)

The maximum rate (or minimum time interval) in milliseconds, that messages is sent to the
PLC tag in the Write-To-Tag/File receive method. This setting configures the DeviceMaster UP to
space the messages to the PLC in order to prevent overrunning of data before the PLC can
process it.

Maximum Rx Data
Packet Size

Specifies the maximum acceptable size of a received serial or Ethernet packet Default is 440
bytes.

Oversize Rx Packet
Handling

Specifies how to process oversized received packets.

Truncate - truncate the packet to the Maximum Rx Data Packet Size
Drop - drop the packet.

Default = Truncate

Rx (ToPLC)
Produced Data Tag/
File Name

Specifies the PLC tag or file name. It indicates where to write received data while operating in
the Write-to-Tag/File or Write-to-Tag/File-Synced receive method. This column supports a name
containing up to 40 characters.

Note:

The maximum length for this tag name is 40 characters. File names for the PLC-5/SLC PLCs
must begin with a “$” (i.e. $N10:0).File names for MicroLogix PLCs must begin with a “#” (i.e.
#10:0).

The Polling method does not use this attribute.

Tx Sequence Number
Checking

When you select this check box, the DeviceMaster UP checks the transmit sequence number
and performs the following tasks:

¢ Transmit messages with the expected sequence number (last sequence number plus one).

¢ Rejects messages with duplicate sequence numbers (that is, the same sequence number as
the previous transmit data message) and increments the Duplicate Transmit Sequence
Error Count.

¢ Transmits messages with unexpected transmit sequence numbers (that is, sequence
numbers that are not the same as or are not equal to the previous sequence number plus
one) and increments the Unexpected Transmit Sequence Error Count.

This check box is clear by default. Clear the check box when you do not want DeviceMaster UP
to check the transmit sequence number.

Disable Non-Filtered
TO PLC Rx Queue

If filtering is disabled, only the last message received is sent to the PLC.
This box is clear by default.

(PLC-5/SLC) Rx MS
Byte First

When you select this check box, the DeviceMaster UP receives the Most Significant (MS) byte of
a 16-bit integer first This check box is clear by default Clear the check box when you need to
receive the Least Significant (LS) byte of a 16-bit integer first

(PLC-5/SLC) Tx MS
Byte First

When you select this check box, DeviceMaster UP transmits the Most Significant (MS) byte of a
16-bit integer first This check box is clear by default. Clear the check box when you need to
transmit the Least Significant (LS) byte of a 16-bit integer first
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Filtering/Data Extraction Configuration

3.6.2. Filtering/Data Extraction Configuration

Use this area to configure filtering or data extraction settings for a serial or socket port using the appropriate Edit Port

Configuration page.

Filtering/Data Extraction Configuration

To PLC Filter Mode: [ot |

To PLC Filter Options (RFID Only): [T antenna [T Filter value [T Serial Mumber

To PLC Filter Options (RFID/Barcode): [T company [ Product/Location [T Encading/Mumbering
To Application Filter Mode: |oﬁ j

To Application Filter Options (RFID Only): [T antenna [ Filter value [T Serial Mumber

To Application Filter Options (RFID/Barcode): [T company [ Product/Location [T Encaoding/Mumbering
RFID Antenna Grouping: INgne vl

RFID Reader Interface Type:

IUnspecified 'l

Barcode UPC/EAN Standard 12-14 Digit Format: INgne j

Barcode UPC/EAN Eight Digit Format: INone j

Filter Age Time {Time filtered after last read): ID— fminy ID— (sec) W {msec)
Discard Unrecognized Data {RFID/Barcode): Oiff -

Filtering/Data Extraction Configuration (Serial or Socket Port)

To PLC Filter Mode

Defines the filter/data extraction mode to be employed on data to be sent to the PLC.

Off

Sring (128 char max) - Raw/ASCII data is filtered up to 128 characters (or bytes)
in length.

RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats is filtered,
the associated parameters are extracted, and the extracted data and RFID tag are
sent to the PLC in a specified format

Barcode (UPC/EAN for mats) - Barcode data in specified UPC/EAN formats is
filtered, the associated parameters are extracted, and the extracted data and
barcode are sent to the PLC in a specified format. See the barcode format
definitions in Attribute 41 on Page 26.

To PLC Filtering Options (RFID
Only)

Defines the RFID filtering criteria to the PLC. If an option is enabled, it is used to
decide when an RFID tag can be filtered or sent to the PLC.

Antenna - Include the antenna number in the filtering criteria. This is data from
the RFID reader and not from the RFID tag itself.

Filter Value - Include the filter value in the filtering criteria, which is part of the
RFID tag data.

Serial Number - Include the serial number in the filtering criteria, which is part
of the RFID tag data.

To PLC Filtering Options (RFID/
Barcode)

Defines the RFID filtering criteria and the barcode filtering criteria to the application.
If an option is enabled, it is used to decide when a valid RFID tag or barcode can be
filtered or sent to the PLC.

Company - Include the company code in the filtering criteria, which is part of the
RFID tag or barcode data.

Product/L ocation - Include the product/location code in the filtering criteria,
which is part of the RFID tag or barcode data.

Encoding/Numbering - Include the encoding/numbering code in the filtering
criteria, which is part of the RFID tag or barcode data.
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Filtering/Data Extraction Configuration

Filtering/Data Extraction Configuration (Serial or Socket Port) (Continued)

To Application Filter Mode filtered, the associated parameters are extracted, and the extracted data and

The filter/data extraction mode to be employed on data to be sent to the application.

o Off
e String (128 char max) - Raw/ASCII data is filtered up to 128 characters (or bytes)
in length.

 RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats are
filtered, the associated parameters are extracted, and the extracted data and RFID
tag are sent to the application in a specified format

e Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN formats is
barcode are sent to the application in a specified format See the barcode format
definitions in Attribute 41 on Page 26.

Note: The application filter mode can be set independently of the PLC filtering mode.
The only exceptions are:

e Ifthe PLC filter mode is set to RFID, the application filter mode cannot be set
to Barcode.

e Ifthe PLC filter mode is set to Barcode, the application filter mode cannot be
set to RFID.

(RFID Only)

To Application Filtering Options the RFID reader and not part of the RFID tag.

Defines the RFID filtering criteria to the application. If an option is enabled, it is used
to decide when an RFID tag can be filtered or sent to the PLC.

e Antenna- Include the antenna number in the filtering criteria. This is data from

e Filter Value- Include the filter value in the filtering criteria, which is part of the
RFID tag data.

e Serial Number - Include the serial number in the filtering criteria, which is part
of the RFID tag data.

(RFID/Barcode)

To Application Filtering Options RFID tag or barcode data.

Defines the barcode filtering criteria and part of the RFID filtering criteria to the
application. If an option is enabled, it is used to decide when a valid RFID tag or
barcode can be filtered or sent to the application.

e Company - Include the company code in the filtering criteria, which is part of the

e Product/L ocation - Include the product/location code in the filtering criteria,
which is part of the RFID tag or barcode data.

e Encoding/Numbering - Include the encoding/numbering code in the filtering
criteria, which is part of the RFID tag or barcode data.

RFID Antenna Grouping Nonel234

This setting is applicable only to RFID filtering and only if the antenna filtering option
is enabled. It allows the DeviceMaster UP to filter RFID tags based on antenna
groupings. The possible groupings are:

SettingGroup 1Group 2Group 3Group N
AntennasAntennasAntennasAntennas

Groups of Twos1,23,45,6Etc.

Groups of Threes1,2,34,5,67,8,9Etc.

Groups of Fours1,2,3,45,6,7,89,10,11,12Etc.
First Two Only1,234N+1

First Three Only1,2,345N+2
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Filtering/Data Extraction Configuration (Serial or Socket Port) (Continued)

RFID Reader Interface Type

Defines the expected RFID data format to be used while operating in the RFID filtering
mode. Each Reader Interface Type is unique and pertains to the RFID reader

manufacturer. If a different RFID reader is to be used and it provides a similar format
to any of the RFID readers listed below, it can also be used in the RFID filtering mode.

e Unspecified - The DeviceMaster UP will assume a HEX ASCII format and will
attempt to locate the antenna number.

e Alien (Text Mode) - Specifies the Alien RFID reader Text M ode.
e Alien (Terse Mode) - Specifies the Alien RFID reader Terse Mode.

* Intermec (Hex ASCII Mode) - Specifies the Intermec reader returning data in
the Hex ASCII Mode.

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for
further details.

Barcode Formats:
UPC/EAN Standard 12-14 Digit

UPD/EAN Eight Digit

Defines barcode format to be used for both standard and eight digit UPC labels. The
term “standard” refers to UPC-A, EAN-13, JAN, and EAN-14 barcodes which all have
ten company/product digits.

The standard and eight digit formats are selected independently and each operates
independently. It is important to note that the barcode filtering/data extraction will
not function if no format is selected.

Standard Formats
NoneN/AN/AN/AN/A
Company-5/ Product51-3551
Company-6/ Product41-3641
Company-7/ Product31-3731
Company-8/ Product21-3821
Company-9/ Product11-3911
Eight Digit Formats

EAN-8 Number-2 /Product 52051
EAN-8 Number-3/Product 43041
UPC-E1VariableVariable1

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for
further details.

Filter Age Time (Time filtered
after last read)

Defines the time a filter string, RFID tag, or barcode will continue to be filtered after
the last time it was received.

If an entry is received before the Filter Age Timehas passed, the entry is filtered and
the data will not be sent to the PLC and/or application. However, if the Filter Age
Timehas passed, it will pass filtering and be sent to the PLC and/or application.

Discard Unrecognized Data
Mode (RFID/Barcode)

Specifies what to do with unrecognized RFID or barcode data.
e  Off - Sends unrecognized data to the PLC and/or application.

e To-PLC - Discards unrecognized data to the PLC. Allows sending of unrecognized
data to the application.

e To-Application - Discards unrecognized data to the application. Allows sending
of unrecognized data to the PLC.

e To-PLC/Application - Discards unrecognized data to both the PLC and
application.
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3.6.3. Application TCP Connection Configuration

Use this area to configure application TCP connection settings for a serial or socket port using the appropriate Edit Port
Configuration page.

Application TCP Connection Configuration

Enable: O

Listen: O

Listen Port: g100

Connect To Mode: Im
Connect Port: W

Connect IP Address:

ID.D.D.D
INever 'l
IU {msec)

Disconnect Mode:

Idle Timeout:

Application TCP Connection Configuration (Serial or Socket Port)

Enable

Enables/disables the Application Socket
Interface. Enabling this function allows
an application to be connected to the
device serial/socket port.

If both the PLC and application are
connected to the device serial/socket
port, both can transmit to and receive
data from the serial/socket port.
However, the PLC and application
cannot communicate directly to each
other.

Serial Device

DeviceMaster

Serial Data

Application Socket Interface

Listen

Enabling this setting allows the application to connect to the DeviceMaster UP via an Ethernet TCP/IP
socket

e Not selected - Disables listening and the DeviceMaster UP will not accept connection attempts.

» Selected - Enables listening and the DeviceMaster UP will accept connection attempts from the
specified Listen Port.

Listen Port

The socket port number on the DeviceMaster UP the application will connect to if the Application Listen
Enableis selected.

Connect To
Mode

Specifies if and how the DeviceMaster UP attempts to connect to the application at the specified Connect
P Addressand Connect Port.

¢ Never - The DeviceMaster UP will not attempt to connect to the application.

e Connect-Always- The DeviceMaster UP will attempt to connect to the application until a connection is
made.

e Connect-On-Data - The DeviceMaster UP will not attempt to connect to the application until there is
data to send to the application. Once data is received from the serial/socket device, the DeviceMaster
UP will attempt to connect to the application until a connection is made.

Connect
Port

The application socket port number the DeviceMaster UP will connect to if the Application Connect To
Modeis set to either Connect-Always or Connect-On-Data.

Connect I[P
Address

The application IP address the DeviceMaster UP will connect to if the Application Connect To Modeis set
to either Connect-Always or Connect-On-Data.

Disconnect
Mode

Controls if and how the DeviceMaster UP disconnects from an application.
¢ Never - The DeviceMaster UP will not disconnect from the application.

e |dle- The DeviceMaster UP will disconnect when there has been no transmit or received data between
the serial/socket device and application for a specified Idle Timer period.
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Application TCP Connection Configuration (Serial or Socket Port) (Continued)

Idle Timer |The idle timeout period in milliseconds that is used if the application Disconnect Modeis set to I dle.

3.6.4. Saving Port Options

After configuring the serial/socket and protocol characteristics for the port, scroll to the bottom of the Edit Serial Port
Configuration or Edit Socket Port Configuration page to save the changes.

The following options are available.

[T Reset Statistics ¥ Reset Port ¥ Save in Flash Undo Changes Submit

Saving Port Options

Reset Satistics  |Selecting this check box, clears the statistics counters for this port when you select Submit.

When you select this check box, the DeviceMaster UP resets the serial port hardware and statistics
counters for this port when you click Submit. You must reset the port after modifying the serial
Reset Port port configuration options, including: baud rate, interface mode, parity, data bits, stop bits, flow
control, or DTR control

Any socket port connections to a device or application will also be reset.

When you select this check box, the DeviceMaster UP saves changes to port configuration settings in

Savein Flash flash memory. These settings are restored when you reboot the DeviceMaster UP.

Undo Changes |Restores modified port settings to current values.

Saves changes to port in RAM. If Savein Flash was not selected when you clicked Submit, the

Submit changes will revert to original settings when you reboot the DeviceMaster UP.
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3.7. Edit Network Configuration Page

You can use the Edit Network Configuration page to change the DeviceMaster UP network configuration after using
PortVision Plus for initial network configuration.

Use the following procedure to change the network configuration.
1. Select the IP configuration type (DHCP or Satic).

2. Ifyou select Satic, enter a valid IP address, subnet mask, and IP gateway for your network. The network information
is programmed into the DeviceMaster after applying the changes and rebooting the device. If necessary, see your
network administrator for a valid IP address.

Note: The DeviceMaster family default IP address is 192.168.250.250, default subnet mask is 255.255.0.0, and the
default IP gateway is 192.168.250.1.

3. Select Save or Undo Changesto close the page.

If you selected Save, select Reboot to program the network
information into the DeviceMaster UP or Continueif you wantto ISR RS Sl =10l
reboot later. File Edit View Favorites Tools Help | .ﬂ'

Note: Changed network settings will not take affect until the Address | hep1192.168.11 et o, esp? =l e
DeviceMaster UP is rebooted. =

Network Enabling Devices

Edit Network Configuration

IP Configuration: ¢ yse pHCP
& Use static configuration belaw:

IP Address: |192.188.11.4
Netmask: |255.255.D.D
Gateway: |192.168.11.1

Undo Changes | Savel =
4 | _’I_I
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Chapter 4. Embedded Diagnostic and Statistics Pages

You can access the Serial/Ethernet Device Communication Statistics and PLC Interface Diagnostics web pages from the
following pages:

e Server Configuration (main)
e  Serial Device Configuration
e  Ethernet Device Configuration (Raw-Data Only)

e Serial/Ethernet Device Communication Statistics and PLC Interface Diagnostics
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Serial/Ethernet Device Communication Statistics

4.1. Serial/Ethernet Device Communication Statistics

The top portion of this page provides links to other pages. The
displayed counters are the same as those specified in 2.3.3. Serial
Port Statistics Object Definition (72 Hex) on Page 30. Refer to the
following table for definitions of the fields. Network Enabling Devices

Note: The refresh rate on this page is set to 20 seconds. To stop the  Serial/Ethernet Device Communication Statistics
page refresh, select Refresh in your browser. To restart o
refreshing the page display; exit and return to this page. .

Serial Device Configuration
Ethernet Device Configuration

. _ R R R PLC Interface Diagnostics
Statistics Unique to Serial Device Interfaces (Top)
Serial Device Interface Statistics es/No Fieset Statistics
Yes/No Toggles to display or not to display serial statistics. part1
. . . . TX Byte C t: a
Reset Clears the serial port statistics, which sets the Mot Sbstor D
Satistics value to 0 for all ports. RX Byte Count: o
RX Pkt Count: o
TX Byte Displays the number of bytes sent out of the i o ;
COUﬂt Sel‘lal pOI‘t Overrun Error Gount: o
- - To PLG Dropped Packet Gount: [u]
TX Pkt Displays the number of serial packets sent out of To PLG Truncated Packet Caunt: 0
C t h . 1 Ry Con Seq Error Count: a
oun t € seria port Tx Duplicate Seq Errors: [n]
B B Tx Unexpected Seq Errors: a
RX Byte Displays the number of bytes received over the Filtaring Statistics
3 valid Data Items Sent to PLC Interface: o
Cou nt Serlal port valid Data Items Filtered From PLC: o
. . Invalid Data It Discarded F pLC: O
RX Pkt Displays the number of packets received over the Valid Data ltams Sent todpn intertace: G
Cou nt Serlal port valid Data Items Filtered From App: [u]
Invalid Data Items Discarded From App: [u]
Parity Error | Displays the number of received serial packets Hoicntion nneclin it :
Count dropped due to parity errors. Tx Byte Gount: 0
TX Pkt Count: o
Framing Displays the number of received serial packets TE SRRl DrasnedRRESECOING
. e Count:
Error Count |dropped due to framing errors. R Caniit: i
" " " To Device Dropped Packet Count: a
Overrun Displays the number of received serial packets
Error Cou nt dropped due tO overrun error ll’lCldentS. Ethernet Device Interface Statistics ‘Yes/No Reset Statistics
Displays the number of received serial packets T Socket-
intended for the PLC dropped: TX Byte Count: 0
TX Pkt Count: 0
ToPLC e No STX byte(s) found RX Byte Gount: 0
RX Pkt Gount: 0
Dropped |+ No ETX byte(s) found T st
PaC et ° Time-outs Rx Gon Seq Error Gount: ]
COU nt Tx Duplicate Seq Errors: u]
Tx Unexpected Seq Errors: a
° PaCket tO large Filtering Statistics
. Yalid Data Items Sent to PLC Interface: a
e Receive buffer queue overflows valid Data Items Filterad From PLC: 0
Invalid Data Items Discarded From PLC: o
(Contlnued) valid Data Items Sent to App Interface: o
valid Data Items Filtered From App: [u]
Invalid Data Items Discarded From App: [u]
RFID Tags With Unknown Formats: [u]
Application Gonnection Statistics
TX Byte Count: a}
TX Pkt Count: 0
To Application Dropped Packet Count: [n]
RX Byte Count: a
RX Pkt Count: o
To Device Dropped Packet Count: [u]

Reboot
head
PR = |  Wweeifiver
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Serial /Ethernet Device Communication Statistics

Statistics Unique to Serial Device Interfaces (continued)

To PLC Truncated Packet
Count

Displays the number of received packets that were truncated before being sent to the
PLC.

Rx Con Seq Errors Count

Displays the number of received consumed sequenced number errors. The DeviceMaster
UP only increments this number when all of the following statements are true:

You selected the Write-to-Tag-Sync method of receive communication.

DeviceMaster UP receives a serial packet.

The Consumed Sequence number is out of sync. (It is not equal to the Produced
Sequence number or equal to the Produced Sequence number minus one.)

Tx Duplicate Seq Errors

Displays the number of Duplicate Transmit Sequence Number errors. The DeviceMaster
UP increments this number when the following statements are true:

You enabled the Transmit Sequence Number Checking configuration option. (See
Attribute 16 - Serial Port Transfer Options on Page 21 for additional information.)

DeviceMaster UP receives a transmit message with a sequence number equal to the
previous sequence number. (The DeviceMaster UP expects this sequence number to
be incremented by one from the sequence number in the previous transmit
message.)

Tx Unexpected Seq Errors

Displays the number of Unexpected Transmit Sequence Number errors. The DeviceMaster
UP increments this number when the following statements are true:

You enabled the Transmit Sequence Number Checking configuration option. (See
Attribute 16 - Serial Port Transfer Options on Page 21 for additional information.)

DeviceMaster UP receives a transmit message with a sequence number that is not
equal to either the previous transmit sequence number or the previous transmit
sequence number plus one. (The DeviceMaster UP expects this sequence number to
be incremented by one with each new transmit message.)

Filtering Statistics (Serial or Ethernet Device Interfaces)

Valid Data Items Sent To PLC

Displays the number of valid string, RFID, or barcode data sent to the PLC. Applies when
filtering is enabled.

Valid Data Items Filtered
From PLC

Displays the number of valid string, RFID, or barcode data filtered from (not sent) to the
PLC. Applies when filtering is enabled.

Invalid Data Items Discarded
From PLC

Displays the number of invalid RFID or barcode data not sent to the PLC. Applies when
RFID or barcode filtering is enabled.

Valid Data Items Sent To
Application

Displays the number of valid string, RFID, or barcode data sent to the application.
Applies when filtering is enabled.

Valid Data Items Filtered

Displays the number of valid string, RFID, or barcode data filtered from (not sent) to the

From Application application. Applies when filtering is enabled.

Invalid Data Items Discarded |Displays the number of invalid RFID or barcode data not sent to the PLC. Applies when
From Application RFID or barcode filtering is enabled.

RFID Tags With Unknown Data received that was in the general form of 64 or 96 bit RFID tags, but was not in any
Formats of the EPCglobal formats. Applies only when RFID filtering is enabled.
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Serial/Ethernet Device Communication Statistics

Application Connection Statistics (Serial or Ethernet Device Interfaces)

TX Byte Count

Displays the number of bytes sent out the application socket port.

TX Pkt Count

Displays the number of packets sent out the application socket port.

Count

To Application Dropped Packet

Displays the number of received serial or Ethernet device packets intended for
the application dropped:

¢ No STX byte(s) found
No ETX byte(s) found
¢ Time-outs
e Packet to large
¢ Receive buffer queue overflows
¢ Application connection is offline

To PLC Truncated Packet Count

Displays the number of received packets that were truncated before being sent to

the PLC.
RX Byte Count Displays the number of bytes received over the application socket port
RX Pkt Count Displays the number of packets received over the application socket port

To Device Dropped Packet Count

Displays the number of dropped packets that were intended for the device.

Statistics Unique to Ethernet Device Interfaces

Yes/No

Toggles to display or not to display socket
statistics.

Reset Satistics

Clears the socket port statistics, which sets
the value to 0 for all ports.

TX Byte Count

Displays the number of bytes sent out the
device socket port.

Displays the number of packets sent out

TX Pkt Count the device socket port
Displays the number of bytes received
RX Byte Count over the device socket port.
RX Pkt Count Displays the _number of packets received
over the device socket port.
To PLC Dropped Packet |Displays the number of dropped packets
Count that were intended for the PLC.
To Application Displays the number of dropped packets
Dropped Packet Count |that were intended for the application.

Rx Con Seq Error Count

Same as the serial port statistics, except
the packet was received over a socket
port (Page 81).

Tx Duplicate Seq
Errors

Same as the serial port statistics (Page
81).

Tx Unexpected Seq
Errors

Same as the serial port statistics (Page
81).
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Serial Interface Logs

4.2. Serial Interface Logs

The Serial Interface Logs page provides a log of received and transmitted serial port messages. Up to 128 bytes per
message and up to 128 messages are logged. It is intended to help with debugging serial connectivity problems,
determining the proper start and end of transmission bytes, and diagnosing device problems.

The format is as follows:
Pkt (N): DDD:HH:MM:SS.mmm Rx/Tx:<data packet>
Where:
DDD - days since last system restart
HH - hours since last system restart
MM - minutes since last system restart
SS - seconds since last system restart

mmm - milliseconds since last system restart
<data packet> - Data packet received.
¢ For Modbus/RTU data, all data bytes shown in hex (xxh) format.
e For Raw/ASCII data
- ASCII characters displayed as characters
- Non-ASCII displayed in hex (xxh) format

i Comtrol Corporation - DeviceMastel Modbus/TCP 4.09 - Microsoft Internet Explorer.

Fle Edt Wew Favorites Took Help ar
P R A
& A N L~ > Z) - -3
(€3 ) lil] [&] @0 O searh 57 Favorites 2 AR
Address ] http:110.0.0.103]displaySeriall ogs. asp? vBeo s

Network Enabling Devices

Serial Interface Logs

Server Configuration Home
Serial Device Configuration
Communication Statistics

PLC Interface Diagnostics

Serial Receive/Transmit Logs

Reset Serial Log

Portl Rx/Tx Packets (first 128 packets, max of 128 bytes):

Pkt(1}: 000 01:50:29.060:Rx: (04h) 03h)¢ 14h)00R)O0RI00R)EO0R) 00N 00N 00N 00K (0000 (00K (0000 00K} 00K} 00k ) 00h) O0h)O0R) 00 I0R)E24h)
Pkt(2): 000 01:50:29,060: Tx:(03R)(03h)(00R) 14R)(00RI0ARI(S4h)(2BR)

Pkt(3): 000 01:50:29.210:Rx: (03h)(03h3( 14h(00R(O0R(OSHYE 14h3¢00h3(00h3(00R {00k 300k }(00h}{00h}{00h}{00h )00 00h)(00h ) 00h(00hO0R(O0R I A6Rh)EE4h)
Plt(4): 000 01:50:29,210: Tx:(04R)(03h)(00R) 1ERI(DOR)(DARI(ASR)(DER)

Pkt(5): 000 01:50:29.370: Rx: (04h)(03h3( 14h (000 (00RODR) 0GR 00N 00N 00N 00K 00K 00h)(00h)(00h (00 00R ) 00K} 00k} 00h) 00h)O0h)O0R) 2DhI(06h)
Pkt(6): 000 01:50:29,370: Tx: (05R)(03h)(00R)(ZERI(D0RI0ARI(+4h)(4+1h)

Pkt(7): 000 01:50:29,520: Rx: (05h)(03h3( 14h3(00h(00R 10R)(F3h3(00h3{00h3{00R {00k 300k }(00h}{00h}{00h}{00h (00} 00h)(00h)(00h(00hO0R (00N S6H 3 A0R)
Pkt(8): 000 01:50:29,520: Tx: (06R)(03h)(00R)Z2R)(00R)0AR(BSh)(BSh)

Pkt(93: 000 01:50:29.680: Rx: (06h)(03h3( 14h (00N (O0R 14h ) EAR) 00N 00N 00N 00K (00K (00K 00h)(00h (00 00h ) 00K} 00k} 00h) 00h)O0h) 00 EFhD1hY
Plt(107: 000 01:50:29.680: Tx: (07R)(03RH(00R)ZCHI(00RI(0AR)(D5R) AT

Pkt(11): 000 01:50:29.830:Rx: (07HI(030( 14h3(00h3(00N3(00R}(00R}(00R){00h}{00h}(00h (0000 00h3(00h00h(00R00R(00R3¢00h 3 00h3(00R {00k 303k} (EDh)
Plkt(12): 000 01:50:29.830: Tx: (0BR)(0ZR)(00R)(46R)(00R)(0ARI(24h) (8 1h)

Pkt(13): 000 01:50:29.980:Rx: (08H)(030¢ 14h3(00h3(00h3(00R3(00R}(00R){00h}{00h}(00h (0000 00h3(00h00h(00R(00R(00R3¢00h 3 00h3(00R {00k 3(0Sh)( SDh)
Plt(14): 000 01:50:29.980: Tx: (01h)(03R)H(00R)(00R)(00RI(OARI(CER)(CDR)

Pkt(15): 000 01:50:30.140:Rx: (01h(0303¢ 14h3(00h3(00h3(00R3(00R}(00R){00h}{00h}{00h (00 )(00h)(00h3(00h00h(00RO0R(00R3(00h I 00h3(00R 300k AZh)(6Th)
Pkt(163: 000 01:50:30.140: Tx: (09h)(03R)( 00 E0R)(00R)(OAR)(C4h)(D4h)

Pkt(17): 000 01:50:30.300:Rx: (09h(0303¢ 14h3(00h3(00h3(00R3(00R}(00R}(00h}{00h}(00h (0000 00h(00h00h00R(00R (00N 00h 3 00h3(00R 300k C4h)(C 1h)
Plt(18): 000 01:50:30.310: Tx: (02R)(03R)(00R)(0ARI(O0RI(0AR)(ESR)FCh)

Pkt(19): 000 01:50:30.470:Rx: (02h)(0303¢ 14h3(00h3(00h3(05h3(22h)(00h){00h}{00h}(00R (00 )(00h)(00h3I(00h00h(00R 00K 00h 3¢ 00h3(00h {00k} 00R ) SFh)(ESh)
Pkt(207: 000 01:50:30.480: Tx: (0Ah)(030)(00R)(SA4R)(00R)(0AR)(E4h)(A5R)

&] Done ® Internet

Chapter 4. Embedded Diagnostic and Statistics Pages DeviceMaster UP EtherNet/IP User Guide: 2000424 Rev. K - 83



Ethernet Device Interface Logs

4.3. Ethernet Device Interface Logs

The Ethernet Device Interface Logs page provides a log of received and transmitted Ethernet device messages. Up to 128
bytes per message and up to 128 messages are logged. It is intended to help with debugging Ethernet connectivity
problems, determining the proper start and end of transmission bytes, and diagnosing device problems.

The format is as follows:
Pkt(N): DDD:HH:MM:SS.mmm Rx/Tx:<data packet>
Where:
DDD - days since last system restart
HH - hours since last system restart
MM - minutes since last system restart
SS - seconds since last system restart
mmm - milliseconds since last system restart
<data packet> - Data packet received.
e ASCII characters displayed as characters
¢ Non-ASCII displayed in hex (xxh) format

a omtrol Corporation - DeviceMaster UP Modbus/TCP 4.09 - Microsoft Internet Explorer.

Fle Edt Yiew Favorites Tools Help e
P T

( % o o & .

@ park e lﬂ B @0 O searct g raveriees 2 s F- 8

Address | @] http:/10.0.0.103/displaySacketl ogs. asp v B ik *

Network Enabling Devices

Ethernet Device Interface Logs

Server Configuration Home
Ethernet Device Configuration
Communication Statistics

PLC Interface Diagnostics

Ethernet Receive/Transmit Logs

Fleset Etheinet Log

Port1 Rx/Tx Packets (first 128 packets, max of 128 bytes):
Port2 Rx/Tx Packets (first 128 packets, max of 128 bytes):
Pkt(1): 000 D1:50;:55.250; Rx:{02h)5,HCECOD0O07DO0D2EED( 13h)( 14h){ 15h)(16h)(17h)(18h){19h)( TAR) 1BR)(1Ch)(1DRI(1ERY(1Fh) I"#$368/()* +,-./0123456789;;

=>7@ABCD

Pkt(2): 000 01:50;56.250; Rx:{02h)5,HCECODOO07DO0D2EED( 13h)( 14h){ 15h)(16h)(17h)(18h){19h)( TARY 1BR){1Ch){1DR)(IERY(1Fh) I"#$368:()* +,-,/012345678 P@ABCD
Pkt(2): 000 01:50;57.250; Rx:{02h)5,HCECOD0O07DO0D2EED( 13h)( 14h){ 15h)(16h)(17h)(18h){19h)( TAR) 1BR){1Ch){1Dh)(1IERY(1Fh) I"#$368:()* +,-,/012345678 2@ABCD
Pkt(4): 000 01:50; 58.250; Rx:{02h)5,HCECOOOO07DO0D2EED( 13h)( 14h){ 15h)(16h)(17h)(18h){19h)( TAR) 1BR){1Ch){1DR)(1IERY(1Fh) I"#$368:()* +,-,/012345678 P@ABCD
Pkt(5): 000 D1:50:59.240; Rx:{02h)5,HCECOD0O07DO0D2EED( 13h)( 14h){ 15h)(16h)(17h)(18h){19h)( TAR) 1BR){1Ch){1DR)(1IERY(1Fh) 1"#$368:()* +,-,/012345678 2@ABCD
Pkt(f): 000 01:51;00.240; Rx:{02h)5,HCECOO0O07DO0D2EED( 13h)( 14h){ 15h)(16h)(17h)(18h){19h)( TARY 1BR)(1Ch){1DR)(1IERY(1Fh) I"#$368:()* +,- /012345678 P@ABCD
Pkt(7): 000 D1:51:01,240; Rx:{02h)5,HCECOD0O07DO0DZEED( 13h)( 14h){ 15h)(16h)(17h)(18h){19h)( TAR) 1BR){1Ch){1DR)(1ERY(1Fh) I"#$368:()* +,-,/012345678 2@ABCD

Pkt(8): 000 01:51;02.240; Rx:{02h)5,HCECOO007DO0D2EED( 13h}( 14h){ 15h)(16h)(17h)(18h){19h)( TARY 1BR){1Ch){1DR)(1IERY(1Fh) I"# 36800 " +,- /D123456789 ;€=>7@ABCD
Pkt(9): 000 D1:51;08.240; Rx:{02h)E,HCECOD007DO0D2EED( 13h)( 14h){ 15h)(16h)(17h)(18h){19h)( 1TARY 1BR){1Ch)(1DRI(1ERY(1Fh) 1"#$368/()* +,-. /0123456789 ; <=>7@ABCD
Pkt(10); 000 01;51;04.230; Rx: (02h)5, HCECOOOO7DOD02EED( 13h)(14h)(15h)(16h)(17h)( 18h)(19h)(1AR)(1BR)(1Ch)(1DhI(1ERM(IFR) I"# 368/ * +,-./0123456789: ; s=>T@ABC
Pkt(11); 000 01:51; 05,230 Rx: (02h)5, HCECOOOO7DOD02EED( 13h)(14h)(15h)(16h)(17h)(18h)(19h)( 1AR)(1BR)(1Ch)(1DRI(1ERM(1FR) I"# 368/ *+,-./0123456785: ; <=>T@ABC
Pkt(12); 000 01:51;06.230; Rx: (02h)5, HCECOOOO7DOD02EED( 13h)(14h)(15h)(16h)(17h)( 18h)(10h)(1AR)(1BR)(1Ch)(1DRI(1ERM(IFR) I"# 368/ * +,-./0123456789: ; s=>T@ABC
Pkt(13); 000 01:51;07.230;:Rx: (02h)5, HCECOOOO7DOD02EED( 13h)(14h)(15h)(16h)(17h)( 18h)(19h)( 1AR)(1BR)(1Ch)(1DRI(1ERM(1FR) I"# 368/ *+,-./012345678T: ; <=>T@ABC
Pkt(14); 000 01;51;08.220;Rx: (02h)5, HCECOOOO7DOD02EED( 13h)(14h)(15h)(16h)(17h)( 18h)(10h)( 1AR)(1BR)(1Ch)(1DRI(1ERM(1FR) I"# 368/ * +,-./0123456789: ; s=>T@ABC
Pkt(15); 000 01:51;09.220;Rx: (02h)5, HCECOOOO7DOD0ZEED( 13h)(14h)(15h)(16h)(17h)(18h)(19h)( 1AR)(1BR)(1Ch)(1DRI(1ERM(1FR) I"# 368/ *+,-./0123456785: ; s=>7@ABC
Pkt(16); 000 01:51;10,220;Rx; (02h)5,HCECOOO0O07DOD02EED( 13h)(14h)(15h)(16h)(17h)( 18h)(10h)(1AR)(1BR)(1Ch)(1DRI(1ERM(IFR) I"# 368/ * +,-./0123456789: ; s=>T@ABC
Pkt(17): 000 01:51:11,220:Rx: (02h)5, HCECOOOO7DOD0ZEED( 13h)(14h)(15h)(16h)(17h)( 18h)(19h)( 1AR)(1BR)(1Ch)(1DRI(1ERM(1FR) I"# 368/ *+,-./0123456785: ; <=>7@ABC
Pkt(18); 000 01:51;12,210:Rx: (EIZh)E HCECDDDWDDDDQEED(13h)(14h)(1Eh)(mh)(17h)(1ah)(wh)(1Ah)(1ah)(1ch)(1Dh)(1Eh)(1Fh #s%&()u -./0123456780:; <=>7@ABC

< >
&] Done ® Internet
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PLC Interface Diagnostics

4.4. PLC Interface Diagnostics

The PLC Interface Diagnostics page provides detailed statistics
and error reporting for the Modbus/TCP PLC interface. It is
intended to help with debugging PLC programs, monitoring the
PLC interface, and solving configuration problems.

PLC Interface Diagnostics

M essages/
Responses
Received From
PLC

Displays the number of messages and
responses received from the PLC(s).

Broadcasts
Received From
PLC

Displays the number of broadcast messages
received from the PLC(s).

I\R/Iessgggsent Displays the number of messages and
T(()ESF?LC responses sent to the PLC(s).

'\R/Ieecggﬂﬁ Displays the number of request messages
From gLC received from the PLC(s).

Bad Responses
To Msgs Sent

Displays the number of bad responses from
messages sent to the PLC(s). Bad responses
are typically returned for such errors as:

¢ Incorrect tag or file names
e incorrect tag or file data types

To PLC e incorrect tag or file data sizes
¢ PLCis overloaded and cannot handle the
amount of Ethernet traffic
¢ PLC malfunction
Invalid Displays the number of network path errors
Network Path |00 messages sent to the PLC(s). These are
Errors typically caused by incorrect IP address

settings.

No Response

Displays the number of no responses from
messages sent to the PLC(s). No responses
are typically returned for such errors as:

e Incorrect IP address

From PLC . .
Errors Incorrect PLC configuration

¢ PLC malfunction

¢ PLCis overloaded and cannot handle the

amount of Ethernet traffic

Displays the number of pending request limit
Pending errors. These errors occur when the PLC is
Request Limit |sending a continuous stream of messages to
Errors the DeviceMaster UP faster than the

DeviceMaster UP can process them.
(Continued)

Network Enabling Devices

PLC Interface Diagnostics

Server Configuration Home
Serial Device Configuration
Ethernet Device Configuration
Communication Statistics

EtherMNet /IP Interface Statistics

Messages/Responses Received From PLC:

Broadcasts Received From PLC:
Messages/Responses Sent To PLC:
Request Messages From PLC:

Bad Responses to Msgs Sent To PLG:
Invalid Network Path Errors:

Mo Response From PLC Errors:
Pending Request Limit Errors:
Unexpected Event Errors:

Unsupported CIP Request Instance Errors:

Unsupported CIP Request Service Errors:
Unsupported CIP Request Class Errors:

Unsupported CIP Request Attribute Errors:

Improper Configuration Errors:

Invalid Message Data Errors:

System Resource Errors:

Oversized Received Data Packet Errors:

Writes To Offline Ethernet Device on Socket 1:

First Error Description:
Last Error Description:

Feboot |

Reset Statistics |
u]
u]
u]
u]
u]
u]
u]
u]
u]
u]
u]
u]
u]
u]
u]
u]
u]
u]

Mo Error Detecteq

goahead
lWEB SERVER
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PLC Interface Diagnostics

PLC Interface Diagnostics (cont)

Unexpected Event Errors

Displays the number of unexpected event errors. Unexpected event errors occur
when the DeviceMaster UP receives an unexpected message from the PLC such as
an unexpected response or unknown message.

Unsupported CIP Request
Instance Errors

Displays the number of unsupported CIP request instance errors. These errors
occur when a message with an invalid instance is sent to the DeviceMaster UP.

Unsupported CIP Request
Service Errors

Displays the number of unsupported CIP request instance errors. These errors
occur when a message with an invalid service is sent to the DeviceMaster UP.

Unsupported CIP Request
Class Errors

Displays the number of unsupported CIP request instance errors. These errors
occur when a message with an invalid class is sent to the DeviceMaster UP.

Unsupported CIP Request
Attribute Errors

Displays the number of unsupported CIP request instance errors. These errors
occur when a message with an invalid attribute is sent to the DeviceMaster UP.

Improper Configuration
Errors

Displays the number of improper configuration errors. These errors occur when
the DeviceMaster UP receives a message that cannot be performed due to an
invalid configuration.

Invalid Message Data
Errors

Displays the number of invalid message data errors. These errors occur when the
DeviceMaster UP receives a message that cannot be performed due to invalid data.

System Resource Errors

Displays the number of system resource errors. These errors indicate a system
error on the DeviceMaster UP such as an inoperable serial port or a full transmit
queue. These errors typically occur when the PLC(s) are sending data to the
DeviceMaster UP faster than the DeviceMaster UP can process it

Oversized Received Data
Packet Errors

Displays the number of received Ethernet data packets that were larger than the
configured maximum receive data packet

Writes to Offline Ethernet
Device on Socket N

Displays the number of write attempts by a PLC to the Ethernet device when the
device was offline.

First Error Description

Text description of the first error that occurred.

Last Error Description

Text description of the last or most recent error that occurred.
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Chapter 5. Programming the PLC

This chapter provides information to help you configure PLC programs for the DeviceMaster UP. It includes instructions
for modifying the PLC program examples included with the DeviceMaster UP. The PLC program examples are designed
to work with the ControlLogix line of PLCs, PLC-5s or SLCs.

5.1. Programming Guidelines

Choose the receive communication method that best suits your implementation. The following communication methods

are available.

Communications
Methods

Description

Unsolicited - Write-to-
Tag/File (Recommended
Method)

DeviceMaster UP writes the serial/socket data directly into a tag or file on the PLC. Use
this method along with the Maximum PL C Update Rate configuration setting to ensure
the PLC can scan and consume serial/socket data faster than the DeviceMaster UP can
send it

Unsolicited - Write-to-

DeviceMaster UP writes the serial/socket data into a tag or file on the PLC and provides a
mechanism to synchronize the data flow between the PLC and DeviceMaster UP. Use this

Tag/File-Synced method when you want to ensure that the tag or file is not overwritten before the PLC can
consume the data.
The PLC requests data on a periodic basis. It provides the ability to control the received
Polling data flow. However, it does require periodic data requests and the request rate must be

fast enough to ensure that the serial/socket port receive queues on the DeviceMaster UP
do not overflow.

e For ControlLogix PLCs: The receive data tags must be large enough to handle the largest packet that can be received
from your serial/socket device.

- For Polling receive method: Including the sequence number and length parameters, the DeviceMaster UP can
return a received data message up to 444 bytes.

- For Write-to-Tag and Write-to-Tag-Synced receive methods: If the data is larger than the maximum of 440 bytes
(up to 1518 serial bytes and 2048 socket bytes), the DeviceMaster UP will send the data to a series of tags.

See 2.3.2. Serial Port Data Transfer Object Definition (71 Hex) on Page 28 and 2.3.5. Socket Port Data Transfer

Definition Object (74 Hex) on Page 43 for more information.

e For PLC-5/SLC PLCs: The receive data file area must be large enough to handle the largest packet that can be received
from your serial/socket device.

- For Polling receive method: Including the sequence number and length parameters, the DeviceMaster UP can
return a received data message up to approximately 224 bytes.

- For Write-to-File and Write-to-File-Synced receive methods: If the data size is large (up to 1518 serial bytes and
2048 socket bytes), the DeviceMaster UP will send the data to a series of files in sequential order.

See 2.4.3. Receive Data Message on Page 54 for details.

¢ Only one PLC generated EtherNet/IP message may be active at any one time in a PLC program.
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PLC Algorithms

5.2. PLC Algorithms

This section displays the following PLC algorithms:
e Unsolicited - Write-to-Tag/File PLC Algorithm on Page 88

e Unsolicited - Write-to-Tag/File-Synced PLC Algorithm on Page 89
e Polling PLC Algorithm on Page 90

5.2.1. Unsolicited - Write-to-Tag/File PLC Algorithm

Use the following algorithm to receive data in the Unsolicited - Write-to-Tag/File mode.

Imitialization

Recaive Praduced
Data Sequance Number
changed™?

Mo

Yes

Y

Consumea {Process)
Seral Data

[Rest of FPLC Program)
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Unsolicited - Write-to-Tag/File-Synced PLC Algorithm

5.2.2. Unsolicited - Write-to-Tag/File-Synced PLC Algorithm

Use the following algorithm to receive data in the Unsolicited - Write-to-Tag/File-Synced mode.

Initizlization

Mo

Recene Produced
Data Sequence Number
changed?

Consume (Process)
Serial Data

Update Consumed Receive
Sequence Mumber to maich
Froduced Receive Sequence

PlLermbser

:

Send Consumed Receive
Sequence Mumber message to
Devicelastar UP

(Rest of PLC Program)
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Polling PLC Algorithm

5.2.3. Polling PLC Algorithm

Use the following algorithm to Receive Data in the Polling mode.

Initialization

Send Racehve Data Reqguest
Message

Receaive Praduced
Data Sequence Number
changed?

No

Consumea (Process)
Saral Data

(Rest of PLC Program)
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ControlLogix PLC Programming Example Instructions

5.3. ControlLogix PLC Programming Example Instructions

This topic describes how to use RSLogix 5000 to configure and run the DeviceMaster UP in a ControlLogix environment.

You can configure the RSLogix 5000 PLC program examples to your site’s requirements. These programs are included in
the self-installing file (.MSI) and are copied to the Comtrol/EtherNetIP directory on your computer when you open the
.MSI file and follow the prompts. The self-installing file includes the following RSLogix 5000 PLC program examples:

e 5.3.3. loopbackExampleTagWrite.L5K on Page 92
e 534 loopbackExampleTagWriteSynced.L5K on Page 93
e 535 loopbackExamplePolling.L5K on Page 94

These program examples are intended to aid the PLC programmer. The PLC programmer can use and modify these PLC
program examples to suit their needs.

Note: The PLC program examples are designed to interface with a DeviceMaster UP 1-port or on Port 1 of a 2-port or 4-
port. Additional programming is required to use all ports on a 2-port or 4-port.

Disclaimer: Comtrol supplies example PLC programs for demonstration purposes only. They are
intended for the sole purpose of an example loop-back demonstration in a controlled lab
environment. They are not intended for use in a production environment and may not function
correctly on all PLCs. Comtrol does not warrant these example programs or any part thereof. The

Caution user assumes all liability for any modification to and use of a modified example program.

5.3.1. What is RSLogix 50007?

RSLogix 5000 is a programming application that is designed to interface with the ControlLogix line of PLCs. You can use
it for sequential, process, drive, and motion control programming. It provides an easy-to-use interface, symbolic
programming with structures and arrays and an instruction set that serves many types of applications. It simplifies
plant maintenance by providing one programming environment for all of your applications.

Note: See the RSLogix 5000 Help for more information on this product.

5.3.2. Requirements

e The DeviceMaster UP must be installed and configured as described in the DeviceMaster UP Hardware Installation
Guide.

e The DeviceMaster UP must be installed on the same Ethernet network segment as the PLC.

¢ RSLogix 5000 must be installed on a computer. Note that the instructions in this guide require that you have some
familiarity with this programming application.

¢ Aloopback plug is required for each port on the DeviceMaster UP. See the DeviceMaster UP Hardware Installation
Guide for information on loopback plugs.

e The PLC program (.L5K files) examples are required. You can copy the PLC program examples from the CD or
download the latest program examples from the Internet. See 1.4. Locating Updated Software and Documents on
Page 10 for the location of the PLC program examples.
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loopbackExampleTagWrite.L5K

5.3.3. loopbackExampleTagWrite.L5K

This example program demonstrates an RSLogix 5000 loopback PLC program using the Unsolicited - Write-to-Tag receive
method. This program configures a DeviceMaster UP 1-port at startup and then loops data by means of the loopback plug
on the serial port The Com1l RxData tag transmits and receives the data and increments the sequence numbers.

You can configure and run the loopbackExampleTagWrite.L 5K program through RSLogix 5000. For additional
information on the RSLogix 5000, see 5.3.7. RSLogix 5000 Screen Examples on Page 96.

1. Attach aloopback plug to the serial port. (If necessary, see the DeviceMaster UP Hardware Installation Guide.)
2. Open RSL ogix 5000.
3. Import the loopbackExampleTagWrite.L5K file.

Note: Ifyou have problems loading the PLC program example, see 5.3.8. Modifving an RSLogix 5000 PLC Program
Example (Older Versions) on Page 103 for a solution.

4. Modify the PLC program (loopback ExampleTagWrite.L 5K) for your system. 2.3. EtherNet/IP Interface Profile
(ControlLogix) on Page 15 provides a description of the objects in the PLC program.

This PLC program is configured to run on a ControlLogix 5550 controller, so you may need to make the following
changes:

a. From the Controller Organizer panel, click Controller ComtrolCL X and select Properties.

b. Click Change Controller, select your PLC controller and revision.

c. Rightclick the I/0 Configuration, select New Module, and add your EtherNet/IP interface to the project
d

Double-click MainRoutine under Tasks > MainTask > MainProgram in the Controller Organizer panel and
modify the message communication paths. Click each message and change the communication path to:

<Ethernet Interface Name>,2,<DeviceMaster UP IP Address>

Where <Ethernet | nterface Name> specifies the name of your Ethernet interface and <DeviceM aster UP |P
Address> specifies the IP address for this device.

5. Use one of the following procedures:

For embedded web page configuration (recommended): Perform the steps outlined in 5.3.6. Configuring the
DeviceMaster UP for the RSLogix 5000 Example Programs Using the Web Page on Page 95.

For the optional PLC Configuration:

a. Double-click Controller Tagsand click the plus sign (+) next to Com1l SetConfigData to expand the option and
change the serial port configuration tag.

b. Change the plcSlotNumber parameter to match the PLC slot number on your PLC chassis.

Change the plcl PAddress parameter to match the IP address of your PLC EtherNet/IP card. (The value must be
entered in 32-bit hex format

d. Enable DoSetConfig on rung one of the example PLC program.
6. Download the PLC program to your PLC and run the program.
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loopbackExampleTagWriteSynced.L5K

5.3.4. loopbackExampleTagWriteSynced.L5K

This example program demonstrates an RSLogix 5000 loopback PLC program using the Write-to-Tag-Synced receive
method. This program configures a DeviceMaster UP 1-port at startup and then loops data through the loopback plug on
the serial port The Com1 RxData tag transmits and receives the data, increments the sequence numbers, and sends the
consumed receive sequence number to the DeviceMaster UP after each received data packet

You can configure and run the loopbackExampleTagWriteSynced.L 5K program through RSLogix 5000. For additional
information on the RSLogix 5000, see 5.3.7. RSLogix 5000 Screen Examples on Page 96.

1. Attach aloopback plug to the serial port. (If necessary, see the DeviceMaster UP Hardware Installation Guide.)
2. Open RSL ogix 5000.
3. Import the loopbackExampleTagWriteSynced.L5K file.

Note: Ifyou have problems loading the PLC program example, see 5.3.8. Modifying an RSLogix 5000 PLC Program
Example (Older Versions) on Page 103 for a solution.

4. Modify the PLC program (loopbackExampleTagWriteSynced.L 5K) for your system.

2.3. EtherNet/IP Interface Profile (ControlLogix) on Page 15 provides a description of the objects in the PLC program.
This PLC program is configured to run on a ControlLogix 5550 controller, so you may need to make the following
changes:

a. From the Controller Organizer panel, click Controller ComtrolCL X and select Properties

b. Click Change Controller, select your PLC controller and revision.

c. Rightclick the I/O Configuration, select New Module, and add your EtherNet/IP interface to the project
d

Double-click MainRoutine under Tasks > MainTask > MainProgram in the Controller Organizer panel and
modify the message communication paths. Click each message and change the communication path to:

<Ethernet Interface Name>,2,<DeviceMaster UP IP Address>

Where <Ethernet I nterface Name> specifies the name of your Ethernet interface and <DeviceM aster UP | P
Address> specifies the IP address for this device.

5. Use one of the following procedures:

For embedded Web page configuration (recommended): Perform the steps outlined in 5.3.6. Configuring the
DeviceMaster UP for the RSLogix 5000 Example Programs Using the Web Page on Page 95.

For the optional PLC Configuration:

a. Double-click Controller Tagsand click the plus sign (+) next to Com1_SetConfigData to expand the option and
change the serial port configuration tag.

b. Change the plcSlotNumber parameter to match the PLC slot number on your PLC chassis.

Change the plcl PAddress parameter to match the IP address of your PLC EtherNet/IP card. (The value must be
entered in 32-bit hex format.

d.  Enable DoSetConfig on rung one of the example PLC program.
6. Download the PLC program to your PLC and run the program.

Chapter 5. Programming the PLC DeviceMaster UP EtherNet/IP User Guide: 2000424 Rev. K - 93



loopbackExamplePolling.L5K

5.3.5. loopbackExamplePolling.L5K

This example program demonstrates an RSLogix 5000 loopback PLC program using the Polling receive method. This
program configures a DeviceMaster UP 1-port at startup and then loops data through the loopback plug on the serial
port The Request Data Message transmits and receives the data and increments the sequence numbers.

You can configure and run the loopback ExamplePolling.L 5K program through RSLogix 5000. For additional
information on the RSLogix 5000, see 5.3.7. RSLogix 5000 Screen Examples on Page 96.

1. Attach aloopback plug to the serial port. (If necessary, see the DeviceMaster UP Hardware Installation Guide.)
2. Open RSL ogix 5000.
3. Import the loopback ExamplePalling.L 5K file.

Note: Ifyou have problems loading the PLC program example, see 5.3.8. Modifving an RSLogix 5000 PLC Program
Example (Older Versions) on Page 103 for a solution.

4. Modify the PLC program (loopback ExamplePolling.L 5K) for your system.

2.3. EtherNet/IP Interface Profile (ControlLogix) on Page 15 provides a description of the objects in the PLC program.

Note that this PLC program is configured to run on a ControlLogix 5550 controller Virtual Chassis, so you may need
to make the following changes:

a. From the Controller Organizer panel, click Controller ComtrolCL X and select Properties

b. Click Change Controller, select your PLC controller and revision.

c. Rightclick the I/O Configuration, select New Module, and add your EtherNet/IP interface to the project
d

Double-click MainRoutine under Tasks > MainTask > MainProgram in the Controller Organizer panel and
modify the message communication paths. Click each message and change the communication path to:

<Ethernet Interface Name>,2,<DeviceMaster UP IP Address>

Where <Ethernet I nterface Name> specifies the name of your Ethernet interface and <DeviceM aster UP | P
Address> specifies the IP address for this device.

5. Use one of the following procedures:

For the embedded Web page configuration (recommended): Perform the steps outlined in 5.3.6. Configuring the
DeviceMaster UP for the RSLogix 5000 Example Programs Using the Web Page on Page 95.

For the optional PLC Configuration: Enable DoSetConfig on rung one of the example PLC program.

6. Download the PLC program to your PLC and run the program.
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5.3.6. Configuring the DeviceMaster UP for the RSLogix 5000 Example Programs Using the
Web Page

The following procedure configures the DeviceMaster UP for the RSLogix 500 example programs. You must perform this
task before you configure and run the RSLogix 500 example program. For more information on the Server Configuration
web pages, see Chapter 3. Embedded Configuration Pages on Page 61.

1. Attach aloopback plug to the serial port
2. Access the Server Configuration web page, using one of these methods.

¢ Open PortVision Plus, right-click on the DeviceMaster UP for which you want to program network information
and select Web Manager.

e Open abrowser and type the IP address for the DeviceMaster UP in the Addressbox.
3. Click Port n. Where n is the port number.
4. Set the serial port settings under Serial Configuration to the following values.

Field Setting
Mode RS-232
Baud 57600
Parity none
Data Bits 8
Sop Bits 1
Flow Control none
DTR off
Rx Timeout Between Packets 200

5. Setthe serial port settings under Serial Packet | dentification to these values.

Field Setting
STX RX Detect Set to one byte and Byte 1 to 2.
ETX Rx Detect Set to one byte and Byte 1 to 3.
STX Tx Append Set to one byte and Byte 1 to 2.
ETX Tx Append Set to one byte and Byte 1 to 3.
Srip Rx STX/ETX Select
Discard Rx Packets With Errors Select

6. Set the serial port settings under Ethernet/I P Settingsto the following values:

Field Selection

TX Sequence Number
Checking

Select.

e Setto Polling for IpbkExamplePolling.

Set to Write-to-Tag/File for ]pbkExampleTagWrite.
e Setto Write-to-Tag/File-Synced for IpbkExampleTagWriteSynced.
e Leave blank for Polling.

e Setto IP Address of PLC for Write-to-File and Write-to-File-Synced.
Set to PLC Controller slot number which typically starts at zero. (Set to zero for

Rx (To PLC) Ethernet
Transfer Method

PLC IP Address

PL C Controller Slot Number

CompactLogix PLC.)
¢ Leave blank for Polling.
Rx (To PLC) Produced Data o ) )
Tag/File Name e Setto Coml1_RxData, the PLC receive filename for Write-to-Tag and Write-to-Tag-
Synced.
Reset Port Select.
Savein Flash Select.

7. Click Submit
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5.3.7. RSLogix 5000 Screen Examples

The following subsections explain how to configure the DeviceMaster UP through RSLogix 5000.

5.3.7.1. Transmit Data to the DeviceMaster UP

Use the Configuration tab on the M essage Configuration

dialog to set options for transmitting data through a Message Configuration - SendDataMsg

specified port on the DeviceMaster UP. Configusation | Commurication| Tag |
Meszage Type: OF Geneie K|
?uvice [Set Attrbute Single 7“] Souece Element  [Com1_TwDatsSn |
1N — s
w_ Sousce Length: /0 = [Bites)
g::ﬂ!;m 110 Hex) Class: |ﬁ_ Hea) I—_l
Irstance; E‘I Abiriube:| 1 [Hex) T
3 Emable ) Enable'Waking i Start i Done Done Length: 10
(2 Emor Code: Extended Enor Code: I Timed Dut
Enor Path
Emor Text
. . ) . | oK l Cancel Help
Provide the following information.
Field Selection
M essage Type CIP Generic
Service Type Set Attribute Single
Service Code 10 Hex (Set Attribute Single)
Class 71 Hex (Serial Port Data Transfer object)
Instance 1 (Port 1)
Attribute 1 (Transmit message data attribute)

Source Element

Coml_TxDataStr

The transmit data structure includes:

e Optional produced data sequence number (one INT)
¢ Data Length in bytes (one INT)

e Data array (one to 440-bytes)

Source Length

Specifies the length of the transmit data structure. (In this example, the value is 260 to

transmit 256 data bytes. Since the maximum data size is 440-bytes, the maximum transmit

data structure size is 444-bytes.)

The following image displays the user defined data type for transmit data.

Mame: |r| D ataSiruct
Descnption; Transmit data
shructune
|
Members: Data Type Size; 444
Mane | Data Type | Styde | Desciiption |
pradSequmber  INT Drecimal Froduced sequence rumber
length INT___ [Decimal _|length of deta
:] data SINT{440] ASCI data bules
¥
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5.3.7.2. Send Configuration to DeviceMaster UP

Use the Configuration tab on the M essage Configuration dialog for sending a serial port configuration to the

DeviceMaster UP.

Message Configuration - SendConfighsg

Configuation | L:owmnicatim| Tag |

Message Type: 2
?ewice [ Custom =|  SowceElemert:  [Coml_SetCorfighata |
wpe:
Sewes Length: 128 o [Bites)
Sendice ,— : l—
Code: 2 [Hex) Class: |70 [Hez) Dresfination -
Irestance:; [1 Atnbuite| 0 [Hex] M
v Tag.,,

& Enable D EnableWaitng O Stait 2 Done Done Length: 0
& Enor Code: Esterded Eror Cade: [ Timed Out®
Ence Path
Eror Test:
’T‘ Carncel A Help
Provide the following information.
Field Selection
M essage Type CIP Generic
Service Type Custom
Service Code 2 Hex (Set Attribute All)
Class 70 Hex (Serial Port Configuration object)
Instance 1 (Port 1)
Attribute 0 (Unused)
Sour ce Element Coml_SetConfigData (Configuration data structure.)
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The following image displays the user defined data type for a serial port configuration.

Name: |Eonfig] able
Description; Conhguration Table

ta foe

Dieviced azter
I embers: Data Type Size: 128
Name |Data Type ISt_l,ls IDsscxipliun ]

DewviceType DINT Decimal
[ setPitCmds DINT Decimal
[ BaudRate DINT Decimal
mtefacetdode  SIMT Decimal
| parly SINT Decimal
| datais SINT Decimal
| stopBits SIMT Decimal
| ilowConiral SINT Decinal
| duControl [SINT Desimal
xS tLength SINT Decimal
| eSbWalel  SINT Decimal
[ S evalue2 SINT Drecimal
ixE tLength SINT Decimal
] IxE b aluel (SIMT Decimal
[ ixE value2 SINT Drecimal
reserved] INT Decimal
[ S tlenath SIMNT Diecimal
| eSbvauel  SINT Desimal
S ale? SINT Decimal
| eEtlenghh SINT Decimal
| wEbialel  GINT Desimal
iE bvalue2 SINT Decimal
| eTimeBetweenP INT Decimal
|| setPrisferOptions [NT Drecimal
imEnetDataxierbd SINT Decimal
| teservads SINT Decimal
[ ieserved? INT Drecimal
regereydd INT Decimal
[ reservedd |SINT Decimal
[ pleSletMumber  SINT Decimal
plelPaddress DINT Decimal

| pxDataTagMame  SINT[40] ASCH

- rezervedT agMam :SINT [40] ASCI
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5.3.7.3. Request Data from DeviceMaster UP

Use the Configuration tab on the M essage Configuration dialog to request data from a specified serial port on the
DeviceMaster UP. Only the Polling receive method uses this feature.

Message Configuration - GetDataMsg,

CDﬂ“Q'-NLiOﬂ] Communicabion| Tag |
Message Type: CIP Germic &
?f;ﬂfﬂ [ Get Atribute Single = sEleent. [T =]
E?J:;ce fe MHew Cisss [71 (Hey Destination [ComT_RaDatastr =]
Instance: [T Avibuez  [Hed New Tog..
O Enable O Enable'Waing @ Stan 5 Dane Done Lergthe 0
O Enror Cade: Extended Emor Cods: [~ Timed Out €
Eor Fath:
Emor Text:
,TI Cancel ol Help
Provide the following information.
Field Selection
M essage Type CIP Generic
Service Type Get Attribute Single
Service Code OE Hex (Get Attribute Single)
Class 71 Hex (Serial Port Data Transfer object)
Instance 1 (Port 1)
Attribute 2 (Receive message data attribute)
Coml_RxDataStr (Receive data structure)
The Receive data structure includes:
Destination ¢ Produced data sequence number (one INT). A change indicates new data.
¢ Datalength in bytes (one INT).
e Data array (zero to 440-bytes)
Source Length 128 (Length of the configuration data structure.)

The following image displays the user defined data type for received data.

Mame: |FI:<D ataSinect
Descriphion; Receive data
shucture
tembers: [ala Typs Size: 444
Hame |Data Tywpe ISl_l,lla |Das|::r'ption I

|| prodSeghumber |INT Decimal | Produced data sequence rumb|
|5 lzngth INT Decimal |length of data

| data SINT[440] 25 |teceived data

#* | |
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5.3.7.4. Send Consumed Sequence Number to DeviceMaster UP

Use the Configuration tab on the M essage Configuration dialog to update the consumed sequence number for a
specified port on the DeviceMaster UP. Only the Write-to-Tag-Synced receive method uses this feature.

Message Configuration - SendCom1_ConRxSeqgMsg

Canfigurtion l Communication | Tag |
Message ype: [CIF Geneic | -]
?:pwslce [Set fttibute Single =] SowceElment  [Coml ConFisSeq  «|
Soucslength:  [2 =]  (Bues)
gz:ﬂfe lﬁ— [Hew) Class: ﬁi— (Hex) R =
Instance: l‘l_ Altrﬂ_:uezl.i_ [Hex] T
‘D Enable O Enable ‘Wailing 2 Start 2 Dane Dione Lengthe 0
' Enor Code: Extersded Eiror Code: [ Timed Out ®
Enct Pase
Emor Test:
IT' Caneel 7} Help
Provide the following information:
Field Selection
M essage Type CIP Generic
Service Type Set Attribute Single
Service Code 10 Hex (Set Attribute Single)
Class 71 Hex (Serial Port Data Transfer object)
Instance 1 (Port 1)
Attribute 4 (Receive consumed sequence number attribute)
Sour ce Element Com1l ConRxSeq (one INT)
Source Length 2 (one INT)
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5.3.7.5. Request Statistics from DeviceMaster UP

Use the Configuration tab on the M essage Configuration dialog for requesting statistics for a specified port from the

DeviceMaster UP.

Message Configuration - GetStatsMsg

Eﬁﬂﬁwldﬁﬂﬂ| Communication| Tag |

Message Type CPGeneie Bl
Service |Eust0m j Source Element: ICcrn‘I _Stats -
Tupe:

Source Lengthe 42 E: [Bytes]
Servica l— l—
Code: 1 lhtex) Llass {72 (Hex) Drestinalion |Cmﬂ _Stals v!

Instance: [1 Atbute]l [Hed R Tio ]
) Enable O EnshlsWaiting &) Stant ® Done Done Length: 42
2 Emor Code; Extended Emor Cods: [~ Tirned Dut =
Erter Path:
Eroe Text:
[ ok ] cael o Help
Provide the following information.
Field Selection
Message Type CIP Generic
Service Type Custom
Service Code 1 Hex (Get Attribute All)
Class 72 Hex (Serial Port Statistics object)
Instance 1 (Port 1)
Attribute 0 (Unused)
Source Element Com1_Stats (not actually used)
Source Length 48 (size of Statistics data structure)
Destination Coml Sats (Statistics data structure)
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The following image displays the user defined data type for statistics.

Mame: |Statisti|::99 bt

Desenpion: Structuie cortaming
all statistics info
fram the stalistics
object.

5.3.7.6. Communication Window for all Messages sent to the DeviceMaster UP

Membess: Data Type Sze: 48 bytels)
Name [Data Type | Stde | Dessiption |
BpteCount DINT Decimal
| mPacketCourt  DINT ~ Decimal
| kB pteCount DINT Drecimal
tPackeiCount | DINT Decimal
| dioppedPacketC DINT Decimal
| parityEnorCount  DIMT Drecimal
framitgE rrorCount DINT Decimal
:' averunEnaiCoun DINT Desimal |
[ mConSeqEmare  DINT Decimal Receive consumed sequence o/
| reservedl  (DINT Decimad | |
| reservedz DINT Decinel
L] reserved? DIMT Decimal
*

Use the Communication tab on the M essage Configuration dialog for sending all EtherNet/IP messages to the

DeviceMaster UP.

guration - GetDataMsg

Configuiation Communicahon| Tag |

Path; [SoftEthedP, 2,100.0101 Browse...

SofEthedP, 2, 10.0.0.101

; = [
I Connected B e
2 Enable  ©J Enable Waiting ) Start 2 Done Dome Lengtie O
» Emor Code: Estended Error Code: ™ Timed Ot %
E o Pati
Enee Teut:

ok | Cancel ppl Help

Provide the following information.

Field

Selection

Path

Provide the following information in this box:

SoftEtherIP - Specifies the name of the EtherNet/IP interface
2 - Required for routing on ControlLogix PLCs.

10.0.0.101 - Specifies the IP address on the DeviceMaster UP used to create the example

programs.
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5.3.8. Modifying an RSLogix 5000 PLC Program Example (Older Versions)

The EtherNet/IP PLC example programs included in the firmware software assembly (.msi) file were developed on
version 13.03 of RSLogix 5000 and may not load properly into older versions of RSLogix 5000. You can use the following
procedure to modify a PLC example program for older versions of RSLogix 5000 when the PLC example program does
not load properly.

1. Start RSLogix 5000 and load a known functional PLC program. (Preferably one with an EtherNet/IP interface.)
Create an .L 5K file by saving the file to the .L 5K format

Open the known functional .L 5K file with a text editor.

Open the example .L 5K file with a text editor.

Make the following modifications to the .L 5K file:

¢ Modify the version number (IE_VER) of the example .L 5K file to match the version number of the known
functional .L 5K file (line 8 of the example .L5K file).

¢ Modify the Major revision number of the example .L 5K file to match the M ajor revision number in the known
functional .L5K file (line 11 of the example .L 5K file).

6. Load the example .L5K file into RSLogix 5000.

e Ifitloads without errors, follow the appropriate process to modify the example program to run on your system.
The following topics describes how to modify the example .L 5K files:

- 53.3. loopbackExampleTagWrite.L5K on Page 92
- 5.3.4. loopbackExampleTagWriteSynced.L5K on Page 93
- 53.5 loopbackExamplePolling.L5K on Page 94
e Ifyoustill have problems loading the example .L 5K file, go to the next step.
7. Make the following modifications to the .L 5K file:

e Modify the Processor Typesetting in the example .L 5K file to match the Processor Typein the known functional
.L5K file (line 10 of the example .L 5K file).

e Replace the MODULE local section of the example .L5K file with the M odulelocal section in the known
functional .L 5K file (lines 89 to 102).

¢ Choose one of the following options:

- Replace the MODULE EnetBridgesection of the example .L 5K file with the EtherNet/IP interface section
from the known functional .L 5K file.

- Delete the MODULE EnetBridge section from the example file (lines 104 to 117).
8. Load the example .L 5K file into RSLogix 5000.

o Ifitloads withouterrors, follow the appropriate process to modify the example program to run on your system.
The following topics describes how to modify the example.L 5K files:

- 5.3.3. loopbackExampleTagWrite.L5K on Page 92
- 53.4 loopbackExampleTagWriteSynced.L5K on Page 93
- 5.3.5. loopbackExamplePolling.L5K on Page 94

e Ifyoustill have problems loading the example.L 5K file, remove or modify all references to EnetBridgein the
example .L 5K file and re-load the example .L 5K file into RSLogix 5000.

SR
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5.4. SLC or MicroLogix PLC Programming Example Instructions

This topic describes how to use RSLogix 500 to configure and run the DeviceMaster UP in an SLC or MicroLogix PLC
environment

You can configure the RSLogix 500 PLC program examples to your site’s requirements. These programs are included in
the self-installing file (.M SI) and are copied to the Comtrol/Ether Netl P directory on your computer when you open the
.M Sl file and follow the prompts. The self-installing file includes the following RSLogix 500 PLC program examples:

e 54.3.1. IpbkExampleSIlcMsgPollIRS500 - SLC PLC
o 5432 IpbkExamplePlc5MsqgPollRS500 - SLC PLC

These program examples are intended to aid the PLC programmer. These program examples were developed with
version 6.30.00 (CPR 6) of RSLogix 500 and a C series SLC 5/05 with FRN 9 firmware.

Note: The PLC program examples are designed to interface with a DeviceMaster UP 1-port or on Port 1 of a 2-port or 4-
port. Additional programming is required to use all ports on a 2-port or 4-port.

Disclaimer: Comtrol supplies example PLC programs for demonstration purposes only. They are
intended for the sole purpose of an example loop-back demonstration in a controlled lab
environment. They are not intended for use in a production environment and may not function
correctly on all PLCs. Comtrol does not warrant these example programs or any part thereof. The

Caution user assumes all liability for any modification to and use of a modified example program.

5.4.1. What is RSLogix 500?

RSLogix 500 is a Windows ladder logic programming package for the SLC 500 and MicroLogix PLCs.
Note: See the RSLogix 500 Help for more information on this product.

5.4.2. Requirements

e The DeviceMaster UP must be installed and configured as described in the DeviceMaster UP Hardware Installation
Guide.

e The DeviceMaster UP must be installed on the same Ethernet network segment as the PLC.

¢ RSLogix 500 must be installed on your computer. Note that the instructions in this guide require that you have some
familiarity with this programming application.

¢ Aloopback plug is required for the first port on the DeviceMaster UP when running an example PLC program. If
necessary, see the DeviceMaster UP Hardware Installation Guide for information on loopback plugs.

e The PLC program examples (.SLC, .SY5 and .SY 6 files) are optional You can copy the PLC program examples from
the CD or download the latest program examples from the Internet. See 1.4. Locating Updated Software and
Documents on Page 10, for the location of the PLC program examples.
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5.4.3. Example Program Considerations

¢ While the RSLogix example programs are simple in nature, they include retry mechanisms for timed-out messages.
You may or may not want to include the time-out mechanism in your application.

e  While the receive and transmit sequence numbers are cleared on the DeviceMaster UP at the start of the programs,
the only requirement is that the sequence numbers be in sync between the PLC and DeviceMaster UP.

e  Statistics retrieval is not included in the example programs, but you can easily add it by inserting a request statistics
message.

5.4.3.1. IpbkExampleSlcMsgPollRS500 - SLC PLC

This example program demonstrates an RSLogix 500 loopback PLC program using the SLC Typed messages in the
Polling receive method. This program initializes receive and transmit produced data sequence numbers at startup on the
DeviceMaster UP and then loops data through a loopback plug on the serial port. The SLC Typed Write data messages
transmit the data, the SLC Typed Read Data messages receive the data and the sequence numbers are incremented.

This example program includes the following files:

e |pbkExampleSIcM sgPolIRS500.SL C - Ladder logic in ASCII format.

¢ |IpbkExampleSIcM sgPollRS500.SY5 - Symbol definitions for RSLogix 500 Version 5.xx.xx.
e |pbkExampleSIcM sgPolIRS500.SY 6 - Symbol definitions for RSLogix 500 Version 6.xx.xx.

5.4.3.2. IpbkExamplePlc5MsgPollRS500 - SLC PLC

This example program demonstrates an RSLogix 500 loopback PLC program using the PLC-5 Typed messages in the
Polling receive method. This program initializes receive and transmit produced data sequence numbers at startup on the
DeviceMaster UP and then loops data through a loopback plug on the serial port The PLC-5 Typed Write data messages
transmit the data, the PLC-5 Typed Read Data messages receive the data and the sequence numbers are incremented.

This example program includes the following files:

¢ |IpbkExamplePlc5M sgPol|IRS500.SL C - Ladder logic in ASCII format

e |pbkExamplePlc5M sgPolIRS500.SY5 - Symbol definitions for RSLogix 500 Version 5.xx.xx.
e |IpbkExamplePlc5M sgPolIRS500.SY 6 - Symbol definitions for RSLogix 500 Version 6.xx.xX.

5.4.3.3. IpbkExampleSlcMsgFileRS500 - SLC PLC

This example program demonstrates a loop-back RSLogix 500 PLC program using SLC Typed messages in the Write-to-
File receive method. This program initializes the produced receive and transmit data sequence numbers at startup and
then loops data via a loop-back plug on the serial port The data is transmitted via SLC Typed Write data messages and
received automatically via a write to file message from the DeviceMaster UP. The sequence numbers are incremented
with each message.

The following files apply:

¢ |IpbkExampleSIcM sgFileRS500.SL C - ladder logic in ASCII form

e |pbkExampleSIcM sgFileRS500.SY 5 - symbol definitions for RSLogix 500 Version 5.xX.xx.
¢ |IpbkExampleSIcM sgFileRS500.SY 6 - symbol definitions for RSLogix 500 Version 6.xx.xx.

Chapter 5. Programming the PLC DeviceMaster UP EtherNet/IP User Guide: 2000424 Rev. K - 105



IpbkExampleSlcMsgFileSyncRS500 - SLC PLC

5.4.3.4. IpbkExampleSlcMsgFileSyncRS500 - SLC PLC

This example program demonstrates a loop-back RSLogix 500 PLC program using SLC Typed messages in the Write-to-
File-Synced receive method. This program initializes the produced receive and transmit sequence numbers as well as the
consumed receive sequence number at startup and then loops data via a loop-back plug on the serial port The data is
transmitted via SLC Typed Write data messages and received automatically via a write to file message from the
DeviceMaster UP. The consumed receive sequence number is updated to match the produced receive sequence number
and sent to the DeviceMaster UP to complete the synchronization process. All sequence numbers are incremented with
each message.

The following files apply:

e |pbkExampleSIcM sgFileSyncRS500.SL C - ladder logic in ASCII form

¢ |IpbkExampleSIcM sgFileSyncRS500.SY5 - symbol definitions for RSLogix 500 Version 5.xx.xx.
e |pbkExampleSIcM sgFileSyncRS500.SY 6 - symbol definitions for RSLogix 500 Version 6.xx.xx.

5.4.3.5. LPBKEXAMPLESLCMSGFILERS500_MICROLGX - MicroLogix PLC

This example program demonstrates a loop-back RSLogix 500 PLC program using SLC Typed messages in the Write-to-
File receive method. This program initializes the produced receive and transmit data sequence numbers at startup and
then loops data via a loop-back plug on the serial port The data is transmitted via SLC Typed Write data messages and
received automatically via a write to file message from the DeviceMaster UP. The sequence numbers are incremented
with each message.

The following file applies: LPBKEXAMPLESLCMSGFILERS500 MICROLGX.RSS, a MicroLogix PLC example
program.

5.4.3.6. LPBKEXAMPLESLCMSGPOLLRS500_MICROLGX - MicroLogix PLC

This example program demonstrates an RSLogix 500 loopback PLC program using the SLC Typed messages in the
Polling receive method. This program initializes receive and transmit produced data sequence numbers at startup on the
DeviceMaster UP and then loops data through a loopback plug on the serial port The SLC Typed Write data messages
transmit the data, the SLC Typed Read Data messages receive the data and the sequence numbers are incremented.

The following file applies: LPBKEXAMPLESL CM SGPOLLRS500_MICROLGX.RSS, a MicroLogix PLC example
program.

106 - DeviceMaster UP EtherNet/IP User Guide: 2000424 Rev. K Chapter 5. Programming the PLC



Configure the DeviceMaster UP for the RSLogix 500 Example Program - SLC PLC

5.4.4. Configure the DeviceMaster UP for the RSLogix 500 Example Program - SLC PLC

The following procedure configures the DeviceMaster UP for the RSLogix 500 example programs. You must perform this
task before you configure and run the RSLogix 500 example program. For more information on the Server Configuration

web pages, see Chapter 3. Embedded Configuration Pages on Page 61.
1. Attach aloopback plug to the serial port

2. Access the Server Configuration web page, using one of these methods.

¢ Open PortVision Plus, right-click on the DeviceMaster UP for which you want to program network information
and select Web Manager.

e Open abrowser and type the IP address for the DeviceMaster UP in the Addressbox.
3. Click Port n. Where n is the port number.
4. Set the serial port settings under Serial Configuration to the following values.

Field Setting
Mode RS-232
Baud 57600
Parity none
Data Bits 8
Sop Bits 1
Flow Control none
DTR off
Rx Timeout Between Packets 200
5. Setthe serial port settings under Serial Packet | dentification to these values.
Field Setting
STX RX Detect Set to one byte and Byte 1 to 2.
ETX Rx Detect Set to one byte and Byte 1 to 3.
STX Tx Append Set to one byte and Byte 1 to 2.
ETX Tx Append Set to one byte and Byte 1 to 3.
Srip Rx STX/ETX Select
Discard Rx Packets With Errors Select
(PLC-5/SLC) Rx MSByteFirst Optionally, select
(PLC-5/SLC) Tx MSByteFirst Optionally, select

6. Setthe serial port settings under Ethernet/I P Settings to the following values:

Field Selection

TX Sequence Number Checking |Select
e Setto Polling for IpbkExampleSicM sgPolIRS500 and Ipbk ExamplePlc5M sgPol IRS500.

e Setto Write-to-Tag/File for lpbkExampleSlcMsgFileRS500.

e Setto Write-to-Tag/File-Synced for IpbkExampleSlcMsgFileSyncRS500.
¢ Leave blank for Polling.

e Setto IP Address of PLC for Write-to-File and Write-to-File-Synced.

Rx (To PLC) Ethernet Transfer
Method

PLC IP Address

PLC Controller Slot Number Unused and can remain blank.
e Leave blank for Polling.
Rx (To PLC) Produced Data Tag/ ) )
File Name e For SLC PLCs, set to $N10:0 and for MicroLogix PLCs, set to #N10:0; the PLC
receive filename for Write-to-File and Write-to-File-Synced.
Reset Port Select.
Savein Flash Select.

7. Click Submit.
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5.4.5. Configure and Run the RSLogix 500 Example Program - SLC PLC

You can configure and run the RSLogix 500 example programs through RSLogix 500. For additional information on the
RSLogix 500, see 5.4.6. RSLogix 500 Screen Examples - SLC PLC on Page 111.

Note: Configure the DeviceMaster UP before you configure and download the RSLogix 500 example program. For
instructions on configuring DeviceMaster UP, see 5.4.4. Configure the DeviceMaster UP for the RSLogix 500

Example Program - SLC PLC, earlier in this chapter.

1. Select the appropriate message type example programs (SLC or PLC-5 typed messages) and copy the files (.SLC,
.SY5 and .SY6) to the desired directory:.

Start RSLogix 500 and open the .SL C file through RSLogix 500.
To modify the PLC program for your system, double-click Controller Properties.
In the General tab, select your SLC processor type under Processor Type and provide a Processor Name.

Controller Properties @

General |Cm1plsr| Pmords| th'olerﬁummum:ahons]

Proceszoe Type:
1747-1L553B-C E/05

Processor Mame:
Progiam Checksume  47dB
Program Files: 3
DalaFiles: 62
Mermorp Uzed 172 Instucton Words Used - 1503 Data Table
Meniais Lefl: 51263 Instiuction Weeds Lelt

oK | Concel | | Hem |

5. Select the Controller Communicationstab and select the following options:

a. SetDriver to the appropriate type to allow RSLogix 500 to communicate with the SLC processor.

b. Type the processor node number in the
Processor Node box. (You may reference the

Controller Properties

Last Configured (System) node or select Who Genesal | Compier | Passwords  Conroler Communizations |
ACtIVE.) Dli'_fef__ Foute Proceszor Mode;
6. Click OK to apply your changes and close the RSN ~ | [locel Bl e

Controller Propertiesdialog.
7. Double-click Processor Satus select the Chan 1 tab

Last Configured [Syztam|

on the Data File S2 - STATUS dialog and verify the | ™" "% <]
following: R Tt
a. DH485 Gateway Disable Bit S:34/0 option is set I ho Active.
to 1.
b. DF1Gateway EnableBit S:34/5option is setto 0 St |
(zero). — — —

c. Comms Servicing Sel S:2/15 option is set to 1.
d Msg Servicing Sel S:33/7 option is set to 1.
8. Close the Data File S2 -- Satusdialog.
9. Double-click I/O Configuration and select your chassis type in the Racks panel
10. Close the I/O Configuration dialog.
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11. Double-click Channel Configuration, and select the
following in the General tab:

a. Inthe Channel 1 panel, type 60 in the Diagnostic
Filebox.

b. Inthe Channel Opanel, type 61 in the Diagnostic
Filebox.

= 5TATUS

EE&

| on 4]

| chano ;ﬁ ]

] Debug | Enors | STI
Processo Mode 5:1/0 - 5:1/4 = [Remote Program Mode

Comms detve §:1/7 = [1] Outgeing Mag Crd Pending 5-2/7 =[]

Incorming Cmd Pending 5:2/6 = [0] Comma Sardcing Sel 5:2/15 = 1]

Mzg Reply Pending 52/ = [g] Mzg Senvicing el §:33/7 = 1]
DH485 Gateway Disable Bil 5:34/0 =
DF1 Gabewray Enable Bit 5:34/5 = E

Main | Pioe | Sean Times | Math | 10

Radic|Stucues |

FPioperties | Help

Channel Configuration

Channel 1 -
Diiver.
[ ‘wite Protected
PassthiaLink 1D (dec] 2
Edit Resource/Dwner Timeout [x1 sec) ’BI]_‘

Driagnestic File |50

Chanrel 0
System Drever:| DF1 Ful Duples
Mode: | System -
[T winte Protected

Pazsthu Link 10 [dec] |1
Edit Agzource/Dwner Timesoul [% 1:2c] |80

Diagnostic File |&1

General | Chan 1 - Systum] Chan. 0- Systum] Chan. - Usur]

Uszer Drver:

Jascir

I Mode Change Ensbied
Maode Atterition Charadurlw
System Mode Charac*arls_
User Mode Charac!er'l.l_

Cancel ey | Hep |
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12. Select the Chan. 1 System tab on the Channel
Configuration dialog and select the following
options.

a. Type the IP address for your PLC in the | P
Addressbox if you are not using Bootp.

b. Type the subnet mask for your PLC in the Subnet
Mask box.

c. Type the gateway address for your PLC in the
Gateway Addressbox.

d. Select Bootp Enableif you are using Bootp to
initialize your network settings.

e. Select SNMP Server Enable.
f.  Select HTTP Server Enable.

g. Select Auto Negotiateif your network is capable
of Ethernet auto-negotiation.

If you select Auto Negotiate, set the Port Setting
to 10/100 M bps Full Duplex/Half Duplex.

If you do not select Auto Negotiate, select the
speed and duplex for your network connection.

13. Click OK to apply your changes and close the
Channel Configuration dialog.

14. In the ladder logic, double-click Setup Screen in an
M SG instruction.

15. Select the MultiHop tab and make the following changes.

Channel Configuration

General Chan. 1- System ! Chan. 0 System | Chan. 0= User |

Diiver r. | J
DHRIO Link 1D |0

Hardware Address: | T[RRI
IPéddess:| 100 . 0 . 0 .17
SubretMask:[ 255 . 255, 0 . 0

GalewayAddiess:| 0 . 0 . 0 . 0

Pasz Thiv Routing
TableFie 17

User Prenvided Wweb Pages
Stating Data File Number |0
Hurnbes of Pages: |1

Defacdt Domain Mame: [
PrmaryMNameServer | 0 . 0O . 0O . 0O
SecondaryMameServer | 0 . 0 . 0O . 0
Fratocal Caontol
[ Bootp Ensble
[+ SMMP Server Enable

[# HTTP Server Enabls
[W Ao Megoliate

Port Satting | 10,100 Mbps Ful Duples/Hall Dupis: |

Msg Connection Timeout [x Ims]. 15000
Mzg Begly Timeout [« 1mS ]| 2000
Inacteity Timeout (x Min} | 20

Cortact: [
Location: |

| (1]3 I Cancel B Help

a. On the first line, type the IP address for the DeviceMaster UP in the To Addressbox.
b. Ifyouare using an SLC 5/03 or 5/04 with an EtherNet/IP sidecar, you may need to add additional hops here.

16. Close the M SG dialog.

17. Repeat steps 14 through 16 for each M SG instruction in the ladder logic.
18. Download the PLC program to your PLC and run the program.
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5.4.6. RSLogix 500 Screen Examples - SLC PLC

The following subsections explain how to configure the DeviceMaster UP through RSLogix 500. Use the screens to set up
the PLC and program the various messages.

5.4.6.1. Setting up Processor and Ethernet (Channel 1)

You must set up the Processor and Ethernet communication port properly for EtherNet/IP to function. Read the
information and follow the procedures provided in the following Rockwell documents:

e SLC5/03,5/04 and 5/05 Modular Processors Installation Instructions (publication 1747-IN009D-MU-P)
e SLC500 Instruction Set (publication 1747-RM001D-EN-P, pages 13-22 through 13-47).

The following screens show the recommended settings that allow EtherNet/IP to function properly on an SLC or
MicroLogix PLC.

1. Start RSLogix 500.

2. Double-click Controller Propertiesand select the . a
correct processor type from the General tab on the Coolrotlor Propacties
Controller Propertlesdlalog General | Compier | Passwords | Contioler Communications |

Froceszo Type:

Progiam Checksume  47dB

Program Files: 3

DataFiles: 62
Mamorp Uzet 172 Instiuchion Words Uized - 1502 D ata T able
BMemans Lefl. 61268 Instruction wiceds Left

0K I Cancel Help

3. Select the Controller Communicationstab and select
the proper driver for RSLogix 500.

Controller Properties

Gens(ell Cﬂ'ﬂplg[l Passwords  Contioler Commurizations |

Diives Reute Frocessor Mode:
= o
. jou Dietal]
Last Configured |Sypstam]
|28 ETHA Wede 2d local |
Reply Timesout:
E‘ID 15ec] wihio Active,
Coanins Path |

0k | Concel | | He

4. Click OK to apply your changes and close the Controller Propertiesdialog.
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Double-click Processor Status, and select the Chan 1
tab on the Data File S2 -- STATUS dialog.

Make the following recommended changes.

a. Select the DH485 Gateway Disable Bit S:34/0
option.

b. Clear the DF1 Gateway EnableBIT S:34/5
option.

c. Select the Comms Servicing Sel S:2/15 option.

Select the Msg Servicing Sel S:33/7 option. (You
must enable this option if you want to run
EtherNet/IP.)

Data File 52 -- STATUS

Main | Proc | SeanTimes| Math |10 | Chan0 [Csn T Debug| Enors | 5T1 | DN 4]

Processor Mode 5:1/0-5:1/M4 = IFIBn-dB Program Mode
Comms ductive S:1/7 = Qutgoing Msg Cmd Pending 5:2/7 = 0]
Incaming Cmd Pending 5:2/6 = [] Commz Sarvicing Sel 5:2/15« 1]
sg Reph Pending 5:2/6 = E sn Serdcing SBIS.SSH=m
DHAES Gatewsy Dissble Bil 5:34/0 =
DF1 Gateveay Enzble Bit 5:34/5 = E

Radic|Stucwed =)

Hep |

Properties

Umml

Optionally, double-click Channel Configuration and
type a value (between 0 and 256) in the Diagnostic

Filebox for an integer diagnostic file. You can use the diagnostic file to help solve any network-related problems.

Channel Configuration

Channel 1-

[ Wite Pratected

Passthru Link ID [dec] [2
Edit Resource/Dwner Timeoul [«1 sec) IT

Diagnastic File |50

Driver:

Chaniel 0

System Dwver; | DF1 Ful Duplex
Mode: | System =

[~ wiite Protected

Pazsthru Link 1D [dec] |1
Edit Resource/Dwner Timeout [+ 152¢] |50

Diagnostic File |51

General ! Chan. 1- Spstern] Chan. - System] Chan. - Usul]

jasci
™ Mode Change Enstied

Mode Attention Chnladur’w.

Spstem Mode Charaderls_

Uzer Mode Chara:terlu_

Uszer Dnver:

Cancel | He |
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8. Select the Chan. 1 System tab on the Channel
Configuration dialog.

9. Make the following recommended changes.

a. Select the SNMP server Enableoption.
(EtherNet/IP may not function without this
setting.)

b. Selectthe HTTP Server Enableoption.
(EtherNet/IP may not function without this
setting.)

c¢. To automatically select the proper Ethernet
speed and duplex settings:

e Select the Auto Negotiate option.

¢ Select the 10/100 Mbps Full Duplex/Half
Duplex option.

10. Click OK to apply your changes and close the
Channel Configuration dialog.

Channel Configuration

General Chan. 1-System ! Chan. 0+ System | Chan. 0 User |

Diiver r“‘_‘_j

DHRIO Link 1D |0

Hardware Address: |IECE RNy (e

IPAddress:| 10 . 0 . 0 .17 :
Fass Thiu Routing [_D
Subnet Mazk; | 256 0 256 . 0 . 0O Table File

Gatewapiddress:| 0 . 0 . 0 . 0

User Prendded Wweb Pages
Diefautt Damain Marme:

Staiting Daka File Numbsr |0
Hurnbes of Pages: |1

PrimaryMNameServer, | 0 . 0 . 0O . 0O
Secondary MameServer | O 0 0 . 0 . 0
Fratocal Control
[ Boatp Enable
¥ SMMP Server Ensble

[# HTTP Server Enabls
[w Auto Negotiate

Port Satting | 10,100 Mbps Ful Duples/Hall Dupies |

Msg Connection Timeout [x ms]. | 15000
Mzg Begly Timeout [« 1mS ]| 2000
Inactwity Timeout [x Min} |20

Cortact: [
Location: |

| oK, | Cancel : | Hep |
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5.4.6.2. SLC Typed Read - Receive Data Message - SLC PLC

The following screen depicts an SLC Typed Read - Receive Data message in

ladder logic.

Make the following changes to the ladder logic.
1. Select the Read option.

Select the 500CPU option.

Select Local

v W

In the ladder logic, double-click the Setup Screen in
the MSG instruction.

6. Make the following changes:

a. Specify the file address to receive data
information in the Data Table Addressbox on
ThisController panel For more information on
file addresses, see 2.4.2.1. DeviceMaster UP File
Addressing on Page 53.

b. Specify a size in the Size of Elementsbox that is
large enough to receive the entire data message
including the sequence number and length
fields.

c. Setthe Channel parameter to 1 to use the
Ethernet port.

d.  Note that the M essage Timeout parameter is
not actually configurable. RSLogix 500 will set
the value in this box based on the Ethernet
timeout settings.

Assign a dedicated integer file of 51 integers to the Control block.

MG
FeadWrte Messaze = EN =
Type Peer-To-Peer
ReadWrite Read —DH—
T arget Davice S500CFT
LocaliFemote Local —(ER3—
Centrel Block M54
Control Bloek Lensth 51
Sefup Soreen

This Carclbst
Commuication Cammand
Data Table Addiess:

Size 1 Elemarts:

Channet: i ]

Taget Device

Messoge Trmecu
Data Tabis Address: 00 |

Local £ Remobe ; MLIIHopt

Emor Descrption

Wazzaps limedout inlocel processal

Cartacl Bits
lgriatz  limed cul UDI.@
Tobe retried (A [0
Awailing E keculion [ELH'I:E
Carerueus Fun [C0F [0]
Enar [ERL[0]
Heszage done (M) [T]
Meszags Transmitling (5T). [0
Mezsage Enobled [EN|:E
“Walireg for Queue Space :E

Eror
Eror CodefHex) 37

e. Specify the portspecific read file address for the DeviceMaster UP in the Data Table Addressbox on the Tar get
Device panel. For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

f.  Set the MultiHop option to Yes
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5.4.6.3. SLC Typed Write - Transmit Data Message - SLC PLC

The following screen depicts an SLC Typed Write - Transmit Data message

in ladder logic.

Make the following changes to the ladder logic.
1. Select the Write option.

Select the 500CPU option.

Select Local.

AN

In the ladder logic, double-click the Setup Screen in
the M SG instruction.

6. Make the following changes:

a. Specify the file address to transmit data
information in the Data Table Addressbox on
This Controller panel For more information on
file addresses, see 2.4.2.1. DeviceMaster UP File
Addressing on Page 53.

b. Specify a size in the Size of Elementsbox that is
large enough to send the entire data message
including the sequence number and length
fields.

c. Setthe Channel parameter to 1 to use the
Ethernet port.

d. Note that the M essage Timeout parameter is not
actually configurable. RSLogix 500 will set the
value in this box based on the Ethernet timeout
settings.

Assign a dedicated integer file of 51 integers to the Control block.

ikl

— ERead™mte Message —{EM T—
Type FPeer-Ta-Fear
FeadWnte Write —{ DN —
Target Device S00CPT
LocalRernote Local —(ER
Control Block Hl&:0
Control Block Length 51

Setup Sevean

G - M16:0 = (31 Elements)

[Geradf Mulitiop |
Thiz Controlies
Comrsication Command |SHOCFL Wike
[ata Table Address:

Conrol Bits
Ignore i fimed out {70} [0 ]
Ta e retiad (MR [0]

Siza in Elemants: Awailing Enecubion (v [0]
Channet: [1_ | Cartiruas Flun (C0F [0 ]
Ermar [ER}
Target Device m

Mezzage done DN} E
Mezrage Teansnilting (ST m
Mazsage Enabled (EN} [ ]
‘wiating for ueve Spacs ! m

Message Tmeout: [70
Dt Tt s

Local / Remote: uliHop:

Ence

Ereer Code{Hex} 37

E ot Bleseription

Meszage imedoul in lozd proceszo.

e. Specify the portspecific transmit file address for the DeviceMaster UP in the Data Table Addressbox on the
Tar get Device panel. For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on

Page 53.
f.  Set the MultiHop option to Yes.
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5.4.6.4. SLC Typed Read - Retrieve Statistics Message - SLC PLC

The following screen depicts an SLC Typed Read - Retrieve Statistics

message in ladder logic.

Make the following changes to the ladder logic.
1. Select the Read option.

v W

Select the 500CPU option.
Select L ocal.

Assign a dedicated integer file of 51 integers to the Control block.
In the ladder logic, double-click the Setup Screen in

the MSG instruction.
6. Make the following changes:

a.

Specify the file address to receive statistics data
information in the Data Table Addressbox on
ThisController panel For more information on
file addresses, see 2.4.2.1. DeviceMaster UP File
Addressing on Page 53.

Type 24 (twelve 32-bit integers) in the Size of
Elementsbox.

Set the Channel parameter to 1 to use the
Ethernet port.

Note that the M essage Timeout parameter is not
actually configurable. RSLogix 500 will set the
value in this box based on the Ethernet imeout
settings.

Specify the portspecific statistics file address for
the DeviceMaster UP in the Data Table Address

—HEG 1
——{ ReadiWrite Messsge —(EN —
Type Peer-To-Peer
RreadiWrite Read =t DN e
Target Davice SO0CED
LocslRamats Local —CER )—
Control Block H12:0
Control Block ]_-?:ugl:h 51
Sebap Screen

=2 MSG - H19:0: (51 Elements)
diitop |
Thiz Carkolie
Communication Commend {BI0CAL Fesd
Drata Tabie Addess: 120
Size b Elemerts: (24 E

Charmet: {1 i

Taget Device
Mesan Tovwat
Data Teble Addiess: [H1zn |

Local FRemobs . |Lacal MultiHop: E;;

Eror Descrplion

Ho=pans

Contrcl Bils
Ignote # limed cut (10} [0]
Toberetied (HAL:[0]

Awailing E recution [E\):
Cantnuous Fun (C0] [
Enen [ERL[D]
Message done (04[]
Meszage Transmilling (ST):[0]
Maszage Enabled [EN D]
‘wialkireg for Queue Space @

Enoe

Eror CodefHex): O

box on the Target Device panel. For more information on file addresses, see 2.4.2.1. DeviceMaster UP File

Addressing on Page 53.
Set the MultiHop option to Yes.
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5.4.6.5. SLC Typed Write - Set Receive Produced Sequence Number Message - SLC PLC

The following screen depicts an SLC Typed Write - Set Receive Produced MG
Sequence Number message in ladder logic. — | ReadWrite Messazn | CEN™—

. . Type Peer-Ta-Peer
Make the following changes to the ladder logic. BeadWrite Write |_CDN™_
1. Select the Write option. Target Davice 500CPTT

alRemate ER”
2. Select the 500CPU option. é:fﬂml 31:; li'f;a,;,] Ei
3. Select Local. Control Block Length 3|
Setup Screen

4. Assign a dedicated integer file of 51 integers to the Control block. a
5. In the ladder logic, double-click the Setup Screen in

2 MSG - M17:0 : [51 Elements)

the M SG instruction.
6. Make the following changes.

General | hubHop |

This Cenlialer Cortiol Bits

a. Specify the file address where the receive oo Lope ok Ignces il med ol (T0) 0]
sequence number resides in the Data Table e mu&iﬂﬁf&?{%
Addressbox on This Controller panel For more Chamnel: [T Cenlinsaus Bun (L0} [0]
information on file addresses, see 2.4.2.1. e = m%
DeviceMaster UP File Addressing on Page 53. S Muw:ﬁ::ﬂ:mm

Dala Table Addiess: Message Enabled {ENE [0

b. Type 1 in the Size of Elementsbox.
Set the Channel parameter to 1 to use the

\wiaitng for Qusus Space -

Leeal / Reenate MulHop:

Emn
Ethernet port. .
d.  Note that the M essage Timeout parameter is not
actually configurable. RSLogix 500 will set the Etior Disiplcn
value in this box based on the Ethernet timeout N ereces
settings.

e. Specify the portspecific receive sequence file
address for the DeviceMaster UP in the Data
Table Addressbox on the Target Device panel
For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

f.  Set the MultiHop option to Yes.
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5.4.6.6. SLC Typed Write - Set Transmit Produced Sequence Number Message - SLC PLC

The following screen depicts an SLC Typed Write - Set Transmit Produced

Sequence Number message in ladder logic.

Make the following changes to the ladder logic.

1.

v W

Select the Write option.
Select the 500CPU option.
Select L ocal.

Assign a dedicated integer file of 51 integers to the Control block.

In the ladder logic, double-click the Setup Screen in
the M SG instruction.

Make the following changes:

a. Specify the file address where the transmit
sequence number resides in the Data Table
Addressbox on ThisController panel For more
information on file addresses, see 2.4.2.1.
DeviceMaster UP File Addressing on Page 53.

b. Type 1 in the Size of Elementsbox.

Set the Channel parameter to 1 to use the
Ethernet port.

d.  Note that the M essage Timeout parameter is
not actually configurable. RSLogix 500 will set
the value in this box based on the Ethernet
timeout settings.

e. Specify the portspecific transmit sequence
number file address for the DeviceMaster UP in
the Data Table Addressbox on the Target

MG

— ReadWrite Massage —(EN 33—
Type Peer-To-Peer
FasdiWrita Write —{ DN —
Target Dewvice SO0CETT
LocalFemote Local —{EE—
Caontro] Elock 180
Contral Block Lansth 51

Letap Sorean

=2 MSG - N17:0 : [51 Elements)

General | iuliHop |

This Cenlialer
Commurication Command: [SO0CPU wiile

Diata Table Addiess:
Size inElements: 1|
Chaneel: 1|

Taigal Davice

Miessape Timeou:
Diata Table Addiess: [n10128

Locel / Fenate © MukHop:

Enat Deserigtien

Mo enors:

Canticl Bils

Igriees i imed out (T0) [0
Ta b ratiied IR [0 ]
Huvaiting Eecution (B [0]
Conlinuous Run (CO} [0 ]
Ener [ER [0
Message dans (DN [0]
Meszoge Transmittng (ST [0]
Meszage Enbled [EN} [0

“wisitng for Queus Space [0

Eten
Eior Code[Hex) 0

Devicepanel For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

f.  Set the MultiHop option to Yes.
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5.4.6.7. PLC-5 Typed Read - Receive Data Message - SLC PLC

The following screen depicts a PLC-5 Typed Read - Receive Data message in

MEG

ladder logic. —— FeadWrita Massage =EN =
. . Type Peer-To-Peer

Make the following changes to the ladder logic. Faad Wiite Read |—CDNI—

1. Select the Read option. Tazget Device PLCS e

. LacalFemote Local EE
2. Select the PLC5 Optlon. Contmal Block W1540
3. Select Local. Contral Block Length &3
. . . . . Satap Soresn
4. Assign a dedicated integer file of 93 integers to the Control block.

In the ladder logic, double-click the Setup Screen in the
M SG instruction.

=z MSG - M15:0 : (93 Elements)

. {Benesel{| Mution |
5. Make the following changes.
Thiz ctﬂhﬂrlﬁ - Carml Bits
a. Specify the file address to receive data EW“;T:“&T;,?G ﬁfﬁl o Od::rlr:g:%
. . . | abie R a rali |
information in the Data Table Addressbox on B e e P v b
ThisController panel For more information on Chanret: i | Continucus Aun 001 [5]
file addresses, see 2.4.2.1. DeviceMaster UP File e - EWE::%
Addressing on Page 53. - Miessaoe Timeout: e e
Sty R Meszage Transmitling (5T [0 ]
b. Specify a size in the Size of Elementsbox that is it wé'::‘;:;;:‘;‘;"ﬂf:‘m
large enough to receive the entire data message Locdl / Remote: Muitcs: '
including the sequence number and length Enee
fields. Enon Cod{Hes) 37
c. Setthe Channel parameter to 1 to use the :
Enai Deseiiphion
Ethernet port. e
teszage limedout in local processon
d. Note that the M essage Timeout parameter is not
actually configurable. RSLogix 500 will set the
value in this box based on the Ethernet timeout

settings.

e. Specify the portspecific receive file address for the DeviceMaster UP in the Data Table Addressbox on the
Target Device panel The receive file address must be specified in logical ASCII format. For more information on
file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

f.  Set the MultiHop option to Yes.
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5.4.6.8. PLC-5 Typed Write - Transmit Data Message - SLC PLC

The following screen depicts a PLC-5 Typed Write - Transmit Data message in M5G
ladder logic. — Read/Whiie Message —(EN 3—
. . Type Paer-To-Peer
Make the following changes to the ladder logic. B i i w_::e | o
1. Select the Writeoption. Targst Device PLCS IS
LocalFems Local ER
2. Select the PLC5 option. c:m:.l_ ;{;:]E }T]':',;ﬂ 2
3. Select Local. Comtrol Block Lengih %3
Setaup Scrmen
4. Assign a dedicated integer file of 93 integers to the Control block.
5. Inthe ladder logic, double-click the Setup Screen in

the M SG instruction.
6. Make the following changes:

=2 MSG - N16:0 : (93 Elements)

This Cenlialer
Commurication Command: [PLCS Wiike

a. Specify the file address to transmit data

information in the Data Table Addressbox on
ThisController panel For more information on
file addresses, see 2.4.2.1. DeviceMaster UP File
Addressing on Page 53.

Specify a size in the Size of Elementsbox that is
large enough to send the entire data message
including the sequence number and length
fields.

Set the Channel parameter to 1 to use the
Ethernet port.

Note that the M essage Timeout parameter is not
actually configurable. RSLogix 500 will set the
value in this box based on the Ethernet timeout
settings.

Data Table Addiesz: [N11-0

Sizein Elements; 173

Chanriel: [

Taigel Davice

Message Timeaut :
Data Table Addiess:

Local / Remale : MulHop:

E i Desciiplion

Message timedowt in local processor,

Contial Bils

Ieneee il imed out (TOY [T]
T be rehied MR [0 ]
Awwling Execution [Ew) [0
Conlinuaus Fun (C0} [
Errer [EF) [0
Message dane (DN} 1]
Message Tramemitng (ST m
Meszage Enabled [EM [0 ]

Wwaitng for Qusus Spece ;[0

Eincn
Eenon Cade[Hex] 37

Specify the portspecific transmit file address for the DeviceMaster UP in the Data Table Addressbox on the
Target Devicepanel The transmit file address must be specified in logical ASCII format. For more information on
file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

Set the MultiHop option to Yes.
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5.4.6.9. PLC-5 Typed Read - Retrieve Statistics Message - SLC PLC

The following screen depicts an PLC-5 Typed Read - Retrieve Statistics
message in ladder logic.

Make the following changes to the ladder logic.

1.

AN

Select the Read option.
Select the PL C5 option.
Select L ocal.

Assign a dedicated integer file of 93 integers to the Control block.

In the ladder logic, double-click the Setup Screen in
the M SG instruction.

Make the following changes:

a. Specify the file address to receive statistics data
information in the Data Table Addressbox on
ThisController panel For more information on
file addresses, see 2.4.2.1. DeviceMaster UP File
Addressing on Page 53.

b. Type 24 (twelve 32-bit integers) in the Size of
Elementsbox.

c. Setthe Channel parameter to 1 to use the
Ethernet port.

d.  Note that the M essage Timeout parameter is
not actually configurable. RSLogix 500 will set
the value in this box based on the Ethernet
timeout settings.

e. Specify the portspecific statistics file address for
the DeviceMaster UP in the Data Table Address

DS

= EReadWrite Meszage —{:EN:}—
Type Pear-To-Peer
Read Trite Faad |[—DH—
Target Devies PLCS
LocalRamats Loasl —{ER 73—
Control Block H19:0
Control Block Length a3

Setup Sereen

== MSG - M19:0°: (92 Elements)

This Contraller

Diats Table Addiess
Channal

T gt Device
[Cisla Table Adchess

Lecal ! Remale

Enct Descriplicn

No iz

Communication Command:

Size:in Elaments:

Mazzapa Timeout -

FLES Fiead

HizD

24|
oL

FE

:
HUbH e

Conlral Btz
grate ftimed ou (101 [5]
Tao bsm—'edﬂ*lﬂ]:m
Asiing Evsculion [Ew):[0]
Canliruous Run [E‘Ell.m
Esex [ER) 0]
Maszags done (D10 |
Mezzape Transmitting |5'IJ'|E|
Metzage Enabled [EN] [T ]
Washng tor Dueue Space m

Emer
Enror Cede{Hex|: O

box on the Target Device panel. The statistics file address must be specified in logical ASCII format. For more

information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

f.  Setthe MultiHop option to Yes.
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5.4.6.10. PLC-5 Typed Write - Set Receive Produced Sequence Number Message - SLC PLC

The following screen depicts an PLC-5 Typed Write - Set Receive Produced

Sequence Number message in ladder logic.

Make the following changes to the ladder logic.

1.

v W

Select the Write option.
Select the PLC5 option.
Select Local

Assign a dedicated integer file of 93 integers to the Control block.

In the ladder logic, double-click the Setup Screen in
the MSG instruction.

Make the following changes.

a. Specify the file address where the receive
sequence number resides in the Data Table
Addressbox on ThisController panel For more
information on file addresses, see 2.4.2.1.
DeviceMaster UP File Addressing on Page 53.

b. Type 1 in the Size of Elementsbox.

Set the Channel parameter to 1 to use the
Ethernet port.

d.  Note that the M essage Timeout parameter is
not actually configurable. RSLogix 500 will set
the value in this box based on the Ethernet
timeout settings.

e. Specify the portspecific receive sequence file
address for the DeviceMaster UP in the Data
Table Addressbox on the Target Device panel

—MEG
Read Wnte Messaze
T:{PE F'ut:r-Tch-Pcer
Feadimte Write
Targat Davice PLCS
LoealBermale Lioaal
Control Block H170
Conirol Block Length 93
Setup Scresn

—ENT—

_.j:upj}_

—{:ER“_}—

7 MSG - M17:0: (93 Elements)

o

31| MuliHap |

Thiz Contralies

Sie n Elemantz 1 |
Charmel:; 1 |

Taiget Device

Emar Daschptie

Ma efroes

Commurecation Commend. [PLCS Wiite
Diata Table Address: |Mi0.0

Message Timeoul
Diata Table Address [4M10128"

Lozal / Remote : MultiHop

Contral Bits

Emar
Emar Code[Hex): 0

lgneee if Emed out [T0]

Ta be retied (MR
Awabing Execution (Ew] [0]
Conlirucus Aun (C0) [3]
Enice [ERT (0]

Message dana [DM)
Meszage Tiammiting [ST]
Meszage Erabled (EM)- (0]
\Wailing foe Quaue Space Iil

The receive sequence file address must be specified in logical ASCII format. For more information on file
addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

f.  Setthe MultiHop option to Yes.
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5.4.6.11. PLC-5 Typed Write - Set Transmit Produced Sequence Number Message - SLC PLC

The following screen depicts an PLC-5 Typed Write - Set Transmit Produced MEG

Sequence Number message in ladder logic. 4 ReadWrite Message Ry ) o T
: : Type Peer-To-Peer

Make the following changes to the ladder logic. B it Vidte (DN

1. Select the Write option. Target Davice PLCS Lo

. LocalRemate Lacal ER
2. Select the PLC5 option. Control Elock M50
3. Select Local Control Block Length a3
. . . . . Setap Sereem
4. Assign a dedicated integer file of 93 integers to the Control block.
5.

In the ladder logic, double-click the Setup Screen in
the MSG instruction.

6. Make the following changes.

=4 MSG - N18:0 : (93 Elements)

This Carficller Conlial Bits
a. Specify the file address where the transmit B Fifwie | Ioecee i tived cut ITDI%
: s ala la =2 [WE1:0 To be netied MAT
sequence number resides in the Data Table e nEbwrarkc. T et |
Addressbox on ThisController panel For more e | Coalinucus Aun [CO} [7]
information on file addresses, see 2.4.2.1. e Enct [ER) 0]
DeviceMaster UP File Addressing on Page 53. P Mm:::i:mtzﬁi%
b. Type 1 in the Size of Elementsbox. Pt e R 'E“l%
Waiting for Gusus Space :
Set the Channel parameter to 1 to use the e Atk T
Ethernet port. E""'! o
d.  Note that the M essage Timeout parameter is not
actually configurable. RSLogix 500 will set the Ervor Descrption
value in this box based on the Ethernet timeout Mo eirarz
settings.

e. Specify the portspecific transmit sequence
number file address for the DeviceMaster UP in
the Data Table Addressbox on the Target
Device panel The transmit sequence number file address must be specified in logical ASCII format For more
information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

f.  Setthe MultiHop option to Yes.

5.4.6.12. MultiHop Screen

1. Select the MultiHop tab on the M SG dialog.
2. Make the following changes.

= MSG - M16:0 : (93 Elements)

a. Type the IP address for the DeviceMaster UP i A
(the designated EtherNet/IP Device) in the To e (i MK s liisesvcm]
Addressbox. This SLOS00 i Ethetet IP Device [2te). 10.00.101

ConirolLogis Backplare LE 1736 Backplane Shoildeck: 0

b. Type 0 (zero) in the To Addressbox for the

ControlLogix Backplane.

Note: Ifyou are using an SLC 5/03 or SLC 5/04 with an
EtherNet/IP sidecar, you may need to add Hops to
route the message on your PLC.

5.4.7. Configuring and Running the
MicroLogix RSLogix 500 Example
Program

1. Select the appropriate message type example
programs (_MICROLGX) and copy the files (.RSS) to the desired directory.

2. Start RSLogix 500 and open the .RSSfile through RSLogix 500.

Chapter 5. Programming the PLC DeviceMaster UP EtherNet/IP User Guide: 2000424 Rev. K - 123



Configuring and Running the MicroLogix RSLogix 500 Example Program

3. To modify the PLC program for your system, double-click Controller Properties.

In the General tab, select your MicroLogix processor type under Processor Type and provide a Processor Name.

Controller Properties

Proceszor Type:

ix 1100

Processor Mame: iMIEHDLGX

Program Checksurm: 3132
Program Files; 3
Data Files: 27

Memary Left:  BO37 Instruction ‘Words Left

General lEompiIer1 Passwnrdﬂ Cantraller Communications]

Memory Used: 619 Ingtruction Wards Used - 1247 Data Table

]S | Caticel

Help

4. Select the Controller Communicationstab and select the following options:

a. SetDriver to the appropriate type to allow RSLogix 500 to communicate with the MicroLogix processor.
b. Type the processor node number in the Processor Nodebox. (You may reference the Last Configured (System)

node or select Who Active)).

5. Click OK to apply your changes and close the Controller Propertiesdialog.

Controller Properties

Diriver Route

General] Cgmpiler1 Passwords  Controller Communications ]

4B_ETH-1 ~ [iocal

-Last Configured [System)

Proceszsor Mode:

13 Decimal (=3

Octal]

[aB_ETH-1 1 CIPPath

Reply Timeout:
10 [Sec] Wi Active..

7|

Comms Path [COMTROLADS1CE31A8_ETH-11152.168.25 22

Ok | Cancel

Help
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Configuring and Running the MicroLogix RSLogix 500 Example Program

6. Double-click Processor Satus, select the Chan. 1 System tab on the Channel Configuration dialog and select the
following options.

a.

™0 a0 o

g.

7. Inthe ladder logic, double-click Setup Screen in an M SG instruction.

Type the IP address for your PLC in the | P Addressbox if you are not using Bootp.

Type the subnet mask for your PLC in the Subnet Mask box.

Type the gateway address for your PLC in the Gateway Addressbox.

Select Bootp Enableif you are using Bootp to initialize your network settings.

Select HTTP Server Enable.

Select Auto Negotiateif your network is capable of Ethernet auto-negotiation. If you select Auto Negotiate, set
the Port Setting to 10/100 M bps Full Duplex/Half Duplex. If you do not select Auto Negotiate, select the speed

and duplex for your network connection.

Click OK to apply your changes and close the Channel Configuration dialog.

Select the MultiHop tab and make the following changes.
9. On the first line, type the IP address for the DeviceMaster UP in the To Addressbox.
10. Close the M SG dialog.
11. Repeat steps 14 through 17 for each M SG instruction in the ladder logic.
12. Download the PLC program to your PLC and run the program.

Channel Configuration

General] Charmel 0 Channel 1 l

Diriver :

Hardware Address: IDD:DD:DD:DD:DD:DD
IPAddess:| 192 . 168 . 26 . 22
SuhnetMask:l 285 285 0255 0 0
Gateway .-’-‘n.ddless:l B o Ioe fix 20

Default 0 omain M arme: |

Primary Hame Server; |

Secondary Mame Semver: |
Protocol Cartrol
[~ BOOTPEnable [~ DHCP Enable
[ SHMP Server Enable

¥ HTTF Server Enable
v Auto Hegatiate

Part Sefting  |10,/100 Mbps Full Duplex/Half Duplex -l

Mg Connection Timeout [x TmS]:{13000
Mzg Beply Timeout (1 TmS]; {3000

Metwark Link (D |0

Contact: |

Location: |

]

Cancel

Help
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Receive Sequence Number Init Message

5

4.7.1. Receive Sequence Number Init Message

The following screen depicts a SLC Typed Read - Receive Sequence Number Init message in ladder logic. In the ladder logic,

d

ouble-click the Setup Screen in the M SG instruction.

Make the following changes:

Specify the file address where the transmit sequence number resides in the Data Table Address box on This

Controller panel. For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

1. Setthe Channel parameter to 1 to use the Ethernet port
2.
3. Type lin the Size of Elementsbox.

Specify the port-specific transmit sequence number file address for the DeviceMaster UP in the Data Table Address

box on the Target Device panel For more information on
on Page 53.

Set the Routing Information File (RI) to that of your PLC

file addresses, see 2.4.2.1. DeviceMaster UP File Addressing

program.

Select the M ultiHop pane. On the first line, type the IP address for the DeviceMaster UP in the To Addressbox.

MEG
{ RealfWrite Messaze  [—(EN +—
MiGFile MGL70 | —DH3—
Zetup Screen = 4ER 37—

=1 MSG - MG17:0 : (1 Elements)

l Mulion |

This Caontroller

Channel: [1 [Integral)

Control Bitz
lgriare if timed out [TO]; m
Break Connection [BE]; m

Communication Command: [S00CPU Write

Data Table Address: [W10:0
Size in Elernerts:

Target Device

tdeszage Timeout :
Data Table Address; [N10:122

Local / Femate : hultiH op:
Routing Information File[RI1): [R121:0

Error Description

Mo emrors

Awaiting Esecution [EMw]: m

Error [ER]: m
Meszage done [DM]; m

Meszage Tranzmitting [ST]: m
tdeszage Enabled [EM]: m

Errar
Error Code[Hex]: O
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Transmit Sequence Number Init Message

5.4.7.2. Transmit Sequence Number Init Message

The following screen depicts a SLC Typed Read - Transmit Sequence Number Init message in ladder logic. In the ladder
logic, double-click the Setup Screen in the M SG instruction.

Make the following changes:
1. Setthe Channel parameter to 1 to use the Ethernet port.

2. Specify the file address where the transmit sequence number resides in the Data Table Addressbox on This
Controller panel For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.
3. Type lin the Size of Elementsbox.

Specify the port-specific transmit sequence number file address for the DeviceMaster UP in the Data Table Address
box on the Target Device panel For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing
on Page 53.

Set the Routing Information File (RI) to that of your PLC program.
Select the M ultiHop pane. On the first line, type the IP address for the DeviceMaster UP in the To Addressbox.

WS

—  ReadWWrite Messaze —EN +——

W53 File MSlE:0 |—CDH +—
Setup Screen = —E-:ER‘:J—

4 MSG - MG16:0: (1 Elements)

MuliHop |

This Contraller Control Bits
| Igrore if timed out [TO): E

Channel: [1 [Inteqral]

Communication Command: |SOACPL wiite | B"?ék Connec-tion [BE]: IE
Data Table Address: [N11.0 #waiting Erecution (E): [0]
Size in Elements: |q
Eror [ER]: IE
Target Device Meszage done [DM): m
Message Timeout Meszage Transmitting [ST]: IE
Data Tahle Address: [11:128 Message Enabled [EN]; IE
Local / Remote : [Lacal MultHop:  |es
Routing Information File(RI1): |R120:0 Erter

Errar Code(Hex]: 0

Error Dezscription

Mo erars
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Transmit Data Message

5.4.7.3. Transmit Data Message

The following screen depicts an SLC Typed Write - Transmit Data message in ladder logic. In the ladder logic, double-click
the Setup Screen in the M SG instruction.

Make the following changes:

1.
2.

Set the Channel parameter to 1 to use the Ethernet port

Specify the file address where the transmit sequence number resides in the Data Table Addressbox on This
Controller panel. For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

Type 103 in the Size of Elementsbox to transmit receive the maximum data size for this type of message. This size
must be large enough to include the sequence number (one integer), length (one integer), and enough integers to
transmit all of your data.

Specify the port-specific transmit sequence number file address for the DeviceMaster UP in the Data Table Address
box on the Target Device panel For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing
on Page 53.

Set the Routing Information File (RI) to that of your PLC program.
Select the MultiHop pane. On the first line, type the IP address for the DeviceMaster UP in the To Addressbox.

M5G
—— FeadWrite Messaze  |—(EH 3—
M5GFle MGIR0 —(DOH 37—

Setup Soreen = —(:ER:J—

Thiz Controller - Caontral Bits

| Ignore if timed out [TO): E

Channel [1 [Integral]
Break Connection [BE): E

Communication Command:  [SO0CPL \a/rite | ] :
Diata Table Address: 110 Awaiting Execution [EW): E
Size in Elements:
Eror [ER]: IE
- Target Device Mezzage done [DN]: IE
Message Timeout : tessage Transmitting (ST [0]
Diata Table Address: [N11.0 Message Enabled (EN): [0]
Local / Remate : FultiH op:
Fiouting Infarmation File(R1): |R122:0 Errar

Errar Code(Hex]: 0

Eror Description

Mo erars
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Receive Data Message

5.4.7.4. Receive Data Message

The following screen depicts an SLC Typed Read - Receive Data message in ladder logic. In the ladder logic, double-click
the Setup Screen in the M SG instruction.

Make the following changes:

1.
2.

Set the Channel parameter to 1 to use the Ethernet port.

Specify the file address where the transmit sequence number resides in the Data Table Addressbox on This
Controller panel. For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

Type 103 in the Size of Elementsbox to receive the maximum sized data size for this type of message. This size must
be large enough to include the sequence number (one integer), length (one integer), and enough integers to receive
all of your data.

Specify the portspecific transmit sequence number file address for the DeviceMaster UP in the Data Table Address
box on the Target Device panel For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing
on Page 53.

Set the Routing Information File (RI) to that of your PLC program.
Select the MultiHop pane. On the first line, type the IP address for the DeviceMaster UP in the To Addressbox.

MEG
— Read/Write Messaze | —LEN 71—
MEGFile  MGl90 DN

Zetup Screen < ER—

=1 MSG - MG19:0 : (1 Elements)

T Mulitop |
This Cortroller Caontrol Bits
Channel: [1 [Integral) | Ignare if timed aut (TO): 0]

Communication Command:  [S00CPU Read | En?‘lak Eonnec.tion (B E
Data Table Address: [M100 Auwating Exscution (Ew): [0]
Size in Elements: {103

Fl

Ermar [ER]: IE
Target Device tMessage done [DM): IE
Meszage Timeout : tezzage Transmitting (ST E
Data Table Address: Message Enabled [EM): [0]
Lacal / Femate ; MultiHaop:
Fiouting Information File(R1]): Eror

Error Code[Hex): 0

Error Dezcription

Mo erars
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MultiHop Screen

5.4.7.5. MultiHop Screen

Select the MultiHop tab on the M SG dialog. 2. Make the following changes. a. Type the IP address for the DeviceMaster
UP (the designated EtherNet/IP Device) in the To Addressbox.

MSG - MG16:0 : (1 Elements)

Gieneral | MultiHop ;
Ins =Add Hop Del = Remove Hop
From Device ] Fraom Port ] To Address Type ] ToAddress
Thiz Micrologix Channel 1 Ethertet/IP Device [str]: 19216826102
S ¥
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5.5. PLC-5 PLC Programming Example Instructions

This topic describes how to use RSLogix 5 to configure and run the DeviceMaster UP in a PLC-5 PLC environment

You can configure the RSLogix 5 PLC program examples to your site’s requirements. This program is included in the self-
installing file (.M Sl) and is copied to the Comtrol/Ether Netl P directory on your computer when you open the .M Sl file
and follow the prompts. The self-installing file includes the following RSLogix 5 PLC program examples:

e 554 IpbkExampleSIlcMsgPollRS5

e 555 IpbkExamplePlc5MsgPollRS5

These program examples are intended to aid the PLC programmer. These program examples were developed with:
e RSLogix 5 (version 6.00.00)

e Enhanced PLC-5/20 (series E with revision | firmware)

e Ethernet sidecar (version Enet/B)

Note: The PLC program examples are designed to interface with a DeviceMaster UP 1-port or on Port 1 of a 2-port or 4-
port. Additional programming is required to use all ports on a 2-port or 4-port.

Disclaimer: Comtrol supplies example PLC programs for demonstration purposes only. They are
intended for the sole purpose of an example loop-back demonstration in a controlled lab
environment. They are not intended for use in a production environment and may not function
correctly on all PLCs. Comtrol does not warrant these example programs or any part thereof. The
user assumes all liability for any modification to and use of a modified example program.

5.5.1. What is RSLogix 5?

RSLogix 5 is a Windows ladder logic programming package for the PLC-5 PLCs.
Note: See the RSLogix 5 Help for more information on this product.

5.5.2. Requirements

¢ The EtherNet/IP firmware must be installed on the DeviceMaster UP and configured as described in the
DeviceMaster UP Hardware Installation Guide.

¢ The DeviceMaster UP must be installed on the same Ethernet network segment as the PLC.

¢ RSLogix 5 must be installed on your computer. Note that the instructions in this guide require that you have some
familiarity with this programming application.

e Aloopback plug is required for the first port on the DeviceMaster UP when running an example PLC program. See
the DeviceMaster UP Hardware Installation Guide for information on loopback plugs.

e The PLC program examples (.PC5,.SY5 and .SY 6 files) are optional You can copy the PLC program examples from
the CD or download the latest program examples from the Internet See 1.4. Locating Updated Software and
Documents on Page 10, for the location of the PLC program examples.
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5.5.3. Example Program Considerations

¢ While the RSLogix example programs are simple in nature, they include error counters and transmit retry
mechanisms for timed-out messages. You may or may not want to include the error counters and transmit retry
mechanisms in your own application.

e The receive and transmit sequence numbers are cleared on the DeviceMaster UP when you start the programs.
However, the sequence numbers must be in sync between the PLC and DeviceMaster UP for the programs to operate
correctly.

e Statistics retrieval is not included in the example programs, but you can easily add it by inserting a request statistics
message.

e The socket ports can be accessed the same way as the serial ports and return the data in the same manner. To access
a socket port, just change the associated DeviceMaster UP file addresses.

5.5.4. lIpbkExampleSlcMsgPolIRS5

This example program demonstrates an RSLogix 5 loopback PLC program using the SLC Typed messages in the Polling
receive method. This program initializes receive and transmit produced data sequence numbers at startup on the
DeviceMaster UP and then loops data through a loopback plug on the serial port. The SLC Typed Write data messages
transmit the data and the SLC Typed Read Data messages receive the data and the sequence numbers are incremented.

This example program includes the following files:

e |pbkExampleSIcM sgPolIRS5.PC5 - Ladder logic in ASCII format

e IpbkExampleSIcM sgPolIRS5.SY5 - Symbol definitions for RSLogix 5 Version 5.xx.xx.
e |pbkExampleSIcM sgPolIRS5.SY 6 - Symbol definitions for RSLogix 5 Version 6.xx.xx.

5.5.5. IpbkExamplePlc5MsgPollRS5

This example program demonstrates an RSLogix 5 loopback PLC program using the PLC-5 Typed messages in the Polling
receive method. This program initializes receive and transmit produced data sequence numbers at startup on the
DeviceMaster UP and then loops data through a loopback plug on the serial port The PLC-5 Typed Write data messages
transmit the data and the PLC-5 Typed Read Data messages receive the data and the sequence numbers are incremented.

This example program includes the following files:

* |pbkExamplePlc5M sgPolIRS5.PC5 - Ladder logic in ASCII format

¢ IpbkExamplePlc5M sgPolIRS5.SY5 - Symbol definitions for RSLogix 5 Version 5.xx.xx.
* |pbkExamplePlc5M sgPolIRS5.SY 6 - Symbol definitions for RSLogix 5 Version 6.xx.xx.

5.5.6. IpbkExamplePlc5MsgFileRS500

This example program demonstrates a loop-back RSLogix 5 PLC program using PLC-5 Typed messages in the Write-to-
File receive method. This program initializes the produced receive and transmit data sequence numbers at startup and
then loops data via a loop-back plug on the serial port. The data is transmitted via PLC-5 Typed Write data messages and
received automatically via a write to file command from the DeviceMaster UP. The sequence numbers are incremented
with each message.

The following files apply:

e |pbkExamplePlc5M sgFileRS5.PC5 - ladder logic in ASCII form.

¢ |IpbkExamplePlc5M sgFileRS5.SY 5 - symbol definitions for RSLogix 5 Version 5.xx.xx.
¢ |pbkExamplePlc5M sgFileRS5.SY 6 - symbol definitions for RSLogix 5 Version 6.xx.Xx.
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5.5.7. IpbkExamplePlc5MsgFileSyncRS5

This example program demonstrates a loop-back RSLogix 5 PLC program using PLC-5 Typed messages in the Write-to-
File-Synced receive method. This program initializes the produced receive and transmit sequence numbers as well as the
consumed receive sequence number at startup and then loops data via a loop-back plug on the serial port. The data is
transmitted via PLC-5 Typed Write data messages and received automatically via a write to file command from the
DeviceMaster UP. The consumed receive sequence number is updated to match the produced receive sequence number
and sent to the DeviceMaster UP to complete the synchronization process. All sequence numbers are incremented with
each message.

The following files apply:

* |pbkExamplePlc5M sgFileSyncRS5.PC5 - ladder logic in ASCII form.

¢ |IpbkExamplePlc5M sgFileSyncRS5.SY 5 - symbol definitions for RSLogix 5 Version 5.xx.xx.
¢ |pbkExamplePlc5M sgFileSyncRS5.SY 6 - symbol definitions for RSLogix 5 Version 6.xx.xx.
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5.5.8. Configure the DeviceMaster UP for the RSLogix 5 Program

The following procedure configures the DeviceMaster UP for PLC-5 and SLC PLCs. You must perform this task before
you configure and run the example RSLogix 5 program. For more information on the embedded web pages, see Chapter

3. Embedded Configuration Pages on Page 61.
1. Attach aloopback plug to the serial port

2. Access the Server Configuration web page, using one of these methods:
e Open PortVision Plus, right-click the DeviceMaster UP and select Web Manager.

¢ Open abrowser and type the IP address for the DeviceMaster UP in the Addressbox.

3. Click Port n. Where n is the port number.
Set the serial port settings under Serial Configuration to the following values

Field Setting
Mode RS-232
Baud 57600
Parity none
Data Bits 8
Sop Bits 1
Flow Control none
DTR off
Rx Timeout Between Packets (200

5. Set the serial port settings under Serial Packet Identification to the following values.

Field Settings
STX RX Detect Set to one byteand Byte 1 to 2.
ETX Rx Detect Set to one byteand Byte 1 to 3.
STX Tx Append Set to one byteand Byte 1 to 2.

ETX Tx Append

Set to one byteand Byte 1 to 3.

Srip Rx STX/ETX

Select.

Discard Rx Packets With Errors

Select.

(PLC-5/SLC) Rx MS Byte First

Optionally, select

(PLC-5/SLC) Tx MSByteFirst

Optionally, select

6. Setthe serial port settings under Ether Net/I P Settingsto the following values.

Field

Settings

TX Sequence Number Checking.

Select

M ethod

Rx (To PLC) Ethernet Transfer

e Setto Polling for IpbkExampleSlcMsgPollRS5 and
IpbkExamplePlc5MsgPollRS5.

¢ Setto Write-to-Tag/File for IpbkExamplePlc5MsgFileRS5.
e Setto Write-to-Tag/File-Synced for IpbkExamplePlc5MsgFileSyncRS5.

PLC IP Address

e Leave blank for Polling.
e Setto IP Address of PLC for Write-to-Tag/File and Write-to-Tag/File-Synced.

PL C Controller Slot Number

Unused and can remain blank.

Rx (To PLC) Produced Data Tag/ )

Leave blank for Polling.

File Name » Setto $N10:0, the PLC receive filename for Write-to-File and Write-to-File-
Synced.

Reset Port Select

Savein Flash Select

7. Click Submit
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5.5.9. Configure and Run the Example RSLogix 5 Program

You can configure and run the RSLogix 5 example programs through RSLogix 5. For additional information on the
RSLogix 5, see 5.5.10. RSLogix 5 Screen Examples on Page 137.

Note: The DeviceMaster UP must be configured for PLC-5/SLC before you can configure and download the example

RSLogix 5 program. For instructions on configuring DeviceMaster UP, see 5.5.8. Configure the DeviceMaster UP for

the RSLogix 5 Program, earlier in this section.

Select the appropriate message type example programs (SLC or PLC-5) and copy the files (.PC5, .SY5and .SY6) to

the desired directory.
Start RSLogix 5 and open the .PC5file.

To modify the PLC program for your system, double-click Controller Properties.

In the General tab, select your PLC-5 processor type
under Processor Typeand provide a Processor Name.

Select your PLC-5 series in the Seriesbox and select
your firmware revision in the Revision box.

Select the Controller Communicationstab and select the
following options.

a. SetDriver to the appropriate type to allow RSLogix 5
to communicate with the PLC-5 processor.

b. Type the processor node number in the Processor
Nodebox. (You may reference the Last Configured
(System) node or select Who Active)

Click OK to apply your changes and close the Controller
Propertiesdialog.

Double-click 1/O Configuration and verify your chassis
and PLC-5 type. If the chassis type is not correct:

a. Rightclick the chassis type (for example, 1771-A1B
(4 Slots)) and select Properties

b. Select your chassis.

Optionally, select the appropriate DIP switch settings
for your system from the DIP Switches panel

d. Click OK to save settings.
Click OK to save settings.

Controller Properties

Gengsal I Password | Cantioler Communications |

Platfarm: Processor; Series: Memory:
j |PLC5;"2[i = |E-2DEQFiIesr'Exrended j |1B334 Li
Processon Name: EF'LES Revizar: [J

DH+/RIO Comm Plug #1 Series/Rev. DJT

Program Files: 3 “words 216 Overhead 384
Data Filez: 61 words: 10325 Lt Eelt TimeStamn
Memom Us=d: 10926 Wionds 000000 CHO0:00
Free Memon: 5458 words r lgnare Edit TimeStamp for Driing
File Match

Pracessor Made: OFFLINE Frogram Checksum : 0000

QK |
Controller Properties @

Genersl | Password  Contioller Comnunicaﬁmsl

Comcel | Aoy | Hep |

Diniver Routs Proceszor Mode:
A K == | 5 Decmal =3
l48_ETH-1 | fiocal T
1~ Last Configured [Systern) - =
|8 ETH- Node 3d local ]
Feply Timeout: Eag e
= ingle Threading far
[l [sec) w/ho Active.. T UpDrloas 2
Comms Path |IADHHIND!AB_ETH-‘I ‘00018

o1

Caneel Help
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10. Double-click Channel Configuration and click the Channel 3A tab.
Note: The port number for the Ethernet channel may be different

Edit Channel Properties

on your PLC-5.
11. In the Ethernet Configuration panel, make the following changes: Charnel0| Charne 14 ] Charnl 16, Chamel 34 |
a. Set Channel Typeto Ethernet. Charne! Tope: [ETEEMMN =]  Disgnostic File: 60
b . h D . F| b h d 3 Ethemnet Configuration
. Type 60 in the Diagnostic File box. You can use the diagnostic Ethemct Addicss: | DOODBCOISTTF

file to help solve any network-related problems.
c. Type the IP address for your PLC-5 in the | P addressbox.

[~ BOOTP Enabled
IPéAddess:| 10 . 0 . 0 . 18

d. Type the subnet mask for your PLC-5 in the Subnet Mask box. Message Connect Timeout fnsscl [15000
e. Type the gateway address for your PLCI-5 in the Gateway Message Reply Timeout (mseck {3000
Addressbox. Inactivity Timeout frinutest [30
f. Ifapplicable to your network, type the addresses for the M
Primary Name Server and Secondary Name Server. Advanced Functions
12. Click OK to apply your changes and close the Channel SubnetMask; | 265 265 . 0 . O
Configuration dialog. GalewsyAddess | 0 0 0 . O
13. In the ladder logic, double-click Setup Screen in an M SG instruction. Defauk Domain Name: |
14. Select the MultiHop tab and type the IP address for the i Nam&s:wer' | E : E : E -
DeviceMaster UP in the To Addressbox. Secorcly Hame | R
. Uzer Provided \Web Pages
15 ClOSG the M SG dlalog. Statting Data File Nurdber: !D
16. Repeat steps 13 through 15 for each MSG instruction in the ladder Mumber of Dz Files (Pages): |1
logic.
17. Download the PLC program to your PLC and run the program. [ ok ] ool | S L
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5.5.10.RSLogix 5 Screen Examples

The following subsections explain how to configure the DeviceMaster UP through RSLogix 5.
Use these screens to set up PLC and program the various messages.

5.5.10.1. Requirements

e PLC-5 PLCs require EtherNet/IP firmware 2.01 or later running on the DeviceMaster UP.

e The PLC-5 PLC firmware must support MultiHop, ControlLogix devices and EtherNet/IP. The tables in 2.4.1.
Requirements on Page 52 list PLCs that support EtherNet/IP and the required firmware version for each PLC.

¢ The PLC program examples (.SLC, .SY5 and .SY6 files) are required. You can copy the PLC program examples from
the CD or download the latest program examples from the Internet See 1.4. Locating Updated Software and
Documents on Page 10 for the location of the PLC program examples.

¢ You must set up the Processor and Ethernet communication port properly for EtherNet/IP to function. Read and
follow the instructions in the appropriate Rockwell product documents.

e Enhanced and Ethernet PLC-5 Programmable Control, Publication 1785-6.5.12
¢ ControlNet PLC-5 Programmable Controllers User Manual, Publication 1785-UM022B-EN-P
e PLC-5 Ethernet Interface Module, Publication 1785-ENET

5.5.10.2. Setting up Processor and Ethernet Channel

The following screens show the recommended settings that allow EtherNet/IP to function properly on a PLC-5 PLC.
1. Start RSLogix 5.

2. Double-click Controller Propertiesand select the correct processor type and revision from the General tab on the
Controller Propertiesdialog.

Controller Properties @

Genersl . Passward | Contraller Communications |

PIﬁ_titﬂﬁi Procasson Seties Memany:
| |PLCs/20 = | | E-2000Files/Extended «| 16384 ~|
Processor Name:  |PLCS Flavigian: |J
DH+/RID Comm Plug #1 Series/Rev: DAT
Fragram Files: 3 ‘Words: 216 Overhead 384
[rata Files: 81 wWords: 10328 Last Edit TimeStamp
Memorny Usad: 10826 Waoids 0/0/0000 0HO0:00
Free Memon: 5458 words — lancie Edit TemeStamp for Onine
" File Maich
Froceszor Mode: OFFLINE Program Checksum : 0000

Ok, I Cancsl | pE Help
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3. Select the Controller Communicationstab and select the

proper driver for RSLogix 5.

4. Click OK to apply your changes and close the Controller

Propertiesdialog.

5. Double-click Channel Configuration, click the Channel

3A tab and make the following changes.

a. Type avalue (between 0 and 256) in the Diagnostic Filebox for
an integer diagnostic file. (This example uses Diagnostic file 60.)
You can use the diagnostic file to help solve any network-related

problems.
b. Type the IP address in the | P addressbox.
c. Type the subnet mask in the Subnet Mask box.

d. Type the gateway address in the Gateway Addressbox.
Note: The Ethernet channel may be different on your PLC-5.
6. Click OK to apply your changes and close the Edit Channel

Propertiesdialog.

Controller Properties

General | Password  Contialler Cammunications

Diniveear Route Froceszor Mode;
[CENCETTER - fo- a2
B _ETH- | Jlac | Octal
1~ Last Configurad [System)] -
|88_ETHA Node 3d local x|
Fieply Timeowt: g s
5 ingle Thraading for
10 [Sec] ‘wlhio Aclive.. u Up?Danadg 9
Comms Path [ADRHINDIAB_ETH-1410.0.0.18

Edit Channel Properties

Charnel 0] Charnel 14| Channel 16 Channel 34 |

Channel Type: vi Dizgnostic File: |60

Ethemnet Canfiquration

Ethemet Address: 00:00:BC:03:37.7F

[~ BOOTP Enabled
IF'ﬁcb:.Iress:] w. 0.0 . 18
Message Connect Timeout [meeck | 15000
Meszage Reply Timeout [meeck W
Inactivty Timeout [minutest (30
LnklD:[a

Advanced Funciions
SulmetMask;| 29 .25 . 0 . 0
Galewa;l.ﬂ.dd|css:| o . o0 .0

=

Default Domain Mare; |
F'Timanyam&Sewer:] o .0 .0 .0
SecondayMame | 0 . 0 . 0 . O
Uzer Provided \Web Pagss

Starting Crata File Murdber: |0
Mumber of Data Files [Pagesl: |1

| ok, | Cancel | ; | Help |
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5.5.10.3. SLC Typed Read - Receive Data Message

The following screen depicts an SLC Typed Read - Receive Data message in MEG

ladder logic. ;
— EaadWate Message
1. Assign a dedicated message file to the Control block in the ladder logic. Canbral MGLSO |—CDH }—

Setup Screen

2. Inthe ladder logic, double-click the Setup Screen in
the M SG instruction.

3. Make the following changes:

=1 MSG - MG15:0 ; (2 Elements)

a. Specify the file address to receive data
information in the Data Table Addressbox on
This PL C-5 panel For more information on file
addresses, see 2.4.2.1. DeviceMaster UP File
Addressing on Page 53.

b. Specify a size in the Size of Elementsbox that is

large enough to receive the entire data message
including the sequence number and length
fields.

c. Setthe Port Number parameter to 3A to use the

Ethernet port.

Ths FLCS
Communizalian Cammand : [SLC Tyoed Logical Aead
Drata Table Address ©
Size n Elemanis :

Cartrol Bits
Ignoeeif fimed out (TO1 [0 ]
To be setried [NA)[0]
iwailing Exzculion [Ew:[0]

Fait Humber Conlinueus Fun (C0] IE

: Enmar [ERL[0]

Taiget Device Meszage done D] (0]
Data Table Addrese: Meszage Transmiting (ST1[0]
MuubHop: [Yer ] Messege Enshied [EN) (0]

Eirer

Eres Cods(Haxk O

Ewrar Desciplion

Hoenors

d. The port number for the Ethernet channel may
be different on your PLC-5.

e. Specify the portspecific read file address for the
DeviceMaster UP in the Data Table Addressbox
on the Target Device panel. For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing
on Page 53.

f.  Set the MultiHop option to Yes.

Chapter 5. Programming the PLC DeviceMaster UP EtherNet/IP User Guide: 2000424 Rev. K - 139



SLC Typed Write - Transmit Data Message

5.5.10.4. SLC Typed Write - Transmit Data Message

The following screen depicts an SLC Typed Write - Transmit Data message in MEG
ladder logic. Eaad™Wnte Meszaze —(E
1. Assign a dedicated message file to the Control block in the ladder logic (as Cartral MGl&D0 _.:_'I:u

K
shown above). Satup Screen CER
2. Inthe ladder logic, double-click the Setup Screen in the M SG instruction.

VY'Y

i MSG - MG16:0.; (2 Elements) EIEE
Tha FLLS Canital Bits

Communication Commend © [PLC.H TQE_ “Wiribe [ lgreone i imed ow [TO] E
Diata Table Addiess - 170 To be retied (A [0]
Sizein Elemarts: [172 Auwaiting Exsevtion (Ew] [0 ]

Pait Murrbes Cantuaus Fun [E‘l]l.m,

. Ence EAE[D]|
Taiget Devica Message dane [DN) [0]
Data Tatle hdchsss: [T Message Transmiting (5T} 0]
MudliHcg, Message Ensbled [EN] [0 ]

Esron
Enar Code{Hex) 0

Enmar Desciiption

Moamars

3. Make the following changes:

a. Specify the file address to transmit data information in the Data Table Addressbox on This PL C-5 panel. For
more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

b. Specify a size in the Size of Elementsbox that is large enough to send the entire data message including the
sequence number and length fields.

c. Setthe Port Number parameter to 3A to use the Ethernet port
d. The port number for the Ethernet channel may be different on your PLC-5.

e. Specify the portspecific transmit file address for the DeviceMaster UP in the Data Table Addressbox on the
Target Device panel For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on
Page 53.

f.  Setthe MultiHop option to Yes.
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5.5.10.5. SLC Typed Read - Retrieve Statistics Message

The following screen depicts an SLC Typed Read - Retrieve Statistics message in
ladder logic.

1. Assign a dedicated message file to the Control block in the ladder logic.

2. Inthe ladder logic, double-click the Setup Screen in
the M SG instruction.

3. Make the following changes:

a.

Specify the file address to receive statistics data
information in the Data Table Addressbox on
This PL C-5 panel For more information on file
addresses, see 2.4.2.1. DeviceMaster UP File
Addressing on Page 53.

Type 24 (twelve 32-bit integers) in the Size of
Elementsbox.

Set the Port Number parameter to 3A to use the
Ethernet port.

The port number for the Ethernet channel may
be different on your PLC-5.

Specify the port-specific statistics file address for
the DeviceMaster UP in the Data Table Address
box on the Target Device panel. For more
information on file addresses, see 2.4.2.1.
DeviceMaster UP File Addressing on Page 53.

Set the MultiHop option to Yes.

TEG
—{ FeadWats Massage H _:l—
Contral ~ MGIZ0 (DN —
Satup Screan EE J—

1 MSG - MG19:0 : {2 Elements)

HukHop: fre: |

Emor Description

Ho e

[ Gorneial| MubHop |
Thie FLES Cantrol Btz
Cammunicaticn Camparnd | m Igreara if trmed aut (TO} IE
Dala Table Addess: [lizp Tobe retied (NRE 2]
Size i Elements ; Aumaiting Execition [EW] m
Part Humber: [35 | Cartinuaus Run [0 0]
z Enoi [ERE m
Taiget Devica Messsage dane (DN}
Diztz Table Addiess: Mazsage Tranzmittiog 5T} (0]

Mezzage Enabled [ENE m

Eror
Enor CodefHex]: O
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5.5.10.6. SLC Typed Write - Set Receive Produced Sequence Number Message

The following screen depicts an SLC Typed Write - Set Receive Produced Sequence

: ; MG
Numb ladder logic. -
um er.message. in ladder logic . | . | ReadWrite Mass | cency
1. Assign a dedicated message file to the Control block in the ladder logic (as ol MGL70 E:DH}
h b . - ..
shown above) Setup Sereen — EE

2. Inthe ladder logic, double-click the Setup Screen in =
the M SG instruction. .-_e MSG - MG17:0 : (2 Elements)

3. Make the following changes:

a. Specify the file address where the receive Wit GOrkalEds

S ¢ Communicalicn Cammard : Igriate if timed out (TO: [2]
sequence number resides in the Data Table Dl Tabie Addeess 00 | Tobe reiied(NRE ]
Addressbox on This PLC-5 panel For more et ] smalbcE i LEV;'IE
information on file addresses, see 2.4.2.1. L | e E;;%
DeviceMaster UP File Addressing on Page 53. Taiget Device Messoge done (DNE [0 ]

. . Data Tahls Addiess: ezzage Tranamili

b. Type 1 in the Size of Elementsbox. MukHap y MGQLEMEEEL;E
Set the Port Number parameter to 3A to use
the Ethernet port Edtr

Emor CodejHex] 0
Note: The port number for the Ethernet
channel may be different on your PLC-5. Eior Dciiphon

Hoenors

d. Specify the portspecific receive sequence file
address for the DeviceMaster UP in the Data
Table Addressbox on the Target Device panel
For more information on file addresses, see
2.4.2.1. DeviceMaster UP File Addressing on
Page 53.

e. Setthe MultiHop option to Yes.
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5.5.10.7. SLC Typed Write - Set Transmit Produced Sequence Number Message

The following screen depicts an SLC Typed Write - Set Transmit Produced MESG

Sequence Number message in ladder logic. ] Enaﬂ.l"-:-'i.i":ri.’m Messag  |—CEND—

1. Assign a dedicated message file to the Control block in the ladder logic (as Cantral MG180 [ DH )3—
shown above). Setup Scresn —(ER)—

2. Inthe ladder logic, double-click the Setup Screen in
the MSG instruction.

G - MG18:0 ; (2 Elements)

3. Make the following changes: § hickidos]

a. Specify the file address where the file address e Ta o [ELL TedLogcaivite | anu?;aeif!hﬁdmtiTD] ]
where the transmit sequence number resides in Lt atle dcitese s Tobe etisd (MR [0
the Data Table Addressbox on ThisPLC-5 R % heas Ryl
panel For more information on file addresses, . Enar ER)[D]
see 2.4.2.1. DeviceMaster UP File Addressing on Laoetbenes Message done DN} [0
Page 53 Dala Temeﬁdd_'“{ Mezzage Transmilting (ST [0

’ MubiHop: Message Enabled (EN[0]

b. Type 1 in the Size of Elementsbox.

Set the Port Number parameter to 3A to use the E""E oot 0
Ethernet port sl
Note: The port number for the Ethernet channel Emor D eaciplion

may be different on your PLC-5. Hoeriors

d. Specify the portspecific transmit sequence
number file address for the DeviceMaster UP in
the Data Table Addressbox on the Target Device

panel For more information on file addresses,
see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

e. Setthe MultiHop option to Yes.
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5.5.10.8. PLC-5 Typed Read - Receive Data Message

The following screen depicts a PLC-5 Typed Read - Receive Data message in
ladder logic.

1. Assign a dedicated message file to the Control block in the ladder logic (as
shown above).

2. Inthe ladder logic, double-click the Setup Screen in
the MSG instruction.

=1 MSG - MG15:00: (2 Flements)

3. Make the following changes: B ik =
a. Specify the file address to receive data el ey S mox[E]
information in the Data Table Addressbox on Data Table Address Tobe retied MAE[D]
This PL C-5 panel. For more information on file b S m&?f—.f&i“ﬁ”&'ﬁlf%
addresses, see 2.4.2.1. DeviceMaster UP File i Erce [ERL 0]
Addressing on Page 53. Target Device Message done [DNE[0]
. . . . . Diata Table Address: Mescage Tranzmiting [ST|: m
b. Specify a size in the Size of Elementsbox that is MudiHen: Mesags Enssled ENE 0]
large enough to receive the entire data message
including the sequence number and length Em
fields. Enar CodefHes) 0
c. Setthe Port Number parameter to 3A to use the —
Ethernet port b

Mo arors:

Note: The port number for the Ethernet
channel may be different on your PLC-5.

MSG _
FeadWrite Message |—LEN )—

Contwol  MGLISO [—{DH j—

Setup Soreen —(ER)—

d. Specify the portspecific receive file address for

the DeviceMaster UP in the Data Table Address

box on the Target Device panel. The receive file address must be specified in logical ASCII format For more
information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

e. Setthe MultiHop option to Yes.
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5.5.10.9. PLC-5 Typed Write - Transmit Data Message

The following screen depicts a PLC-5 Typed Write - Transmit Data message in M3G

ladder logic. A RiadWoite Misisia —CEND—
1. Assign a dedicated message file to the Control block in the ladder logic (as Contral MGLEO |—(DN—

shown above). Setup Scmen — ER _)—

2. Inthe ladder logic, double-click the Setup Screen in
the M SG instruction.

3. Make the following changes:

5 MSG - MGT6:0 : (2 Elements)

a. Specify the file address to transmit data e e || o
information in the Data Table Addressbox on DaaTebledcdiens: 0 | Tobe retizd [NRL (D]
This PL C-5 panel For more information on file Sizz inElemes - [113 | dwiing Evecution [Ew 0]
addresses, see 2.4.2.1. DeviceMaster UP File S e e
Addressing on Page 53. Taiget Device Mezeage dane [ON) [

Diata Table &ddress [Mi7.0 |

b. Specify a size in the Size of Elementsbox that is MuliHlop M,j::;;ll:f;{%
large enough to send the entire data message
including the sequence number and length fields. =

c. Setthe Port Number parameter to 3A to use the Eraeh S
Ethernet port. .

Esnor Descrption
Note: The port number for the Ethernet channel Mo aors

may be different on your PLC-5.

d. Specify the portspecific transmit file address for
the DeviceMaster UP in the Data Table Address
box on the Target Device panel The transmit file
address must be specified in logical ASCII format. For more information on file addresses, see 2.4.2.1.
DeviceMaster UP File Addressing on Page 53.

e. Setthe MultiHop option to Yes.
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5.5.10.10. PLC-5 Typed Read - Retrieve Statistics Message

The following screen depicts an PLC-5 Typed Read - Retrieve Statistics message MEG
in ladder logic. 5 ad:W i -_(:'E}T i
b R 1'.I = Fragme
1. A}fsign at()iedicated message file to the Control block in the ladder logic (as Control MGlen —L:DH{
shown above). Sutup Screan
2. Inthe ladder logic, double-click the Setup Screen in = R
the MSG instruction. =ZU30 MR (et
3. Make the following changes:
a. Specify the file address to receive statistics data T e ioalin Conmard: [FLCE T o e
information in the Data Table Addressbox on Dala Table Addhess Ta be retizd (MR [2]
This PL C-5 panel. For more information on file i gl [[Etgql@
addresses, see 2.4.2.1. DeviceMaster UP File e e | ek
Addressing on Page 53. Torgel Device Meszage dove [DN) [T]
Dats Table Addiezs: [M12.0" eszage Tiansiill
b. E}llpe 24 (tl;/velve 32-bit integers) in the Size of MuliHop E hﬁiﬁgm,‘j‘,&"‘ifﬁ,ﬁ%
ements box.
c. Setthe Port Number parameter to 3A to use the i
Ethernet port Eer Code[Hesx): 0
Note: The port number for the Ethernet Eue Deseription-
channel may be different on your PLC-5. Mo esions
d. Specify the portspecific statistics file address for

the DeviceMaster UP in the Data Table Address
box on the Target Devicepanel The statistics file

address must be specified in logical ASCII

format For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

e. Setthe MultiHop option to Yes.
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5.5.10.11. PLC-5 Typed Write - Set Receive Produced Sequence Number Message

The following screen depicts an PLC-5 Typed Write - Set Receive Produced S5
Sequence Number message in ladder logic. | ReadWrite Massagn

1. Assign a dedicated message file to the Control block in the ladder logic. Contwal  MGL70

Setup Screan

2. Inthe ladder logic, double-click the Setup Screen in -
the MSG instruction. =2 MSG - MG 720 (2 Elements)

3. Make the following changes:

5 ] : This PLC-5 Central Bi
a. Specify the file address where the receive S P i e
sequence number resides in the Data Table Do Tabke Addhess To be retied (IR 0]
Addressbox on This PLC-5 panel For more Size in Elemens: Al Exccution [EWE (0]
information on file addresses, see 2.4.2.1. e kentic EE{L%
DeviceMaster UP File Addressing on Page 53. Taigsl Device Mesasgs dons (ONE 1]
. . Dala Table Addiess: [M4910:1 268" | Mazzage Tranzmitin [STI‘.E
b. Type 1 in the Size of Elementsbox. Mok Hossape Embled EN ]
Set the Port Number parameter to 3A to use the
Ethernet port. El
Ermor Code{Hea): 0
Note: The port number for the Ethernet
channel may be different on your PLC-5. Ertor Descipiion

Ne enarz

d. Specify the portspecific receive sequence file
address for the DeviceMaster UP in the Data
Table Addressbox on the Target Device panel
The receive sequence file address must be
specified in logical ASCII format. For more
information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

e. Setthe MultiHop option to Yes.
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5.5.10.12. PLC-5 Typed Write - Set Transmit Produced Sequence Number Message

The following screen depicts an PLC-5 Typed Write - Set Transmit Produced
Sequence Number message in ladder logic.

1. Assign a dedicated message file to the Control block in the ladder logic.

2. Inthe ladder logic, double-click the Setup Screen in

cled
Fasd™Wnte Meszage [—LEN 31—
Contral  MGIE0 —cj:-H_j}—
Setup Soreen — EE b —

the M SG instruction i=% MSIG - MG18:0 : [ Elements)

3. Make the following changes:

a. Specify the file address where the transmit L R et S S|
sequence number resides in the Data Table Data Table Addess Ta be etied R [T
Addressbox on This PL C-5 panel For more Sk Elewerta: [1__] naiing Evectbon EW] 1
information on file addresses, see 2.4.2.1. e C““““””E‘:: {g}%
DeviceMaster UP File Addressing on Page 53. Torgel Device Message done DN 0]

b. Type 1 in the Size of Elementsbox. e o B2 ooty ,ﬂi%
Set the Port Number parameter to 3A to use the
Ethernet port. 28

Enmor Code{Hex} O
Note: The port number for the Ethernet
channel may be different on your PLC-5. Error Desipton
d. Specify the portspecific transmit sequence Hoiowots

number file address for the DeviceMaster UP in
the Data Table Addressbox on the Target

o8 (=)

Device panel The transmit sequence number

file address must be specified in logical ASCII

format For more information on file addresses, see 2.4.2.1. DeviceMaster UP File Addressing on Page 53.

e. Setthe MultiHop option to Yes.

5.5.10.13. MultiHop Screen

1. Select the MultiHop tab on the M SG dialog.

4 MSG - MG16:0 ; (2 Elements)

2. Make the following changes.

a. Type the IP address for the DeviceMaster UP
(the designated EtherNet/IP Device) in the To Ins = &edd Hop

D&l = Remave Hap
Addressbox. FromDevice [ FiomPort | Toddvess Tupe [ Tohddiees |
Thiz PLES A 1756ENe LP. [sti} 100000
b. Type 0 (zero) in the To Addressbox for the e Eae L g
ControlLogix Backplane.
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5.6. EDS Files

You do not need to add DeviceMaster UP to RSLinx for normal DeviceMaster UP-to-PLC communications. However, you
can easily add the DeviceMaster UP and its associated Electronic Data Sheet (EDS) files to RSLinx.

5.6.1. Requirements

EDS files and the associated icons are included in the self-installing file (.M Sl) and are copied to the Comtrol/Ether Net| P
directory on your computer when you open the .M Sl file and follow the prompts.

The files named DeviceM aster UP_*.ico are icon files and files named DeviceM aster UP_dd_NNNN-x.xx.edsare ODVA
electronic data sheet files where dd is the model name, NNNN is the product ID number, and X.xX is the version number.

5.6.2. Adding DeviceMaster UP to RSLinx

Open RSLinx.

Under Communications, select Configure Drivers.

Under Available Drivers, select Remote Devices via Linx Gateway.

Select Add New.

Use the default driver name or type your own driver name and click OK to continue.

Type the IP address for the device under Server’s|P Address or Hosthame and select OK.
Select RSWho to verify that RSLinx can communicate with the DeviceMaster UP.

Note: A yellow question mark appears by the DeviceMaster UP(s) in the RSWho window when the associated EDS
file(s) are not installed.

N o e W N

5.6.3. Adding EDS Files to RSLinx

Open the EDS Hardware Installation Tool. (Select Sart > All Programs > Rockwell Software > RSLinx Tools.)
Click Add

Click Register adirectory of EDSfiles.

Browse to the Comtrol/Ether Netl P directory and click Next to continue.

Verify that there is a green check beside each EDS file name and select Next to continue.

o 1k W N

To change the icons, perform the following tasks.

a. Selecta DeviceMaster UP.

b. Select Changeicon.

c. Browse to the Comtrol/Ether Netl P directory and select the icon associated with your DeviceMaster UP.
Note: You may also select your own icon stored elsewhere.

7. Click Next to continue.

Click Finish to exit.
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5.6.4. Troubleshooting RSLinx

If RSLinx does not display the device after adding DeviceMaster UP and the EDS files to RSLinx, perform the following
procedure:

1. Select File > Exit and Shutdown to exit and shutdown RSLinx.

2. Remove the following files from your hard drive:
e \Program Files\Rockwell Software\ RSCOM M ON\Harmony.hrc
¢ \Program Files\Rockwell SoftwardRSCOM M ON\Har mony.rsh

3. Restart RSLinx. The DeviceMaster UP unit or units should now appear with the associated icon or icons.
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