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Abstract

Communication servicesthat provideenhanced Quality of Service (QoS) guaranteesrel ated to depend-
ability and real time are important for many applicationsin distributed systems. This paper presents
real -time dependable (RTD) channels, acommuni cation-oriented abstraction that can be configured to
meet the QoS requirements of avariety of distributed applications. Thiscustomization ability isbased
on using CactusRT, a system that supports the construction of middleware services out of software
modules called micro-protocols. Each micro-protocol implements a different semantic property or
property variant, and interacts with other micro-protocols using an event-driven model supported by
the CactusRT runtime system. In addition to RTD channels, CactusRT and its implementation are
described. This prototype executes on a cluster of Pentium PCs running the OpenGroup/RI MK 7.3
Mach real-time operating system and CORDS, a system for building network protocols based on the
x-kernel.
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1 Introduction

Anincreasing number of distributed applications must provide enhanced Quality of Service (QoS) guaran-
tees related to dependability and real time. Implementing these requirementsindividually can be difficult
enough, but having to deal with the combination can make the problem virtually intractable. One problem
isthat the two types of requirements often conflict, resulting in atradeoff situation. For example, increas-
ing the reliability of a communication service through retransmissions may cause a delay that resultsin a
missed deadline. Another problem is that the actual properties to be enforced can have many variations,
which can force developers to program each application from scratch to realize the exact combination
required. For example, a collection of clients communicating with a replicated set of servers may have
particular requirements related to atomicity of message delivery, consistent ordering of messages at the
servers, how responses are collated, and how timely the response must be.

Thispaper describes real-time dependable (RTD) channel s, a communi cation-oriented abstraction that
is designed to simplify the development of distributed applications with both dependability and real-time
requirements. RTD channels are implemented as middleware mechanisms between the operating system
and application, thereby providing avirtual machine with enhanced QoS guarantees on which applications
can be built. Moreover, RTD channels are highly configurable with respect to the properties they enforce,
which allows the same supporting software to be used for a variety of applications and for a variety of
execution environments.

The configurability of RTD channdls is based on using CactusRT as the implementation vehicle.
CactusRT is a system that supports the construction of middleware services with real-time constraints as
composite protocol sby combining finer-grain micro-protocol modul estogether with the CactusRT runtime
system. Services built using CactusRT execute on a cluster of Pentium PCs running the Mach MK 7.3
real-time operating system from OpenGroup/RI [Rey95]. The emphasis on integrating a range of QoS
attributes and on providing a high degree of flexibility distinguishes CactusRT from other configurable
systems that support a degree of customization [Her94, RBM96, SBS93, SVK93, TMR96]. Thus, in a
larger context, RTD channelsillustrate the feasibility of constructing customized abstractions that merge
dependability and real time using CactusRT.

This paper has several goas. One isto present RTD channels as a useful abstraction for distributed
applications based on their ability to support a variety of customized QoS attributes. A second god isto
describe how RTD channels can be implemented using CactusRT; thisimplementationis currently nearing
completion. Finaly, athird goa is to describe CactusRT itself, including its event-driven programming
model and features that enable it to be used for highly configurable middleware that can meet timeliness
requirements.

2 RTD Channels

A channel isan abstractionfor communi cating between two or more application-level processeson different
sitesin adistributed system. A dependablechannel providesguaranteesrelated to thereliability of message
transmission, while a real-time channel provides timeliness guarantees. A rea-time dependable (RTD)
channel has a combination of dependability and timeliness guarantees.

The system model consists of multiple machines connected by a network. As noted, our focusis on
middleware services for distributed real-time systems, especially thoserelated to interprocess communica-
tion. Thus, we model the software at each site as alayer between the application and the operating system
(OS); the application makes requests to the middleware layer (e.g., message transmission) and receives
information as appropriate (e.g., message reception). The middleware in turn uses the facilities provided



by the underlying OS and network software to implement the guarantees desired by the application.

2.1 Channéd Shapes

Different types of RTD channels can be defined based on whether the traffic is unidirectional (UD) or
bidirectional (BD), and how many processes the channel connects and in what manner. A point-to-point
channel (PP) connects two processes, a multi-target (MT) channel connects one source to many targets,
and a multi-source channel (MS) connects multiple sources to asingletarget. MT and MS channels are
equivalent if the channels are bidirectional, so we use BDM to refer to either. Finally, a multi-source,
multi-target channel (MST) connects multiple sources to multiple targets. A specia case of an MST
channel is a group multicast (GM) channel, where the sources and targets are identical. The different
channel shapesareillustratedin figure 1.
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Figure 1. Channel shapes
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Each channel shape has application areas for which it is the most suitable choice. For example, UDPP
isgood for multimediatransmission, BDPP for implementing video phones, UDM Sfor transmitting sensor
input from replicated sensors to a controller, and GM for video conferencing and distributed multiplayer
games.

2.2 Channd Properties

A large number of propertiescan be defined for channels, but for brevity, we describe only arepresentative
set here. In particular, we consider real-time—i.e., whether each message sent on a channel will be
delivered to its destinations by a deadline, reliability—i.e., whether each message sent on a channel
reaches its destinations, and message ordering—i.e., in what order messages are delivered when they
arrive. Other properties not considered here include bounded jitter, atomicity, stahility [PBS89], security,
and properties related to changes in the set of processes using the channel, such as virtual synchrony
[BSS91] and safety [MMSA+96]. All of these properties can be implemented in CactusRT using the same
design principles as described in section 4.

Real-time properties. Real-time services often specify not only deadlines but also the importance of
the service meeting its timeliness constraints, usually stated using the phrases “hard real-time” or “soft
real-time”. We use a more general metric that captures this constraint by defining for each channel a
probability P, called the deadline probability, which is the required probability that a given message
reaches its destination by the specified deadline. Various techniques such as admission control, scheduling,
congestion control, and retransmissionsare used to providethe desired Py, , athough the requested deadline
and the characteristics of the underlying system naturally constrain the range of feasible values. For
example, if the network between a sender and receiver has suffered a permanent failure, no messages can
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reach their destination by the deadline. Thus, P in thiscase can be at most the same as the probability of
no permanent network failure.

Reliability properties.  We specify reliability using asimilar probability metric P caled thereliability
probability, which is the required probability that a given message sent on a channel eventually reaches
its destination, either before or after its deadline. Note that /’, and P’r are related in the sense that
establishing a given deadline probability necessarily fixes a minimum reliability level. The reliability of
a channd can be improved using redundancy, either in the form of redundant physical communication
links (e.g., [KKG"90, CASD95]) or message retransmissions. Naturally, the number of retransmissions
or redundant links depends on the failure rates of the underlying networks.

No fixed number of retransmissions or redundant communication links can guarantee a reliability of
1.0in al cases. However, if the retransmissions are alowed to continue until the destination receives the
message, areliability of 1.0 can be achieved. Thus, we can identify two different types of reliability guar-
antees. bounded reliability and absol utereliability, where bounded reliability isbased on afixed maximum
number of retransmissions and absolute reliability may require an arbitrary number of retransmissions.
Typically, bounded reliability would be implemented by transmitting the message a fixed number of times
with fixed small time intervals between transmissions, whereas absolute reliability would use feedback
from thereceiver in theform of apositiveor negative acknowledgment to determineif and when amessage
should be retransmitted.

Thesereliability variants have implications on the real-time properties of the channel. As noted above,
Pr isthe upper bound for Pp and thus, to reach the required deadline probability, the reliability of the
channel may need to beincreased using reliability techniques. Note, however, that areal-time guarantee can
be made only for messages that reach their destination after afixed number of retransmissions. Therefore,
only the bounded reliability techniqueswill help to increase Pp, whereas both naturally increase Pgr. For
achannel with some timelinessrequirements and an absol ute reliability requirement, both of thereliability
techniquescan be used together, i .e., amessageisfirst transmitted afixed number of timesand if it still does
not reach its destination, additional retransmissionsare done using a positive or negative acknowledgment
scheme.

Finally, different applications have different requirements for P, and Pr. For example, multimedia
applicationscan often tol erate the | oss of afew packetsor missed deadlines, so P, and Py can berelatively
low—on the order of 0.9 to 0.99 for audio and a minimum of 0.999 for video [MHCN96]. On the other
hand, distributed financial systems such as automatic teller machines would likely require avaue of Py
very closeto 1.0, but could tolerate a somewhat smaller value of Pp.

Ordering properties. Message ordering properties define constraints on the relative order in which
messages are delivered to the application at the target sites. An unordered channel is the weakest and
imposes no constraints, whilea FIFO channel delivers messages from any given process to the application
in the same order as they were sent. In a causally ordered channdl, if message m; (potentialy) causes
a process to send message m;, then any site that delivers both m; and m; delivers m, before m;. An
application receiving message m; before sending m; istypically used as the basisfor causality. Finally, in
atotally ordered channel, all sites receiving any two messages m; and m; deliver them to the application
in the same order.

Numerous other ordering properties could a so be defined, including timestamp-based temporal order
[Ver94], semantic order [MPS89], and synchronous order [MG95]. Note also that these definitions are
orthogonal to real-time and reliability. Thismeans, for example, that the only guarantee for FIFO channels
with Pp < 1.0 isthat any messages delivered arein order, i.e., there may be gapsin the message delivery



sequence [AS95]. We can aso design and implement variations of the ordering properties that enforce
strict ordering in al cases even if it means that some messages may miss their deadlines. The choice of
such tradeoff—that is, what should happen when both ordering and real-time cannot be guaranteed for a
message—is naturally application specific.

The set of propertiesthat can be provided by a channel isintricately related to its shape. For example,
with a UDPP channel, the only ordering guarantee that can be defined is FIFO, while total order can only
be defined for multi-source multi-target channels. Conversely, the need for certain channel properties can
dictate the shape required for an application. For example, from the communication point of view, an
application could replace any channel with a collection of simple UDPP channels. However, in this case,
the application would have to manage the potentially numerous channels and implement the properties
found in more complex channels itself.

3 CactuskT

3.1 Overview

The design and implementation of RTD channels are based on CactusRT, a system that supports the
modular construction of middleware services with real-time constraints. CactusRT is derived from the x-
kernel model for building network subsystemsin which the softwareisimplemented as agraph of protocols
(i.e., software modul es) organized hierarchically [HP91]. CactusRT extendsthismodel with asecond level
of composition by allowing internal structuring of x-kernel protocols as collections of micro-protocols.

CactusRT has evolved from a previous system called Coyote, which has been used to construct highly-
customizable versions of communication services without rea-time constraints, including group RPC
[HS95, BS95], membership [HS98], and atomic multicast [GBB*95]. Although CactusRT is linked with
the x-kernel model, the concept of micro-protocols and the execution model supported by the system can
be implemented using any number of different vehicles. For example, asecond version of Cactus without
support for real timeisbeing constructed on Sun Solaris using C++ and CORBA [OMG98§].

3.2 Event-Driven Model

The approach used in CactusRT is based on implementing different semantic properties and functional
components of a service as separate modules that interact using an event-driven execution model. As
mentioned, the basic building block of this model is a micro-protocol, which is a software module that
implements a well-defined property of the desired service. A micro-protocol is, in turn, structured as a
collection of event handlers, which are procedure-like segments of code that are executed when a specified
event occurs. Events are used to signify state changes of interest, such as “message arrival from the
network” (MsgFromNet). When such an event occurs, all event handlers bound to that event are executed.
Eventscan beraised explicitly by micro-protocol sor implicitly by the CactusRT runtimesystem. Execution
of handlers is atomic with respect to concurrency, i.e., each handler is executed to completion without
interruption.

Event handler binding, event detection, and invocation are implemented by a standard runtime system
or framework that is linked with the micro-protocols to form a composite protocol. The framework also
supports shared data (e.g., messages) that can be accessed by the micro-protocols configured into the
framework. Once created, a composite protocol can be composed in atraditional hierarchical manner with
other protocolsto form the application’s protocol graph.

The primary event-handling operations are:



¢ bid = bind(event, handler, order, static_args):

Specifies that handler is to be executed when event occurs. order is a numeric value specifying
the relative order in which handler should be executed relative to other handlers bound to the same
event. When the handler is executed, the arguments static_args are passed as part of the handler
arguments. bind returns a handle to the binding.

¢ unbind(event, handler, bid): Removes a binding bid previously established by bind.

e raise(event, dynamic_args, mode, delay, urgency):

Causes event to be raised after delay time units. If delay is 0, the event israised immediately. The
occurrence of an event causes handlers bound to the event to be executed with dynamic_args (and
static_args passed in the bind operation) as arguments. Execution can either block the invoker until
the handlers have completed execution (mode = SYNC) or alow the caller to continue (mode =
ASYNC). urgency is a numeric value specifying the relative urgency of executing the handlers with
respect to other handlersthat are already queued for execution (typically determined by the message
deadline and type).

Other operations are available for such things as creating and del eting events, halting event execution, and
canceling adelayed event. An event raised with delay greater than O is also called atimer event.

The event mechanism and shared data structures provide a degree of indirection between micro-
protocolsthat facilitates the configuration of different collectionsinto functional services. Themodel aso
has a number of appealing features for real-time systems. One s that event handlers are short and simple,
with predictable timing behavior. Thus, given the CPU time for each handler and knowledge of which
events are raised by each handler and the framework, we can easily calculate the CPU time needed by the
entire service for any configuration. Another is that atomic execution of handlers minimizes the need for
synchronization between handlers, and thus, reduces the well-known problems of synchronization, such as
priority inversion. Theseissues are addressed further below.

3.3 Implementation

The prototype implementation of CactusRT runs on the OpenGroup/RlI MK 7.3 Mach operating system,
which includes real-time support and the CORDS communication subsystem [TMR96]. CORDS is
essentialy identical to the x-kernel, but with an additiona path abstraction to support reservation of
resources such as buffers and threads. We utilize paths and the thread priorities provided by the system
to assign priorities to channels. Given the application traffic model and the composite protocol execution
time per message, we can caculateif thereisaset of prioritiesfor al channelsin the system such that all
deadlines can be satisfied.

In CORDS, the networking subsystem is constructed as a protocol graph. This graph can be divided
between user and kernel space, with protocolsin the latter having better predictability (e.g., no pagefaults)
and faster performance (e.g., fewer context switches). In general, standard practice is to develop and
debug protocolsin user space and then move as much of the graph into the kernel as possible to gain the
predictability and performance advantages.

Protection domainsin CORDS are based on address spaces. In this context, this means that there are
separate domainsfor the portion of the protocol graph inthekernel and for the portionsin each application’s
user space. Domains are protected by binary semaphores, which are used by CORDS to ensure that at
most one thread is active in each protection domain at atime. When amessage enters a protection domain,
athread istaken from the thread pool to shepherd the message through the domain. No other thread can
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enter until the first thread either leaves the domain or voluntarily yields control. Thus, the scheduling
within a CORDS protection domain is non-preemptive.

In our design, one or more of the protocolsin that graph are composite protocols. An application may
open multiple logical connections called sessions through the protocol graph to other application level
objects. Each session typically has its own QoS guarantees. Our basic design uses one CORDS path for
each session.

All threads associated with a single path have the same CORDS priority and thus, can be executed in
arbitrary order by the MK OS scheduler. In many cases, however, thisis not sufficient. For example, if
two messages arrive from the network to a composite protocol session approximately at the same time but
one was delayed longer by the network, the delayed message should often be processed first. Similarly,
an acknowl edgment message should often be processed as soon as possibleto avoid unnecessary message
retransmission.

To realize this scheduling of handlers within a composite protocol, an ordered event handler queue
(EHQ) storing pointersto handlersawaiting execution is maintained. Handlers are added to the EHQ when
an event to which they are bound occurs and removed when executed. The order of handlersin the EHQ
is determined by the relative urgency of the corresponding event. Handlers are executed by a dispatcher
thread that executes handlers serially.

Figure 2 illustrates this design. In the figure, solid arrows represent threads of execution, including
the dispatcher thread associated with the EHQ. Protocols above and bel ow the composite protocol interact
with it through a procedure call interface—the x-kernel push and pop operations—and thus, the threads
from these components operate within the composite protocol as well. The dashed arrows in the figure
represent handlers being inserted into the EHQ as aresult of event occurrences.

In addition to the EHQ, each composite protocol contains an event/handler map (EHM) that maintains
information about which handlers are bound to each event. Handlers for a given event are stored in this
structure according to their relative ordering requirements.

The implementation of event handling is shown in figure 3. As can be seen in this figure, the
implementation of raise depends on the mode supplied as an argument in the call. A non-blocking raise
(ASYNC) simply inserts the handlers bound for this event into the EHQ. A blocking raise (SYNC),
however, is more complex since the handlers bound for the event must be executed prior to resuming the
handler that invoked the raise operation. In our design, the thread executing the raise operation assumes
the role of the dispatcher until all the handlers for this particular event have completed. This condition
is detected by creating a counter that is initialized to the number of new handlers inserted into the EHQ
and decrementing it each time a handler is executed. When this counter reaches zero, the execution of



raise(event, dargs, mode, delay, urgency) {
if (delay > 0) evSchedul e(later,del ay,event,dargs,urgency);
else { handlers = EHM (event); addArgs(handlers, dargs); /* add dargs to handler info blocks */
if (mode == ASYNC) insert(handlers);
else { C;, = new counter(number of handlers); for each h: handler: h—C;, =Cp;
insert(handlers,urgency); dispatcher(); } }
}
void later(event,dargs,urgency) {
thread— priority = channel — priority; rai se(event,dargs,ASY NC,0,urgency);
}

void dispatcher() {
while(true) { yield CPU to higher priority thread;
P(S.); h:HandlerInfo = head(EHQ); call h—func(h—args);
if (——(h—Cy) == 0) return(); /* last SYNC handler isdone*/ }
}
void insert(handlers,urgency) {
insert handlersto EHQ ordered by urgency; S, += number of handlers; }

Figure 3: Event-handling pseudo code

the raising handler is resumed by the dispatcher executing a return operation. Note that more than one
handler may be blocked concurrently at a rai se operation associated with the EHQ. To guarantee that the
return operation resumes the correct handler in this case, handlers must be ordered in the EHQ so that the
last handler to block isthefirst to resume operation (LIFO). This can be achieved simply by ensuring that
the urgency of the raised handlers is always greater or equal to the urgency of the handler that executed
the raise operation. Finaly, raising an event with delay > 0 isimplemented using the timer mechanism
provided by CORDS to realize the appropriate delay, asillustrated in figure 3.

Two other aspects of the code are worth noting. First, a semaphore S,, whose value correspondsto the
number of handlersin the EHQ at any given time is used to prevent execution of dispatcher threads whose
EHQsare empty. Second, inthe procedurel at er , the priority of the timer thread islowered to match the
current path priority. Thisis done because CORDS uses separate a high priority thread pool to implement
timer events.

Another issueconcernspriority inversion, that is, the situationwhere alower priority thread is executing
when ahigher priority thread is pending. Such inversionsshould be avoided in real -time systems, since no
timeliness guarantees are possibleif the maximum priority inversion time is not bounded. The scheduling
of threads in different CORDS protection domainsis preemptive and so, will not cause priority inversions.
However, as noted above, scheduling within a CORDS protection domain in non-preemptive, implying
that a higher priority thread attempting to enter the domain will be blocked if a lower priority thread is
executing. Thispriority inversion can become unbounded when interaction with threadsin other protection
domainsis taken into account.

Unbounded priority inversion due to synchronization is a classical problem in real-time systems and
we use the standard solution of priority inheritance [SRL90] to solve the problem. CORDS version
7.3 supports the Posix-compliant pt hr eads package, which provides priority inheritance semaphores.
We modified CORDS to use these semaphores for synchronizing access to protection domains, thereby
avoiding unbounded priority inversion.

Although priority inheritance semaphores solve the unbounded priority inversion problem, theinversion



could still be relatively largeif we allow alower priority thread to execute until completion. The problem
ismore severein our design than in traditional CORDS protocol graphs since we use the dispatcher thread
in addition to shepherd threads. We solve this problem by having the dispatcher thread voluntarily give
up its exclusive access to the protection domain if a higher priority thread is waiting to enter. Thisis
represented in figure 3 by the“yield CPU to higher priority thread” statement prior to executing each event
handler. Thisresultsintheworst case duration of apriority inversion being the maximum acrossall handler
execution times.

The implementation of this yield operation involves determining if a higher priority thread is waiting
to enter. This is done by exploiting knowledge about priority inheritance. Specifically, since priority
inheritance raises the priority of the active thread, there must be a higher priority thread waiting if the
priority of the current thread is higher than its original path priority. Unfortunately, the Posix standard
does not include an operation that returns the current priority, so thisinformation is obtained directly by
reading afield in the pt hr ead data structure.

Finally, note that the maximum execution time of each event handling operation is bounded. These
bounds can be calculated since the maximum sizes of the EHQ and other data structures are determined
by the set of micro-protocols included in each configuration and application characteristics such as the
message transmission rate.

3.4 Estimating Execution Time

Providing real-time execution guarantees naturally requires knowledge about the execution times of dif-
ferent services competing for the CPU. The configurability of the event-driven model would appear to
complicate thisissue since the number of different configurations of a given service can be large and each
configuration has its own execution time. However, in redity, relatively simple calculations based on the
execution time of each event handler can be used to determine the execution time of any valid configuration
of micro-protocols. The approach for doing thisis outlined in subsequent paragraphs. We assume that a
composite protocol isinactive until it either receives a message (or acall) from protocols below or above
it in the protocol graph, or until atimer event occurs.

First, consider messages from other protocols. Arrival of such a message causes predefined events
MsgFromApp and MsgFromNet to be raised. Given a specified set of micro-protocols, it is possible to
determine which event handlers are executed as aresult of these events, and similarly, which events these
handlersraise. This process is continued until no more events are raised. We then sum up the execution
times of the resulting set of event handlersto obtain the time required for processing a message.

Next, consider estimating the execution time for each occurrence of atimer event. The specifics here
depend on how timers are used. In many distributed protocols, timers are used mostly to implement
timeoutsthat cause, for example, retransmission of amessage. In these cases, thetimer events are directly
related to message processing and the CPU time required can simply be added to the CPU time needed
for message processing. In time-driven systems, however, timers are used to initiate execution at certain
moments of time independent of messages or calls from outside the system. In these cases, the CPU time
required for the timer event can be cal culated the same way as for message processing, i.e., by determining
the set of event handlersto be executed and summing up the total CPU requirement.

This approach does have restrictions, however. In particular, there must be no cycles in the chain of
eventsraised by event handlers. That is, if handler H isbound to event A, then A must not be raised by H
nor by any other handler that is executed as a result of events that H directly or indirectly raises. If thisis
not the case, the above ca cul ation—and potentially system execution—is non-terminating.



4 Implementing Customizable RTD Channels

This section describes how RTD channels are implemented using CactusRT. The basic structure is pre-
sented first, followed by descriptions of the various micro-protocols that implement message ordering
and reliability properties, respectively. Next, we describe how real-time properties are enforced. Findly,
configuration issues are discussed.

41 Basic Structure

In our design, each RTD channel is implemented as a composite protocol consisting of selected micro-
protocols and uses system resources allocated as CORDS paths (figure 4). Resource alocation has been
divided into the channel control module (CCM), which is specific to channels, and the admission control
module (ACM), which manages resources across multipletypes of services. The CCM providesan API for
an application to request channel creation. It passes information about the channel’s traffic model and its
CPU requirementsto the ACM module. The ACM isa process that maintains information about available
resources, and based on this information, either grants or denies requested resources. If the request is
granted, the ACM aso assigns path priorities. ACMs on different sites interact to ensure end-to-end
guarantees.

-
Application
Channél Control
grant/deny

T
push/pop create / request

/ x Admission

Control

Channd
Channel

communicationwith
other ACMs

push/pop
4

UDP/IP/Ethernet }

Figure 4: System components and component interactions

The core micro-protocol on which al others build is BasicChannel, which implements the abstraction
of asimple channel with no reliability or ordering guarantees other than those provided by the underlying
network and OS. This functionality can be augmented using different retransmission and ordering micro-
protocols.

A number of different events are used in the composite protocol. Two are the system events MsgFrom-
Net and MsgFromApp, which are raised by the framework when a message arrives from the network or
application, respectively. There are also a number of user-defined events, which are raised by micro-
protocols to signal completion of atask or otherwise communicate with other micro-protocols. Finaly,
timer events are used to implement message retransmissions.

The BasicChannel micro-protocol is shown in figure 5. This micro-protocol implements the basic
function of passing areal-time message through the channel composite protocol, either from the application
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micro-protocol BasicChannel (DropLate:bool) { /* DropLate: drop msgs that will miss deadlines? */
procedure setReadyBits(msg,mp_id,dir) {
msg.ready[mp_id] = true;
if (msg.ready true for each micro-protocol)
if (dir == UP) raise(RtMsgToApp,msg);
else { raise(RtMsgToNet,msg,SY NC); push(msg); rai se(RtMsgSentToNet,msg); }

handler HandleNetM sg(msg){
if (msg.type== DATA) { msg.ready = DeliverOK;
if (msg.realtime) raise(RtDataM sgFromNet,msg);
el se raise(NonRtDataM sgFromNet,msg);
setReadyBits(msg,BasicChannel ,UP); }
el se rai se(MetaM sgFromNet,msg);
}
handler DeliverRtMsg(msg){
if (msg passed deadline and DropL ate) stopEvent(); /*drop late message */
pop(msg); raise(RtMsgDeliveredToA pp,msg);

}
handler HandleApplMsg(msg){ msg.ready = SendOK; setReadyBits(msg,BasicChannel, DOWN); }

initial { SendOK[BasicChannel] = false; DeliverOK[BasicChannel] = false;

bind(MsgFromNet,HandleNetM sg,5); bind(RtMsgToApp,DeliverRtMsg,2);
bind(MsgFromApp,HandleApplMsg,2); }

Figure 5: BasicChannel micro-protocol pseudo code

to alower-level protocol or viceversa. Several aspects of this micro-protocol are worth highlighting. One
is how interactions with other micro-protocols in the composite protocol are handled, and in particular,
how micro-protocols can influence passage of a message. This is done primarily by using specialized
events such as RtDataM sgFromNet that are relevant only for the micro-protocols concerned with thistype
of message.

A second issue is determining when all micro-protocols are ready for a given message to exit the
compoasite protocol. In our design, the global vectors SendOK and DeliverOK indicate whether a micro-
protocol might potentially wish to delay a message. A matching vector in each message is then used to
record whether amicro-protocol agrees that the message can exit. The SetReadyBits procedure isinvoked
by a micro-protocol for this purpose; once the last micro-protocol has given its approval, this procedure
initiates the transmission of the message either up or down the protocol graph.

Finally, note that any missing event-handling arguments take on their default values. Of importance
here isthat when the urgency parameter is omitted, the event handlersinherit the current urgency. In this
case, we assume the framework sets the urgency of the events MsgFromNet and MsgFromApp based on
message deadlines. The default value for the mode parameter of raiseis ASYNC.

4.2 Ordering Micro-protocols

Ordering micro-protocols impose relative ordering constraints on the message delivery from the channel
to the target application. If no ordering micro-protocols are included, the delivery order is arbitrary. The
current suite of ordering micro-protocolsincludes:
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e FifoOrder. Thesender of amessageincludesaseguence number in the message; thereceiver delivers
the messages from each sender in the sequence number order.

e Causa Order. The sender of amessage m; includeswith the message a causality vector that indicates
the sequence numbers of the latest messages delivered from each of the channel sources before
message m; was sent. The receiver only delivers m; when al messages that precedeit based on the
causality vector have been delivered.

e TotalTimeStamp. Uses timestamps from synchronized clocks to order message delivery at the
receiver. If two messages from different senders have the same timestamp, the tie is broken by their
unique sender identifiers. Message delivery is delayed until it can be guaranteed that there are no
messages in transit with earlier timestamps.

o TotalSequencer. One of the receivers acts as a coordinator to order messages. Each message is sent
to the coordinator, which assigns a global sequence number and then retransmits to other receivers.

FifoOrder, TotalOrder, and Total Sequencer delay messages that arrive out of order until al their
predecessorsin the given order have been delivered. Thistype of ordering may not always be satisfactory,
however. First, al channels are not completely reliable (Pr < 1.0) and imposing such strict ordering for
such channels could result in a deadlock where the message delivery is completely stopped to wait for a
missing message. Second, in area-time channel, one message that is delayed to the point of missing its
deadline might cause all of its successorsin the chosen order to a'so misstheir deadlines.

To address these issues, we introduce an additional micro-protocol ForcedDdlivery. If included in a
configuration, this micro-protocol will deliver a message out of order if its deadline would otherwise be
missed. ForcedDelivery can be used together with any of FifoOrder, Causal Order, or Total Sequencer.
Total TimeStamp automatically provides alossy order in the case some messages are lost or delayed since
it only orders those messages that have been received by the time ordering is done.

4.3 Reéliability Micro-Protocols

Asindicated in section 2.2, reliability properties can be implemented using different types of redundancy,
while different variants can be based on whether the message is retransmitted a fixed maximum number
of timesor until it isreceived. These two techniques correspond to the reliability variants of bounded reli-
ability and absolute reliability, respectively, and are implemented by two retransmission micro-protocols,
RetransReliable and PosAckReliable. The first transmits a message a specified number of times with
small fixed intervals between transmissions. The second uses positive acknowledgments, and isthus more
applicable for transmitting non-real-time messages or messages for which the deadline has already been
missed.

The choice of which reliability micro-protocolsto use and how they should be parameterized depends
on the desired reiability Pr and timeliness Pp of the channel, as well as the characteristics of the
underlying system. The reliability micro-protocols are only required if the failure probability of the
underlying system—that is, the probability that it fails to deliver a message to the destination—istoo high
to satisfy the desired reliability and timeliness. Thisfailure probability is used to calculate the number of
retransmissions required by the RetransReliable micro-protocol. Anissuethat complicatesthe calculation
isthat failures of the underlying system are typicaly correlated. For example, if the underlying network
suffersfrom atransient failure such as congestion, the probability of aretransmitted message being lost can
be very high. However, the failure probability of such a retransmission typically decreases with time, so
the probability of success can be increased by increasing the interval between retransmissions. Thus, both
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the number of retransmissions and the retransmission frequency for RetransReliable must be determined
based on the channel requirements and the characteristics of the underlying system.

The RetransReliable micro-protocol is typically used to increase the reliability of the channel to the
point the timeliness requirement P, of the channel can be satisfied. If the reliability requirement Py of
the channel is higher than its timeliness requirement, the PosA ckReliable micro-protocol istypically used
to increase the reliability of the transmission further. PosAckReliable operates on a pool of messages that
have not yet been acknowledged and periodically retransmits a fixed size batch of these messages.

Given such an approach, the order in which the messages are retransmitted may be important. For
messages that can still meet their deadlines, the retransmission order is obviously earliest deadline first.
However, for messages that have or will miss their deadlines, different policies are useful in different
situations. These types of policies can be defined using a technique similar to the soft real-time value
functions that determine the value of completing a soft real-time task after the deadline [JLT85]. In this
case, a value function represents the value of delivering a message after its deadline. Typica aternatives
include:

e Zero. Ddivering amessage after its deadline does not have any valueto the application (dotted line
infigure 6). Thus, a message that misses its deadline can be dropped.

e Constant. Delivering a message after its deadline has a constant value to the application, but the
valueis smaller than if the message had been delivered on time (dashed line in the figure). Thus,
messages that have missed their deadlines can be retransmitted in any order, such as FIFO.

e Diminishing. The value of the message being delivered diminishes as time passes (solid line in
the figure). Thus, depending on how quickly the value diminishes, it may be better to retransmit
messages that will miss their deadlinesin LIFO order rather than FIFO order.

Other options are possible, of course. In our design, the chosen vaue function is provided as a parameter
to the PosA ckReliable micro-protocol.

VALUE

|
deadline TIME

Figure 6: Message retransmission value functions.

The two reliability micro-protocols have different implications on CPU usage and message deadline
guarantees. For a channd that uses RetransReliable, the CPU time required to send and receive retrans-
missions must be considered when doing CPU alocation. In addition, the time from thefirst transmission
to the last retransmi ssion must be factored into the deadline guarantee.
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A channel that uses PosAckReliable is more complex, both with respect to calculating real-time
guarantees for messages in the channel and determining how it affects other channels and other real-
time services in the system. The main reason for this complexity is that the set of messages to be
retransmitted may grow unpredictably, potentially until buffer space is exhausted. Thus, the CPU time
required to retransmit these messages might similarly grow without special measures. The current design
of PosAckReliable bounds the CPU time by executing the retransmission event-handler periodically at
fixed intervalsand having it transmit only afixed number of messages each timeit is activated.

Although this design ensures that the CPU utilization of a channel is always bounded, it has the
potentially negative effect of giving priority to message retransmissionsin channels with higher CORDS
path priorities relative to processing in channels with lower priorities. Therefore, we are exploring an
alternative design that assigns a lower priority to message retransmission relative to timely transmission
in other channels. This can be accomplished by having a channel use more than one CORDS path in
its implementation. In particular, a second lower priority CORDS path is used to retransmit messages,
thereby ensuring that retransmissionsare only donewhen thereis no processing required in other real-time
channels.

4.4 |mplementing real-time properties

Real-time properties are different from ordering and reliability properties in the sense that they cannot
simply be implemented as new micro-protocols. Rather, they must berealized by controlling the execution
of the entire system, including the channel composite protocols and any other components competing
for resources. The main aspects of this control are admission control, which determines which tasks are
allowed to execute, and scheduling, which determines the order in which the CPU is allocated to different
tasks.

Thedetails of admission control are different for each real-time servicetype. Thefollowing discussion
is specific to the channel abstraction, although many of the same principles apply to other service types.
In this paper, we only address allocating the CPU, memory, and network bandwidth to different RTD
channels.

441 Network assumptions

The initia version of the channel service does not implement network scheduling, but rather relies on
the underlying Ethernet to provide relatively predictable message transmission times given alight enough
network load. Despite this implementation restriction, the assumptions about the network are general

enough that the system could be easily ported to other types of networks. In our assumptions, we have
to acknowledge the realities of different network types and the restrictions they place on predictability.
Generally, anetwork such asthe Ethernet is not considered predictable enough for hard real-time systems,
while networks such asthe Internet or wirel ess networks are even worse. However, given our probabilistic
approach to QoS guarantees, we aim at providing the best possible guarantees given the avail able network
architecture. If these guarantees are not satisfactory for an application, another network architecture must
then be chosen for the system.

The foundation of our approach is the probability distribution function (pdf) of the message delivery
time in the given network architecture. Typicaly, such pdfs have an exponential distribution such as
illustrated in figure 7. Note that the distribution often depends not only on the network architecture, but
aso on the system load. In the figure, the solid line represents the pdf when the system islightly loaded
and the dashed line one when the system is heavily loaded. This type of behavior has been documented
for Ethernet networks[BMK 88].
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Figure 7: Message transmission time pdf

Giventhepdf of thesystem and thecurrent load, itispossibleto determinefor any messagetransmission
timet; the probability P(¢;) that an arbitrary message will reach its destination before ¢;. This probability
is simply the area under the pdf from 0 to ¢;. Thus, any desired deadline probability can be obtained by
choosing ¢; appropriately.

As noted above, the system is more predictable the lighter the load, so our design limits use of the
network to afraction of the total bandwidth. This approach limits the worst case load and thus, the worst
case pdf for the network. By using thisworst case pdf for admission control, channels are aways able to
match or exceed the expected timeliness.

Given the pdf of message transmission time and a controlled maximum network |oad, we can cal cul ate
the maximum network transmissiontime 7, for any given probability level P, such that the probability of
amessage reaching its destinationin less than or equal to 7), is P,,. The probability P, naturaly affects
the deadline probability of the channel. For example, in the smple case where no retransmissions are
used, Pp isawaysless or equa to P,. Thisfollows because even if the processing time of the message
at the sender and the receiver meet their respective deadlines, the network transmission will only meet its
deadline T, with probability FP,.

4.4.2 Admission control

Admission control is divided into a capability test that determines if enough resources exist for the new
channel, and a schedul ability test that determines whether afeasible schedulethat allows messagesto meet
their deadlinescan be constructed. A new channel isestablished only if bothtestsare satisfied. Beforethese
tests can be devel oped, however, the appropriatetraffic models must be defined to characterize assumptions
made about application message traffic.

Traffic models. Different types of real-time applications can have different communication patterns, so
the system is designed to support different traffic models. Currently, however, we are concentrating on
performing admission control using the (o, p) model from [WKZL96], where ¢ is the burstiness factor
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and p isthe average traffic rate. With this model, the size of the traffic backlog at a server never exceeds
o given that the server works at rate p [Cru91]. The server in our case is a channel composite protocol,
p isthe message rate R (messages/second), and o is the burst size B (number of messages). Other traffic
model s to be explored include the H-BIND model [Kni96], which allows statistical guarantees to be made
concerning timeliness of communication.

While a necessary starting point, this model only describes the traffic originating from application
processes sending on a given channel. Thetraffic that a channel composite protocol actually receives from
the network can be very different, however, because of variationsin network transmission delay and extra
messages generated by the composite protocol, such as acknowledgments and retransmissions. These
factors mean that the model must be modified for the traffic received from the network. For example, if
the burstiness and rate at the sending site are B and R, and the maximum network delay is 7,, then the
burstiness at the receiving site will be B + 7,,- R [Cru91]. Similarly, retransmissions increase both the
message rate and the burst size. Finaly, for multisource channels (including GM channels), the traffic
model at the receiving site is the aggregation of the traffic models of the source sites.

Capability Tests. The three primary resources to be considered are CPU time, memory space, and
network bandwidth. For the CPU capability test on agiven site, we assume that a fixed fraction of the total
CPU time is alocated for composite protocols, with the remainder used by the OS and the application.
Given areguest to create a channel C, then, the test is performed in two steps. First, the CPU usage for
the composite protocol implementing C is calculated as outlined in section 3.4 based on the application
and network message rates from the traffic model and the message generation behavior of the composite
protocol. Second, this value is added to the sum of the usage values for the currently existing channels to
determineif adding C would exceed the CPU alocation. If it would, then the request is denied; otherwise,
the request passes the capahility test and can continue to the schedulability test. The network bandwidth
test is very similar. In this case, the bandwidth requirements for each channel is calculated based on the
message rate, the maximum message size, and information about any extra messages generated by the
composite protocol.

For the memory capability test, only the memory space required for storing messages needs to be
considered since the size of static data structures can easily be estimated. Calculating this value requires
taking two specific itemsinto account. The first isthe schedul ability test (bel ow), which dictates how long
a message may have to wait until it can be transmitted. The other is the maximum retransmission time,
which determines how long a message must be kept for possible retransmissions before its storage can be
reclaimed. In the worst case—which occurs when the specified reliability requirement is 1.0—a message
may have to be kept forever, implying that any fixed amount of memory may be insufficient. However, a
probabilistic estimate of expected memory usage can be calculated even in this case given the estimated
failurerate of the network and a desired level of assurance that the composite protocol will not exhaust its
memory.

Schedulability Test. Whenachannel creation request ismade, aschedul ability test isneededto determine
if execution deadlines can be met even if the CPU, bandwidth, and memory capability tests indicate
sufficient resources. For simplicity, we only consider schedulability tests for CPU time; approaches to
network scheduling can be found el sewhere (e.g., [MMM96]).

An application creating a new channel specifies a message deadline d, i.e., a message sent into the
channel at time ¢ must be delivered to all of its destinations by time ¢ + d. For the schedulability test,
we consider this deadline the sum of threevalues, d = d, + T, + d,., where d, is the maximum allowed
delay on the sending site for the message to traverse the protocol stack down to the network, d.. isthe

15



corresponding time at the receiving site, and 7, is the maximum network transmission time as given in
section 4.4.1. We assume that 7, is fixed, so the schedulability test derives the values of d, and d,.. This
is done using the response times for a message. In particular, let r, denote the worst case response time
for a message to traverse the composite protocol at the sending site and r,. the corresponding time at the
receiving site. Then, the schedulability test determines if d, and d, exist suchthat d, + T,, + d, < d,
r, <d, <1/R,andr, < d, < 1/R,where R isthe message rate. If not, the channel creation request is
denied. Notethat thedelays at the sender and receiver can be adjusted to accommodate sites with different
loads as long as the sum of delaysisless or equal to the deadline.

The worst case response times », and r, are calculated using the algorithm described in [LWF94].
First, the existing paths on asite are sorted based on their priority, where path P; hasthe i*" highest priority.
Given this set of paths, the CPU responsetime r;, for any channel P, isthen caculated using the formula:

_ YL Bi-Ei4A
C1-YLRi-E
Here, B;, R;, and F; are the burst size, traffic rate, and maximum CPU time for processing a message
in path F;, respectively. The factor A is the maximum priority inversion time, which occurs in CORDS
when alower priority thread continues to be executed even though a higher priority thread becomes ready
to execute. Thus, A = max;, e;, where e; isthe maximum execution time of any singleevent handler in
path P;. Note that thisformulaapplies only to paths with asingletraffic model for arriving messages; the
formula becomes more complex when a path has more than one traffic model.

This formulais used in conjunction with the D_order procedure [KSF94] to determine a priority for
the new path that is allocated as a result of the channel creation request. In essence, thisstep calculatesthe
highest possiblepriority for the path that still allowsall deadlinesto be met. First, the new path isassigned
the highest priority and the response time of al other pathsis cal culated using the above formula. If their
deadlines can still be satisfied, then the priority of the new path istaken to be the current value. Otherwise,
the priority of the new path is decreased and the process repeated. In addition to establishing the priority,
this procedure also determines the minimum worst case response time.

After calculating the worst-case response times r, and r,, d, and d, are assigned to the new path so
thatd, + 7, +d, <d,r, <d, <1/R,andr, <d, < 1/R aresdtisfied. Asnoted above, if no such
assignment exists, then the path cannot be created and thus, the corresponding channel creation request is
denied. Otherwise, various heuristics can be used to choose reasonablevaluesfor d, and d.., such as setting
them in proportionto r, and r,.. The set of micro-protocolsin the composite protocol affects the decision
aswell. For example, if total or causal ordering are included, then a message may be delayed awaiting the
arrival of other messages. In thiscase, d, should be larger than d,.

g

D)

45 Possible configurations

An RTD channel can be customized across a wide range of QoS attributes, which allows it to satisfy
applications with diverse rea-time and dependability requirements. The customization of a channel
typically starts by choosing the channel shape. As indicated in section 2, eight different shapes are
available. After the shape is chosen, we can further define the behavior of the channel by selecting
the desired ordering, reliability, and timeliness guarantees. For ordering, thisis done by selecting the
appropriate micro-protocol from among FifoOrder, Causal Order, Total TimeStamp, and Tota Sequencer.
Ordering behavior can be specified further by choosing ForcedDelivery if timelinessof themessage delivery
is more important than ordering. No ordering micro-protocol is required if the channel is not required to
enforce any ordering. Given these options, then, we can configure eight different types of GM channels, for
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example. Note, however, that al ordering properties are not feasible for all channel shapes. For example,
total ordering only applies to channels with multiple senders and receivers, while causal ordering only
appliesto GM channels.

The desired reliability and timeliness guarantees are set by specifying the corresponding probabilities
Pgr and Py and the desired message deadline d. The probabilities, together with our assumptions about
the inherent reliability and timeliness of the underlying network, determine which of the reliable com-
muni cation micro-protocol s RetransReliable and PosA ckReliable need to be included in the configuration
and the values of the arguments that further define their behavior. For example, for RetransReliable, we
have to determine the number of retransmissions and the delay between each retransmission. Similarly,
for PosAckReliable, we specify the value function that determines the retransmission order of messages.
In theinitial version of the RTD channel, these arguments are determined manually. A later version will
include a configuration support tool that automates this task.

In addition to the micro-protocol s discussed in this paper, we are designing additional micro-protocols
that control other aspects of system behavior. Theseincludejitter control, which reducesjitter in the stream
of messages delivered, and flow control, which enforces sender compliance with the given traffic model.

5 Related Work

A number of systems support configurability and customization in distributed systems, including Adaptive
[SBS93], Horus [RBM96], and the x-kernel [HP91]. However, only Adaptive and the configurable
control system in [SVK93] address issues related to real time. Adaptive introduces an approach to
building protocol s that employsa collection of reusable *building-block’ protocol mechanisms that can be
composed automatically based on functiona specifications. The objects are tightly coupled in the sense
that interactions between objects are fixed a priori. Furthermore, although Adaptive targets multimedia
applications, its runtime system appears to be designed to maximize performance rather than ensuring
deadlines.

A reconfigurabl e real-time software system is introduced in [SVK93]. The target application domain
is sensor-based control systems, rather than real-time communication as is the case here. The port-based
object model used in this system is suitable for combining existing software components, but lacks the
degree of flexibility and fine-grain control found in the CactusRT approach. Assuch, it would be difficult
to use thismodel to construct the same type of configurable services.

A large number of rea-time systems have been designed and implemented, including Chimera
[SVK 93], Delta-4 [Pow91], HARTS[K S91], Mars[K DK 89], MK [Rey95, TMR96], RT-Mach [TNR90],
and TTP [KG94]. While suitable for their target application areas, the lack of support for configurability
and customization in such systems typically limits their applicability to new areas. Two exceptions are
[ASJIS96] and [TMR96], which have adopted principles from the x-kernel to add coarse-grain modularity
and a limited degree of configurability to certain real-time communication services.

Real-time channel abstractions similar to RTD channels have been developed elsewhere as well. In
some cases, these channels address real-time communication at the network level; for example, a type
of real-time channel that is established across multiple point-to-point network links is introduced in
[KS91, KSF94]. Similarly, Tenet provides rea-time channels over heterogeneous inter-networks, as well
as aread-time network layer protocol RTIP and two rea-time transport layer protocolsRMTP and CMTP
[BFM*96]. The latest Tenet suite also provides multicast channels and resource sharing between related
channels. An atomic real-time multicast protocol ensuring total ordering of messages is introduced in
[ASJS96]. This protocol uses alogical token ring, and integrates multicast and membership services, but
without explicitly introducing area -time channel abstraction. None of these are customizableto the same
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degree asthe RTD channelsintroduced here.

6 Conclusions

This paper addresses the problem of providing customized real-time dependable communication services
for different types of applications. We presented RTD channels, an example of how such services can
be implemented using an event-driven interaction model that allows different abstract service properties
and their variants to be implemented as independent modules called micro-protocols. A set of micro-
protocolsisthen selected based on the desired properties and configured together into acomposite protocol
implementing acustom version of the service. Specifically, wefirst introduced the design of RTD channels,
which support multiple application interaction patterns and numerous combinations of properties. Wethen
described the CactusRT interaction model and outlined the implementation of a prototype system based
on the x-kernel and the path abstraction in CORDS. Finally, we described how RTD channels can be
implemented using thismodel to realize a mechanism with a high level of customization.

RTD channelsarebeing constructed onacluster of Pentium PCsconnected by a10Mbit/sec Ethernet and
running the OpenGroup/RI MK 7.3 Mach operating system. In addition to compl eting the implementation,
future work will include refinement of admission control and scheduling for the event-driven model, and
experimentation with other real-time services using CactusRT.
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