





WHEIEISIRIKCS #157

RIS a SpEcification for organizing
fr/orogrrwrngrlr" | onto an
UEHERWEation ob) ct.

, fepdevices (ISO/IEC 7810)
Soft PSD’s (eventually)



WiHES BKCS #157
cont...

MIRUIAEReTii 0ff PKCS #11

M allowssier Multiple PKCS #15 aware
aool]catiorf‘s to live on the same card

It will take the place of SSEID1

We can stlfsupport EIDAB1 and SSEID1
of course



ork?

ant to know?)



ructure




8 Qgtiorizl Flle

SV enueteryAirdireclapplication file selection is
eEsUppLREOR FVititiple PKCS #15
Avplicabonsieside on the card

The Token Info file contains info that may be shared
between PKSC #15 applications.

Unused Path (optional)
Points to a file that points to unused space



PKCS #15
Applicetion Directory
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Token Info

(EF)




OWjEct Directory File

Ve atonR/aEie
other EF’s




S Q)gtionel FilE
SE)ES THE ollowmg S
= Prlvate KEN

KBS Vgl reside anywhere on the card

Cross references to pointers for
Authentication Objects
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UK
sl IcakeyaDIrectory File
NOpueREINIE
N GlESEENGIIOWING:

-~ PURIIGREYS or‘-r'e'r' ces to them
- IKEY/ST Vay ﬁid anywhere on the card

- Key attribu

ding private key exists
are the same ldentifier

It & corres
they must
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SIKID

SEchelrikeyavirectory File

8 QgtlopcllFlE
NG @SR ENEIIOWING:

~ SYmmeEwical l’.’ey» or references to
eI
_KeysiVliay reside anywhere on the card
Key attributes
Cross references to authentication
objects
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It @ corresponding private key exists
they must share the same ldentifier
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DE @B EstMbDIrectory File

OpueREl F]I"—*
| For enYy efE t other than keys
OIF CENuiileal

Cross references to authentication
objects
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AOD

WeabERpeIect Directory File

- Ootional F]Je
_Eor anyfau tication object, such as
HIN S, mrc r:str cess to other PKCS

objects or references to them

Authentication ebject attributes
What object the AO is protecting
Others will vary according to the auth object type
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S ViairiclaigopalFiLE
SMEOREENEHE InTermation about the

token

N OIGSEHIENOIIOWING:

Info can be shared between PKCS #15
Applications
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eeps track ofi unus

)
’f"'
)

plojfelSht efollow’lmg*

Authen atM object

Can be shared between PKCS #15
Applications
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Efle ldentifiers

File DF File Identifier (relative to nearest DF)
MF X 0x3F00 (ISO/IEC 7816-4)
DIR 0x2F00 (ISO/IEC 7816-4)
| PKCSI15 X Decided by application issuer (AID is RID || "PKCS-15")
| ODF 0x5031 by default (but see also Section 6.4.1)
TokenlInfo 0x5032 by default (but see also Section 6.4.1)
UnusedSpace 0x5033 by default (but see also Section 6.4.1)
AODFs Decided by application issuer
PrKDFs Decided by application issuer
PuKDFs Decided by application issuer
| SKDFs Decided by application issuer
CDFs Decided by application issuer
DODFs Decided by application issuer
Other EFs Decided by application issuer

- (Reserved)

0x5034 - 0x5100 (Reserved for future use)

From the PKCS #15 Specification




g
Applicaientidentifier

Sephpeatenation ol the Registered
denEe(RID) and the Proprietary
appliceten ldentifier eXtension

- (PIX)for PKCS #15

~ And the Winner is:

AQ 00100 00 63 50 4B 43 53 2D 31 35
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UPDATE BerA Y for transparent object file
May need garbage collection
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| Vr?space
Con5|stent h ISO/IEC 7816-4 annex D
(Because you needed to know)
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-F-

REMoVING C Jects

ViEstthaVversuiiicient privileges
" -d to be remove

2 lengtth bytes to make
ting avallable space easier

te the entire file
Still leaving the length bytes
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_"Must have su

L REmeVeEs
newaene

Cheaper
Be careful with space requirements

23



- strengtns

Vs pIErAppliGa
S VUE) ENEYS

= M Jlrlole cert]ﬁc_at@

fior Read/Write operations

Slower
Updates can be complicated
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PKCS #11 can be made to handle multiple PINS
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