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| '> Prov1de hlgh assurance securlty

> Scaleable to-2 m|II|on users.

e ',> |mmed|ate PKI serwce

= > FIeX|bIe & dep|0yab|e



Selected Technology - 1995

> V1 Jumbo x.509 certificate

> Certification Authority
Workstation

> Fortezza hardware tokens
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What securlty should a PKI prowde’?

3 -The prlmary purpose is to establlsh TRUST |
'- "'>.I_-am. 'w_ho. [ say_ I,alm |

' ">I hold the prlvate key that corresponds to
3 the pubI|c key in my certlflcate

> am allowed to bé"'afpartof'th'e Com’ﬁ“'“ity ;



| Publlc Key Infrastructure'f'_).'-:
' Operatlons ,

i -> Trusted Reglstratlon & Establlshment' :
" Process - - s '

. > Privilege Management
- > Ordering e
.. >Key and Certlflcate Generatlon

~ ” Distribution |

> Certlflcate Reposnorlelrectory
BE Rekey, Renew and Update s



| Publlc Key Infrastructure
' Operatlons "

o > Accountlng/Tracklng
: > Compromlse Management & Recovery

8 g Revocatlon

5 Audlt

> Archive "
- » Data Recovery -

e Disaster Recovery |
> Customer Support/TechnlcaI Asmstance
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o PKI Operatlons must be trustworthy
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“1 > Distributed Operations

| > Trusted Registration & Establishment

* CA establishment -,

* User registration

.| > Privilege Management

| » Compromise Management & Certificate i
Revocation 2
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<< > Archive

= > Cross Certification

&= > Disaster Recovery
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S Ch-a'llenge: _Se_cu-re:and t'ru$twerthy.certifi_cate :
- management operations across a distributed
| infraé_fruct'ure of over 700 Certification Authorities -

' > Solutlons . |
Mandatory Inltlal and Upgrade Tralnmg

o Comprehenswe operatlonal documentatlon and
S procedures



~ -Certificate Management .
-~ Operational Policy =~ -
S S'ecu"rity_ Pdl_i-c’leeﬁi_fi_catidn _Prl'acticé-'.Sf'taten_ieht
o ~'_I'nfr'aSt-r_uct'ur_e__Com:'ept of ,Obeta'tions =
> Certification Authority Establishment Guide.

> Certification’ Authority Procedural Handbook



Trusted CA Establisiment Process

> Challenge Trusted process for enrolllng
_new Certlflcatlon Authorltles |

| ->' Selutlen Implemented process requmng .
“an accountable thlrd party to authorlze
the request - —



Privilege Management
> Challenge: Provide Certification
| Aut,h,ority with'appropriéte privileg-es |

R Solutlon Establlsh pollcy settmg .
. ‘'minimums for security critical prlwleges

AIIow local specification of other pnwleges -

] W|th thlrd party approval

> > Techmcal Mechanlsm The Root CA

‘establishes:privileges of the subordmate
'CA by generating and dlgltally S|gnmg a
conﬁguratlon file - _ *



User Reglstratlon Process

- Challenge Establish a process wh|ch
. promotes. and supports the PKI securlty
goals | .

_"> HARD' PROBLEM Direct trade-off
 between security and operatlonal
ﬂeX|b|I|ty/ease of-use |

| > DeC|5|on Securlty reqmres in-person.
_ verification through contact with
Certification Authority/
Registration Authority ke



Compromise Management &
- Certlflcate Revocatlon |

| > Effectlve mechanisms for removmg
. users from the mfrastructure

o > Two Ilsts

) e Certlflcate revocatlon Ilst |
e Compromlsed Key List



| Lessons Learned
Compromlse Management & Certlflcate 3
| Revocatlon b -

-_ _->Push Dlstrlbutlon by PKI to users is hard
>Pulling by users is unlikely '

- »Near-term solutions: Servers (web and-
~directory), Self-subscrlblng ma|I I|sts d|rect'
~ mail =

- >Slgmflcant techmcal and operatlonal
| .chaﬂenge g |



audit

> Challenge " Ensure only authorlzed lndlwduals

' performmg authonzed actlons -

> Solutlons _ e

. >SS0 audlt of CA with audit tool
> Root CA audlt of subordlnate CAs .

> Goals: | -

¥ User fnendly audit processmg tool
> On-lme audlt system for PKI e



e Challenge Long-term arch|val storage of =
certlflcate management mformatlon 2

_> lnterlm Solut|on Weekly storage of complete ‘ |
i system backups and S|gned archlve ut|I|ty data’

| '-> Goal: L-.egal system and te‘chneldglst |
_partnership‘tb devise permanent solution



FORTEZZA U.S. Government oot Certification Authority
Policy Approving Authority

Policy Creation Authority. EolicyiCreation Authority

CertificationfAuthorty, gertification’Authority

~

Bob Sally

Cross Certification



3 Challenge Rebuild infrastructure
. components and operatlons in case' :
of site dlsaster *

= > Solutlons

> Dedicated back -up S|te for Root CA
levels of hlerarchy |

> Off-S|te storage of CA system backup
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*E-mail Support TR sk
pp Mhsig |i ﬁ
*Web site documentation and formlsls B g

ST -
‘Fax-back support via Enterprise 2 -
Communication Server -

*Fed Ex or U.S. Postal Service



‘> Need a complete solutlon |
2 L|m|t the number of CAs
> Mandatory user education

_ > 'Large scale, timely dissemination -
- of compromise manageiment and

g certlflcate revocatlon is dlfflcult



= MeaningfnlAud'it"Ana'IySi's s tough

D Archlve Requwements must be deflned

| > Cross Certlflcatlon Qperatlonal FeaS|b|I|ty
Unclear & |

> Need to plan and fund Dlsaster Recovery

> Need to plan and fund Technlcal ASS|stance



What’s next in%.DOO

» Transition PKI'tomew certificate
policy and practice,stater_nent

> New software sug
Certificates and V2

» Enhanced access "f£0nir£|3*h

> Implement Indirect Certificate
Revocation List Authority
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