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Problem #1

Clear understanding of the need for
security...

...But no security architecture
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Problem #2

Rough security architecture design...

...No detailed implementation path
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Task List

0) Get a grip on security

""l 1) Home Banking

Application

2) Secure Messaging Client
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Competitive Strategy/

Cryptography

What is Cryptography?

Cryptographer’s View Business View

* Privacy * Trust/Comfort

* Data Integrity * Fraud Protection

* Authentication * Assent/Authentication
* Non-Repudiation * Guarantee/Recourse
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Competitive Strategy/

Cryptography

Mapping Concepts to Practices - Cryptographic Analogs

Cryptographic Construct Result

* Digital Envelope —> * Privacy, Protection
* Digital Signature —> * Assent, Authorization, Integrity

* Digital Certificate —> *ldentity
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Building in Security

SECURITY

[EJNBSAFE

SAMPLE CODE

UNSECURED SECURED sucunms
APPLICATION APPLICATION

SECURITY LIBRARIES
& COMPONENTS
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Inside a Crypto Stack
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Flexible API
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Public Key Algorithms
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Message Digests ~ ©

Key Generation
Services

Cryptographic Syntax
Services
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Memory Management
& Protection Services
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High-Speed
Math Processing

Data Encoding
Services

BHAPI
Hardware Interface

Cipher selection
Multiple key type generation
Padding selection

Code reusable after algorithm
info type selection

RSA, DSA

Diffie-Hellman

ECC odd, even

DES, 3DES, DESX

RC2, RC4, RC5

MD2, MD5

SHA1

Automated key generation

Advanced random
number generation

Key seeding routines

PKCS #1 RSA formatting

PKCS #5 and #12 PBE

PKCS #8 private key formatting
PKCS #12 with OAEP
Replaceable memory calls
Sensitive memory control
Memory use optimization

Cryptographic multi-precision
(CMP) library

PEM encoding

BER encoding

Base64 encoding

BSAFE Hardware API
Hardware accelerator interface

Key storage and retrieval



Applications in C++
Applications in C Afplications in Native Java

Method Wrapper
System Layered Services Language Interface Adapter

Security Services Tools

e e e e )

CSSM Security API | _EM-API_ |

Common Integrity Services Security Contexts 5 EI;EtTv_e_q:

Security Services
Manager | _EMIL_ 1

Security Add-in ~, Service
e.g. Key
Modules

_Recovery

Data store
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The Java Security Model

Java Security API
java.security, java.security.Interfaces)

Engine Classes JCE Classes/Interfaces
.MessageDigest, .Signature, .KeyPair AsymmetricCipher,SymmetricCipher,

Generator

FeedbackCipher, SecretKey, Padding

Providers

(Signatures, No

Encryption)
SUN, Others

v v

Crypto Providers (Signatures and Encryption)
BSAFE Crypto-J, Others




Functional Layers for SSL

SECURITY

SSLv2,v3

Multiple configurable
Certificate Authorities

Automatic, end-configurable
trust chaining

Client and/or server
authentication

Security
Protocol Services

[

Trust Services

. Cerificate request creation
Certificat X.508 certificate creation
Ser ' 'Fa S and parsing
. RVICES Certificate caching, storage,

and retrieval
Multi-protocol support
Built in protocol handler
RSA and Diffie-Hellman
DES, 3DES, RC4

Network
Adaptation Layer

Encryption and
Authentication

MD5, SHA1

. Services




A Crypto Provider Example

JAVA APPLET / APPLICATION

JAVA SECURITY API

BSAFE CRYPTO - J

SECURITY



Functional Layers for PKI-

Enabling

Multiple CA interfacing

LDAP lookup

Certificate requests using PKCS #10 and CRS
PKCS #12 import

Full support for PKCS #7

Clear signed, opaque signed content types

Directory and PKI
Access Services

Cryptographic Message
Syntax Services

Certificate request response parsing

Trust
Services Certificate authentication and validity checking
Automated chaining
Certificate Multiple trust models: self-signed hierarchical, explicit trust
Services

X.509 certificate creation and parsing

Attribute and extension handling
Key, Certificate and

Trust Secure Stores Secure handling of sensitive data

Local cache for keys, certificates and trust data

Encryption and
Authentication Services
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Task #1:

Home Banking Client/Server

/Bank of the

Net
Internet

/

Bank Customer
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SSL in Java

JAVA JAVA
APPLICATION APPLICATION

HTTP, FTP
Telnet, etc.

HTTP, FTP
Telnet, etc.

SECURE PIPE .—m
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Electronic Banking Application:

Needs

Link Security
Authentication Based on Account #'s
Message Integrity

Moderate Amount of Traffic
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Electronic Banking Application:

Constructs

Key Exchange Diffie-Hellman
Symmetric Encryption Triple-DES
Message Digest SHA-1
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BSAFE SSL-J API Calls

°* SSLParams.setCipherSuites (new
DH With 3DES_EDE CBC _SHA()) ;

°* SSLSocket.getCipherSuite() ;
°* SSLParams.setCertificateAndKey () ;
* SSLSocket.getPeerCertificateChain() ;

° To initiate an SSL session, use
* getInputStream()

°* To encrypt and decrypt, use write() and
read ()
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Other Applications

Groupware
Web Browser
Internet Firewall

Medical Record Security
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Task #2: Secure E-Mail Client

&l Inbox - Microsoft Exchange
File Edit “iew Toolz Secunty Compose Help

| S|Ex]| eoale| Blala| = Bl 5oE] w2

@ Microsoft Exchange |!| El@l From | subject | Receved

=-2) Mailbox - Bob Dickinsan 59  Bob Dickinson Signed message E/74/95 .53 AM :I
""" % Deleted ltems 8  BobDickinzon Signed and Sealed B/24/96 351 A
e B tim Re[2]: Screen Shots 5/24/95 941 AM
----- (0 Jurik Mail B4 DEFBS4EEpradigy. com PS5 5/24/36 313 AM
""" [ MO ]  Bob Dickinzon Encrypted [again) B/24/96 3:03 Ak
=) Outbox ] Bob Dickinzon Testing encrypted R/24/96 9:02 Ak
""" (L1 Personal [1) . B tob Dickinzon Encrypted R/24/96 9:071 AM
""" L Preview Bob Dickinzon Yaoice mail RA24/98 323 AM -
-] Secure Meszzenger F | | _,,I_I
?E%:EW This Is encrypted

|

-3 Personal Folders
-3 Public Folders

(|

402 Items v




S/MIME E-Mail Client

r

&l Inbox - Microsoft Exsiveng

Wiew Too Compoze  Help

File  Edit ecu
| &%

s

r

alel Blolsl = ol solsl vl

@ Microzoft Exchange
E]g Mailbox - Bob Dickinzon
----- % Deleted Items

- ke

----- (L] Junk Mail

A= Outhox
----- ] Perzonal [1)

----- (L] Preview
-] Secure Messenger

2]l Sent ltemns

|

-3 Personal Folders
-3 Public Folders

(|

| Subject

| Received ©

tob Dickinzon
Bob Dickingon

-
=
e

4: %

J

Bob Dickinzaon Signed mezzage
G| Bob Dickinzon sigred and Sealed
BN tim Re[2] Screen Shats
B4 | DEFBB4BEprodigy. com PS
] Bob Dickinzon Encrppted [again)
- Bob Dickinzon Testing enciypted

Encrypted
Yaice mal

5/24/95 353 AM  a|
5/24/95 351 M
5/24/95 341 AM
5/24/95 .19 AM
5/24/95 3:03 AM
5/24/95 302 AM
5/24/95 501 AM

RA24ME 823 AM |+
| b

This is encrypted

402 Items




S/MIME E-Mail Environment
Mail — Message Content_)MIMa]E.f(.)ull"Tatting
Engine

Address Info

(Name, certificate,

public keys)
User Database | ==——>

ed@rsa.com
Hh2d1fa54
bc732a3df...

Message out _
(Transport decisions Secure Mail Message

D e or < =
SDK) |

L ——] i
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S/MIME E-mail Client: Needs

Digital Envelopes
Digital Signatures
Certificate Chaining
Certificate Requests

Export
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S/MIME E-mail Client: Constructs

Message Format PKCS #7
Certificates X.509 v3
Algorithms RSA, SHA-1, RC2, Triple-DES
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BSAFE S/MIME-C API Calls

* SmtMsg EncryptAndSign
* SmtMsg DecryptAndVerify

° Also
- Sthert_EnumCerts
- SmtAddress_AttachCertificate
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Other Applications

EDI Over Internet
Downloading Secure Objects

Executable Signing
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* This Presentation
— www.rsaconference.com/presentations/RSA00-Crypto301.ppt

* Developing Secure Applications
— http://www.rsasecurity.com/developers/

* Tim Matthews
— tim@rsasecurity.com
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