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Coglacig]es

NERVeR SEcURty: IHow big Is the
PG ENIIN: »
eSS doryou face?
- Can thadibonal nsurance help?
Toc ay/'S Nev) Insurance solutions:
/ basic risks to cover
Loss prevention services to ask for

Major terms to require and avoid!
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HOWRSIGNSIEHIE problem?
I

AL SE5Y6 INEKR Se In) rJL” ner of

comoucer Zincidents In 1999 (cexrn

JONaEl ts rate overall state
gt thelr co. as average

olf QF‘]OW (Information Security Magazine 1999 Security Survey)

47.8% Increase in unauthorized

aCCcess by IS EIS, (rrbrmetion security Magazine

91 breaches resulting in $23M losses
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HOWNSIGNS tHE Problem?

dtitink many people have a false
SENSEe of security”

lichael Vatis,

r xf the FBI National
Infrastru re Protection Center,
on threat of cyberterrorism
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»
NOWAImPortant is This?

S SERtllieRNRNEVERUENN 2002
CISEErSYSLEIS NG
2 OIS INIIEEd
Brzllr) Heltisen
- On-linerSiepping Revenue will top US $7B by
2000 |
Forrester Research
90% of all e-commerce Is transacted by just
10% of the world’s e-commerce companies.

©American International Network Security Risks and
Group (2000) Insurance



AlG

WHEIRRISKSHEAO you face?
O ENENOSS/HHENE Ot /ntangible assets
SBUEINESSHNLEUPLION 10S

Bty HeroHEN
Medigmeontentirelated liability
C DEer-extoron

. resulting in

financial damage, damage to reputation, stock
drop, loss of important assets/opportunities
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nsurance

8 Proganeys e
SINSIMECNIERISE EIfE, Windstorm etc.
- Coyveps: Tangi operty only

_rime Pol]

Covered Criminals: usually employees only
(“computer fraud” rider adds non-employees)
Covers: Tangible property only
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@ehaditional Insurance

gEIpra(Part 2)

Reprtption Policies?
il See Property Policies

Cvber-extortion:
1 4

" not inlany. standard corporate policy

sometlmeg‘ound In certain K&R or
contaminated goods Iinsurance
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AIG |
seniaditional Insurance

nelor (paI 3)

MUapility Insurance

= GGl : coveags .’oo"‘gﬁ{y jl@/tangible
propertyAdamage suffered by others.

E&@RIVieyioe coverage Iff you provide
professional services to others for a fee

~ Medial i]ak‘
mes. (Links, ads not

CGL- Some
covered. Recent carriers are expressly
excluding.)
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sennaditionall Insurance
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. ASSEL
1) amr"ml
~intangjkieessets.
~ reputation
 LLosSIPrevention Services
- technologica products and services
Transit oothing/assurance

Technology + Insurance =
Heightened Trust Environment

©American International Network Security Risks and
Group (2000) Insurance



AlG

NEWWeRK Security

HISUIRENCE
e
JEGINCaIVACAESITN ed or risks
ISSOCIEEGIWITH Tallul as of your
IELWEIIEOIF computer Security system
o prevent:
- Computer Attacks (unauthorized
access/use)
Trans siaﬂof a computer virus to
others

Disclosure of client privacy information
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~d ‘ e S W11 ILJ
ASUrance
IS ESIEEOVErages

= LEiolliny
VEdiE »
_ CypeEigeExtorton
(JRC3ANGIIE/ "?Jrr ation) property loss
~ Loss of eRevenue
Criminal Reward Coverage
Public relations (crisis mgmt) coverage
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NEIIB/NEOVErages

Aenial el Sevice Claims
_VirUshuEsmissiol
_DisElEsURE; off personal or
~ conidential data of your
customers

Professional errors and omissions
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VIEWIENEOVErages

o e
. SlanNGET

_DEjicifation »

- Copyr@nt inirngement
Patent miringement

Right of privacy violations
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SYEIFextortion

ligheprvatesnvestigator

I EEVIRGNRVESLIgation EXPENSES

- Rayingirensom demand (must be
reasonable) '
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HIOPERNWNEOVErages

e arerthese assets worth to
YO »
. aeeeUnting information
~ trade sect Jf AV require additional
Aformation)
customer information
competitive information
supplier information
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FhUSInESS Interfuption: Revenue
i ne transactions
to) attack on your system

DeEpeneenusiness interruption
Revenue eﬁated from on-line
- transactions ceases due to attack on a

system of a pusiness you depend upon
Extended business interruption
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(“rlrmmrjl Wr d, Public

epminairReward:s $25-50K reward
fo)f ]nformat]omes to the arrest
ahekeERVICEIoN 6f a cyber-criminal.

- Crisis cemmunications: $25-$50k for
public relations/media/crisis
communication fees to restore
Investor or customer confidence.
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SSPREvention Services

~~~~~ ment: . Cost effective
5517 n@onducted by

| Hrlrrml PIrtotal reimbursement
sometimes; available If you decide
to purcha %policy.

Legal analysis: Access to
specialized technology law firms.
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Key Ferrr

_security failures” ]F' ude attacks:
INSICEIREIFOULSIAEr
S RtERenalior non-intentional
N = ‘oroﬂ"r mo"r'\ ated C

[ “for fun”
eted or untargeted victim
from ailures of software, hardware or
firmware

social engineering
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NEV Ferrr

_Bnead definition off Claim (beyond just
WSSy »
. B g,m r]—\rmjrjgr] of LLoss (including

World-wide coverage
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WhetNs net.covered?

et exclusive)

-

AGESIOIHE 0, e, wind. ..
_lerronsmy explosions, war...
. BORINNGJECL planning

Secuntiestliabilities, ERISA liabilities
- Attacks oninternet infrastructure itself

Fraud (ne aﬁ)licable to computer
attacks by employees)
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onal Smoothing:
rhe Fut Ure or rnsurance

- laentity o1 t ,
= feflpEjcy//ef JrJIJ.F/ pffthe goods
AbilityAteRpey/ Abllity: to ship-manufacture
 Actual payment /' Actual delivery
Damage tc O‘idS

Security & Reliability off network /
Infrastructure
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REUREING Out

(OEUEECReNTIciiagement liability)

MBIREELONS aREreilicers iInsurance
PO instience
ESONsuUrance (brick-and-mortar
OPErations
- Employment Practices (including
discrimination/sexual harassment)
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-~ AlG@ Executive Director, eBusiness Corporate
ProdlcEIDEVelopment

175 Water sStree

212-45 3-2429

ty.saga OW@alg.com

newproduct@alg.com

, NY NY 10038
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