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Introduction

This document lists what's new and changed, as well as late-breaking information, in
RSA Authentication Agent 5.3.4 for PAM. Read this document before installing the software.
This document contains the following sections:

e Platform Support
* What's New in This Release

¢ Known Issues
¢ Technical Notes

* Getting Support and Service

This Readme may be updated. The most current version can be found on RSA SecurCare
Online https://knowledge.rsasecurity.com.

Platform Support

The PAM Agent is supported on the following platforms:
e Solaris 8, 9, and 10
* Red Hat Enterprise Linux AS/ES 3.0
¢ SUSE LINUX Enterprise Server 9
e AIX 5L v5.3 with ML2
e HP-UX 11iv2
The Pam Agent supports OpenSSH 4.1p1 for all platforms.
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What's New in This Release

This section describes the major changes introduced in this release. For detailed information
on each change, refer to the Installation and Configuration Guide.

Support for UNIX Groups. You can configure the PAM Agent to always prompt specific
groups to authenticate to a protected resource, or you can specify groups that the PAM Agent
never prompts to authenticate.

Support for a graphical login interface. The following table shows which graphical login
tools are supported on the different platforms.

Platform Graphical Login Tools

Solaris and HP-UX 11i  dtlogin (limited to single transaction on HP-UX 11i)

Only
Red Hat Enterprise gdm with the following desktop themes:
Linux Only e Circles
e Happy GNOME
* Blue Curve
SUSE LINUX e xdm (limited to single transaction)
Enterprise Only * kdm (limited to single transaction)
¢ gdm with the following desktop themes:
— Circles
— Happy GNOME, with or without browser
— SUSE

Known Issues

Tracking Number: 19639

Problem: When exiting an scp or sftp session that the PAM Agent protects, the session
hangs.

Workaround: Contact RSA Security Customer Support for the hot fix.

Technical Notes

To obtain the version number of the PAM Agent:
1. Change to the /opt/pam/lib directory.
2. On Linux, Solaris, and AlX platforms, type:
strings pam securid.so | grep "Agent"
On HP-UX, type

strings pam securid.l | grep "Agent"
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Getting Support and Service

RSA SecurCare Online: https://knowledge.rsasecurity.com

Customer Support Information: www.rsasecurity.com/support
© 2005 RSA Security Inc. All rights reserved.

Trademarks

ACE/Agent, ACE/Server, Because Knowledge is Security, BSAFE, ClearTrust, Confidence
Inspired, e-Titlement, IntelliAccess, Keon, RC2, RC4, RC5, RSA, the RSA logo,

RSA Secured, the RSA Secured logo, RSA Security, SecurCare, SecurlD, SecurWorld,
Smart Rules, The Most Trusted Name in e-Security, Transaction Authority, and Virtual
Business Units are either registered trademarks or trademarks of RSA Security Inc. in the
United States and/or other countries. All other goods and/or services mentioned are
trademarks of their respective companies.
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