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Printing Q & A: Print Queue Notification

Yes. Add your user ID to the List of Print Queue Operators in PCONSOLE. When
a queue is off-line, you will receive a message.

—
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Printing Q & A: Print Jobs Split into Two

—
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When | print a large file, it splits into two print jobs. Why? How do | fix it?

—
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It sounds like you need to increase the Timeout (T1=) parameter in your
CAPTURE or NPRINT statement. The syntax of the command is:

CAPTURE S=AUS101 Q=LASER1 NT NFF TI=X
in which X is a value between 0 and 1000.

The Tl parameter permits printing from an applications that don't signal the end of
a job without having to exit the application. The number indicated in the
parameter represents the amount of time in seconds to wait after an application
has finished writing to the file before sending the print job to the print queue.

Setting this value too low (other than zero) can cause print jobs to be split in two.

Setting this value to 99 usually corrects this problem. Alternately, you can set this
value to 0 to indicate No Timeout.

No AutoEndCap (NA) is another parameter you may need to add to the
CAPTURE/NPRINT statement. The default is AutoEndcap for
CAPTURE/NPRINT if none is specified. The AutoEndcap is an End-of-Job
marker sent by the Net\Ware shell whenever an application returns to DOS.
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Printing Q & A: CAPTURE Error Message

When | run CAPTURE, | receive the message "CAPTURE: No default queue
found." What is happening and how do | fix it?

Both CAPTURE and NPRINT have a parameter to designate a print queue name
in the command line. When a request to print is issued, the file is spooled to a
directory on the file server, depending on the name of the print queue specified.
Each queue represents a different directory on the file server. Once the print
server indicates that the specified printer is able to accept the print job, the file is
removed from the directory on the file server and sent to the print server. The
parameter that CAPTURE and NPRINT use to designate the queue name
(Q=queuename) defines where the file will be sent as in the following example:

CAPTURE L=1 S=AUS101 Q=LASER1 NT
NPRINT H:MARY.TXT S=AUS101 Q=LASER1

In the examples above, output will be sent to the LASER1 queue in both cases. If
no queue name is specified, both CAPTURE and NPRINT look in PRINTCON to
see if a default job configuration has been defined.

If there isn't a default job configuration set in PRINTCON, then both CAPTURE
and NPRINT check the file server for a SPOOL 0 designation. SPOOL is a
console command that maps a printer number to a printer queue.

There are several ways to prevent this error message from occurring again.
Before proceeding, though, you need to check to make sure that you have a
proper queue defined. This can be done using PCONSOLE in NetWare v3.x or
NETUSER in NetWare 4.x. Once you are assured that the print queue exists, you
can do any of the following:

1. Add the proper queue name to the command line: this insures that the output
goes to a specific printer (CAPTURE Q=LASER1).

2. Invoke the PRINTCON utility and select the menu option SELECT DEFAULT
PRINT JOB CONFIGURATION. This brings up a screen that includes a queue
name field along with other default print information. Here you can enter a
queue name that will remain as the system default. Issuing a CAPTURE or
NPRINT command without specifying a queue name will cause the output to
be redirected to the print queue specified here. This works fine for a small
network with only one or two printers in close proximity. However, for large



networks, users will need to be notified about where this default queue is
located.

3. At the file server console, use the SPOOL command to map a network printer

number 0 to a printer queue. This also sets a system default, so don't forget to
notify your users about where it is.
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Printing Q & A: Delayed Printing

Several of our remote printers are taking 30 seconds or longer before user
jobs begin printing. Is there some way | can speed this up?

When you issue the CAPTURE command, you might want to use a time-out
value of 10-15 seconds. There is no right or wrong setting for this option. The
value you use is partially driven by applications being used. If an accounting
application is printing and performs calculations or has to "think" while printing, a
longer time-out value should be used to keep from generating multiple pages on
the print job. If network printing is slow in general, make sure you have the latest
version of RPRINTER and use it in polled instead of interrupt mode.
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Printing Q & A: Garbled Characters

| have a Hewlett-Packard LaserJet 4 printer connected to the server's LPT
port. When | print from an application over the network, | experience
problems with garbled printouts, printer buffer overruns, and out of
memory errors on the printer. If | connect the printer directly to a PC and
print from the same applications, everything is fine. What can | change to
make the printer work across the network?

The first thing to check is that your CAPTURE command has the NT option
specified. NT stands for No Tabs and prevents NetWare from trying to interpret
the print job. When printing from within Microsoft Windows, it is a good idea to
turn off fast printing to a port. For that matter, you may want to turn off the
Windows print manager entirely and let the server handle spooling the print job.
You may need to turn off use of interrupts in PCONSOLE for the server's parallel
port. Not all LPT ports handle interrupts in a way that NetWare expects them to,
and this can occasionally be the cause of the problem. You may also want to
increase the size of the print buffer for this port. Doing this shouldn't have an
adverse impact on the server.

—
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Printing Q & A: Random Graphics

I am having problems with odd characters showing up in documents that
have a graphics item in the file. Someone recommended | get the latest
PSERVER.NLM and RPRINTER.EXE, but they haven't fixed the problem. Do
you have any suggestions?

On your CAPTURE command line, make sure you specify the NT (No Tabs)
option. In the Windows Control Panel, disable the tabs. This option keeps
NetWare from interpreting the print job and sends it straight to the printer the way
it was received. Also, make sure you have the correct printer driver specified in
your applications. Sometimes a "compatible" driver may not be 100 percent
compatible with an application. To be on the safe side, make sure the workstation
has been updated with the latest files (e.g., LSL.COM, IPXODI.COM, the LAN
driver, etc.).

—
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Printing Q & A: Eagle Technologies NPE400

I have an Eagle Technologies NPE400 external print server. Having read the
manual, | don't see that it is compatible with NetWare 4.10. Is this true?

In terms of being compatible with NetWare 4.10's NetWare Directory Services
(NDS), this is true. Several companies are starting to introduce external print
servers that are NDS-aware. You should still be able to use the NPE400 with the
NetWare 4.10 file server in bindery emulation mode. It would be a good idea,
after creating the necessary print services information on the server, to switch
PCONSOLE to bindery emulation mode to see how your printer naming looks.

—
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Printing Q & A: Slow Printing from PSERVER.NLM

| am experiencing slow printing on a NetWare v3.x server using

PSERVER.NLM. Only a few characters are printing every few seconds.
What is wrong?

The cause of the problem could be the parallel port on your server. Not all LPT
ports handle their interrupts in a manner that NetWare expects. Go into_
PCONSOLE and turn off the use of interrupts for that printer. For this change to
take effect, you will need to unload and reload PSERVER.NLM at the file server
console. If you are still having problems, try raising the printer buffer for this
printer to 20 kilobytes (KB) in PCONSOLE. It would also be a good idea to
download the latest version of PSERVER.NLM from NetWire, as earlier versions
had problems.
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Printing Q & A: Spooler Errors

When | try to print a large report to a printer, | get the message "Shell:
Network spooler error, probably out of space on vol SYS:." What causes

this error message and what can | do about it?

You will see this error message when the SYS volume is low on or completely out
of disk space.

It's important to know what happens when a user requests an application to print.
First, the application sends the file to its printer driver, where it is prepared in the
printer's format. The request to print is intercepted by the network shell and
redirected to the file server. The network spooler sends the file to a specific
location on the file server, where it is kept until the print server is ready to service
the print job.

The network spooler stores the print job on the file server's SYS volume only in
NetWare versions v2.x and v3.x. In NetWare 4.x, the administrator is able to
choose the volume in which print jobs are stored. For this problem, we're
concerned with v2.x and v3.x, in which the print job is stored on the SYS volume.

If the network spooler attempts to send a file to the SYS volume and the SYS
volume is out of space or low on space, you will receive this error. To solve this
problem, first check the amount of available disk space on the SYS volume. If
you are low on space, you will need to add more disk space to your SYS volume.

If you have another volume on your file server, you should first back up your
existing data, then increase the volume size by adding more physical disks or by
stealing space from the other volume. Then, you'll need to restore your data on
your new volume. You should not attempt to do this without first reading your
manuals.

If you don't have a volume besides SYS, you can add more disk space to the
existing SYS volume without having to take the server down. However,
experience reminds us that even the simplest task can lead to disaster. We
recommend that you never attempt anything that involves data without first
backing up your server.

In addition, since there's always a possibility that you may experience downtime
or have to restore data from tape, this may be something you wish to perform
after hours.
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Printing Q & A: PSERVER Not Authorized for Queue Name

When | load PSERVER.EXE, | get the error message "PSERVER: Not
authorized for queue name." What is happening and how do | fix it?

This error message indicates that you have already defined the print queues and

the print server. However, the final step is to assign print queues to the printers
themselves.

A print server is the manager of the printers and print queues. It knows which
printers service which queues. A print server continuously polls the file server's
queues to see if there are any jobs to print. If it finds a job waiting in the queue, it
then checks the printer to see if it's ready. Then it removes the print job from the
queue on the file server and sends it to the printer to be serviced.

As you can see, this takes a lot of coordination on the print server's part. The
print server must know which queues belong to which printers before it can
perform these management tasks.

At this point, you have defined the print server and told it which printers it will
manage. And you've created the queues that create the subdirectories on the file
server. Now you must link the queue to the individual printer, which then
authorizes the print server to manage and service those queues.

To do this, run PCONSOLE. Select Print Queue Information from the menu. You
should see a list of print queues that you have already created. Select the queue
you want to link to this print server and press the Enter key. Under the Queue
Servers box, you'll see that the print server in question is not listed. Press the
Insert key and add the print server to this list.

Now bring up the print server and see if the error message is gone.

—
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Printing Q & A: Remote Printer Loses SPX Connection

I have a remote printer on my network. Sometimes | receive the message
that the print server has lost its SPX connection. To get the connection

back, | need to reboot the workstation attached to the printer. What can | do
to solve this?

You will need to modify the following two parameters in your NET.CFEG file: IPX

Retry Count and IPX Abort Timeout. Novell recommends that you double the
values of those two parameters.

Remote printers use Sequenced Packet Exchange (SPX) connections instead of
Internetwork Packet Exchange (IPX) connections. Some applications that use
SPX connections set an SPX Retry Count. If an application does not set an SPX

Retry Count (like RPRINTER), NetWare defaults to the values set for IPX Retry
Count and IPX Abort Timeout.

e
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Printing Q & A: Blank Pages after Print Jobs

When my users print to the network printer, their jobs are always followed
by a blank page. What is happening and how do | stop it?

Form feeds sent after an application prints can cause the blank page you
describe. For example, if the user's print default is set to print a form feed with

every print job, then a page will be ejected after the application has completed its
printing.

The main use for causing a page to eject by forcing a form feed was for those
applications that were not network-aware, but were printing on the network. This
happened around the time LAN use exploded, but before all applications were
written for the network.

On single-user applications, the application expected that it would print to a local
printer attached to the PC and that the user would be within arm's reach. Since
those applications thought they had exclusive use of the printer, they did not
bother to issue a form feed after printing, because the user could reach over and
manually hit the form feed button on the printer. So, if an application had 1.5
pages to print, the first page would pop out of the printer, but the second page
would stay in the printer, waiting for more data to be sent to fill up the page. The
printer's form feed light would flash to notify the user. If the user sent another
print job and the application did not issue a form feed before starting to print, then
that print job was merged and printed with the previous job. Multiply this effect by
the number of users sharing a printer on a network, and you could have jobs
printing on top of one another.

NetWare permits the LAN administrator to turn the form feed option on or off. If
you're still using single-user applications and printing on the network, you will
probably want to set form feed to on. If your network contains only network
applications, you should be safe turning off the form feed because those
applications send a form feed after printing.

The CAPTURE and NPRINT utilities permit a command line parameter that
allows the user or administrator to turn off the form feed: NFF. For example, a
CAPTURE statement turning off the form feed might look like this:

CAPTURE S=AUSTIN Q=HP1 NT NFF

in which NFF stands for No Form Feed. The CAPTURE statement can be found



in the system login script or user login script. If you want to set this parameter
globally, you can use the NetWare utility PRINTCON to set global configuration
options.

—
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Printing Q & A: PSERVER and IPX Connections

| have a 20-user NetWare LAN with 20 users. After | installed the printer on

this LAN, only nineteen users can log in. What is happening and how do |
fix it?

It's important to remember that when you say "20-user" LAN, you are talking not

about the number of users that can log in, but about any device that uses an IPX
connection number.

Print servers using PSERVER.EXE take an IPX connection. Therefore, your 20-
user license now means nineteen users and one PSERVER connection. If you
issue the USERLIST command, on some versions you'll see the print server in
question listed. That's because it is considered a connection to the file server's
connection table.

To fix this problem, you could switch to the PSERVER NetWare Loadable Module
(NLM) that is loaded on the file server. NetWare assigns PSERVER.NLM a
connection number above the connection table. In your case, that connection
number might be 21.

Alternately, you could switch to RPRINTER or NPRINTER. These utilities allow
printers to be attached to a workstation that is logged into the network. These
printers are designated as remote printers on the network and only use SPX
connections. However, before going this route, you should access CompuServe
and explore some of the known problems and fixes associated with the use of
RPRINTER or NPRINTER.

Also, don't forget that one user logged in twice to the file server counts as two
connections on that file server.

i
£
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Printing Q & A: Capturing Information and Workstation Hangs

When | perform a Ctrl-Print Screen, my workstation hangs. What is
happening and how do | fix it?

Based on the information you've given us, we'll have to look at two different
scenarios. Scenario 1 is that you have a printer attached to your workstation and
are not able to get that printer to work. Scenario 2 is that you do not have a local

printer attached and you're trying to perform a print screen to a network printer.

First, let's look at what happens when you issue a Ctrl-Print Screen, whether
you're connected to a local or network printer. DOS takes the display contents of
the screen and passes the information to the workstation's primary parallel port
or LPT1. The expectation is that the printer connected to that port will receive the
print job.

Scenario 1: When a workstation hangs after pressing the Ctrl-Print Screen, it
means that the workstation doesn't find anything connected to its parallel port.
This could happen because the printer is off-line or because the cable from your
workstation to the printer is not connected properly (i.e., to LPT2). You might also
want to make sure you have a proper parallel cable.

One other interesting thing that has caused a Ctrl-Print Screen to lock up a PC is
EMM386. If you are at your last resort, try disabling EMM386 in the
CONFIG.SYS file and try again. The EMM386 driver can sometimes conflict with
certain machines.

Scenario 2. On a workstation connected to a network, a Ctrl-Print Screen works
the same way, except since there is no printer attached to the parallel port, the
print request must be intercepted and redirected onto the network. This is
accomplished by issuing a CAPTURE command prior to printing on the network.
Examples of two basic CAPTURE statements are shown below:

CAPTURE L=1 Q=LASER1 NT TI=15
CAPTURE Q=LASER1 NT TI=15

Note that in the first example, L=1 is one of the parameters. This means that this
CAPTURE statement is defining LPT1. The statement could read L=2, which
would define LPT2. However, for print screen purposes, we are only concerned
with LPT1.



Note also that in the second example, there is no L=1 parameter. This is because
the CAPTURE default, without any L= specified, is L=1. Some people prefer to
add this parameter in, even though it is not necessary.

Once you've redirected your local LPT1 to a network printer, your workstation will
no longer hang and you should receive the output at a network printer.

If you do not have a local printer attached, you could add the following line to

your NET.CFG file. It will prevent your workstation from hanging if you

accidentally issue a Ctrl-Print Screen before issuing a CAPTURE command:
LOCAL PRINTERS =0
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File Q & A: Elevator Seeking

—
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What is elevator seeking and how does it work?

The name elevator seeking was chosen because the concept is similar to the
way an elevator works in a building. Let's say persons A, B, and C get on an
elevator. Person A presses the 8th floor button, person B presses the 6th floor
button, and person C presses the 7th floor button. If the elevator were to process
those requests on a first-come, first-served basis, it would travel first to the 8th
floor, then down to the 6th floor, and then back up to the 7th floor. That route
would be an inefficient one, since it would bypass the 7th floor twice before
actually stopping. Elevators were designed so that the order would be 6, 7, and
8. Also, if there were any passengers to pick up on the 1st through 5th floors, the
elevator would stop on its way to the 6th floor.

NetWare's elevator seeking is designed to maximize the efficiency of disk
read/write request passing through the disk channel in much the same way as
the elevator in the example above. NetWare queues each request it receives to
read or write to the file server's disk. This queue is stored in the file server's disk
device queue. The request to read or write to disk is not processed on a first-
come, first-served basis. Instead, NetWare orders the disk device queue so that
the disk head picks up or deposits information as the disk head a passes over the
disk, regardless of the order in which the request was received.

—
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File Q & A: Definition and Enabling of Hot Fix Redirection

What is Hot Fix and how does it work? Where do | enable Hot Fix on my
server?

At installation time, NetWare reserves 2 percent of its hard disk space (called the
Hot Fix Redirection Area) for redirection of blocks of data. After NetWare writes a
block of data from memory to disk, it reads the data from disk and compares it
with the data in memory. If the two are the same, NetWare assumes the write
operation was successful. However, if the two data blocks are different, NetWare
assumes that there is a bad area on the disk. NetWare's Hot Fix feature is
invoked and the data block in memory is redirected to the Hot Fix Redirection
Area on the disk. In addition, NetWare records the bad block in a section of the
Hot Fix area that is reserved for that purpose. Once this information is recorded,
the server will not attempt to use the bad block in future write operations. The
feature is called Hot Fix because the whole process happens on the fly,
transparent to the user community. This read-after-write verification process can
be controlled through a SET parameter at the file server console:

SET ENABLE DISK READ AFTER WRITE VERIFY=ON/OFF
The default is set to ON when NetWare is installed.

NetWare allocates the 2 percent Hot Fix space in 4 kilobyte (KB) block sizes. The
size of the Hot Fix area is directly proportional to the size of the hard disk
attached. NetWare automatically creates the Hot Fix area at installation time, but
permits this amount to be modified by a network administrator. However,
changing the Hot Fix size on a server that contains data is only advisable if a
backup is performed, because changing partition size or Hot Fix information
wipes out existing data on a disk. In NetWare v2.x, this Hot Fix area is located
physically on the last 2 percent of the physical disk partition; in v3.x and above,
the Hot Fix area is located in the first 2 percent of the physical disk partition.

What happens if Hot Fix fills up?

Hot Fix is always active unless there is a disk failure or the Hot Fix area fills up.
The administrator should monitor the percentage of the Hot Fix area being used.
A growing Hot Fix area is representative of a hard disk with a lot of bad blocks on
it.



How can | look at my Hot Fix?

Loading MONITOR from the server console, RCONSOLE from a workstation, or
SERVMAN allows the network administrator to view Hot Fix information.

—
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File Q & A: MAP Command Use
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How do | use the MAP command?

The MAP command is primarily used to create or remove a logical drive letter
pointer (called drive mapping) to a location on a network like a directory or
subdirectory. For example, the drive letter G might be assigned to represent a
specific subdirectory on a NetWare volume. The pointer is intended to provide a
convenient way for a user to access a location on the network by simply typing in
a representative letter instead of a long, extended path name. A user is permitted
to have twenty-one drive mappings, from F to Z, with sixteen of those being
search drives (S1-S16).

Search drives are similar to the PATH statement often found in an
AUTOEXEC.BAT file. When you execute a command, either a NetWare
command (CAPTURE.EXE) or an application command (WP.EXE), the NetWare
operating system first looks in the current directory from which you executed the
command to find the file associated with the command. If NetWare does not find
the associated file to execute, it begins to search for the file by looking at the first
search drive's path and then proceeding through all the search drives' locations
until the proper file is found.

Drive mappings can be set temporarily for the current login session, or they can
be set permanently in one of the login script files (system, profile, and login).

The following is the basic syntax for the MAP command (followed by two
examples) used to set a temporary drive mapping (i.e., from a DOS command
prompt):

MAP [option] Drive_Letter: [= Server_Name\Volume_Name:\Path_Name]

MAP G:=AUS101\VOL1\USERS\MADDEMT

MAP DEL G:

In the example, G is mapped to represent the location AUS101\VOL1:\USERS\
MADDEMT on the network. Each time a user wants to access that subdirectory,

he or she would simply use G instead of the extended path name.

Note that you do not have to include the Server_Name, unless you want to map a
drive to a server you are attached to. NetWare defaults to the current server



unless you specifically state another server in your drive mapping.

In the second example, we added in the DEL option; notice how the syntax
changes. Using the MAP command in this way removes the drive mapping that
we just assigned for G. A drive mapping must exist before you can issue the DEL
command to remove a specific drive mapping.

Below is a list of the options:

INS[ERT] Creates or changes a search drive mapping
DEL[ETE)/REM[OVE] Deletes or removes a drive mapping
N[EXT] Maps the next available drive

ROOT Creates a fake root

Here's an example of each of the above options (except DEL, which we've
already done):

MAP INS S1:= AUS101\APPS\DATABASE

This MAP command instructs NetWare to assign the first search drive to the
DATABASE subdirectory on the APPS volume. This means that the user can
invoke any application commands located in that subdirectory, from any directory
on that file server. NetWare assigns search drives in reverse alphabetical order.

MAP NEXT AUS101\APPS\DATABASE

This MAP command instructs NetWare to assign the next available drive letter to
this subdirectory location. NetWare begins with F and searches all the way to Z,
looking for the first drive that has no assignment.

MAP ROOT G:=AUS101\APPS\DATABASE

This MAP command instructs NetWare (v3.x and above) to create a fake root. A
fake root is sometimes required for applications or for security reasons. Certain
applications require that they be installed in the root of a volume. However, a
network administrator might have a specific directory scheme, in which he or she
is placing all applications in certain subdirectories on the network. Creating a fake
root fakes the application into thinking it has been installed at the root.

MAP ROOT also prevents users from accessing any directories above the

directory that is mapped. In other words, a user could not issue a "CD.." (change
directory) command.
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File Q & A: File Compression
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Can you explain how NetWare's file compression works?

NetWare 4.x provides compression at two different levels: the server and the
volume. At the volume level, files and directories are affected. The volume
compression can be set from the INSTALL.NLM and during installation defaults
to COMPRESSION = ON. Once this option is installed on a volume, it can not be
removed arbitrarily. The volume must be deleted and recreated to disable the
compression.

Once you've set COMPRESSION = ON for a volume, there are two attributes
associated with the file and directory levels and two status attributes.

File/Directory Attributes

1. IC--Immediate Compress--a file and/or directory is marked for
immediate compression.

2. DC--Don't Compress--do not compress files or directories.

Status Attributes

1. C--Compress--The operating system was able to compress the file and/or
directory.

2. DC--Don't Compress--The operating system was not able to compress the
file and meet a certain compression percentage. In other words, no
advantage was seen in compressing the file.
3. CC--Cannot Compress--The file could not be compressed.
The next step is to enable compression at the server. This involves setting some
SET parameters that define how you want file compression to work on your
server. For example, you must set the time interval for when compression will be
performed each day. This is done by two separate SET statements:
COMPRESSION DAILY CHECK STARTING HOUR

COMPRESSION DAILY CHECK STOP HOUR



In addition, you will set another parameter:
DAYS UNTOUCHED BEFORE COMPRESSION=n

which indicates how many days must pass since the file has been accessed
before it becomes a candidate for compression.

Once you've set these three SET statements and you've set the compression
information at the volume level, the server is ready to begin. It first checks the
start time you indicated to see if it's time to begin the scan. If so, the server
begins to scan files that haven't been accessed in the number of days you
indicated. If it finds a file that meets your criteria, it checks to see if the file is a
candidate to be compressed. This means that the file should not have the
attributes DC (Don't Compress) or CC (Can't Compress).

Once a file passes these two checkpoints, the system makes one final check
before it compresses the file. The system checks to see how much disk space
will be saved by compressing the file: The set parameter for this is the following:

MINIMUM COMPRESSION PERCENTAGE GAIN=x

in which x represents the percent of the file size to be saved. If x percent of the
file size can be saved, the system is given the green light to compress the file.

The server continues in this fashion until it reaches the time set in the
COMPRESSION DAILY CHECK STOP HOUR.

Use NDIR or FILER to view the file compression statistics and FLAG to view the
attributes (IC, DC, CO, and CC).

For a more detailed explanation, see Novell's AppNotes, "Compression and

Suballocation in NetWare 4," June 1994, and "Exploring Hard Disk
Compression," August 1993.
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File / Printing Procedure List

How to Set Up Print Services for Server-Based Printers

Using PCONSOLE to Create Print Services

—
=228

Copyright 1995. Charles River Media. All Rights Reserved.



Using PCONSOLE to Create Print Services

1. Log in as ADMIN or equivalent.
2. Execute PCONSOLE.
3. Select Quick Setup.

4. Enter the print server name. It should be this format: PS organization
name or organizational unit name.

5. Add the new printer as P1. When you add subsequent printers, increase
this name by increments of 1.

6. Add the new print queue name. It should be Q1. When you add
subsequent queues, increase this name by increments of 1: Q2, Q3, and
SO on.

7. By default, print queues are saved in the SYS volume. You can change
this if you want.

8. By default, the banner type is Text. You can change this to PostScript if
you have that type of printer.

9. By default, the printer type is Parallel. Other options are Serial, UNIX,
and AppleTalk.

10. The location of the printer is Manual Load, which indicates that the
printer will be attached to a workstation and will use NPRINTER to make
itself available for network use. If the printer will be attached to the server,
you need to change this to Auto Load (local) to be able to invoke the
NPRINTER.NLM.

11. The interrupt is set to None (polled mode). This option should be left as
is unless you have problems with printing speed.

12. The port is LPT1 by default. Change this option only if your printer will
be residing on LPT2 or COM1.

13. When you finish, press the Esc key and enter Yes to save.
14. At the file server console, enter LOAD PSERVER PS-ORGANIZATION

NAME and press Enter. PSERVER.NLM will load and log in the printer to
the network. It will take a non-licensed connection on the server for




PSERVER.NLM and a connection for each printer it will be servicing. You

may want to enter this same load line in the server's AUTOEXEC.NCF file
to allow PSERVER.NLM to automatically load each time the server comes
online.

15. Invoke the CAPTURE command at the workstation or set up a

CAPTURE statement in the NetWare client software you are using. Begin
printing.
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How to Set Up Print Services for Server-Based Printers

1. Run the PCONSOLE utility from a workstation.
2. Select the Print Queue option and press the Enter key.

3. Press the Insert key, enter the print queue name, and press the Enter
key.

4. Press the Esc key to return to the Available Options menu.

5. Select Print Server Information and press the Enter key.

6. Press Insert, enter the print server name, and press the Enter key.
7. Select a new print server name and press the Enter key.

8. Select the Print Server Configuration option and press the Enter key.
9. Select the Printer Configuration option and press the Enter key.

10. Select the first line labeled Not Installed and press the Enter key.

11. Change the name field to reflect the printer name and/or location of the
printer and press the Enter key.

12. The type field for a server-attached printer should be parallel, LPTx, or
serial, COMx (in which x is the port number). Select the appropriate choice
and press the Enter key.

13. Press the Esc key, then answer Yes to save changes to return to the
Configured Printers display.

14. Press the Esc key to return to the Printer Configuration menu.
15. Select Queues Serviced by Printer and press the Enter key.

16. Select the Printer Configuration menu in Step 10 and press the Enter
key.

17. Press Ins to display a list of available print queues.
18. Select the print queue you created in Step 3 and press the Enter key.

19. Press the Enter key when the Priority Box appears on the screen.



20. Press Alt-F10 to exit PCONSOLE.

21. At the file server console prompt, enter LOAD PSERVER, followed by
the print server name you entered in Step 6.

—
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File / Printing Requirements

For server-based printers:
e PSERVER.NLM (on NetWare v3.x and 4.x servers)
e NPRINTER.NLM (for each printer attached to a NetWare 4.x server)

e PSERVER.VAP (for NetWare v2.x servers or core printing services)

For workstation-based printers:

PSERVER.NLM (on NetWare v3.x and 4.x servers)

PSERVER.VAP (on a NetWare v2.x server)

PRINTER.EXE (on a workstation on a NetWare v2.x or v3.x LAN)

PRINTER.EXE (on a workstation on a NetWare 4.x LAN)
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File / Printing Network Utilities

AuditTrack v2.04 (Free 30-Day Trial) by On Technology Corp.

John T. McCann's SofTrack (Free 30-Day Trial) by On Technology Corp.

LPT120 from Dirk Engelhardt
NCAP11 by Darwin Collins

NENV10 and NLOGIN by Darwin Collins
NMENU335 by Dirk Engelhardt
SiteExpress from McAfee

Software Sentry by Microsystems Software
TCPRINT--Host TCP/IP Printer Server for Net\Ware

WHOHASIT by Andrew Cobb

WINMENU GE v2.4 for All Networks

WINMENU v6.04 for Novell 3.x Networks
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File/Print Utility: SiteExpress from McAfee

=l

SiteExpress is a software distribution package for the enterprise network that lets
a network administrator modify configuration files remotely and install software
and operating systems such as DOS, Windows, Windows 95, and OS/2.

To install SiteExpress, copy the directory \PROGRAMS\MCAFEE\SITEXP to your
hard disk. From the File Run option in Windows, type SETUP.EXE.

=
£
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File/Print Utility: Software Sentry by Microsystems Software

Software Sentry from Microsystems Software Inc. Is a license metering and
software asset management package for any network, including NetWare.

To install Software Sentry, copy the subdirectory \PROGRAMS\MICROSYS to
your hard disk. From the File Run command, type SETUP.

e
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File/Print Utility: NMENU335 by Dirk Engelhardt

—
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NovMenu v3.35 is a menu system for NetWare.

To install it, copy the directory \PROGRAMS\NMENUS335 to the SYS:SYSTEM
directory on your file server.

—
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File/Print Utility: WHOHASIT by Andrew Cobb

WHOHASIT displays the files a workstation is using on a NetWare network, including
volume use. It also allows you to send broadcast messages.

To run it, copy the directory \PROGRAMS\WHOHASIT to your hard disk.

WHOHASIT is a Windows utility. To install it, type WHOHASIT.EXE from the File Run
option in Windows.
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File/Print Utility: WINMENU GE v2.4 for All Networks

—
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Requires Windows 3.1 or above.

Winmenu is a state-of-the-art menu program for Windows users designed to
facilitate access to all applications and provide authorized access for the users. LAN
sites that are contemplating to move to the Windows environment will find
Winmenu a must. Winmenu provides easy and intuitive access without the
complications of the Program Manager. The greatest advantages of Winmenu are its
ability to ease administration tasks and provide authorized access based on the
group codes the user belongs to. It is cost-effective and looks great!

Please read the WINMENU.TXT file for more information.
To install it, copy the D:\PROGRAMS\WINMENUG directory to your hard disk.
Copyright by Ricky Freyre, 1995 / All rights reserved.

CompuServe # 70154,2635
Internet: 70154.2635@compuserve.com
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File/Print Utility: WINMENU v6.04 for Novell 3.x Networks

—
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Requires Windows 3.1 or above.

Winmenu is a state-of-the-art menu program for Windows users designed to
facilitate access to all applications and provide authorized access for the users. LAN
sites that are contemplating to move to the Windows environment will find
Winmenu a must. Winmenu provides easy and intuitive access without the
complications of the Program Manager. The greatest advantages of Winmenu are its
ability to ease administration tasks and provide authorized access based on the
group codes the user belongs to. It is cost-effective and looks great!

Please read the WINMENU.TXT file for more information.
To install it, copy the D:\PROGRAMS\WINMENUN directory to your hard disk.
Copyright by Ricky Freyre, 1995 / All rights reserved.

CompuServe # 70154,2635
Internet: 70154.2635@compuserve.com
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File/Print Utility: TCPRINT--Host TCP/IP Printer Server for NetWare

TCPrint is a printer server that resides on NetWare file server and complies with
RFC1179 protocol for a Line Printer Daemon (LPD).

All hosts that support TCP/IP LPD protocol can assign their print jobs into the
NetWare server's print queues directly via TCPrint. There is no additional software
required for those hosts.

Users can assign their jobs transparently just as if they are printing on the host. All
processes will be done by host and TCPrint.

Also, TCPrint performs UNIX to DOS ASCII text translation automatically.

It also provides LPQ and LPRM commands. Some UNIX systems didn't interpret job
status data more than two lines long when the LPQ command was issued. Please
contact the author if this situation occurs. This version has been tested for NetWare
v3.x and 4.x. It doesn't need too much expertise for installation.

To install it, copy the D:\PROGRAMS\TCPRINT directory to your hard disk.

Please read the README.DOC file for more information.
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File/Print Utility: NENV10 and NLOGIN by Darwin Collins

This package documents the methods we use to automatically maintain the
workstation network drivers, applications, and other workstation files.

It also includes NLOGIN.EXE, a NetWare 4.1 utility, that makes it easier for users to
login to a NetWare 4.10 server. NLOGIN.EXE will search the user's 'short' login
name in the NetWare Directory Services (NDS) tree and return the full NDS name so
that it can be used for Novell's LOGIN.EXE. The purpose of this package is to aid
other Network administrators in setting standards, batch files, and utilities and to
make the maintenance of workstation network drivers and miscellaneous files
painless.

For example, whenever, we receive a newer mouse driver, VLMUP*, or Windows 3.1
patches, we can easily distribute these files to all our workstations. (We usually test
them for a week or two on one server before we copy them to other servers and
sites).

However, for more complicated installations or anything to do with Windows, such as
Lotus SmartSuite, Novell's WIN2NCS, CorelDraw, PCAnywhere, SPSS for Windows,
or the Oracle client, we use a package called WinlInstall 4.0. You can obtain
Winlnstall 4.0 by contacting us at (301)270-4458 or CompuServe 71371,635.

To install these utilities, copy the D:\PROGRAMS\NVEN10 directory to your hard
disk.

Please read the README.TXT file for more information.
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File/Print Utility: NCAP11 by Darwin Collins

This printer redirection utility is designed to work with NetWare 4.10.

It displays to the network user a pick list of all allowable (accessible) network print
queues and print job names, and allows the user to redirect his or her LPT ports to
the desired choice. These choices can be saved by the user for later use. (e.g.,
activated upon network login). NCAP11 is fully compatible with NetWare 4.1's
NetWare Directory Services. It does not use bindery emulation.

To install it, copy the D:\PROGRAMS\NCAP11 directory to your hard disk.

Please read NCAPTURE.TXT for more information.
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File/Print Utility: LPT120 from Dirk Engelhardt

The NovLPT Queue Handler is a resident print queue handler for NetWare. You can
install it by copying the directory D:\PROGRAMS\LPT120 to your hard disk. From
DOS, execute the file name LPTRES.EXE before starting Windows.

i
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File/Print Utility: AuditTrack v2.04 (Free 30-Day Trial) by On
Technology Corp.

AuditTrack v2.04, a NetWare network auditing product, is a network surveillance

system that allows LAN administrators to track and identify all login, file, remote
access, and bindery activity occurring anywhere on a NetWare network.

To install this software, copy the directory D:\PROGRAMS\AUDITTR to your hard
disk. Then run the SETUP program from the Windows Program Manager File
Run command line. If your hard drive is designated as drive C, type C:\AUDITTR\
SETUP.EXE and choose OK.

=
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File/Print Utility: John T. McCann's SofTrack (Free 30-Day Trial) by
On Technology Corp.

SofTrack, a software metering package, includes native support for Novell's
NetWare Directory Services (NDS).

To install this software, copy the directory D:\PROGRAMS\SOFTRACK to your
hard disk. Then run the INSTALL program from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
softrack\install.exe and choose OK.

—
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File / Printing Demos

Ontrack Data Recovery Slideshow

i
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File/Printing Demo: Ontrack Data Recovery Slideshow

The Ontrack Volume Repair Detector package is designed to inform NetWare
supervisors and system administrators about safe methods for recovering from
NetWare volume corruption. The package contains two sections, a Novell NLM
that detects the loading of VREPAIR, and a slideshow presentation that educates
users on data security. The NLM warns supervisors to make certain that backups
are adequate before attempting any repairs that could permanently damage
critical files. The slideshow provides screen shots from the Ontrack Data
Recovery for NetWare data recovery and protection utility.

To view the slideshow, run D:\PROGRAMS\ONTRACK\SLIDESHW.EXE from the
File Run option of the Windows Program Manager.

—
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Directory Services Q & A

Definition of NDS

Differences between the Bindery and NDS
NDS Tree Structure

Partitions and Replicas in NDS

Time Synchronization
X.500 and NDS
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Directory Services Q & A: Definition of NDS

—
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What is NetWare Directory Services (NDS)?

NDS is a service provided by NetWare 4.x to keep track of resources and
services on an internetwork. The information is stored in a hierarchical,

distributed, object-oriented database (NDS database) that defines these available
resources in a NetWare 4.x environment.

NDS provides a single point of management for network administrators. Users,
groups, volumes, and servers are all objects in the NDS database. By definition,
objects have properties with values that can include characters, numbers, video,
and sound.

In addition to assisting the network administrator, users benefit in an NDS
environment because they only have to log into the network once, but can access
any service on the network (i.e., printers) that they have rights to. In previous
versions of NetWare, the user had to log in (or attach) to each file server he or
she desired a service from. This required the user to obtain and maintain a login
ID and password on each file server. With NDS in NetWare 4.x, the user is
authenticated once to the enterprise network and the services connected to the
network.

NDS is derived from the Consultative Committee for International Telegraphy and
Telephony CCITT X.500 standard, which defines a directory service
implementation as any of the following:

1. Global--The user can access any service on the enterprise he or she has
rights to.

2. Distributed--Information in the database is distributed.

3. Replicated--The same information is found in more than one location on the
network.

e
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Directory Services Q & A: Differences between the Bindery and
NDS

How does the NetWare Directory Services (NDS) database in NetWare 4.x
differ from the bindery databases in previous versions of NetWare?

The bindery databases in NetWare prior to 4.x are flat-file databases that contain
only text-based information about its resources. In addition, those bindery
databases are maintained through a server-centric concept. This means that
each server must contain its own bindery database for the resources it maintains.
In this format, there is quite a lot of duplication. For example, a user defined on
file server A must also be defined on file server B if he or she wishes to access
resources (such as printers) on each server.

The user has to be authenticated on each server's bindery database before
accessing those resources. This duplication is seen from the user's point of view
as well as the administrator's. Before the user can log in to each of these servers,
an administrator must access both servers and set up login IDs and rights for the
user. On a small_internetwork, this isn't much trouble, just redundant. On a larger
internetwork, with 10 to 600 servers, this duplication quickly becomes a
nightmare.

In NetWare 4.x, the NDS database replaces the bindery databases. It is object-
oriented and can contain sound and video information as well as text-based
information. The database is a global database that permits administrators to
maintain information about network resources from a single point. It is not server-
centric. An administrator can define a user's access to the network from the
global database, as opposed to logging into each server's bindery database to
define the user.

The NDS database can be replicated onto other servers so that if one server
fails, the user's access to the network is still available. In previous versions of
NetWare, if a server abnormally ended (ABENDed), all the resources connected
to it became unavailable.

—
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Directory Services Q & A: X.500 and NetWare Directory Services
(NDS)
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What is X.500 and how does it relate to NetWare Directory Services (NDS)?

X.500 is a directory services standard recommended by the International
Standards Organization (ISO) and the Consultative Committee for International
Telegraphy Telephony (CCITT). The standard was first proposed in 1988 and
later revised in 1992. The main goal was to create a global white pages directory
in which separate systems could share the same information. For example, an e-
mail system could share the information in the directory with a file server. NDS is
derived from the X.500 recommendations, but is not a direct implementation of
X.500.

NDS is only a derivative of X.500 because when NDS was in its beginning design
stages at Novell, X.500 was only a proposed standard and did not include items
like access control. Deeming items such as access control absolutely necessary
in an internetwork, the NDS team decided to take portions from the architecture
of X.500 and add network enhancements to NDS. Although NDS is only a
derivative of X.500, it contains enough components of the X.500 architecture to
permit interoperability with other X.500-based directories.

Adoption of the X.500 recommendations throughout the industry has been slow.
You may hear terms such as specifications, recommendations, and standards
when people talk about X.500. Regardless of the terminology you encounter,
people are all talking about the same thing. Typically, a standards body
recommends a set of specifications as a proposed standard. When the
recommendations are approved, they become a standard. Depending on the
timing of the publication that you are reading, you may see X.500 listed as a
recommendation, specification, or standard.
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Directory Services Q & A: NDS Tree Structure
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What is the NetWare Directory Services (NDS) Directory Tree?

The name tree was derived from the fact that the NDS database's objects are
arranged in a hierarchical tree-shaped structure. The objects in the NDS
database represent information about resources on the internetwork such as
servers, printers, and users. Each object has associated properties that contain
information specific to the object. For example, a user object might contain up to
ten properties, such as LOGIN ID, FIRST NAME, or LAST NAME, while a server
object might contain only five properties, which are completely different.
Properties of objects have a value associated with them.

The NDS Directory Tree contains three types of objects:
1. One root object (All trees have roots.)

2. One or more container objects (Most trees have branches, here they consist of
containers.)

3. One or more |eaf objects (Most trees have leaves during the summer.)

Unlike a real tree, the NDS tree places its root object at the top of the tree. The
root object is a mandatory object and therefore can't be renamed or removed.

Container objects make up the branches of the tree structure and can be
compared to directories on a DOS-based file system. Just as a directory in a
DOS-based file system contains files that are related in some way, containers
hold objects that are related to one another in some fashion. Container objects
can hold other objects, such as a leaf object or another container object. (This is
similar to the way that a tree branch can hold a leaf or another tree branch.)

Leaf objects are named after real leaves in a real tree. They signal an endpoint of
a branch in the tree structure and represent an actual item on the network, such
as a particular user or server.

Although the directory tree is a hierarchical structure, it is up to the organization
how the structure is defined. In fact, you can think of the hierarchical structure as
similar to the hierarchy of personnel in an organization. The old school of thought
was to have a deeply layered hierarchy with many mid-level managers. Today,
however, you are hearing about many organizations that have chosen to flatten



their personnel reporting structure. You may want to design your directory tree in
a similar manner.

e
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Directory Services Q & A: Time Synchronization
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What is the NetWare Directory Services (NDS) Time Synchronization?

You can think of time synchronization as similar to synchronizing watches at a
group gathering. Humorously, the first thing that comes to mind is what you
sometimes see in the movies, right before a bank robbery. The bank robbers
always synchronize their watches so that their activities occur precisely at the
same moments. Since all of the watches might have different times at the time of
synchronization, all watches are set to the time of one watch.

In NetWare 4.x, time synchronization is a new feature important to servers in the
network. Timing becomes critical in an internetwork where the NDS database
events are replicated and distributed. A server verifies a replication by looking at
the time stamp to determine whether it has received the information or not. The
server receiving the replica must have its time synchronized with other servers in
the internetwork. A server, at installation time, can be designated as a specific
type of time server in addition to the other services it provides. A server can be
defined as one of the following four types of time servers:

1. Single Reference Time Server (Sole time source for entire network)

2. Reference Time Server (RTS) (time source for Primary Time Servers) This
server's time is usually set after checking an outside source such as the Naval
Observatory Time.

3. Primary Time Server (PTS) (checks with other PTSes and RTSes and changes
time)

4. Secondary Time Server (receives its time from servers 1-3 above.)

NetWare's time synchronization differs a little from the bank robbery
synchronization above in that you do not physically set all of the servers to the
same time. This is done automatically by the time synchronization servers.
Instead, you define what type of time server you are installing and designate a
time offset during the installation of a 4.x server.

The time offset is set in relation to the Greenwich Mean Time(GMT) standard.
NetWare uses GMT as the baseline for its time operations. A 4.x server is set in
relation to how many hours ahead or behind the GMT it is. For example, if you
live in New Jersey, you are 5 hours ahead of the GMT, or +5. In the installation,




you would record that your server is plus 5 hours, and also record whether or not
New Jersey observes Daylight Savings Time.

Occasionally, servers lose or gain time, and so the process of synchronizing the
servers must be an available feature. If there's a Single RTS, all other servers are
set to its time. If not, an RTS is used to set the time on PTSes. And, in turn,
Primary Time Servers are used in setting Secondary Time Servers.

When events occur in the NDS, the events are time stamped according to GMT.
The time stamp helps order the events on the network. For example, if Jim H.
changes his password twice in one day, the password changes are considered
two events and are time stamped. When the information is replicated, a receiving
server looks at the time stamps and determines which event is recorded first.
Therefore, it is mandatory that all servers on the internetwork are operating in
synch.

—
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



Directory Services Q & A: Partitions and Replicas in NDS

What are partitions and replicas in a NetWare Directory Services (NDS) tree
in NetWare 4.x?

Partitions are logical divisions of an NDS tree. An NDS tree that contains four
branches can be divided into four logical partitions, or one, two, or three logical
partitions. Regardless of how the partitioning is created, one partition cannot
overlap another, which means that objects can't belong to more than one
partition. It is not uncommon to find more than one server in a partition.

Replicas are partitions of an NDS tree that are distributed or copied among one
or more servers. They are similar in concept to taking the bindery of one server
and copying it to another server for backup purposes. The difference is that you
can't have a server with two working binderies, only one.

There are three types of replicas:

1. Master replica--created for each NDS partition; must be used to change
information about that specific partition in NDS

2. Read/Write replica--can read or write to the partition; changes are replicated
3._Read-only replica--can only read information from this partition
In NetWare 4.x, a server can contain replicas of more than one partition. For

example, an organization might have four servers with four partitions: root, sales,
marketing, and HR.

Server Partition
Marketing Marketing
Sales Sales

HR HR

HQ Root

In versions of NetWare prior to 4.x, if a server went down, all users and resources
connected to that server also went down. In NetWare 4 .x, this is circumvented by
replicating partitions. To avoid this, in our example, we would copy each partition
to at least one additional server. The HR partition might be copied to the server
with the marketing partition and vice versa.



Server Master Replicated Partition

Partition
Marketing Marketing HR (RO), Root (RO)
Sales Sales Marketing (R/W)
HR HR Sales (R/W), Marketing (R/W)
HQ Root HR (R/W)

If the server with the HR partition abnormally ends (ABENDs), then the users and
resources connected to that server would gain access to the system through the
server containing the Marketing partition and the replica of the HR partition or
through the HQ server.

In addition to fault tolerance for NDS, replicas also can decrease traffic and
increase authentication speeds in a wide area network (WAN) environment. If the
authentication and access rights information is local to the user, the need to send
additional traffic on the WAN to obtain the information is eliminated.

When NetWare 4.x is installed, it sets up default partitions and replicas that
should be used during the initial setup. NetWare 4.x provides software tools that
permit the administrator to repartition or change partition information, as well as
replica information. However, it is advisable that you know what you're doing
before attempting to change system defaults.

One final note: You should not confuse replication of the NDS with replication of

files. They are two different things. You must maintain a separate backup system
to ensure protection of the data files in the enterprise.
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Directory Services Procedure List

Logging in a User Who Resides in an .OU Below Where the Server Is in the Tree

Steps to Take When Designing an NDS tree
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Directory Services Procedure: Logging in a User Who Resides in
an .OU Below Where the Server Is in the Tree

1. At the DOS prompt, type login username.ou_name and press the Enter key
(replace username with the actual login ID, replace ou_name with the actual
organizational unit name).

2. At the DOS prompt, type CX ou_name and press the Enter key (replace ou_name
with the name of the actual organizational unit).

3. At the DOS prompt, type NCSUPDATE and press the Enter key. This will place a
name context entry in the NET.CFG file that will allow the user to log in from this
workstation in the future using just his or her login name.
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Directory Services Procedure: Steps to Take When Designing an
NDS Tree

1. Keep the names of the containers and objects short but descriptive. This will
minimize the typing to be done when mapping drives, etc.

2. Keep the tree as shallow as possible: If you have two servers, having a tree seven
layers deep will require more administration than a tree that is one or two layers
deep.

3. Before implementing the tree, draw it out and see if it makes sense.

4. Look at using a tool such as DS Standard from Preferred Systems to build a
model of the proposed NDS tree from actual data residing in your current NetWare
bindery.
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Directory Services Utilities

AuditTrack v2.04 (Free 30-Day Trial) by On Technology Corp.

DS Standard from Preferred Systems

NENV10 and NLOGIN by Darwin Collins
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Directory Services Utility: DS Standard from Preferred Systems

iy
f=:2)

Powerful Daily NDS Management with a Safety Net

DS Standard NDS Manager is a Windows-based, off-line NDS management tool.
Using DS Standard, network managers make changes to a back-end database,
not the "live" network. With its powerful database capabilities, DS Standard
reduces the time required to manage NDS, makes migrations as easy as drag-
and-drop, and with over 100,000 copies in distribution, DS Standard is the
premier NDS management tool available today!

To run DS Standard NDS Manager, copy the directory \PROGRAMS\PSI\DSINST
to your hard disk. Then use the File Run option in Windows. Type SETUP.

Your DS Standard NDS Manager license expires on (January 15, 1996). To
purchase a copy of DS Standard software, or to renew this license, please
contact your PSI representative at (203) 937-3000.

Thank you for your interest in software from Preferred Systems, Inc.!
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Directory Services Utility: NENV10 and NLOGIN by Darwin Collins

This package documents the methods we use to automatically maintain the
workstation network drivers, applications, and other workstation files.

It also includes NLOGIN.EXE, a NetWare 4.1 utility, that makes it easier for users to
login to a NetWare 4.10 server. NLOGIN.EXE will search the user's 'short' login
name in the NetWare Directory Services (NDS) tree and return the full NDS name so
that it can be used for Novell's LOGIN.EXE. The purpose of this package is to aid
other ntwork administrators in setting standards, batch files, and utilities and to make
the maintenance of workstation network drivers and miscellaneous files painless.

For example, whenever, we receive a newer mouse driver, VLMUP*, or Windows 3.1
patches, we can easily distribute these files to all our workstations. (We usually test
them for a week or two on one server before we copy them to other servers and
sites).

However, for more complicated installations or anything to do with Windows, such as
Lotus SmartSuite, Novell's WIN2NCS, CorelDraw, PCAnywhere, SPSS for Windows,
or the Oracle client, we use a package called WinlInstall 4.0. You can obtain
Winlnstall 4.0 by contacting us at (301)270-4458 or CompuServe 71371,635.

To install these utilities, copy the D:\PROGRAMS\NVEN10 directory to your hard
disk.

Please read the README.TXT file for more information.

—
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Directory Services Utility: AuditTrack v2.04 (Free 30-Day Trial) by
On Technology Corp.

AuditTrack v2.04, a NetWare network auditing product, is a network surveillance

system that allows LAN administrators to track and identify all login, file, remote
access, and bindery activity occurring anywhere on a NetWare network.

To install this software, copy the directory D:\PROGRAMS\AUDITTR to your hard
disk. Then run the SETUP program from the Windows Program Manager File
Run command line. If your hard drive is designated as drive C, type C:\AUDITTR\
Setup.exe and choose OK.
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Security Q & A

Books on Network Security

Changing File and Directory Attributes

Chanqging Passwords

Chanaqing the Supervisor's Password

Default Account Balance/Restrictions and Class C Systems

Definition of Viruses

Digital Signatures and Public and Private Keys

How Can | Perform an Audit of My Network to Make Sure It Is Secure?

Preventing Viruses

Restoring Bindery and Trustee Assignments

What Is Disaster Recovery and Do | Need It on My L AN?
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Security Q & A: Default Account Balance/Restrictions and Class C
Systems

How can | set up my Default Account Balance/Restrictions so that my
NetWare installation can be classified as a Class C system?

You'll need to change some of the defaults in the Default Account

Balance/Restrictions and Intruder Detection/Lockout. The following table provides
the minimum requirements for Class C classification:

DEFAULT ACCOUNT BALANCE/RESTRICTIONS

Account Has Expiration Date: No
Date Account Expires:

Limit Concurrent Connections: Yes
Maximum Connections: 1
Create Home Directory for User: Yes
Require Password: Yes
Minimum Password Length: 8
Force Periodic Password Changes: Yes
Days Between Forced Changes: 40
Limit Grace Logins: Yes
Grace Logins Allowed: 1
Require Unique Passwords: Yes
Account Balance: 0
Allow Unlimited Credit: Yes
Low Balance Limit:

Limit Server Disk Space: No

Maximum Server Disk Space (KB):

INTRUDER DETECTION/LOCKOUT

Detect Intruders: Yes

Intruder Detection Threshold

Incorrect Login Attempts: 3

Bad Login Count Retention Time: 1 Day OHrs 0 Minutes
Lock Account After Detection: Yes

Length of Account Lockout: 7 Days O0Hrs 0 Minutes

—
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Security Q & A: Changing File and Directory Attributes
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How do | change the attributes of a file and a directory?

—
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In NetWare v3.x these utilities are used to change file and directory attributes:

FLAG DOS command line utility to change file attributes
FLAGDIR DOS command line utility to change directory attributes
FILER Menu driven utility

File and directory attributes override trustee assignments at the user and group
levels. However, users must have rights to a file or directory before they can take
advantage of the file attributes.

You can modify or assign the following attributes to files in v3.x:

A Archive Needed used for backups

Cl Copy Inhibit used for Macintosh users

Dl Delete Inhibit file can't be deleted (Macintosh)

H Hidden file can't be seen with the DOS DIR command
P Purge a file is automatically purged when deleted
RO Read Only can view file only

RW  Read Write can view, edit, or rename file

R Rename Inhibit can't rename file

S Shareable multiple users can share file

SY  System system files only

You can modify or assign the following attributes to directories in v3.x:

D Delete Inhibit directory can't be deleted

H Hidden directory can't be seen with the DOS DIR
command

P Purge all files in the directory are automatically purged
when deleted

R Rename Inhibit can't rename directory

SY  System defines system directories



NetWare 4.x uses these utilities to change file and directory attributes:

FLAG

FILER

In 4.x, Novell combined several utilities from v3.x, like FLAG and
FLAGDIR, into the FLAG command. FLAG is still a DOS
command line utility, but now it can be used to modify directory
attributes as well as file attributes.

Menu-driven utility that combines several utilities from v3.x, such
as SALVAGE, PURGE, etc., into one utility

In addition to the v3.x file and directory attributes, in 4.x you can modify the
following file and/or directory attributes:

CC

CO
DC
DM
IC

Can't Compress Based on requirements set by the
administrator, this file can't be compressed
because it doesn't save enough space.

Compress This is a compressed file.

Don't Compress Don't compress this file or directory.

Don't Migrate Don't migrate this file or directory.
Immediate This file or files in this directory are marked
Compress for immediate compression.
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Security Q & A: Restoring Bindery and Trustee Assignments
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Recently, | had to restore the bindery and my trustee assignments were
lost. What can | do?

Trustee assignments are stored with the directory entry and a link to the bindery.
When a user is created, the system generates a unique random OBJECT ID
number, and a directory is created for each user using that unique OBJECT ID
number as the directory name. If you delete a user ID and then recreate the ID, a
new OBJECT ID number is randomly generated. The OBJECT ID links the
trustee assignments at the directory entry level with the user created in the
bindery. Therefore, the bindery and the trustee assignments are two separate
items, only connected by a user ID.

When you perform a BINDFIX, it does not back up the trustee assignments.
Therefore, performing a BINDREST would not restore the trustee assignments,
only the user IDs. It sounds like you backed up your bindery using one of
NetWare's utilities like LARCHIVE or NBACKUP. Unfortunately, backing up the
bindery using those utilities does not guarantee that the trustee assignments at
the directory entry are backed up. You must tell the utility that you want to back
up the trustee assignments by choosing to backup the file server but excluding all
files.

For example:
LARCHIVE--Select: INCLUDE all directories, but EXCLUDE all files

NBACKUP--Select: BACKUP FILE SERVER
Choose YES to BACKUP TRUSTEES
Exclude all files by answering "*.*" in FILES TO EXCLUDE

If you have done all of the above, then it sounds like you've restored your bindery
to a server with a different name than the one with which you backed up the
bindery and trustees assignments. Try changing the new file server's name back
to the original name and perform the restore again.

—
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Security Q & A: Books on Network Security

Is there a book | can read that will get me started on understanding network
security?

e
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Yes, call (800)262-4729 and order the following book:

Baker, Richard H. Network Security: How To Plan for It and Achieve If, McGraw-
Hill, New York, NY. $34.95.

This is a good book for every network administrator's library shelf. It guides you
through a basic understanding of network security and provides a methodical
approach towards preparing, executing, and managing a security plan for a
network.

This book prepares you to sell a network security plan to management before an
actual breach or problem occurs. Most organizations wait until data is lost before
implementing a security or audit plan. Your job is to help management
understand that the organization's data is an asset, as are the computers that
hold the data.

Although certain aspects of network security don't change, some areas are so
new that laws are being decided as the issues arise. For example, recent court
cases have held that an employer does have a right to read an employee's e-
mail. This book discusses some of the newer issues concerning network security,
like privacy.

i
£
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Security Q & A: Definition of Viruses

What is a computer virus and how do virus scanning programs detect
them?

A virus is a program written intentionally to do extensive damage to a computer
system, such as erase all its data. Virus detection software can be purchased to
look for and eradicate known software viruses. Certain companies such as
McAfee and Central Point are famous for providing anti-virus software for
workstations and networks. A lot of virus detection software is available for
NetWare LANs in the form of Network Loadable Modules (NLMs).

Here's how most virus detection products work: Since viruses are merely
computer programs, they can be broken down into simply a string of hexadecimal
numbers. Just as each computer program has its own unique hexadecimal code,
so does a virus program. Once a virus is found, it can be decompiled (by
someone who really knows what they're doing) into hexadecimal code. This
information can then be provided to companies that provide anti-virus software
programs.

These companies build lookup tables or databases with a record entry for each
known virus string. For example, if Company Y's virus software can detect 700

known viruses, their virus lookup table would contain 700 records. Each record

contains one virus, broken down into its hexadecimal string. (i.e., Virus A could

be represented by the following hex string: 00 28 76 99 7A 32 20 ..., Virus B: 29
2000 ...., etc.)

As an anti-virus software program is scanning a hard disk (or NetWare volume)
for known viruses, it is looking for any of the hexadecimal strings it has in its
lookup table. If it finds a string that matches exactly with a string that's in the
table, it not only detects a virus, but can even identify which known virus is
present. Since it's a known virus, the anti-virus software can often take necessary
steps to eradicate the virus.

The only flaw with the above scanning method is that it is based on the premise
that only known viruses will enter your PC or workstation. Unfortunately, many
talented people use their skills to the detriment of computing, and continue to
provide the world with brand new viruses. Because of the ever-increasing supply
of viruses, the demand for anti-virus software companies to continually update
their known virus lookup tables never stops. Not only are new viruses appearing
every day, but new types of viruses, which employ stealth and polymorphic



techniques have arrived.

A stealth virus compresses portions of itself in an attempt to sidestep a virus
detection program, and then decompresses itself upon execution. A polymorphic
virus mutates its code (string of hexadecimal numbers) upon replication in an
attempt to sidestep a virus-detection program.

e
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Security Q & A: Digital Signatures and Public and Private Keys

Can you explain, in plain English, what public and private keys and digital
signatures mean?

Network security is most important today because of remote access to the LAN,
interconnection with WANSs, the Internet, and more. As enterprise networks
become truly global, security plays an important role in protecting a company's

most recent assets--its data.

Novell licensed the industry's most secure encryption and digital signature
technology, from RSA Data Security, Inc. RSA passes Department of Defense
and ISO/OSI X.509 security requirements. In addition, Novell has obtained C-2
(Red Book) certification for NetWare 4.10 and certain groups of client machines.
NetWare is the only NOS that provides this two-way security between client and
server.

Let's take a basic look at a technology called public-key cryptography. In this
example, we'll simplify it by using two people--JoAnne and Nancy-- who want to
send data to one another. In public-key cryptography, both JoAnne and Nancy
have two sets of keys: public and private. Nancy can give JoAnne her public key,
but must keep her private key very secure. JoAnne also does the same--she
gives Nancy her public key, but keeps her private key very secure.

JoAnne can encrypt a file for Nancy using Nancy's public key, and then transmit
the file to Nancy. Nancy can then decrypt the file using her own private key. The
idea here is that you can distribute your public key for others to encrypt and send
messages to you. Only you, with your highly guarded private key, can decrypt the
messages.

When Nancy decrypts a message from JoAnne, there's no way for Nancy to tell
that the message was actually sent by JoAnne. In other words, if someone
gained access to Nancy's public key they could encrypt a message to Nancy
under JoAnne's name. Nancy must have a way to verify that the message is
really from JoAnne. Nancy needs a digital signature that authenticates the
message as JoAnne's.

Digital authentication requires one more step in the encryption/decryption
process. Let's take the same example of JoAnne sending a message to Nancy.
JoAnne first uses her private key to encrypt the message (this is a text string that
JoAnne and Nancy have agreed upon that essentially says, "Hey Nancy, it's me,



JoAnne."), and then encrypts it again using Nancy's public key.

When Nancy receives the message, she first decrypts it using her private key,
then decrypts it again using JoAnne's public key to obtain the text string they
agreed upon. Nancy has authenticated that the message was from JoAnne.

So, how does NetWare implement this public-key technology? When a user logs
into the system, he or she is assigned a public and a private key. This
assignment is done only for that session. For example, if the user logs out, and
then logs back in, he or she will receive two new keys. The keys are created by
randomly choosing two large prime numbers and then performing some
mathematical calculations on them.

NetWare provides the authentication process in the background, transparent to
the user. The user is authenticated initially when logging into the system, and
then as the user requests specific resources on the network, which may reside
other than locally, NetWare looks for a local authentication server and grants the
request, if approved. This local authentication can prevent authentication
information from traveling across wide-area links, in some cases.

—
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Security Q & A: Preventing Viruses
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What do | need to do to prevent a virus from invading my LAN?

Several companies provide the most widely-used anti-virus software NLMs for
NetWare LANs. Among them are:

Cheyenne InnocuLAN 3.0

Intel LANDesk Virus Protect 2.1
McAfee VirusScan

Symantec Central Point Anti-Virus 2.5
Symantec Norton AntiVirus for NetWare 1.0

You can plan on spending at least $2,000 for one of the better packages.

Scanning for known viruses is one way these virus detection packages operate.
However, as more and more viruses are devised, known virus tables must be
continually updated to remain current. If a network administrator purchases an
NLM or workstation scanning package, and then neglects to download the latest
updates to the known virus table from the vendor, new strains of viruses can
infect the network.

In addition to scanning, anti-virus NetWare Loadable Modules (NLMs) can be
installed to for suspicious activity at the file server level. Suspicious activity might
be an EXE file that doesn't write to itself, installs with a certain number of bytes,
and then all of a sudden, is twice its size. (Note: Some executable files do write
to themselves, which is why the NetWare FLAG command that can mark a file as
execute only won't work on some software programs.)

Questions often arise about whether or not it is better to scan the file server at
night to avoid file server performance degradation. Most NLMs can continuously
scan for viruses with minimal noticeable degradation. We feel it is not noticeable
enough to risk introducing a virus during the day. After all, a virus can be
introduced at 1:00 p.m., and destroy an entire file server by 3:00 p.m.!

Preventing a virus can seem like an insurmountable task; however, some basic
steps can be taken to reduce the risk. The one suggestion we have is that you
think of your network as a complete system, workstations to file server.
Therefore, the steps you take to reduce the risk or contain a virus invasion should
be comprehensive.



Educate users about the dangers (i.e., partial or entire loss of data) and ask them
not to tamper with workstation virus scan programs.

Implement a workstation-level virus scan. A scan that is performed continuously
at the workstation is the most secure method, and often requires a terminate-
and-stay-resident (TSR) program or a device driver. Install an anti-virus NLM at
the file server, and configure it to scan continuously for known viruses and
perform integrity checks on executable files.

Configure the NLM to take action if it does detect a virus on the LAN. For
example, do you want the infected file moved to a secure location on the file
server (which preserves the file owner's name), or do you want the NLM to
immediately eradicate the infected file? Sometimes it's difficult to trace the point
of entry if the file is removed immediately.

If the program permits writing to an audit log or sending alerts to management
consoles or other management software, gather as much information as you can
about the virus, and make sure you are notified right away, as viruses can spread
rapidly on a LAN.

If your network is connected through a router or other link to a WAN, you might
want to disable the link temporarily until you can verify that the virus has been
eliminated. This stop helps to contain the virus.

If you are connected to a WAN, you should have someone call and advise other

network administrators of your situation. If you were not successful at containing
the virus, others need to know what's coming their way!

—
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Security Q & A: Changing the Supervisor's Password

| recently took over management of a network. | don't have the Supervisor's
password. How can | find out what the password is, and are there any

programs that let me change the password?

First, we recommend that at least two people in an organization always know the
Supervisor's password, since recovering it can be a tedious task. Second, since
there are ways to change a Supervisor's password, we recommend that the

server be located in a secure place.

NetWare v2.x, v3.x, and 4.x all vary in the way they handle the Supervisor
password. In versions v2.x and v3.x, NetWare stores this information in the
bindery. The bindery is a collection of files used to maintain information about
users and other devices on a network. NetWare 4.x uses directory services to
maintain its passwords. It has a tiered level of administrative passwords:
SUPERVISOR and ADMIN.

When you first install NetWare, no Supervisor password exists. The assumption
is that the network administrator will assign the Supervisor user a password once
everything is up and running. So, the key to regaining a Supervisor password is
to fool NetWare into thinking it was just installed and that no bindery exists. It will
then create a bindery with no Supervisor password. This fooling is done
differently depending on which version you currently have.

NetWare v2.x

The bindery consists of two files, NET$BIND.SYS and NET$BVAL.SYS, which
are stored on the SYS volume. Novell provides a tool on its INSTALL disk, called
DISKED, that can read dismounted NetWare volume sectors and change the
contents. You won't find information on how to use this tool to recover a
Supervisor's password unless you've taken a course sponsored by Novell.

Because DISKED can change the contents of the disk sectors, you should be
extremely careful when using this tool. Changing one byte incorrectly could
render your file server unreadable!

Essentially, you need to read through the sectors until you find the bindery files.
Once located, you need to change the extensions of the bindery files to *.OLD.



NETS$BIND.SYS --> NET$BIND.OLD
NET$BVAL.SYS--> NET$BVAL.OLD

If *.OLD files already exist for the bindery, you'll first need to delete them and
then proceed. Once you've renamed the bindery files and saved those changes,
you should bring up the file server. Since it will not find any bindery files, it will
create a new bindery with no Supervisor password.

Log in as Supervisor and then perform a BINDREST. Before logging out, change
the Supervisor's password to something you'll remember.

After performing this exercise, you should be aware of how insecure a file server
can be if located in an open location!

NetWare v3.x--If You Have Money

Novell decided not to provide DISKED in NetWare v3.x after surveying its
customer base. The customer base wanted better security than DISKED allowed
for. However, other companies like Symantec provide tools similar to DISKED.

NetWare v3.x has three bindery files: NET$OBJ.SYS, NET$PROP.SYS, and
NET$VAL.SYS. You can use the same procedure to recover a Supervisor's
password as we described in NetWare v2.x above. You would need to purchase
a tool that can read and edit NetWare volume sectors.

However, that seems like such a tedious approach. If you have $200 to $300 you
can spend, Novell and AccessData Corp. both provide solutions to change
Supervisor's passwords easily.

Novell [(800) NETWARE] provides an OS2NT.NLM for $200. You will have to sign
a non-disclosure agreement. AccessData Corp. [(800) 489-5199] provides an
NTPASS.NLM for $295 and requires you to first register the software on your file
server by calling them. These two routes are the easiest and least time-
consuming methods.

NetWare v3.x -- If You Don't Have Any Money

Prior to Novell's NLM, they recommended a different approach. Novell suggested
installing NetWare so that the SYS volume is small in size and only includes the
NetWare files and utilities. Its theory was that if you lose the Supervisor's
password, you can reinitialize the NetWare volume and wipe out the bindery files.
Unfortunately, for a 250-user server, this method could be tedious!

Another approach is to make sure that when you install NetWare, you make two



volumes. One for SYS and another we'll call DATA. The following is suggested
for smaller networks where recreating user and printer IDs will not be a burden
and no money is available for existing tools.

1. Dismount the volumes.

2. Rename the SYS volume to TEMPSYS and the DATA volume to SYS.

3. Mount the renamed SYS volume.

4. Reload the SYSTEM files from diskette (which will load on the new SYS).

5. Restart the server.

6. Upon booting, NetWare will load on the new SYS volume.

7. Not finding any bindery files, the system will create new ones on the new SYS
volume.

8. Log in as Supervisor (there won't be a password since the bindery is new).
9. Run BINDFIX (which will create *.OLD files of the current new bindery).
10. Mount the TEMPSY'S volume.

11. Copy the *.OLD bindery files to the SYSTEM directory on the TEMPSYS
volume.

12. Run BINDREST.
13. Change the Supervisor's password.
14. Run BINDFIX to delete old mail directories.

The above method only affects the bindery files on the original SYS volume, as
compared to Novell's older solution, which is to recreate the SYS volume.
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Security Q & A: Changing Passwords

At what intervals should users on my network change their passwords? Do
you have any simple rules for assigning passwords?

There are no cut-and-dried formulas for the time intervals between forcing users
to change their passwords. Rather, you should construct an overall security plan,
educate your users for the reasons, and enforce the plan. You want your plan to

be reasonable enough that the users will abide by it, but secure enough that no
threats to data integrity occur.

Your plan should incorporate the following with regard to passwords:
1. Force periodic password changes.

2. Do not permit passwords that contain the user's name.

3. Require passwords to be unique.

4. Require passwords to be a minimum length.

5. Do not allow users to exchange passwords.

Force Periodic Password Changes

Novell permits you to set as a default the frequency your users will be required to
change their passwords. Typically, thirty to forty days is a good minimum to use.
If you require users to change their passwords more frequently than that, they
may find it necessary to write their passwords down in order to remember them--
that's something you don't want.

Don't Permit Passwords That Contain the User's Name

The easiest passwords to figure out are those that contain the user's first name
or last name. You can purchase software from companies such as BindView
Corp. that can sift through the bindery and present you with a report of insecure
passwords (such as PASSWORD). You can then contact those individuals and
tell them why their passwords should be changed.

Require Passwords to Be Unique



This means that a user is not permitted to use the same password when
prompted for a new password. NetWare stores the last eight passwords used by
an individual and, with this option turned on, forces the user to use eight different
passwords before reusing the original password.

In NetWare v2.x, this is difficult to achieve because the system provides space
for eight unique passwords but no minimum time limit. Many users were able to
circumvent the password requirement by changing their password eight times in
one day to go back to their original password.

In NetWare v3.x, this problem was corrected. The number of unique passwords is
still eight; however, the user must wait eight days before he or she can use the
same password.

Require Passwords to Be a Minimum Length

Many people say a minimum password length of eight is good. However,
remember that you don't want to make passwords so long that the users have to
write them down to remember. Many first names are three to five characters, so
setting the minimum length greater than five will prevent most users from using
their first names or initials.

Do Not Allow Users to Exchange Passwords

This one is very tough to prevent. Most of your prevention here will be on how
well you educate your users as to the potential dangers. You might want to
educate them on what can be traced with a login ID. For example, you might
show them how a deleted file shows up with the person's login ID that deleted the
file. This might show them that someone could use their passwords to create
damage to the network and they would be responsible.
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Security Q & A: Disaster Recovery
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What is disaster recovery and do | need it on my LAN?
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Yes, you need to plan for disasters on your network!

Disaster recovery is a plan that details actions that should be taken in the event
of a disaster to bring a system back online. The word disaster can take on
different meanings in different organizations. For example, in one organization, a
server crash might not cause much disturbance because all the applications
might be loaded locally on users' local hard drives. However, another
organization that maintains high-level information accessible only by that server
could lose millions of dollars for each minute the server is down.

Here are some examples of disasters:
Environmental--hurricane, fire, flood, temperature problem, etc.
System failure--disk crash, server ABEND, etc.
Intentional--virus, disgruntled employee, etc.
Physical layer--cabling, connectors, adapters, etc.

Remember, one bad network adapter in a server that stands to lose millions of
dollars per each minute a server is down is a disaster.

Some of the above examples of disasters can be prevented by adding fault-
tolerance to the network. However, sometimes organizations don't realize the
importance of spending an additional $10,000 to prevent a million-dollar disaster
until after the problem surfaces. Some examples of fault-tolerance are the
following:

Mirroring or duplexing disk drives

Striping drives using RAID
Mirroring servers

Duplicating telecommunication links



Maintaining hot-swappable spares on site

Network management is another way to prevent disasters from occurring.
Monitoring devices on the network for certain conditions or thresholds that trigger
alerts to a pager can notify an administrator of impending doom. Finding out
about a disaster that is about to happen may give an administrator time to rectify
the situation before it occurs.

Some disasters are not preventable, but common sense can prevent too much
damage from occurring. For example, there's no way to prevent a flood.
However, you can minimize damage to network equipment by not putting the
computer room in the basement or first floor of a building. Now, if a fire burns the
building down, even a computer room on the 18th floor might not escape total
damage. However, taking backup tapes to another location at least once a week
would ensure that at least the data would be safe (as long as that location isn't
next door!). And, there's no point in having a wonderful backup tape off-site if
there's no way to restore the tape (remember, your tape drive was burned up in
the fire).

In a disaster recovery plan, minor and major details must be well thought out.
One way to draw up the plan is to start by categorizing levels of disaster. For
example, a hurricane could wipe out an entire city, whereas a fire might only wipe
out a building or a floor of a building.

Your plan should include step-by-step details like the following:

1. Who to call first, second, etc. and all phone numbers of the contacts

2. Definitions of critical business areas

3. Alternate sites

4. Spare parts (like servers and tape drives) and who can provide them

5. Telecommunication link restoration

The best way to begin this adventure is to gain support of this project at the top
layer of your organization. From there, you can work on designating members for

an emergency response team that will assist you in developing the plan, as well
as implementing it should the need arise.

Now for the good news: For $995, Prepare 2.0 by Palindrome will generate a
disaster recovery plan for your network. It includes configuration information
about your network and everything you'll need to get your business back up and
running. As your business changes, Prepare 2.0 will generate a new plan.



Copyright

1995. Charles River Media. All Rights Reserved.



Security Q & A: Performing an Audit of Your Network
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How can | perform an audit of my network to make sure it is secure?

When you say network, we take that to mean everything on your network, from
the Physical Layer to the Application Layer. Unfortunately, there is no one
product that can do this electronically for you. However, there are many products

on the market today that can assist you in this endeavor. Novell also provides
several Application Notes on this topic.

Your first step should be to obtain one of the following Novell publications. These
publications detail a methodology to conduct a thorough audit on a network,
covering every area possible from desktop to network adapter to cabling to
servers. By researching this information prior to performing an audit, you can
make sure that you don't overlook obvious security loopholes.

NetWare v3.x Cooperative Research Report (Novell and Coopers & Lybrand)
NetWare Security: Configuring and Auditing a Trusted Environment.

NetWare 4.x Application Notes by Novell
Building and Auditing a Trusted Network Environment with NetWare 4, April
1994
An Introduction to Novell's Open Security Architecture, August 1994
Understanding the Role of Identification and Authentication in 4.x, October
1994

Once you've read through these audit documents, you should begin to familiarize
yourself with software that is available today to assist you in some of your
auditing efforts. One such software package, by BindView Development, is
BindView. It provides desktop auditing as well as server auditing. The desktop
audit includes a hardware and software audit that is performed when a user logs
into the network. The server audit includes the gathering of information on print
servers, print queues, possible security problems, and much more. The
information is collected into a Birieve database; through a C-Worthy interface, it
can be used to generate audit reports. Other software runs on top of Hewlett-
Packard's Openview platform, including Novell's ManageWise and Intel's
LANDesk products.

In the hardware arena, Compagq is leading the pack with its Insight Manager. This
software ships with the server and provides a pictorial view of components of the
server, as well as inventory information.



Below are some examples of information that should be audited:

Desktop--software/hardware: application versions, amount of RAM, BIOS
type, CPU

Server--security breaches, supervisory activities, amount of RAM, server
components

Applications--metering of licenses, who copies software off the network

Cabling--type, category levels, fire code compliance, documentation, runs,
cable numbers.

Users--proper rights: file access rights, directory access rights, passwords
required

Data--privacy, unauthorized accesses, protocol analysis, regular backups,
encryption

Written policies--e-mail, sensitive data, access to data

Voice systems--password requirements for voice mail. PBX password
requirements

Dial-up to network--passwords requirements

WAN links--security, encryption
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Security Procedure List

Identifying Problems in NetWare Security on a v3.x Server

Steps to Take for a More Secure Server
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Security Procedure: Identifying Problems in NetWare Security on a
NetWare v3.x Server

1. Log into the server as Supervisor or Supervisor equivalent.
2. Change to the SYSTEM directory.
3. Type SECURITY > REPORT.TXT and press the Enter key.

4. When the DOS prompt returns to the screen, you can use a DOS text editor to
view the file (REPORT.TXT) and look for login IDs that don't have a password,
haven't been used for a long time, etc.

—
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Security Procedure: Steps to Take for a More Secure Server

1. At the server console prompt, type REMOVE DOS and press the Enter key:
This will prevent the loading of NLMs, .DSKs, or .LAN files from the disk drive or
DOS boot partition of the hard drive.

2. At the server console prompt, type SECURE CONSOLE and press the Enter
key: This will prevent the loading of any module (.DSK, .LAN, or .NLM) from other
than SYS:\SYSTEM. It will also cause problems for those modules loading that
require support files residing in other directories.

3. Place the server in a secured room where only a few individuals have access
to it.

4. Keep the number of individuals who have Supervisor-equivalent access to a
minimum.
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Security Utilities

AuditTrack v2.04 (Free 30-Day Trial) by On Technology

John T. McCann's SofTrack (Free 30-day Trial) by On Technology

VirusScan for Windows 95 from McAfee

VirusScan from McAfee
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Security Utility: VirusScan for Windows 95 from McAfee

VirusScan for Windows 95, a native 32-bit anti-virus solution, exploits the new
capabilities of Windows 95.

To install this software, copy the directory D:\PROGRAMS\MCAFEE\S95 to your
hard disk. Then run 100E.EXE from the Windows Program Manager File Run
option. If your hard drive is designated as drive C, type C:\S95\100E.exe and
choose OK.
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Security Utility: VirusScan from McAfee
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VirusScan is an anti-virus package from McAfee for NetWare LANSs.

To install this software, copy the directory D:\PROGRAMS\MCAFEE\WSC to your
hard disk. Then run the SETUP program from the Windows Program Manager

File Run command line. If your hard drive is designated as drive C, type C:\WSC\
setup.exe and choose OK.

—
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Security Utility: AuditWare from Preferred Systems

Automated Reporting Tools for the Enterprise

AuditWare is a Windows-based reporting tool for Novell NetWare. It is the first
available tool that provides true multi-server support. And since configurations
are captured to a database, it alleviates network degradation caused by most
other reporting tools. A Windows-based custom report writer enable exception
reporting, and AuditWare's extensible architecture allows external databases to
be linked into any report.

Your AuditWare license expires on (January 15, 1996). To purchase a copy of
AuditWare software, or to renew this license, please contact your PSI
representative at (203) 937-3000.

Thank you for your interest in software from Preferred Systems, Inc.!

To install AuditWare, copy the directory \PROGRAMS\PSNAUDIT to your hard
disk, and choose the File Run option in Windows. Type in SETUP.
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Security Utility: AuditTrack v2.04 (Free 30-Day Trial) by On
Technology

AuditTrack v2.04, a NetWare network auditing product, is a network surveillance

system that allows LAN administrators to track and identify all login, file, remote
access, and bindery activity occurring anywhere on a NetWare network.

To install this software, copy the directory D:\PROGRAMS\AUDITTR to your hard
disk. Then run the SETUP program from the Windows Program Manager File
Run command line. If your hard drive is designated as drive C, type C:\AUDITTR\
Setup.exe and choose OK.

—
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Security Utility: John T. McCann's SofTrack (Free 30-Day Trial) by
On Technology

SofTrack, a software metering package, includes native support for Novell's
NetWare Directory Services (NDS).

To install this software, copy the directory D:\PROGRAMS\SOFTRACK to your
hard disk. Then run the INSTALL program from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
softrack\install.exe and choose OK.
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Security Demos

Ontrack Volume Repair Detector Slideshow from Ontrack Data Recovery
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Security Demo: Ontrack Volume Repair Detector Slideshow from
Ontrack Data Recovery

The Ontrack Volume Repair Detector package is designed to inform NetWare
supervisors and system administrators about safe methods for recovering from
NetWare volume corruptions. The package contains two sections: a Novell NLM
that detects the loading of VREPAIR and a slideshow presentation that educates
users on data security. The NLM warns supervisors to make certain that backups
are adequate before attempting any repairs that could permanently damage
critical files. The slideshow provides screen shots from the Ontrack Data
Recovery for NetWare data recovery and protection utility.

To view the slideshow, run D:\PROGRAMS\ONTRACK\SLIDESHW.EXE from the
File Run option of the Windows Program Manager.
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Cabling

1
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CablingQ & A

10BASE-T Media

10BASE-T Stranded or Solid Media

Cabling between Buildings

PVC-Coated vs. Plenum Media

RJ-45 Connector Differences
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Cabling Q & A: 10BASE-T Media

We are getting ready to install the wiring for our 10BASE-T network. The

cable installer says we can save money by using Category 4 cabling
instead of Category 5. What does this mean to us?

Category 5 cabling is more expensive than Category 4 cabling but more tolerant

to noise. Using Category 5 is a must if you are even thinking of upgrading your
network to 100 megabit per second (Mbps) Ethernet at some point in the future.

Although some of the specifications for 100BASE-T indicate that you can run it
on Category 4 media, you have less of a safety net than with Category 5 cabling.
Make sure the installer pulls four-pair wiring, uses 110-type punch-down
connections, and punches down the connections in the same manner throughout
your network. This will help reduce problems down the road, once you start using
the cabling.
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Cabling Q & A: 10BASE-T Stranded or Solid Media

Our cabling installer asked us if we want to use stranded or solid cabling
for our 10BASE-T network. Which is the best type of cabling to use?

You may want to use a combination of wiring. You will probably want to use a
patch cable made of stranded wire for the run between the workstation and the
wall outlet for the network. Since PCs get moved around from time to time, this
will help reduce the possibility of a broken wire in the cable causing a problem.
For the cable run from the wall outlet to the hub or wiring blocks, solid-core wiring
will work best.

—
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Cabling Q & A: RJ-45 Connector Differences

We were purchasing additional RJ-45 connectors for our network and the
counter person at the parts house asked us which kind we wanted. Aren't

RJ-45 connectors all alike?

Unfortunately, there are several different kinds of RJ-45 connectors from several
manufacturers. There are two major types of RJ-45 connectors: one for solid core
cable, the other for stranded. The variations start to come into play depending on
the kind of crimping tool you have. For example, there are connectors made
specifically for the AMP crimping tool, although some other connectors will fit.
One of indication that you have the wrong connector for your crimping tool is that
the tool has a tendency to crush the part of the RJ-45 connector intended to
serve as a strain relief for the cable.
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Cabling Q & A: PVC-Coated vs. Plenum Media

Our local fire code says that in certain parts of the building we have to use

plenum-type cable instead of plastic or PVC-coated cabling. What is the
difference between the two?

Plenum cable is more resistant to burning when in a fire. When it does burn, it
doesn't give off the poisonous gases other kinds of cabling do. Plenum is

somewhat more rigid than other types of cable. It can be harder to pull around
tight corners than its non-plenum counterparts.
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Cabling Q & A: Cabling between Buildings

We will be connecting networks in two buildings. Although the buildings
are close enough for a coaxial cable run, should we look at using fiber-

optic cable instead?

Fiber-optic cable will be considerably more expensive to run, but has several
qualities that make the cost worthwhile. Determine if the buildings are running
from the same power transformer or feed. If they are being fed from different
sources, then you are a prime candidate for fiber-optic cable, which will
electrically isolate the two buildings from each other. This will prove helpful if
there is a ground potential difference between the two locations.

Using fiber-optic cable will also allow you to move to higher network speeds as
technology progresses. You may not have the same degree of flexibility with
copper-based cables, such as coax.
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Cabling Procedure List

Building a 10BASE-T Crossover Cable

Explanation of the 5-4-3-2 Rule for Coax Networks
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Cabling Procedure: Building a 10BASE-T Crossover Cable

1. A crossover cable requires two RJ-45 connectors, a length of cable less than
20 feet long, and an RJ-45 crimping tool.

2. Connect pin 1 on connector A to pin 3 on connector B.
3. Connect pin 2 on connector A to pin 6 on connector B.
5. Connect pin 3 on connector A to pin 1 on connector B.
5. Connect pin 6 on connector A to pin 2 on connector B.
6. Crimp both RJ-45 connectors using the crimping tool.

7. This cable will allow for the direct attachment of a workstation to a network
adapter in the file server without using a 10BASE-T hub.
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Cabling Procedure: Explanation of the 5-4-3-2 Rule for Coax
Networks

1. A coax Ethernet network can consist of no more than five segments connected
via a repeater between segments.

2. There can be at most four repeaters used on the entire cable run.

3. Only three segments can be populated (i.e., have workstations on them) and
should they be limited to approximately 30 devices per segment.

4. Two segments must have no devices present.
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Cabling Requirements

Cabling requirements:

10BASE-2 (Thin Ethernet)

e Solid center conductor RG-58 gauge cable

¢ 50-ohm terminator at each end of the cable run

¢ Five segments total in length, two of which have to be unpopulated

e Maximum cable length is 607 feet without using repeaters

e Cable needs to be grounded to a good electrical ground at one end of each
segment

10BASE-T

e (Category 3 cable minimum; Category 5 best

e Use solid-core cable for long runs between hub and wall outlets; use stranded
cable for patch cables and those cables connecting PCs to wall outlets

e Can go through four hubs maximum between workstation and file server

¢ Shouldn't exceed 300 feet between workstation and hub
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Backup Q & A

Cleaning Backup Drives
Definition of Disk Duplexing
Definition of Disk Mirroring

Definition of Hot-Swappable
Definition of RAID

Differential vs. Incremental Backups

Digital Audio Tape (DAT) Differences

Protection from Power Problems

Tape Storage and Disaster Recover
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Backup Q & A: Protection from Power Problems
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How can | protect my servers from power problems?

In developing Disaster Recovery Plans or a security plan, protection against
power-related problems is one of the most overlooked areas. If you plan to locate
your file server in a building where frequent power hits, surges, or fluctuations
occur, you could be setting yourself up for disaster if you don't plan for an
alternate source of power. After all, if power to the server is gone, you could end
up with a server crash that results in damage, corruption, or loss of files.

In larger organizations, it is not uncommon to find a computer room with raised
floors, air conditioning units separate from the rest of the building, temperature
sensor alerts, and entire Uninterruptible Power Supply (UPS) systems tied to the
building generator. In smaller organizations, standalone UPSes can be found tied
directly to the file server. In many organizations, the power supply to the building
is conditioned to provide an optimal power source to the network.

Regardless of which route an organization chooses, file servers should be
connected to a UPS in some fashion. In the larger organizations, tying the circuits
of the computer room to a large standalone UPS system that is backed up by the
building generator helps to ensure that the whole room (and all of its
components) stays up during an unplanned outage. Workstations should be
placed on surge protectors.

Liebert Systems and AP Care are probably the leading vendors supplying this
type of service. If you have a computer room and a lot of equipment, you'll
probably want to make sure the whole room is backed up. Before buying a large
UPS unit, ask your building maintenance person how long the building generator
can sustain your computer room. The building generator should last long enough
to sustain the entire computer room until you can come in and properly shut
down the network.

If your organization does not have a very large budget, you can purchase smaller
standalone UPS systems that operate using battery backup. These units typically
last anywhere from 15 minutes to several hours, depending on the load. When
tied directly to the file server using a cable, and with the UPS.NLM loaded on the
server, the UPS can detect when there's a power loss and send an alert to the
file server. The file server sends out a broadcast to all the users that says the
server is going down in X minutes, save your work and log out.




As a side note: If you have intelligent hubs distributed throughout the building in
wiring closets, don't overlook the fact that they should also be connected to a
UPS in some way. Power glitches in a building can cause damage to adapters in
an intelligent hub or to the whole hub itself. A downed adapter or hub can result in
groups of people unable to work.

If you'd like more information on this topic, you can obtain a copy of a report
published by Novell Research in 1991, "Power and Grounding for Distributed
Computing," by David Fencl and Larry Fish of ONEAC Corp.
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Backup Q & A: Definition of Disk Mirroring
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What is disk mirroring?

Disk mirroring is the process of writing data in duplicate to two or more sets of
disks. One drive is labeled as the primary drive, and the other as the secondary
drive. Every write intended for the primary drive is also written to the secondary
drive. Disk mirroring is used in environments where hard disk downtime is not
acceptable. Therefore, by having two drives containing identical data, if one
should fail, the users automatically pull their data from the secondary drive.

Disk mirroring is provided by NetWare out of the box; however, in order to use it,
you must activate it from the INSTALL program. In addition, before you activate it,
you must have a secondary drive of equal size to mirror the first drive to the
second drive.

If you plan to use external SCSI drives, you may notice a slight performance
increase in read activity, since the drives are smart enough to know they can get
the information from two places.

You should monitor the status of the mirrored drives via the INSTALL.NLM or the
server error log to make sure that they remain mirrored. After all, the purpose of
mirroring the drives is to prevent downtime. If one drive fails and it goes
unnoticed, you'll be operating off only one drive, and then you're back to where
you started from.

And finally, in no way should you eliminate the task of backing up your file server
and its data just because you are mirroring the drives. You should still perform
backups and take the tapes off-site, in the event that both sets of drives should
fail or become damaged in a fire or other disaster.
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Backup Q & A: Definition of Disk Duplexing
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What is disk duplexing?

Disk duplexing takes the process of disk mirroring and adds one more level of
fault tolerance--duplicating the disk controller. In disk mirroring, only the drives
are mirrored, not the drive controllers. Therefore, in disk mirroring, the premise is
that one of the hard disk drives will fail, not the controller that connects the drive.
However, the flaw in that premise is that disk controllers do fail, and if it does,
your whole server is ruined.

Disk duplexing takes the risk out of that premise, and adds another controller.
The concept of mirroring still applies; however, now the data will travel through
two completely separate channels.

If the primary disk channel fails, the secondary channel takes over operations.
Installation of duplexing is the same as with disk mirroring; in fact, the screens on
the file server INSTALL console are the same. The only difference is that since
there are two controllers, two drivers need to be loaded, or one loaded twice, with
different base 1/O addresses.

One thing we should point out: At no point should you think that because the
drives are duplexed, you can eliminate the step of backing up the file server's
data and taking the tapes offsite. This still must be done--you'd really be in a
pickle if both sets of drives were to fail. Although such instances are rare, fires do
occur.

Although duplexing provides more security than mirroring, it too is based on a
premise that the only parts that might fail are the controllers or the drives. What
happens if another part in the server fails? You'll have to look for server mirroring
to answer that question!

And finally, don't forget to factor the extra disk controller cost into your budget!
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Backup Q & A: Definition of RAID
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What is RAID?

RAID stands for redundant array of inexpensive (or independent) disks and is

one method used to span data across two or more disk drives so that the drives
appear as one drive and data can be recovered even if one of the drives fails.

The data is spanned across two or more drives in a technique called striping.
Striping data across the drives can occur at the bit level, byte level, or block level,
depending on the level of RAID you are using. In some levels of RAID, data
redundancy is built in by including a parity drive. For example, if you have four
drives, three of the drives are used for striping data, and on the fourth drive a
computation is performed to obtain parity information about the other three
drives.

Let's look at that a little closer using four 100 megabyte (MB) drives as an
example, in which O=even parity and 1=odd parity for the parity drive:

DRIVE 1 DRIVE 2 DRIVE3 DRIVE4
data data data parity info
1 1 1 1

Here we have four drives striped at the bit level. That means when a file needs to
be stored, the bits of the file are striped across drives 1 through 3. Drive 4 looks
at the value of the bits, whether itis a 1 or a 0, and adds the bits together. If the
addition comes up odd, a 1 is placed in Drive 4; if the addition comes up even, a
0 is placed in Drive 4. If Drive 2 fails, all the information is available to the system
to reconstruct the failed drive from Drives 1 and 3, plus the parity drive.

This type of striping was first implemented on Compaq SYSTEMPRO found on
LANs and was called Data Guarding. In the above example, you would lose 25
percent of your storage space, as opposed to 50 percent in mirroring and
duplexing. This is only one of the levels of RAID. The following is a list of the
different RAID levels:

e RAID Level 0--Data is striped over all of the drives: There is no parity drive.

e RAID Level 1--Data is striped over drives: Drives are mirrored instead of using
a parity drive.




e RAID Level 2--Data is striped over all of the drives at the bit level.

¢ RAID Level 3--Data is striped over all of the drives at the bit/byte level: Parity
drive is used.

¢ RAID Level 4--Data is striped over all of the drives at the block level.

e RAID Level 5--Data is striped over all of the drives at the block level: A parity
drive is not used, but parity information is spread across all the drives.

Use of RAID becomes most effective when you're using SCSI-controlled drives.
SCSI technology is intelligent enough to take advantage of the data striped
across the drives. A SCSI device can issue a read request, and then disconnect
itself from the channel to fetch the next request while the prior request is
processing. The difference in performance is that the SCSI controller can fetch
the information from four drives simultaneously while fetching another request.
Other controller technology is designed to fetch information one request at a
time. In addition, the older technology typically requires that each request be
completed before the next request begins processing.
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Backup Q & A: Definition of Hot-Swappable
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What does the term hot-swappable mean?

Hot-swappable is a term used for components of a system that can be swapped
out while the system is up and running.

The term is fairly new to the LAN arena because, until recently, LANs weren't
always recognized for their critical nature. However, as more downsizing and
rightsizing efforts are underway, more mission-critical data is being placed on
LANs. For some organizations, this means that the components of the LAN must
be up and running seven days a week, 24 hours a day.

Likewise, if a component fails, such as a disk drive, you must be able to replace
the drive without taking down the server.

Above, we intentionally mentioned components of a LAN, not just the file server,
because more components need replacing in a shop that runs around the clock.
For example, organizations that have intelligent hubs and routers need a way to
replace a single adapter without taking down the entire hub or router. Since one
hub can represent 100 users or more, taking the whole hub down just to replace
one adapter that might only represent 20 users is not prudent anymore.

Having access to spare hot-swappable parts means that components of a LAN
can be maintained with little or no downtime for the users.
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Backup Q & A: Differential vs. Incremental Backups

We are creating backup jobs for the server and are confused about the

terminology. What is the difference between a differential and an
incremental backup?

An incremental backup backs up all files that were created or changed since the
last full backup procedure. It resets the archive bit attribute on the file, indicating
that it was backed up. A differential backup does the same thing as the
incremental, except that it doesn't reset the archive bit attribute on the files. In a
restore using an incremental/full backup, you would first restore the full backup
and then the incremental backups in the order in which they were performed.
With a differential backup, you would restore the full backup and then the last
differential backup tape.
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Backup Q & A: Digital Audio Tape (DAT) Differences

I normally use a 90m 4 mm tape in my digital audio tape (DAT) backup

drive. | need to purchase additional tapes but | can only find 60-meter
tapes. What is the difference between the two?

The main difference between the tapes is the length and the amount of data you
will be able to back up. Using an HP 35470 2 gigabyte (GB) backup drive, a 60-

meter tape would back up a little over 1 gigabit (Gb) of data, whereas a 90-meter
tape would backup approximately 2Gb of data.
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Backup Q&A: Cleaning Backup Drives

| have heard several different arguments on how often | should clean my
backup drive. What is the recommended interval?

Consult the tape drive manufacturer's manual for the recommended
maximum/minimum intervals for cleaning the tape drive. Some companies
recommend you clean the drive every 8 to 10 hours of use; others recommend a
different interval. The exact interval for you will depend on several factors, such
as how dirty your operational environment is, how often you use the drive for
backups (i.e., daily, weekly, etc.), and the quality of the tapes you use
(inexpensive tapes can leave higher amounts of residue on the heads than
higher quality tapes, such as 3M or TDK).
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Backup Q&A: Tape Storage and Disaster Recovery

We make several copies of a backup as part of our disaster recovery plan.
How and where should we store these tapes?

At least one of the copies should be stored off-site in a data-safe area. The
location of tape storage should be secure (i.e., an on-duty guard checks tapes in
and out, the employee of the off-site storage company gets the tapes for you, or
a restricted list of individuals from your company exists that can request tapes
from storage). When storing tapes on-site, you need to keep them in the correct
type of container. Storing them in a document-safe container won't help you,
because paper has a higher burning point than magnetic media. Be sure the
storage container is data-media rated.
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Backup Procedure List

ltems to Consider When Selecting a Tape Backup System

Steps to Consider When Configuring a Tape Backup System
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Backup Procedure: Items to Consider When Selecting a Tape
Backup System

1. Choose a tape drive with a capacity that can back up your current server on
one tape, while allowing for additional hard drive space to be added without
having to use a second tape for backup or replacing the tape drive with one that
has a larger storage capacity.

2. Consider using an external tape drive rather than an internal drive. If the drive
fails or needs to be moved to another server temporarily, an external drive will be
much easier to handle.

3. Consider placing the tape drive on its own controller instead of one that has
devices on it. This will make keeping track of SCSI IDs easier when mirroring or
duplexing drives.

4. A server-based backup will perform faster as a general rule than a workstation-
based backup, since the data won't have to cross the network cable to reach the
backup device.

5. Look at the RAM requirements for the backup software. For the best operation

of the backup software, you will need to have the cache buffers at 70 percent or
higher when the backup software is running.

—
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Backup Procedure: Steps to Consider When Configuring a Tape
Backup System

1. To minimize the time a backup takes each night, select the best combination of
full, incremental, and differential backups.

2. Set the start time of the backup so that it will complete before midnight or start
after midnight. Some NLMs have log or index files that are reinitialized at
midnight and could present a problem during a compare pass if the backup
wasn't completed by midnight.

3. Always perform a compare pass as part of the nightly backup process. This
helps identify problems with a particular backup tape or drive before they become
critical.

4. When storing backup tapes on-site, store them in a data-safe rated container.

Conventional fireproof safes may only be rated for document storage, which has
a higher burning temperature than tapes.

e
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Backup Requirements

Server-based backup:

SCSI interface tape drive (internal or external)
Backup software that runs on the server
For best performance, a separate SCSI controller for the tape drive

Server-based backup software will probably require additional RAM to be
installed.

Workstation-based backup:

Tape drive doesn't have to have a SCSI interface.

Tape backup software will need to support the version of NetWare you are
backing up to access the security and trustee directory rights configuration on
the server.

The backup software may require additional memory in the workstation for
caching operations.

Backup will take longer, since the data has to cross the network to reach the
tape drive.

The workstation performing the backup will have to remain logged in as

Supervisor or Supervisor equivalent (this presents a possible security
problem).
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Backup Demos

Ontrack Volume Repair Detector Slideshow
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-
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Backup Demo: Ontrack Volume Repair Detector Slideshow

—
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The Ontrack Volume Repair Detector package is designed to inform NetWare
supervisors and system administrators about safe methods for recovering from
NetWare volume corruptions. The package contains two sections, a Novell NLM
that detects the loading of VREPAIR, and a slideshow presentation which
educates users on data security. The NLM warns supervisors to make certain
that backups are adequate before attempting any repairs that could permanently
damage critical files. The slideshow provides screen shots from the Ontrack Data
Recovery for NetWare data recovery and protection utility.

To view the slideshow, run D:\PROGRAMS\ONTRACK\SLIDESHW.EXE from the
File Run option of the Windows Program Manager.

—
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Server Management Q & A

Determining the Number of Files a User Has Open

Dirty Cache Buffers

Downing and Restarting the Server Automatically from RCONSOLE

Editing the System L ogin Script in NetWare 4.10

Enqueued Sends Count

External Processor Cache and Performance

Keeping the Server Secure

Protecting ADMIN
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Server Management Q & A: Protecting ADMIN

—
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In a NetWare 4.x environment, how can | protect the user ADMIN?

Change the user ADMIN password frequently, making sure that the password is
ambiguous and is not a word in the dictionary or that it conforms to one of the
common password-assigning conventions, such as the user's name, pet's name, etc.
Use special characters in the password, such as forward or backward slashes,
hyphens, or asterisk. Make sure Intruder Lockout is enabled on user ADMIN. Instead
of using user ADMIN directly, create other accounts with administrative access rights
and use them when possible. Monitor the system with USERLIST frequently for the
login ID ADMIN. Check the server log for ADMIN access especially at unusual times.
If possible, create a separate context and place user ADMIN in that context. While
this action is not a foolproof method, it has been successful in colleges and
universities. It however, may not be an option in large corporate structures and will
make operations more difficult for administrative users.

i
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Server Management Q & A: Keeping the Server Secure

How can | keep someone from crashing my server?
Change the Supervisor password regularly. Never write passwords on paper. Make
passwords ambiguous. Increase the Intruder Lockout times and decrease the

number of attempts allowed (in SYSCON). Delete the GUEST ID. Lock the file
server console. Keep the server in a locked room if possible.

e
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Server Management Q & A: Downing and Restarting the Server
Automatically from RCONSOLE

| occasionally need to make changes to a remote server that requires it to be

downed and restarted. Is there a way | can do this without having to have
someone at the keyboard?

For a NetWare v3.x server, create a text file called REBOOT.NCF and place it in the
system directory. Place the following lines in it:

REMOVE DOS
DOWN
EXIT

When you type REBOOT at the file server console, it will down the server and reboot
it. For a NetWare 4.x server, you only need two lines:

DOWN
RESTART SERVER

e
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Server Management Q & A: Determining the Number of Files a User
Has Open

—
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How can | tell the files a user has open?

Load MONITOR.NLM at the file server console. Select Connection Information and

press the Enter key. Select the user you want to see files for and press the Enter
key.

—
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Server Management Q & A: Dirty Cache Buffers

I have noticed lately that the dirty cache buffers number in MONITOR.NLM
doesn't drop to zero except on rare occasions. Is this something | should be

concerned about?

This figure represents disk cache buffers that contained changed information that
haven't been written to disk yet. The first thing you need to do is find the normal
figure. This is referred to as a baseline. During heavy periods of disk access, this
number can get quite high. If it approaches 90 percent of your total cache buffers
figure, this could indicate that your hard disk controller may be the bottleneck in your
system performance. Something as simple as downloading and updating drivers or
adding additional system memory could resolve the problem.

—
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Server Management Q & A: External Processor Cache and
Performance

My server has a 128KB external processor cache. | have been told | can
improve the performance of my server by increasing the size of the cache. Is

this true?

Increasing the size of the processor cache could help or hurt performance. This
primarily depends on the type of cache present. If the cache is a Look Aside cache,
a larger cache could impede performance since the processor has to use the same
bus to look at the cache as it does to access main memory. During heavy use
periods, Look Aside cache, can slow things down. If the motherboard implements a
Look Through cache, this isolates the CPU from main memory and allows the CPU
faster turnaround if the information needed resides in the cache. The larger the
cache is doesn't mean its better for your system. Unless your server has extremely
fast SRAM used for cache, you probably won't see much benefit by exceeding an
external processor cache of 256KB.
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Server Management Q & A: Enqueued Sends Count

Looking at the LAN Statistics in MONITOR.NLM, | noticed an item labeled

Enqueued Sends Count. | have noticed that this number increases only during
times of heavy usage. Is this something to worry about?

This LAN statistic increments during periods of time when the network adapter has
more work to do than it can handle. Increases in the value of this statistic can also
be caused by using a 16-bit network adapter in an EISA motherboard, an older LAN
driver or a network adapter starting to go bad. Some incrementation will be normal.
Defining what is normal or a baseline for your server will go a long way in helping
you decide when this or other statistics warrant closer inspection.

e
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Server Management Q & A: Editing the System Login Script in
NetWare 4.10

| recently upgraded my network to NetWare 4.10. How do | edit the system
login script?

First, NetWare 4.10 differs from NetWare v3.x and v2.x because it can contain
more than one system login script. System login scripts in 4.10 can reside at the
Organization Unit (OU) or Organizational layers of the NDS tree. System login
scripts only execute for those users directly below the O or OU that contains the
system login script.

System login scripts are properties of the O object and the OU object. Before you
can edit a system login script, you must have the Write property right for the
object. There are two utilities you can use to edit the system login script.
NETADMIN is the DOS utility, and the NetWare Administrator icon is installed for
Windows and OS/2 users. We'll look at both, since you don't mention what
environment you're operating under.

Windows 3.1 or 0OS/2 2.x

1. Click on the NetWare Administrator icon

2. Choose the O or OU object for which you want to create or edit a system login
script.

3. Choose Details from the Object menu.

4. Choose Login Script.

5. Make the necessary changes to the script and save the changes.

DOS

1. From the DOS prompt, type NETADMIN.

2. Choose Manage Objects from the NetAdmin Options menu.

3. Select the O or OU object for which you want to create or edit a system login
script.

4. Choose View or Edit Properties of this Object.

5. Choose Login Script.

6. If no script exists, you'll be asked if you want to copy another script into this
one. Answer yes or no.

7. Make the necessary changes to the script and save the changes.
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Server Management Procedure List

Identify Modules That Are Consuming Too Much CPU Time

Using CONLOG to Capture Information on Currently | oaded Modules
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Server Management Procedure: Using CONLOG to Capture
Information on Currently Loaded Modules

1. At the server console prompt, type LOAD CONLOG and press the Enter key.
2. At the server console prompt, type MODULES and press the Enter key.

3. Keep pressing the Enter key when prompted until the server console prompt
returns.

4. At the console prompt, type UNLOAD CONLOG and press the Enter key.

5. The resulting text file CONSOLE.LOG can be found in SYS:\ETC with
information as to the name, version, etc. of all modules currently loaded on the
server.
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Server Management Procedure: Identify Modules That Are
Consuming Too Much CPU Time

1. At the server console prompt, type LOAD MONITOR -P and press the Enter
key.

2. Select Processor Utilization and press the Enter key.
3. Press F3 and press the Enter key.

4. By using the Page Up, Page Down, up arrow, or down arrow keys, you will be
able to see if a module is consuming too much CPU time.

5. After you are done, unload MONITOR and reload it without the -P parameter.

i
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Server Management Network Utilities

AuditTrack v2.04 (Free 30-Day Trial) from On Technology

AuditWare from Preferred Systems
DS Standard from Preferred Systems

John T. McCann's SofTrack (Free 30-day Trial) from On Technology

NetTune PRO from HawkNet

i
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Server Management Utility: DS Standard from Preferred Systems
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Powerful Daily NDS Management with a Safety Net

DS Standard NDS Manager is a Windows-based, off-line NDS management tool.
Using DS Standard, network managers make changes to a back-end database,
not the "live" network. With its powerful database capabilities, DS Standard
reduces the time required to manage NDS, makes migrations as easy as drag-
and-drop, and with over 100,000 copies in distribution, DS Standard is the
premier NDS management tool available today!

To run DS Standard NDS Manager, copy the directory \PROGRAMS\PSI\DSINST
to your hard disk. Then use the File Run option in Windows. Type SETUP.

Your DS Standard NDS Manager license expires on (January 15, 1996). To
purchase a copy of DS Standard software, or to renew this license, please
contact your PSI representative at (203) 937-3000.

Thank you for your interest in software from Preferred Systems, Inc.!
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Server Management Utility: AuditWare from Preferred Systems

Automated Reporting Tools for the Enterprise

AuditWare is a Windows-based reporting tool for Novell NetWare. It is the first
available tool that provides true multi-server support. And since configurations
are captured to a database, it alleviates network degradation caused by most
other reporting tools. A Windows-based custom report writer enable exception
reporting, and AuditWare's extensible architecture allows external databases to
be linked into any report.

Your AuditWare license expires on (January 15, 1996). To purchase a copy of
AuditWare software, or to renew this license, please contact your PSI
representative at (203) 937-3000.

Thank you for your interest in software from Preferred Systems, Inc.!

To install AuditWare, copy the directory \PROGRAMS\PSNAUDIT to your hard
disk, and choose the File Run option in Windows. Type in SETUP.

Copyright 1995. Charles River Media. All Rights Reserved.



Server Management Utility: AuditTrack v2.04 From On Technology
(Free 30-Day Trial)

AuditTrack v2, a NetWare network auditing product, is a network surveillance

system that allows LAN administrators to track and identify all login, file, remote
access and bindery activity occurring anywhere on a NetWare network.

To install this software, copy the directory D:\PROGRAMS\AUDITTR to your hard
disk. Then run the SETUP program from the Windows Program Manager File
Run command line. If your hard drive is designated as drive C, type C:\AUDITTR\
setup.exe and choose OK.

—
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Server Management Utility: John T. McCann's SofTrack from On
Technology (Free 30-day Trial)

SofTrack, a software metering package, includes native support for Novell's
NetWare Directory Services (NDS).

To install this software, copy the directory D:\PROGRAMS\SOFTRACK to your
hard disk. Then run the INSTALL program from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
softrack\install.exe and choose OK.

e
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



Server Management Utility: NetTune PRO from HawkNet
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NetTune PRO is performance tuning and monitoring software for NetWare 4.1.

You can receive an evaluation of this product from HawkNet's World Wide Web
site at http://www.hawknet.com/~netinfo.
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Workstation Connectivity
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Workstation Connectivity Q & A

ARCnet and Token-Ring Routing

Black Screen of Death

CASTON and CASTOFF in NetWare 4.x

Changing File and Directory Attributes

Creating a Diskless Workstation

dBASE4 and VL.Ms

Disk Full Error after Upgrading to VL.Ms

DQOS Client Problem

Ethernet 5-4-3 Rule

File Server Not Found

IPX and IP Integration

Large File Transfer Problems

Network Busy Errors with VL.Ms

NETX vs. VLMs

NWDLL2.EXE and Dynalink problem

0S/2 Warp Requester Version

Suppressing NetWare L.ogo Using VL.Ms

TCP/IP and Packet Forwarding

Windows and IPX, Tips for Windows on a LAN

Windows for Workgroups and Server Utilization

Workstations Hanging during Broadcasts
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Workstation Connectivity Q & A: Large File Transfer Problems

| am having problems with large file transfers of SMB or larger on a laptop
computer. | have run diagnostics on the laptop and the PC card. No problems
were reported. The Card and Socket Services drivers are the latest release.
The NetWare drivers are the latest version as well. | have heard of this problem
in desktop computers and thought there was a setting | could place in the
NET.CFG file at the workstation or on the file server that would fix the problem.

e
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Check to see if there are any other programs running on your laptop that could be
causing the problem. It is possible that if you are running a disk cache program that
flushes the buffers near the 5SMB level. Caching programs such as these may turn off
the interrupts and take control of the CPU for long intervals. This can lead to the
workstation being unable to respond to Watchdog packets from the server and to the
workstation losing packets coming from the server to the workstation. Some
advanced memory management configurations coupled with this type of caching
program can further aggravate the situation. First try performing the file transfers
without any memory management or the caching program. Then start reading the
components one at a time until the problem reoccurs. It is also possible that if your
laptop is powering down due to system inactivity.
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Workstation Connectivity Q & A: Network Busy Errors with VLMs
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| have users who are complaining of Network Busy messages in Windows
when they are logged into the LAN. They don't have the problem when they

are logged out or are using NETX instead of the Virtual Loadable Modules.
What is the problem?

e
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Make sure you have the latest Windows DLLs and 386 drivers. Check the
workstation's AUTOEXEC.BAT file to see that the TEMP variable is set and that it
points to a valid directory. Verify that you have the latest VLMs available from
NetWire. Check the directory for the presence of any files. If you find any, this could

be causing the problem. This directory should be empty unless the workstation
hangs and hasn't cleanly exited to DOS.

—
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Workstation Connectivity Q & A: Suppressing NetWare Logo Using
VLMs

Since converting to using Virtual Loadable Modules (VLMs) users are
complaining that the time it takes to display the NetWare logo delays the
execution of Windows. Is there a way to suppress or disable the display of

the logo?

Each user should have a NETWARE.INI file in his or her Windows directory.
Placing a DISABLE LOGO=YES command under the [Options] header will

prevent the NetWare logo from displaying.

=
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Workstation Connectivity Q & A: Windows for Workgroups and
Server Utilization

| have installed Windows for Workgroups on the server. | have heard that

there will be spikes in server utilization for approximately 20 seconds when
a user starts up. Are there other load considerations | should be aware of?

When running Windows for Workgroups from the server on an Ethernet network,
network segmentation becomes very important. Having users spread over
multiple network adapters should reduce the number of packet collisions that you
might encounter and will help keep the throughput as high as possible. Make
sure the server and the workstations have the latest drivers to help keep the
communications flowing as smoothly as possible. The same problems should not
occur on token-ring or ARCnet networks.

—
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Workstation Connectivity Q & A: DOS Client Problem

| have a small LAN using NETX version v3.01. | recently upgraded from
DOS 3.3 to DOS 6.2 on each of the two PCs. Despite the upgrade, the
network still shows DOS 3.3 as being resident. The network server has not
yet been upgraded to DOS 6.2. How can | get the workstations to report the
correct version of DOS? What precautions do | need to take when
upgrading the server's DOS partition?

You need to download NET33X.EXE from NetWire on CompuServe or via FTP
from ftp.novell.com. You have a very old version of NETX and this is contributing
to your problem of not seeing the correct version of DOS. This version of NETX
was released long before DOS 6 came about. After upgrading to the latest
version of NETX, you will probably need to delete the entry in the SETVER table
on your machine for NETX to see the correct version of DOS. Enter SETVER
NETX.EXE /D at the DOS prompt on the workstation, press the Enter key, and
reboot the workstation. NETX should now report that it is running on DOS 6.2.
Unless you are planning to have more than two hard drives on the server, there is
no reason to upgrade the version of DOS you have. Versions of DOS Prior to 5.0
would only support two hard drives. It is not unheard of for a server not to boot up
if it had more than two hard drives and a version of DOS prior to 5.0. If you will be
adding additional hard drives, you will need to upgrade the servers' DOS partition
to DOS 5.0 or later. One of the problems you may see if this isn't done is that the
server may refuse to boot or complete the post process when multiple hard
drives are detected.

—
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Workstation Connectivity Q & A: Workstations Hanging during
Broadcasts

I am having problems with some users. Their workstations hang or freeze
when they receive a network broadcast message. If the workstations don't
hang, they usually receive a message that the printer is offline. The users'

only option is to reboot the workstation. Pressing Ctrl-Enter won't clear the
message. How do | fix this?

On a NetWare v2.x or v3.x network, the user can issue a CAST OFF ALL
command from the command line. On a NetWare 4.x network, the user can enter
a SEND/N=A command, which will reject all messages. Other users have
reported this problem, and upgrading from NETX to Virtual Loadable Modules
(VLMs) has fixed the problem in some cases. Be sure you have the latest LSL
and |IPXODI files on the workstation, as older versions of these files could
contribute to the problem.

—
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Workstation Connectivity Q & A: Ethernet 5-4-3 Rule

A friend told me there is a set of rules called the 5-4-3 rule that applies to
configuring Ethernet coaxial cable networks. What is this rule?

Coined by Standard Microsystems Corp., a manufacturer of Ethernet adapters
and concentrators, the 5-4-3 rule applies to coaxial as well as unshielded twisted-
pair Ethernet networks. Applying this rule, no more than five segments may exist.
No more than four repeaters can connect these segments. No more than three of
these five segments may be populated. In a coaxial Ethernet network, up to 30
workstations can exist per segment.
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Workstation Connectivity Q & A: ARCnet and Token-Ring Routing

I have a server that has been running on ARCnet for some time. Recently |
added a token-ring adapter to the server to connect the ARCnet network to
the company backbone. After adding the token-ring adapter, the ARCnet
segment slowed considerably. The server utilization shown in
MONITOR.NLM is less than 12 percent. The ARCnet network will be in place
for some time, because funding limitations do not allow us to upgrade it. |
have noticed that unloading the token-ring driver allows the ARCnet
network to speed up.

Since unloading the token-ring driver eliminates the problem, there are a couple
of areas to look at. Make sure you have the latest drivers for both the ARCnet
and token-ring adapters. Check to see that you don't have any hardware conflicts
(such as interrupts, I/O address ranges, or shared memory addresses). If you
have spare adapters available from other vendors, try different ARCnet and
token-ring adapters. Compatibility issues between certain hardware vendors may
exist.
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Workstation Connectivity Q & A: NWDLL2.EXE and Dynalink
Problem

Since installing the dynamic link libraries (DLL) from NetWare
NWDLL2.EXE, | receive a dialog box that says "Undefined Call to Dynalink"

when | execute a program that has to make calls to the network. After

replacing the DLLs with the original versions, | still have this problem. Did |
miss something? What can | do?

—
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After confirming that you have the original DLLs in place, check to see that you
have the correct VIPX.386 and VNETWARE.386 files in the WINDOWS\SYSTEM
directory (if you are running Windows on the workstation). Be sure to check the
Windows Setup to see if it indicates the correct version of NetWare or the shell
version in use. This error message indicates that you are using a version of the
DLLs or .386 files from the Virtual Loadable Modules (VLMs) that are intended for
NETX.

—
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Workstation Connectivity Q & A: TCP/IP and Packet Forwarding

I have two network adapters in my server, with the TCP/IP protocol stack
bound to both. Workstations on each adapter can ping the adapter in the
server they are attached to but not the remaining adapter in the server. |
tried putting the IP ROUTER statement in the NET.CFG file, but it didn't
help. Is there something | am missing?

The first thing to check is that you have TCP/IP loaded on the server with
FORWARD=YES on the command line in the AUTOEXEC.NCEF file. The default
for TCP/IP in the NetWare environment is not to route Internet Protocol (IP)
traffic. It is also a good idea to check that you have the latest versions of the LAN
drivers for the network adapters in the server. Older drivers can sometimes have
problems routing protocols other than IEEE 802.3. If you are using a subnet
mask other than the default for the IP class being used, make sure that the
workstation is also using the same subnet mask in its NET.CFG file.

e
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Workstation Connectivity Q & A: dBASE4 and VLMs

Since upgrading our workstations to use Virtual Loadable Modules (VLMs),
dBASE4 presents error messages that it "can't access files." When we
switch back to NETX on our workstations, everything is fine. Is there a trick

to running dBASE4 with VLMs?

It is possible that dBASE4 may not be compatible with the VLMs, depending on
what type of application program interface (API) calls the dBASE4 programmers
used to write the program. First, get the latest version of the VLMs from a
NetWare 4.10 server or from NetWire. Then, make sure you get the latest
updates to the VLMs. Check the documentation that is available on NetWare
4.10 or v3.12 and set the Read-Only compatibility to ON, which may make
dBASE4 more tolerant of the environment it is running on.

e
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Workstation Connectivity Q & A: IPX and IP Integration

Our corporate backbone uses the Internet Protocol (IP) almost entirely for
communications. Most of the workstations use the Internetwork Packet
Exchange (IPX) protocol to talk to the servers that are local to them. How
can those workstations talk to remote servers without using

IPTUNNEL.LAN?

For just a few server connections, IPTUNNEL.LAN may be your best choice. It
becomes a problem when you are using it for most of servers on the LAN
because of the performance load it presents on the server and the increased
traffic caused by the Service Advertising Protocol (SAP). NetWare/IP allows you
to run an IP backbone between servers and extend IP communications to the
desktop. The workstations will still see their usual F: drive prompt, but they will be
talking to the server using TCP/IP instead of IPX.

—
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Workstation Connectivity Q & A: NETX vs. VLMs
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My users are currently using NETX to talk to our NetWare v3.12 server. Is

there an advantage to using Virtual Loadable Modules (VLMs) to do this
instead?

VLMs may offer better memory management (i.e., more conventional RAM is
available) than is possible with NETX. By using VLM.EXE on the workstation, you
are in a better position to make the change to NetWare 4.10 with minimal
changes to each workstation. If you need to use packet burst technology, VLMs
are your only choice. VLMs also fix other problems, such as workstations locking
up when broadcast messages are received.
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Workstation Connectivity Q & A: Windows and IPX, Tips for
Windows on a LAN

My users use Windows 3.1. Are there specific versions of IPX and NETX |

should use? Also, do you have any tips for running Windows on a NetWare
LAN?

The latest IPX and NETX files can be downloaded from NetWire on
CompuServe. NET33X.EXE, a self-extracting file, can be downloaded from the
NOVFILES forum on NetWire. You should be aware that Novell has announced
that it will no longer provide updates to NETX, and they encourage organizations
to plan to migrate to the VLM client architecture. VLMs are modularized and
replace the NETX shell.

Many organizations still use IPX.COM and NETX.COM because they do not run
multiple protocols on the same network adapter at the workstation. In addition,
many overworked network administrators still chant the old adage "If it ain't
broke, don't fix it." However, some of the older drivers don't work well with newer
applications on the market today. In fact, some recent applications were written to
interact with VLMs on the workstation.

With Novell's decision not to provide future upgrades to NETX.COM, you may
want to revisit your thoughts on upgrading to VLMs in the future. Also, if you're
planning to run Windows on the LAN, VLMs will provide your Windows users with
an improved way of accessing NetWare services from within Windows (i.e., drive
mappings and print queues).

NetWire recently released a new naming scheme for its client workstation and
Windows upgrade files. If you were familiar with DOSUPX and WINUPX, you'll
need to know the new naming scheme. The last versions, DOSUP9.EXE and
WINUP9.EXE, have been removed. CompuServe has a filename length limitation
of 6.3 characters, unlike DOS's 8.3 characters. Since future revisions would
exceed that limit (unless NetWire switched to hexadecimal representation:
WINUPA.EXE), Novell decided to take the opportunity to restructure the file
names.

DOSUPX.EXE has been split into two files: NET33X.EXE and VLMUP2.EXE.
WINUPX.EXE has been split into two files: WINDR2.EXE and NWDLL2.EXE.

Below is a table of files you need to download, depending on whether you use



DOS or Windows on the workstation.

DOS
NETX/IPX
NETX/ODI
VLM/ODI

Windows
NETX/IPX

NETX/ODI

VLM/ODI

v2.x/v3.x

NET33X.EXE
NET33X.EXE
VLMUP2.EXE

NET33X.EXE
WINDR2.EXE

NET33X.EXE
WINDR2.EXE
NWDLL2.EXE

VLMUP2.EXE

4.02

NET33X.EXE
NET33X.EXE
VLMUP2.EXE

NET33X.EXE
WINDR2.EXE
NWDLL2.EXE

NET33X.EXE
WINDR2.EXE
NWDLL2.EXE

VLMUP2.EXE
WINDR2.EXE
NWDLL2.EXE

4.10
NET33X.EXE
NET33X.EXE
Ships w/ latest

NET33X.EXE
WINDR2.EXE
NWDLL2.EXE

NET33X.EXE
WINDR2.EXE
NWDLL2.EXE

Ships w/the latest

WINDR2.EXE

*If you're using NWADMIN.EXE v4.06, use the client kit DLLs that ship with

NetWare 4.02.
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Workstation Connectivity Q & A: File Server Not Found

When | try to log into the server after loading NETX, | get the message "A

file server could not be found." What causes this and what do | need to do
to fix it?

Loading the NetWare NETX shell sends out a broadcast message on the network
"Get Nearest Server." Servers that receive this message send a "Give Nearest
Server" message back to the workstation. The workstation attaches to the first
server that responds. If the workstation does not receive a reply from any servers
within a specified amount of time, it will retry the number of times that is set in the
"IPX retry count." The default is twenty retries If after twenty retries there are no
replies from any servers, the message "A file server could not be found" appears.

Many components of a network could cause this error message to occur, such as
a workstation, a file server, or wiring. Let's look at a few steps you can take to
narrow down your search:

1. Communications
a. How many workstations are involved?
b. If many, is a file server, bridge, or router down?
c. If many, are any common cable routes disconnected?

2. File Server
a. Is the file server up and running?
b. Is IPX bound to the adapter in the file server?
c. Have you exceeded the number of user licenses for this server?
d. Use TRACK ON to see if the file server is receiving the broadcast
message from the workstation and returning the "Give Nearest Server"
response.

3. Workstation

a. Does the frame type in NET.CFG match the frame type in the server?
b. Does IPX or IPXODI load properly?

e
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Workstation Connectivity Q & A: Disk Full Error after Upgrading to
VLMs

—
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| upgraded to VLMs recently. On one of the workstations | receive the error
message "Windows cannot write to this file. Disk may be full.” I've
increased the number of file handles in this workstation, but | still receive
this error message. What's wrong and how do | fix it?

When you mention that you have increased the number of file handles on this
workstation, does that include the CONFIG.SYS file? VLMs don't use File
Handles statements in NET.CFG files anymore.

You may need to reinstall the requester. If you issue the CAPTURE statement
before going into Windows and the problem is resolved, try reinstalling the VLMs.

This problem can also result from the Windows temporary directory being full.

—
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Workstation Connectivity Q & A: 0S/2 Warp Requester Version

| recently installed OS/2 Warp on my workstation. What version of the
requester do | use?

First let's discuss IBM and Novell's position on OS/2 Warp support. You only want
to use a version that is supported by both Novell and IBM. Novell and IBM have
agreed to support calls on OS/2 Warp v3.0 with the NetWare Client for OS/2
v2.10. Novell officially will support the NetWare Client for OS/2 v2.11. We
recommend that you use the v2.11 version only.

The NetWare Client for OS/2 v2.11 consists of seven self-extracting files:

WSO0S21.EXE Installation program files

WSO0S22.EXE Requester files

WSO0S23.EXE Windows libraries and Remote Program
Load (RPL) files

WSDRV1.EXE LAN driver files

OS2UT1.EXE Files for MAP, SYSCON, CX, etc.

OS2DC1.EXE Documentation in OS/2 IPF format files

OS2VMB.EXE Virtual Loadable Module (VLM) boot disk
image files

Novell has a faxback service that is accessible 24 hours a day, seven days a
week. The toll-free number is (800) NET-WARE.

1. Press 2 for technical support.
2. Press 2 for technical documents via faxback.
The faxback service provides documents that cover OS/2 issues. The OS/2

documents are numbered 2,001 through 2,009. These are some of the
documents available:

Document #2007 NetWare and IBM requesters on token-ring
Document #2008 NetWare and IBM requesters on Ethernet
Document #2009 OS/2 latest fixes

—
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Workstation Connectivity Q & A: Changing File and Directory
Attributes

=
£

How do | change the attributes of a file and a directory?

=
'These are the utilities you use to change file and directory attributes in NetWare
v3.X:
FLAG DOS command line utility to change file attributes
FLAGDIR DOS command line utility to change directory attributes
FILER Menu-driven utility
File and directory attributes override trustee assignments at the user and group

level. However, users must have rights to a file or directory before they can take
advantage of the file attributes.

You can modify or assign the following attributes to files in NetWare v3.x:

A Archive Needed--used for backups

Cl Copy Inhibit--used for Macintosh users

DI Delete Inhibit--file can't be deleted (Macintosh)
X Execute Only--file can be executed only

H Hidden--file can't be seen in DOS DIR command
RA Read Audit--tracks reads to a file

RO Read Only--can view file only

RW Read Write--can view, edit, or rename file

R Rename Inhibit--can't rename file (Macintosh)

S Shareable--multiple users can share file

SY System--system files only



T Transactional--used to track transactions to completion

WA Write Audit--tracks writes to a file

You can modify or assign the following attributes to directories in v3.x:

D Delete Inhibit--directory can't be deleted
H Hidden--directory can't be seen in DOS DIR command
P Purge--all files in directory are automatically purged

when deleted

R Rename Inhibit--can't rename directory
SY System--defines system directories

These are the utilities in NetWare 4.x you use to change file and directory
attributes:

FLAG In 4.x, Novell combined several utilities from v3.x like
FLAG and FLAGDIR into the FLAG command. FLAG is
stilla DOS command line utility, but now can be used to
modify directory attributes as well as file attributes.

FILER Menu-driven utility that combines several utilities from
v3.x, such as SALVAGE, PURGE, etc., into one utility.

In addition to the v3.x file and directory attributes, in 4.x, you can modify the
following file and directory attributes:

CC Can't Compress--Based on requirements set by the
administrator, this file can't be compressed because it
doesn't save enough space.

CcO Compress--This is a compressed file.

DC Don't Compress--Don't compress this file or directory.
DM Don't Migrate--Don't migrate this file or directory.

IC Immediate Compress--The file or files in this directory

are marked for immediate compression.
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Workstation Connectivity Q & A: Creating a Diskless Workstation

How do | create a diskless workstation and connect the workstation to a
NetWare file server?

When a DOS-based workstation boots, it goes through a boot process that
checks the system BIOS, checks for an AUTOEXEC.BAT and a CONFIG.SYS
file, and performs other startup procedures. Connecting that same workstation to

the network requires you to load network drivers locally that interact with the
network adapter, which in turn communicates with the rest of the network.

Changes on the Workstation

1. Install a Remote Reset programmable read-only memory (PROM) or boot from
a chip on the network adapter in the workstation. Locate directions to do this in
the adapter documentation.

2. Run the DOSGEN utility to copy the workstation's boot files to the file server.
The files will be stored as a boot image file (NET$DOS.SYS) on the server.

Changes on the File Server

1. The file server receives the NET$DOS.SYS boot image file of the workstation
and places it in the SYS:LOGIN directory.

2. If you are using only one diskless workstation, you are finished. If you are
using more than one, you will obviously need to identify each workstation using a
unique name from NET$DOS.SYS.

3. Rename the NET$DOS.SYS image file for each diskless workstation to
something meaningful (i.e., JIM.SYS, NANCY.SYS, etc.).

4. Create a BOOTCONF.SYS file in the SYS:LOGIN directory that provides the
following information: IPX network number, node number, and image file name
(i.e., JIM.SYS). This is a text file that identifies which boot file to load for each
workstation.

—
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Workstation Connectivity Q & A: Black Screen of Death

My Windows users get a black screen with a blinking cursor in the upper-

left-hand corner when they try to use a DOS application. What is happening
and how do | fix it?

It sounds like your users are experiencing the well-known problem called the
black screen of death (BSOD). The problem can be recreated using the following
files and versions: VNETWARE.386 v1.06 and NETX.EXE v3.31. The old method
of solving this problem was to revert to the older VNETWARE.386 v1.04 and
NETX.EXE v3.26. However, we don't like to go backwards in versions unless
absolutely necessary.

Fortunately, new drivers that solve this problem are available on CompuServe in
the NOVFILES forum. At the time of this publication, the latest version of
VNETWARE.386 is 2.04, dated 08-17-94. To update to the latest Windows
drivers, access CIS NOVFILES and download the following files: WINDR2.EXE
and NWDLL2.EXE. To update the clients, download one of the following files:
NET33X.EXE or VLMUP2.EXE.

VNETWARE.386 is the driver that enables your DOS applications to run on the
network under Windows. NETX.EXE is the shell on the client workstation that
intercepts network commands and redirects them over the network. Novell is
recommending that organizations upgrade the clients to the newer VLM
architecture, because it will no longer provide upgrades to NETX.EXE.

—
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Workstation Connectivity Q & A: CASTON and CASTOFF in
NetWare 4.x

What are CASTON and CASTOFF? | recently upgraded to NetWare 4.x and
can't find these utilities?

CASTOFF is used by a workstation to avoid receiving messages sent by other
users. When a user sends a message to another workstation, it first is sent to the
file server. The server looks up the recipient's address via its connection table.
CASTOFF sets a bit in the server's connection table that tells the server to
prevent messages from being sent to that workstation.

Using CASTOFF by itself does not preclude the server from sending its own
messages to the workstation. To avoid receiving user messages and server
console messages, the workstation should use CASTOFF ALL. CASTOFF ALL
changes a bit in the NetWare shell at the workstation instead of in the server's
connection table. This means that the messages are forwarded by the server to
the workstation, and the shell does not display the messages. The shell keeps
the first message it receives after the CASTOFF ALL command is issued, and
discards any further messages. When CASTON is issued, the shell displays only
the first message it kept at the workstation.

Windows users will have to modify their configuration for CASTOFF ALL to work
properly. This is because Windows' has its own enable/disable messages option
that sets a bit in the shell. If the Windows option to receive messages is enabled,
it will change the bit in the shell to display messages, thus overriding the
CASTOFF ALL command.

To change the Windows option (from within Windows) so that CASTOFF ALL
works properly:

1. Open the Control Panel.
2. Choose Networks.

3. Change the ENABLE option to DISABLE.

If you prefer to change the option from DOS:

1. Edit the NETWARE.INI file.



2. Locate the [OPTIONS] section.
3. Add the line "MESSAGES=0."

The CASTON command is used to signal the server that the workstation now
wants to receive messages. It changes the bit in the server's connection table.

NetWare 4.x

In NetWare 4.x, CASTON and CASTOFF have been combined with the SEND
command into a newer version of the SEND command. The syntax for a SEND in
4 x is as follows:

SEND ["message"[TO] [username | groupname | servername ]] [/A=[A| N
C|PIIPIISTII?]

in which:

/A=A or /A Workstation receives all messages.

IA=C Workstation receives messages only from the server.
IA=P Workstation will poll server for messages.

/P Workstation will poll server for last message sent.

IS Workstation shows the current broadcast mode.

1? Workstation displays help for the SEND command.
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Workstation Connectivity Procedure List

Connecting a Workstation to the Network

Resolving Slow Workstation Performance on a Network

Vo L
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Workstation Connectivity Procedure: Connecting a Workstation to
the Network

1. Install a network adapter in the workstation.

2. Configure it to avoid IRQ, 1/0, or DMA conflicts with other devices present in
the workstation.

3. Connect the network adapter to the cabling system for the LAN.

4. Install the client software from diskette (prepared by using the INSTALL.NLM
on a NetWare v3.12 or 4.10 server).

5. Reboot the workstation and log into the network.

i
£
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Workstation Connectivity Procedure: Resolving Slow Workstation
Performance on a Network

1. Try a different network cable.

2. Try a different adapter in the workstation.
3. Try updated ODI drivers.

4. Try an updated network adapter driver.

5. If using VLMs, try using PB BUFFERS = 0 under the NetWare DOS Requester
header in the NET.CFG file.

6. Try removing any DOS TSRs that are being loaded at the workstation.
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Workstation Connectivity Requirements

Network adapter that matches the access method in use (i.e., Ethernet coax,
10BASE-T, token ring, etc.)

LAN drivers for the adapter to initialize and establish a connection to the
server

Cable to connect the network adapter to the topology in use
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Workstation Connectivity Utilities

AuditTrack v2.04 (Free 30-Day Trial) from On Technology

John T. McCann's SofTrack (Free 30-day Trial) from On Technology

NetTunePRO from HawkNet

NENV10 and NLOGIN by Darwin Collins

NMENUS335 by Dirk Engelhardt

WHOHASIT by Andrew Cobb

WINMENU GE v2.4 for All Networks

WINMENU v6.05 for Novell 3.x Networks

—
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Workstation Connectivity Utility: NMENU335 by Dirk Engelhardt

—
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NovMenu v3.35 is a menu system for NetWare.

To install it, copy the directory \PROGRAMS\NMENUS335 to the SYS:SYSTEM
directory on your file server.

iy
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Workstation Connectivity Utility: WHOHASIT by Andrew Cobb

WHOHASIT displays the files a workstation is using on a NetWare network, including
volume use. It also allows you to send broadcast messages.

To run it, copy the directory \PROGRAMS\WHOHASIT to your hard disk.
WHOHASIT is a Windows utility. To install it, type WHOHASIT.EXE from the File Run
option in Windows.

—
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Workstation Connectivity Utility: WINMENU GE v2.4 for All
Networks

i
£

Requires Windows 3.1 or above.

Winmenu is a state-of-the-art menu program for Windows users designed to
facilitate access to all applications and provide authorized access for the users. LAN
sites that are contemplating to move to the Windows environment will find
Winmenu a must. Winmenu provides easy and intuitive access without the
complications of the Program Manager. The greatest advantages of Winmenu are its
ability to ease administration tasks and provide authorized access based on the
group codes the user belongs to. It is cost-effective and looks great!

Please read the WINMENU.TXT file for more information.
To install it, copy the D:\\PROGRAMS\WINMENUG directory to your hard disk.
Copyright by Ricky Freyre, 1995 / All rights reserved.

Compuserve# 70154,2635
Internet: 70154.2635@compuserve.com

iy
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



Workstation Connectivity Utility: WINMENU v6.05 for Novell 3.x
Networks

i
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Requires Windows 3.1 or above.

Winmenu is a state-of-the-art menu program for Windows users designed to
facilitate access to all applications and provide authorized access for the users. LAN
sites that are contemplating to move to the Windows environment will find
Winmenu a must. Winmenu provides easy and intuitive access without the
complications of the Program Manager. The greatest advantages of Winmenu are its
ability to ease administration tasks and provide authorized access based on the
group codes the user belongs to. It is cost-effective and looks great!

Please read the WINMENU.TXT file for more information.
To install it, copy the D:\PROGRAMS\WINMENUN directory to your hard disk.
Copyright by Ricky Freyre, 1995 / All rights reserved.

Compuserve# 70154,2635
Internet: 70154.2635@compuserve.com
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Workstation Connectivity Utility: NENV10 and NLOGIN by Darwin
Collins

This package documents the methods we use to automatically maintain the
workstation network drivers, applications, and other workstation files.

It also includes NLOGIN.EXE, a NetWare 4.1 utility, that makes it easier for users to
login to a NetWare 4.10 server. NLOGIN.EXE will search the user's 'short' login
name in the NetWare Directory Services (NDS) tree and return the full NDS name so
that it can be used for Novell's LOGIN.EXE. The purpose of this package is to aid
other Network administrators in setting standards, batch files, and utilities and to
make the maintenance of workstation network drivers and miscellaneous files
painless.

For example, whenever, we receive a newer mouse driver, VLMUP*, or Windows 3.1
patches, we can easily distribute these files to all our workstations. (We usually test
them for a week or two on one server before we copy them to other servers and
sites).

However, for more complicated installations or anything to do with Windows, such as
Lotus SmartSuite, Novell's WIN2NCS, CorelDraw, PCAnywhere, SPSS for Windows,
or the Oracle client, we use a package called WinlInstall 4.0. You can obtain
WinlInstall 4.0 by contacting us at (301)270-4458 or CompuServe 71371,635.

To install these utilities, copy the D:\PROGRAMS\NVEN10 directory to your hard
disk.

Please read the README.TXT file for more information.

i
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Workstation Connectivity: AuditTrack v2.04 from On Technology
(Free 30-Day Trial)

AuditTrack v2, a NetWare network auditing product, is a network surveillance

system that allows LAN administrators to track and identify all login, file, remote
access and bindery activity occurring anywhere on a NetWare network.

To install this software, copy the directory D:\PROGRAMS\AUDITTR to your hard
disk. Then run the SETUP program from the Windows Program Manager File
Run command line. If your hard drive is designated as drive C, type C:\AUDITTR\
setup.exe and choose OK.

—
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Workstation Connectivity Utility: John T. McCann's SofTrack from
On Technology (Free 30-day Trial)

SofTrack, a software metering package, includes native support for Novell's
NetWare Directory Services (NDS).

To install this software, copy the directory D:\PROGRAMS\SOFTRACK to your
hard disk. Then run the INSTALL program from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
softrack\install.exe and choose OK.

i
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Workstation Connectivity Utility: NetTunePRO from HawkNet
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NetTune PRO is performance tuning and monitoring software for NetWare 4.1.

You can receive an evaluation of this product from HawkNet's World Wide Web
site at http://www.hawknet.com/~netinfo.

—
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Internetworking Q & A

Definition of Packet Burst

Internal vs. External Routers
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Internetworking Q & A: Internal vs. External Routers

What is the difference between an internal and an external router? In what
cases would | use each?

Routers connect different network segments and operate at the Network Layer
(Layer 3) of the OSI Model. As such, they must receive their information from a
Network Layer protocols. In NetWare, this network layer protocol is IPX. A
network segment connected to a router must have its own unique IPX network
number. A router can interconnect network segments of different types (i.e.,_
Ethernet to token-ring.

Novell, in the past, has incorrectly labeled its NetWare routers as bridges. It has
cleared up this confusion by properly naming them as routers, regardless of
whether they are internal or external routers.

The difference between an internal and external router is the location where the
router resides. An internal router is represented by two or more network adapters
that reside inside the NetWare file server, where the server's network operating
system handles the exchange of data between networks. You should only use an
internal router if the network is small and handles a low volume of traffic.
Otherwise, you could overtax your file server.

An external router is a device, such as a PC, separate from the server but
connected to the network. Software running on the PC or other device handles
the exchange of data between networks. One network adapter must be placed in
the PC or device for each network segment you need to interconnect. It is
generally advisable to use a dedicated external router whenever possible and
affordable so as to reduce the load on the file server.

—
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Internetworking Q & A: Definition of Packet Burst
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How do | use packet burst? What is it?

Before we give the technical use and explanation of packet burst, we'll give a
common everyday example that is similar.

Imagine you want to check out twenty books from the library. You check out the
first book, carry it to the car, drive home, deposit the book, and drive back to the
library to check out the next book. You continue in the same fashion until all the
books are checked out and you have twenty books at home.

That's the way NetWare v3.11 and below handled NetWare Core Protocol (NCP)
requests. For each request of 512 bytes of data, the requester had to wait for a
response before issuing the next request. So, to request 8 kilobytes (KB) of data,
thirty-two transactions were necessary.

As connecting networks across Wide Area Networks (WWANs) became more
prevalent, this method proved too slow. In addition, the overhead involved
introduced more traffic on the WAN links. Packet burst was designed to eliminate
the request/response nightmare. Instead, the client could issue a single "burst"
read of the entire 8KB. Packet burst permits NCP to burst up to 64KB of data in
each request.

So, in our library example above, with packet burst technology, you could now
check out all twenty books at one time and take them home in a single trip.

In addition to packet burst, Novell introduced another product, Large Internet
Packet (LIP) , to improve performance over the WAN. When a router separates a
client and a server, the 576-byte |IPX packet limit is removed.

In NetWare v3.11, Novell combined packet burst and LIP into the single
PBURST.NLM. You will find PBURST.NLM v3.12 and 4.x products as well.

If your network requires you to access other NetWare servers across a WAN, you
will want to implement PBURST.NLM, especially if your links are slow. Also,
PBURST.NLM must be loaded on both servers involved in the communication to
work. Ordinarily, when two servers are separated by a router, politics are involved
in adding anything to another administrator's server. However, since this involves
speeding up the network communications, you shouldn't run into too much
trouble.



Neither PBURST or LIP affect SPX traffic.

e
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Internetworking Procedure List

Router Tracking Screen to Find IPX Internal Numbers

Router Tracking Screen to Find Media Access Control (MAC) Address of Network

Adapter

Router Tracking Screen to Find Network Number
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Internetworking Procedure: Router Tracking Screen to Find MAC
Address of Network Adapter

1. Go to the server console or use RCONSOLE.EXE from DOS.

2. At the console, press Alt-Esc; in RCONSOLE, use the numeric keypad minus (-)
key to get to console prompt (:).

3. Type TRACK ON.

4. Reboot the network workstation. Watch the screen for a Get Nearest Server
request.

5. Pause the screen by pressing any key.

6. Write down the number in the brackets to the right of the colon on the line that has
the Get Nearest Server request.

7. This is the MAC address of the network adapter in the PC. Write it down for future
reference.

8. Use Alt-Esc at the console or the numeric keypad minus (-) key in RCONSOLE to
return to the console prompt (:).

9. Type TRACK OFF.
10. Leave the console or quit RCONSOLE.

—
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Internetworking Procedure: Router Tracking Screen to Find
Network Number

1. Go to server console or use RCONSOLE.EXE.

2. At the console use Alt-Esc; in RCONSOLE use the numeric keypad minus (-) key
to get to console prompt(:).

3. Type TRACK ON.
4. Watch the screen for data.
5. Pause the screen by pressing any key.

6. Look for the line that has a server's internal IPX number to the right and has to the
left. (The number to the left of the colon (XXXX) is the network number.)

OR
1. While watching the screen, look for a Get Nearest Server request.

2. Write down the number inside the brackets and to the left of the colon(:). It is the
network number.

3. At console use Alt-Esc; in RCONSOLE, use the numeric keypad minus (-) key to
get to the command prompt (:).

4. Type TRACK OFF.
5. Leave the console or quit RCONSOLE.

e
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Internetworking Procedure: Router Tracking Screen to Find IPX
Internal Numbers

1. Go to the server console or use RCONSOLE.EXE in DOS.

2. At the console, use Alt-Esc; in RCONSOLE, use the numeric keypad minus (-) key
to get to the command prompt (:).

3. Type TRACK ON.
4. Watch the screen for incoming and outgoing router packets.
5. When the screen has packets, press any key to pause the screen.

6. Look for the line that has the file server name on it and, to the left, a set of
brackets with a colon in the middle.

7. The number to the right of the colon should be 000000000001.

8. The number to the left of the colon is the internal IPX number of the server whose
name is on the line.

9. Write down the number for reference.

10. Use Alt-Esc at the console or the numeric keypad minus (-) key to return to the
command prompt ().

11. Type TRACK OFF.
12. Leave the console or quit RCONSOLE.
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Database Q & A

Database Management System (DBMS) Definition

Database Server Definition

Definition of Btrieve

Hardware Platforms Available for Database Servers

Navigational Database Definition

Object-Oriented Database Definition

Relational Database Definition

Structured Query Language (SQL) Definition
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Database Q & A: Relational Database
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What is a relational database?

A relational database is one that represents data as a collection of tables.

Developers are shielded from the often complicated underlying data structure,
and are left simply to deal with tables.

A relational database can be visualized similar to a spreadsheet file. A table of
data contains rows and columns. The rows comprise database fields such as
name, address, city, state, etc.; columns represent the value of those fields. Let's
look at two examples of simplified tables:

Table 1:

CUSTOMER NAME Huggans Consulting
PO NUMBER AUS101

ITEM NUMBER 123456

DATE 8/7/95

AMOUNT $5,000.00

Table 2:

CUSTOMER NAME Huggans Consulting
ADDRESS 123 Fancy Highway #1
CITY Bungalow

STATE TX

ZIP 08854

One table can relate to another table by the value of a field they share in
common. In the examples above, Table 1 clearly relates to Table 2 because the
value of both tables' CUSTOMER NAME field matches. Therefore, the data in
Table 1 correlates to the data in Table 2. A user can generate a report by
querying the tables and relating them on a common field value.

Typically, you would only have one record for a customer in an address table, but
records in a purchase order table, you might have several that relate to the
customer file.

With relational theory, routine queries usually involve more than one data file. In
addition, two files can be used to generate a third file when extracting data that
meets a certain criteria.



In hierarchical or non-relational systems, records in one file contain fixed pointers
to records in another file. In this method, there is no need to compare the value of
fields to form a relationship.

o L
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Database Q & A: Object-Oriented Database
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What is an object-oriented database?

Novell's NetWare Directory Services (NDS) is an object-oriented database.
Those of you that have installed NetWare 4.x might be familiar with the objects
used by NDS, such as user object, volume object, and server object. Clicking on
an object reveals additional information about it. The information pertaining to the
object can be altered if necessary.

The objects in the NDS tree could just as well be text-based names; however,
objects or icons that represent objects are much easier to visualize and move
around the network.

Object-oriented databases are becoming more common than relational
databases because they are better suited for multimedia applications. In the
object-oriented database, any type of data can be stored, such as data, text,
voice, video, or pictures. Today's market is moving towards multimedia
applications versus the older text, character-based, and numeric applications.

Relational databases are best suited for characters, etc., but can contain pictures
(Binary Large OBjects, called BLOBs). Unfortunately, those pictures do nothing
but sit in the field of the database unless the application accessing that picture
contains routines that know what to do to display the picture.

Conversely, in an object-oriented database, an object (i.e., image object) might
contain z itself to invoke routines that know to go and get the image file and run a
routine to display the image. This gives more flexibility to applications, placing
more emphasis on the objects.
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Database Q & A: Database Server
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What is a database server?

A database server is simply a server that has as its sole function to perform
database functions. Databases were originally designed as applications that ran
on file servers. However, as more and more processing power was needed, the
database functions were spun off the file server to increase database
performance and to eliminate unnecessary bandwidth requirements on the
network.

Database servers differ in design from their predecessors--database systems
that sit on a file server. On the older systems, when a user placed a request to
sort a database, the entire database was downloaded to the user's workstation,
where the sort was performed, and then the entire database was sent back
across the network to the file server. This older method involved a lot of traffic
across the network, and was really slow if the network was busy.

Database servers (sometimes called database engines) solve this problem. First,
the database server is set up as a dedicated server on the network: as a peer to
the file server, instead of as an application on the file server. When a user
requests a sort on a database, the database server performs the sort. This
means that only the user's request travels across the wire, not the database. The
user can query the database for records that meet certain criteria. The database
server receives the query, extracts the records that meet the criteria, and returns
only those records to the client. This method is much more bandwidth-efficient.

e
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Database Q & A: Navigational Database
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What is a Navigational database?

The data model is the way in which a Database Management System (DBMS)
abstracts data from a database and presents it to an application. The three data

models in use today are navigational, relational, and object-oriented. Btrieve is an
example of a Navigational database engine.

Navigational refers to the data access method that's used to "navigate" up, down,
or sideways through data records. This method provides the developer with direct
access to the data and knowledge of the underlying data structure, unlike the
Relational model, in which the developer is shielded from knowing the data
structure.

Btrieve Technologies has taken a unique approach in developing its MicroKernel
Database Architecture (MKDA), which breaks the database model away from the
low-level functions found in all databases. This means that using the MKDA
architecture, it doesn't matter which data access model is used because the data
is stored in a model-independent form.

e
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Database Q & A: Hardware Platforms Available for Database
Servers

—
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What are the hardware platforms available for database servers?

The hardware platform may well determine the overall efficiency of your database
server. The following is a list of database server platforms to choose from:

¢ Intel-based single processor (i.e., IBM Model 90)--small organizations

e RISC-based single processor UNIX servers (i.e., IBM RS/6000 590)--medium-
sized organizations

e Multiprocessor server (i.e., HP 9000, Compaq ProLiant 2000)--medium- to
large-sized organizations

¢ Mainframe server--only if you have some hanging around

In most cases, the hardware platform selection will be driven by the database
engine that will be used. Since a database server can process mission-critical
transactions for an organization, utmost care should be involved in the planning
stage. Server hardware prices can range from $50,000 to $200,000. The
Compagq ProLiant 2000s, which cost $55,000 or so, house RISC-based
processors. Note that we mentioned processors instead of processor.
Multiprocessor servers are especially advantageous for database engines
because the engines can be tied to specific processors, allowing the database to
access the full resources of the processors without worrying about scheduling

algorithms that can eat up clock cycles.

Another technology, called parallel processing, permits splitting a query into
several queries and then distributing them among multiple processors (think of it
like RAID). The distributed query, when finished, is reassembled. If your database
server only has one processor, your technology options are limited. Depending
on the combination of hardware and software, more than one CPU can be used.

i
£
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Database Q & A: Database Management System (DBMS)
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What is a Database Management System (DBMS)/

A DBMS provides software tools to manage a database system. These tools can
manage and administer data storage, retrieval, and security.

At one time, there wasn't much need for a network administrator to understand
the dynamics of a DBMS, since most of these systems were on mainframes or
UNIX boxes. As rightsizing occurs and more mission-critical applications are
migrated to the LAN environment, it's important for LAN administrators to
understand the basics of the DBMS.

The following features are found in most DBMS systems:

Database Design--Database design is done prior to input of data. Design uses a
data definition language (DDL) called a database programming language. A DDL
is used to construct the primary database. The structure of the primary database
is stored by a maintenance tool in another database.

Data Administration--This is a way to manage access to the system. This is
similar to managing the read/write access of users on a NetWare file server.
Administration tools provide a way to limit or grant users varying levels of access
to data.

Data Entry--This feature helps to control data entry. It can include user prompts
or fancy data input screens.

Report Generation Tools--Programmers use these tools to provide canned
reports for users of the system. These typically consist of the most frequently
requested user reports.

"Ad Hoc" Query Tools--These tools help users to formulate queries to the
database to generate reports that are not built into the system. It provides users
with the flexibility to create their own custom reports.

Data Integrity Tools--Data integrity tools provide functions like rollback in a
database in the event that a server crashes in the middle of a transaction. This is
the equivalent of TTS in NetWare. NetWare's Transaction Tracking System (TTS)
has built-in rollback and recovery at the I/O level of operations that ensures
recovery from system or I/O glitches or failures.
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Database Q & A: Structured Query Language (SQL)
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So what is this thing called Structured Query Language (SQL)?

SQL is pronounced "SQL" or "see qwill" and is provided by some Database
Management Systems. SQL is a standard language used for creating,
maintaining, and viewing data in a database. Believe it or not, two scientists, E.F.
Codd and C.J. Date at IBM Corp., originally invented SQL for access to the
company's mainframe databases. The American National Standards Institute
(ANSI) promulgated a standard SQL definition for use across all computing
platforms and operating systems.

Some of you may already be familiar with Scalable SQL (formerly NetWare SQL),
by Btrieve Technologies. Scalable SQL is a relational database that scales your
database applications from mobile notebooks to large client/server environments.
Once you create an application for a Scalable SQL engine, you can deploy it in
any configuration without rewriting a line of code.

—
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Database Q & A: Definition of Btrieve
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What is Btrieve?

Btrieve is a record management system that includes server- and client-based
products. Novell incorporated Btrieve as its database schema on a server, and
later purchased the small company that designed it. Btrieve was recently
spawned off on its own, with Novell retaining rights to package the database with
NetWare servers. The new company is now called Btrieve Technologies and
resides in Austin, Texas.

The Btrieve database resides on a file server. The record manager is software
that manipulates the records in the database and provides data /O and
communications. The record manager software can reside on the server as a
Net\Ware Loadable Module (NLM) or as a requester on a client workstation. Only
the server-based software is provided with NetWare. The client-based software is
only available as a developer's kit for an additional charge.

—
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Database Procedure List

Enabling a Database File to Be Protected by TTS

Optimizing Performance of NLM-Based Database Operations
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Database Procedure: Enabling a Database File to Be Protected by
TTS

1. Identify the file(s) to be protected by TTS.
2. Change to the directory where the file(s) resides.

3. At the DOS prompt, type FLAG filename T and press the Enter key (replace
filename with the name of the actual file).

4. Repeat Step 3 to protect additional files.

Copyright 1995. Charles River Media. All Rights Reserved.



Database Procedure: Optimizing Performance of NLM-Based
Database Operations

1. Keep the cache buffers above 70 percent.
2. Verify you have the latest LAN and hard disk drivers loaded.

3. Set the maximum concurrent disk cache writes to a higher value if the
environment is write-intensive, a lower value if it is read-intensive.

4. Set dirty disk cache delay time to a higher value if the write requests are small
in size, a lower value if the write requests are large in size.

5. If most of the files on the database server will be large in size, setting the disk

block size when the volume is created and the cache buffer size to larger than
default values will allow for more information to be read or written at a time.

—
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Migration Q & A

Login Scripts and Trustee Assignments Don't Work After v3.11 to v3.12 Upgrade

Upgrading from v2.x to v3.x

—
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Migration Q & A: Login Scripts and Trustee Assignments Don't
Work after v3.11-to-v3.12 Upgrade

I migrated our NetWare v3.11 server to v3.12 using MIGRATE.EXE 4.02, and

now our e-mail packages, login scripts, and trustee assignments work
improperly. What happened and what can | do to fix this?

E-mail packages often correlate to the user ID. When migration is performed, it
creates new users and user IDs in the bindery when they don't exist. Once
detected, many administrators run BINDFIX on the old server and then copy the
*.0OLD file onto the new server and run BINDREST. Unfortunately, this may only
solve the e-mail problem, while leaving problems with login scripts and trustee
assignments. The reason for this is the random assignment of user IDs by the
Migrate program. Unfortunately, the random IDs aren't so random, and some of
the mail directories and trustee assignments from the first migration are still
present.

To solve this problem, you'll need to do the following:

On the destination server:

1. Delete all users except for Supervisor and Guest.
2. Delete all groups except for Everyone.

3. Run BINDFIX.

On the source server:
1. Run BINDFIX twice.

NCOPY *.0OLD from the source server to the destination server.

Run BINDREST on the destination server.

Now, run MIGRATE.EXE.

Notice that you are running MIGRATE.EXE after you place the bindery on the

destination server. This prevents the MIGRATE.EXE program from generating
not-so-random user IDs. If only the lottery worked this way!

—
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Migration Q & A: Upgrading from v2.x to v3.x

I'd like to upgrade our NetWare v2.x server to v3.x. What's the best way to
go about this?

Although upgrading to newer versions of NetWare has, in the past, proven to be
a tedious task for network administrators, that is not the case today. Novell
provides two utilities that behave better than utilities of the past. The utilities,
which can be found on CompuServe's NetWire or the Internet's World Wide Web,
include the In-Place Upgrade NetWare Loadable Module (NLM) and the Across-
the-Wire migration utility.

If you only have a few NetWare v2.x servers, you can use the In-Place Upgrade
NLM (2XUPGRDE.NLM). This utility performs an upgrade on top of the same
server. It works by taking a NetWare v2.x partition, reformatting the disk (without
wiping out any data), and transforming that same disk into a NetWare v3.1x
partition. Although the utility doesn't wipe out the data on the v2.x server, we
always recommend that you perform a complete backup before trying any
operation similar to this. No ifs, ands, or buts!

The other utility, Across-the-Wire migration (MIGRATE.EXE), is easier to use if
you have more than a few servers, or if the servers are geographically dispersed.
Instead of upgrading on top of the same server, at least two servers are involved
in the upgrade process of one server. The utility migrates users and their
environments from a source server to a destination server. MIGRATE.EXE is run
from a workstation and the data is transmitted over the network. So, using this
utility, you must have at least one extra server to start with.
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Migration Procedure List

After Migration Steps

In-place Migration--Custom.

In-place Migration Standard (3.12).

Over-the-wire Migration STD.
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Migration Procedure: Post Migration Steps

1. Update references to the server name and paths in the user login scripts.
2. Test applications. The paths and data may be wrong. Check the .INI files.

3. Check for the proper file distribution (that the correct files are in the correct
subdirectories).

4. Update print servers and queues.
5. Check user restrictions for correct restrictions and paths.

6. If random passwords were chosen, print the NEW.PWD file. Otherwise, change
the passwords or have the users change their passwords.

7. Test printing.

Copyright 1995. Charles River Media. All Rights Reserved.



Migration Procedure: In-Place Migration--Custom

1. Go to a workstation attached to the network.
2. Go to DOS.

3. Insert the migration diskette in the drive. (Note: This procedure is much faster if
you copy the program disk to an empty subdirectory and run it from there.)

4. Run MIGRATE.EXE (from the subdirectory, if created).

5. Select Custom Migration.

6. Select Same-Server Migration.

7. Select the proper network operating system version on the file server (original).
8. Select the desired network operating system (destination).

9. Select the working directory (from the subdirectory, if created).

10. Use the Down Arrow key.

11. Select Pause after Errors and Warnings and press the Enter key.

12. Select Server and press the Enter key.

13. Select Type of Info to Migrate (you can use the F5 key to select multiple items).
14. Select Source Volume and press the Enter key.

15. Select Destination Server and press the Enter key.

16. Select Destination Volume and press the Enter key.

17. Press the Esc key when completed.

18. Select Random or No Passwords.

19. Press the F10 key.

20. Select Migrate to Working Directory.

21. Press the F10 key



22. View Migration Reports.

23. Press the F10 key.

24. Select Migrate from Working Directory.
25. Press the F10 key.

26. View Migration Reports.

27. Press the F10 key.

28. Exit to DOS.

e
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Migration Procedure: In-Place Migration--Standard (3.12)

1. Go to a workstation attached to the network.
2. Go to DOS.

3. Insert the diskette in the drive. (Note: This procedure is much faster if you copy
the program disk to an empty subdirectory and run it from there.)

4. Run MIGRATE.EXE (from the subdirectory, if created).

5. Select Standard Migration.

6. Select the proper network operating system version currently on the server.
7. Select the destination network operating system version.

8. Choose the directory where the migration may process files (from the
subdirectory, if created).

9. Press the Down Arrow key.

10. Press the Enter key and select the server to upgrade.
11. Press the Enter key and select the volume to upgrade.
12. Press the Enter key and select the same server name.
13. Press the Enter key and select the same volume.

14. Press the Esc key when done.

15. Select Random Passwords or assign No Passwords.
16. Select Start Migration.

17. View Migration Reports.

18. Exit.
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Migration Procedure: Over-the-Wire Migration STD

1. Go to a workstation attached to the network.
2. Go to DOS.

3. Insert the migration diskette in drive. (Note: This procedure is much faster if you
copy the program disk to an empty subdirectory and run it from there.)

4. Run MIGRATE.EXE (from the subdirectory, if created).
5. Select Standard Migration.

6. Select the proper network operating system version currently on the server to
upgrade.

7. Select the destination network operating system version.

8. Choose the directory where migrate may manipulate files (from the subdirectory, if
created).

9. Press the Down Arrow key when completed.
10. Press the Enter key for a list of servers.
11. Select the server.

12. Press the Enter key and select the volume (must be a system volume--one that
the server runs from).

13. Select the destination server--this is different from the original server.
14. Select the destination volume.

15. Press the Esc key when done.

16. Select Random or No Passwords.

17. Select Start Migration.

18. Select View Migration Reports; view for errors.

19. Select Exit.
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GroupWise Q & A

8204 Error Message with Sufficient Disk Space

ADMIN and VLMs

Alternate Logins

Appointments Vanishing

Automatically Adding Signatures

Creating Proxy for User on Another Post Office

Database Corruption

Difference between Delivery Modes

Difference Between DOS, OS/2, and NLM Versions of Gateways and Message

Servers

Documenting the Links

Error CO3E--Found Duplicate Key

Error Message after Upgrade to v4.1a

Error Message Viewing GIF File Attached to a Message
Fax Gateway Using E-mail Name Instead of Full Name
Gateway Only Uses Login ID, Not Full Name

Getting Current Information on GroupWise

GroupWise Async Gateway and Modems

Intel SatisFAXtion Modem Won't Insert User |D
Message Undeliverable to a GroupWise Group

MHS Duplicate Messages

Migrating Users to New Server and Retaining Existing Mail



Nicknames and Undeliverable Mail

Receiving Current Information

Resource and GroupWise Nicknames

Restoring User and Mail after Deletion

Retrieving GroupWise Files Remotely

SMTP Gateway Lockup and LAN Workplace
Transferring the Address Book to a Remote Client
Trouble Automatically Printing All Faxes

User Forgot Password; Having Trouble Changing
Using NetWare Connect Instead of Asynch Gateway
Windows 95 Use with GroupWise Windows Client
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GroupWise Q & A: Error Message after Upgrade to v4.1a

Since upgrading the GroupWise client to v4.1a, | receive an error message:
"Network ID can't be found." Everything worked fine until the upgrade. Did

something go wrong? How do I fix it?

The GroupWise v4.1a client recognizes NetWare Directory Services (NDS), and
hence, has a problem using the network ID you specified for the user. The only
option is to edit the network ID in AD.EXE to include the full context for the user.
The network ID should look like JSMITH.ACCT (the actual ID will be somewhat
different, depending on your NDS tree organization and the position of the user in

that tree).

e
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GroupWise Q & A: GroupWise Async Gateway and Modems

| am getting ready to install the GroupWise Async Gateway. Is there a
problem with having different modems on the gateway and on the remote

client?

If you have different brands of modems at each end of the connection, there is
the potential for synchronization problems to occur when the modems are trying
to negotiate the speed to talk at. If you have the same brand and model modem
on each end of the connection, that will give you only one type of problem to
contend with. Try to keep things as identical as possible.

—
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GroupWise Q & A: Error CO3E--Found Duplicate Key

When | try to send a message in GroupWise, | get this message: "C0O3E--
Found duplicate key for unique index." How can | fix the problem?

Run the GroupWise ADMIN program with the REBUILD option: AD /REBUILD.

This will rebuild the GroupWise databases. If the problem persists, highlight the
post office name in Admin and try repairing or rebuilding at the post office level.

e
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GroupWise Q & A: Nicknames and Undeliverable Mail

| have a user that needs to receive mail addressed to
INFO@REFERENCE.NET. The user's name is JSMITH. | put a nickname in

AD for the user, but any mail sent to INFO is returned as undeliverable.
What is wrong and how do | fix it?

The shipping version of the GroupWise SMTP Gateway doesn't support
nicknames for receiving mail. Download the latest update to the GroupWise

SMTP Gateway from NetWire to fix this problem. Another option is to create a
mailbox called INFO and create a rule to forward mail to the user.

—
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GroupWise Q & A: SMTP Gateway Lockup and LAN Workplace

Intermittently our GroupWise SMTP Gateway locks up. Most of the time no
error message is displayed, but the screen saver freezes. Once in a while, a
TCPI/IP panic message is displayed on the screen. We are using LAN

Workplace. What can we do to fix this?

Make sure you have the latest version and any applicable patches to LAN
Workplace running on the workstation (this will make sure you have the latest
TCP/IP protocol stack present on the workstation). It would also be a good idea
to make sure the latest releases of LSL.COM, NETX.EXE, and the latest LAN
drivers are installed on the workstation. Also, obtain the latest update to the
GroupWise SMTP Gateway from NetWire. If the problem persists, try a different
network adapter and possibly a different machine as the gateway.

e
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GroupWise Q & A: Alternate Logins

Occasionally, users in GroupWise need to read and reply to other users' e-

mail using the e-mail address of the user whose e-mail they are reading.
Proxy doesn't seem to work. Is there another option?

The /@-u switch should make this easier for you. /@-u allows you to read other

users' e-mail without having to log in as that user. You will only need the
GroupWise password for the user whose e-mail you need to work with.

—
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GroupWise Q & A: Appointments Vanishing

| have a user whose appointments sent to him by other users vanish, even
if the appointment is accepted. How do I fix this?

Check the Mail/Phone option under the Preferences submenu and look at the
Expiration option. Appointments that are mailed to users follow this expiration
period, as do phone and e-mail messages. To eliminate this, set the post office

default expiration to NONE. Users can still expire individual messages by
entering a date in the Send Option submenu when they create messages.

e
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GroupWise Q & A: Documenting the Links

I am trying to document our GroupWise installation. The configuration

report doesn't yield any information on the links to other post offices or
domains. How can | get these to display on the report?

The report provides only basic information about a GroupWise setup. The only
way to get this information is to do a print screen of the information from AD.EXE.

e
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GroupWise Q & A: Admin and VLMs

When | am using GroupWise Admin (AD.EXE), | get a message that | am
unable to transfer control when selecting a gateway-specific configuration
option or when AD needs to shell out to transfer control to another
subprogram. | notice this most often when | am using the Virtual Loadable
Modules (VLMs) and haven't had it occur when | use NETX. Am | doing
something wrong? Would upgrading to the latest VLMs help?

Even if you are using the latest VLMs, you would still see the problem. The
workaround for the time being (until Novell fixes the VLM compatibility issue) is to
invoke AD.EXE as follows: AD /D=C:\. This option will change the manner in
which AD.EXE handles its temporary files. The option redirects the temporary
files to the root of the C drive.
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GroupWise Q & A: MHS Duplicate Messages

Recently, our GroupWise DOS MHS Gateway began to send error messages
that duplicate message IDs exist. Several thousand of these messages are

received per hour. The user with this message ID also receives an
equivalent number of messages. How do we fix this?

Log in as the user created for the MHS gateway and change directories to the
MHS\MAIL\GATES\gateway _name\OUT directory. Issue the RIGHTS command.
This login ID should have Erase and Modify rights that allow the GroupWise MHS
Gateway to delete a message when it has delivered it so that it won't try to
redeliver the message the next time the gateway polls for incoming traffic.

e
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GroupWise Q & A: Receiving Current Information

—
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How can | stay up-to-date on the latest information about GroupWise?

You have several options. Novell has a forum on CompuServe you can reach by
issuing the GO GROUPWISE command at the CIS prompt. Another option is to
send a message to Public@Novell.com via the Internet or Public@Novell via
Novell's Message Handling Service (MHS) with the message body GET 1. Doing
this will return a complete list of GroupWise documents, including technical
sheets and installation experts (documentation that details the installation
process).
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GroupWise Q & A: Retrieving GroupWise Files Remotely

After installing the GroupWise Remote 4.1a client on a laptop computer, |

asked it to download my messages. After several attempts, two messages
still won't download. What am | doing wrong?

Under the Remote menu on the laptop, look at the Send/Retrieve submenu and
verify the size limitation setting for file transfers. The default is 30 kilobytes (KB)

or less. Setting this option to download regardless of file size should fix the
problem.
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GroupWise Q & A: Database Corruption

We are experiencing problems with corrupt GroupWise databases on the

server. Is there a way to minimize the potential for corruption until we can
identify the cause of the corruption?

Yes. Implement the /NOCACHE option in your STARTUP.NS file in the
SYS:SYSTEM directory.
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GroupWise Q & A: Resource and GroupWise Nicknames

The individuals at our company responsible for managing the declared

GroupWise resources change on a periodic basis. Is there any way we can
use nicknames to ease the transition when individuals change roles?

Managing resources requires a user |ID and won't support a nickname. The best
way around this is to create a USER ID in GroupWise for the person that will

manage the resources, and set up a rule to forward all incoming mail to that
person's login name.
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GroupWise Q & A: Difference between Delivery Modes

What is the difference between App Threshold and Server Always message
delivery modes?

Server Always mode means that all messages are delivered by the message
server. This is also the most secure mode, since a minimum of rights have to be
granted to the post office directory in which messages will be handled. Server
Always mode requires the GroupWise message server, which can be based on
either DOS, NetWare Loadable Modules (NLMs), or UNIX. App Threshold
indicates the number of message recipients delivered to the client sending the
message. Although App Threshold can mean potentially faster delivery of
messages, remember that not only are messages being delivered by the client
sending the messages, but as each message is delivered, the recipient's list of
"rules or instructions for handling messages must be checked. For a Pentium or
high-end 486 CPU, this type of delay probably won't be noticeable but for a 386
or lesser powered desktop machine, this could seem like an eternity. The App
Threshold message delivery level can be set on a post office or individual basis.
This allows you to tailor the client-based delivery limits according to the type of
desktop assigned to a given user.

e
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GroupWise Q & A: Difference Between DOS, 0S/2, and NLM
Versions of Gateways and Message Servers

—
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What type of performance difference can | expect between the DOS, 0S/2,
and NetWare Loadable Module (NLM) versions of the gateways and
message servers?

The DOS platform software is somewhat less expensive to implement. The
hidden costs are that each DOS gateway or message server requires a licensed
connection on the server it is servicing, and under heavy load conditions,
messages may take longer to be delivered. Depending on the number of
gateways and message servers you intend to implement, the number of PCs
required for implementation could be significant. The advantages of the NLM
platform are that you are using a 32-bit version of the 16-bit DOS-equivalent, no
licensed connection is required on the server it is running on, and you should
have a 9-to-1 performance advantage over the DOS product. The NetWare
Loadable Modules (NLMs) offer several tuning options for optimal message
handling. OS/2 versions of the gateways or message servers provide about a 5-
to-1 performance advantage over their DOS counterparts.

e
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GroupWise Q & A: Message Undeliverable to a GroupWise Group

| am trying to send a message through Global MHS to the GroupWise MHS

Gateway but | can't get a message delivered to a GroupWise Group. The
message gets returned as undeliverable. What is the problem?

There is a minor bug in the current version of the MHS gateway (both DOS and
NLM) that prevents the MHS gateway from being able to resolve a MHS
message group (also known as a DLIST or distribution list) and a GroupWise
message group. Since Novell is moving in the direction of a Collaborative
Message Server in late 1995, it is unknown whether this problem will be resolved.
There are two workarounds for the problem. The first is to create a user in
GroupWise with the Group's name and set up a rule in that mailbox to forward all
mail to the respective users. This can be somewhat of a maintenance headache.
An easier option is to set up a distribution list on the Global MHS server in which
the group members are listed with their MHS addresses through the MHS
gateway (i.e., user@mhsgate.groupwise). This puts more of the message
delivery burden on the Global MHS box. There is one down side to this option.
Any time a message is replied to, the recipient of the reply will be the error
mailbox address for the distribution list that sent the message to the GroupWise
user if an address is specified for the error conditions pertaining to that DLIST.

—
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GroupWise Q & A: Intel SatisFAXtion Modem Won't Insert User ID

| just converted from using an Intel SatisFAXtion modem in a standalone
PC to using it as part of the GroupWise Fax/Print Gateway. On the header
line at the top of each fax page that is sent out, it inserts the information |
used to use on the PC, but it won't insert the user ID of the individual who
is faxing the message. How can | change this?

The From part of the header line you mention is controlled by the Intel
SatisFAXtion modem configuration program. GroupWise isn't able to change the
information. A possible solution is to change the information in the fax modem
setup software (supplied by Intel) to something like GroupWise Fax Gateway or
your company's name. By editing the cover sheet used in the outbound fax, you
can become very creative in conveying your company's name or other important
information.

—
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GroupWise Q & A: Gateway Only Uses Login ID, Not Full Name

On the cover pages the fax gateway puts at the front of each outbound fax,

it only uses the login ID of the fax sender and not his or her full name. How
can | change this?

Using the GroupWise ADMIN program (AD.EXE), check each user's record to
make sure that the first and last name fields are filled in. When this is done, the

information in these two fields will replace the login ID you currently see on the
cover page.
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GroupWise Q & A: Fax Gateway Using E-mail Name Instead of Full
Name

The cover sheet from the fax gateway is putting the sender's e-mail name
instead of his or her full name on the FROM: line. What is causing this?

For any users that you want to use the fax gateway, it is a good idea to verify
their records in the GroupWise ADMIN program AD.EXE to make sure they have
entries for first and last name. Once this information is in place, the fax cover
page should be correct. It is also a good idea to verify that there isn't a conflicting
gateway alias entry in the user entry in the GroupWise database or a default alias
in the fax gateway entry.

—
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GroupWise Q & A: Using NetWare Connect Instead of Asynch
Gateway

Occasionally we have the need for users to call in to get their mail. The
demand so far doesn't justify buying the Async Gateway. Can we use

NetWare Connect to accomplish this same task?

It is possible to do this. You will need to configure NetWare Connect for RNS
(Remote Node Service) and equip your portable PCs with the appropriate files
and drivers. For the best performance, create a batch file that attaches to the
server and maps a drive to the volume containing the GroupWise post office.
Have a copy of the ATTACH and MAP commands on the user's PC instead of
loading them across the dial-in connection. Configure the GroupWise remote
client to use a drive letter pointing to the location of the post office your user
needs to use. When you run the GroupWise remote client, it should be able to
find the post office and exchange messages.

—
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GroupWise Q & A: Getting Current Information on GroupWise

Is there a way that | can stay in touch with developments and problems
with GroupWise without having use the GroupWise forum on CompuServe?

Novell has a World Wide Web server that has a section on GroupWise. Its
address is HTTP://WWW.NOVELL.COM/ServSupp/groupware. You can also
subscribe to the WPNGW listserver at tribble.edu.uvsc. To subscribe, send a
message tolistproc@tribble.edu.uusc with a message line that says subscribe
WPOFFICE first_name last_name.
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GroupWise Q & A: Windows 95 Use with GroupWise Windows
Client

Can | get the current GroupWise Windows client to work under Windows 95
until a native client for 95 is released?

Add the following to the command line for the GroupWise client: /@U-login ID.

Replace the login ID value with the name you logged into NetWare with and you
should be able to send or receive mail.
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GroupWise Q & A: Transferring the Address Book to a Remote
Client

After installing GroupWise remote on a PC, | connected via the network
successfully. Several attempts to transfer the address book have not been

successful. The request is delivered but nothing happens after that. Why
isn't the request for the address book being processed?

e
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Make sure the user ID you are logging into the network with has modify rights to
the WPCSIN/1 directory. This is a documented problem that is discussed further
in the README.AD file found in the DOMAIN directory.

=
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GroupWise Q & A: User Forgot Password; Having Trouble
Changing

A user forgot his password, so | went into AD.EXE to reset it. AD reports
that no password has been set for the client in question. What's wrong?

This message in AD indicates that no password has been set for the user in the
ADMIN program. It doesn't mean that there wasn't a password set by the client
itself. You can still clear the password for the client and either set a new
password for him or allow him to set his own password. If you have a default

password set for all clients when they are created, this password is overridden
when the client sets his own password.
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GroupWise Q & A: Error Message Viewing GIF File Attached to a
Message

Someone recently set a GIF file as an attachment to a message. When | try
to view this file, | get an error message that a viewer is not available. How

can | view this graphics file?

Using AD, you can fix this. Make sure you are at the post office level for your post
office. Choose Actions and then GroupWise 4.1 Options. Next select Attachment
& Editor Association and then choose Associate by Extension. You have now built
the relationship between the GIF file and the viewer you want to use. Remember
you will have to have the viewer in a path where it is accessible. If you have more
than one post office and need this change to take effect for everyone, perform
this addition at the domain instead of the post office level.
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GroupWise Q & A: Trouble Automatically Printing All Faxes

We have just started using the Fax/Print Gateway to handle incoming faxes.
| set up a rule in the postmaster's inbox to automatically print all faxes. The

cover page prints fine, but the fax itself comes out as several pages of
random garbage. What am | doing wrong?

e
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Version 4.1 of the Fax/Print gateway has a problem printing the .DCX files that

contain the actual fax. Novell development has been made aware of the problem
and is working on fixing it.
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GroupWise Q & A: Migrating Users to a New Server and Retaining
Existing Mail

We will be moving some of our users to a new server shortly. Is it possible

to migrate them into a post office running on that server and still retain
their existing mail?

As long as neither of the post offices resides in an external domain, you can edit
the user's record in AD and change the post office field. The move-in user
information and mail is handled by the message server. Depending on the
amount of mail the user has, the move between post offices can take between 5
to 15 minutes on average.

—
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GroupWise Q & A: 8204 Error Message with Sufficient Disk Space

| am starting to get 8204 error messages in GroupWise. The manual

indicates these are "disk full" warnings, but | have plenty of disk space.
What do | need to look for?

This message can indicate that the user doesn't have sufficient rights to save
what he or she is working on. It is more likely that some of the files users are
trying to save may not have owners. This means that some of the user or
message databases will not have an owner. They show up in FILER as N/A or No
Owner, depending on the version of NetWare you are using. Using the Change
Directory (CD) option, switch to the post office directory and issue the following
command at the DOS prompt: NDIR /OW LE * /SUB. This will search for files that
don't have an owner and list them on the screen. You can direct this output to a
file by using the DOS redirecting (FILE.TXT) option, placing this at the end of the
NDIR command line. Using the list and locations of files, FILER can be used to
assign an owner to these orphaned files.
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GroupWise Q & A: Restoring User and Mail after Deletion

In doing some housekeeping on our GroupWise installation, | accidentally
deleted a user. Is there any way | can restore the user and all of his mail?

It will help if you have a listing of the FIDs (File IDs) for each GroupWise user. If
you don't, you may still be able to retrieve the user and the mail. Go into the
directory where the USER.DB files are kept and use the Salvage program to see
what deleted files are present. Compare this to the files existing in the directory.
By process of elimination, you should be able to find the matching .DB file for the
user you are trying to fix. The next step involves creating an ASCII import file
(consult the GroupWise manuals for details on how to do this). Specify the FID
for the user that matches the DB file that you have recovered. In GroupWise
ADMIN (AD.EXE), you can then import the user using the ASCII template and he
should be able to see all his mail. It would be a good idea to run an OFCHECK
against the post office and on the user to make sure that everything has been
recovered.
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GroupWise Q & A: Automatically Adding Signatures

Is there any way | can automatically add a signature to the messages | send
out?

There are two ways you can do this. The first involves creating a macro that can
add the desired information before you send the message. An easier solution is
to have your administrator purchase the GroupWise Enhancement Pack. One of
the features included in this is an option that will either automatically add a
signature when sending a message or prompt you before adding the signature
when sending.

—
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GroupWise Q & A: Creating Proxy for User on Another Post Office

Our post offices are set up according to job categories. | haven't been able

to allow an administrative assistant who is on one post office to proxy her
manager, who is on another post office. Am | doing something wrong?

Proxy only works on objects within the same post office. Given your

configuration, the manager can only allow someone who is on the same post
office proxy to his e-mail and scheduling information.

—
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GroupWise Procedure List

Installing GroupWise for Single Domain, Single Post Office Installation

Installing Updated or New GroupWise Client After GroupWise has Been Installed

—
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GroupWise Procedure: Installing GroupWise for Single Domain,
Single Post Office Installation

1. Fill out the Setup 4 Worksheet found in the Installation Guide.

2. Log into the server as Supervisor or supervisor-equivalent.

3. Insert ADMIN disk 1 into the diskette drive.

4. Change to the diskette drive, type INSTALL and press the Enter key.
5. Press Y to continue the installation.

6. Select INSTALL TO: line and press the Enter key.

7. Type the drive letter and domain directory name (the second box on the setup
worksheet) and press the Enter key.

8. Press Y to continue if prompted (Create Directory Install question).
9. Press the Enter key on Files to Install option.

10. Select Administration and press the Enter key (this installs the GroupWise
ADMIN program).

11. Select Office 3.1 compatibility and press the Enter key only if you are using
WordPerfect Office 3.1 (an earlier version of GroupWise).

12. Select the Windows client and press the Enter key if you will be installing the
Windows GroupWise client.

13. Select the DOS client and press the Enter key if you will be installing the DOS
GroupWise client.

14. Press the F10 key when you are finished selecting the components you want
to install.

15. Select Start Installation and press the Enter key.
16. Press Y to continue the installation.
17. Insert additional diskettes as prompted.

18. Press the Enter key to continue (if prompted).



19. Press N if you do not want to display the README file.

20. Press any key to proceed with the GroupWise-assisted setup.

21. Select Continue and press the Enter key at the welcome screen.

22. Select continue and press the Enter key at the mouse setup screen.

23. Enter the domain name from the Setup Worksheet and press the Enter key.
24. Select OK and press the Enter key.

25. Select the correct time zone and press the Enter key

26. Press Y? if your time zone uses daylight savings time; press N if it doesn't
use daylight savings time; confirm daylight savings time information, and press
the Enter key.

27. Verify information in the Language and Network box; press the Enter key.
28. Press the Enter key when the Reminder box is displayed.

29. Press the Enter key when the Progress Report box is displayed.

30. Enter the post office name and press the Enter key.

31. Press the Enter key on OK.

32. Verify the drive letter and post office directory and press the Enter key.

33. Press the Enter key.

34. Make sure the appropriate clients are selected when the copy software to
post office directory box is displayed.

35. Press the Enter key.
36. Press the Enter key when the Reminder box is displayed.
37. Press the Enter key when the Progress Report box is displayed.

38. Enter a user's existing network login name or create a new one (used for
testing GroupWise).

39. Press the Enter key.



40. Press the Enter key.

41. Select Add User and press the Enter key.
42. Repeat Step 39.

43. Press the Enter key.

44. Press the Enter key.

45. Press C to continue.

46. Press the Enter key.

47. Press D for done.

48. In syscon, create a group called GroupWise.

49. Assign trustee directory rights to this group based on the standard
configuration column on Page 202 of the GroupWise Administration Guide.

50. Finish setting up GroupWise clients as described in the GroupWise
Administration Guide.
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GroupWise Procedure: Installing Updated or New GroupWise Client
After GroupWise has Been Installed

1. Insert the Client 1 diskette into the diskette drive.

2. Change to the diskette drive, type INSTALL and press the Enter key.

3. Select Install to Line and press the Enter key.

4. Enter the drive letter and domain directory name and press the Enter key.

5. Select Start Installation and press the Enter key.

6. Press Y to continue with installation.

7. Insert additional diskettes as required.

8. Press any key when you receive a message that the client has been installed.
9. Press N to bypass the README file.

10. Press any key to exit the INSTALL program.

11. Change to the GroupWise domain directory.

12. Type AD and press the Enter key.

13. Press the Tab key to move the highlighter bar to the System window.

14. Select the post office you want to copy the new or updated client program to.
15. Press ALT-T for the Tools menu.

16. Select Software Management and press the Enter key.

17. Select the client software to be copied and press the Enter key.

18. Client files will now be copied to the selected post office.

19. Press the Enter key.

20. Press F7 to exit GroupWise administration.

21. Press Y to confirm.
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GroupWise Required

Admin requirements:
e 486 or better CPU
e 640KB RAM

e 40MB of disk space

DOS client requirements:
e 386/25 or better CPU
e DOS 5.0 or later

e 500KB RAM

¢ 4MB extended or expanded RAM

e G6MB disk space

Windows client requirements:

e 386/25 or better CPU

¢ \Windows 3.1

e 4MB RAM (more is recommended)

e 17MB disk space

Message Server NLM requirements:

e 2MB disk space
e CLIB.NLM 3.12F or later
¢ 8MB additional RAM

e NetWare v3.x or 4.x



l

486 or better CPU recommended
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GroupWise Utilities and Demos

Common Knowledge (Free 30-Day Trial) by On Technology Corp.

DaVinci eMAIL (Free 30-Day Trial) by On Technology

Meeting Maker XP Cross Platform Group Scheduler (Free 30-Day Trial) by On

Technology Corp.

Notework Electronic Mail (Free 30-Day Trial) by On Technology Corp.

—
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GroupWise Utility: DaVinci eMAIL (Free 30-Day Trial) by On
Technology

DaVinci eMAIL includes NetWare Directory Services (NDS) support as well as
NetWare MHS-based electronic mail capability for DOS, Windows and Macintosh

environments.

Installation:

1. Log in as "ADMIN on a 386 or higher PC-compatible workstation with at least 2
megabytes (MB) of RAM and DOS 3.3 or higher.

If you do not have an ADMIN user name with supervisory rights on the network,
you can use any user name that has supervisor equivalence.

2. Run Windows.
3. Select RUN from the File menu.
4. Click on the Browse button to select the drive that contains the subdirectory
containing the files you copied from the CD-ROM, then select SETUP.EXE and
click on OK.

Example: C:\DAVINCNSETUPWIN.EXE
5. Click on the OK button.

6. Read the introduction at the bottom of the Setup screen, then click on the
Install DaVinci eMAIL button.

7. Click on the Browse button if you wish to change the eMAIL installation.

Specify a different location for the new eMAIL installation, including the name of
the directory for eMAIL itself.

Example: M:\PUBLIC\DAVINCI

Note: Make sure the path you specify is accessible to all your users; all users
should have a drive mapped to that SERVER/VOLUME. Use a drive letter and a
complete path syntax for the installation, not server/volume syntax. The Browse
feature will help you avoid typos and incorrect syntax.



8. Click on the OK button.

The SETUP program will display the Disk Space Required to install the eMAIL
program and its files.

9. Click on the Install button to continue.
Follow the instructions on the screen while the SETUP program installs eMAIL.

After SETUP finishes, you will be returned to the Windows Program Manager for
a few seconds as SETUP closes and ADMIN loads.

—
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GroupWise Utility: Meeting Maker XP Cross Platform Group
Scheduler (Free 30-Day Trial) by On Technology

i
£

Meeting Maker XP, group scheduling software, includes LAN and Internet
support, as well as other e-mail integration features.

To install this software, copy the directory D:\PROGRAMS\MEETING to your
hard disk. Then run the SETUP program from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
MEETING\setup.exe and choose OK.
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GroupWise Utility: Notework Electronic Mail (Free 30-Day Trial) by
On Technology

i
£

Notework Electronic Mail includes support for Macintosh, Windows NT, DOS, and
Windows 3.1 clients.

To install this software, copy the directory D:\PROGRAMS\NOTEWORK to your
hard disk. Then run the INSTALL.BAT file from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
notework\install.bat and choose OK.
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GroupWise Utility: Common Knowledge (Free 30-Day Trial) by On
Technology

Common Knowledge, a collaborative groupware product for sharing information
and documents, allows users to create, access, edit, distribute, and share

information over a network while providing a structure for managing and tracking
the input of workgroup participants.

To install this software, copy the directory D:\PROGRAMS\COMMON to your
hard disk. Then run the SETUP program from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
common\setup.exe and choose OK.

e
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PerfectOffice Suite

4 FOCEU
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PerfectOffice Suite Q & A

After Custom Installation Can't Find Spell Checker, Etc.

After Installation DAD Bar Button Points to GroupWise Demo

Error After Installation: "Third-party error handler...

Error after Installation: "WPIN Error--Unable to Start Print Process

Installation of Additional Fonts

Installing PerfectOffice from The Server

QuickLaunch and FastlLoad Contention for Soundblaster

Suppressing DAD Screen Logo

Users Move from Computer to Computer; Want to Retain Correct DDT File

Using Spell Checker with Non-Novell Programs

—
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PerfectOffice Q & A: Installing PerfectOffice from The Server

Even though all users will have PerfectOffice installed on their local hard

drives, is there a way | can use the server to install PerfectOffice to simplify
the process and reduce the time spent?

Create an installation directory for PerfectOffice on the server. With this directory,

you will be able to perform both server and workstation installations. Check the
README.NET that ships with PerfectOffice for further information.

—
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PerfectOffice Q & A: QuickLaunch and FastLoad Contention for
Soundblaster

| am using the OS/2 Integration Toolkit to run PerfectOffice under IBM's
OS/2 Warp. When | have both QuickLaunch (from the OS/2 Integration
Toolkit) and FastLoad (from OS/2 Warp) active, there seems to be
contention for which one will control the SoundBlaster adapter | have
installed. Can | get FastLoad and QuickLaunch to work together?

Ideally, you should use either QuickLaunch or FastLoad, not both at the same

time. One workaround for your situation is to configure QuickLaunch to tell it the
Audio Adapter is optional or not available.
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PerfectOffice Q & A: Error after Installation: "Third-Party Error
Handler..."

Since installing GroupWise on a LAN that already had PerfectOffice
installed, users now get the error "Third-party error handler error--unable to
load c:\office\shared\wpc20\ofenus.dll." Did | do something wrong during

the GroupWise installation?

Using BIFED20.EXE (found in your WPC20 directory), edit the users' private .BIF
files. Look for the folder labeled Third-Party Handler and delete it. If you can't find
BIFED20 or the folder in the .BIF file, delete the users' private .BIF files and let

WordPerfect recreate them when it starts the next time.
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PerfectOffice Q & A: Error after Installation: "WPIN Error--Unable to
Start Print Process"

—
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After installing GroupWise, one of the users began receiving a message in
WordPerfect 6.1: "WPIN error--Unable to start print process." How do I fix
this error?

Try logging in as a different user. This will tell you if the problem is rights-related.
Verify that the user has a SET TEMP command in his or her AUTOEXEC.BAT file
and that it points to a valid directory. Make sure the directory is empty. If it isn't,
delete the files you find there. You can also try deleting or renaming the
STANDART.WPT file.
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PerfectOffice Q & A: Installation of Additional Fonts

| have additional fonts | would like to make available for the PerfectOffice

users on our LAN. Should | install these on the server or on each individual
workstation?

The location of the fonts depends on how many users will need them. If only one
or two will use them, it may be easier to install them on the individual

workstations. If most of the users will need them, install them on the server and
let those who need them get to them.
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PerfectOffice Q & A: Suppressing DAD Screen Logo

How can the screen logo for DAD be suppressed to speed up the startup
cycle?

There isn't a way to do this currently. Novell has indicated that it might be added
as an enhancement in the next release of the product.
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PerfectOffice Q & A: Users Move from Computer to Computer;
Want to Retain Correct DDT File

—
f=:2)

The users on our network move from computer to computer during the day.
How can we make sure they are using the correct DDT file (containing the
DAD menus) when they log in at a certain workstation?

There is no way you can specify a location for a user's DDT file. The only option
available is to use a batch file to copy the DDT for a specific user to the

WINDOWS directory on his or her computer. Something to consider would be to

run WINDOWS from the server, which would make this batch file scenario a moot
point.
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PerfectOffice Q & A: After Custom Installation Can't Find Spell
Checker, Etc.

| installed PerfectOffice's WordPerfect for Windows 6.1 on my laptop with a
minimal installation. Now, WordPerfect for Windows says it can not find the

spell checker, grammar checker, or thesaurus. How can | install these three
items?

You can use the custom installation option of PerfectOffice to accomplish this.
Make sure you select the PerfectFit Components option (you may need to click

on the scroll bar in the selection box to see this option). Click on Files and select
the items you need to install.
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PerfectOffice Q & A: After Installation DAD Bar Button Points to
GroupWise Demo

We have just installed GroupWise on our server. The button on the DAD bar

still points to the GroupWise demo. Shouldn't this have been changed
during the GroupWise installation?

No. You will need to manually change the envelope icon on the DAD bar to point

to the location of the GroupWise software. Hopefully Novell will offer this
automatic change feature in the next version of the software.

—
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



PerfectOffice Q & A: Using Spell Checker with Non-Novell
Programs

| am a recent convert to PerfectOffice. Is there a way | can use Spell

Checker outside of PerfectOffice and possibly with other non-Novell
programs?

Spell Checker can be used outside of PerfectOffice but only to look up individual
words. At this time, there are no options to integrate it with non-Novell programs.
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PerfectOffice Suite Procedure List

Installing Nodal Copy of PerfectOffice from Server Copy

Installing PerfectOffice from CD-ROM to Server
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PerfectOffice Procedure: Installing PerfectOffice from CD-ROM to
Server

1. Insert the PerfectOffice CD into the CD-ROM drive (workstation or server).

2. If the CD-ROM drive is on the server, mount the CD and map a drive letter to
the CD volume.

3. At the workstation, type WIN and press the Enter key.

4. Press ALT F, Run.

5. Enter the drive letter for the PerfectOffice CD and add :\POWIN30\SETUP.
6. Press the Enter key.

7. Select Install and press the Enter key.

8. Select Network and press the Enter key.

9. If a previously installed application dialog box is presented, record the
information displayed, select Continue, and press the Enter key.

10. Change the drive letter for each of the applications you plan to install from the
C: drive to the drive letter mapped to the volume you want to install to.

11. Select Start Installation and press the Enter key.
12. Answer Y to each create a directory dialog that is displayed to continue.

13. If each user has his or her own WIN.COM file, select the user's Windows
directory; if not select the shared directory.

14. Select Y on Network Model question if you want users to be able to set their
own default file location preferences.

15. Fill in the drive and path to the networked copy of Windows if any of the users
are also able to run a local copy of Windows.

16. Select OK and press the Enter key.
17. Press N to avoid viewing the README files.

18. Press OK when the Reminder dialog box appears on screen.



19. Press OK when the Install Complete screen appears.

20. In SYSCON, create a group for PerfectOffice.

21. Assign the appropriate trustee directory rights to the group.
22. Assign users to the group.
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PerfectOffice Procedure: Installing Nodal Copy of PerfectOffice
from Server Copy

1. Assign the user to the PerfectOffice group.
2. Log in as the user.

3. Map a drive letter to PerfectOffice path.

4. Start Windows.

5. Press ALT-F, Run.

6. Type the drive letter to where PerfectOffice is stored, followed by \OFFICE\
SHARED\SETUP.EXE and press the Enter key.

7. Select Install and press the Enter key.

8. Select Continue and press the Enter key.

9. Select Applications to Install from the Workstation Install dialog box.
10. Select OK and press the Enter key.

11. Select the drive letter for work files.

12. Select OK and press the Enter key.

13. Select OK and press the Enter key when the PerfectOffice Install Complete
screen appears.
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PerfectOffice Suite Required

Client requirements:

Microsoft Windows 3.1
386 or better CPU
8MB RAM

VGA monitor

68-138MB disk space required depending on selected configuration
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Novell DOS7Q & A

After Hard Drive Installation, Operation Is Slow

Compatibility with OS/2 Warp

Configuring a 4GB Drive

EMM386 Error with Black Screen and Memory Conflict

GPFs after Upgrading

NWCDEX Instructions

NWCDEX vs. MSCDEX

Stacker Errors

Task Swapping Necessitates a Cold Boot

Workstation Hangs after Loading DOS
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Novell DOS 7 Q & A: Stacker Errors

Recently, | decided to unstack my C drive. Before starting, | backed it up on
tape. While running UNSTACK, | received a message that SDEFRAG would
also need to be run. After running SDEFRAG and then UNSTACK again, |
received a FATAL ERROR message 95 percent of the way through the
unstacking process. Now | can't boot from the drive. Is there any way | can
fix this?

Try booting the workstation from a disk formatted as a system disk. Using the
ATTRIB command as follows, you should be able to finish unstacking the drive:
ATTRIB-RSH C:\\STACKVOL.DSK. The syntax following the ATTRIB command
removes the read-only, system, and hidden attributes from the "hidden file that
constitutes the compressed volume. Depending on how much of the volume was
originally compressed, the name to use after ATTRIB may be different from
STACKVOL.DSK. You should also apply D70U13.EXE from NetWire to fix some
problems in Novell DOS 7 before continuing to use it.

—
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Novell DOS 7 Q & A: EMM386 Error with Black Screen and Memory
Conflict

| recently started having a problem with EMM386.EXE going to a black

screen and reporting a memory conflict. Is there any way to fix the
problem?

Download D70U13.EXE (assuming you are using the English version of Novell
DOS). In this update are two files that interact directly with the hardware in your
computer--IBMBIO.COM and IBMDOS.COM. These files are marked Hidden,
System, Read-only (HSR) on the boot sector of your hard drive and disk.
Updating these two files has fixed a number of reported problems.
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Novell DOS 7 Q & A: After Hard Drive Installation, Operation Is Slow

| have just installed a new hard drive in my workstation. It seems to be
running more slowly than | expected. The problem is very noticeable when
running some of the Windows applications | have. The hard drive
manufacturer's technical support department thinks there could be a
compatibility issue with Novell DOS 7. Could this be possible?

Yes. The first thing to do is download and apply the latest DOS 7 patch
(D70U13.EXE, assuming you are using the English version of Novell DOS). This
will eliminate DOS as the problem. Another thing to look at is how much virtual
memory you have configured for Windows to use. Depending on how many
programs you are trying to run at the same time or how much memory they
require, a permanent swap file of up to 20 megabytes (MB) may be required.
Using SMARTDRYV or a similar disk caching program may also help boost the
performance of your hard drive.
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Novell DOS 7 Q & A: NWCDEX Instructions

| am trying to use NWCDEX on my computer. The current configuration
involves both a SoundBlaster-type adapter with a CD-ROM interface and an
Adaptec SCSI controller. The manuals that come with Novell DOS 7 contain
no information on how to use NWCDEX. Where can | find out how to
properly use the command?

There is a README.TXT file in the NWDOS directory on your hard drive that

provides the information you are looking for. You can also find this information by
entering NWCDEX /? at the DOS prompt and pressing the Enter key.
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Novell DOS 7 Q & A: Configuring a 4GB Drive

| am trying to use a 4 gigabyte (GB) hard drive in my workstation. FDISK
keeps forcing me to partition the hard drive into two 2GB drives. | want to
have one drive designation. Is there any way to get FDISK to configure the
drive as one instead of two drives?

No. Unfortunately, this is a limitation of Novell DOS 7 that is required to keep it
compatible with the other versions of DOS presently available. None of the other
versions of DOS can exceed the 2GB barrier. It is probably better that you
partition the drive into smaller partitions. If the partition table were to be
damaged, it is less likely that you would loose the entire drive. Smaller partitions
will also make it easier to back up the drive to most workstation-type tape drives

without using multiple tapes.
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Novell DOS 7 Q & A: Task Swapping Necessitates a Cold Boot

I am trying to use the task-swapping feature in Novell DOS 7. When | try to
run an application | have written, the system usually hangs, requiring a
cold boot. | don't have a problem when trying to use Windows task
swapping instead of Novell DOS 7, but | don't want to have to use Novell
DOS 7. How can | get this working?

The first thing to do is download and apply the D70U13.EXE patch (assuming
you have the English version of Novell DOS 7). Change the task-slicing setting in

TASKMGR.INI, which is located in the NETWAREDOS directory.
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Novell DOS 7 Q & A: NWCDEX vs. MSCDEX

| have just installed a CD-ROM drive on my workstation. The manual that
came with the drive indicates that | must use MSCDEX.EXE in order to use
the CD-ROM drive. | noticed that Novell DOS 7 has a NWCDEX.EXE
command instead of MSCDEX.EXE. Which one should | use and why must |
use one over another?

MSCDEX and NWCDEX function as CD-ROM redirectors so DOS can access
the device. MSCDEX is normally distributed by the drive manufacturer. An
advantage NWCDEX has over most of the versions of MSCDEX is that it can be
loaded into extended memory. Most variations of MSCDEX can only load into
expanded memory.
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Novell DOS 7 Q & A: Workstation Hangs after Loading DOS

When booting a PC, it hangs shortly after giving the "Loading DOS"

message. This occurs with several different versions of DOS. What is
causing the problem?

Most likely the problem is hardware-related (i.e., a bad motherboard or plug-in
adapter). The first thing to try is to remove all the adapters possible and see if the
problem occurs. Next try stripping down the AUTOEXEC.BAT and CONFIG.SYS
files to the bare minimum and try again. Verify that the CMOS settings are as
standard as possible. Try new memory on the motherboard. If the problem
persists, you probably have a bad motherboard.
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Novell DOS 7 Q & A: Compatibility with OS/2 Warp

I am thinking about trying to run Novell DOS 7 and IBM's OS/2 Warp. Will
they work together?

You can use Novell DOS 7 in a Virtual DOS Mode (VDM) session in OS/2 Warp.
The only requirement is that you have to create a disk image under OS/2 so it
can "boot the version of DOS you want. If you want a dual-boot configuration in
which you choose to boot to Novell DOS or OS/2, you will be pleasantly surprised
by how well these two work together in that configuration. Novell DOS doesn't try
to delete the other partitions from the hard drive or make the DOS partition the
active one in FDISK when installing an update to Novell DOS. Novell DOS also
has enhancements to the DOS commands that you won't find in MS-DOS.
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Novell DOS 7 Q & A: GPFs After Upgrading

After upgrading my PC to Novell DOS 7, | began experiencing General
Protection Faults (GPFs) in Windows when running several of the
applications | use. This problem doesn't occur if | boot the PC under a
version of DOS other than Novell DOS 7. Do you have any ideas about how

to fix this?

The first thing to do is apply the D70U13.EXE patch kit to your workstation. See if
your application uses the DOS SHARE command. If it does, try loading SHARE
with parameters such as /L:500 /F:5000. If that fixes the problem, you can try
lowering the values until you see the problem occur, or you can just leave the
SHARE parameters where they are now.
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Novell DOS 7 Procedure List

Installation

Optimizing Memory Using Setup
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Novell DOS 7 Procedure: Installation

8.

9.

. Boot the PC.

. Put the Novell DOS 7 disk in drive A.

. Type INSTALL and press the Enter key.

. Select Continue with Installation and press the Enter key.

. Enter your name and press the Enter key.

. Enter your company name (if applicable) and press the Enter key.

. Enter the serial number of the product and press the Enter key.

Select Accept the Above and press the Enter key.

Select Continue with Installation and press the Enter key.

10. If you don't want to install Personal NetWare at this time, deselect the
Networking System line.

11. Select Continue and press the Enter key.

12. Select Proceed with the Installation and press the Enter key.

13. After verifying your selections, select Start Installation and press the Enter
key.

14. Insert additional disks as prompted.

15. Press OK to reboot when finished.
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Novell DOS 7 Procedure: Optimizing Memory Using Setup

1. At the DOS prompt, type SETUP and press the Enter key.

2. Press the Tab key to select the DOS System and Memory Management and
press the Enter key

3. Press the Tab key to select Memory Manager and press the Enter key.
4. Press the Tab key to highlight the Configure button and press the Enter key.

5. Press the Tab key to select any of the options appearing on the screen and
press the Space Bar to activate that item.

6. When you are finished, select Accept the Above and press the Enter key.
7. Select Exit this Screen and press the Enter key.

8. Press the Enter key.

9. Press the Enter key on Save Changes and Exit.

10. Press the Enter key.

11. Press the Enter key on Restart Operating System to have changes
immediately take effect.

i
£
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Novell DOS 7 Requirements

8088 or better CPU

640KB for 8088 (more is recommended)

20MB of disk space
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Infforms Q & A

Assigning Icons to Forms

Data Entry into Form

GPF after Installing WordPerfect 6.1

Linking Paradox Graphics Fields to Informs Form

Maximum Number of Pages

ODBC Error with Microsoft Access 2.0

Same Field Name Must Be on Every Page

Sending Forms via GroupWise

Use of IF Statement
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Informs Q & A: Linking Paradox Graphics Fields to Informs Form

I am trying to link graphics fields that reside in a Paradox database to an

Informs form | am building. What do | have to do to get these two
applications working together?

There is nothing you can do. Paradox graphics fields are stored in a separate file
outside of the Paradox database and are only available to Paradox.
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Informs Q & A: ODBC Error with Microsoft Access 2.0

| am trying to link a Microsoft Access 2.0 database with an Informs form.
When | read the data from the Access database into the Informs form, | get
an Open Database Connectivity (ODBC) error from Informs. Shouldn't | be

able to make this type of connection?

Maybe. Not all field types in Microsoft Access can be used with Informs. Informs
automatically selects the first field type in the external database that is returned
by the ODBC driver. If you have an option of choosing another field type in the
ODBC link, that might be worth looking at.
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Informs Q & A: Same Field Name Must Be on Every Page

| am working on a multi-page form. The problem | have run into is that the
same field name must be present on several of the pages in the form. When

| copy a field to a new page, the name of the field changes. Is there a way |
can use the same name for the field on each page of the form?

For Informs to properly track field names, each field name must be unique. There
is a workaround you might try. The label for the field in question on Page 2 of the

form can be the same as it was on Page 1. Labels are simply text areas on the
form that don't have to be kept track of in the same way that fields are.
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Informs Q & A: Assigning Icons to Forms

Is there any way | can assign a different icon to a form? We have some
users who can make the association faster with an image than by having to

read the text under the icons.

Icons are a function of the Windows Program Manager or the Windows shell you
are using. There are several CD-ROMs with icons on them and more are

available via shareware and commercial services.

You can change an icon by going into File Manager, selecting Preferences with
that icon highlighted, and selecting Change Icon. The icons are sometimes
stored in the Windows executable itself, in a Dynamic Link Library (DLL) in a
separate .ICO file.

e
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



Informs Q & A: Sending Forms via GroupWise

| will be using Informs and GroupWise. Is it possible to send only one form
from Informs to a user via GroupWise?

Sending forms via GroupWise is one of the top features of Informs. Make sure
that the GroupWise users have version 4.1a of the GroupWise client. This will

allow them to auto-launch the Informs Filler when they double-click on the
message.
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Informs Q & A: Data Entry Into Form

| have designed a form, but | need to ensure that fields require an entry
before exiting the form. This form doesn't use a linked database, so |

haven't been able to make use of the required field selection option. Is
there any way | can do this?

The way to do this is to create an exit calculation for each field. In the IF box that
appears on the screen, enter the field object name as follows: Object name<". In
the Do field of the IF box, enter: @REJECT("Error message goes here). The
Otherwise field of the IF box needs to remain blank. When the IF statement
detects that nothing is in the field, the @REJECT statement doesn't allow you to
go to the next field until the field has been filled in.
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Informs Q & A: Maximum Number of Pages

| am working on what will be a complex multi-page form. | haven't been able
to find a reference to a limit in the number of pages that can make up the

form. What is the maximum number of pages an Informs form can consist
of?

There doesn't seem to be a limit. Keep in mind that the more pages a form has,
the slower it will run, due in part to the number of data links you have.
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Informs Q & A: Use of IF Statement

I am trying to find the syntax for the IF statement to use in a calculation |
am building into a form. The Inform's Designer manual refers to the IF

statement, but | can't find any detailed information. Am | looking in the
wrong place?

No, you aren't. When you create a calculation, the IF box is opened by default.
Because of this, you don't need to add the IF to your syntax. The format of the IF

statement also doesn't require use of an END IF.
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Informs Q & A: GPF after Installing WordPerfect 6.1

Since installing WordPerfect 6.1, | get a General Protection Fault (GPF) when
trying to open a form. Everything was fine until | installed Word Perfect. How

can | fix this?

If the GPF only happens in one form, the form itself may be corrupt. Try creating
a new form with a couple of fields in it. Close then open the form. If the GPF still
occurs, exit Windows and run SCANDISK or CHKDSK /f (depending on the
version of DOS at the workstation). Try recreating the Windows swap file;
especially if it is a permanent swap file, it may have been corrupted. Make sure
the temp directory exists on the local hard drive and that the directory is empty. If
the copy of Informs on this PC was moved after it was installed, it will need to be
reinstalled to correct the problem.
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Informs Procedure List

Installing Informs Filler to a Workstation

Installing Informs on the Server Using Design/Filler Pack
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Informs Procedure: Installing Informs on the Server Using
Design/Filler Pack

1. Log into the server as Supervisor or equivalent.

2. Insert Diskette 1 into the floppy drive.

3. Type WIN and press the Enter key.

4. Press Alt F, Run.

5. Type A:SETUP and press the Enter key.

6. Select Install and press the Enter key.

7. Enter the name, company name, and product serial number.
8. Select Continue and press the Enter key.

9. Select Network Install Type and press the Enter key.

10. Select Server and press the Enter key.

11. When the Network Install:Informs dialog box appears on the screen, change
to the C: to the drive letter mapped to the server for all items on this screen.

12. Select Start Installation and press the Enter key.

13. Press Y to any Create Directory Dialog boxes that appear on the screen.

14. For the location of users initialization files, select the user's Windows
directory if each user has his or her own WIN.COM but has a shared master copy

of Windows.

15. Enter a drive letter and path to the network copy of Windows only if the user
also has a local copy of Windows on his or her hard drive.

16. Select OK and press the Enter key.
17. Select the OK Registration Verification dialog box and press the Enter key.
18. Insert additional diskettes as requested.

19. Select OK and press the Enter key to setup the Informs designerffiller in the



appropriate Windows group.
20. Press N to bypass viewing the README files.

21. Press the Enter key when the Reminder dialog box appears on screen to exit
the Informs Install process.

22. Press the Enter key.

23. Create a group for Informs.

24. Assign the appropriate trustee directory rights to the group.
25. Assign members to the group.
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Informs Procedure: Installing Informs Filler to a Workstation

1. Log in to the server as user in Informs group.
2. Start Windows.
3. Press ALT F, Run.

4. Enter the drive letter that is mapped to the volume that Informs is installed on
followed by the command \INF41\SETUP.

5. Select Install and press the Enter key.

6. Select Network and press the Enter key.

7. Select Workstation and press the Enter key.

8. Verify the drive and directory that Informs is to be installed in.
9. Press OK and press the Enter key.

10. Confirm the Windows group you want Informs installed in.
11. Select OK and press the Enter key.

12. The installation is complete.
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Informs Required

Microsoft Windows 3.1
e 386/25 or better CPU
e 4MB RAM or more

¢ VGA monitor

e 24MB of disk space
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SoftSolutions Q & A

cc:Mail and the Remote Document Server

Combining VIEWER and DLL Directories into a Single Directory

How SoftSolutions Automatically Starts upon Opening or Saving a File

No Echo Space Error

Password Protection from WordPerfect and SoftSolutions

Sending Information Other Than Documents through RDS

Suppressing Opening Screen

Using the Remote Document Server to Send Items Other Than Documents
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SoftSolutions Q & A: Using the Remote Document Server to Send
Items Other Than Documents

—
f=:2)

Can the Remote Document Server in SoftSolutions 4.1 be used to send items
other than documents?

=
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Yes, it can. Public@Novell.com (via the Internet) or Public@Novell (via MHS) is a
good example of how this is done. Although it started as a means to distribute white
papers and technical information on GroupWise, it is also being used to send minor
programs updates directly to those who request them.

One thing to keep in mind when requesting information from Public@novell over the
Internet: The SMTP gateway you are going through to request information must
support UUDecode in order to properly receive the files. If it doesn't, you will need to
know how to do this task manually.
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SoftSolutions Q & A: cc:Mail and the Remote Document Server

My company uses cc:Mail as its e-mail platform. | want to implement the

Remote Document Server (RDS) in SoftSolutions. What type of equipment
do | need?

RDS requires a dedicated PC. It supports the Messaging Application Program

Interface (MAPI) and the Vendor Independent Messaging (VIM) messaging
standards. RDS accesses cc:Mail through VIM.
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SoftSolutions Q & A: Password Protection from WordPerfect and
SoftSolutions

Because of the sensitive nature of our documents, they are stored using

the password protection option of WordPerfect. Can these documents be
integrated with SoftSolutions?

Yes. You can store password protected documents in SoftSolutions. There are a
few limitations that you need to consider when users use password protection for

documents. These documents are not full-text indexed and cannot be viewed or
opened by SoftSolutions until after the user has entered the password.

Rather than password protecting documents, have users give the document a
security rating of Private. In SoftSolutions, this means the author and creator of
the document (in most cases, the same person) will be able to see the profile and
open the document. The SoftSolutions system manager will still be able to
access the document in this scenario.
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SoftSolutions Q & A: How SoftSolutions Automatically Starts upon
Opening or Saving a File

| am a new user of SoftSolutions. How does an application | have
configured to work with SoftSolutions understand how to automatically

start SoftSolutions when | open or save a file?

This task is handled by the Windows Registry in a file called REG.DAT. You can
see the information stored in this file by running REGEDIT /V in Windows. Use
the Find Key function to locate SSProfile in REQ.DAT. This is the command line
that all SoftSolutions-integrated applications use when they are opened. You can
add additional command line options, such as /user=%nwb, to help streamline
the use of the product.
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SoftSolutions Q & A: Sending Information Other Than Documents
through RDS

Can the Remote Document Server (RDS) in SoftSolutions 4.1 be used to
send items other than documents?

Yes, it can. Public_Novell.com (via the Internet) and Public@Novell (via the
Message Handling Service [MHS]) are good examples of how this is done.
Although these services started to distribute white papers and technical
information on GroupWise, they are also being used to send minor program
updates directly to users who request them. One thing to keep in mind when
requesting information from Public@Novell over the Internet is that the Simple
Mail Transfer Protocol (SMTP) gateway you are using to request information
must support UUDecode in order to properly receive the files. If it doesn't, you
will need to know how to UUDecode files manually.
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SoftSolutions Q & A: No Echo Space Error

| have started getting a "No Echo Space™ error when | use SoftSolutions.
Running Janitor doesn't solve the problem. Deleting all the files in the

ECHO directory doesn't fix the problem. Do you have any suggestions?

In the ECHO directory there is a file called SSECHO that keeps track of the
space used in the ECHO directory. If the number in this file is not correct, it could
explain the problem you are seeing. If your ECHO directory is currently emptied
of all files, you can delete SSECHO. It will automatically be recreated the next
time documents are echoed to the directory. Another area to check is the Setup,
Workstations option to make sure you haven't exceeded the maximum size for
the ECHO directory. You may need to increase that value.
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SoftSolutions Q & A: Suppressing Opening Screen

I have users who are remotely running SoftSolutions (Windows version) via
the Carbon Copy or ReachOut remote control programs. They are

complaining that it takes a long time to paint the SoftSolutions opening
screen. Can these users suppress this screen to speed up operations?

No. There isn't an option to disable that screen. You might want to try using the
DOS version of SoftSolutions to get around the problem. Also, check the modem
speeds your users are set at; if they are using 14,400 bits per second or faster

modems, the opening screen should take around 5 seconds to paint--unless you
have noisy phone lines.
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SoftSolutions Q & A: Combining VIEWER and DLL Directories into
a Single Directory

| have both GroupWise and SoftSolutions installed on the server. The
directory structure needs simplifying. Can the VIEWER directories and
associated Dynamic Link Libraries (DLLs) from both products be combined
into a single directory and referenced accordingly?

No. For the time being, you will need to leave these files in their respective
directories. They are unique for each product. In the future, as Novell continues

streamlining the code and furthers the shared code-concept, the products will use
the same files.
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SoftSolutions Procedure List

Configuring the Remote Document Server

First-Time Installation of SoftSolutions 4.1
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SoftSolutions Procedure: First-Time Installation of SoftSolutions
4.1

1. From Windows, select Alt-F, Run.

2. Enter D:\INSTALL (in which D: is the CD-ROM drive letter) and press the Enter
key.

3. Select Express Installation and click on OK.

4. Verify the parent (or destination) directory where SoftSolutions is to be
installed and click on OK.

5. Enter the company name and serial number for SoftSolutions in the
SoftSolutions for Windows Install dialog box and click on OK.

6. Select the integrations you need from the Application Integration Installation
dialog box.

7. Click on the Select button to move the desired integration into the Integrations
Selected column.

8. Click on the OK when all desired integrations have been selected.

9. You will be presented with a dialog box to enter the path for each of the
applications you want to integrate.

10. Enter the path or use the Browse function to enter the path and click on OK to
proceed.

11. Repeat Steps 9 and 10 until all the selected applications have been
integrated.

12. You will receive a dialog box asking for a code name and password for
system manager access. Enter SS for the code, Admin for the name and a
password of your choosing for the password. Click on OK to proceed.

13. When the SoftSolutions installation is finished, you will be presented with a

dialog box indicating that the INSTLOG may be reviewed for steps taken during
the installation.
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SoftSolutions Procedure: Configuring the Remote Document
Server

1. Create a login ID for RDS to use on the server where SoftSolutions is stored.
2. Assign the login ID the appropriate trustee directory rights to access
SoftSolutions, the documents that are being stored, and the e-mail system you
are integrating this with.

3. Create a section in the System or Container Login Script for RDS to use to
map drives to all servers and volumes where SoftSolutions documents are
stored.

4. Go to the GroupWise domain directory on this server and run AD.EXE.

5. Press Control U to bring up the screen to create a user.

6. Enter SOFTSOL for the user name and press the Enter key (this is the default
name that the RDS macros for GroupWise are set to use).

7. If you are running GroupWise on a 4.x server, edit line 8 (the network ID) to
correctly reflect the login name and the proper NDS context.

8. Log in to the server using the RDS login.
9. Execute the Windows GroupWise client.
10. Choose Alt-F, Preferences.

11. Double-click on the Location of Files icon.

12. Change the Custom Views directory to reflect the path to the SoftSolutions
program directory.

13. Click on OK and exit GroupWise.
14. Select Alt-F, Run.

15. Enter the drive letter and directory for SoftSolutions and add on \PROG\
SOFTWIN and press the Enter key.

16. To verify correct installation, answer the SS login prompts with the SS Admin
login name and password.



17. Exit Windows and change to \SOFTSOL\PROG.
18. Using a DOS text editor, edit RDS.CFG.

19. Edit the data line to point to the data directory under SOFTSOL (e.g., \
SOFTSOL\DATA).

20. Edit the STRDIR line to point to the SoftSolutions program directory (e.g., \
SOFTSOL\PROG).

21. Edit the MAILUSER line to reflect the GroupWise user id (e.g., SOFTSOL).

22. Consult the SoftSolutions Users Guide to see if any of the other options in
RDS.CFG need to be changed or deleted.

23. Save the file and exit the DOS editor.

24. In Windows, open the Startup folder.

25. Select File, New, Program Item and click on OK.

26. Enter RDS in the Description box.

27. Enter G:\\SOFTSOL\WMAPIUSER.EXE G:\\SOFTSOL\RDS.CFG in the
Command Line box and click on OK (you may need to change the drive letter to
reflect the one you are using).

28. GroupWise users need to send a message to SOFTSOL once RDS is

running with the work HELP in the body of the message. This will send them a
reply message with the GroupWise macro needed to access the RDS server.
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SoftSolutions Required

386SX or better CPU

4MB RAM (8MB RAM recommended)

Dedicated indexer for every 100 to 125 workstations
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Global MHS and MHS

UTILITIES
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Global MHS and MHS Q & A

Automatic Forwarding of Messages

Exchanging Mail via the MultiProtocol Router over the Internet

Message Pickup Shutting Down

MHS Message Structure

Modem-sharing with NetWare Connect

Sending Mail via the Internet

Sending Messages from SMF-71 to SMF-70 Hosts
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Global MHS and MHS Q & A: Modem-Sharing with NetWare
Connect

i
£

Can Global MHS share a modem with NetWare Connect?

Global MHS requires a dedicated port for each modem that receives and makes

calls. It can use some but not all the ports on a multiport serial adapter, such as a
Digiboard.

i
£

Copyright 1995. Charles River Media. All Rights Reserved.



Global MHS and MHS Q & A: MHS Message Structure

| am working on a specialized application that needs to use the Message

Handing Service (MHS) to send messages between different parts of the
process. Where can | find out more about the MHS message structure?

Call Novell's Professional Developer's Program at (800) NET-WARE and order

the SMF-71 Programmer's Reference manual. It is the official Novell publication
on the Simple Message Format used by MHS.
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Global MHS Q & A: Automatic Forwarding of Messages

Is there any way | can have mail sent to an address such as INFO
automatically forwarded to the user | want to handle this message?

Yes. Create a text file called FORWARD.SMF and place it in the MHS\MAIL\
USERS\user_name directory (replace user_name_ with the e-mail address that

you want to redirect e-mail from). Add the following line to that file:
Forward-to: Recipient_address

Replace Recipient_address with the destination e-mail address that should
receive the forwarded mail (i.e., jsmith@service). You should be able to place a
"Keep-local-copy:" statement in this file with a TRUE or FALSE statement to
indicate whether or not to keep a copy of the message in the mailbox of the
account that is forwarding the initial message.

e
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



Global MHS Q & A: Message Pickup Shutting Down

I am having a problem with Global MHS indicating that it is shutting down
message pickup. It then shuts down completely due to insufficient free
Global MHS memory. The server in question has 128 megabytes (MB) of
RAM installed. The cache buffers are currently sitting at 70 percent. Why
won't Global MHS stay loaded?

If you look at the short-term memory allocation in MONITOR.NLM, it probably is
set to the default limit of 2MB. You might try placing the following statement in the

server's AUTOEXEC.NCEF file:

SET MAXIMUM ALLOC SHORT TERM MEMORY = 8000000

This will set the short-term memory allocation to 8MB.
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Global MHS Q & A: Sending Mail via the Internet

—
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We currently have Global MHS installed on our network. What do we need
to do to send mail via the Internet?

You have several options. By setting up an account on CompuServe or one of
several third-party providers, you can send Internet e-mail via your existing
Global MHS server. One thing to keep in mind when looking at different providers
is whether or not they support file attachments when sending Internet Mail.
CompuServe returns messages that have files attached to them. Another option
is the Simple Message Transfer Protocol (SMTP) add-on for Global MHS. This
requires that you have a direct Internet connection (i.e., a dedicated data line) to
the Internet Service Provider's Point-of-Presence.

—
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Global MHS Q & A: Exchanging Mail via the MultiProtocol Router
over the Internet

Is it possible to establish an Internet connection via the NetWare

MultiProtocol Router (MPR) without using a dedicated data line to
exchange e-mail? We would also like to be able to use this link for FTP.

You should be able to do this, but it will take a very understanding Internet
Service Provider and the asynchronous dial-on-demand function of MultiProtocol
Router (MPR) 3.0. For best performance, you will need a high-speed serial

adapter such as a Hayes ESP card or a Digiboard.

=
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Global MHS Q & A: Sending Messages from SMF-71 to SMF-70
Hosts

| am trying to send a message to a remote host that is configured for SMF-
70. Our host is configured for SMF-71. When sending a message, the
message keeps being directed to NHUB for delivery instead of to the proper

host. What is the problem?

In your configuration, when sending a message to an SMF-70 host, you will need
to use SMF-71 MHS hubs or the workgroup's name to get the message to the
proper recipient. Global MHS will make the appropriate addressing conversions
when the message is delivered to the SMF-70 host (such as changing your return
address to the SMF-70 format from SMF-71). The reason that NHUB is selected
for delivery of the message is that it has been assigned the null workgroup, which
indicates that all messages that can not be delivered to hosts it already knows
about will be dropped off at NHUB.
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Global MHS and MHS Procedure List

Check on Messages Waiting for Delivery in Global MHS

Creating a Distribution List in Global MHS
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Global MHS and MHS Procedure: Creating a Distribution List in
Global MHS

1. At the server's colon prompt, type LOAD NGMADMIN and press the Enter key.
2. Select WorkGroups, Users and DLISTS and press the Enter key.

3. Select Distribution lists and press the Enter key.

4. Press the Insert key.

5. Enter the name of the distribution list you want to create and press the Enter
key.

6. Enter a description of what this DLIST will be used for and press the Enter key
(optional step).

7. Press the Enter key on the Error Mailbox and select an individual to receive
errors about this DLIST(optional step).

8. Press ESC and press the Enter key to save the configuration settings.

9. Highlight the DLIST you just created and press the Enter key.

10. Select the Member List option and press the Enter key.

11. Press Ins to display the list of Available Members and DLISTS.

12. Highlight a name and press the Enter key.

13. If you are adding multiple users at the same time, as the desired name is
highlighted, press F5 to mark it and press the Enter key only after all the desired
names have been marked.

14. To add a name to the DLIST for someone who isn't displayed (e.g., a user on
a different MHS host), select Insert New Member Not in List and press the Enter
key. Enter that user's full e-mail address and press the Enter key.

15. Press Esc after all names have been added.

16. Press Esc three times to return to the Global MHS main menu.
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Global MHS and MHS Procedures: Check on Messages Waiting for
Delivery in Global MHS

1. At the server's console prompt, type LOAD NGMADMIN and press the Enter
key.

2. Select Maintenance from the main menu and press the Enter key.

3. Select Queues from the Maintenance options and press the Enter key. This will
display the Waiting Messages by server.

4. Select one of the Messaging Servers from the list and press the Enter key.

5. Select List Messages in Queue and press the Enter key. This will provide a list
of all messages waiting for delivery with specifics of sender, sent time and date,
message size, number of delivery attempts, and receiver of the message.

6. Press Esc three times to return to the NGMADMIN main menu.
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Global MHS and MHS Requirements

8MB of free disk space

Serial port (AIO compatible)

High speed modem

6MB of RAM additional
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Global MHS and MHS Utilities

DaVinci eMAIL (Free 30-Day Trial) by On Technology Corp.

Notework Electronic Mail (Free 30-Day Trial) by On Technology Corp.
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Global MHS and MHS Utility: Notework Electronic Mail (Free 30-Day
Trial) by On Technology

Notework Electronic Mail includes support for Macintosh, Windows NT, DOS, and
Windows 3.1 clients.

To install this software, copy the directory D:\PROGRAMS\NOTEWORK to your
hard disk. Then run the INSTALL.BAT file from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type
CONOTEWORK\INSTALL.BAT and choose OK.
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Global MHS and MHS Utility: DaVinci eMAIL (Free 30-Day Trial) by
On Technology

DaVinci eMAIL includes NetWare Directory Services (NDS) support as well as
NetWare MHS-based electronic mail capability for DOS, Windows and Macintosh

environments.
To install DaVinci eMAIL, copy the subdirectory D:\PROGRAMS\DAVINCI to your
hard disk. From the hard disk, follow these installation instructions:

1. Log in as "ADMIN" on a 386 or higher PC-compatible workstation with at least
2MB of RAM and DOS 3.3 or higher.

If you do not have an ADMIN user name with supervisory rights on the network,
you can use any user name that has supervisor equivalence.

2. Run Windows.
3. Select RUN from the File menu.
4. Click on the Browse button to select the drive that contains the subdirectory
containing the files you copied from the CD-ROM, then select SETUP.EXE and
click on OK.

Example: C:\DAVINCNSETUPWIN.EXE
5. Click on the OK button.

6. Read the introduction at the bottom of the Setup screen, then click on the
Install DaVinci eMAIL button.

7. Click on the Browse button if you wish to change the eMAIL installation.

Specify a different location for the new eMAIL installation, including the name of
the directory for eMAIL itself.

Example: M:\PUBLIC\DAVINCI

8. Note: Make sure the path you specify is accessible to all your users; all
users should have a drive mapped to that SERVER/VOLUME. Use a drive
letter and a complete path syntax for the installation, not server/volume
syntax. The Browse feature will help you avoid typos and incorrect syntax.



8. Click on the OK button.

The SETUP program will display the Disk Space Required to install the eMAIL
program and its files.

9. Click on the Install button to continue.
Follow the instructions on the screen while the SETUP program installs eMAIL.

After SETUP finishes, you will be returned to the Windows Program Manager for
a few seconds as SETUP closes and ADMIN loads.

i
£
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Personal NetWare
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Personal NetWare Q & A

Access to CD-ROM Drive on NetWare 4.x

Can't Log In More Than Four Workstations

Connecting Two 10BASE-T Nodes

Diskless Workstation Problem

Increasing Maximum Number of Printers

Installing Novell DOS without Personal NetWare

Modem Sharing

NETWARER.DRYV Error after Installation

Upgrading from NetWare Lite

Using Non-ODI Drivers

Workstations Can't See Each Other
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Personal NetWare Q & A: Modem Sharing

We have several modems in the office attached to workstations that never
seem to be in the right place for everyone. Is it possible to pool these
modems and share them without being located at a particular PC? We are

using Personal NetWare.

Personal NetWare is not able to handle modem pooling because it does not
support serial port redirection. You will need to look at a product such as
NetWare Connect, in which all modems are connected to the same device, or at
a third-party peer-to-peer system modem-sharing package. The disadvantage of
peer-to-peer networking is that you depend on a particular computer being
attached to the network. The more demanding your downloading or
communications process is, the more it slows down the person's computer
whose modem you are using.
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Personal NetWare Q & A: Connecting Two 10BASE-T Nodes

—
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I have two workstations | want to connect together. The network adapters
are 10BASE-T. Do | have to use a 10BASE-T hub to connect them together?

e
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According to the 10BASE-T standard, the answer is Yes. In reality, though, as
long as the workstations are within 20 feet of each other, you can connect them

without a hub. This requires what is called a crossover cable. The cable has both
pairs of wires crossed. See the diagram below:

Regular Cable Crossover Cable

e
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Personal NetWare Q & A: Increasing Maximum Number of Printers

| am trying to add a printer to Personal NetWare. When | try to add one, | get
a message that says the maximum number of shared printers exist on this

server. How can | increase the maximum number of printers allowed on a
Personal NetWare server?

e
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There are two ways of doing this. You can use the NET ADMIN utility (DOS) or
WNET.EXE (Windows). Edit the properties of the server by highlighting the server
and pressing the Ctrl and Enter keys. Choose Configure and then increase the
number of total shared printers. For the changes to take place, you will need to
reboot the Personal NetWare workstation that will be servicing the additional
printer.
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Personal NetWare Q & A: Diskless Workstation Problem

| am trying to set up a diskless workstation under Personal NetWare. After |
turn on the diskless workstation, | get the following error message:
"RBOOT-RPL-104: Unable to OPEN NET$DOS.SYS; RPL HALTED." What do
| need to do?

Review the RPLDOC.TXT file on the Personal NetWare disk to verify you have
followed all the required steps. Check to make sure you have loaded
NEARSERV(which responds to the RPL request from the diskless workstation)
on the server that contains the boot image. If you haven't already done so, apply
the update files for Personal NetWare (P10U05.EXE, which is downloadable from
NetWire to all your workstations.
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Personal NetWare Q & A: Access to CD-ROM Drive on NetWare 4.x

| have several users that need to share a common CD-ROM drive, but |
don't need them to log in to the NetWare 4.x server on our network. Can |

put the Personal NetWare workstations on our existing cabling system
without doing anything special?

You shouldn't have any problems. Until the Personal NetWare workstations run
VLM.EXE, they won't be able to see the NetWare 4.x NetWare server on your
network. By the same reasoning, the other users on your network won't be able
to see or log into the Personal NetWare server in this workgroup until they have a
copy of Personal NetWare installed on their workstations. This is an illustration of
how Personal NetWare can be used to help a few users without requiring
significant changes in network hardware or configuration to accommodate them.
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Personal NetWare Q & A: Using Non-ODI Drivers

I have a network adapter that is so old it only has drivers for genning

IPX.COM. | have been unable to find any Open Data-link Interface (ODI)
drivers for this adapter. Can | use it with Personal NetWare?

You will need to purchase a newer network adapter that has ODI drivers (just
about all of them do now). IPX.COM is not supported by Novell for use with
VLM.EXE. You might be able to get it to work but it will provide intermittent
performance at best. Using ODI drivers gives you much more flexibility than was
possible with IPX.COM.
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Personal NetWare Q & A: Installing Novell DOS without Personal
NetWare

| recently purchased the Novell DOS 7/Personal NetWare combination. It

was cheaper than buying just Personal NetWare. Is it possible to install
Personal NetWare without installing Novell DOS 7?

Yes. Check the NDESKTOP forum on CompuServe. A file posted there describes
how to install Personal NetWare only from the Novell DOS 7 disk.
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Personal NetWare Q & A: Upgrading from NetWare Lite

| would like to upgrade my NetWare Lite network to Personal NetWare. Can
it be done? How?

Yes. Install Personal NetWare on one of the workstations. Log into the workgroup
as Supervisor and assign the server to a workgroup. At the DOS prompt, change
to the NWCLIENT subdirectory and execute the NLMIGRAT program. This will
perform the conversion for you. Keep in mind that Personal NetWare and
NetWare Lite will not work together, due to differences in the way they
communicate. You will need to convert all the NetWare Lite workstations to
Personal NetWare at the same time.
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Personal NetWare Q & A: Workstations Can't See Each Other

I have a five-user Personal NetWare installation. Three of the workstations
see each other and the remaining two see each other, but the two groups

don't see each other. | have verified that the cabling is correct and that the
network adapters are working properly. Do you have any suggestions?

Check the NET.CFG file in each of the workstations to see that they all reference
the same frame type. Make sure that your cabling is not too long at any one

point. Try connecting just four of the workstations and see if the situation
improves.
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Personal NetWare Q & A: NETWARER.DRYV Error After Installation

After installing Personal NetWare, | began to get an error message in
Windows: "File error: NETWARER.DRV not found." | have reinstalled

Personal NetWare several times with the same result. Do you have any
suggestions?

The first thing to check is that Windows is configured for Personal NetWare. The
error you are describing is usually seen when NetWare application program
interface (API) calls are made by a program in Windows and Windows doesn't
know anything about the network. You can check using either Windows or DOS
setup programs. Look at the Network line; it should mention Personal NetWare
v1.0. If it doesn't, this is the cause of your problem.
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Personal NetWare Q & A: Can't Log In More Than Four
Workstations

| haven't been able to get more than four workstations logged into my
Personal NetWare server at any one time. | have logged in as Supervisor,
increased the number of future connections to six, and rebooted the server.

The number of connections hasn't increased and the future number of
connections is showing six. Do you have any ideas?

When making changes of this type, make sure that you are using NET ADMIN.
When leaving the Advanced Settings screen, Tab to the OK button and press
Enter. Don't press the Esc key to exit. When you use the Esc key, the settings
you have changed are not saved. If changes have been made successfully, you
should get a message about the changes taking effect the next time the server is
loaded. To see the changes, you will need to reboot the server.
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Personal NetWare Procedure List

Creating a Shared Printer in Personal Net\Ware

Installing Personal NetWare
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Personal NetWare Procedure: Installing Personal NetWare

1. Insert the diskette labeled Installation and Utilities 1 into diskette drive.
2. Type Install and press the Enter key.

3. Press the Enter key when the Install screen is displayed.

4. Enter the user's name and press the Enter key.

5. Enter the company name (if any) and press the Enter key.

6. Enter the serial number of Personal NetWare (found on the back of diskette 1)
and press the Enter key.

7. Press the Enter key to Accept and continue.

8. If you don't want to have Windows Support installed, press Tab key until the
small square check box is highlighted and press the Space bar to clear the check
in the box.

9. If you want to change the drive or subdirectory Personal NetWare will be
installed to (this is not recommended), highlight the Change Drive and
Subdirectory button and press the Enter key.

10. To continue with the installation, highlight the Continue button and press the
Enter key.

11. Enter a name for the user of this computer and press the Enter key.

12. For this computer to be a Personal NetWare server, select the Share This
Computer's Resources option.

13. If the network adapter in your PC isn't automatically identified, highlight the
Primary Network Interface Card line and select the appropriate driver.

14. Select Server Types to Connect To; Personal NetWare should be selected. (If
you also want to connect to a NetWare v2.x, v3.x, or 4.x server, make sure these
items are selected and press the Enter key.

15. Select Accept the Above and press the Enter key.

16. Select Optimization/Network Management and press the Enter key.

17. If you currently have SMARTDRYV loaded, you will want to deselect the



loading of NWCACHE or this will conflict with SMARTDRV.

18. The Network Management options can be left unselected if you won't be
using a network management package such as ManageWise.

19. Select Accept the Above and press the Enter key.
20. Select Configure the Primary Interface Card and press the Enter key.

21. Select the appropriate values for port (i/0) and interrupt (IRQ) (not all drivers
require an IRQ selection).

22. If configuration for an ISA box, the slot choice can be left at the default of 1.

23. Select either ETHERNET_802.2 or 802.3 for use by Personal NetWare
(select the same frame type on all Personal NetWare workstations).

24. Select Accept the Above and press the Enter key.

25. Select Accept the Above and press the Enter key.

26. Select Start Installation and press the Enter key.

27. If prompted to overwrite a more recent file, select No and press the Enter key.
28. Insert additional diskettes as prompted.

29. Press the Enter key when the Install is Complete message appears.
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Personal NetWare Procedure: Creating a Shared Printer in Personal
NetWare

1. Log into Personal NetWare as Server Owner or Admin.
2. Type NET ADMIN and press the Enter key.

3. Select the View menu.

4. Choose Shared Printer and press the Enter key.

5. Press the Insert key.

6. Type a name for the printer (e.g., printer brand name or location) and press the
Enter key.

7. Select the Personal NetWare server and the port the printer is connected to.
8. Select OK when finished.

9. The server where the printer has been defined will need to be restarted before
the printer will be available.
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Personal NetWare Requirements

640KB DOS; 2MB for Windows

Novell compatible network adapter

6 to 8MB of disk space

Cable to connect the computers together

—
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NetWare for SAA
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NetWare for SAAQ & A

802.2 Link Errors

AS/400 Printing

AS400PCS and Server ABENDs with NetWare for SAA 1.3VB

AS400PCS Error 4 with More Than 10 People

Attaching to the Wrong Server on WANSs

HostPrint/400 and AS/400 Access

HostPrint/400 and OS/400 Version 3 Release 1

HostPrint Host Errors

HP400.EXE DOS Program and Printing the HP400 Configuration

Licensing and AS/400s

Lost Connection

LU1 and LUS3 Printer Differences

Patches for NetWare v3.12

PC/Support

Printing More than 132 Characters per Line with HostPrint/400

SPX Errors

System/36 Twinax Connections
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Printing More than 132 Characters per Line with HostPrint/400

—
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How do | print more than 132 characters per line with HostPrint/4007?

Confirm that the printer is capable of printing in condensed mode. Configure the
printer in HostPrint/400 for Host Transform Mode. Make sure that the AS/400
operating system supports more than 132 characters per line on the specified
printer. Set the form type to the default printer definition in CFGHP400.EXE. If the
AS/400 operating system (known as OS/400) is earlier than v3r1, call IBM for printer
PTFs. If it is later than v3r1, check the printer definitions on the AS/400.
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HP400.EXE DOS Program and Printing the HP400 Configuration

Why can't | use the HP400.EXE DOS program to print my HP400 configuration?

Novell accidentally didn't copy the file on the HP400 diskette. You can download it
from CompuServe, Novell's FTP site, or from Novell's WWW site.
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AS400PCS Error 4 with More Than 10 People

Why do | get an AS400PCS error 4 when | have more than ten people using the
SAA 2.0 router on my Netware v3.12 server.

It is possible that your LAN driver or one of the following modules is old: CLIB.NLM,
ETHER.TSM, TOKEN.TSM, ETHER.MSM, or TOKEN.MSM,. The error may also
refer to a verb problem between NetWare for SAA 2.0 and the Communications
Executive. All but the LAN driver can be updated by using LIBUP5.EXE, found either
on NetWire, NSEPro, or on the Novell WWW or FTP sites. The LAN driver may be
updated from LANDR4.EXE; if not, you will have to contact either a section of
CompuServe for your LAN adapter manufacturer or the manufacturer directly. Follow
the instructions for installing LIBUP5.EXE and LANDR4.EXE. Replace the existing
LAN driver with a new one and down the server. Upon restarting the server, you may
add additional users.

—
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AS400PCS and Server ABENDs with NetWare for SAA 1.3B

Why does my AS400PCS in NetWare for SAA 1.3B unload or ABEND the
server?

You have upgraded your AS400 operating system to OS400 3.1 or greater and you
are using the update parameter in the client CONFIG.PCS file. NetWare for SAA

1.3B does not support automatic update through the router from OS400 version 3.1.
Remove the update parameter from the CONFIG.PCS file.
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NetWare for SAA Q & A: SPX Errors

While | was performing a file transfer at a workstation through a NetWare for
SAA gateway, | received the error message "WTSPX Post Error 65." The file

transfer doesn't complete. The technical support department for the terminal

emulation software | am using says the problem isn't theirs. What do | look
for?

The first thing to do in this situation is make sure you have the latest revision of
VIPX.386, VNETWARE.386, and the various_dynamic link libraries (DLLs) used by
the NetWare client in Windows. Then verify that the versions of LSL.COM,
IPXODI.COM, NETX.EXE, VLM.EXE, and the driver for the network adapter you are
using are the latest versions available. Download NWDLL2.EXE, WINDRZ2, and
VLMUP2.EXE from NetWire. After applying these files, the problem should be fixed.

—
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NetWare for SAA Q & A: Attaching to the Wrong Server on WANs

I have a server running NetWare for SAA that's connected to a WAN. Another
division has a server connected to the WAN that is also running NetWare for

SAA. Users at my location are intermittently having the problem of attaching to
the wrong server. How can |l isolate the login process to just my server?

Use the PREFERRED SERVER = <server_name> command in the NET.CFG file
on the workstations as a first step. Depending on the terminal emulation software

you are using, you may be able to specify the NetWare for SAA server a workstation
should be attaching to as a secondary option.
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NetWare for SAA Q & A: System/36 Twinax Connections

| need to be able to connect our System/36 to the network. Is my only option to
connect via a twinax connection?

No. Using a Synchronous Data Link Control (SDLC) connection is possible, but your
System/36 may not have this type of connection. NetWare for SAA doesn't support
the System/36. You might be able to find one of the older Systems Network

Architecture (SNA) gateways that will let you connect it.
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NetWare for SAA Q & A: Patches for NetWare v3.12

| am installing NetWare for SAA on a NetWare v3.12 server. What patches or
update files should | apply before starting?

Get STRTL3.EXE from NetWire and apply the appropriate SPX protocol patches.
Also download LIBUPS.EXE for the latest CLIB.NLM and related files. Apply the
patches in LANDR4.EXE for the latest updates to MSM31X.NLM, ETHERTSM.NLM,
and similar files that are used on your server. Check NetWire or Novell's FTP site on
the Internet for updates to the version of NetWare for SAA you are installing.
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NetWare for SAA Q & A: AS/400 Printing

When | load HostPrint/400 on the NetWare for SAA gateway, | see the normal
initialization messages indicating that AS/400 printer sessions are being
established. No print jobs are being sent from the AS/400. The QSYSOPR
message queue on the AS/400 indicates a problem initializing the print writer.

What do | need to look at?

The first thing you need to look at is the version of OS/400 (the AS/400's operating
system) that your AS/400 is using. If it is version 2 release 2 or earlier, you can only
use the local transform printer mode. This mode appears to the AS/400 as a 5256
single-font line printer. In this mode, NetWare is responsible for sending mode
changes, such as fonts, to the printer. OS/400 version 2 release 2 acknowledges
host transform printers (which appear to the AS/400 as 3812 multi-font line printers).
Because there is a bug in this version of 0S/400, HostPrint/400 will error out when
trying to print to this type of printer. The best way to fix this problem is to have the
AS/400 system operator or security officer delete the printer and print writer (the
AS/400 equivalent of a NetWare print queue), turn on AUTO CONFIG, and unload
and reload HostPrint/400.

—
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NetWare for SAA Q & A: HostPrint/400 and AS/400 Access

The security officer for the AS/400 needs to know the level of access the

HostPrint/400 login ID needs to the AS/400. He is very concerned about
security holes.

The login ID for HostPrint/400 can be very minimal. The ID only needs to
authenticate to the AS/400 and nothing else. As long as the print writers (the AS/400
equivalent of print queues) are accessible to any user, this should be okay.
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NetWare for SAA Q & A: Lost Connection

Since | loaded the patch NetWare Loadable Modules (NLMs) from STRTL3, no

one can log into the server and all existing connections to the server are lost.
What can | do?

The first thing to check is that you are using the latest version of the NLMs that are
included in LANDRA4.EXE (or the latest version of this file). The Sequenced Packet
Exchange (SPX) protocol patches may cause a problem with earlier versions of
some of the files in LANDR4.EXE (such as those that ship with NetWare v3.12). In
case the network adapter you have in the server doesn't have a replacement driver
in the driver update file from Novell, contact the manufacturer of your network
adapter to get the latest revision of the driver.
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NetWare for SAA Q & A: HostPrint/400 and OS/400 Version 3
Release 1

Since upgrading our AS/400 to OS/400 Version 3 Release 1, NetWare for SAA
still loads and gets a connection to the AS/400, but HostPrint/400 has

problems. It initially connects to the AS/400, but reports that it can't establish a
printer session on the AS/400. What's wrong?

When IBM wrote OS/400 Version 3 Release 1, it made significant changes to the
communications process on the AS/400. Make sure that you have applied the latest
patches to NetWare for SAA; this should fix the problem. If you haven't already done
so, make sure that you have the latest version of the driver for the network adapter
in the server that is communicating with the AS/400 and that you've applied
LANDRA4.EXE (or the latest version of this file).
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NetWare for SAA Q & A: Licensing and AS/400s

We are getting ready to connect an AS/400 and a mainframe to the LAN. We
will need about 20 connections to the AS/400 and about 30 to the mainframe.

What license count will we need to purchase for NetWare for SAA to
accommodate this configuration?

A 32-user version of NetWare for SAA should be sufficient. PC/Support connections
are independent connections. Mainframes use dependent connections. The 32-user
version of NetWare for SAA gives you 32 independent and 32 dependent sessions at
the same time. The only other point to keep in mind is that when you use HostPrint
or HostPrint/400 with NetWare for SAA, each printer session requires a user
connection in the service profile of the host it is connecting to.
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NetWare for SAA Q & A: 802.2 Link Errors

When loading the service profile in NetWare for SAA, the file server beeps and
a message is displayed on the console that the 802.2 Logical Link Control
(LLC) link is disconnected. This message is followed by an 802.2 LLC link
connected message. Why is the link being disconnected just after the service
profile is loaded?

The link disconnected message is normal just after a service profile has been
loaded. It indicates that the profile has successfully loaded and that the network
adapter has been initialized. When the service profile has been configured to talk to
an AS/400, you may see the disconnected and connected messages more often
because of the way NetWare for SAA talks to an AS/400. A disconnected message
during normal operations can be expected when users are talking to the AS/400 and
the AS400PCS.NLM router drops the AS/400 connection. Frequent connect and
disconnect messages can also be signs of communications problems with the host
system.
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NetWare for SAA Q & A: PC/Support

We are upgrading our AS/400 to OS/400 Version 3 Release 1. Do we need to
upgrade the files at the client that runs PC/Support to the newer client/server

architecture that is supplied with the new version of the IBM operating system
for the AS/400?

If you are running NetWare for SAA version 1.3, do not upgrade the workstation files
to the newer version. By doing so, you will abend the server when the files execute.

The existing PC/Support files should work fine with the latest version of 0S/400.
Shared folders support shouldn't have any problems either.

If you fit this configuration make sure that you remove any mention of PCSUPDT
from the STARTPCS.BAT file on the workstation. It would also be a good idea to
remove the UPDT line in the CONFIG.PCS file on the workstation.
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NetWare for SAA Q & A: HostPrint Host Errors

When loading HostPrint on the NetWare for SAA gateway, | receive an error

message that a host connection is not found. The service profile for the host
has already been loaded. Why is HostPrint having this problem?

The NetWare for SAA service profile probably hasn't completely loaded when
HostPrint is trying to load. Try manually loading HostPrint at least 30 seconds after
the service profile loads. If this fixes the problem, look for a NetWare Loadable
Module (NLM) named DELAY.NLM. This NLM will delay the execution of a LOAD
statement for a specified period of time. More than likely this NLM will fix the
problem.

If you are still having a problem, check the configuration of the service profile and
check with the host support people to see if they have made the appropriate
changes on their end for supporting your connection for printers and terminal
sessions.
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NetWare for SAA Q & A: LU1 and LU3 Printer Differences

—
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What is the difference between a Logical Unit (LU) 1 and an LU3 printer?

In LU1 printers, the host computer system can send printer formatting codes with the

print job to the printer. This is known in the mainframe community as SCS code 35 or
host printer transparency. LU3 printers cannot receive this type of information.
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NetWare for SAA Procedure List

Installing NetWare for SAA v2.0 from Server's CD-ROM Drive

Loading Patches from The Server
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NetWare for SAA Procedure: Loading Patches From The Server

1. Create a directory off of the root called SAApatch.
2. Create a subdirectory for each patch according to its name (e.g., SAA014).
3. Copy the contents of the Patch disk to the appropriate directory.

4. To apply the patch, type CSDOWN at the server's console prompt and press
the Enter key.

5. At the server's console prompt, type UNLOAD COMMEXEC and press the
Enter key.

6. At the server's console prompt, type LOAD INSTALL and press the Enter key.
7. Select Product Options and press the Enter key.

8. Press Ins and type SYS:SAAPATCH\PATCHNAME (substitute the name of the
patch directory here).

9. Press the Enter key to start the patch installation.
10. Repeat Steps 8 and 9 for all patches to be applied.
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NetWare for SAA Procedure: Installing NetWare for SAA v2.0 From
Server's CD-ROM Drive

1. Put the NetWare for SAA 2.0 CD in the server's CD-ROM drive.

2. Mount the CD as a volume.

3. At the server console prompt, type LOAD INSTALL and press the Enter key.
4. Select Product Options.

5. Press the Insert key.

6. Type the volume name of CDOROM:COMMEXEC\DISK1 and press the Enter key
(e.g., NWSAA:COMMEXEC\DISK1).

7. Select Install on this Server and press the Enter key.

8. If prompted, answer yes to Install a NDS commexec object, verify the admin login
name and password and press the Enter key.

9. Press the Insert key.

10. Type the volume name of CDROM:NWSAA\DISK1 and press the Enter key (i.e
NWSAA:NWSAA\DISK1).

11. Select Install on this Server and press the Enter key.

12. Press Esc when you have read the README file after the installation has
completed.

13. Press the Enter key when the Restart Server reminder message has displayed.
14. Press the Enter key again.
15. Unload the INSTALL.NLM.
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NetWare for SAA Requirements

Server requirements:
NetWare v3.x or 4.x

¢ Memory: 8 megabytes (MB) minimum; higher user counts will require
additional amounts of RAM depending on the amount of host traffic.

¢ Disk space: No significant requirements
¢ Host link option: Requires a network adapter if accessing via an Ethernet or

token-ring connection. Also supports Synchronous Data Link Control (SDLC),
X.25, and channel-type attachments

Client requirements:

¢ Requires an IBM 3270 or 5250 terminal emulation package, depending on the
type of host(s) being accessed
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NetWare for DEC Access
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NetWare for DEC Access Q & A

Access to a Digital Alpha Workstation

Access via T1

Macintosh Connections to VAX

Patches for NetWare 4.10
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NetWare for DEC Access Q & A: Macintosh Connections to VAX

I have installed NetWare for DEC Access and now have a department with

several Macintoshes that need access to the VAX. How can | get this to
happen?

The easiest way is to install LAN Workplace for Macintosh on the Macintosh clients
and have them telnet to the NetWare for DEC Access server. This will involve

loading TCP/IP on the network adapters in the server, but other than that, it shouldn't
be too involved.
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NetWare for DEC Access Q & A: Access to a Digital Alpha
Workstation

Our IS group has installed a Digital Alpha workstation for one of the
departments. What is required for users with PCs to be able to access it?

Since the Digital Alpha workstation supports Local Area Transport(LAT), PC
workstations can connect to it by using NetWare for DEC Access on the NetWare
server. The PC clients will need to use a terminal emulation program, such as
Wall Data's Rumba or Walker Richer Quinn's Reflection. The NetWare server will
need to have a direct Ethernet link to the Digital Alpha workstation, since LAT is
not a routable protocol.
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NetWare for DEC Access Q & A: Patches for NetWare 4.10

We are getting ready to upgrade our NetWare server to NetWare 4.10. Are there
any updates to NetWare for LAT we need to apply?

No updates or patches have been issued for NetWare for LAT since LAT001.EXE.

You may want to consider upgrading to NetWare for DEC Access. This version is
specifically for NetWare 4.10.
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NetWare for DEC Access Q & A: Access via T1

Due to logistics, we can't locate the NetWare for LAT server near the Digital

machine it will be talking to. Can we connect the NetWare for LAT server via a
T1 line?

This configuration may be possible. Make sure you have LAT001.EXE applied to
your copy of NetWare for LAT. As long as your T1 line is bridged between locations,

you should be able to get this configuration to work. Having the LAT001 patch in
place is required, due to timing modifications required for this type of installation.
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NetWare for DEC Access Procedure List

Installing From Diskette

Installing NetWare for LAT COMMEXEC from CDROM on Server
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NetWare for DEC Access Procedure: Installing NW4LAT
COMMEXEC from CDROM on Server

1. Insert the NetWare for DEC Access CD-ROM into the server's CD-ROM drive.

2. Mount the CD-ROM as a NetWare volume (the volume name should be
NWLAT).

3. At the server's console prompt, type LOAD INSTALL and press the Enter key.
4. Select Product Options.

5. Press the Insert key.

6. Type NWLAT:COMMEXEC/DISK1 and press the Enter key.

7. Select Install on this Server and press the Enter key.

8. Press Esc.

9. Press Esc.

10. The installation is now complete.
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NetWare for DEC Access Procedure: Installing From Diskette

1. Install the communications executive required for NetWare for DEC Access.
2. At the server console prompt, type LOAD INSTALL and press the Enter key.
3. Select Product Options and press the Enter key.

4. Press the Insert key.

5. Insert the first NetWare for DEC Access diskette into the drive and press the Enter
key.

6. Insert additional disks as requested.
7. Exit the INSTALL.NLM when finished.
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NetWare for DEC Access Requirements

Server requirements:

e NetWare v3.x or 4.x

e Memory: 8 megabytes (MB) minimum

¢ Disk space: No significant requirements

¢ In heavy traffic situations, a dedicated adapter for DEC access should be
used.

Client requirements:

e Requires workstation terminal emulator compatible with NetWare for LAT or
NetWare for DEC Access
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NetWare IP/NFS
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NetWare IP/NFS Q & A

Access to HP/9000

License Match with NetWare

Monitoring RS/6000 Volume Mounting

Name Space Mounting Is Slow

NetWare Flex/IP and NetWare 4.10

Permissions

Printing and Form Feeds

Upgrading to NetWare v3.12

Upgrading to NetWare 4.10 Using NetWare NFS 1.2c

VREPAIR after Server ABEND
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NetWare IP/NFS Q & A: Name Space Mounting Is Slow

We have noticed lately that it is taking 25 minutes or longer to mount a volume
with the NFS name space. Is there any way that we can speed this up?

Yes. Check that you have the latest drivers for your hard disk controller. It is not
unusual for older drivers to cause this type of problem. Verify that you have the
latest firmware on the controller as well. Check the block size you used when you
created the volume. Although NetWare defaults to 4 kilobyte (KB) block sizes,
NFS has a default of 8KB. The larger the block size you can use, the faster the
volume will mount and the less memory the server will need to cache file
information on the drive. When you select the block size for a volume on a
NetWare v3.x server, the average file size should be a gauge for deciding how
large a value you use. If you need to change the block size on a volume, you will
have to back up the current volume to tape, delete and recreate the volume, and
restore it from tape.
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NetWare for IP/NFS Q & A: VREPAIR after Server ABENDs

Our server recently crashed, requiring us to run VREPAIR on several volumes
before they could be mounted. V_NFS.NLM didn't automatically load as the

directions said it would. What can | do?

Make sure that V_NFS.NLM is in the same directory (SYS:SYSTEM) or same DOS
partition (i.e., C:\SERVER.312) from which you load VREPAIR.NLM. In the event
that V_NFS.NLM doesn't autoload, you can do the following to load it. At the console
prompt, enter LOAD VREPAIR and press Enter. After VREPAIR loads, press the Alt-
Esc keys at the server console, switch to the system console display, enter LOAD
V_NFS, and press Enter. Return to the VREPAIR.NLM screen and run VREPAIR.
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NetWare for IP/NFS Q & A: Upgrading to NetWare v3.12

| currently have NFS 1.2c installed on a NetWare v3.11 server. | am upgrading

this server to NetWare v3.12. Is there anything | need to watch out for after the
upgrade?

No. NFS 1.2c should work fine with NetWare v3.12. As a precaution, you may want
to download LIBUPS.EXE from NetWire and apply the latest CLIB.NLM to your
NetWare v3.12 server.
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NetWare IP/NFS Q & A: Access to HP/9000

| need to create a volume that resides on an HP/9000 and is available to the
users on the LAN. What is the easiest way of doing this?

Novell's NFS Gateway provides the ability to mount a UNIX volume and make it

appear as a NetWare volume. In this manner, drives can be mapped as if the
volumes resided on the NetWare server.
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NetWare IP/NFS Q & A: Upgrading to NetWare 4.10 and Using
NetWare NFS 1.2c

We will be upgrading our NetWare v3.x server to NetWare 4.10 soon. Will

NetWare NFS 1.2c work on NetWare 4.10, or do we have to upgrade to NetWare
NFS 2.1 first?

No, NetWare NFS 1.2c will not work with NetWare 4.10. Versions of NFS 1.2c and
earlier are not supported on NetWare 4.10, due to problems with file locking and
other issues. You must use NFS Services 2.1 NetWare 4 Edition. You can first
upgrade the server to NetWare 4.10 and then install NFS servers. Remember to
REM out the loading of the NFS NetWare Loadable Modules (NLMs) prior to starting
the upgrade process to keep them from loading after NetWare 4.10 has been
installed.
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NetWare for IP/NFS Q & A: Monitoring RS/6000 Volume Mounting

We are using NetWare NFS to mount a volume to an RS/6000. How can the

status of the volume mounting be monitored from either the RS/6000 or the
NetWare file server?

From the RS/6000, you can use SMIT to monitor the progress of the volume

mounting. Select Communications, NFS to follow the progress. From the NetWare
console, use UNICON to accomplish the same thing.
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NetWare for IP/NFS Q & A: Permissions

After mounting a server volume in NetWare NFS, | noticed that the file

permissions are set to dr-x------ . How can | make changes to the permissions
so users on the UNIX box will be able to use the NetWare volume | exported?

Load NFSADMIN on the NetWare server. Select File Permissions from the menu.
You should be able to reset the directory flags at this point.
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NetWare IP/NFS Q & A: License Match with NetWare

Our purchasing department purchased a 5-user license of NetWare NFS
instead of one that matches our 100-user NetWare license. Can we use the

lower user license count of NetWare NFS on the server, even though the
licenses don't agree in user count?

Yes, you can. You will be limited to five concurrent NetWare NFS users, but there
shouldn't be any problems other than that.
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NetWare IP/NFS Q & A: Printing and Form Feeds

We recently started sending print jobs to a laser printer attached to the UNIX

box on our network. The last page of the print job isn't coming out and

someone has to hit the Form Feed button on the laser printer to get it. How
can we fix this?

Load UNICON on the NetWare server that NetWare NFS is loaded on. Configure the
print job in UNICON to add the needed form feed.
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NetWare IP/NFS Q & A: NetWare Flex/IP and NetWare 4.10

Since upgrading to NetWare 4.10, we can't get NetWare Flex/IP to load. We
bought NetWare Flex/IP instead of NetWare NFS because it costs less. What

patches do we need to apply to get NetWare Flex/IP to load?

Because of significant differences in the network operating system between
NetWare v3.1 and NetWare 4.10, you will need to upgrade to UNIX Print Services.
The benefits are that UNIX Print Services are NetWare Directory Services (NDS)-
compliant and designed to work with NetWare 4.10. UNIX Print Services work in a
similar fashion to NetWare Flex/IP. The main difference is that the file-sharing
functions of NetWare Flex/IP have been removed. The installation of UNIX Print
Services is a little different, and management is performed through a different
console process. There have been some changes to the form feed and banner
options. If the new defaults present a problem for you, you should be able to work
around them by changing your print configuration in UNIX Print Services with the
UNICON utility.
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NetWare IP/NFS Procedure List

Installing the NetWare IP Client Software from Diskette

Installing NetWare IP on the Server (1st-time Installation)
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NetWare IP/NFS Procedure: Installing NetWare IP on the Server
(1st-time Installation)

1. At the server console prompt, type UNISTOP and press the Enter key to stop
all services that may be using PKERNEL.NLM.

2. At the server console prompt, type LOAD INSTALL and press the Enter key.
3. Select Product Options and press the Enter key.

4. Select Install a Product Not Listed and press the Enter key.

5. Insert the first NetWare IP disk into the diskette drive and press the Enter key.
6. Accept the displayed host name and press the Enter key.

7. Accept the default of C and press the Enter key.

8. Select Y to install the online documentation.

9. Insert additional diskettes as requested.

10. Select Yes to configure NetWare IP and press the Enter key.

11. Select Configure DNS Client and press the Enter key.

12. Type the name of the DNS domain this server will reside in and press the
Enter key.

13. Type the IP address of the DNS server in Step 12 and press the Enter key.
14. Press Esc.

15. Select Configure NetWare IP Server and press the Enter key.

16. Type the NetWare IP server domain name and press the Enter key.

17. If the NetWare IP server will be acting as a forwarding gateway, highlight the
Forward IPX Info field, press the Enter key and press Y.

18. Press Esc.

19. Select Y to save the configuration information entered.



20. Select Start NetWare |IP Server and press the Enter key.

21. Press Esc.

22. Press Esc.

23. Press Y and the Enter key to continue.

24. Press Esc.

25. Press Esc.

26. Press Esc.

27. Press Y and the Enter key.

28. At the server console prompt, type DOWN and press the Enter key.

29. At the server console prompt, type RESTART SERVER and press the Enter key.

—
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



NetWare IP/NFS Procedure: Installing the NetWare IP Client
Software from Diskette

1. Verify that the DOS SHARE command is not loaded during the installation
process.

2. Insert the NetWare IP WSDOS _1 diskette into the diskette drive.

3. Change to the diskette drive.

4. Type INSTALL and press the Enter key.

5. Accept the default install directory, press the Down Arrow key.

6. Accept the install Program Modifying System Files, press the Down Arrow key.
7. Accept the Enabling of Microsoft Windows Support, press the Down Arrow key.
8. Accept the Default Location of Windows, press the Down Arrow key.

9. Accept the default of not using SMS for workstation backup, press the Down
Arrow key.

10. Press the Enter key to confirm the board driver to install for the workstations.
11. Press the Enter key to continue.

12. Accept the default TCP/IP directory, press the Down Arrow key.

13. Press the Down Arrow key to accept not using BOOTP.

14. Type the IP address of this workstation and press the Enter key.

15. Type the subnet mask and press the Enter key.

16. Type the IP address of the default router and press the Enter key.

17. Type the DNS domain name and press the Enter key.

18. Type the IP address of the DNS server in Step 17 and press the Enter key.

19. Type the IP addresses of the second and/or third DNS servers and press the
Enter key.



20. Accept the default of not using extended BOOTP and press the Down Arrow
key.

21. Type the IP domain name and press the Enter key.

22. Type the hostname, IP address, subnet mask for up to five of the nearest
DSS servers for this workstation and press the Enter key after each entry.

23. Type the hostname, IP address and subnet mask for up to five of the nearest
NetWare IP servers for this workstation and press the Enter key after each.

24. Press Esc to save the configuration.
25. Press the Enter key to install the IP client software.

i
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NetWare IP/NFS Requirements

Server requirements for NFS:

e NetWare v3.x or NetWare 4.x

e Free disk space required: 3.0 megabytes (MB)
¢ RAM Required: 5 megabytes (MB)

i
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NetWare IP/NFS Utilities

CompuServe NetLauncher

TCPRINT--Host TCP/IP Printer Server for NetWare

=
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NetWare IP/NFS Utility: TCPRINT--Host TCP/IP Printer Server for
NetWare

TCPrint is a printer server that resides on a NetWare file server and complies with
the RFC1179 protocol for a Line Printer Daemon (LPD).

All hosts that support the TCP/IP LPD protocol can assign their print jobs into the
NetWare server's print queues directly via TCPrint. There is no additional software
required for those hosts.

Users can assign their jobs transparently just as if they are printing on host. All
processes will be done by host and TCPrint.

Also, TCPrint performs UNIX to DOS ASCII text translation automatically.

It also provides LPQ and LPRM commands. Some UNIX systems didn't interpret job
status data more than two lines long when the LPQ command was issued. Please
contact the author if this situation occurs. This version has been tested for NetWare
v3.x and 4.x. It doesn't need too much expertise for installation.

To install it, copy the D:\\PROGRAMS\TCPRINT directory to your hard disk.

Please read the README.DOC file for more information.
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NetWare IP/NFS Utility: CompuServe NetLauncher
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NetLauncher is Internet access software for CompuServe.

To install this software, copy the directory D:\PROGRAMS\NETLAUNC to your
hard disk. Then run the SETUP program from the Windows Program Manager

File Run command line. If your CD-ROM drive is designated as drive D, type D:\
NETLAUNC\SETUP.EXE and choose OK.

—
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NetWare for Macintosh

4 FOCEU
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NetWare for Macintosh Q & A

Differences between v.3x and 4.10

Error While Loading AFP.NLM

LOAD Statements Don't Work After Adapter Change

Logging In Error after Server ABEND

Macintosh Fatal Error and Logging In

NetWare for Macintosh v3.12 and NetWare v3.11 Compatibility

Printers Disappear After Server ABEND

Trouble Seeing the NetWare 4.10 Server

VREPAIR Errors After Drive Changed

WordPerfect, Excel, and Word Files with Wrong Create and Modify Dates

—
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NetWare for Macintosh Q & A: Macintosh Fatal Error and Logging
In

We installed NetWare for Macintosh v3.12. None of the Macintoshes can log

into the NetWare network. Sometimes a "Macintosh fatal error 1072" will be

received; at other times, no message is displayed. What do we need to look
for?

On the v3.12 server, put the following SET statement in the AUTOEXEC.NCEF file

immediately following the PBURST: Set NCP packet signature option = 0. Be sure to
set Allow Unencrypted Passwords to ON in the AUTOEXEC.NCF file as well.

There are updates to NetWare for Macintosh v3.12 that should be applied. They are
NAM312.EXE and AFP11.EXE, and can be found in NOVLIB Section 8 on Net\Wire.

It is also a good idea to make sure you have the newest LAN drivers installed for the
network adapters in your server.

i
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NetWare for Macintosh Q & A: Logging In Error after a Server
ABENDS

Our NetWare 4.10 server crashed last week and we had to restore it from
backup tapes. Since restoration, the Macintoshes can't see the server. When
they try to log in, they receive this message: "This file server does not use a

recognizable logon sequence." How do we fix it?

Download LANDR4.EXE from NetWire and apply the latest MSM.NLM and the
appropriate topology support manager (TSM) (i.e., ETHERTSM.NLM or
TOKENTSM.NLM). Then get the newest LAN driver for the network adapter in the
server. If your server is a Compagq or uses a Compaq network adapter, download
SP1212.EXE from the Compaqg forum (GO COMPAQ) on CompuServe.

There may be a problem with the users' passwords on the server. Load AFPCON on
the server, select Detailed Configuration, and select User Access Information.
Change the Allow Clear Text Password login to YES. This step shouldn't have to be
performed if you have the MACNDS client, but it can be a good troubleshooting step
to see if the client software is causing the problem.

e
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NetWare for Macintosh Q & A: NetWare for Macintosh v3.12 and
NetWare v3.11 Compatibility

We have a copy of NetWare for Macintosh v3.12 that we would like to load on a
NetWare v3.11 server. Is this possible?

Yes. You shouldn't have a problem as long as you take a few precautions. Apply
LIBUPS.EXE for the latest CLIB.NLM and get the newest LAN drivers for the server.
This will help prevent some Macintosh-related communications problems caused by
older LAN drivers. Put the following SET command in the AUTOEXEC.NCEF file on
the server: SET MAXIMUM ALLOC SHORT TERM MEMORY=8000000. This setting
assumes you have at least 16 megabytes (MB) of memory in the server. Your cache
buffers figure in MONITOR should be 70-80 percent with NetWare for Macintosh
loaded. For every 1 gigabyte (GB) of hard drive space on the server, you ideally
should have 16MB of RAM.

e
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NetWare for Macintosh Q & A: Trouble Seeing the NetWare 4.10
Server

We have just installed a NetWare 4.10 server with NetWare for Macintosh. All
the Macintoshes can see the NetWare v3.x servers on our internetwork but not
the NetWare 4.10 server. Do | need to install the new Macintosh client for them
to see both types of servers? | tried to transfer the MACNDS.SEA file to a
Power Macintosh via a disk created on a PC, but | had no luck.

Your problem started when you tried to transfer the .SEA file to the Macintosh via a
PC. The MACNDS.SEA file was uploaded with MacBinary headers, and transferring

it to a Macintosh via a PC corrupted the headers.
The first thing to check is the bindery context statement set on the NetWare 4.10

server. If this isn't set, that is the problem. Existing Macintosh client software should
be able to see a NetWare 4.10 server as a bindery client.

—
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NetWare for Macintosh Q & A: Error While Loading AFP.NLM

When starting the server, | get an error while loading AFP.NLM: "Desktop files

are invalid or damaged, Volume is unavailable, etc." How can I fix it so that
Macintoshes can access the volumes again?

—
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At the server's console prompt (:), unload AFP.NLM. Enter the following command
after that: LOAD AFT CDT. This will rebuild the desktop files for the Macintosh.
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NetWare for Macintosh Q & A: Differences between v.3x and 4.10

| am getting ready to upgrade a server that has NetWare for Macintosh

installed from NetWare v3.x to 4.10. What configuration differences are
involved?

The main difference is that NetWare 4.10's NetWare for Macintosh is configured by
using INETCFG.NLM. Since INETCFG is menu-driven, you won't have to worry
about getting the syntax correct when loading the LAN drivers. Before starting,
review the online documentation that comes with the NetWare 4.10 server. Look for
the book that covers installing and maintaining NetWare for Macintosh.

—
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NetWare for Macintosh Q & A: WordPerfect, Excel, and Word Files
with Wrong Create and Modify Dates

—
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We have been noticing a problem with files created or modified using
WordPerfect for Macintosh. The problem has shown up intermittently using
Excel and Word for Macintosh, as well. The file date and time stamps we are
seeing when the file is created or modified are Fri., Sep. 19, 2008 8:23 am. This

problem is showing up more often. Do we need to apply patches to NetWare
for Macintosh?

e
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Applying the latest patches to NetWare for Macintosh shouldn't hurt, but your
problem doesn't appear to be operating-system-related. The problem you describe
has been reported by other WordPerfect for Macintosh users. Contact WordPerfect

technical support at (800) 228-2875 or use the WPMAC forum on CompuServe to
download patch files that will fix the problem.
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NetWare for Macintosh Q & A: Printers Disappear after the Server
ABEND

We have noticed lately that if our server abends (which doesn't happen very
often), some of the Macintosh printers don't show up in the Chooser. Running
VREPAIR and rebooting the Macintoshes doesn't seem to help. The

Macintoshes can log in and get file access but can't use printers. Do you have
any idea how to fix this?

It could be a bindery-related problem. Try running BINDFIX from a DOS workstation
and see if the problem clears up. The next thing to try is deleting the Macintosh print
queues using PCONSOLE. After unloading and loading ATPS (which will recreate
the desired queues), the problem should be fixed. If you are using ATPS as the print
server, you might need to repeat the process for the ATPS_PSERVER object in the
binderies as well. In this case, after deleting the object and before reloading ATPS,
run BINDFIX to flush the deleted information from the binderies.

—
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NetWare for Macintosh Q & A: LOAD Statements Don't Work after
Adapter Change

| replaced the network adapter in the server and used INETCFG to reflect the
changed adapter. Since making the change, I've noticed the LOAD statements
for the adapter aren't being used. If | manually enter the LOAD and BIND
statements, NetWare for Macintosh works properly. | shouldn't have to do this,

should 1?

Download INTCFG.EXE from NOVLIB, Library 14 on CompuServe. This is a new
version of INETCFG that will work with more LAN adapters than the version you
have. It would also be a good idea to get the newest LAN drivers for the adapters
you are using. Make sure that when you copy the NEW.LAN file to the SYS:SYTEM
directory, you also copy the corresponding .LDI file.

—
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NetWare for Macintosh Q & A: VREPAIR Errors after Drive Change

After a drive failed on the server, | had to run VREPAIR. | tried loading
V_MAC.NLM to repair the Macintosh name space, but received several error

messages indicating "Loader cannot find public symbol." | haven't been able
to locate a newer V_MAC.NLM. Am | doing something wrong?

VREPAIR needs to be loaded before V_MAC.NLM can be loaded. If you are loading
VREPAIR from the DOS boot area on your hard drive or disk drive, make sure that a
copy of V_MAC.NLM resides there as well. It should autoload. If V_MAC.NLM
doesn't autoload when you load VREPAIR, return to the console prompt, load
V_MAC.NLM, and then return to the VREPAIR screen.
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NetWare for Macintosh Procedure List

Adding MAC Name Space

Installing Macintosh Support--NetWare 3.12

—
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NetWare for Macintosh Procedure: Adding MAC Name Space

1. Make sure you have enough memory to add the Macintosh name space by
meeting the minimum system requirements for this product.

2. At the server console prompt type LOAD MAC.
3. At the server console prompt type ADD NAME SPACE MACINTOSH TO SYS.

4. Make sure the MAC.NAM file is present in the DOS boot partition.

i
£

Copyright 1995. Charles River Media. All Rights Reserved.



NetWare for Macintosh Procedure: Installing Macintosh support--
NetWare 3.12

1. Make sure your systems meet the minimum requirements to run this product. (See
Page 3 of the Novell Appletalk Support Package Installation and Maintenance
manual).

2. Read "A Note About AppleTalk Networks" (On Page 5, Novell Appletalk Support
Package Installation and Maintenance manual).

3. An especially important tip: Experience has shown that it is not advisable to have
NetWare servers perform routing for Appletalk networks greater than 1,500 nodes.
Contact Apple Computers for more information.

4. At the NetWare server load the INSTALL utility by typing LOAD INSTALL.

5. Select Product Options.

6. Insert the diskette NW-ATALK in the server's diskette drive.

7. Press the Insert key.

8. Press the Enter key.

9. Enter the path for the STARTUP.NCF" file and press the Enter key.

10. Select Install NW-ATALK.

11. Select STARTUP.NCF.

12. Add SET MINIMUM PACKET RECEIVE BUFFERS=100".

13. Press Esc.

14. Select Yes.

15. Select AUTOEXEC.NCF.

16. Add Lines:

17. Load APPLETALK NET=55001(Net number) ZONE={"Server Zone"}

18. Load (your network driver) frame=ETHERNET_SNAP.



19. Bind AppleTalk to your adapter: NET=220 ZONE={"Mac Zone"}.
20. Exit INSTALL.

21. Select Save Changes.

22. At the server console prompt type DOWN.

23. At the server console prompt type EXIT.

24. Restart the server by typing SERVER.
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NetWare for Macintosh Requirements

Server requirements:

NetWare v3.x or 4.x

Memory: 5 megabytes (MB) minimum for 5-user version, 8MB minimum for
200-user version

Disk space: No significant requirements

Must have the latest version of LAN driver for the adapter in the server to
properly handle AppleTalk Phase | and Phase Il

Macintosh client requirements:

—
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AppleShare workstation software v2.0 or later

Macintosh Operating System 6.x or 7.x
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ManageWise

UTILITIES
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ManageWise Q & A

Logging In as Netman

Managing 3Com's ECS Management Card

NetMan Password Problem

ManageWise and SFT Level |l

Server ABENDs Involving LANZHIS or LPROTECT

Timercritical=10000 Statement and Windows for Workgroups

Use of LANDesk Manager v2.0 with ManageWise

USER.COM Error and Serialization of LANSight

Virus Protecting a Second Server

—
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ManageWise Q & A: Use of LANDesk Manager v2.0 with
ManageWise

I have just purchased ManageWise. Reading some of the computer magazines,

| see that Intel has released LANDesk Manager v2.0. Can | use this with
ManageWise?

Yes. The first thing to do is install ManageWise and get it working. Install LANDesk

Manager v2.0 after that. You can upgrade to LANDesk Manager v2.5 from version
2.0 for less than $10 per user. It still snaps in to ManageWise.

i
£

Copyright 1995. Charles River Media. All Rights Reserved.



ManageWise Q & A: Managing 3Com's ECS Management Card

We are using 3Com's LinkBuilder products throughout our network. The hub

we are using has the ECS Management Card installed. Can we manage this
card from within ManageWise?

ManageWise will see and talk to the 3Com hub using a Simple Network
Management Protocol browser. For additional functionality, you will need to purchase

the 3Com Router Manager snap-in module from StonyBrook Services or look at
3Com's Transcend for NMS to see if it supports your hardware.
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ManageWise Q & A: Timercritical=10000 Statement and Windows
for Workgroups

During ManageWise installation, | was advised to modify my Windows for
Workgroups SYSTEM.INI file and add the statement Timercritical=10000.
Windows for Workgroups now advises me that this statement will result in an

unstable environment. How can | keep Windows for Workgroups and
ManageWise happy in this configuration?

You should leave that statement in place for best results with ManageWise. No

problems have been reported by users who have left it in. If you do see problems,
you can try removing the statement, but it could cause problems with ManageWise.
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ManageWise Q & A: NetMan Password Problem

| recently installed ManageWise on the servers in our network. Something has
happened to the NetMan password. Each time | try to install ManageWise on
one of the new servers, | get an error message that the password is wrong. To
simplify management, | use the same password for NetMan and ManageWise
console operations. How can | change the password?

Try checking the exact case (i.e., upper- and lower-case letters) that you entered for
the password initially. The password is case-sensitive. The only option you have if
you can't get in with the password you think you used is to delete and reinstall
ManageWise. For security reasons, it would be better if you used separate

passwords for the NetMan and console logins for ManageWise.

—
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ManageWise Q & A: Logging In as NetMan

I noticed during ManageWise installation a login ID of NetMan was created.
What is this ID and should | be concerned about it?

The NetMan login ID is used by the ManageWise console whenever you double-
click on a server icon requesting detailed information about that server.

—
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ManageWise Q & A: Virus Protecting a Second Server

I have finished installing a 250-user ManageWise application into a NetWare

v2.x network. Everything is fine with the first server. What do we need to do to
have virus protection on the second server?

The license that comes with LANDesk Virus Protect in the ManageWise bundle is for

one server only. You will need to purchase an additional LANDesk Virus Protect
license from Intel.
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ManageWise Q & A: Server ABENDs Involving LANZHIS or
LPROTECT

Since installing ManageWise | have experienced several server abends. The
server had not abended at all prior to the installation. Most of the abends
involve page faults and mention the LANZHIS or LPROTECT processes. The
server is using Adaptec 2940 and Intel Pro PCI adapters. Do you have any
suggestions about what to look for?

Looking at the Adaptec PCI adapters would be worthwhile. Adaptec has recently
updated both the firmware on the 2940 adapters and the drivers for them. Download
the NW41X.EXE file from Adaptec's bulletin board service. Check with Adaptec
technical support to see if you have the latest firmware. Depending on the chipset on
your motherboard that communicates with the PCI adapters, you might have a
compatibility issue to contend with. Try using another brand of PCI hard disk
controllers, such as the Buslogic 946, to see if the problem still exists. You might
have to resort to using an EISA-style hard drive controller.
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ManageWise Q & A: USER.COM Error and Serialization of LANSight

Users on one of my servers report that when they try to run USER.COM, they
receive an error message that the server they are on is not serialized to run
LANSight. | have purchased additional NetWare Management Services (NMS)
agents for the server. Why are users receiving this message and what can |

do?

ManageWise is licensed for each server by the user count on that server.
Purchasing the NMS agents alone does not license you to use the LANDesk
components on that server. You will need to buy a copy of ManageWise for each
server.
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ManageWise Q & A: ManageWise and SFT Level Il

| have installed ManageWise on a NetWare 4.10 SFT Level lll server. Several of
the NetWare Loadable Modules (NLM) cannot find functions or public symbols
they need to load. The LANDesk USER.NLM responds with the message
"Module doesn't work on SFT lll servers.” Do | need to load the modules a
different way to get them to work?

The NetWare Management Services (NMS) portion of ManageWise doesn't support

SFT Level Il at this time. The Product Development Group at Novell responsible for
this product is aware of the problem and is working on a resolution.

—
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ManageWise Procedure List

Installing ManageWise

Restricting IPX Discovery
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ManageWise Procedure: Installing ManageWise

1. Insert the ManageWise CD-ROM into CD-ROM drive and the ManageWise
diskette into the diskette drive.

2. From Windows, select Alt-F, Run.

3. Enter D:SETUP (in which D: is the CD-ROM drive designation of the local CD-
ROM drive or the drive mapped to the server's CD-ROM drive) and press the
Enter key.

4. Select the Setup Server option and press the Enter key.

5. In the ManageWise Target Server Installation dialog box, select a drive letter
that is mapped to the SYS: volume and client on the Install button, or press the
Enter key to proceed.

6. In the NetExplorer dialog box, if this is the first server ManageWise is being
installed on, click on the box beside Install NetExplorer on this Server and then
click on Continue.

7. When presented with the NetMan password box, select a password that will be
unique for this login ID, enter it and click on Continue.

8. If you are presented with an Incompatible Files dialog box, this is to alert you
to potential problems with using outdated files. If the date and time stamp of the
file(s) in question are more current in the On your System column than on the On
Product Disks column, click on the OK button. This will prevent the replacement
of the file(s) with the earlier dates.

9. When the installation proceeds to the LANDesk Manager Tools Setup, you will
be presented with a ManageWise Server Changes dialog box. Click on the
Accept button to proceed.

10. You will next be presented with the LANDesk Virus Protect Setup dialog box;
click on Accept and press the Enter key.

11. When the installation is complete, review, and print the server To Do list.

12. Select Set Up Console from the ManageWise Setup screen and press the
Enter key.

13. From the ManageWise Console Setup dialog box, select the local installation
path for the ManageWise Console, the network drive letter where ManageWise is



installed on the server, and click on Install to proceed.

14. From the NetWise Size dialog box, click on the selection that represents the
size of your network and click on OK to continue.

15. Enter your name and company name in the registration dialog box and click
on Continue.

16. Click on the YES button in the User Registration box.

17. Confirm the name of the server that is listed in the ManageWise Setup box,
change it if needed, and click on the OK button.

18. Click on the TCP/IP Option in the Desired Options dialog box if your network
uses TCP/IP.

19. Click on OK to proceed.

20. Click on OK in the Choose Desired Options box to allow for updating of
needed configuration files.

21. Click on Yes in the Question dialog box to allow for shutdown of NMS (in case
it happens to be running).

22. Watch for Critical Error dialog boxes that may be displayed during installation.
Record the messages you receive. This is usually an indication that a file the
installation routine is trying to replace has been flagged read-only. If this
happens, you will need to reflag the file to RW and restart the installation.

23. Select the Correct Time Zone for your installation and if your area uses
daylight savings time and click on OK.

24. Review the changes proposed in the ManageWise Console Changes dialog
box and click on ACCEPT.

25. Review and/or print out the Console-to-do List and click on done.
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ManageWise Procedure: Restricting IPX Discovery

1. Identify the IPX network numbers that you wish to restrict the discovery
process to.

2. Using a DOS editor, edit the NXPIPX.INI file that resides in the SYS:NMDISK
directory.

3. Add the line: IPXQNST=XXXXXXXX (in which X is the eight-digit IPX network
number you want to restrict discovery to) at the bottom of the file.

4. Repeat Step 3 for each additional IPX network that you want to restrict
discovery to.

5. Save the file and exit to DOS.

6. At the server console, type UNXP at the console prompt and press the Enter
key.

7. Type NETXPLOR and press the Enter key to reload ManageWise.
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ManageWise Required

Server requirements:
e Version of ManageWise that matches the license count of the server
e Free disk space required: 200 megabytes

¢ RAM Required: 8 to 10 megabytes

Management console requirements:
¢ RAM: 12 megabytes

¢ Free disk space required: 40 to 80 megabytes

Client requirements:
¢ 0 to 11KB of system memory for TSRs
e DOS 3.3 or later
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ManageWise Utilities

AuditTrack v2.04 by On Technology (Free 30-Day Trial)

AuditWare from Preferred Systems

BrightWorks from McAfee

Close-Up/LAN Pro v6.1 from Norton-Lambert

Common Knowledge by On Technology (Free 30-Day Trial)

DaVinci eMAIL by On Technology (Free 30-Day Trial)

DS Standard from Preferred Systems

John T. McCann's SofTrack by On Technology(Free 30-day Trial) .

LAN Inventory from McAfee

LAN Support Center from McAfee

Meeting Maker XP Cross Platform Group Scheduler (Free 30-day Trial) from On

Technology
NetShield from McAfee

NetTools from McAfee

NetTunePRO from HawkNet

Notework Electronic Mail by On Technolo Free 30-Day Trial

SiteExpress from McAfee

SiteMeter from McAfee
Software Sentry by Microsystems Software
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ManageWise Utility: DS Standard from Preferred Systems
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Powerful Daily NDS Management with a Safety Net

DS Standard NDS Manager is a Windows-based, off-line NDS management tool.
Using DS Standard, network managers make changes to a back-end database,
not the "live" network. With its powerful database capabilities, DS Standard
reduces the time required to manage NDS, makes migrations as easy as drag-
and-drop, and with over 100,000 copies in distribution, DS Standard is the
premier NDS management tool available today!

To run DS Standard NDS Manager, copy the directory \PROGRAMS\PSI\DSINST
to your hard disk. Then use the File Run option in Windows. Type SETUP.

Your DS Standard NDS Manager license expires on (January 15, 1996). To
purchase a copy of DS Standard software, or to renew this license, please
contact your PSI representative at (203) 937-3000.

Thank you for your interest in software from Preferred Systems, Inc.!
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ManageWise Utility: AuditWare from Preferred Systems

Automated Reporting Tools for the Enterprise

AuditWare is a Windows-based reporting tool for Novell NetWare. It is the first
available tool that provides true multi-server support. And since configurations
are captured to a database, it alleviates network degradation caused by most
other reporting tools. A Windows-based custom report writer enable exception
reporting, and AuditWare's extensible architecture allows external databases to
be linked into any report.

Your AuditWare license expires on (January 15, 1996). To purchase a copy of
AuditWare software, or to renew this license, please contact your PSI
representative at (203) 937-3000.

Thank you for your interest in software from Preferred Systems, Inc.!

To install AuditWare, copy the directory \PROGRAMS\PSNAUDIT to your hard
disk, and choose the File Run option in Windows. Type in SETUP.
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Managewise Utility: Software Sentry by Microsystems Software

Software Sentry from Microsystems Software Inc. Is a license metering and
software asset management package for any network, including NetWare.

To install Software Sentry, copy the subdirectory \PROGRAMS\MICROSYS to
your hard disk. From the File Run command, type SETUP.
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Managewise Utility: AuditTrack v2.04 by On Technology (Free 30-
Day Trial)

AuditTrack v2, a NetWare network auditing product, is a network surveillance

system that allows LAN administrators to track and identify all login, file, remote
access and bindery activity occurring anywhere on a NetWare network.

To install this software, copy the directory D:\PROGRAMS\AUDITTR to your
hard disk. Then run the SETUP program from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
AUDITTR\SETUP.EXE and choose OK.

—
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Managewise Utility: BrightWorks from McAfee

BrightWorks 2.0, an integrated enterprise network management suite for
NetWare 3.x and 4.x networks, includes server monitoring, server performance

tuning, help desk, and advanced scripting modules, as well as enterprise
metering, inventory, and software distribution capabilities.

To install this software, copy the directory D:\PROGRAMS\MCAFEE\BWORKS to
your hard disk. Then run the SETUP program from the Windows Program
Manager File Run command. If your hard drive is designated as drive C, type C:\
MCAFEE\BWORKS\SETUP.EXE and choose OK.
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Managewise Utility: Close-Up/LAN Pro v6.1 from Norton-Lambert
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This evaluation is a timed evaluation that includes two fully running programs; the
Close-Up modem remote communications package and the Close-Up LAN Pro
network remote communications package. Users can demo the Close-Up modem
product, the Close-Up/LAN Pro network product, or both products
simultaneously.

A README file is included that is a quick manual and reference guide for
operating both Close-Up and Close-Up/LAN Pro modem and network programs.

Requirements:

Hardware: IBM PCs, ATs, XTs, PS/2s, and 100% compatibles.
Operating System: MS or PC DOS 3.3 or later.

Windows (Optional): Windows 3.1 or 3.11. Windows for Workgroups 3.11.
Mouse (optional): Microsoft mouse and 100 percent compatibles
Network (optional): NetWare and all popular networks

Modems: Point and Select from over 800 modems

Monitors: Monochrome through SVGA

Memory: Close-Up Host OK (with UMB's) or 42KB, remote 375KB
Close-Up/LAN Pro Host OK (with UMB's) or 47KB, remote 375KB
Hard disk: Recommended

Note: Requires 2 machines to establish a remote connection

To install, copy the directory D:\PROGRAMS\NORTON to your hard disk. Type
CINSTALL at the DOS prompt.

—
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Managewise Utility: Common Knowledge by On Technology (Free
30-Day Trial)

Common Knowledge, a collaborative groupware product for sharing information
and documents, allows users to create, access, edit, distribute, and share

information over a network while providing a structure for managing and tracking
the input of workgroup participants.

To install this software, copy the directory D:\PROGRAMS\COMMON to your
hard disk. Then run the SETUP program from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
COMMON\SETUP.EXE and choose OK.
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Managewise Utility: DaVinci eMAIL by On Technology (Free 30-Day
Trial)

DaVinci eMAIL includes NetWare Directory Services (NDS) support as well as
NetWare MHS-based electronic mail capability for DOS, Windows and Macintosh

environments.

Installation:

1. Log in as "ADMIN" on a 386 or higher PC-compatible workstation with at least
2 MB of RAM and DOS 3.3 or higher.

If you do not have an ADMIN user name with supervisory rights on the network,
you can use any user name that has supervisor equivalence.

2. Run Windows.
3. Select RUN from the File menu.
4. Click on the Browse button to select the drive that contain the subdirectory
containing the files you copied from the CD-ROM, then select SETUP.EXE and
click on OK.

Example: C:\DAVINCNSETUPWIN.EXE
5. Click on the OK button.

6. Read the introduction at the bottom of the Setup screen, then click on the
Install DaVinci eMAIL button.

7. Click on the Browse button if you wish to change the eMAIL installation.

Specify a different location for the new eMAIL installation, including the name of
the directory for eMAIL itself.

Example: M:\PUBLIC\DAVINCI

Note: Make sure the path you specify is accessible to all your users; all users
should have a drive mapped to that SERVER/VOLUME. Use a drive letter and a
complete path syntax for the installation, not server/volume syntax. The Browse
feature will help you avoid typos and incorrect syntax.



8. Click on the OK button.

The SETUP program will display the Disk Space Required to install the eMAIL
program and its files.

9. Click on the Install button to continue.
Follow the instructions on the screen while the SETUP program installs eMAIL.

After SETUP finishes, you will be returned to the Windows Program Manager for
a few seconds as SETUP closes and ADMIN loads.
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Managewise Utility: John T. McCann's SofTrack By On Technology
Corp. (Free 30-day Trial)

SofTrack, a software metering package, includes native support for Novell's
NetWare Directory Services (NDS).

To install this software, copy the directory D:\PROGRAMS\SOFTRACK to your
hard disk. Then run the INSTALL program from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
SOFTRACK\INSTALL.EXE and choose OK.
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Managewise Utility: LAN Inventory from McAfee

BrightWorks LAN Inventory automates the collection, consolidation, analysis, and
reporting of LAN asset information and provides support for Compaq's Intelligent

Manageability strategy, as well as distributed PC assets.

To install this software, copy the directory D:\PROGRAMS\MCAFEE\LANINV and
D:\PROGRAMS\MCAFEE\HELP to your hard disk. Then run the SETUP program
from the Windows Program Manager File Run command line. If your hard drive is
designated as drive C, type C:\LANINV\SETUP.EXE and choose OK.

—
=228

Copyright 1995. Charles River Media. All Rights Reserved.



Managewise Utility: LAN Support Center from McAfee

LAN Support Center, a help desk package, helps administrators automate the
collection, tracking and analysis of end-user support requests.

To install this software, copy the directory D:\PROGRAMS\MCAFEE\LANSUP
and the subdirectories under it to your hard disk. Then run the SETUP program
from the Windows Program Manager File Run command line. If your hard drive is
designated as drive C, type C:\LANSUP\SETUP.EXE and choose OK.

e
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



Managewise Utility: Meeting Maker XP Cross Platform Group
Scheduler by On Technology Corp. (Free 30-Day Trial)

i
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Meeting Maker XP, group scheduling software, includes LAN and Internet
support, as well as other e-mail integration features.

To install this software, copy the directory D:\PROGRAMS\MEETING to your
hard disk. Then run the SETUP program from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
MEETING\SETUP.EXE and choose OK.
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Managewise Utility: NetShield from McAfee

NetShield 2.2 for NetWare, an anti-virus package for DOS, Windows and OS/2.
The new releases includes Novell NetWare 4.1 support, enhanced notification

options, a Windows console, administrator access controls, and increased
scanning and detection performance.

To install this software, copy the directory D:\PROGRAMS\MCAFEE\NSH to your
hard disk. Then run the SETUP program from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
MCAFEE\NSH\SETUP.EXE and choose OK.
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Managewise Utility: NetTools from McAfee

NetTools, a Windows Desktop Management solution, includes global
management capabilities and NDS support, as well as, menu administration, print

management, software distribution and workstation security.

To install this software, copy the directory D:\PROGRAMS\MCAFEE\NTOOLS to
your hard disk. Then run the SETUP program from the Windows Program
Manager File Run command line. If your hard drive is designated as drive C, type
C:\NTOOLS\SETUPM.EXE and choose OK.
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Managewise Utility: NetTunePRO from HawkNet
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NetTune PRO is performance tuning and monitoring software for NetWare 4.1.

You can receive an evaluation of this product from HawkNet's World Wide Web
site at http://www.hawknet.com/~netinfo.
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Managewise Utility: Notework Electronic Mail by On Technology
(Free 30-Day Trial)

i
£

Notework Electronic Mail includes support for Macintosh, Windows NT, DOS, and
Windows 3.1 clients.

To install this software, copy the directory D:\PROGRAMS\NOTEWORK to your
hard disk. Then run the INSTALL.BAT file from the Windows Program Manager
File Run command line. If your hard drive is designated as drive C, type C:\
NOTEWORK\INSTALL.BAT and choose OK.
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Managewise Utility: SiteExpress from McAfee

SiteExpress is an Electronic Software Distribution package that contains
enterprise software distribution capabilities, as well as management reports

To install this software, copy the directory D:\PROGRAMS\MCAFEE\SITEXP to
your hard disk. Then run the SETUP program from the Windows Program
Manager File Run command line. If your hard drive is designated as drive C, type
C:A\SITEXP\SETUP.EXE and choose OK.
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Managewise Utility: SiteMeter from McAfee

SiteMeter is an enterprise-wide software metering tool that supports global
reporting of application license compliance and usage as well as consolidation of
reporting of metering data from multiple servers and locations and anti-virus
functions.

To install this software, copy the directory D:\PROGRAMS\MCAFEE\SITEMTER
and the subdirectories below it to your hard disk. Then run the SETUP program
from the Windows Program Manager File Run command line. If your hard drive is
designated as drive C, type C:\SITEMTER\SETUP.EXE and choose OK.
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LANalyzer Q & A

3C509 Adapter and No Bad Packets

Capturing Undersized Packets

Character "~" in Usernames

Exacting Performance Increases from LANalyzer for Windows

Increasing the Size of the Capture Buffer

Macintoshes and General Protection Faults

Monitoring ARCnet Networks

Monitoring Beaconing Token-Ring Networks

Server Overload Messages

Token-Ring Bridged Networks

Users at Different Workstations and Capturing

User Names Don't Appear on NetWare 4.x Network

Watching Multiple Segments

Windows 95 and Slow Operation

—
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



LANalyzer Q & A: Character "~" in Usernames

When running LANanalyzer for Windows, some of the usernames show as
JSmith~5. What does the "~" character mean after the user name?

-

When LANalyzer for Windows encounters the same user name more than once, it
starts numbering them. The user names you mention should have a number
following the "~". The number indicates the number of user names it has found so far
in its search.
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LANalyzer Q & A: Monitoring Beaconing Token-Ring Networks

One of our token-ring networks started beaconing recently and we thought
this was a good time to put LANalyzer for Windows to the test. The
workstation containing LANalyzer for Windows would not insert itself into the
ring. How can we use LANalyzer for Windows to troubleshoot the ring then it
won't insert itself into the network?

By design LANalyzer for Windows won't insert into a beaconing network. The reason
for this is that it felt you dont want a new network node (running LANalyzer for
Windows or anything else) to insert into the beaconing ring. When a ring is
beaconing, it has sensed a problem and is trying to fix it before allowing any new
workstations to come in. In situation, you need a hardware-based network analyzer
to get past this problem and be able to watch the network.
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LANalyzer Q & A: Exacting Performance Increases from LANalyzer
for Windows
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What can | do to increase the performance of LANalyzer for Windows?

Make sure you have the latest client files (LSL.COM and IPXODI.COM) on the
workstation that is running LANalyzer for Windows. Check with the manufacturer of
your network adapter to see that you also have the latest LAN driver. Make sure that
no terminate-and-stay-resident programs (TSRs) except those required for
LANalyzer for NetWare are loaded, as they may conflict. Don't run any other
programs when you are using LANalyzer for Windows, to give it full access to the
local CPU. If you don't have any Macintoshes on your network, don't load
APPLE.COM.

e
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



LANalyzer Q & A: Token-Ring Bridged Networks

LANalyzer for Windows shows that my token-ring workstations are bridged. |

don't have a bridge on the network or more than one adapter in the server.
How do | fix this?

Download the updates to LANalyzer for Windows from NetWire and apply the
VCRAFT.386 file. This corrects the incorrect reporting of bridged workstations.
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LANalyzer Q & A: Users at Different Workstations and Capturing

We have users that may use several different workstations in the course of a
day. This causes some confusion when we try to track problems, as each time
we run Capture Names in LANalyzer for Windows, the user names move. Is

there any way to lock certain names to certain Media Access Control (MAC)
network adapter addresses?

Editing the LANalyzer for Windows.INI file and placing those names in the
[Permanent Address] section should help the problem. This will help you keep the

correct names with the right workstations each time you start LANalyzer for
Windows.
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LANalyzer Q & A: Increasing the Size of the Capture Buffer

| have been trying to track down a problem on the LAN using LANalyzer for
Windows. Due to the type of transaction involved, | have had to resort to
filtering to reduce the number of packets that are captured. Around the 1,000-
packet mark, | seem to stop capturing packets or newer packets start to
overwrite older ones. How can | increase the amount of memory in the capture
buffer?

LANalyzer for Windows is memory-intensive. Eight megabytes (MB) of RAM will hold
approximately 1,400-2,000 packets. On a fairly busy network, this can mean two
minutes or less of network traffic. Adding more memory to the LANalyzer for
Windows workstation will help, as well as making sure that you don't have any extra
applications running when you are capturing packets.
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LANalyzer Q & A: Capturing Undersized Packets

While running LANalyzer for Windows, | noticed that it reported two

undersized packets in the alarm section. Is there any way | can run a capture
to record these events and identify the source of the problem?

Create a capture filter in LANalyzer for Windows by using the Capture->Filter menu.
Restrict the packet capture to Errors only. Make sure you check the box at the

bottom of the dialog box that says Apply to Station Monitor. This will help identify the
station reporting the problem.
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LANalyzer Q & A: Server Overload Messages

In LANalyzer for Windows, | periodically receive NetWare server overload

messages. When this happens, | don't notice any abnormal activity on the

server. None of the users seem to have a problem in response time. How do |
fix this?
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The NetWare server overload messages are messages you should not ignore.
LANalyzer for Windows is generating alerts based on seeing a "server busy" packet
(NetWare Core Protocol [NCP] code 9999). You might not see any performance
issues on the server when it generates this packet. It is a good idea to make sure
that you have the latest LAN drivers for the network adapters in the server.
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LANalyzer Q & A: User Names Don't Appear on NetWare 4.x
Network

When | run LANalyzer for Windows v2.1 on a NetWare 4.x network, | have a
problem with a few workstations that show the Media Access Control (MAC)
address of the workstation but not the user name. | didn't have this problem

when | was using NetWare v3.x. Do | need to change the configuration of
LANalyzer for Windows?

This is a known problem with v2.1 of LANalyzer for NetWare in NetWare 4.x
NetWare Directory Services when names exceed 20 characters. The problem has
been identified by Novell development and should be fixed in the next release of
LANalyzer for Windows. A temporary workaround is to run these workstations under
NETX.
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LANalyzer Q & A: Watching Multiple Segments

Is there any way | can get LANalyzer for Windows to watch traffic on segments
other than the one | am on?

You will need to upgrade from LANalyzer for Windows to ManageWise, which
includes a multi-segment version of the LANalyzer NetWare Loadable Module

(NLM). This will monitor all network adapters in the server running the Network
Management Agent.
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LANalyzer Q & A: Macintoshes and General Protection Faults

Since adding NetWare for Macintosh to our network, LANalyzer for Windows
gets a General Protection Fault (GPF) in Windows shortly after starting up.
This problem didn't happen before the Macintoshes appeared on the network.
Do | need to change something in the configuration of LANalyzer for Windows
to address the GPF?

Make sure you have the latest LAN driver for the network adapter in your
workstation, as well as the latest Open Data-link Interface (ODI) drivers. Make sure
you are also using the latest Windows Dynamic Link Libraries (DLLs) for your
workstation, which relate to those used by the NetWare client software. The first test
to try is to not load APPLE.EXE. Ignore the warnings you get as you start up
Windows and LANalyzer, which are caused by APPLE.EXE not being loaded. See if
LANalyzer for Windows will run without AppleTalk support. Another thing to try is
making a small change to the LZFW.INI file that resides in your Windows directory.
Change the line that says ACTIVE TESTS=1 to read ACTIVE TESTS=0. This will
stop LANalyzer for Windows from polling the network. Load APPLE.EXE and see if it
runs any differently.
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LANalyzer Q & A: Monitoring ARCnet Networks
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How do | configure LANalyzer for Windows to watch ARCnet networks?
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You can't. LANalyzer for Windows only supports Ethernet or token-ring networks.
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LANalyzer Q & A: 3C509 Adapter and No Bad Packets

| am using a 3Com 3C509 adapter with LANalyzer for Windows 2.1. | have yet

to see any "bad" packets on the network. This is surprising, since | have over
a hundred active users. Have | configured something wrong?

No. The 3C5x9 series adapters filter out any packets that have an error in them

before the_ Open Data-link Interface (ODI) drivers get the data. It passes other
packets through. You might want to look at another brand of network adapter.
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LANalyzer Q & A: Windows 95 and Slow Operation

| am trying to run LANalyzer for Windows under Windows 95. When | can get it
to work, its operation is extremely slow, as are screen updates. | don't think it
is a Windows 95 problem, because as soon as | exit LANalyzer for Windows,

Windows 95 returns to its normal speed. Do you have any ideas about what is
happening and how | can fix it?

Novell doesn't support the use of LANalyzer on Windows 95 at this time. Until a
version is released that will work or an update is released that allows the current
version to cohabitate, treat Windows 95 like Windows v3.1 and go through the

appropriate troubleshooting steps.

i
£

Copyright 1995. Charles River Media. All Rights Reserved.



LANalyzer Procedure List

LANalyzer for Windows--Installation

Packet Capture in LANalyzer for Windows and Filtering (SAP Packets)

e
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



Procedure: LANalyzer for Windows--Installation

1. Check the system requirements for the program. (The program will not operate
properly if the minimum system requirements are not met.)

2. On a workstation meeting the requirements, run Windows 3.1 on a NetWare v3.11
network in enhanced mode.

3. Put LANalyzer Disk 1 in the diskette drive.

4. Select File in Windows.

5. Select Run.

6. Type A\\SETUP and press the Enter key.

7. Press the Enter key again.

8. Select Install and press the Enter key.

9. Select the appropriate type of installation and press the Enter key.

10. Type the name of the company and the serial number and press the Enter key.

11. Enter the correct path for the files and press the Enter key. Press Enter only to
accept the default drive designation.

NOTE: Novell recommends that you install LANalyzer for Windows to a local drive
and run Windows from a local hard drive in the event the network experiences
problems.

12. Insert Disk 2 when prompted.

13. Allow the Setup program to update the Windows' SYSTEM.INI file (this places
VCAFT.386 and other statements in the 386 Enhance section).

14. Allow the Setup program to update the AUTOEXEC.BAT file.
15. Enter the path to the NET.CFG file. (This a the statement DI.COM on loading).
16. Select the network adapter driver you are using.

17. Press the Enter key.



18. Select Yes to select the NetWare Expert Tutorial.

NOTE: The NetWare Expert is a valuable instant reference feature to LANalyzer for
Windows (It takes an additional 4 megabytes of hard drive space).

19. Insert the NetWare Expert Tutorial Disk 1.

20. When prompted, insert the NetWare Expert Tutorial Disk 2.
21. Exit Windows.

22. Make sure DI.COM is loaded in DOS.

23. Load Windows.

24. Double click on the LANalyzer icon.
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Procedure: Packet Capture in LANalyzer for Windows and Filtering
(SAP Packets)

8.

9.

. Start LANalyzer for Windows.

. Select the Capture menu.

. Select the Filter option.

. Select the NetWare protocol.

. Click on OK.

. Click on the packet capture Start button.

. When at least half of the circle is full, click on View.

Scroll down the top window and find the word "SAP" in the Layer column.

Click on SAP.

10. Click on Socket OX400F in the second window.

11. Click on OK.

12. Click on OK.

13. These are your SAP packets.

14. Clear the Filter by clicking on the Capture menu.

15. Click on the Filter option.

16. Click on Clear.

17. Click on OK.
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LANalyzer Required

Console requirements:

¢ 80386SX or better CPU

e 4MB RAM

e 5MB disk space

¢ Floppy drive

e Ethernet or token ring adapter with promiscuous mode driver

¢ \Windows v3.1
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NetWare Navigator

UTILITIES
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NetWare Navigator Q & A

NetWare Navigator Definition

NDS Compliance

NN.NLM Problem After Server ABEND
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NetWare Navigator Q & A: NetWare Navigator Definition

What is NetWare Navigator?

Netware Navigator is an unattended electronic software distribution NetWare
Loadable Module (NLM) from Novell. Electronic software distribution eliminates
the need to visit every workstation when updating software. Instead, the software
is prepared from a central location and then distributed either to the workstation
directly, or to a set of distribution servers.

In small organizations, distributing the software to the workstation directly is the
simplest and most efficient route. However, in larger organizations, distributing
software in this manner might bog down the network, so certain servers on the
network are targeted as distribution servers. The Netware Navigator primary
server then delegates the distribution task to multiple secondary servers, which
then distribute the software to the workstations.

Administrators can install and distribute software, data, applications, network
operating systems, and workstation operating systems with Netware Navigator.
Navigator supports DOS, OS/2, and Microsoft Windows.

Some of the features of NetWare Navigator are the following:

Scheduling--Network supervisors can schedule distribution during off-peak traffic
periods. Tasks can be scheduled to be performed unattended daily, weekly, or
monthly, depending on the nature of the task.

Automated Installation--The downloading of new applications and data is
transparent to users. Supervisors can generate scripts to test for certain
conditions on the workstation, back up workstation software, install new software,
run macro files, edit the AUTOEXEC.BAT, CONFIG.SYS, INI, and other files, and
write audit information to a log file. If this operation is performed when a user
might be present, a warning screen pops up to let the user know. The user can
accept the download or defer it to a more appropriate time.

Audit Log--Download audit logs with reporting features are provided. A log is a
record of the event that tells what was successful, what was not, and why. Scripts
can be written to back out of error situations.

Security--Distribution is permitted only by authorized individuals. Workstation
keyboards are locked by Netware Navigator while downloads are performed,



since it is necessary to log that workstation onto the network.
Cost--NetWare Navigator can cost as little as $995 for a 25-user, $3,000 for a

100-user, or $30,000 for a 2,000-user license. Other prices are available, but this
should give you a general idea.
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NetWare Navigator Q & A: NN.NLM Problem after Server ABEND

Because of a disk crash in the server, we had to restore the volumes from
tape. We found a problem in the NN queues and deleted them using
NWADMIN. The queues were recreated in JCONSOLE. When NN.NLM attempts
to load, we receive the following error message on the server console:
"DJOBSCHD: AttachQueueServerToQueue failed." How can we fix the
problem?

Even though you recreated a queue with the same name, the queue ID has
changed. This is why the NetWare Loadable Module (NLM) won't load. Now that the
queue ID has changed, your only option is to reinstall NetWare Navigator. If you
suffer another disk crash in the future, read TID 400014 in the TID forum on
CompuServe for information on backing up the CONFIG files and uninstalling
NetWare Navigator.
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NetWare Navigator Q & A: NDS Compliance

| am getting ready to upgrade to NetWare 4.10. When will NetWare Navigator
be NetWare Directory Services (NDS)-compliant?

Novell is working on a NDS-compliant release of NetWare Navigator but has not
announced when it will be released.
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NetWare Navigator Procedure List

Installing NetWare Navigator

Installing Staqing Server

Vo L

-

Copyright 1995. Charles River Media. All Rights Reserved.



NetWare Navigator Procedure: Installing NetWare Navigator

1. Log in to the server as Supervisor or equivalent.

2. Start Windows.

3. Select Alt-F, Run.

4. Enter A:SETUP and press the Enter key.

5. Select Install Login Distribution Server and press the Enter key.

6. Enter the name of server you are installing this product on and press Tab.
7. Enter the login name you are logged in now as and press Tab.

8. Enter the login ID's password and press the Enter key.

9. Click on OK and press the Enter key.

10. Enter the console user name (e.g., NETNAV) and press Tab.

11. Enter the password for the console user and press the Enter key.
12. When the install completes, you will be notified of any problems.

—
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NetWare Navigator Q & A: Installing Staging Server

1. From NetWare Navigator install and configure screen, select install staging
server/clients and press the Enter key.

2. Click on server you are installing this to and press the Enter key.
3. Click on add.

4. Click on OK.

5. Enter the NETNAV console id and press tab.

6. Enter NETNAV's password and press the Enter key.

7. Click on OK.

8. Click on OK to response to successful install message.
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NetWare Navigator Required

Server requirements:
e NetWare 3.x or 4.x
e Distribution server: 14MB of disk space

e Staging server: 5MB of disk space

Client requirements:
e Microsoft Windows 3.1 for console
e Other clients can use DOS, Microsoft Windows, or OS/2
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NetWare Navigator Utilities

BrightWorks from McAfee

SiteExpress from McAfee

SoftWare Sentry from Microsystems Software

—
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NetWare Navigator Utility: BrightWorks from McAfee

BrightWorks 2.0, an integrated enterprise network management suite for
NetWare 3.x and 4.x networks, includes server monitoring, server performance
tuning, help desk, and advanced scripting modules, as well as enterprise

metering, inventory, and software distribution capabilities.

To install this software, copy the directory D:\PROGRAMS\MCAFEE\BWORKS to
your hard disk. Then run the SETUP program from the Windows Program
Manager File Run command line. If your hard drive is designated as drive C, type
C:\MCAFEE\BWORKS\SETUP.EXE and choose OK.

—
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NetWare Navigator Utility: SiteExpress from McAfee

SiteExpress is an Electronic Software Distribution package that contains
enterprise software distribution capabilities, as well as management reports.

To install this software, copy the directory D:\PROGRAMS\MCAFEE\SITEXP to
your hard disk. Then run the SETUP program from the Windows Program
Manager File Run command line. If your hard drive is designated as drive C, type
C:A\SITEXP\SETUP.EXE and choose OK.

—
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NetWare Navigator Utility: SoftWare Sentry from Microsystems
Software

Software Sentry from Microsystems Software Inc. is a license metering and
software asset management package for any network, including NetWare.

To install Software Sentry, copy the subdirectory \PROGRAMS\MICROSYS to
your hard disk. From the File Run command, type SETUP.
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Enterprise MPR

_| II|_||I
[ A

Copyright 1995. Charles River Media. All Rights Reserved.



Enterprise MPRQ & A

Dedicated or Server-based Installation at Remote Locations

Error Message After Entering a Route

Linking Two Networks in Same Calling Area Without a Leased Line

Losing Default Gateway Settin

Microsoft's DHCP TCP/IP Integration

Variable Length Subnet Masks

i
£
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Enterprise MPR Q & A: Error Message after Entering a Route

—
=228

| am trying to enter a route into the table of a remote MultiProtocol Router
using TCPCON. | receive the error message "No host response” when | try to
enter the network and gateway IP address. What am | doing wrong?

When you make a remote entry using TCPCON, the Control Community option must
be enabled when the Simple Network Management Protocol (SNMP) is loaded on
the target server. Control Community is disabled by default. Also verify that you are
loading SNMP with a command parameter such as LOAD SNMP
CONTROL=PUBLIC. You can use a Control Community name other than PUBLIC if
you want.
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Enterprise MPR Q & A: Losing Default Gateway Setting

We are having a problem with the MultiProtocol Router (MPR) losing the
default gateway setting about 4-5 minutes after MPR has loaded. We have
enabled a device on the network to broadcast as the default gateway but it
doesn't seem to work. Do you have any ideas about what is wrong and how to

fix it?

It sounds like TCPCON's routes are getting "aged out." Try changing them to a static
route and see if this helps. Using IPCONFIG is also an option. It wouldn't hurt to
make sure that the MPR installation also has the latest LAN drivers for all network
adapters in the server--this could be a communications-related problem caused by
an older driver. You might also have a flaky or intermittent LAN adapter that is "deaf"
to information broadcast on the network.
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Enterprise MPR Q & A: Variable Length Subnet Masks

| am trying to implement a variable-length subnet mask to accommodate both
current and future LANs. We have been forced into this due to a limited
number of Class C addresses. When | try to enter the subnet mask into
TCPCON or IPCONFIG, | receive an error message that says the route is
invalid. According to the Request for Comments (RFCs) | have found, this is a
valid operation. The Novell documentation doesn't say it can't be done. What
am | doing wrong?

You aren't doing anything wrong. Variable-length subnet masks weren't supported
until version 3 of the MultiProtocol Router (MPR). Support for this type of subnet
mask requires Routing Information Protocol (RIP) Il and Open Shortest Path First

(OSPF) support, which isn't included in earlier releases of the MPR.
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Enterprise MPR Q & A: Microsoft's DHCP TCPI/IP Integration

One of our remote offices has implemented Microsoft's DHCP TCPI/IP solution.
How we integrate this with the MultiProtocol Router (MPR)?

The two should work together. Load BOOTPFWD.NLM on the NetWare server. If
you are using MPR 3.0, there is a setting in INETCFG.NLM that will also help you.

—
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Enterprise MPR Q & A: Linking Two Networks in Same Calling Area
Without a Leased Line

We have two networks in the same local calling area that we would like to
connect together. Is it possible to link them without using a leased line?

The MultiProtocol Router (MPR) 3.0 has an asynchronous dial-on-demand option
that will help you do this. You will also need a Digiboard or multiport serial adapter
for a high-speed connection for the modems. If you are only linking the two LANs
together and won't be using Global MHS or NetWare Connect, Hayes has a single-
port ESP serial adapter that works nicely and is very reasonably priced.
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Enterprise MPR Q & A: Dedicated or Server-Based Installation at
Remote Locations

| am getting ready to install the MultiProtocol Router (MPR) at a remote

location. Should | install it on a dedicated box or can it run in the existing
NetWare v3.12 server?

Your decision should be governed by the amount of traffic this copy of MPR will be
handling and the number of NetWare Loadable Modules (NLMs) already running on

the server. If the traffic is low or the number of NLMs isn't too great, you can save
hardware and money by installing MPR on the existing server.
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Enterprise MPR Procedure List

Configuring Automatic Async Connection to a Remote Network

Establishing a Dial on Demand Connection

—
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Enterprise MPR Procedure: Establishing a dial on demand
connection

1. Install MPR 3.0 software.
2. Install multiport serial card (i.e. Digiboard).
3. Load drivers for multiport serial card.

4. When loading drivers in Step 4, specify the name= on load line (use something
like name=digi2p).

5. Load inetcfg (answer yes if prompted to import settings from autoexec.ncf).
6. Highlight boards and press the Enter key.

7. Press the Insert key.

8. Select WHSMAIO and press the Enter key.

9. Enter board name specified in Step 4 and press the Enter key.

10. Press the Enter key on board name specified in Step 9.

11. Select port to be used and press the Enter key (if the port on the board you
are using is labeled port 0, then select port one in inetcfg).

12. Press Esc to return to internetworking configuration menu.
13. Select network interfaces and press the Enter key.

14. Select board name specified in Step 4 and press the Enter key (should be
labeled unconfigured).

15. Select PPP from available media list and press the Enter key.
16. Press the Enter key on interface speed line.

17. Select correct speed rate and press the Enter key (be aware, there is a
possible problem with WHSMAIO and 14.4 speed, in that case, select 19.2).

18. Press the Enter key on modem/DCE type.

19. Select correct modem type and press the Enter key (if modem is not listed,



select Hayes-compatible).

20. Press Esc and select yes to save changes.

21. Press Esc to return to internetworking configuration menu.
22. Select WAN call directory option and press the Enter key.
23. Press the Insert key.

24. Enter WAN call destination name (can be the name of the server being
called) and press the Enter key.

25. Select PPP and press the Enter key.

26. Change call type to on demand and press the Enter key.

27. Select interface name and press the Enter key.

28. Select board name as specified in Step 4 and press the Enter key.

29. Press the Enter key on telephone number, enter telephone number and press
the Enter key.

30. Press the Enter key on password field.

31. Enter password (same on both side of connection, case sensitive) and press
the Enter key.

32. Press the Enter key on remote system id, select name as specified in Step 24
and press the Enter key.

33. Press Esc, select Yes and press the Enter key.

34. Answer yes to synchronize authentication database and press the Enter key if
prompted.

35. Press Esc to return to internetworking configuration.
36. Select bindings and press the Enter key.

37. Press the Insert key.

38. Select IPX and press the Enter key.

39. Select board name as specified in Step 4 and press the Enter key.



40. Press Esc.

41. Select Yes and press the Enter key.

42. Press Esc.

43. Select Yes and press the Enter key.

44. At file server console prompt, type reinitialize system and press the Enter key.
45. At the file server console prompt, type load callmgr and press the Enter key.

46. To establish connection, press Insert and select the board name entered in
Step 24 and press the Enter key.

47. Select IPX and press the Enter key.
48. Connection should be established shortly.

—
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Enterprise MPR Procedure: Configuring Automatic Async
Connection to a Remote Network

1. Complete procedure for establishing a dial on demand connection.
2. At file server colon prompt, type load inetcfg and press the Enter key.
3. Select protocols and press the Enter key.

4. Select IPX and press the Enter key.

5. Select static services for on demand calls and press the Enter key.
6. Press the Insert key.

7. Press the Enter key on WAN call destination.

8. Select WAN call destination as specified in Step 24 of establishing a dial on
demand connection.

9. Press the Enter key on service name.
10. Enter name of remote file server being connected to and press the Enter key.
11. Select service address network and press the Enter key.

12. Enter internal ipx network number of remote file server and press the Enter
key.

13. Press Esc.
14. Press Esc.
15. Press Esc, select yes to save changes and press the Enter key.
16. Press Esc.
17. Press Esc, select yes to save changes and press the Enter key.

18. At the file server colon prompt, type reinitialize system and press the Enter
key.

19. At the file server colon prompt, type display servers and remote file server
name should now appear.



20. Specifying the remote server name via attach, login or map, etc will initiate a
dialup connection to the server.

o L
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Enterprise MPR Required

12MB of RAM

80MB of disk space

LAN adapter with ODI-compliant driver

¢ WAN adapter that is ODI or AlIO-compliant
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Online Services

UTILITIES
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Online Services Q & A

COMPUSERVE

Downloading Files from CompuServe

E-Mail on CompuServe

Finding Information Fast on CompuServe

Format of CompuServe Questions

GO Words for Computer Companies and Services on CompuServe

Information about the CompuServe Information Manager

NetWire and Its Forums

Networking Companies on CompuServe by Category

Networking Companies on CompuServe in PC Vendor Forums

Networking Magazines and Services on CompuServe

Subscribing to CompuServe
TAPCIS Information

The INTERNET
Finding Information on the Internet

Internet Definition

Internet Dial-Up Options

Internet E-Mail

Internet Firewalls

Internet for Non-UNIX Users

Internet Search Engines

Internet Services




ol

Internet vs. CompuServe

Networking Information on the Internet
Novell's Presence on the Internet
Usenet

World Wide Web
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Online Q & A: Internet vs. CompuServe
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Why would | use the Internet instead of CompuServe?

It's said that the best things in life are free, but this is another case where free is
a matter of term and degree. Each Internet Access Service comes with a monthly

service fee of some kind. Beyond an initial monthly allotment of online time,
additional hours cost additional money.

Because the brief answer to this question is "Because it's cheaper," we have to
explain a little more about the pricing structure of CompuServe and the Internet,
so that you can understand what we mean. CompuServe also imposes a monthly
fee ($9.95), and also charges for hours beyond a monthly allotment (around
$4.80 per hour for each hour over the monthly five-hour allotment, unless you're
calling from outside the United States). Most Internet Service Providers (ISPs)
charge somewhere between $0.20 and $1.00 for each extra hour, which is
already quite a bit cheaper.

Finally, there's a speed difference between the two worlds. CompuServe has only
announced forthcoming support for Integrated Services Digital Network (ISDN),
you can use either or both of these technologies to connect to the Internet via
most ISPs today (at least, in areas where ISDN service is available at all). It's
always true that a faster link will cost more money, but it's equally true that the
average access charges seem to be lower from ISPs than from CompuServe.

So figure it out: With the Internet, you can get an account cheaper, pay less for
extra hours, avoid forum charges for the information that interests you most, and
obtain faster links more cheaply.

e
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Online Q & A: Networking Information on the Internet

What kinds of useful information about networking can I find on the
Internet?

Nearly everything you'll ever want to know about networking is on the Internet.
Unfortunately, it's indiscriminately mixed in with a bunch of stuff you don't want to
know about networking, or at least, don't want to mess with right now. When

searching for the nuggets of gold amongst the rocks and weeds, here are some
of the more profitable kinds of things to look for on the Internet:

Information on networking standards

You'll find lots of useful stuff from ANSI, the IEEE, the IAB/IETF, the TIA/EIA, and
more on the Internet. Use your favorite World Wide Web (WWW) search engine

with the name of the standards body that controls the standard you're interested

in, and take it from there.

Information on networking companies

Because networking and the Internet go together so nicely, many networking
companies have a presence on the Internet. You can use their Internet sites to
get product information, news bulletins, and release data, to contact technical
support, and to search their file libraries. Use your favorite WWW search engine
(or call or e-mail the company) to get its Web site's Uniform Resource Locator
(URL).

Information on networking technologies

Use your favorite WWW search engine with a technology name or acronym, and
watch the hits mount up. This can be handy when researching existing or older
technologies, but it can be a real lifesaver when you're looking for information
about state-of-the-art or bleeding-edge technologies.

Other things to try

Don't forget to check the mailing lists and the relevant newsgroups when you're
mining for information. These groups are usually visited by the occasional guru, if
not populated by them. These people know where the really good stuff is; if you
can identify them, don't be afraid to ask them directly by e-mail. If not, ask the
whole group and see what turns up.

All we have to add at this point is: happy hunting!
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Online Q & A: NetWire and Its Forums
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Could you explain NetWire and its forums?

NetWire is an electronic service maintained by Novell and located on an online
bulletin board service called CompuServe. You can picture and think of NetWire

as a virtual public building with virtual floors and virtual rooms. Inside the building,
you can do the following:

e find technical help
e give technical help
¢ find patches, drivers, and utilities to download to your PC

The floors in the NetWire building are organized so that you will find help for
specific areas of Novell by choosing a specific floor. For example, if you want to
find information about NetWare 4.x, you will travel to the floor marked NETW4X
(called the NETW4X forum). Once you reach that floor, you will find several
different rooms to choose from that relate to NetWare 4.x products. The rooms
are organized by the function they represent. So, for example, one will find the
following rooms on the NETW4X floor:

1. Printing

2. NetWare Utilities

3. Dsk Drvs/CDs/Cntrls
4. LAN Cards/Drivers

5. Install/Upgrade

6. ElectroText Docs

7. Directory Services

8. Closed See Sect 7

9. SFT I
10.NLM/OS/Console Util

Once you choose and enter one of these rooms (called a section), you'll find an
electronic bulletin board (much like a regular bulletin board), a room monitor
(called a Sysop), and a list of topics of questions being discussed.

Let's say you've entered the Printing room. You can now post a note on the
bulletin board and read and respond to other notes on the bulletin board. If you
post a note on the bulletin board, it may be answered by one of your peers or by
the Sysop.



Sysops are voluntary network professionals that Novell contracts with to read and
answer questions on NetWire. They are chosen by the other NetWire Sysops for
their expertise in the networking field.

Although we used an example of a building separated by floors and rooms, your
interaction with NetWire is electronic. Once you've gained access to
CompuServe, typing GO NETWIRE presents you with a list of forums to choose
from. Optionally, you can go directly to a specific forum if you know the forum
name. For example, GO NETW4X takes you directly to that forum and presents
you with a list of sections to choose from.

Summary
NetWire is a collection of electronic forums maintained by Novell and organized

by product category. Within each forum, there are sections categorized by
function. Anyone with access to CompuServe can access NetWire and read and
post notes or download files. All notes posted on CompuServe are public and can
be seen by anyone in the world.

A List of Forums on NetWire
We'll explain some of the forums to give you examples.

Netwire Main Menu NOVELL
1. What's New

2. Sales and Marketing

3. Technical Services

4. Novell Programs

5. File Updates

6. New User Information

NetWare Systems Support NOV-574
1. Search Databases

2. Post A Question

3. Download Files, Patches, and Drivers
4. Novell Labs

5. Top Issues

6. Application Notes (private service)

Technical Services NOVSS

. About On-Line Technical Services

. NetWorking NetWare Products

. UnixWare Systems Support

. PerfectOffice, WordPerfect, Quattro Pro, PerfectHome
. GroupWise, InForms, SoftSolutions

. Developers

. International Support Areas

. CompuServe Support Directory

O~NO O WN -



9. User Contributed Information

o L
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Online Q & A: Internet Firewalls

| recently signed up our company for an Internet account. We have a

NetWare v3.12 network that my users will use for Internet e-mail only. What
is, and do we need, a firewall?

A firewall is software or hardware coupled with security policies that help prevent
unauthorized access to a network. If you are contemplating connecting your
network to the Internet, you should implement a firewall for security reasons. The
type of firewall you implement will depend on the level of security you need, and
how much is budgeted for the project. For example, you could implement a
firewall by Digital Equipment Corp. that costs $40,000, or you could download
some shareware software that is free.

At the end of this discussion, we'll list several good references for information on
Internet security issues.

Even though you mention that you will only hook up your network to the Internet
to exchange e-mail, you should be aware that information sent to the Internet can
be hacked and reused later to infiltrate your network. Items like passwords and
credit card information are hot items to hack. Your network should be considered
one of your company's assets and treated as such. Connecting to the Internet
without any type of protection against hackers could open up your network to all
kinds of intrusions.

The term firewall is used to conjure up an image of a wall that prevents the
danger of fire from spreading. In reality, a firewall can be a UNIX machine
combined with special software that acts as a gateway between your network
and the Internet. This gateway can filter out information coming into your
network. It can also monitor activity passing through it and log suspicious activity,
as well as provide alerts to a management console. The trick here is that
someone needs to monitor the logs and alerts. Messages can be filtered based
on message header and message contents.

A firewall gateway can also be a special router designed to provide basic security
between your network and the Internet connection. These routers provide limited
security at a lower cost than other solutions.

These firewall gateways are unable to detect viruses. Therefore, it is critical that
your network provide its own virus-checking, as well as the workstations
connected to the network. It is too easy for a user to obtain an infection file from



the Internet.

The following list refers you to magazine articles and books in which you can find
research material on this topic. All these articles point you to information that can
be downloaded for free from the Internet, mailing lists you can join, etc. You
should carefully study your firewall options before selecting a particular route.

Cheswick, William R. and Steven M. Bellovin. Firewalls and Internet Security.
Addison-Wesley, $26.95. Written by researchers at AT&T's Bell Labs that tracked
an actual hacker and used the information to design AT&T's firewall.

Phillips, Ken. Securing the enterprise; without adequate safeguards, corporate
data lies exposed to outside and inside threats. PC Week, April 10, 1995, v12

n14, pN1.

Stark, Thom. The Internet: Is it safe? LAN Times, March 27, 1995, v12 n6, p126.

Baum, David. Building bridges, building walls: The demand for security fire walls
is expanding. InfoWorld, Jan 16, 1995, v17 n3, p62.

Schurr, Amy. Build it, and they won't come. PC Week, Dec 12, 1994, v11 n49,
pN22.

Moody, Glyn. How to protect and survive in an insecure world. Computer Weekly,
Dec 1, 1994, p48.

Harwood, Ray. Install the wall. DEC Professional, Dec 1994, v13 n12, p44.
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Online Q & A: Internet Definition
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What is the Internet?

The Internet is an interconnection of computer networks throughout the world.
Many of the networks that can be found connected to the Internet are large
organization, government, and university networks. Since not all companies or
users have the money or the resources of universities and the government, other
companies have sprouted up called Internet Service Providers (ISPs). These
organizations permit a user or company to dial into an Internet provider's location
and access the Internet through their host resources (whether they are UNIX
boxes using 56Kbps, T1, or Integrated Services Digital Network (ISDN)
communications links). So, a single user can connect to an Internet provider
through his or her modem for $5 to $30 per month (depending on the rates and
needs). The user would then connect to the Internet provider's host using a
terminal emulation package and communications link to the Internet.

Another way is to connect directly to the Internet with your computer instead of
going through a commercial provider. This requires that you have a PC, modem,
and telephone line, and that your PC become a host. Your PC will need to run the
TCP/IP protocol suite, since that's the most widely used protocol on the Internet.

The Internet is hard to define in specific terms because it keeps changing and
expanding. Trying to describe the Internet is similar to trying to hit a moving
target. In a sense, the Internet is anything you want it to be. It is a vast collection
of networked computers that contain all kinds of information. For example, if your
interest is in NetWare, you can go out on the Internet and find information about
NetWare such as technical ideas, white papers, and problems encountered, and
also find other NetWare gurus. If your interest is in gardening, you can find
information about that topic also.

Users must log into the Internet with their own login ID and sometimes a
password associated with their accounts. The unique password permits users to
send and receive mail from that ID. Many times you will see something similar to
"im@LANguru.com” on business cards. This is their Internet address, which you
can send e-mail to (like your street address, city, state, and zip code on a piece
of mail).

—
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Online Q & A: Internet Services
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What services are available on the Internet?

The following are a few of the basic services available on the Internet, once
you're connected:

Telnet

This command is found in the TCP/IP suite of protocols and is used for logging
onto a remote host on the Internet. Performing a Telnet to a host simply connects
you to that host. Once connected, you'll still have to enter a logon ID and
password.

File Transfer Protocol (FTP)

FTP is the protocol used to transfer files between hosts. If your PC is connected
to the Internet directly and acts as a host, you will only have to initiate an FTP
session from the host on the Internet to your PC. If you're connected through an
Internet service provider, (ISP) you'll have to initiate an FTP session from the
Internet host to the ISP's host, and then transfer the file from that host to your
PC. An example of when you might use FTP is to transfer a NetWare patch to
your PC from a host on the Internet.

e-mail--Simple Mail Transfer Protocol (SMTP)

E-mail is the service that permits users to send mail to one another. The
protocols used in e-mail on the Internet is SMTP. There are many utilities that
permit a user to create and send mail using a user-friendly interface. The utilities
rely on SMTP to transport the message. Novell has introduced its DOS-based
SMTP mail gateway and NetWare Loadable Module (NLM), which can be
connected between an organization and the Internet. Users in the organization
can send and receive mail to the Internet through the gateway. The gateway
converts the e-mail protocol to the SMTP protocol and vice versa.

Some of the online services such as CompuServe and America Online provide e-
mail gateways to the Internet so their users can send and receive e-mail. Many
NetWare network administrators today already have a Compuserve account
because of Novell's NetWire presence. If you do, here's how you can send mail
to the Internet:

NAME: ADDRESS:
Recipient's Name INTERNET:jim@LANguru.com



The important portion of this is the ADDRESS field. It is also important to note
that there are no spaces in the address. Additionally, you'll need to set your
defaults to accept postage due messages because there is a charge.

In addition, if someone on the Internet wants to send e-mail to you at your
CompuServe e-mail address, here's how he or she should address the e-mail:

55555.555@compuserve.com

in which the numeric characters indicate the user's unique CompuServe address
and the remainder of the address is the address of the CompuServe gateway.
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Online Q & A: Finding Information on the Internet
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How do | find information on the Internet?

The Internet differs from services like America Online and CompuServe in that
the Internet has hosts all over the world that are linked together. CompuServe's
hosts are centralized in Columbus, Ohio, with access points throughout the
world. On CompuServe, you can get a list of all of the forums and each forum's
access term (i.e., GO NETWIRE). You can also search for a CompuServe user
by name, city, state, and country. Navigating the web-like Internet is a lot different
than these other online services because the architecture of the Internet is
different.

Companies or users provide services with user-friendly interfaces that help users
navigate their way through the Internet to locate information. Below is a list of
some of the more common services:

Gopher--Developed by the University of Michigan, it is a menu-based search and
retrieval service for documents

World Wide Web (WWW)--Searches through the contents of files and uses
hypertext links to connect documents

Archie--Used for locating information on anonymous FTP hosts. Archie is limited
in the sense that it doesn't search through the contents of files, only the directory
listings.
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Online Q & A: Internet Dial-Up Options
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What kinds of dial-up options are available for connecting to the Internet?

Good question! There are three primary kinds of dial-up connections available
for Internet access. They vary in capability, complexity, and cost.

The cheapest option is a simple dial-up connection to an Internet Service
Provider (ISP); if you elect to use this approach, you'll only need a modem, a
telecommunications program, and a simple dial-in account. In most places, this
kind of access can be had for under $20 a month for 10-20 hours of online time.
The primary disadvantage to this approach is that it requires you to log into and
interact with the Internet using terminal emulation on your ISP's host machine. In
English, this means you'll have to learn UNIX commands and utilities to use the
Internet.

The other two options use two different TCP/IP-based networking protocols to let
your PC act like it's attached directly to the Internet (albeit over a telephone-
based connection). The first variant uses a protocol called the Serial Line
Interface Protocol, most commonly know by its acronym, SLIP. SLIP is an older
protocol that nevertheless permits you to run fancy graphical user interface (GUI)
software right on your PC and to download files or other information directly from
its Internet source to your own machine (Dial-up users have to perform a two-
step maneuver: First, copy information to the ISP's machine, and then use a file-
transfer program to copy it from there to their PC.)

The second of these "direct attachment" approaches is called PPP, which stands
for Point-to-Point Protocol; it's a more modern connection technology, and is
therefore faster and a bit easier to use. For the same reason, it usually costs a
little more; whereas most SLIP accounts start at around $25 or $30 per month,
most PPP accounts start at $30 or more. Both have the same limitations:
Because they permit you to act as a node on the Internet, you have to configure
your machine with the proper logins and IP_addresses, making setup and
configuration a bit more difficult, and you have to spend additional money on
obtaining the software that lets you exploit this technology to its maximum
potential. While numerous shareware implementations of such software are
available, we recommend that you consider buying a product such as
NetManage's Chameleon NFS or Spry's Internet-in-a-Box, because they include
all the elements you'll need to establish a working Internet connection, and
they've been designed specifically to work together in harmony.
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What is Internet e-mail?

E-mail is probably the most widely-used and distributed source of information on
the Internet today. It's not just a way to exchange messages with your friends and
colleagues on the Internet; e-mail is also a powerful information pipeline for

Internet information of all kinds.

When it comes to reading and sending e-mail, you'll have two different kinds of
options at your disposal. If you're a terminal emulation user (probably on a UNIX
host), you'll be using a UNIX mail reader of some kind, probably a program
named something like mail, pine, or elm. If you're attached via SLIP or PPP, you'll
probably use a GUI-based mail reader like_Eudora, or a reader that comes
bundled with one of the ready-to-run Internet access packages like Email for
Chameleon NFS. Either way, you'd be well-advised to learn to use this program,
because it will probably become your most-worn Internet tool over the years.

E-mail acts as an electronic gathering post for interest groups of all kinds, in
addition to providing a terrific means of individual communication. In fact, there
are lots of mail servers on the Internet whose job it is to collect messages from
user communities and distribute them to anyone who's signed up for what's
called a mailing list in Internet-speak. There are numerous lists for NetWare-
related topics.

If you join such a mailing list, be warned that you'll have to dig through numerous
messages on your topic of choice every day. But because there's usually lots of
valuable information amidst the message traffic, most people find the effort is
worthwhile.
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Online Q & A: Networking Companies on CompuServe by Category

Numerous networking companies have forums on CompuServe you can

access from CompuServe's top-level menu. Following is a list of some of
these companies:
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Following is a list of some of these companies:

Software Forums
Anti-Virus Vendor Forum
Ask3Com

Attachmate Corporation
Attachmate Crosstalk Forum
Attachmate Forum

Btrieve Technologies Forum
Cheyenne Software

Citrix Forum +

Computer Associates

Da Vinci Forum

Data Based Advisor
DataEase International Forum
DBMS Forum

Delrina Forum

Digital Equipment Corporation
Digitalk

Frame Relay Forum

Gupta Forum

Hayes

IBM Corporation

Informix Forum

Intel Corporation

Internet New User Forum
Internet Publishing Forum
Internet Resources Forum
ISDN Forum

LAN A Vendor Forum

LAN B Vendor Forum

LAN Magazine Forum

LAN Technology Forum
Lotus Development Corporation
McAfee Virus Help Forum



Microsoft Connection
Microtest Inc. Forum

NCSA Security Vendor Forum
NetWare Solutions Forum
Norton/Symantec Forums
Novell Desktop Systems Group Forum
Novell NetWire

NPA Member Forum

NT Workstation Forum
OpenDoc Forum

Oracle User Group Forum
Quarterdeck Forum

Sybase Forum

Symantec Forums

TAPCIS Forum
Thomas-Conrad Forum
UnixWare Forum

Visio Forum

Windows Utility Vendor A Forum
WinSupport

Wireless Comms. Forum
WordPerfect

World of Lotus
WRQ/Reflection Forum
WUGNET Forum

Ziff PCpro Forum

ZiffNet

Hardware Forums

Adaptec Forum

APPC Information Exchange Forum
Ask3Com

AST Forum

Attachmate Forum

Bay Networks Forum
Benchmark & Standards Forum
Cabletron Systems, Inc.
Compaqg Connection
CompuAdd Forum

Dell Forum

Digital Equipment Corporation
Eicon Forum

Gateway 2000 Forum

Hayes

Hewlett-Packard Forums

IBM Corporation



Intel Corporation

Internet New User Forum
Internet Publishing Forum
Internet Resources Forum
ISDN Forum

LAN A Vendor Forum

LAN B Vendor Forum
Lexmark Forum

Modem Vendor Forum
NCSA Security Vendor Forum
NCSA Vendor Forum

NPA Member Forum

NT Workstation Forum
Packard Bell Forum

PC Plug and Play Forum
Practical Peripherals Forum
Seagate Forum

Standard Microsystems Forum
Texas Instruments Forum
Thomas-Conrad Forum
Wireless Comms. Forum
Xircom Forum

Zenith Data Systems Forum

Connectivity Services
Ask3Com

Banyan Forums
Cabletron Systems, Inc.
Eicon Forum

Hayes Online Forum

LAN Magazine Forum
LAN Technology Forum
NetWare Solutions Forum
Novell NetWire (W)
Standard Microsystems Forum
SynOptics Forum
Thomas-Conrad Forum

Modem Communications Forums
Crosstalk Forum

Hayes Forum

Practical Peripherals Forum
TAPCIS Forum

Modem Vendor Forum

Other/Related Platform Connectivity



IBM Forums
Intel Forum
Microsoft Forums

Research/Reference PCS-50
CompuServe Software Information
Computer Consultants Forum
Computer Library

Computer Training Forum

Consumer Reports

Dataquest Online

Information USA

IQuest Technology InfoCenter
Macmillan Computer Publishing Forum
National Computer Security Association
SYBEX Publishing Forum

Magazines/Electronic Newstand Magazines

Data Based Advisor

DBMS Forum

LAN Magazine Forum

NetWare Solutions (GO NWSOLUTIONS or GO NWSFORUM)
STACKS: The Network Journal Magazine Forum
VARBusiness Interactive Exchange Forum

ZiffNet and Other Ziff Services
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Online Q & A: Networking Companies on CompuServe in PC
Vendor Forums
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Networking Companies on CompuServe in PCVENA through PCVENK

Numerous networking companies have forums on CompuServe. You will find
many of them in the PC Vendor Support Forums (GO PCVENA through GO
PCVENK) or on Novell's NetWire (GO NVENA or NVENB). Following is a list of
these companies:

PC Vendor A Support Forum
Enable Software, Inc.

Saber

Magee Enterprises

PC Vendor Support Forum B
NetFRAME Systems

Reply Corporation

Network General

Beyond, Inc.

PC Vendor D Support Forum
Legato Systems

Micropolis

GammalLink

Procom Technology

Micro System Design

Pacific Data Products

Farallon Computing

ZEOS International

PC Vendor E Support Forum
American Power Conversion
American Cybernetics, Inc.
DSI Software Systems

PC Vendor F Support Forum
Acer America

Storage Dimensions
PUREDATA



PUREDATA Fax/Modem
Funk Software

Command Software Systems
Colorado Memory Systems
PCMCIA

PC Vendor G Support Forum
Faxworks/Global Village
Reach Software

Magic Software

Futurus Corporation

Cogent Data Technologies
Madge Networks, Ltd.
Advanced Logic Research

PC Vendor H Support Forum
ReferencePoint

Platinum Technology
Performance Technology
Alcom

Datapoint

PC Vendor | Support Forum
Sytron Corp.

Arcada Software

Kingston Technology
Norton-Lambert

Sterling Software

PC Vendor J Support Forum
FTP Software, Inc.
Galacticomm

Novell Vendor A Forum (GO NVENA)
Folio Corporation

BindView

Computer Tyme

Infinite Tech.

Dell Computer Corp.

AST Research

Best Power

ON Technology Corp.

RoseWare

Novell Vendor B Forum (GO NVENB)
Ontrack Data



NetWorth

Firefox
InterConnections
Simware

Ethosoft

Tobit Software
Denmac Systems
Mountain
Preferred Systems
Lantec

HiTecSoft

Vinca

Avanti Technology
Extensions Software
Palindrome
Microdyne

e
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



Online Q & A: Information about the CompuServe Information
Manager
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What is the CompuServe Information Manager (CIM)?

CIM is a software program built for graphical CompuServe navigation that comes
in two flavors:WinCIM, which works with Microsoft Windows, and MACCIM,

which works with the Apple Macintosh. Both programs behave similarly, though,
so we're comfortable discussing them together.

CIM programs are oriented around a graphical desktop that provides various
icons and tools for typical CompuServe activities. There are separate menus and
tools for most major activities, including conference rooms, e-mail, and the
various forums that give CompuServe much of its value. CIM programs even
include an Auto-Pilot feature that can help automate frequent or regular online
activities.

The best tools CIM programs offer also include the Favorite Places icon, which
lets you build a readily accessible list of regularly visited forums; the FIND
command, which produces a clickable list of forums and other locations that
match keywords you input; and e-mail, which not only makes it easy to send and
receive messages, but also makes it a snap to send and receive files via e-mail.

All'in all, the CIM programs provide excellent browsing capabilities for
CompuServe. Whether looking for a specific file or searching for information on a
topic, reading or writing e-mail, both WinCIM and MACCIM do an admirable job.
If, however, you're doing any kind of activity in bulk (i.e., you want to read all of
the messages for a particular forum), you'll find that other tools that support batch
interaction with CompuServe are better suited for such tasks.

There is a copy of WinCim v1.4 on this CD located in the Online Utilities section.
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Online Q & A: TAPCIS Information
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What is TAPCIS?

TAPCIS stands for The Automated Program for the CompuServe Information
Service, and is a popular program for off-line access to CompuServe. TAPCIS is

an important tool for CompuServe users who perform lots of file uploads or
downloads, or who handle large volumes of forum traffic.

TAPCIS is a character-oriented DOS application, although it works fine in a DOS
box under Windows. Also, TAPCIS offers a version that works with INT14, so that
it can be run through a modem pool over a network.

Either way (DOS or Windows), the fundamental concept behind TAPCIS is a
three-step operation:

1. To begin with, you mark the forums where you want to retrieve messages or
entries in a catalog of a software library for file retrieval. At this point, you tell
TACPIS what you want it to do when you log into CompuServe (typical tasks
include send and receive e-mail, read forum messages, download files, etc.).

2. Once you instruct TAPCIS to go online, it logs into CompuServe and performs
all the tasks you've instructed it to do. As soon as it's finished, it automatically
logs off (unless you instruct it to stay online for an interactive session).

3. When the material has been retrieved to your PC, you can read and respond
to e-mail at your leisure, do likewise with forum messages, and examine the files
you've downloaded.

All'in all, TAPCIS remains a worthwhile investment (the program costs around
$80) simply because it helps you make the most of your time online, and helps
keep activity charges to an absolute minimum. Most people who spend more
than $20 a month on CompuServe observe that the program pays for itself in six
months or less.

For more information on TAPCIS, type GO TAPCIS on CompuServe, where you'll
find a copy of TAPCIS ready for download in the libraries, or ask questions of the
people who man the forums, many of whom are employees of The Support
Group, Inc. (the company that builds and maintains TAPCIS).

A version of TAPCIS is included on this CD-ROM in the Utilities section.
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How should | ask questions on CompuServe?

Let's assume you've located the forum or section that addresses the subject area
in which you have a problem or a question. Now that you've located the action,
there are a few considerations before you go wild asking questions or looking for

help.

Even though you've arrived at the right place, it's important to understand that
there's a code of etiquette that governs online behavior. Among other things, it's
considered bad form to ask a question that's recently been asked and answered
(or whose answer is already on file somewhere). The first thing to do before
asking a question is to look around and see if you can find an answer, based on
another question.

How do you find this information? It's simple. To start with, read as much of the
message traffic as you can that touches on your immediate area of concern (in
most cases, the safest course is to read all the messages in the forum section
that is most relevant). Also, look in the file libraries for the forum to see if there's a
"Frequently Asked Questions" (FAQ) document (sometimes called FAQ), or a
summary of current issues and answers. Many times, you'll be able to find just
what you're looking for, and no one need be the wiser. If you're looking for
patches, fixes, or other software stuff, Library 1, which usually includes "New
Patches and Fixes," or other similar listings will help you find the latest and
greatest information you're after. Once you've exhausted these resources, you
can ask your question with confidence, knowing that the answer probably hasn't
already been provided for somebody else.

The other major beef against "newbies" (new users) on CompuServe is that so
many tend to write their messages in all upper-case letters. On CompuServe, this
is tantamount to SHOUTING, and is therefore frowned upon. Be sure to use
upper- and lower-case letters, and watch your spelling and punctuation. It's a lot
easier to be taken seriously as a professional if your messages look that way!

Finally, don't expect immediate answers to your questions. It may take hours or
even days to get an answer, so you'll have to keep checking in to look for a
response. It's also considered bad form to ask for an e-mail reply instead of
posting the answer in the forum's message traffic. That's because other people
can learn from your questions and the answers, but only if they can see them,
too.
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Online Q & A: Finding Information Fast on CompuServe
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What areas on CompuServe are worth investigating?

CompusServe is a treasure trove of information, but it's also a storehouse for
more facts, figures, and files than any one human being could ever absorb. When
you're looking for enlightenment, we'd like to recommend a few tools that can

help you find what you're after in short order.

The FIND command is probably your best bet when trying to locate the proverbial
needle in the haystack. If you're looking for information on IBM, you can try FIND
IBM, and then deal with the list of hundreds of related forums and resources that
you'll get back in response. If you're looking for other vendors who aren't quite as
big or well-represented, you'll either discover that they don't have a CompuServe
presence, or get pointed right at the forum and section where they do their
business online.

When it comes to Novell- or NetWare-related topics, products, or concerns,
NetWire is the place to see and be seen. GO NETWIRE is all it takes to get
there, and it will lead you to a plethora of interesting information on all of Novell's
products, programs, and services. Using WinCIM, GO NETWIRE produces a top-
level menu that covers topics like "What's New," "Technical Services," "File
Updates," "Sales & Marketing," "Novell Programs," and "New User Information."
If you're new to this area, the latter is a great place to get oriented, and "What's
New" is a great place to find out what's going on in the Novell world. (Note: If
you're already an Internet user, you can find all this information at
http://www.novell.com.)

Several other forums sponsored by magazines exist. Among them are the
NetWare Solutions Forum (GO NWSFORUM or GO NWSOLUTIONS) and the
LAN Magazine Forum (GO LANMAG).

If you're looking for a particular file on CompuServe, don't overlook the file
finders. PCFF is a PC file finder, and MACFF is a Macintosh file finder. As long as
you know the name of the file, or a good description of its contents, you can use
these tools to find just about anything you might want, file-wise, on CompuServe.
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Online Q & A: E-Mail on CompuServe
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Can | get to other e-mail services through CompuServe?

Today, the answer to this question is: "Most emphatically, YES! " If you know the

syntax for formatting the To: line in the e-mail address, your CompuServe e-mail
can travel to any of the following services:

America Online (AOL) Genie Prodigy

AT&T Mail Internet SprintMail

BIX and CIX MCI Mail X.400 mail systems
Fax services NetWare MHS Servers cc:Mail

The key to reaching these e-mail outposts is knowing the details for each
system's e-mail formats. For example, messages to the Internet must have an
address that reads INTERNET:name@org.com. These details are also available
online (if you have WinCIM) in the Help menu for the software. Otherwise, we'd
like to recommend a book: Inside CompuServe by Richard Wilkins, 3rd. Ed, New
Riders, Indianapolis, IN, 1995.
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Online Q & A: Downloading Files from CompuServe
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How can | download a file from CompuServe?

The answer to this question is: "However the software you're using requires you
to perform a download." But, by looking at WinCIM and TAPCIS, we can be a bit
more informative. Where WIinCIM is concerned, you'll need to start by entering
the forum where the file you want is located, or by using PCFF or MACFF to
locate the file you're after. Either way, you'll wind up in a library with a pick list of
files that you can download. All you need to do is highlight and double-click on
the file entry you want, or use the Retrieve Marked button to commence
downloading.

For TAPCIS, you'll want to instruct it to obtain a catalog for the files in a particular
library. This instructs the program to download a list of all the files in a library,
organized by sections. Once the catalog is available, you can select that catalog
for browsing, and examine one entry at a time. For each file you want to
download, strike the D key (for download) as you peruse the catalog. When
you've made your selections, instruct TAPCIS to go online and it will
automatically retrieve all the files you've flagged.

The real trick is knowing what to do with files once you've downloaded them. On
the PC side, you'll quickly observe that most files are stored in a ZIP format,
which is a technique used to compress files as tightly as possible. Even though
dealing with a compressed file means more work for you, this is a good thing,
because it saves downloading time (sometimes substantially). To uncompress

a .ZIP file, you'll need the DOS program PKUNZIP.EXE, which may be obtained
as a part of the PK204G.EXE file in the PKWARE library, forum PCVENC. We're
kind of partial to the WinZIP program, in file WINZIP.ZIP in the file utilities library,
forum IBMSYS, because it's able to handle all kinds of UNIX compression
formats and runs nicely from Windows, to boot. Macintosh users most commonly
use Stufflt and BinHex as compression and upload tools (resulting in filenames
that end in .sea.hqgx); for these tools, check in forum MACCOM or search on the
program names using MACFF.
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What are some non-Novell resources worth investigating on CompuServe?

Here again, there's more to cover than we can possibly handle in a Q&A format,
so let's agree just to hit some of the high points. We'll cover some cool forums

and other information resources in the next few paragraphs.

NetWare Solutions (GO NWSOLUTIONS or GO NWSFORUM)

NetWare Solutions magazine is an independent publication aimed at NetWare
administrators and network managers. It's a treasure trove of useful product
information, technical tips and tricks, and more. Online, it offers a wide-ranging
discussion forum and access to online help.

LAN Magazine (GO LANMAG)

LAN Magazine is a monthly networking-focused news magazine. In addition to
covering NetWare, LAN Magazine covers the entire networking marketplace.
Look to this forum for network news of all kinds, and for tips and tricks on
networking products.

ZiffNet (GO ZiffNet)

ZiffNet brings together Ziff-Davis Publishing Company's many magazines under
one electronic roof on CompuServe, including PC Magazine, PC Week, PC
Computing, Computer Shopper, Windows Sources, and more. Look here for
information from these various magazines, and for current news on the
computing marketplace in general. ZiffNet members must pay an extra $2.95
monthly for access to these forums, but they're a great source of files, utilities,
and other information (including nifty networking and Windows benchmark
programs).

The Computer Library (GO COMPLIB)

The Computer Library is also published as a monthly CD-ROM subscription (at a
hefty $1,295 per year); it includes full-text copies of articles from about forty
magazines, with abstracts from over seventy more. A powerful search engine lets
you access information by product or company name, author, topic, keyword,
publication, and more. This is an extra-charge service, but well worth the money
when you're researching products or prices (Computer Shopper is an especially
valuable resource here).

We could go on forever, but you probably have the idea by now. Look around on
CompuServe and you'll definitely find an embarrassment of riches.
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Online Q & A: Subscribing to CompuServe
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How do | reach CompuServe?

OK, so you're sold on CompuServe. If you want to sign up, there's an easy way
to gain access. Inside the U.S., dial Customer Service at (800) 848-8990; they'll
help you set up an account, and they can also provide a local access number to
dial up. In most parts of the world, you can reach CompuServe through a local
access number, so long-distance charges seldom apply.

You can even sign up to CompuServe using your computer. When installing
WinCIM or MACCIM, you can select the Sign Me Up icon to begin. You'll need to
supply your Agreement Number and Serial Number from the packaging
materials, and then you need only make your choice of payment methods to
continue. We think this is yet another good reason to make WinCIM or MACCIM
a part of your CompuServe toolkit.

If you're on the road and want to stay in touch from outside your normal dialing
area, simply enter GO PHONES while you're online. Tell the application the area
code or city name where you plan to be and the baud rate for your connection
(CompuServe usually offers different numbers for access at 9,600 baud or
slower, than for faster speeds; if you have a faster modem, you should definitely
use it, so get the number for the higher speeds). Plug that number into WinCIM
or TAPCIS right away, so you'll be ready to go online as soon as you arrive at
your destination.
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Online Q & A: The Internet for Non-UNIX Users
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Do | need to know UNIX to use the Internet?

The Internet has strong roots in the UNIX community, so it certainly won't hurt to
know something about UNIX when using the Internet, but, thanks to the

proliferation of GUI-based Internet access tools in the past three or four years,
the real answer to this question is "no."

Nevertheless, there are a few things about the way UNIX works that are helpful
to know about. First, there's the way files and directories are named and
structured. If you're an old DOS-head, the first thing you'll notice about file names
and other references [such as Uniform Resource Locators (URLs) for the World
Wide Web (WWW)] is that the slashes go the other way. That is, a fully-qualified
pathname for a file will look something like the following:

/etc/bin/uniform-code-of-justice/info.html
instead of like this:
C:\etc\bin\ucoj\info.htm

Also, file names in UNIX aren't limited to the 8.3 notation (8 characters for the
name; 3 for the extension) that's common for DOS; you'll find names can be up to
128 characters long, and can include lots of elements that would be forbidden in
DOS file names.

If you do have to use a terminal emulation program to get Internet access,
instead of GUI-based utilities, you can forget everything we just said. In this case,
you'll probably be working directly on a UNIX machine, and will have to learn
UNIX just to get around. If you're so blessed, we strongly recommend that you
obtain a UNIX system manual or two (Such as Using Unix, Ackerman, Ernest, et.
al., Que, Indianapolis, IN, 1994), and that you learn about the UNIX man
command; man is short for manual, and it provides the closest thing to online
help UNIX can give you. Just remember: UNIX has been around for over 20
years, so lots of other people have had to learn to get along with it in that time. If
they can do it, so can you!
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Online Q & A: Usenet
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What is Usenet, and why should | care?

Usenet is like a giant bulletin board on the Internet with special interest groups on
literally thousands of topics (over 2,000 the last time we checked). Each group on
Usenet is called a newsgroup, named according to the Usenet's naming
hierarchy and, usually, informatively enough for you to look at the name and
decide if you want to subscribe to the group. At that point, you can read some
message traffic to see if the action is really interesting or not.

In order to cruise the Usenet newsgroups, you'll need access to a piece of
Internet software called a news reader(which is different from an e-mail program,
even though some good e-mail programs--most notably, Eudora--can also read
newsgroups). Inside this program, you'll be presented with a long list of
newsgroups, from which you can select those that interest you. Then, whenever
you fire up the news reader program thereafter, you can instruct it to download
the traffic that's occurred since the last time you checked in, and you will receive
a stream of information that you can peruse or ignore at your leisure.

Newsgroups offer regular listings of user communications on particular topics. If
anything, Usenet is a bit easier to use than mailing lists. While they differ from
one another and use different syntax for joining and leaving, subscribing to and
unsubscribing from Usenet newsgroups is mostly a matter of telling your news
reader program that's what you want to do. The key Novell-sponsored or related
Usenet newsgroups include the following:

comp.dcom.lans.novell
comp.os.netware.announce
comp.os.netware.connectivity
comp.os.netware.misc
comp.os.netware.security
comp.unix.unixware
comp.unix.unixware.announce
comp.unix.unixware.misc
fido.ger.novell

fido.novell

There are several networking newsgroups that are not Novell-focused:

comp.dcom.frame-relay



comp.dcom.isdn
comp.dcom.lans
comp.dcom.lans.ethernet
comp.dcom.lans.fddi
comp.dcom.lans.misc
comp.dcom.lans.token-ring
comp.dcom.modems
comp.dcom.net-management
comp.dcom.servers

If you have a specific question or need to research a specific topic, these are
good places to start.

e
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Online Q & A: The World Wide Web
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What is the World Wide Web (WWW)?

There's no way we can do justice to the WWW in the context of a Q&A session.
In fact, lots of people have written entire books on the subject. Suffice it to say
that there are numerous search engines available on the WWW that you can
supply with keywords (like NetWare 4.10 or symmetrical multiprocessing) to go
off and find all the sites they can locate that contain information matching those
terms. This is the most powerful and useful information mining technique we
know about; it's changed the way we research and use information. The following
lists some of the search engines available:

Infoseek http://www.infoseek.com/
Lycos http://lycos.cs.cmu.edu/
WebCrawler http://webcrawler.com
Yahoo http://www.yahoo.com

In order to use the WWW, you'll need a piece of software called a browser, which
is a program that renders and displays the hypertext documents from the Web.
Some of the most popular browsers available today include Netscape Navigator
from Netscape Communications, Mosaic from the National Center for
Supercomputing Applications (or Spyglass, Inc.), and WinWeb from the
Enterprise Information Network (EINet), a subsidiary of the Microelectronics and
Computing Corp.

Using a Web browser normally requires either a Serial Line Internet Protocol
(SLIP) or Point-to-Point Protocol (PPP) connection to the Internet, because your
PC needs to send and receive information directly to and from Web servers to do
its thing. But there's also another program, called SlipKnot, that can let normal
dial-up users run Web browsers. For more details on this software, consult one of
the many books on the WWW (we think the SAMS Publishing book, The World
Wide Web Unleashed, Sam's Publisher, Indianapolis, IN, 1995, 2nd Ed, by John
December and Neil Randall, is an especially good tool) or visit any of the
following Web locations:

Web Browsers

EINet/WinWeb:
galaxy.einet.net/EINet/WinWeb/WinWebHome.html



NCSA Mosaic:
www.ncsa.uiuc.edu/SDG/Software/Mosaic/NCSAMosaicHome.html

Netscape Navigator:
home.netscape.com/comprod/netscape _nav.html

SlipKnot

http://www.interport.net/slipknot/whatsnew.html

—
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Online Q & A: Novell's Presence on the Internet
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What kind of presence does Novell have on the Internet?

Until about two years ago, the answer to this question would have been "Not
much." However, since early 1993, Novell has deliberately increased its presence
on the Internet, to the point where literally everything that's available from Novell

on CompuServe is also available on the Internet.

Novell's main Internet address is novell.com. This means that you can access a
plethora of WWW-based Novell and NetWare information via Novell's Web
address, which is http://www.novell.com. It also means that you can dig into the
Novell online file library by using the File Transfer Protocol (FTP) program
against the address: ftp.novell.com.

Although Novell doesn't sponsor the Usenet newsgroups that cover Novell- and
NetWare-related topics, it does support some of the moderators, and it provides
technical information and assistance for those moderators who ask Novell for
help (very much like Novell's relationship with the NetWire Sysops, in fact). You
can also contact Novell technical support via Internet e-mail at the following
address: tech-support@novell.com.

e
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Online Q & A: More Finding Information on the Internet
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How can | find stuff on the Internet?

There's no easy answer to this question. The problem is related to the famous
question from Joseph Heller's Catch-22: "How can you see you've got flies in

your eyes, if you've got flies in your eyes?" Nevertheless, there are a few tools
and techniques you can use to help you find things on the Internet.

We think the best approach is to use the World Wide Web (WWW), and then to
access one of the popular search engines [see the list of Uniform Resource
Locators (URLs) for addresses]. The key here is in knowing how to search. The
technique is to be as specific as possible without striking out altogether. Thus, if
you're looking for information about a particular company, start with the full
company name. For example, using "Sun Microsystems Inc." will produce more
usable results than "Sun," because it will eliminate lots of sites that deal with our
closest star, in addition to the computer company of the same name. If you're
looking for a particular product, use the product's full name, and if you're looking
for information on a topic, try to specify that topic as clearly as possible. For
example, if you want information on Northern Italian Cooking, don't simply use
"ltalian" or "Cooking" as search words.

Other worthwhile tools include Archie and Veronica, but these are aimed primarily
at files and file-based information. There are also lots of printed information
guides about the Internet, including White and Yellow pages of many varieties. As
long as they're not too old (meaning "stale" or "out of date"), these resources can
also point you to some interesting stuff. Don't forget to ask for pointers on the
relevant newsgroups or mailing lists, either. Just remember, finding stuff on the
Internet is like a lot of other painstaking and time-consuming tasks: Where there's
a will, there's a way!

e
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Online Q & A: Internet Search Engines
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What are some of the Internet search engines?

—
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There are several Internet search engines. Among them are:

Infoseek http://www.infoseek.com/
Lycos http://lycos.cs.cmu.edu/
WebCrawler http://webcrawler.com
Yahoo http://www.yahoo.com

e
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Online Q & A: GO Words for Computer Companies and Services on

CompusServe
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GO Words for Computer Companies and Services on CompuServe
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Each CompuServe forum has a "GO" word associated with it that takes you
directly to the forum. These are the "GO" words for some of the computer

companies and services on CompuServe:

A

A WINCIM Add-on: VOICE E-MAIL
A WINCIM Spell-Check

APPC Info Exchange Forum +
AST Forum +

ATT/NCR +
Adaptec Forum +
Ask3Com +
Ask3Com Forum +
Attachmate Corporation +
Attachmate Crosstalk Forum +
Attachmate Forum +

B

Bay Networks Forum +

Borland Paradox/Dos Forum +
Borland Paradox/Windows Forum +
Borland dBASE for Windows +
Borland dBASE Forum +

Btrieve Technologies Forum +

C

CD-ROM A Vendor Forum +
CD-ROM B Vendor Forum +
CDROM Forum +

CIM Support Forums(FREE)

CS Lotus Notes Information Ser (FREE)

CSNav-Win Support Forum (FREE)
Cabletron System, Inc. +

Cabletron Systems Forum +
Cheyenne Software Forum +

Citrix Systems Forum +

VOICEMAIL
ASPELL
APPCFORUM
ASTFORUM
NCRATT
ADAPTEC
THREECOM
ASKFORUM
ATTACHMATE
XTALK

ATTM

BAYNETWORKS
PDOXDOS
PDOXWIN
DBASEWIN
DBASEDOS
BTRIEVE

CDVEN
CDVENB
CDROM
CIMSUPPORT
NOTES
WCSNAVSUP
CTRON
CTRONFORUM
CHEYENNE
CITRIX



Comm. & Networking Forum +
Compaq Connection +
CompuAdd Forum +
CompuServe Navigator, Windows (FREE)
CompuServe Software (FREE)
CompuServe Telnet Access +
CompuServe WinSupport +
Computer Database Plus($)
Computer Reseller News Forum +
Computer Shopper (UK) Forum +
Computer Shopper Forum +

D

DBMS Magazine Forum +
DOSCIM Information Area (FREE)
DOSCIM Support Forum (FREE)
Da Vinci Forum +

Data Access Corp. Forum +

Data Based Advisor Forum +

Data Based Advisor Mall Store (FREE)
Dataquest Online +

Dell Forum +

Delrina Technology Forum +
Digital Equipment Corp. +

Digitalk Database +

F
File Transfer Protocol +
Frame Relay Forum +

G
Gateway 2000 Forum +

H

HP Peripherals Forum +
Hayes +

Hayes Online +

|

IBM COS Network Solution Forum +
IBM Internet Forum +

IBM LMU2 Forum +

IBM Netview Family Forum +

IBM OS/2 B Vendors Forum +

IBM OS/2 Help Database +

IBM OS/2 Service Pak +

INTELFORUM
CPQFORUM
COMPUADD
CSNAV
CISSOFT
TELNET
WINSUP

COMPDB or COMPLIB

CRN
UKSHOPPER

COMPSHOPPER

DBMSFORUM
DCIMSOFT

DCIMSUPPORT

DAVINCI
DACCESS
DBADVISOR
DB
DATAQUEST
DELL
DELRINA
DEC
DBDIGITALK

FTP
FRAME

GATEWAY

HPPER
HAYES
HAYFORUM

IBMCOS
IBMINET
LMUFORUM
NETVIEW
OS2BVEN
OS2HELP
OS2SERV



IBM OS/2 Support Forum +
IBM OS/2 Users Forum +
IBM OS/2 Vendor Forum +
IBM PC Server Forum +
Intel Corporation +

Internet Club

Internet New Users Forum +
Internet Publishing Forum +
Internet Resources Forum +
Internet Services

Internet World Forum +

L

LAN B Vendor Forum +

Lan Magazine Forum +

Lan Vendor Forum +

Lexmark Forum +

Lotus Communications Forum +
Lotus Technical Library +

M

MS Client +

MS Client Server Comp. Forum +
MS DEV Network Forum +

MS Mail and Workgroups Forum +
MS Networks Forum +

MS OLE Solutions Forum +

MS SQL Server Forum +

MS WIN32 Forum +

MS WINFUN Forum +

MS WIinNT Forum +

MS WinNT SNA Forum +

MS Windows Workgroups Forum +
Mac Communications Forum +
McAfee Virus Forum +

Message Handling Service Hub +
Microrim Forum +

Microtest Inc. Forum +

Modem Vendor Forum +

N
NCSA Anti-Virus Vendor Forum +
NCSA InfoSecurity Forum +

NCSA SECURITY VENDOR FORUM +

NT Workstation Forum +
NetWare Solutions Mag Forum +

OS2SUPPORT
OS2USER
OS2AVEN
IBMSVR

INTEL
INETCLUB
INETFORUM
INETPUBLISH
INETRESOURCE
INTERNET
IWORLD

LANBVEN
LANMAG
LANVEN
LEXMARK
LOTUSCOMM
LOTUSTECH

MSCLIENT
MSNETWORKS
MSDNLIB
MSWGA
MSNETWORKS
OLESOLNS
MSSQL
MSWIN32
WINFUN
WINNT

MSSNA
MSWFWG
MACCOMM
VIRUSFORUM
MHSADMIN
MICRORIM
MICROTEST
MODEMVENDOR

NCSAVEN
NCSAFORUM
NCSAVENDOR
NTWORK
NWSFORUM



Nat. Computer Security Assoc. +
NavCIS Download Area +
NetLauncher (FREE)

NetLauncher Support Forum (FREE)

NetWare Solutions +

Network Computing Forum +
Network Professional Assoc. +
Network VAR Forum +

Novell AppTID +

Novell Client Forum +

Novell Connectivity Forum +
Novell DSG Forum +

Novell Dev Support Forum +
Novell Dev. Info. Forum +
Novell Files Database +
Novell GroupWise Forum +
Novell Hardware Forum +
Novell InForms Forum +
Novell Information Forum +
Novell Library Forum +
Novell Net. Management Forum +
Novell NetWare 2.x Forum +
Novell NetWare 3.x Forum +
Novell NetWire +

Novell Netware 4.x Forum +
Novell OS/2 Forum +

Novell SoftSolutions Forum +
Novell Tech Bullet. Dbase +
Novell User Library +

Novell Vendor A Forum +
Novell Vendor B Forum +

o

0OS/2 CIM Support Forum (FREE)
OS2 CIM Information Area (FREE)
OZCIS Support Forum +
OpenDoc Forum +

Oracle Software Download +
Oracle User Group Forum +

P
PC Plug and Play Forum +
PowerBuilder Forum +

Q

NCSA
WNAVCIS
NETLAUNCHER
NETLAUNCHER

NWSOLUTIONS or

NWSFORUM
NWCMAG
NPA-1
STACKS
APPTID
NOVCLIENT
NCONNECT
DRFORUM
NDEVSUPPORT
NDEVINFO
NOVFILES
GROUPWISE
NOVHW
NINFORMS
NGENERAL
NOVLIB
NOVMAN
NETW2X
NETW3X
NOVELL
NETW4X
NOVOS2
SOFTSOLUTION
NTB
NOVUSER
NVENA
NVENB

OCIMSUPPORT
0S2CIM

0OZCIS
OPENDOC
ORASOFT
ORAUSER

PLUGPLAY
PBFORUM



Quarterdeck Forum +

S

Seagate Forum +

Standard Microsystems Forum +
Sybase Forum +

Symantec AntiVirus Prod. Forum +
Symantec Applications Forum +
Symantec Norton Util. Forum +
Symantec Ntwrk Products Forum +

T
TAPCIS Forum +
Thomas-Conrad Forum +

U
UnixWare Forum +

\'/
VARBusiness Forum +

w

WRQ/Reflection Forum +
WUGNET Forum +

WINCIM General Forum (FREE)
WINCIM Information

WINCIM Technical Forum (FREE)
WinNav Information +

Windows Connectivity Forum +
Windows Networking A Forum +

X
Xircom Forum +

Z
Ziff Bendata Forum +

e
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QUARTERDEC

SEAGATE
SMC
SYBASE
SYMVIRUS
SYMAPPS
SYMUTIL
SYMNET

TAPCIS
TCCFORUM

UNIXWARE

VARBUSINESS

WRQFORUM
WUGNET
WCIMGENERAL
WINCIM
WCIMTECH
WINNAV
WINCON
WINETA

XIRCOM

BENDATA
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Online Services Network Utilities

Close-Up/LAN Pro v6.1 and Close-Up from Norton-Lambert

CompuServe Information Manager for Windows--WinCIM 1.4 Novell Edition

CompuServe NetlLauncher

TAPCIS from the Support Group
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Online Services Utilities: CompuServe Information Manager for
Windows--WinCIM 1.4 Novell Edition

—
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WinCIM is Windows-based access software for CompuServe.

To install this software, copy the directory D:\PROGRAMS\WINCIM to your hard
disk. Then run the SETUP program from the Windows Program Manager File
Run command line. If your hard disk is designated as drive C, type C:\WINCIM\
SETUP.EXE and choose OK.

e
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Online Services Utilities: CompuServe NetLauncher
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NetLauncher is Internet access software for CompuServe.

To install this software, copy the directory D:\PROGRAMS\NETLAUNC to your
hard disk. Then run the SETUP program from the Windows Program Manager

File Run command line. If your CD-ROM drive is designated as drive D, type D:\
NETLAUNC\SETUP.EXE and choose OK.

—
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Online Services Utilities: Close-Up/LAN Pro v6.1 and Close-Up
from Norton-Lambert

This evaluation is a timed evaluation that includes two fully running programs; the
Close-Up modem remote communications package and the Close-Up LAN Pro
network remote communications package. Users can demo the Close-Up modem
product, the Close-Up/LAN Pro network product, or both products
simultaneously.

A README file is included that is a quick manual and reference guide for
operating both Close-Up and Close-Up/LAN Pro modem and network programs.

Requirements:

Hardware: IBM PCs, ATs, XTs, PS/2s, and 100% compatibles.
Operating System: MS or PC DOS 3.3 or later. Windows (Optional): Windows 3.1
or 3.11. Windows for Workgroups 3.11.

Mouse (optional): Microsoft mouse and 100 percent compatibles
Network (optional): NetWare and all popular networks

Modems: Point and Select from over 800 modems

Monitors: Monochrome through SVGA

Memory: Close-Up Host 0K (with UMB's) or 42KB, remote 375KB
Close-Up/LAN Pro Host OK (with UMB's) or 47KB, remote 375KB
Hard disk: Recommended

Note: Requires 2 machines to establish a remote connection

Installation:

To install, copy the directory D:\PROGRAMS\NORTON to your hard disk. Type
CINSTALL at the DOS prompt.

e
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Online Services Utilities: TAPCIS from the Support Group

TAPCIS is an access program for CompuServe that allows you to automate the

work you would normally do manually such as reading messages and writing
messages, sending and retrieving e-mail, and downloading and uploading files.

To install this software, copy the directory D:\PROGRAMS\TAPCIS to your hard
disk. Then run the TAPTRY.EXE program from DOS. If your hard drive is
designated as drive C, type C:\TAPCIS\TAPTRY.EXE and choose OK.
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Education and Support
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Education and Support Q & A

CNE/CNA/Master CNE
CNA Cetrtification

CNE Cetrtification
Master CNE Certification

The NPA
How Do | Join?

NPA Announces Certified Network Professional™ Program

NPA Join Today!

The NPA...An Overview

What does the NPA do?

Who is the NPA for?

You're in Good Company...NPA Sponsors

IMPLEMENTING A HELPDESK
Helpdesk General Implementation ( Regardless of Organizational Size

How does a helpdesk work?

Reports--what can they tell you about your current level of service?

Some added info and places to look for information on helpdesk and expert systems
to use.

What are some different helpdesk combinations?

What are some features of a helpdesk?

What are some of the cost and concerns of setting up a help-desk?

What are some of the cost benefits of having a helpdesk?




What are some of the tasks the Implementation team will need to consider?

\What are some of the ways to notify technicians that a problem is in their Queue?

What are some questions to consider for the helpdesk project scope?

What are some questions to ponder before choosing a helpdesk software program

or system?
What are the different ways to notify support personnel of tickets?
What are the logistics of a helpdesk?

What are the systems environment concerns and problems for medium and large
companies with WANSs at several sites?

What equipment will the NCC--(Network Control Center) monitor?

What is a helpdesk?

What role can management take to ensure a successful helpdesk for the organiza

tion?
What things can | remember to make a helpdesk operation flow smoothly?
What type of software does a small company need?

Whom can | call to get information on setting up a helpdesk?

—
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Education and Support Q & A: What role can management take to
ensure a successful helpdesk for the organization?

What role can management take to insure a successful helpdesk for the
organization?

Management must support the concept of a helpdesk and fully understand the
need to give quality support and timely assistance to the customer.

Management must give authority and decision-making capabilities to the help
desk support team to manage the new responsibilities to ensure rapid response

to customer problems.

=
£
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Education and Support Q & A: Whom can | call to get information
on setting up a helpdesk?

=
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Whom can | call to get information on setting up a helpdesk?

The Help Desk Institute conducts seminars and can provide valuable information

for problems ranging from setting up a helpdesk to staffing issues. Call (719)
531-5138 or (800) 248-5667.

—
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Education and Support Q & A: What is a helpdesk?

What is a helpdesk?
A helpdesk is an automated system provided by an MIS department to its

customers to aid both the customer and MIS in solving computer-related
problems.

It provides a single point of entry for users or customers to report s problems
related to computing (hardware or software, printing, networking, and
communications).

It assists the MIS organization in better allocating technical resources by
automating and prioritizing work requests.
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Education and Support Q & A: How does a helpdesk work?

How does a helpdesk work?

e
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A customer reports computer-related problems to a centralized helpdesk.
The customer explains the problem to the helpdesk personnel.

Helpdesk personnel create a trouble ticket by entering the problem into a
helpdesk system or problem-tracking system.

The system assigns the trouble ticket a tracking number that includes a time and
date stamp.

The helpdesk personnel place a priority on the ticket in relation to other tickets
already in the system.

The ticket is then sent to an appropriate technician to service the call.

If a technician does not acknowledge the ticket within a set time frame, the
helpdesk system can automatically upgrade the priority or route the ticket to
another technician.

Once the technician acknowledges receipt of a ticket, helpdesk procedure should
require the technician to notify the customer of the ticket status.

If the helpdesk system is integrated with asset management tracking, a
technician can retrieve customer and computer asset information from the
system database relating to the customer's workstation. This eliminates the need
for technicians to physically go to the customer's workstation to find out what type
of equipment, software, and configurations the customer has.

If the technician determines that the customer's problem requires equipment to
be ordered or replaced, the technician informs the customer of the approximate
time it will take to receive and complete the work.

Once a problem is resolved, technicians can enter the problem resolution into the
helpdesk system and close out the ticket.
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Education and Support Q & A: What are some of the ways to notify
technicians that a problem is in their Queue?

What are some of the ways to notify technicians that a problem is in their
queue?

ICON--Built-in ticket notification modules in some helpdesk software packages
provide an icon that appears on the technician's screen .

E-mail--The system sends an e-mail notification to technicians alerting them of
new tickets. This method assumes that technicians continually monitor e-mail for
new tickets.

Voice Recognition Units (VRUs)--This option sends a voice message to a
technician's phone.

Pagers--Some helpdesk systems provide automatic paging to individuals,
groups, or teams. In addition, the helpdesk support team can manually page
technicians if the system does not permit this option.

Phone Notification--Helpdesk personnel notify technicians directly by phone.
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Education and Support Q & A: What are some features of a
helpdesk?
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What are some features of a helpdesk?

E-mail notification and follow-up--Most helpdesk software interfaces with some

type of e-mail system for sending tickets directly to the technician for notification.
This provides additional benefits to the customer because the technician can:

e Send notes to the user letting them know how to resolve simple problems.
¢ Inform the customer when the technician will be available to service the call.

¢ Inform the customer that equipment must be ordered and the time-frame for
receiving and installing the equipment.

Customer reporting and surveys--Systems that interface with e-mail can permit
the customer to:

¢ Send requests or problems directly to the helpdesk.

e Fill out a survey grading the helpdesk on its customer service and quality of
work.

Centralized tracking--In some cases, the problem will involve several technicians
to solve the problem. Centralized tracking of the customer's problem can provide
a forum for the technicians to:

e Keep each other informed of his or her progress in the resolution of the
problem.

¢ close the call and record the actual steps taken to resolve the problem.

Expert systems capability--Some systems (the expensive ones, usually) provide
expert systems capability such as artificial intelligence or decision tree, with
problem-resolution databases, such as CASE, Expert, and Knowledgebase
systems. This enables non-technical helpdesk personnel to use the expert
knowledge in the system to resolve calls without having to transfer the ticket to a




technician.

Reporting--Most helpdesk products provide built-in canned reports that
management can use to see at a glance some of the common problems or
bottlenecks in certain service areas including the following:

e The number of calls open and closed

e The types of problems called in

e The workload of individual technicians

¢ The repetitive hardware or software problems

e The time it takes a technician to resolve problems or notify the users

These reports allow management to make better decisions on equipment usage,

repair service, helpdesk response time to users, and if users or the technicians
need training in certain areas.

e
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Education and Support Q & A: What are the logistics of a
helpdesk?

e
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What are the logistics of a helpdesk?

Depending on the size and needs of an organization, setting up a helpdesk can
proceed from simple to complex. The cost associated with setting up a helpdesk

can be just as complex to figure out or foresee.

Implementation Considerations
The duration of a helpdesk implementation may take from one month to a year.
Some factors that determine the length of time include the following:

e The size of an organization
e The users' knowledge of computers and the current software in use
¢ The complexity of the helpdesk software to be installed

e The amount of training needed for the customers and for the technicians
supporting the helpdesk

Data Input (Customer & Asset Information)

An organization may need to hire or contract additional staff to input inventory

information into the helpdesk system, if an automated LAN inventory system is
not in use. Some of this information includes personnel information as well as

equipment and workstation configurations.

Determination of Database Definition

The helpdesk implementation team needs to identify master codes used for the
different database fields. The team may find that not all the fields meet their
specific business needs. Some factors to consider include the following:

e Can the database field sizes, labels, or formats be changed easily?
e Will the vendor be willing or able to adapt its software to the company needs?

e Will the vendor continue to support the software if it is customized to fit the
organization's needs?



¢ How many technicians will it take to plan, develop, test, and implement the
helpdesk software?

¢ How many technicians will it take for post-implementation support?

e How much administrative support will it take to develop procedures and
oversee the helpdesk function?

¢ How much training will be needed for technical support and customers on
how to use the help desk system?

Structure of the IT support

Considerations about teams or groups for hardware and software, LAN/WAN,
communication, and applications will determine the configuration and makeup of
the support desk.

iy
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Education and Support Q & A: What are some questions to ponder
before choosing a helpdesk software program or system?

What are some questions to ponder before choosing a helpdesk software
program or system?

What type of environment do you currently have (i.e., type of LAN, operating
systems or environments such as Windows, DOS, or 0S/2)?

Does your company have a standards policy on software, hardware, and
workstation configurations? Organizations plan and use only certain software
packages, hardware equipment, and software configurations.

Are the users computer literate (How much training will they need for changes
made to the current hardware and software in use)?

Will you need to upgrade your computers or network before you can implement a
helpdesk?

Who will make up the team to decide what type of helpdesk to create?

A recommendation is to include end-users from different departments and IT
personnel with varying areas of expertise. Not only does this help the customer
better understand the system, it also helps the customers make the transition to
the changes being made in their work environment.

Who will operate the helpdesk? Data entry clerks or IT technicians?

Will the helpdesk software be included or be interfaced with an asset tracking
system?

Can the software be easily modified to fit the organizations needs (i.e., changing
field types, sizes, and labels)?

Will the helpdesk software have or interface with a query system for quick lookup
and search capabilities for problem resolution?

What will be the cost of training the helpdesk personnel?
What is the cost of shrink-wrapped online software support from the vendor?

What is the average time the customer or technician spends in the queue waiting



for support personnel to answer or resolve the problem or question?

Will the vendor provide an 800 number for support?

Will the initial information (i.e., personnel, location, hardware and software and,
workstation configurations), be input manually or via an automated LAN auditing
program?

What is the license cost to purchase helpdesk software for individual copies, site
license (one-user to unlimited use), or an organizational license with a multi-site

use?

What software will the management team use? (i.e., a simple complaint system
or a full-blown Helpdesk and Automated Asset Management Tracking System)?

Who will install the helpdesk software: vendor or IT technicians?

e
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Education and Support Q & A: General Implementation (Regardless
of Organizational Size)
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What Do | Need To Know About the General Implementation of Help Desks?

The duration of the implementation may take from one month to a year. Establish
a full-time implementation team to coordinate the installation and uniformity of
applications, data fields, policies, and procedures. The post-installation team
should consist of some of the same people, who provide ongoing support after
the installation for the consistent flow of experience and knowledge during and
after the transition. Recommend that the vendor install the helpdesk software at
each site (especially if different network operating systems exist). The vendor
installation should involve the IT staff.

e
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Education and Support Q & A: What are some of the tasks the
implementation team will need to consider?
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What are some of the tasks the Implementation team will need to consider?

Determine the overall tactical implementation of the helpdesk and asset
management (the size of the company, who will install the software, choice of
software, what platform will run the helpdesk software, etc.), including the
following:

Workstation and server

¢ Network operating system

¢ Operating system

e Network adapter description

¢  Protocol

Hardware requirements

e Hard disk space

e RAM

e Processor

Define the configurations by components and subcomponents for the equipment

and its features, the wiring paths (jacks), and the customer's information.
Consider the following:

Reports
e Canned

e Ad-hoc



Query capabilities
e Sort and search

e Contextual

Graphics

Audit trail security

Define as many master codes as possible as you work with the organizational
work flow. This forces the team to determine the relevant codes for the
organization, which will enable data entry in the major modules to go much more
quickly.

Monitor the ongoing strategic development (use of Gant charts, etc.) to make
sure the project is within the cost and time limit set to complete.

Test different software packages, using a format containing what the organization
wants, expects, or is getting.

The following questions concern ease of installation:

¢ |s the installation and use of the software intuitive?

e How long does it take to install the software?

Determine vendor support during the installation.
Develop an implementation plan.

Choose the helpdesk software to install.

Decide who will install the helpdesk software.
Establish a timeframe for implementation.

Resolve training issues before the implementation.
Address post-implementation training needs.

Provide information to the customers on the following:



¢ What the helpdesk will provide.

e How it will work.

¢ Documentation on what to do and whom to .

¢ Helpdesk hours of operation.

¢ Any other information that will ease the transition for the customer.

Determine where to implement and test the helpdesk software first, if the
organization is planning to implement the software at multiple sites.

Choose a centralized phone number for customers to call.
Select an easy number to remember (i.e., 235-help).

Depending on your phone system, you may need roll-over numbers, huntgroups,
or an ACD menu system.

Coordinate the development of a central database repository.

Select the primary vendor interface. This IT person will also supervise the vendor
installation.

Test the helpdesk application at a pilot site first if multi-sites are included in the
installation.

If the team implements the helpdesk software at only one site, test a small group
or department first, before installing the application throughout the organization.

The vendor and implementation team should provide technical assistance to sites
before and after the installation.

i
£
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Education and Support Q & A: What type of software does a small
company need?
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What type of software does a small company need?

i
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Depending on the number of computers and the environment, some small
companies may only require a helpdesk software package to track problems that
an on-site technician can resolve. The software may:

track common and/or recurring problems or questions.
query capabilities for quick problem resolution.

include graphics capabilities for presentations.
produce canned reports.

Some systems for small organizations include the following:

Harrington Group's Corrective Actions--a Microsoft Access Windows database
that supports customer complaints and problem resolution tracking.

The LAN Support Group's BindView--can track network and desktop software
and hardware information, as well as network and desktop configurations.

Blue Lance's LT Auditor and LT Helpdesk--provide network audit and
helpdesk software.
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Education and Support Q & A: What items should medium to large
companies who have multiple sites and overseas locations
consider?

=
What items should medium to large companies, who have multiple sites
and overseas locations consider?

Should the organization consolidate data into one large database or have each
site maintain its own database?

How should organizations pull information from the different sites together into
one report for the asset tracking and cost reporting of equipment, maintenance,
repair, replacement, and disposal?

How should organizations pull together information if the helpdesk is centralized
and the location of the asset tracking system is at individual sites?

Does the system work efficiently in a LAN/WAN environment, utilizing existing
bandwidth requirements?

—
=
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Education and Support Q & A: What are the systems environment
concerns and problems for medium and large companies with
WANSs at several sites?

What are the systems environment concerns and problems for medium and
large companies with WANs at several sites?

Considerations for WANs include the following:

e The protocol used for LAN/WAN

Use of TCP/IP addressing for remote networks

¢ LAN/WAN server monitoring and diagnostic capabilities

¢ Well-defined network management procedures

¢ Diagnosis of LAN/WAN problems using remote analyzers

e Vendor and third party information sources to help problem resolution
¢ Diagnostic tools that show activity and problems with communications

architecture to enable real-time monitoring of client networks (Network
General's Sniffer, Cabletron's LANVIEW over HP Openview, etc.).
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Education and Support Q & A: What equipment will the Network
Control Center (NCC) monitor?
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What equipment will the NCC--(Network Control Center) monitor?

i
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These are some of the elements to monitor:

Routers

Bridges

Cabling hubs

CSuU/DSU

Network adapters

Workstations

Network servers

Gateway servers

E-mail servers

Terminal servers for dial-up access
Dial in/out modems

Applications (software and license)
Telephone switches

Phonemail system
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Education and Support Q & A: What are some different helpdesk
combinations?
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What are some different helpdesk combinations?

On-site helpdesk--On-site, with some areas of support out-sourced to an outside
vendor

Out-sourced helpdesk--Out-sourced helpdesk with a small helpdesk for problems
that have to be handled by on-site technicians

Large centralized helpdesk--With distributed customer support systems that
trickle down help for the customer.

One such setup is to have customers from all company sites call one centralized
helpdesk. If the support personnel cannot immediately resolve the problem, they
send a ticket to the main IT (secondary) support group. If secondary support
cannot resolve the problem, the ticket routes directly back to the original call-in
site for local support to resolve the problem.

* All of the above may or may not have an asset tracking system in place.
Proper codes and good communication among the central helpdesk, secondary

support, and the local site allow the work or problem request to flow easily. This
will eliminate user concern where help is coming from.
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Education and Support Q & A: What things can | remember to make
a helpdesk operation flow smoothly?
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What things can | remember to make a helpdesk operation flow smoothly?

Always call customers back to let them know you have received the work-order
request.

Let the customer know if you need to forward the ticket to someone else.

Give customers an estimate of how long it will be before you can help them, and
set up a time to work on the problem.

List all hardware, software, and LAN/WAN configurations, mainframes, etc.,
within each site and used by all sites, with the equipment located at a remote
site.

Make a list of who supports what equipment, programs, and software.

Draw a data flow diagram to show how the problem or request will flow through
the system for resolution, and by what groups.

Keep information current among all support areas: the central helpdesk,
secondary support, and the local sites.

Always treat each customer as if he or she were the president of the company.

—
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Education and Support Q & A: What are the different ways to notify
support personnel of tickets?
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What are the different ways to notify support personnel of tickets?

Voice Recondition Units (VRUs): Used to send telephone messages to the
support staff's phone, with a message that there is an outstanding ticket in his or

her queue.

Beepers (individual and group): Depending on the makeup of your support staff,
use alphanumeric beepers to notify a team member that a ticket is awaiting
action from someone on his or her team. To locate support staff, since they are
usually away from their desk supporting customers, in emergencies an individual
beeper is useful.

E-Mail: Most newer helpdesk support software now has e-mail integrated into the
notification system. Use e-mail to notify support persons of any outstanding ticket
in their queue or of a referral ticket from another support member.

Phone or phonemail: Call the support person directly. If he or she is not available
and the problem is not urgent, leave a phonemail message in his or her mailbox.
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Education and Support Q & A: What are some of the cost benefits
of having a helpdesk?
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What are some of the cost benefits of having a helpdesk?
A helpdesk can build a resolution database for quick assistance to users.

Module add-ons will allow management to make quicker, more informed
decisions.

Complete automated microcomputer asset tracking

Purchasing

Inventory

Network and workstation configurations

Equipment replacement

The communications area for wiring paths from the jack to the router

Support personnel do not have to go to each workstation physically to see what
type of equipment or configuration is present. They can access the helpdesk
database interfaced with the asset tracking module.

A helpdesk allows a company to:

e reduce time to locate information needed to resolve problems, using query
tools.

¢ reduce staff time needed to support customers or eliminate redundant support
from more than one technician. In some cases, companies may be able to
reduce their staff.

e improve efficiency and create more effective customer service.
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Education and Support Q & A: What are some of the costs and
concerns of setting up a helpdesk?
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What are some of the costs and concerns of setting up a helpdesk?

Cost

Training

Software

Vendor online support contracts

Cost of long-distance calls and waiting in the queue for vendor technician support

Adding staff to answer helpdesk calls; possible use of data entry clerk rather than
technical staff

Large range in the cost of helpdesk software

Using IT staff members to write or input information into a decision-tree-type
database or adding an Al or expert system for quick query

capabilities

Staffing concerns

Helpdesk personnel burn-out

Use of data-entry personnel or first-line helpdesk technicians

Centralization or decentralization of the helpdesk personnel

Type of database application the organization will need (i.e., Microsoft SQL,
Sybase, Oracle, or Windows environment)

Converting and keeping up with the changing environments

—
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Education and Support Q & A: What are some questions to
consider for the helpdesk project scope?
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What are some questions to consider for the helpdesk project scope?
What services will the helpdesk render to the customers?

Who are your users, and what are their skill levels on the current workstations
and software?

How much support will your customers need?
What does your organization want from a helpdesk software package?

Will there be room for growth? Is the package modular, and/or does it use
partnering for expert systems, interfacing with e-mail, etc.?

Will the vendor assist in the installation of the helpdesk software?
Is there good documentation for the helpdesk software?

Will the software vendor provide online assistance for questions about the
software free or through a support contract?

What are the computer installation and configuration standards throughout the
organization?

What type of hardware and software is in use throughout the organization?
What is the customer involvement and expectations for the helpdesk support?

Avoid the black hole; provide a call-back policy for the helpdesk staff and
technicians to the customer.

Will the helpdesk have a single telephone number for the customer to call?

What are the online shrink-wrapped applications that vendors and/or the
technicians support?

How will the helpdesk provide support and service request for adds, moves, and
changes that will include several different teams (i.e., LAN, telephones,



hardware, printers, faxes)?
Who will perform first-level support for LAN/WAN trouble-shooting activities?

Will the helpdesk software allow staff to log all reported problems into a helpdesk
database system?

Will the helpdesk software allow staff to escalate problems according to pre-
established policy and procedures?

Does the helpdesk software allow for problem transfer to the adequate technician
or team, assigning ultimate responsibility for satisfactory closure of the problem
call?

Does the helpdesk allow for the use of e-mail to notify technicians of new tickets
in the queue or VRUs for phone messages or group/individual beepers?

Will there be a proactive information feedback policy to customers?

i
£
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Education and Support Q & A: Reports--what can they tell you
about your current level of service?
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Reports--what can they tell you about your current level of service?
Cost associated with support and equipment maintenance

Annual cost of equipment purchases

Time spent on service calls

Type of problems called into the helpdesk

Query most common problems

Query the call history by customer, group, or problem type

Training needs for customers

Training needs for technicians on hardware and software updates and changes
Hardware replacement problems or common repairs

Wiring path bottlenecks

Time spent on moves, adds, and changes

Forecasting for budget

Ability to make better-informed decisions on critical issues facing the
management of information systems in today's fast-changing environment

Department charge-back for support and equipment usage

iy
f=:2)

Copyright 1995. Charles River Media. All Rights Reserved.



Education and Support Q & A: Some added info and places to look
for information on helpdesk and expert systems.
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What are some of the helpdesk tools available?
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These are some tools and helpful sources of information on helpdesk systems.

*KnowledgeBroker Inc., Irving, TX--HelpTrak, a Windows-based call-tracking and
problem management system for monitoring customer information and problem
solutions. Ask.Mes, or a Windows-based problem resolution software program for
end users and help desk personnel. Call (800)829-4524 for more information.

*Bendata Inc.--A Window-based knowledge product, First Level Support for
Windows is designed to enhance productivity at the helpdesk by providing online
answers and information to end-users. For more information, call (800)776-7889,
ext. 219.
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Education and Support Q & A: The NPA...An Overview
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What is the NPA?

The Network Professional Association, the NPA, puts the latest technology into
the hands of all of its members. The NPA also provides extensive opportunities to
interact with other network professionals so no one ever stands alone. By offering

all this and other quality member services, the NPA is the hands-on network for
you.

The NPA is a self-regulating, non-profit association of network computing
professionals that sets standards of technical expertise and professionalism. The
mission of the NPA is to advance the network computing profession. The NPA is
governed by a member-elected, independent Board of Directors and has over
11,000 members and more than 100 established chapters worldwide.
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Education and Support Q & A: Who is the NPA for?
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Who is the NPA for?

The NPA is for network professionals--those who design, implement, and/or
maintain computer networks--who want to keep up with the latest technology and
information in the industry. Membership in the NPA is open to all individuals who
have any of the following certifications: Certified Novell Engineer (CNE) and
Enterprise Certified Novell Engineer (ECNE), Certified Banyan Engineer (CBE),
Certified Banyan Specialist (CBS), Microsoft Certified Systems Engineer
(MCSE), Compaq Accredited Systems Engineer (ASE), and IBM Certified
LANServer Engineer.

Associate memberships are also available to individuals who have any of the
following certifications: Certified Novell Administrator (CNA), Certified Lotus
Professional (CLP), Microsoft Certified Product Specialist (MCPS), and Certified
Network Expert (CNX). Associate memberships are also available to individuals
who have begun the CNE, CBS, MCSE, ASE, or LAN Server Engineer
certification process.

—
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Education and Support Q & A: What does the NPA do?

What does the NPA do?
Mainly, two things. First, the NPA identifies the common needs and interests of
network professionals and then builds programs and initiatives to meet those

needs. Secondly, the NPA delivers the most current technology and information
to its members through strategic alliances with multiple industry-leading vendors.
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Education and Support Q & A: You're in Good Company...NPA
Sponsors
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Who are the NPA sponsors?

You're among industry leaders with the following companies who sponsor the
NPA:

APC

Azure Technologies
Banyan

Blue Lance
Cheyenne
Compaq
CompuServe
Firefox

Folio
Hewlett-Packard
IBM

Internet Junction
Lotus

Mc Afee

Micro House
Micro Test
Microsoft
Network General
Novell
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Education and Support Q & A: Join Today!
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How do | join?

Joining the NPA is the right thing to do for network service professionals--hands

down. So, why not put your hands to work right now and fill out the attached
application and mail or fax it today? Or call (801) 379-0330 for more information.
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Education and Support Q & A: NPA Announces Certified Network
Professional™ Program

&
Association Unveils Industry Professional Certification At Integrate® Conference

Provo, UT, August 15, 1995--The Network Professional Association (NPA) today
announced the creation of a new industry professional certification designed to
differentiate network professionals from other service providers. The NPA's
Certified Network Professional (CNP) program is for individuals who design,
integrate, manage and maintain networked computing environments as a career.

"Organizations need an independent benchmark to identify individuals with a
consistent level of network competency," said Karen Kocher, training manager,
The Aetna. "Because the Certified Network Professional program measures
vendor-independent networking skills, corporations can be confident when they
hire a CNP they are getting a qualified and experienced professional.

The CNP program creation has been a team effort, developed with the help of
450 NPA members and other training and certification experts in the industry over
the past two years. NPA members and representatives from education channels,
industry associations, computer vendors, testing organizations and curriculum
developers have been part of the effort.

"Network professionals have been asking for a professional certification," said
Brent Done, certification director for the NPA, "one that rewards not only
competency but also requires experience, professionalism, ethics and continuing
education. They need a certification that supports what they do and accurately
reflects who they are."

The CNP is comprised of a core fundamentals exam that spans the five basic
areas of the network: microcomputer hardware platforms, client operating
systems, network operating system fundamentals, protocols and topologies. CNP
candidates are required to pass the core exam and complete any two of the
following product certifications (each of the two certifications must be from
different vendors):

Banyan Certified Banyan Engineer

CNX Consortium Certified Network Expert (all versions)
Compaq Accredited Systems Engineer (all versions)
IBM Certified LAN Server Engineer

Professional Systems Engineer



Lotus Certified Lotus Professional
Microsoft Certified Systems Engineer

Novell Certified Novell Engineer
Master Certified Novell Engineer
Enterprise Certified Novell Engineer

"The Network Professional Association (NPA) is committed to delivering an
independent professional certification," added Cosette Dicker, a member of the
NPA Board of Directors. "The industry professional certification complements
existing vendor certifications, while adding the components needed by network
professionals."

In addition to passing the core fundamentals exam, CNP candidates must
demonstrate at least two years of requisite work experience and complete a
professionalism and ethics module that requires the signing of a professional
code of ethics. Once a candidate becomes a CNP, he or she must recertify each
year, following an extensive program of continuing education and activity
requirements.

"Network professionals need a credential that accurately reflects their level of
competency, experience and commitment,” said Fitz Stewart, Chair of the NPA's
Certification Review Council. "CNP is designed to do all this plus require
professionals to keep their certification current year after year."

The CNP program includes a core fundamental exam developed by Drake
Prometric of St. Paul, Minn in cooperation with 150 NPA members. This exam will
be beta tested during the NPA's Integrate conference, using network
professionals as test takers. Core fundamental objectives for CNP have been
validated by the Institute for Computer Uses and Education (ICUE) of Orem,
Utah. The program has been designed to meet the professional certification
guidelines outlined by the National Organization for Competency Assurance
(NOCA).

The NPA will release the validated core fundamental objectives to third party
curriculum developers. Once approved, the NPA will endorse curriculum as
recommended preparation for taking the core exam. To date, six curriculum
developers have agreed to create courseware mapping to CNP core fundamental
objectives.

Computer vendors such as Compaq and IBM are supporting the CNP program
by recommending that their certification candidates consider becoming CNP's in
the process of obtaining their product-specific certifications. Other vendors plan



to build product certifications to fit within the Areas of Specialty portion of the
CNP model.

The NPA is a self-regulating, non-profit association of network computing
professionals that sets standards of technical expertise and professionalism. The
NPA delivers on its mission of advancing the network computing profession by
keeping its 12,000 members in more than 110 chapters worldwide current with
the latest technology advancements.

For more information contact:

Bruce K. Law Sherri Walkenhorst
NPA Marketing Director Network Associates
801-379-0271 801-373-7888

The Network Professional Association (NPA) puts the latest technology into the
hands of its members. The NPA provides extensive opportunities to interact with
other network professionals. By offering this and other quality member services,
the NPA is your hands-on network. NPA membership has many benefits, from
direct access to the latest information to product discounts. NPA members can
participate in programs and opportunities specifically designed to fit the needs of
the network professional including:

Peer Interaction and Strategic Contacts

NPA members have tremendous opportunities to interact with other network
professionals whether locally or on a national level at trades shows and
conferences. NPA members meet with other local chapter members to discuss
mutual interests, exchange solutions, and evaluate products. This networking
also allows NPA members to make strategic contacts in the industry, the
networking profession, and specialized areas of networking technology.

NPA Hands-on Technology Labs?

NPA Hands-on Technology Labs are highly technical, highly educational forums
that let you experience network computing products as they are connected in a
laboratory environment. These labs bring hardware and software right to NPA
members through presentations and hand-on exercises. NPA Hands-on
Technology Labs take place at major industry trade shows and other locations
worldwide as sponsored by local NPA chapters.

Product Discounts

Many of our sponsors provide free evaluation products and/or substantial
discounts on hardware and software exclusively to NPA members. Last year the
NPA provided more than $2 million in free network related products to its



members. Other discounts available to NPA members include group insurance
rates, express delivery services, paging voicemail and mobile fax services, credit
cards, travel and lodging, car rental, and more!

NPA Forum on CompuServe™

The NPA has its own forum on CompuServe. This is the official NPA electronic
communication systemba place where all NPA members can meet, exchange
ideas, and keep up-to-date with NPA happeningsball online. Just type GO NPA
from any CIS prompt and you can access the NPA home screen. Only NPA
members can access the NPA Member Forum for all types of technical
information and networking with other network professionals.

Network News?

All NPA members receive a free subscription to the Network NewsbDa $48
value. Published monthly, the Network News features technical articles on
leading topics in the network computing industry, as well as articles on network
troubleshooting, professional development, and NPA news.

Technical Conferences and Training

NPA members have many chances to enhance their careers through conferences
and job fairs. NPA Connect? is a program that brings trade shows and career fairs
to local chapters and regions. On a national level, Integrate? Nthe NPA's
professional technical conferenceNbrings vendors, their technology, and NPA
members together. NPA members may register in advance and are offered
significant discounts to Integrate.

NPA Member Recognition

When you join the NPA you receive a complete membership kit and membership
card identifying you as a member of the Association. You may also use the official
NPA member logo on your correspondence, business cards, etc.

Industry Influence

Help guide the direction of the network computing industry. The NPA is where
professionals can unite their voices and be heard. Because industry vendors
recognize the NPA's influence and respect its input, the NPA's recommendations
can impact the industry. So when you join the NPA, you are not only empowered
to help yourself, but your profession also.

Professional Development
The NPA provides you with several opportunities for pro-



ol

fessional growth and personal development. By partic-ipating in your local NPA
chapter, you have numerous chances to develop skills in leadership,
communication, management, fund raising, organization, or public relations. The
NPA also opens many avenues through which industry recognition and
involvement are made easier.
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Education and Support Q & A: Joining the NPA
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How do | join the NPA?
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Network Professional Association Membership Application

Please mark all responses with an (X)

TYPE OF MEMBERSHIP
( )Full Membership ($150 (US) per year)
( JAssociate Membership ($150 (US) per year)

CERTIFICATION

Full membership in the NPA is open to all individuals who have one or more of
the following ceritifications: (Check all that apply)

( )Banyan CBE

( )Banyan CBS

( )Compaq ASE

()IBM CLSE

( )Microsoft MCSE

( )Novell CNE

( )Novell ECNE

Associate membership in the NPA is available to those inprocess of or who have
attained certifications from the following list: (Check all that apply)

( )Certified Network Expert (CNX)

( )Lotus CLP

( )Microsoft CPS

( )Novell CNA

( )Banyan CBE in process

( )Banyan CBS in process

( )Novell CNE in process

( )Microsoft MCSE in process

Please indicate the chapter you would like to attend:
(listing available on CompuServe: GO NPA, guest forum)

MEMBER INFORMATION
Send Mail to:
( )JHome Address( )Work Address



Last Name:

First Name:

Home Address:

City:

State:

ZIP:

Country:

Home Phone:

Home Fax:
Employer/Company Name:
Work Address:

City:

State:

ZIP:

Country:

Work Phone:

Work Fax:
CompuServe/internet Address:

Age Group:
( )Under 20 () 20-30 ( )31-40 ( )41-50 ( )Over 50

Are you currently employeed as a network professional:
()Yes ()No

Which best describes your job function:
( )Network/Lan Management

( )MIS/DP/IS Management

( )Consulting



)Administration/Management

) Technical Services

) Education/Training
)Research/Development
)Systems/Engineering/Integration

(
(
(
(
(
( )Other:

PAYMENT (Payment must accompany applicationDUS Dollars Only)
( )Money Order
( )Check

( )Mastercard
( )Visa

( )JAmerican Express

Card:

Expiration Date:

Member Signature:

SUBMISSION INSTRUCTIONS:

If paying by credit card please indicate the credit card information above then:

EMAIL this application to: KUHL@EO.NPA.ORG.
FAX this application to: (801) 379-0331

If paying by check or money order , mail this application with your payment to:

Network Professional Association, 151 East 1700 South, Provo, UT 84606
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Education and Support Q & A: The Master CNE Certification
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How do | become a Master CNE?
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There are three Master CNE specialization programs: are:
Master CNE / Network Management
Requires a CNE--NetWare 3, CNE--NetWare 4, or CNE--UnixWare

The courses you need to take are:
NetWare 4 Design & Implementation
Fundamentals of Network Management
Fundamentals of Internetworking
Network Management w/ ManageWise
Two credits of Network Management electives

Network Management CNE elective pool:
Printing with NetWare
NetWare Navigator
NetWare Expert for NMS
LANalyzer for Windows

Master CNE / Infrastructure & Advanced Access
Requires a CNE--NetWare 3, CNE--NetWare 4, or CNE--UnixWare

The courses you need to take are:
NetWare 4 Design & Implementation
Fundamentals of Network Management
Fundamentals of Internetworking
Internetworking w/ MPR
Two credits of Infrastructure & Advanced Access electives

Infrastructure and Advanced Access elective pool
LAN WorkPlace for DOS 4.1
NetWare TCP/IP Transport
NetWare NFS
NetWare NFS Gateway
NetWare IP



NetWare NFS Services (printing)
NetWare NFS Services (file sharing)
NetWare Connect

NetWare for SAA

NetWare for LAT

NetWare Global MHS

Master CNE / GroupWare Integration

Requires a CNE--GroupWare

The courses you need to take are:
NetWare 4 Design & Implementation
Fundamentals of Network Management
Fundamentals of Internetworking
Four credits of GroupWare Integration electives

GroupWare Integration elective pool:
SoftSolutions 4 Administration
SoftSolutions 4 Advanced Administration
Informs 4 Admininistration & Forms Design
Informs 4 Advanced Administration & Design
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Education and Support Q & A: The CNA Certification
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How do | become a CNA?

Obtaining the CNA Certification requires passing only one exam. The matching
course at a NAEC is also available for all CNE exams. Passing the exam certifies

you for the current revision of the product. There are are currently seven different
CNA certifications available:

Certified NetWare 4 Administrator
Certified NetWare 3 Administrator
Certified NetWare 2 Administrator
Certified GroupWise 4 Administrator
Certified Informs Administrator
Certified SoftSolutions Administrator
Certified UnixWare Administrator

The latest test objectives can be obtained for any of the certifications by calling
(800)233-EDUC [(801-429-5508)].

—
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Education and Support Q & A: The CNE Certification
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How do | become a CNE?
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As of September 30, 1995, there are four different CNE certifications available:
CNE-Netware 3, CNE-NetWare 4, CNE--UnixWare, and CNE--GroupWise. A
signed CNE agreement must be on file with Novell prior to beginning the CNE

track.

CNE--NetWare 3

NetWare 3.1x Admin 508
NetWare 3.1x Adv. Admin 518
NetWare 3 Install & Config 802
NetWare 3 to 4.10 Update 526
Networking Technologies 200
Service & Support 801

Two credits from Network Management or InfraStructure and

Access CNE/Master CNE elective pool

CNE--NetWare 4

NetWare 4.1x Admin 520
NetWare 4.1x Adv. Admin 525
NetWare 4 Install & Config 804
NetWare 4.10 Design & Implement 532
Networking Technologies 200
Service & Support 801

Two credits from Network Management or InfraStructure and

Access CNE/Master CNE elective pool

CNE--UnixWare

Unix OS Fundamentals 220
UnixWare Install & Config 678
UnixWare Admin 680
UnixWare Adv. Admin 685
Networking Technologies 200
Service & Support 801

Two credits from Network Management or InfraStructure and

Access CNE/Master CNE elective pool

CNE--GroupWare

50-130
50-131
50-132
50-162
50-147
50-153

50-152
50-161
50-163
50-601
50-147
50-153

50-107
50-149
50-150
50-151
50-147
50-153

Advanced

Advanced

Advanced



NetWare 4.1x Admin 520 50-152

GroupWise 4 Admin 325 50-154
GroupWise 4 Async & Remote 326 50-155
GroupWise 4 Adv. Admin 328 50-604
Networking Technologies 200 50-147
Service & Support 801 50-153

Two credits from GroupWise Integration CNE/Master CNE elective pool

Network Management CNE elective pool

Printing with NetWare 535 50-137 2
NW Navigator 550 50-138 2
NW Expert for NMS 730C 50-205 2
Lanalyzer for Windows 1125 50-105 1
Infrastructure and Advanced Access elective pool
Lan WorkPlace for DOS 4.1 601 50-104 2
NW TCP/IP Transport 605 50-86 2
NW NFS 610 50-87 2
NW NFS Gateway 625 50-119 1
NW IP 630 50-139 1
NW NFS Services (printing) 640 50-160 2
NW NFS Services (file sharing) 645 50-160 2
NW Connect 718 50-114 2
NW for SAA 720 50-148 3
NW for LAT 725 50-140 2
NW Global MHS 750 50-108 2
GroupWare Integration elective pool
SoftSolutions 4 Admin 345 50-158 3
SoftSolutions 4 Adv. Admin 348 50-159 2
Informs 4 Admin & Forms Dsgn 335 50-156 3
Informs 4 Adv. Admin & Design 338 50-157 2

i
£
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News

American Power Conversion

American Power Conversion announces PowerNet SNMP Agent support to
Windows NT and AlX users

APC announces the Control-UPS/400, advanced UPS control, and diagnostics
for AS/400 systems

APC unveils new Rack-mounted Smart-UPS line of Uninterruptible Power
Supplies featuring SmartSlots

BindView Development

LAN Support Group Announces a Network Operating System Independent
Workstation Auditor

LAN Support Group Announces Technology That Intelligently Manages Workstation

Auditing Across LANs and WANSs

The LAN Support Group Introduces The BindView Associates Program for
Resellers and Consultants

LAN Support Group Ships First True Snap-in Workstation Hardware and
Software Inventory Module for Novell's NMS

LAN Support Group Ships Snap-in Workstation Hardware and Software Inventory
Module for HP OpenView® for Windows.

The LAN Support Group Ships First Compression NLM for NetWare 3.x

The LAN Support Group, Inc. Announces BindView for NetWare Directory
Services

Frye Computer Systems
Frye Launches Windows-Based Client-Server Solution for Inventory

Management

FTP Software

FTP Software and Open Market Join Forces to Deliver Premier Internet Business
Resources




FTP Software Announces New Versions of Internet Access and Network
Applications Suites

FTP Software Announces Products and Technology Roadmap for Internet,
Enterprise Server, and Agent-based Products

FTP Software Ships First NFS Client for Windows 95

Intrack Inc.
ServerTrak for Windows 2.0

TrendTrak for Windows

Lotus Development

Lotus Announces LotusScript 3.0--Showcases Powerful Programmability
Enhancements for Notes Release 4.0

Lotus Delivers NotesView for Manaqing Today's Notes Enterprises

Lotus Notes Express Now Offered with Power Macintosh Computers

Lotus Showcases Next-Generation Messaqing Products at EMA Show &
Conference

Plug and Play UPS for Windows 95 integrates power management software for

automatic data protection

McAfee
AST Research to Integrate McAfee Anti-Virus Technology into Bravo and
Premmia Business Desktops

Les Denend Joins McAfee Board of Directors

McAfee's Bright\Works Data Sheet

McAfee's LAN Inventory

McAfee's LAN Support Center

McAfee's NetRemote

McAfee's NetTools




McAfee's Saber LAN Workstation

McAfee's SiteExpress

McAfee's SiteMeter

McAfee's VirusScan

McAfee's VirusScan For Windows 95

McAfee Debuts BrightWWorks™ 2.0

McAfee Introduces LAN Inventory 3.2

McAfee Introduces LAN Inventory 3.2; Provides Support for Compaq's Intelligent
Manageability Strategy and Features for Simplified Asset Management

McAFee Introduces NetRemote™ 6.0;

McAfee Introduces NetTools® 5.2
McAfee Introduces NetTools® 5.3
McAfee NetShield 2.2 and VIRUSSCAN 2.2 Anti-Virus Solutions

McAfee Releases VirusScan for Windows 95 and Announces Windows NT
Support

McAfee to Acquire Saber Software Corporation

Norton-Lambert

Close-Up 6.0's New Self-Install Technology Revolutionizes Remote-
Communications Industry

New Close-Up/LAN Pro Announces Long-Awaited Group Connection for Network
Windows Users

Novell Inc.
Novell's NetWare™ Navigator? 3.01 Spec Sheet

On Technology
ON Technology's AuditTrack v2 Partial Beta User List




ON Technology's DaVinci eMAIL Moves Ahead With Addition of NDS Integration

and Client/Server Technology

ON Technology Enhances Scheduling Software To Allow Meeting Notices
Through E-Mail, Proxies Across Servers

ON Technology Expands Cross Platform Support With Macintosh Remote
Capability for DaVinci eMAIL

ON Technology Expands Platforms for Notework Electronic Mail, Adding
Macintosh and Windows NT Client Support

ON Technology Introduces Workgroup Collaboration Product For Windows and
Macintosh Environments

ON Technology Releases New Version of SofTrack Metering Software That
Capitalizes on Novell's NDS Administration Strength

ON Technology Ships First NetWare® Auditing Product With Windows Interface

Ontrack

Ontrack and Y-E Date, Inc. Announce Opening of Data Recovery Facility in
Japan

Ontrack Opens Federal Office in Washington, D.C.

Ontrack Receives Department of Defense Security Award

News: Ontrack Recovers Data From Government Magnetic Tape Backups

Preferred Systems

AuditWare from Preferred Systems

DS Standard from Preferred Systems

Shiva
N. Telecom (Nortel) and Shiva Forge Alliance on Internet and Remote Dial-up
Switching for ISPs and Large Enterprises

Shiva Announces Extensive Remote Access Capabilities for Branch Offices,
Small and Departmental LANS

Shiva Announces Major Enhancements to Remote Access Software for




LANRover and NETModem PLATFORMS

Shiva Corporation Finalizes the Acquisition of Spider Systems

Shiva to Acquire Spider Systems, Limited, U.K.-based Provider of ISDN and
WAN Technologies

Tally Systems
Introducing Cenergy: Best of Breed Desktop Asset Management Suite from Tally

Systems

Unisys Selects Tally Systems Products for Desktop Services Program

Storage Dimensions

Storage Dimensions White Paper: Fault-Tolerant Storage for Non-Stop Networks

Winmenu
Winmenu Corporate Edition for Novell LANs

e
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News: DS Standard from Preferred Systems

Powerful Daily NDS Management with a Safety Net

DS Standard NDS Manager is a Windows-based, off-line NDS management tool.
Using DS Standard, network managers make changes to a back-end database,
not the "live" network. With its powerful database capabilities, DS Standard
reduces the time required to manage NDS, makes migrations as easy as drag-
and-drop, and with over 100,000 copies in distribution, DS Standard is the
premier NDS management tool available today!

Work Without Affecting Users

Since you are free to make changes without impacting users, DS Standard also
reduces the "FUD" and risk factors and minimizes the downtime when migrating
to, and managing, NetWare Directory Services.

Expanded NDS Management

Perhaps the greatest advantage your network managers will enjoy is that they
can now use powerful database commands to search and administer NDS. This
means completing tasks in a fraction of the time and working during normal
business hours!

Also, take advantage of DS Standard's capabilities when:

Creating Disaster Planning and Recovery Procedures
Applying Object Standards

Finding Security Exceptions

Backing-Up NDS Tree Structures

Creating NDS Reports

Making Mass Changes

Trouble-Shooting NDS

Documenting and Logging Tree Changes

Accessing Computer-Aided NDS Expertise

And More...

Suite Solutions

PSI currently has three products. Origen and DS Standard NDS Manager
provide solutions for change management in NetWare bindery and NetWare
Directory Services-based (NDS) environments, respectively. AuditWare for
NetWare Binderies provides security auditing for NetWare 2, NetWare 3, and
NetWare 4 bindery-based environments. AuditWare for NDS will be available in
the near future.
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News: AuditWare from Preferred Systems

Automated Reporting Tools for the Enterprise

AuditWare is a Windows-based reporting tool for Novell NetWare. It is the first
available tool that provides true multi-server support. And since configurations
are captured to a database, it alleviates network degradation caused by most
other reporting tools. A Windows-based custom report writer enable exception
reporting, and AuditWare's extensible architecture allows external databases to
be linked into any report.

Unlike other reporting tools that restrict the user to a C-Worthy interface,
AuditWare provides a Microsoft Windows front-end to make it easy to understand
and design reports. These reports must often be presented to a customer,
department manager, or MIS VP. With support for fonts, shading, bordering, and
bitmap graphics, AuditWare gives your output a professional look.

PSI has designed AuditWare with the future in mind. The industry standard
architecture, our relationship with Novell, our ongoing work with NetWare
Directory Services, and our strategic direction to support multiple operating
systems, all make AuditWare a sound platform for the future. You can have a
very robust tool today and not compromise your future plans.

Suite Solutions

PSI currently has three products. Origen and DS Standard NDS Manager
provide solutions for change management in NetWare bindery and NetWare
Directory Services-based (NDS) environments, respectively. AuditWare for
NetWare Binderies provides security auditing for NetWare 2, NetWare 3, and
NetWare 4 bindery-based environments. AuditWare for NDS will be available in
the near future.
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News: ServerTrak for Windows 2.0

ServerTrak for Windows 2.0 monitors almost 90 NetWare server
performance statistics and ratios, making them available for
viewing at a Windows workstation anywhere in the network in
real-time. ServerTrak for Windows permits viewing of multiple
servers simultaneously (number constrained only by the
processing power of the viewing workstation). Maintaining short
term History (Up to 8 hours) of all monitored activities is
selectable on a per server basis and is ideal for analyzing a
downed server.

Presentation is in full color graphics (Horizontal and vertical
bar charts, scrolling graphs, etc.). Users can print both
real-time and History information at any time.

ServerTrak for Windows includes a comprehensive HELP facility,
which not only fully explains each monitored statistic and

ratio, but relates them to server hardware and NetWare's SET
Parameters to optimize server performance.

ServerTrak for Windows also allows users to establish thresholds
on each statistic and ratio, which when exceeded, will send an
alarm to an MHS interface and/or a designated workstation.
ServerTrak for Windows applies to any size NetWare 3/4
environment and operates on one, some, or all, servers in the
network.

ServerTrak is a fully integrated product that consists of a data
gatherer/alarm log on the server and a data analyzer (Retrieve,
process, save, report, print) on the workstation. Performance
monitoring, alarms, ease of use, and short term history
capabilities makes this an excellent support tool.
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News: TrendTrak for Windows

TrendTrak for Windows monitors and archives almost 90 NetWare
server performance statistics and ratios, making them available
for baselining and trend analysis. Users can analyze past
performance and project future trends for periods up to one

year. Network administrators, network support personnel, and
independent service providers, at any Windows workstation with
access to the server, can retrieve and process data from any
TrendTrak server, anywhere in the network, at any time.

Users can preconfigure multiple server environments for
unattended, one step processing, saving valuable time. TrendTrak
for Windows also allows users to compare statistics from

multiple servers at the same time. TrendTrak operates on one,
some, or all, servers in any size NetWare 3/4 environment.

TrendTrak's comprehensive HELP facility makes this easy to use
product, even easier. The HELP facility not only fully explains
each monitored statistic and ratio, but relates them to server
hardware and NetWare's SET Parameters to optimize server
performance.

TrendTrak is a fully integrated product that consists of a data
gatherer (Monitor and archive indefinitely) on the server and a
data analyzer (Retrieve, process, report, print/export) on the
workstation. The Copy Graph function also allows screen shots to
be placed into external documents.

TrendTrak for Windows' ability to forecast network growth,
justify network changes, and support network budgeting makes it
an excellent planning tool.

TrendTrak for Windows replaces the TrendTrak for DOS product,
which earned a

"Best of Times" award in August, 1994.
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News: Winmenu Corporate Edition for Novell LANs

Winmenu Corporate Edition for Novell LANs is a cost effective network menu
system that runs under Windows 3.1, Windows NT, WFWG and the new
Windows 95!. The administrators can define menu items from a central place.
Users can only see and execute those network applications that were authorized
by the administrator(s). Menu sections can be created and linked to existing
*Novell group codes as defined in the network bindery to provide an efective
authorization scheme. A must for any business that wish to use the Windows
environment.

The graphical interface was specifically designed to smooth the transition to
Windows and provide a consistent way to execute applications. The end result
is a menu that helps users gain confidence in the Windows environment and its
fun to use.

Winmenu GE provides the same functionality without utilizing the network
bindery. This is specially good for NW4.x, LANtastic and other networks users.

Support is offered via INTERNET and Compuserve electronic mail. Visit our
World Wide Web (WWW) page to obtain the latest version and information about
Winmenu products.

WWW Page at: http://www.halcyon.com/Winmenu/WWW/winmenu.html
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News: Storage Dimensions White Paper

This CD contains a White Paper from Storage Dimensions titled "Fault-Tolerant
Storage for Non-Stop Networks. It is stored as a Microsoft Word for Windows
6.0 document. The file name is SDRAID.DOC in the D:\PROGRAMS\SD
directory.To view it, copy it to your hard disk and view it from there. You will need
a PostScript-compatible printer to print it.
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News: Ontrack Recovers Data From Government Magnetic Tape
Backups

—
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Has ability to handle sensitive information

March 20, 1995

Minneapolis, MN--Ontrack Data Recovery today announced that an ever-
increasing number of government agencies are choosing professional data
recovery services to retrieve inaccessible magnetic tape backup data. With its
secure facilities and safeguarding capabilities, Ontrack is able to meet the
recovery needs of government organizations, from city and county offices to
federal agencies.

Ontrack Facility Security Officer Nancy Riley states, "In the face of government
funding and personnel cutbacks, Ontrack Data Recovery can cost-effectively
restore magnetic tape data without expensive, time-consuming data
reconstruction or re-keying. Ontrack has worked with several government
agencies, including the U.S. Navy, FBI, U.S. Congress, and NASA, and is able to
address the handling and processing requirements of sensitive information."

Gary Stevens, Ontrack Vice President of Engineering, cites some of the leading
causes of tape data loss as tape structure errors, physically damaged tape or
tape drive, improper use of backup software, and basic accidents and errors.
Stevens says, "More than 50% of magnetic tape data losses could be avoided if
users simply tested their backups on a regular basis. This includes verifying after
each backup and periodically recovering and testing data integrity. While it may
seem like a time-consuming procedure, testing will save users both time and
money in the long run, as they protect their valuable data."

Ontrack Data Recovery specializes in recapturing data from any hard drive, tape
backup, network, floppy diskette, magneto-optical device, or alternative media
suffering from electro-mechanical failure and/or data corruption. Ontrack has
expertise in NetWare, DOS, OS/2, Macintosh, Unix, Xenix, Sun, DEC, Wang,
Banyan Vines, 10Net, IBM 3600, VMS, and more. Emergency services, including
on-site, weekend, 24-hour, and priority support are available.

Ontrack's headquarters are located at 6321 Bury Drive, Minneapolis, MN 55346
800-752-1333 (612-937-1107). A sales office and data recovery lab are also
located in California 800-752-7557 (714-263-9245). European headquarters are
located in the United Kingdom 0800 24 39 96

(+44 (0) 181 974 5522). Customers in Germany may call toll-free 0130 815 198.
Customers in France may call toll-free 05 90 72 42. Ontrack Data Recovery
Japan will open April 3, 1995. They may be reached at (0429) 32-6365.
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News: Ontrack and Y-E Date, Inc. Announce Opening of Data
Recovery Facility in Japan
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Joint venture brings first data recovery services to Japan

March 10, 1995

Minneapolis, MN--Ontrack Data Recovery announced today that it has entered
into an agreement with Y-E Data, Inc. of Japan, a subsidiary of Yaskawa Electric
Corporation. On April 3, 1995, they will together open Ontrack Data Recovery
Japan, which Y-E Data will implement and manage. Located near Tokyo, the
facilities will include both a sales office and data recovery lab.

Ontrack CEO Michael Rogers says of the agreement, "We are excited at the
opportunity to establish Japan's first data recovery facility. We believe that there
is no one better than Y-E Data with whom to undertake this venture. With their
vast experience and knowledge of the Japanese computer and peripheral
markets, they are ideally positioned to meet the data recovery needs of computer
users in their country."

Y-E Data Ontrack Division General Manager, Hiro Tanaka, adds, "We, too, are
looking forward to beginning this new relationship and new business. Data
Recovery services are a unique concept in Japan, and we are the only "high-tech
hospital" of this kind in our country for patients suffering from data loss. We are
sure that the availability of these services will help Japanese computer users
recover from data emergency situations."

Ontrack Data Recovery specializes in recapturing data from any hard drive, tape
backup, network, floppy diskette, or alternative media suffering from electro-
mechanical failure or data corruption. Ontrack's list of recoverable platforms
includes DOS, NetWare, Macintosh, OS/2, DEC, Sun, Unix, Xenix, Wang, and
Banyan Vines, including the Japanese versions. Additionally, Ontrack Data
Recovery services are fully approved by Conner, Digital Equipment, lomega,
Maxtor, Micropolis, Quantum, Seagate, Western Digital, and other data storage
manufacturers.

Ontrack's North American headquarters is located at 6321 Bury Drive,
Minneapolis, MN 55346 1-800-752-1333 (612-937-1107). A sales office and data
recovery lab are also located in California at 2400 Main Street, Ste. 200, Irvine,
CA 92714 1-800-752-7557 (714-263-9245). European headquarters are located
at Surrey House, 34 Eden Street, Kingston-upon-Thames, Surrey KT1 1ER, U.K.
0800 24 39 96 (+44 (0) 181 974 5522). Customers in Germany may call toll-free
0130 815 198. Customers in France may call toll-free 05 90 72 42.



Y-E Data, Inc., a subsidiary of Yaskawa Electric Corporation, is a leader in floppy
disk drive technology. Y-E Data also manufactures and sells printers and sub-
notebook computers.

Y-E Data's operation is international, with offices in Japan, China, Thailand,
Germany, and the United States. Ontrack Data Recovery Japan facilities will be
located within Y-E Data's headquarters at 182 Shinkoh, Iruma, Saitama, 358
Japan (0429) 32-6365; toll-free within Japan 0120-413-374; Fax (0429) 32-6370.
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News: AST Research to Integrate McAfee Anti-virus Technology
Into Bravo and Premmia Business Desktops

ROMShield Provides Desktop Users First Line of Defense Against
Computer Viruses

SANTA CLARA, Calif. (May 15, 1995)--McAfee (NASDAQ: MCAF) announced
today that AST Research Inc. (NASDAQ: ASTA), the world's sixth largest PC
manufacturer, has licensed key anti-virus technology from McAfee. Effective
immediately, AST will begin shipping Bravo and Premmia 100 Mhz Pentium
desktop systems protected by McAfee's ROMShield anti-virus firmware.

McAfee's technology plays a leading role in the AST-CommandCenter utility
package, also announced today by AST, which provides AST desktop users
advanced security and system management capabilities. Under the terms of the
licensing agreement with AST, McAfee has provided customized versions of its
ROMShield anti-virus firmware, which prevents against boot virus infections.

"AST is pleased to arm our business desktop users with McAfee's industry-
leading virus protection as part of AST-CommandCenter," said Scott Smith, AST's
vice president and general manager, desktops. "Our relationship with McAfee is
part of our overall strategy to lower the cost of PC ownership for our corporate
customers and end-users."

"We applaud AST for taking proactive and decisive steps to protect their
customers from viruses," said Rick Kreysar, vice president of marketing at
McAfee, based in Santa Clara, Calif. "By utilizing McAfee's industry-leading anti-
virus firmware and software technology, AST-CommandCenter provides users
with a solid first line of defense against computer viruses."

ROMShield Prevents Boot Virus Infections

According to National Computer Security Association estimates, boot viruses
account for only about 10% of all known viruses, yet are responsible for 86% of
actual virus infections. Well-known boot viruses include Monkey, Form,
Michelangelo, and Stoned. The most common cause of boot virus infection is
when users accidentally boot their computer from an infected floppy disk. AST
addresses the boot virus threat by incorporating McAfee's ROMShield firmware
into upgradeable FlashROM chips on Bravo and Premmia motherboards.

The reason boot viruses are so prolific is that boot viruses infect during the boot
process and before the operating system and anti-virus defenses have been
loaded. No anti-virus software package on the market today is capable of



preventing boot virus infections during the boot process.

ROMShield prevents boot virus infection by installing itself as extended BIOS
before the system accesses the boot and master boot record (MBR) of the
system disk, which is where boot viruses lurk. With ROMShield activated in
memory, the system can detect the presence of boot viruses hiding within the
MBR and boot sector. Once a virus is detected, ROMShield suspends the boot
process and allows the administrator to take action.

AST is the first PC vendor to ship ROMShield-enabled systems. Although this
represents McAfee's first desktop systems deal, ROMShield has already
established itself as the leading anti-virus firmware solution for Ethernet network
adapters. ROMShield is now readily available from leading Ethernet NIC card
vendors such as 3Com, Microdyne/Eagle, and SMC. These vendors collectively
hold over 50% of the network adapter market.

In addition to shipping pre-configured with ROMShield, the AST systems also
ship pre-loaded with VShield, McAfee's TSR technology than scans for over
5,000 known and unknown viruses. While ROMShield with VShield provides a
formidable deterrent against computer viruses, they are not intended as a
replacement for traditional anti-virus scanning, cleaning, and removal software.

Founded in 1989, McAfee is a leading vendor of Network Security &
Management products for the PC LAN market. Its product line is comprised of
award-winning client/server applications including anti-virus, asset management,
metering, electronic software distribution, Windows Desktop Management, print
management, help desk and remote control software products. The company's
products are distributed electronically through its own World Wide Web server
(www.mcafee.com), Internet (mcafee.com), its HomeBase on-line service (408-
988-4004), CompuServe (GO MCAFEE), America Online (MCAFEE), through
computer resellers, and through a unique worldwide network of 152 authorized
agents in 60 countries who provide local sales and technical support. The
company is headquartered in Santa Clara and maintains a sales and product
development office in Tinton Falls, New Jersey. McAfee's general sales number
is (408) 988-3832.
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News: McAfee's BrightWorks Data Sheet

INTEGRATED NETWORK SOFTWARE MANAGEMENT
Centralized console for network management
An integrated package suite of tools
Software license metering
Simplifies software distribution
Complete hardware-software inventory
Comprehensive, flexible reports
Help desk
Server monitoring

BrightWorks gives you the one thing you've always wanted in a NetWare network
management tool: Everything. Metering. Inventory. LAN software distribution.
Comprehensive reporting. Help desk. Even server monitoring. All "best-of-breed"
technology. All together in an integrated suite of Windows-based tools.

BrightWorks mobilizes the full breadth and depth of innovation offered by
McAfee. And that means you'll have a network that's easier to manage and
control; a network that can save you time and money. Ultimately, the BrightWorks
console puts everything at your command. And that's the one thing you need to
run a tight network.

Integrated Console For Network Management

McAfee products are designed with you in mind. BrightWorks has an
administrative console considered to be the most flexible, comprehensive
network management utility. An award-winning enterprise can now be right at
your fingertips.

¢ Central control for security management including diagnostics, support and
anti-virus

e Multi-platform integration
e Smart launch diagnostics, support and anti-virus functions for each user

¢ Enables integration of additional functionality through non-McAfee products

An Integrated Suite Of Tools




This powerful product incorporates the metering and monitoring functionality of
McAfee's SiteMeter, along with advanced asset management capabilities of
McAfee's LAN Inventory.

The Leader in Enterprise Software Metering

Industry-standard NLM metering, without TSRs
Secure software license enforcement
Helps you eliminate excess licenses

Full Support of Compagq Intelligent Manageability

Reduces the 30-minute inventory-per-PC to just seconds

Automatically builds and updates a database of PC, Mac and file server
hardware and software

Auto-learn function ensures complete coverage of new and in-house
applications

Alerting based on changes to network hardware and/or software

No workstation TSR required

Simplifies LAN Software Distribution

Includes a feature to remotely upgrade and install software through
automated distribution; from applications and drivers, to system files and data
files.

Automatic and remote installation of software on the network

Install driver and application upgrades on every node

Offers a choice of scripting languages

Comprehensive, Flexible Reports

Supplies you with detailed software information across the network, creating
the tools you can use to justify decisions, plan for future growth and track the



ever-changing LAN environment.
¢ Quickly builds custom reports
e Powerful querying engine tracks critical system information

e Open database ensures multiple export formats for data

Help Desk

¢ Centralize Help Desk operations
¢ Rapidly diagnoses and solves support problems

e User-definable fields

Server Monitoring

¢ Monitors over 110 NetWare internals for proper settings
¢ Unlimited number of file servers concurrently monitored

e SmartTune feature responds dynamically to fluctuating network activity and
can react to heavy loads with appropriate tuning activity

e Graphically displays file servers' statistical data in real time

Expect More Innovation From McAfee

McAfee offers an integrated suite of desktop and administration utilities designed
to help you operate your PC LANs more efficiently and economically. And our
"best-of-breed" technology is backed by award-winning support. Whether it's our
leading anti-virus products, or tools for advanced network security and
management, you can expect more innovation from McAfee.

System Requirements:
Network requirements

Operating System: Novell NetWare 3X, 4X
Disk space: 18.5 MB required, 25 MB recommended
Database: BTRIEVE NLM/BREQUEST.EXE 6.1 or greater



Administrative Console
DOS 5.0 or later
Microsoft Windows 3.1 in enhanced mode
386SX or higher

McAfee

2710 Walsh Avenue, Santa Clara, CA 95051
Telephone: 408-988-3832

Fax: 408-970-9727

Download McAfee

BBS: 408-988-4004

Internet FTP: ftp.mcafee.com

WWW: http://www.mcafee.com
CompuServe: GO MCAFEE

America Online: MCAFEE

The Microsoft Network: GO MCAFEE

McAfee, BrightWorks, SiteMeter, NetTune and LAN Inventory are trademarks of
McAfee, Inc. Other brands and products may be trademarks of their respective
holders. © 1995 McAfee, Inc. All rights reserved.
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News: McAfee Debuts BrightWorks™ 2.0

Network Management Suite Gains New Server Monitoring, Performance Tuning,
Help Desk, Scripting, and Enterprise Metering Capabilities

McAfee Unveils Strategy to Create Industry's First True Integrated
Enterprise Network Management Suite

NETWORLD+INTEROP, LAS VEGAS, NV (March 28, 1995)--McAfee (NASDAQ:
MCAF) today released BrightWorks 2.0, an integrated enterprise network
management suite for NetWare 3.x and 4.x networks. The suite gains new server
monitoring, server performance tuning, help desk, and advanced scripting
modules. The product's enterprise metering, inventory, and software distribution
capabilities have also been enhanced.

Combined with add-on support for remote control and anti-virus modules,
BrightWorks 2.0 provides network administrators the broadest integrated
enterprise-wide Network Management solution for PC networks. The BrightWorks
suite, which includes two years of free updates and support, is priced at one half
the cost of competing suite solutions from vendors such as Intel and Symantec.

"BrightWorks 2.0 has entered the next stage of its evolution, and is now ideally
positioned to meet the dynamic needs of small businesses, government
agencies, and large multi-national corporations," said Rick Kreysar, McAfee vice
president of marketing. "With its broad range of scaleable modules, BrightWorks
2.0 is the only integrated network management suite capable of meeting the
network management requirements of both small LANs and enterprise WANSs."

The next stage in the evolution of BrightWorks will arrive by late summer when
McAfee introduces BrightWorks 3.0. BrightWorks 3.0 will provide the following
four critical requirements for enterprise PC management: Complete multi-server
support; full WAN-enabled TCP/IP protocol support; a centralized SQL data
repository; and full SNMP-enabled Unix integration with HP Openview, IBM
NetView, and Sunsoft's SunNet Manager.

New! NetTune™ Server Monitoring and Performance Tuning

The new NetTune module, which incorporates technology licensed from
HawkNet, Inc., allows administrators to monitor server attributes and tune server
performance. NetTune maps memory, creates graphical reports for over 100 set
parameters, and monitors server configuration. The software monitors activity in
seven key areas including LAN parameters, connections, SET parameters,



volumes, and NLMs.

NetTune can also increase server performance by up to 25%. To accomplish this
feat, NetTune monitors server utilization patterns and makes automatic, real-time
adjustments to over 60 set parameters. Server utilization pattern information is
consolidated into a historical database of fileserver activity so that BrightWorks
can automatically predict, diagnose, and respond to network and fileserver
activity.

The NetTune module also allows administrators to configure BrightWorks to
perform application-specific tuning. For example, to speed network backups and
increase network availability, BrightWorks can automatically change tuning
parameters when backup applications are run and then reset parameters when
backups are finished. Administrators can also manually adjust set parameters
from the BrightWorks console.

New! Built-in Help Desk With LAN Support Center™

According to analyst estimates, a large portion of the cost to manage network
assets relates to user support. To address this critical support requirement,
McAfee has integrated their popular help desk, LAN Support Center, into the
BrightWorks 2.0 management console.

"The world of network management technology continues to

consolidate functionality at a rapid pace," said Bob Johnson, director and
principal analyst for software services at Dataquest in Framingham, MA.
"Customers win as they gain new feature combinations they use everyday across
software/hardware asset management, help desk tools and systems
management capabilities."

LSC helps administrators automate the collection, tracking and analysis of end-
user support requests. LSC's flexible database allows administrators to custom-
tailor screen layout for simplified data tracking. The database also makes it
simple for administrators to quickly access past solutions to common problems.
Powerful reporting capabilities allow administrators to track help desk
effectiveness and ensure that user support requirements are being met.

LSC and LAN Inventory share a common inventory database, allowing
administrators to access inventory information from within LSC. LSC also
supports full client/server integration with HelpPlus, McAfee's client-side trouble
ticket generator. HelpPlus users can automatically transfer trouble-tickets into the
LSC database for faster troubleshooting.

New! Powerful Scripting with PowerScript™ Enhances ESD




PowerScript, a new high-end Visual Basic-like scripting language with full
network extensions, offers administrators centralized control over a wide range of
network operating parameters and increased software distribution flexibility.

PowerScript frees administrators from having to perform repetitive tasks. Using
the Powerscript macro recorder, for example, administrators can perform a task
once, automatically capture the task steps in a self-generating script, and then
play out the script across the enterprise. The administrator can also perform
routine file maintenance tasks using Powerscript scripts that are automatically
activated at startup, as scheduled events, or from icons.

While PowerScript is a powerful administrator's tool, it also insulates users from
the complexities of today's enterprise-wide network. For example, when a user
selects a program item from their desktop menu, a Powerscript script can
transparently attach the user to file servers, map drives, change paths on-the-fly,
and check network membership and log-in rights.

PowerScript complements BrightWorks' present QuickScript™ scripting

capability. QuickScript is designed for users who want to quickly produce
sophisticated and flexible scripts without programming.

Improved! Enterprise-wide Software Metering and Monitoring

BrightWorks now integrates McAfee's SiteMeter™ 5.0 metering software.
SiteMeter 5.0, which was recently named Product of the Year by LAN Magazine,
is the industry's first enterprise software metering and monitoring package to
support TCP/IP.

By allowing organizations to share or "float" software licenses across local and
wide area links, BrightWorks customers can transcend traditional geographic
software licensing boundaries and limitations. Using the data and reports
provided, network administrators can base purchase decisions on actual
concurrent usage as opposed to the number of seats. One early SiteMeter
customer, Household Credit Services, of Salinas, CA, estimates SiteMeter will
help it reduce its enterprise-wide Microsoft Office license expense by $800,000 in
the next two years alone.

The SiteMeter 5.0 module consolidates multi-server metering and reporting under
a centralized administration console, allowing administrators to easily view and
manage global application usage. Its flexible reporting capabilities generate a
variety of easily produced SPA-approved reports to demonstrate license
compliance in the event of an audit. An agentless metering feature allows
BrightWorks to meter applications across the enterprise without requiring a TSR.



Improved! Software Inventory Improved

The BrightWorks LAN Inventory™ module, which automates the collection,
consolidation, analysis, and reporting of LAN asset information, has been
upgraded to version 3.2. Announced March 8, the module provides full support
for Compaq's Intelligent Manageability strategy, as well as several new
capabilities designed to help network administrators track and manage
distributed PC assets.

The LAN Inventory 3.2 module incorporates new technology designed to improve
the product's already strong recognition rates for software packages installed on
the desktop and server. Other LAN Inventory 3.2 enhancements include
consolidated reporting options, an enhanced user interface, flexible scheduling of
audit times, 25% faster audits, improved security during audits, and the ability to
recognize flawed Intel Pentium chips. LAN Inventory integrates with McAfee's
software distribution module, allowing administrators to perform distribution tasks
based on inventory data.

Improved! Reporting

McAfee has enhanced the reporting module of BrightWorks 2.0. The module now
features an enhanced visual interface for designing reports while viewing live
data, allowing for faster, more interactive report design. The reporting module
also provides extended and simplified database access. Cryptic database file
names have been replaced with intuitive field names and formulas.

Pricing, Support, and Availabilit

McAfee backs its products with the industry's most comprehensive upgrade and
support policies. Under McAfee's unique software licensing model, BrightWorks
customers receive two years of free upgrades and unlimited live telephone
support. This level of comprehensive product maintenance and support costs
50% less than suite solutions from competing vendors such as Intel and
Symantec, who charge extra for product upgrades and support.

Two year subscription fee pricing for BrightWorks 2.0 ranges from $42.00 per
node for 50 nodes to $25.50 per node for 1000 licenses. Existing BrightWorks 2.0
customers can upgrade to version 3.0 at no additional cost.

BrightWorks 2.0 begins shipping through electronic channels this week. The
product will be available through retail channels on April 3. Electronically
distributed versions are identical to shrink wrap versions, and contain no time-
bombs or encryption.



Founded in 1989, McAfee is a leading vendor of Network Security &
Management products for the PC LAN market. Its product line is comprised of
award-winning client/server applications including anti-virus, asset management,
metering, electronic software distribution, Windows Desktop Management, print
management, help desk and remote control software products. The company's
products are distributed electronically through its own World Wide Web server
(www.mcafee.com), Internet (mcafee.com), its HomeBase on-line service (408-
988-4004), CompuServe (GO MCAFEE), America Online (MCAFEE), through
computer resellers, and through a unique worldwide network of 152 authorized
agents in 60 countries who provide local sales and technical support. The
company is headquartered in Santa Clara and maintains sales and product
development offices in Tinton Falls, New Jersey.

McAfee (NASDAQ: MCAF) is a leading international supplier of enterprise-wide
Network Security and Management software. Since its founding in 1989, the
Company has registered over 26 quarters of consecutive revenue growth. Key to
McAfee's consistent growth is the Company's relentless dedication to total
customer satisfaction. The company achieves this total customer satisfaction by
providing the best-of-breed product quality, exceptional customer service and
support, and innovative channels of distribution. According to Information Week,
McAfee is one of the "Top 10 Up-And-Coming Software Vendors."

Headquarters

2710 Walsh Avenue
Santa Clara, CA 95051
Tel (408) 988-3832
Fax (408) 970-9727

Business Facts
143 employees
1994 bookings of $43,217,000

Customer Facts
e 80% of the Fortune 100 use McAfee software
e 25% of the Fortune 100 hold enterprise-wide site licenses

¢ According to IDC, McAfee's VirusScan holds 76% marketshare in the DOS,
Windows, and OS/2 anti-virus market

e Over one million network nodes are managed by McAfee's Network



Management Software

Pricing Model

McAfee utilizes a unique two year software subscription licensing policy. During
the licensed period, customers are entitled to unlimited live telephone support
and unlimited product updates.

Electronic Distribution

McAfee is a recognized pioneer in electronic software distribution. All McAfee
products, upgrades and documentation are distributed in their full functional form,
without time bombs and without encryption, via Internet FTP (ftp.mcafee.com),
World Wide Web (http://www.mcafee.com), McAfee's HomeBase™ BBS (408-
988-4004), and online services such as CompuServe (GO MCAFEE) America
Online (MCAFEE), and The Microsoft Network (GO MCAFEE).

Distribution Channels

McAfee complements its electronic software distribution strategy with traditional
distribution channels, including:

Authorized agents in 60 countries
e Distributors (Ingram Micro, Tech Data, Merisel)

e Corporate resellers (Corporate Software, Software Spectrum, Stream, ASAP,
Soft Choice)

e Traditional retailer (Best Buy, CompUSA, Egghead, Fry's, Computer City,
Micro Center, Electronic Boutique)

Customer Support

McAfee is famous for its dedication to customer satisfaction. McAfee's customer
support, technical support, and product development departments provide live
technical support and problem resolution. A sophisticated online bug tracking
system immediately informs product development of customer reported bugs and
informs customers as soon as fixes are developed.

Strateqic Relationships




Compaq

Hewlett Packard

Novell

Desktop Management Task Force

Microsoft

AST

National Computer Security Association (NCSA)
Network Professional Association (NPA)

Customers

Abbott Laboratories, Southern Company, Chase Manhattan Bank, Smith Barney,
Ford Motor Company, Texaco, Mobil Oil, Turner Broadcasting, Monsanto, Social
Security Administration, Motorola, and Weyerhaeuser

Management

Bill Larson, President and CEO

Terry Duryea, Chief Financial Officer

Bob Chappelear, Vice President, Engineering
Dennis Cline, Vice President, North American Sales
Richard Kreysar, Vice President, Marketing

Peter Watkins, Vice President, International

Jim Lynch, Vice President, International

Investor Relations

Clairene Ruzzo, McAfee (408) 988-3832

Media Relations

Mark Coker, Dovetail Public Relations (408) 395-3600
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News: McAfee NetShield 2.2 and VirusScan 2.2 Anti-Virus Solutions

Achieve Over 97% Detection Rate; New Functionality Extends Enterprise
Protection

SANTA CLARA, Calif. (May 1, 1995)--McAfee (NASDAQ: MCAF) today
introduced NetShield 2.2 for NetWare and VirusScan 2.2 for DOS, Windows and
OS/2. The new releases provide faster scanning performance, improved ease-of-
use, stronger manageability, and maximum virus detection. New features include
better integration between the applications, Novell NetWare 4.1 support,
enhanced notification options, a new Windows console, administrator access
controls, and increased scanning and detection performance.

"The three overriding customer virus concerns are detection, removal and
support,” said Scott Gordon, McAfee's Anti-Virus Product Manager. "According to
IDC, VirusScan holds a 67% marketshare for desktop anti-virus software. As the
best-selling vendor, our large worldwide installed base enables us to discover
and eradicate new virus threats before they become widespread. Combined with
our pioneering expertise in virus research, McAfee customers can be assured of
a swift and decisive response to their virus infections. In order to provide our
customers the finest virus protection and enterprise manageability, we plan to
extend the platform support of our award-winning solutions to include Windows
NT and Windows 95."

Improved Enterprise Manageability and Control

McAfee makes it easier for administrators to manage and maintain current anti-
virus protection across the enterprise. NetShield 2.2 and VirusScan 2.2 now
share a common virus scanning engine and library, enabling network managers
to employ only one set of monthly updated files. A new NetShield Windows
console delivers point and click convenience to streamline administrator tasks.
Utilizing Novell's NetWare Directory Services (NDS) in NetWare 4.1, network
administrators can easily view and configure multiple NetShield servers.
NetShield's cross-server updating feature also takes advantage of NDS to
automatically synchronize virus signature updates.

NetShield has expanded its virus alerting options to provide users immediate
notification of new and suspected network virus infections. The notification
options, which include pager, console, network broadcast, and Global Message
Handling Services (GMHS), allow administrators to quickly respond to virus
threats. The support for GMHS enables NetShield to broadcast alerts through
popular e-mail programs such as Lotus Development's cc:Mail.



NetShield features a new management module that allows network
administrators to create hierarchical password and access privilege rights for
individual LAN administrators within enterprise environments. This module was
created in response to demands by McAfee customers within distributed, multi-
server networks who required more in-depth administrator access controls. The
unique feature further enhances NetShield's safeguards and better enforces
corporate security.

Scanning Performance and Virus Detection Improved

The new VirusScan engine allows NetShield to perform scans up to 500% faster
than previously possible. This makes daily virus prevention tasks less intrusive
on server resources and end users, and was accomplished by incorporating new
technology that executes more efficient scans while reducing server CPU
utilization. The new scanning algorithms also ensure highly accurate virus
identification. NetShield and VirusScan use a combination of byte string
scanning, wildcard scanning, emulation, heuristic analysis, filtering and
checksumming techniques.

Static anti-virus products are inadequate against the more than one hundred new
viruses introduced each month. McAfee engineers and virus researchers bolster
the detection capabilities of NetShield and VirusScan monthly, providing McAfee
customers the electronic equivalent of an immune system booster shot for their
enterprise network defenses.

In March, Patricia Hoffman's Virus Information Summary Listing (VSUM1)
reported that both best-selling McAfee products scored virus detection rates
exceeding 97%, higher than any other products in their class. Presently, McAfee
identifies over 5,000 known and unknown viruses, including: Boot sector; file;
encrypted; polymorphic; mutation engine; stealth; multi-partite; and parasitic
viruses. Monthly updates, unlimited live telephone support, and emergency virus
response services are provided free to McAfee subscribers for two years.

Integrates with BrightWorks Network Management Suite

NetShield 2.2 now integrates directly into the administration console of McAfee's
award-winning BrightWorks 2.0 network management suite for NetWare LANs.
BrightWorks, which features help desk, asset management, license metering,
software distribution and network monitoring modules, provides network
administrators a completely integrated network management environment.

VirusScan for Windows 95 In Development




McAfee builds client-driven products and strives to provide the most advanced
virus detection and removal technology to a broad range of PC-based platforms.
Throughout the year, McAfee will introduce new anti-virus products and updates,
as well as further integration between NetShield and VirusScan. In the third
quarter, McAfee will introduce VirusScan for Windows 95. VirusScan for Windows
95 is a native application that will integrate and take advantage of the Windows
95 operating system. Current McAfee VirusScan subscribers who intend to
migrate to Windows 95 will receive a pro-rated credit of up to 80% of their
purchase price for the new product.

Pricing, Support, and Availability

McAfee backs its products with the industry's most comprehensive upgrade and
support policies. Under McAfee's unique software licensing model, customers
receive two years of free upgrades and unlimited live telephone support. This
level of comprehensive product maintenance and support costs 50% less than
anti-virus solutions from competing vendors, who often charge extra for product
upgrades and support.

NetShield is priced based on the number of network nodes. Two year
subscription fee pricing for NetShield 2.2 ranges from $18.00 per node for a 25
node network to $6.12 per node for 2,500 nodes. VirusScan pricing ranges from
$65 for a single user to $12.40 per node for 2,500 users. Current NetShield and
VirusScan subscribers can update to the new versions at no cost.

VirusScan 2.2 is now shipping through retail and electronic channels. NetShield
2.2 will begin shipping on June 1. Electronically distributed versions are identical
to shrink wrap versions, and contain no time-bombs or encryption.

Founded in 1989, McAfee is a leading vendor of Network Security &
Management products for the PC LAN market. Its product line is comprised of
award-winning client/server applications including anti-virus, asset management,
metering, electronic software distribution, Windows Desktop Management, print
management, help desk and remote control software products. The company's
products are distributed electronically through its own World Wide Web server
(www.mcafee.com), Internet (mcafee.com), its HomeBase on-line service (408-
988-4004), CompuServe (GO MCAFEE), America Online (MCAFEE), through
computer resellers, and through a unique worldwide network of 152 authorized
agents in 60 countries who provide local sales and technical support. The
company is headquartered in Santa Clara and maintains a sales and product
development office in Tinton Falls, New Jersey.

1 Patricia Hoffman's VSUM service is widely recognized for the rigorous and
independent testing it performs on third party anti-virus applications each month.



The results of these tests are published electronically in the VSUM report, which
also contains a hypertext database of all known viruses. The report is distributed
as shareware and can be downloaded at (408) 244-0813.
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News: McAfee's LAN Inventory
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Easily Tracks LAN Hardware and Software Assets

¢ Reduces the cost of network ownership
* The most extensive LAN inventory ever!
e Collect all your critical asset information

e Comprehensive, flexible reports

Full support of Compaq's intelligent manageability enabled products

A manual audit of hardware and software takes only about 30 minutes per
machine; no biggie. Unless you've got hundreds of workstations, on and off-site .
Or you continue to upgrade equipment. Or you move. Lets face it, it's time to
drop that clipboard and screwdriver and pick up LAN Inventory.

Now you're in control. That 30-minute machine inventory can now be completed
in seconds. Purchasing and warranty information is managed perfectly. LAN
Inventory even offers comprehensive software application coverage for new and
in-house applications. So take stock of your current inventory techniques. If you
think there's room for improvement, call McAfee and license LAN Inventory.

Reduces The Cost Of LAN Ownership

LAN Inventory is the most advanced, native Windows network inventory tool
available today. But then, that's what network managers have come to expect
from McAfee. You'll be more proactive with your decisions, while eliminating
additional support calls.

Integrated console for network management

Central control for security management including diagnostics, support and anti-
virus

Multi-platform integration



The Most Extensive LAN Inventory Ever!

McAfee is known for frequent updates and enhancements to its products.

Our commitment to innovation frees-up valuable time for you to accomplish the
critical tasks of LAN administration.

Reduces the 30-minute inventory to just seconds
Identifies over 2,000 applications

Automatically builds and updates a database of hardware and software for file
servers, networked and stand alone PCs and Macs

Eliminates "sneaker-net"

Auto-learn function ensures complete software application coverage for both new
and in-house applications

Alerting based on changes to network hardware and/or software
Extensive platform coverage - DOS, Windows and Mac

No workstation agent required; memory is unaffected

Concise viewing and fast generation of data through the Software

Package ldentifier and Hide Files functions

Comprehensive, Flexible Reports

Supplies you with detailed software information across the network, creating the
tools you can use to justify decisions, plan for future growth and track the ever-
changing network environment.

Quickly builds custom reports

Powerful querying engine tracks critical system information

Open database ensures multiple export formats for data. .

Collects All Your Critical Asset Information

Network Information



User name

Network address

NetWare shell version

Physical connection

Network card type and configuration
IPX/SPX versions

File Server Information
Network OS version
Network adapter board, address and name
File server memory
Volume information
File server processor
Physical drivers
Physical disk names
Software applications including the path, file name and size

Software Information
File name and size
Path
Detects and stores contents of AUTOEXEC.BAT, CONFIG.SYS and any other
files of your choosing

PC Information
Processor type brand
Numeric coprocessor
Bus type
BIOS information
DOS type/version
CMOS status
Fixed and floppy drives
Video adapter
Video monitor type
Base memory
Extended memory
Expanded memory
EMS drive version
Keyboard type
Parallel and serial ports
Game ports

Macintosh Information
Model/processor
Mounted volume
Floating point processor
System RAM



ROM size and version

Keyboard type

Monitor type

Hard and floppy drives

Slot adapters and drivers

SCSI devices

AppleTalk version

Finder version

AppleShare version

Software applications including file name, path and file size

Expect More Innovation From McAfee

McAfee offers an integrated suite of desktop and administration utilities designed
to help you operate your PC LANs more efficiently and economically. And our
"best-of-breed" technology is backed by award-winning support. Whether it's our
leading anti-virus products, or tools for advanced network security and
management, you can expect more innovation from McAfee.

System Requirements:

Network requirements
Operating System: Novell NetWare 3X, 4X
Disk space: 13 MB required, 25 MB recommended
Database: BTRIEVE NLM/BREQUEST.EXE 6.1 or greater

Administrative Console
DOS 5.0 or later
Microsoft Windows 3.1 in enhanced mode
386SX or higher
4 MB RAM

McAfee

2710 Walsh Avenue, Santa Clara, CA 95051
Telephone: 408-988-3832

Fax: 408-970-9727

Download McAfee

BBS: 408-988-4004

Internet FTP: ftp.mcafee.com
WWW: http://www.mcafee.com
CompuServe: GO MCAFEE




America Online: MCAFEE
The Microsoft Network: GO MCAFEE

McAfee and LAN Inventory are trademarks of McAfee, Inc. Other brands and

products may be trademarks of their respective holders. © 1995 McAfee, Inc. All
rights reserved.
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News: McAfee Introduces LAN Inventory 3.2

Provides Full Support for Compaq'’s Intelligent Manageability Strategy and New
Features for Simplified LAN Asset Management

LAN Inventory Helps Slash the Cost of LAN Ownership

SANTA CLARA, Calif. (March 8, 1995)--McAfee (NASDAQ: MCAF) today
debuted LAN Inventory 3.2, a new version of its industry-leading asset
management package for NetWare 3.x and 4.x LANs. The package combines
comprehensive support for Compaq's Intelligent Manageability Strategy with
several new capabilities designed to help network administrators track and
manage distributed PC assets.

According to Gartner Group, the cost to purchase an average desktop PC is
$4,000, yet the cost to operate and manage that PC over five years increases
ten-fold to $40,000. LAN Inventory 3.2 addresses these cost-of-ownership
concerns by providing network administrators tools to automate the collection,
consolidation, analysis, and reporting of LAN asset information.

LAN Inventory 3.2's support for Compaq's Intelligent Manageability Strategy
simplifies the administration of Compaq's new line of Deskpro PCs. Utilizing LAN
Inventory's improved Window 95-like interface, administrators can track key
characteristics of the Deskpro line, including asset tag information, ROM revision
date, system board revision level, model name, system chassis serial number,
hard drive make and model, and PC monitor attributes such as model,
manufacture date, and serial number.

"We're pleased that Compagq is working with McAfee to ensure the manageability
of their PCs," said Bill Larson, president and CEO of McAfee. "Compaq's
Intelligent Manageability Strategy will be well-received by network administrators
who are struggling to manage their desktop hardware and software assets. We
hope other desktop systems manufacturers will follow Compaq's precedent-
setting lead in recognizing the importance of desktop management."

"We're pleased to have McAfee as a valued member of our Desktop
Management Solutions Partners program," said Kevin Bohren, vice president,
desktop marketing, Desktop Product Division, Compaq Computer Corporation.
"Together, Compaqg and McAfee are working to provide products that significantly
lower the cost of ownership of networked PCs. We value McAfee's expertise in
asset management and look forward to working with them in the future to bring
additional exciting Intelligent Manageability features to the desktop."



In addition to supporting Compaq's Intelligent Manageability Strategy, LAN
Inventory 3.2 provides new technology designed to improve the product's already
strong recognition rates for software packages installed on the desktop and
server. McAfee plans to offer free electronic updates of the LAN Inventory
detection database on a quarterly basis (see final paragraph of release for
download sites and addresses).

Other new LAN Inventory 3.2 enhancements include consolidated reporting
options, flexible scheduling of audit times, 25% greater performance, and the
ability to recognize flawed Intel Pentium chips.

LAN Inventory automatically builds and updates a database of over 60 different
network, fileserver, and desktop attributes. Comprehensive reporting options
allow administrators to analyze large quantities of data and maintain an up-to-
date status of LAN assets and asset changes. This information can be used for
network planning, resource allocation, and growth projections.

Asset Management Components

Inventory software is just one component in a network administrator's asset
management toolbox. Other asset management tools now reaching widespread
deployment include Metering software, which monitors software usage and
license compliance, and Electronic Software Distribution (ESD) software, which
automates distribution of software updates across the network. McAfee offers
award-winning products in each of the above categories. For metering, McAfee
offers SiteMeter 5.0. McAfee offers ESD functionality in its BrightWorks
integrated Network Management package, which also includes LAN Inventory 3.2
and SiteMeter 5.0. A new version of BrightWorks will be announced at
NetWorld+Interop the week of March 27.

Pricing and Availability

Two year subscription fee pricing for LAN Inventory 3.2 ranges from $10.00 per
node for 50 nodes to $8.00 per node for 1000 licenses. All McAfee customers are
entitled to two years of free updates - both major and minor - and free unlimited
telephone support. Current licensed LAN Inventory users can upgrade to LAN
Inventory 3.2 at no cost.

LAN Inventory 3.2 begins shipping through electronic channels on March 10,
1995. The product will be available through retail channels on March 17.
Electronically distributed versions are identical to shrink wrap versions, and
contain no time-bombs or encryption.

Founded in 1989, McAfee is a leading vendor of Network Security &



Management products for the PC LAN market. Its product line is comprised of
award-winning client/server applications including anti-virus, access-control,
asset management, metering, electronic software distribution, print management,
help desk and remote control software products. The company's products are
distributed electronically through its own World Wide Web server
(www.mcafee.com), Internet (mcafee.com), its HomeBase on-line service (408-
988-4004), CompuServe (GO MCAFEE), America Online (MCAFEE), through
computer resellers, and through a unique worldwide network of 152 authorized
agents in 60 countries who provide local sales and technical support. The
company is headquartered in Santa Clara and maintains sales and product
development offices in Tinton Falls, New Jersey.
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News: McAfee's LAN Support Center
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The Best Help Desk Workflow Manager

Simplify help desk operations

Faster diagnosis and problem-solving
Integration with other McAfee products
Customized support information management
Comprehensive, flexible reporting

Users approaching you directly with problems. Traveling to workstations for
troubleshooting. McAfee knows what the average day of a network administrator
can be like; that's why we developed LAN Support Center.

This powerful product allows users to generate a trouble-ticket and send it
directly to your help desk; you can begin diagnostics right from your office. You'll
effectively reduce the cost of software support, which can account for 44 percent
of the total cost of LAN ownership, according to the Gartner Group. Best of all, it
works with other McAfee products giving you a totally-integrated suite of
advanced utilities and administrative tools. Bottom line? LAN Support Center can
help you build the ultimate help desk.z

Simplify Help Desk Operations

LAN Support Center provides central access to support tickets, call histories and
support procedure documents. Your staff can now quickly identify and diagnose
problems; all through an easy-to-use Windows interface.

Never lose track of issues once they have been logged as tickets
All important information is centralized; user, staff and equipment profiles are
maintained online

Intuitive Windows-based interface simplifies problem entry and tracking and
allows simultaneous display of up to six tickets.

Assigns and tracks actions associated with each ticket



Faster Diagnosis And Problem-Solving

The more you know, the quicker you can solve the problem. So we built a
powerful database into LAN Support Center for instant access to information
regarding the management of similar situations, as well as the caller's equipment,
software and call history.

Consolidates data on every help desk activity to analyze departmental and staff
performance, while identifying recurring problem areas

Solve problems once; retrieve solutions to current issues from past problems with
powerful keyword search

Routes tickets to appropriate support technicians

Support time reports help justify user training

Complete Integration with Other McAfee Products

LAN Support Center lets you smart-launch into other McAfee network security
and management applications installed on your network; you'll have a totally-
integrated suite of LAN utilities and administrative tools at your command.

Access a complete hardware and software inventory of the workstation in trouble
via LAN Inventory

Take control of another workstation remotely; solve remote problems from the
help desk with NetRemote

Access powerful software metering functions with SiteMeter

Customized Support Information Management

View ticket data in any way you'd like. You can also define the way screens
appear to support staff members, how lists of active tickets are shown, and what
information should be included in reports. The result is a truly streamlined
workflow.

Definable fields and sub-categories for fast and accurate problem classification
Create and store personalized views of any cross-section of the ticket database

Add users, staff, problems types "on the fly" without exiting ticket operations



Import and export functions connect LAN Support Center with existing systems

Prevents unauthorized access to confidential information and administrative
functions through multiple security levels

Comprehensive, Flexible Reports

Supplies you with detailed software information across the network, creating the
tools you can use to justify decisions, plan for future growth and track the ever-
changing LAN environment.

Quickly builds custom reports

Powerful querying engine tracks critical system information

Open database ensures multiple export formats for data

Expect More Innovation From McAfee

McAfee offers an integrated suite of desktop and administration utilities designed
to help you operate your PC LANs more efficiently and economically. And our
"best-of-breed" technology is backed by award-winning support. Whether it's our
leading anti-virus products, or tools for advanced network security and
management, you can expect more innovation from McAfee.

System Requirements

Operates on a standalone machine or a LAN
DOS 3.3 or higher

Windows 3.1 enhanced mode

Disk space: 12MB required, 25MB recommended
4MB RAM

McAfee

2710 Walsh Avenue, Santa Clara, CA 95051
Telephone: 408-988-3832

Fax: 408-970-9727

Download McAfee
BBS: 408-988-4004
Internet FTP: ftp.mcafee.com
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McAfee and LAN Support Center are trademarks of McAfee, Inc. Other brands

and products may be trademarks of their respective holders. 1995 McAfee, Inc.
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News: Les Denend Joins McAfee Board of Directors

SANTA CLARA, CALIF. (June 14, 1995)--McAfee (NASDAQ: MCAF) today
announced the appointment of Leslie G. Denend, 51, to the McAfee board of
directors. Mr. Denend is currently president and CEO of Network General
(NASDAQ: NETG), of Menlo Park, Calif., a $150,000,000 vendor of client/server
network management products.

"We're pleased to welcome Les Denend to our board of directors," said Bill
Larson, president, CEO, and chairman of McAfee. "Mr. Denend has a
distinguished track record of building companies in the networking industry. His
extensive industry knowledge and experience will prove useful as McAfee
exploits opportunities in the emerging client/server network management
market."

Prior to joining Network General in 1993, Mr. Denend held senior management
posts at 3Com Corporation, Vitalink Corporation, and McKinsey & Co. He is a
former White House fellow and advised both the Carter and Reagan
administrations on issues of economic policy and national security. Mr. Denend is
a graduate of the Air Force Academy and holds a Ph.D from Stanford University.

Mr. Denend fills a board seat vacated by McAfee founder John McAfee, who
resigned today to pursue other interests. "Over the years, John McAfee has
made a series of profound and lasting contributions to the company," continued
Larson. "While his presence will be missed, his spirit will live on in the hearts and
minds of McAfee employees and customers who have come to appreciate his
relentless dedication to product quality and customer satisfaction. We wish him
well."

Founded in 1989, McAfee is a leading vendor of Network Security &
Management products for the client/server network management market. The
company is headquartered in Santa Clara, Calif, and can be reached by phone at
(408) 988-3832 or by fax at (408) 970-9727.
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News: McAfee Introduces NetRemote™ 6.0

Aggressively Priced Remote Control and Remote Access Software for
Standalone and Networked PCs

McAfee Establishes New Price/Performance Benchmark for Remote Control
Category by Pricing NetRemote 67% Below Symantec's pcANYWHERE

SANTA CLARA, Calif. (April 10, 1995)--In a bold move to expand its presence in
the rapidly growing remote control software market, McAfee (NASDAQ: MCAF)
today introduced NetRemote 6.0. With its aggressive street price of $49.95,
NetRemote 6.0 establishes a new price/performance benchmark in a category
now dominated by Symantec's pcANYWHERE. This low price-point will help
expand the total market by making powerful remote communications capabilities
affordable for all mobile workers.

"NetRemote 6.0 is an ideal remote communications solution for traveling or
telecommuting users with the need to seamlessly access and control the host
resources of another standalone or networked PC," said Rick Kreysar, vice
president of marketing at McAfee. "The product combines the advanced features
and scaleability demanded by network administrators with the ease-of-use and
price-point demanded by remote end-users."

By standardizing on a single product that scales from administrator to mobile
user, NetRemote customers can reduce the support cost of remote control across
the enterprise. With the addition of new features and improved ease of use,
NetRemote 6.0 has extended its franchise from being a power tool for network
administrators to a general purpose remote communications tool for the entire
enterprise. NetRemote's aggressive price-point ushers in a new era of
affordability for end-users of remote communications software.

Innovative New Features Place NetRemote at the Top of its Class

NetRemote 6.0 ships complete with host and remote nodes and is packed with
innovative features that place it at the top of its class. Many of the features are

designed to help insulate users from the complexities of remote communication
sessions.

Among major competitors, NetRemote is the first remote control product to
provide bi-directional drive mapping. This technology makes it possible for host
and remote PCs to seamlessly share data and execute programs from either PC,
regardless of which PC actually holds the data or files being accessed. Most



remote control products only allow the remote user to map host drives, and not

vice versa.

Another unique feature is NetRemote 6.0's true color support for 16-bit (64,000)
and 24-bit (16,000,000) colors. True color support allows NetRemote to support
the widest range of screen resolutions, and ensures that host and remote screen
displays are automatically translated during connections to match the highest
common screen resolutions.

Other new features include drag and drop file transfers; enhanced security
options such as dial-back connections, file transfer restrictions linked to individual
users and directories, screen blanking, keyboard locking and log-in restrictions;
network support for IPX/SPX and NetBIOS; simultaneous multi-protocol remote
connections; remote mouse and keyboard support; and remote printing.

NetRemote 6.0 Sets New Price/Performance Benchmark in Remote Control

List price

Estimated
street price

Bi-directional
drive mapping

True 16 million
color support

Intuitive install
- automatically
configures
modem

Re-directed
printing

Network
support

1Symantec and Microcom street prices from 2/20/95 InfoWorld
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Integrates with BrightWorks for Remote Support

NetRemote integrates directly into the administration console of McAfee's award-
winning BrightWorks 2.0 network management suite for NetWare LANs, making
NetRemote an ideal solution for network administrators and help desk personnel
who need to provide remote support to their users. BrightWorks, which features
help desk, asset management, license metering, software distribution and
network monitoring modules, provides network administrators an integrated
network support environment that makes valuable information easily accessible
during remote support sessions.

NetRemote Channel Promotions

McAfee plans to support the launch of NetRemote 6.0 with aggressive end-cap
channel promotions, direct mailings, advertising in trade publications, and co-op
advertising with catalog retailers. End-cap promotions will begin at 83 CompUSA
stores nationwide in May, with promotions at other major regional and nationwide
retailers to follow. The product will be distributed by Ingram and Tech Data.

Pricing and Availability

NetRemote is based largely on award-winning technology licensed from Triton
Technologies Inc. NetRemote 6.0 carries a suggested retail price of $65.00 and
an anticipated street price of $49.95. Two year site license subscription fee
pricing for NetRemote 2.0 ranges from $48.00 per node for 50 nodes to $20.50
per node for 1000 licenses. All McAfee customers are entitled to two years of free
updates - both major and minor - and free unlimited telephone support. Current
licensed NetRemote subscribers can upgrade to NetRemote 6.0 at no cost.

NetRemote 6.0 begins shipping through electronic channels this week. The
product will be available through retail channels on April 17. Electronically
distributed versions are identical to shrink wrap versions, and contain no time-
bombs or encryption.

Founded in 1989, McAfee is a leading vendor of Network Security &
Management products for the PC LAN market. Its product line is comprised of
award-winning client/server applications including anti-virus, asset management,
metering, electronic software distribution, Windows Desktop Management, print
management, help desk and remote control software products. The company's
products are distributed electronically through its own World Wide Web server
(www.mcafee.com), Internet (mcafee.com), its HomeBase on-line service (408-
988-4004), CompuServe (GO MCAFEE), America Online (MCAFEE), through
computer resellers, and through a unique worldwide network of 152 authorized



agents in 60 countries who provide local sales and technical support. The
company is headquartered in Santa Clara and maintains sales and product
development offices in Tinton Falls, New Jersey.
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News: McAfee's NetRemote
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Most Affordable Complete Remote Control

Total control, right at your desk or anywhere

Advanced security

True color support for 16 million colors

File transfer

Remote printing

NetRemote lets you do the impossible: Provide instant support of PCs from
wherever you are. Imagine taking full control of a remotely connected PC, while
watching customers or in-house users "show you" the problems they're
experiencing. All from the comfort of your own office or home. How bout remote

access to files or applications while you're on the road. It's no problem with
NetRemote.

Total Control, Right At Your Desk Or Anywhere

Why jump in the car when you can fire-up NetRemote? This powerful software
takes you right to the problem, and puts you in the driver's seat. Full keyboard
and mouse control. Everything that's happening on the problematic PC can be
controlled from your PC.

Supports both Windows and DOS

Module for remote Windows PCs is a native Windows application (not a TSR)

Advanced data compression techniques saves the bandwidth so important to
growing LAN and WAN applications

Remote reboot, file transfer and dial-in support

Advanced Security

NetRemote is equipped with several security options, allowing you to choose just



how strict you'd like to be with remote control and access capabilities.

Phone Book Password prevents unauthorized viewing or changing of the
Login Name and Login Password

Phone Book entries with Login Names, Login Password and answering
NetRemote Host

Directory access by user
File transfer restrictions based on user login
Hosts Password Protection Option verifies your login/password

Screen blanking and keyboard locking

Full-Featured Software

NetRemote is a full-featured remote control, remote access software application
for use on laptops, home Pcs and networks. You'll remain in control while
reducing your support costs for customers and in-house users.

Full screen or Windowed remote sessions

WAN connection through routers or bridges

Super VGA support (1280 x 1024)

Color support for up to 24-bit (16 million) color

Extensive support for different modem types

Automatic COM port detection and configuration

Expect More Innovation From McAfee

McAfee offers an integrated suite of desktop and administration utilities designed
to help you operate your PC LANs more efficiently and economically. And our
"best-of-breed" technology is backed by award-winning support. Whether it's our
leading anti-virus products, or tools for advanced network security and
management, you can expect more innovation from McAfee.



System Requirements:
e 386SX or higher

Microsoft Windows 3.1 or later with DOS 3.1 or later
¢ LAN connections require NetWare 3X, 4X in Bindery emulation
e 2 MB System (4MB or more recommended)

e For Remote Control, one PC must run Remote software and the other PC
must run Host software

¢ Remote software requires Windows

¢ Host software operates within DOS or Windows

McAfee

2710 Walsh Avenue

Santa Clara, CA 95051-0963
Telephone: 408-988-3832
Fax: 408-970-9727

Download McAfee

BBS: 408-988-4004

Internet FTP: ftp.mcafee.com

WWW: http://www.mcafee.com
CompuServe: GO MCAFEE

America Online: MCAFEE

The Microsoft Network: GO MCAFEE

McAfee and NetRemote are trademarks of McAfee, Inc. Other brands and
products may be trademarks of their respective holders. © 1995 McAfee, Inc. All
rights reserved.
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News: McAfee's NetShield
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Best Virus Protection for Novell File Servers

Comprehensive enterprise-wide network protection
World's best detection technology
Advanced network security

Today's viruses are pretty tricky. Stealth, polymorphic, encrypted and mutation
engine viruses are very tough to detect. Luckily, the people of McAfee have a few
tricks of their own up their sleeves. And they love nothing better than beating an
ugly little virus to the punch. Take NetShield. This award-winning Novell NetWare
Loadable Module is the world's best anti-virus utility for Novell file servers. It
provides uninterrupted server-based virus protection--consistently detecting over
95 percent of all known viruses.

NetShield gets even better thanks to award-winning service and support. While
other vendors charge fees for their advice, McAfee continues to offer the
industry's finest support, free of charge. And our virus experts answer the phone
within 30 seconds, so you're back up and running in minutes. McAfee also gives
you continuous product and virus information and online technical support
through our BBS, major online services, as well as the Internet. Bottom line?
NetShield is a viruses' worst nightmare; a LAN Manager's best friend.

Comprehensive Enterprise-Wide Network Protection

You can't monitor every user at every workstation, 24 hours a day. But NetShield
can. It's 100 percent server-based, so your file servers are always protected. And
NetShield is password protected; only authorized administrators can disable it.
No software required at the workstation

Ideal for WANs

Automatically synchronizes virus definitions throughout the enterprise; your file
servers will always have the latest protection available

Supports DOS, Windows, OS/2, and soon, Macintosh



World's Best Detection Technology

NetShield consistently detects over 94 percent of known viruses; more than 25
percent more than the nearest competitor. We make it happen by continually
updating the detection data files, while adding new features and functionality. At
McAfee, we're always working to set an even higher standard of anti-virus
excellence. Advanced Network Security.

Highest virus detection rate in independent testing

High-performance scanning algorithms

Multiple scanning options for real-time protection

Scheduled and on-demand scanning options

Advanced protection against unknown viruses

Code Matrix and Code Trace proprietary scanning technology detects even the
most sophisticated viruses

Advanced Network Security

Bulletproof security is the perfect complement to ironclad virus protection.

Our new NetLock file and program network security helps you enforce centralized
standards by preventing updates and changes to files or program. It can even
override NetWare security on directories and files, preventing local administrators
from making unauthorized changes to the file server.

Password protected to prevent unauthorized access

Pick lists simplify setup options

Real-time notification of virus activity

Comprehensive, easy to understand configuration reporting utilities

Extensive log information, including start and end times of scans, scan
cancellations and infections

Expect More Innovation From McAfee




McAfee offers an integrated suite of desktop and administration utilities designed
to help you operate your PC LANs more efficiently and economically. And our
"best-of-breed" technology is backed by award-winning support. Whether it's our
leading anti-virus products, or tools for advanced network security and
management, you can expect more innovation from McAfee.

System Requirements

Any Novell NetWare file server running NetWare 3.X,4X, NetWare for OS/2, or
SFT Il

At least 1MB of server memory

McAfee

2710 Walsh Avenue, Santa Clara, CA 95051
Telephone: 408-988-3832

Fax: 408-970-9727

Download McAfee

BBS: 408-988-4004

Internet FTP: ftp.mcafee.com

WWW: http://www.mcafee.com
CompuServe: GO MCAFEE

America Online: MCAFEE

The Microsoft Network: GO MCAFEE

McAfee and NetShield are trademarks of McAfee, Inc. Other brands and
products may be trademarks of their respective holders. © 1995 McAfee, Inc. All
rights reserved.
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News: McAfee Introduces NetTools® 5.2

Simplifies Enterprise-wide Windows Desktop Management with New Global
Features

Offers Native Support for NetWare Directory Services

SANTA CLARA, Calif. (February 17, 1995)--McAfee (NASDAQ: MCAF) today
announced that NetTools, its Windows Desktop Management solution, will gain
improved global management capabilities. Scheduled to ship March 15, NetTools
5.2 will add native NetWare Directory Services (NDS) support for NetWare 4.x
networks, as well as additional global management capabilities for NetWare 3.x
networks.

First introduced in 1989, NetTools is the defacto standard in Windows Desktop
Management. NetTools includes five integrated modules designed to automate a
network administrator's most tedious and time consuming tasks. These modules
include AppMan™ for menu administration, Print Manager™ for printer
management, the DCL™ scripting language module for software distribution and
application deployment, IniTool™ for Windows .ini file management, and Secure
Station™ for desktop security and access control. Of these modules, AppMan,
Print Manager, and DCL will directly benefit from native NDS support.

"With the advent and stability of NetWare 4.1, Novell has proven itself in the
enterprise arena," said Rick Kreysar, vice president of marketing at McAfee.
"Since NetTools appeals to large organizations who tend to be enterprise in
scope, we've seen a ground swell of demand for NDS support now that NetWare
4.1 is entering widespread enterprise deployment.”

"We're extremely pleased that McAfee has chosen to incorporate native NDS
support into NetTools," said Scott Wells, senior manager of ISV Marketing
Programs at Novell, Inc. "NetTools 5.2 is an excellent example of how enterprise
network administrators can maximize the flexibility of NetWare 4.x by leveraging
NDS to simplify tedious and time consuming Windows Desktop Management
chores."

NetTools users in NetWare 3.x environments will also gain improved global
management capabilities. Previously, NetTools allowed administrators to set
application rights and privileges on a server by server basis. With NetTools 5.2,
administrators can now assign global rights to program group files. The files,
called "APP" files, contain a complete set of icons for each desktop, based on the
restrictions placed on the user's group.



AppMan Gains Global End-User Menu Administration (NetWare, NT Server)

The NetTools Application Manager (AppMan™) uses pre-established network
group rights and privileges to build and define each user's desktop. Now that
NetTools supports NDS, administrators can assign and restrict application
privileges based on any user object contained in the NDS directory tree.

Through AppMan, each desktop displays only the applications and icons needed
by each user. AppMan effectively replaces the Windows Program Manager with a
Windows-compatible interface. This capability negates the need for additional
end-user training and provides administrators complete centralized control.

Global Print Management (NetWare)

The NetTools print manager makes global network printing simple and hassle-
free for users and administrators. For administrators, NetTools provides complete
network-wide printer configuration management and control. One unique
NetTools feature is its automated printer management facility that allows
administrators to remotely assign printer rights through a print list.

The NetTools print manager allows administrators to configure each network
printer's queue, driver, and Windows printing options once and make them
available to selected groups of network users and selected groups from the NDS
directory tree. To help users help themselves and minimize printing-related
support duties, administrators can create printer-specific help files for such tasks
as label alignment and toner cartridge replacement.

Users are provided simplified access to printers by location, type, and
description. NetTools replaces cryptic NetWare print queue names such as
"HP_4 ATBLD2" with intuitive descriptions such as "Accounting's Laser Printer."
Users can view each printer by queue activity before they send jobs and can be
notified by a pop-up window when jobs are completed.

DCL Provides Enterprise-wide Application Control (NetWare, NT Server)

The DCL (Desktop Control Language) scripting language, which relies on syntax
similar to Visual Basic, offers administrators centralized control over a wide range
of network operating parameters. The benefits of DCL are especially pronounced
in software distribution, because DCL frees administrators from having to repeat
installation tasks. By using DCL's macro recorder, for example, administrators
can perform an installation task a single time. The macro recorder captures this
information in a self-running script that can then be transparently rolled out
enterprise-wide to groups chosen from either NetWare 3.x binderies or the
NetWare 4.x NDS directory tree. The administrator can also perform routine file
maintenance tasks using DCL scripts that are automatically activated at startup,
as scheduled events, or from icons.



In addition to being a powerful administrator's tool, DCL also insulates users from
network complexities. As a user selects a program item from their desktop menu,
for example, DCL scripts transparently attach users to file servers, map drives,
change paths on-the-fly, and check a user's network membership and log-in
rights.

IniTool Automates .INI File Management (NetWare, NT Server)

IniTool provides administrators complete control over .ini files. IniTool allows
administrators to install a Windows application on the server and then capture the
changes made to different .ini files. By comparing original .ini files to the new .ini
files, IniTool creates an output file that can be used to distribute, control, and
update .ini files on Windows desktops throughout the enterprise. Administrators
can also make changes to specific .ini file lines or sections based on user IDs or
NetWare groups.

Secure Station (NetWare)

NetTools also features a simple yet powerful workstation security and access
control feature called Secure Station. Secure Station monitors workstation activity
and locks the computer with a secure screen saver after a preset amount of
inactivity. Users disengage Secure Station by entering their network password.

Two year subscription fee pricing for NetTools 5.2 and NetTools 5.2 for NT Server
begins ranges from $30.00 per node for 50 nodes to $27.95 per node for 1000
licenses. All McAfee customers are entitled to two years of free updates - both
major and minor - and free unlimited telephone support. Current licensed
NetTools users can upgrade to NetTools 5.2 at no cost.

NetTools 5.2 begins shipping through electronic channels on March 15. The
product will be available through retail channels on March 20, 1995.
Electronically distributed versions are identical to shrink wrap versions, and
contain no time-bombs or encryption.

Founded in 1989, McAfee is a leading vendor of Network Security &
Management products for the PC LAN market. Its product line is comprised of
award-winning client/server applications including anti-virus, access-control,
asset management, metering, electronic software distribution, print management,
help desk and remote control software products. The company's products are
distributed electronically through its own World Wide Web server
(www.mcafee.com), Internet (mcafee.com), its HomeBase on-line service (408-
988-4004), CompuServe (GO MCAFEE), America Online (MCAFEE), through
computer resellers, and through a unique worldwide network of 152 authorized
agents in 65 countries who provide local sales and technical support. The
company is headquartered in Santa Clara and maintains sales and product



development offices in Tinton Falls, New Jersey.
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NEWS: McAfee Introduces NetTools® 5.3

New HelpPlus Trouble-Ticket Module Helps Administrators Quickly Identify and
Repair Improperly Set Desktop Configuration Files

Augments Support for Adobe PostScript and HP Printer Drivers

SANTA CLARA, CALIF. (July 17, 1995)--McAfee (NASDAQ: MCAF) today
announced NetTools 5.3, the first Windows desktop configuration management
package to integrate a trouble-ticket generator. To accomplish this, NetTools 5.3
now incorporates HelpPlus™, an ODBC-compliant trouble-ticket generator that
automatically communicates with network administrator and help desk
databases. The new module helps administrators quickly identify improperly set
or altered desktop configuration files.

"At least 90% of Windows problems are caused by improperly set configuration
files," said David Wilbanks, NetTools product manager at McAfee. ".Ini files,
config.sys files, and autoexec.bat files are all subject to accidental corruption due
to user error or new software installations. HelpPlus automatically sends all
critical configuration information to administrators so that they can take quick
remedial action when the user experiences a problem."

How HelpPlus Works

HelpPlus helps administrators acquire vital trouble-shooting information without
having to leave their desk. HelpPlus constantly monitors client workstations for
General Protection Faults (GPF). When a GPF occurs, HelpPlus automatically
generates a trouble-ticket containing a detailed summary of system configuration
information. Once the ticket is created, HelpPlus transmits the information directly
into an ODBC-compliant database or to an administrator via e-mail. The trouble-
ticket can then be viewed from the administrator's HelpPlus console or from any
ODBC-compliant help desk software package such as McAfee's LAN Support
Center™. E-mail notification is handled using VIM, MAPI, or MHS-compliant
messaging formats.

In addition to HelpPlus, NetTools includes five other integrated modules designed
to automate a network administrator's most tedious and time consuming
Windows desktop configuration tasks. These modules include AppMan™ for
menu administration, Print Manager™ for printer management, the DCL™
scripting language module for software distribution and application deployment,
IniTool™ for Windows .ini file management, and Secure Station™ for desktop
security and access control.



NetTools 5.3 features an improved Print Manager facility that provides support for
Adobe Postscript Printer drivers, which have traditionally been the most
troublesome of all printer drivers to install, configure and maintain. The new
feature allows administrators to centrally assign an Adobe driver to a NetWare
print queue. When an end-user selects the printer from the NetTools Print
Manager, NetTools automatically installs and configures the Adobe drivers on the
local workstation. This capability alleviates administrators from having to go to
each workstation to manually setup and configure the driver. McAfee has also
simplified support for several of the newest Hewlett Packard printer drivers as
well.

Two year subscription fee pricing for NetTools 5.3 for NetWare and NetTools 5.3
for NT Server ranges from $32.00 per node for 50 nodes to $19.50 per node for
1000 licenses. All McAfee customers are entitled to two years of free updates -
both major and minor - and free unlimited telephone support. Current licensed
NetTools users can upgrade to NetTools 5.3 at no cost.

NetTools 5.3 begins shipping through electronic channels on August 1. The
product will be available through retail channels on August 14, 1995.
Electronically distributed versions are identical to shrink wrap versions, and
contain no time-bombs or encryption.

Founded in 1989, McAfee is a leading vendor of Network Security and Network
Management products for the PC network management market. The Company is
also a leader in Internet and Web-based electronic software distribution. McAfee
is headquartered in Santa Clara and can be reached by phone at (408) 988-3832
or by fax at (408) 970-9727.
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News: McAfee's NetTools

Centrally Manages Windows On Networks_

Central control of Windows on the desktop

One-step printer access (NetWare Version Only)

Powerful scripting language

Help ticket generator

Security screen saver (NetWare Version Only)

Advanced .INI file manager

Easy 15-minute installation

Managing Windows desktops throughout your LAN can be a nightmare.

Lack of integration with Novell. Manual software updates at each individual
workstation. The time and money you dump into management of your Windows
environment can be staggering. In fact, research shows that the five-year cost of
managing a single workstation exceeds $42,000.

Luckily, there's NetTools from McAfee. Thanks to a variety of powerful features,
you'll regain central control of the desktops, while managing your Windows
environment to the fullest.

NetTools consists of six main modules: Applications Manager, IniTool, .INI File

Manager, Print Manager, Desktop Control Language, HelpPlus and Secure
Station Tools.

Central Control Of Windows Desktops

McAfee gives you more thanks to Applications Manager. Its power and
functionality helps you orchestrate your Windows environment, while restricting
certain users and groups from access to various features and resources.

Creates a uniform desktop appearance

Maintains Program Manager's look and feel; involves no new training



Ties in with Novell's NDS or bindery to restrict access to applications by:
user ID
network groups
NDS information

One-step Printer Access (NetWare Version Only)

Print Manager configures each network printer once and make it available to
selected groups of network users. Users are provided centralized printer access
by location, type and description with easily recognizable names. Since printer
access is tied to a user's group and user rights, users only see the printers they
are authorized to use.

Centrally add/delete printer configurations

One-step process to switch printers

GUI interface to PCONSOLE functions

Powerful Scripting Language

Desktop Control Language (DCL) is an easy-to-use, yet powerful scripting
language specifically designed for integrating Windows onto a network. The
integrated development environment includes a Script Editor,

Debugger, Dialog Editor and Macro Recorder.

Enables administrators to create "batch files" for Windows icons

Can be used to automate software distribution

Full set of network functions

Help Ticket Generator

HelpPlus automates the creation of trouble tickets and collection of critical
diagnostic information from users' deskt