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Abstract

The Session Announcement Protocol (SAP) has been specified in sughheatauthentication
and privacy can be assured. However the algorithms and mechanisms to achieveusiiglargec
not prescribed in the current draft. This document extends the SAP gdrdvgcdescribing
specific algorithms and formats of authentication and encryption terivesed on PGP and
PKCS#7 standards. It is a companion document to draft-ietf-mmusic-sap.

This document is a product of the Multiparty Multimedia Session CoMUSIC) working

group of the Internet Engineering Task Force Comments are sbieiteshould be addressed to
the working group’s mailing list at confctri@isi.edu and/or the authors.
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Glossary

ASN Abstract Syntax Notation

CT Content Type

CTB Cipher Type Byte

DA Digest Algorithm

DEA Digest Encryption Algorithm
DES Data Encryption Standards
EAID Encryption Algorithm Identifier
EK Encryption Key

EKID Encryption Key Identifier

IETF Internet Engineering Task Force
MD Message Digest

MMUSIC Multiparty Multimedia Session Control
PEM Privacy Enhanced Mall

PGP Pretty Good Privacy

PH Privacy Header

PK Public Key

PKCS Public Key Cryptographic System
PKCS Public Key Cryptography Standard (as in PKCS#7)

SAP Session Announcement Protocol
SDP Session Descriptor Protocol
SEK Session Encryption Key

SK Secret Key

SGK Secret Group Key

SHA Secure Hash Algorithm
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1. Introduction

An Mbone session directory is used to advertise multimedia conferesuce to communicate
the session addresses (whether multicast or unicast) and confEr@lncgpecific information

necessary for participation. Such sessions are be announced usingdioe d@&nouncement
Protocol (SAP) described in a companion draft [1]. The SAP protocolvallfor the

incorporation of authentication of the announcement originator, and for prfatye session
details; however neither the choice of authentication algorithms nsedhe mechanisms for
encrypting the SAP Session Description, are detailed in the draft.

This document describes the format of the authentication header Pbid&a packets that use
security services based on PGP [2] or PKCS#7 [3]. The SAP docutsenpravides for the
confidentiality services required for the SDP payload [4], whichrdescthe conference set-up
parameters. This document describes how both symmetric and hybridesiafpublic key
encryption algorithms should be used to provide private announcements.

Much of this document is concerned with security considerations. This éatusncurrently in
the process of peer review and, until the process has been completed,r&tidag considered
authoritative in this area.

2. Authentication and Encryption of Announcements
2.1 Introduction

It is necessary to provide authentication and integrity of the Session Announceeresurethat
only authorised persons modify Session Announcements and to provide afoliteanouncing
securely encrypted sessions - providing the relevant proposed confeéteethe means to
decrypt the data streams. The Session Announcements are made to anoclhgmtential
conferees the existence of a conference. It has, however, anotherfunic try to minimise
conflicts for Mbone resources by spreading out the number of simultanenieences. Thus
there are a number of threats which we must try to address isetheing of the Session
Announcement, and some constraints. These include the following:

- Authentication and Integrity of Session Announcement
Here it is necessary to ensure that the Session Announcementfommése person claimed,
and is indeed an authorised announcement. Since subsequent announcements fyill modi
caches of future conferences, it is possible otherwise to spoofgamabannouncement, and
thereby at least cause a Denial of Service attack

- Confidentiality of Conference Details for Session Announcement
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Here it is at least necessary to hide the details of theessle and media formats used. In
order to minimise schedule conflicts; it is desirable to kedpaat the time of a conference
known, even if all other details are concealed.

Three types of announcement are supported: ‘unsecured’, ‘authenticatédugnaticated and
encrypted’. The ‘unsecured’ type is described in the SAP speificgi] and so only the latter
two types are described below.

2.2 Symmetric and Asymmetric Encryption

The simplest versions of encryption usedsgrametric ones; here the same encryption kayis

used to encrypt and decrypt a message. This means that, if E§ativ) operation of encrypting

the message M with the kayand algorithm E, then the operationaEE{a, M}} reproduces the
original message M. Because this form of encryption relies ogethder and receiver having the
same key, it cannot be used for authentication. An alternative foemcoyption isasymmetric
encryption. Here two keys,andb, are used. When these are used one after the other to encrypt a
message the original message is obtained. Mathematicalse #eys and the encryption
algorithm E have the property that&{E{b, M}} and E{b, E{a, M}} both produce the original
message M - but given it should be impractical to dedubend vice versa.

With an asymmetric encryption algorithm Pablic Key Cryptographic System (PKCS) can be

derived in which one of the keys, say the Public Key (PK), is publishedme way while the

other, the Secret Key (SK), is kept secret. Using such a PK@&Spossible to achieve both
confidentiality and authentication. Encrypting a message with tigieat’'s Public Key ensures
confidentiality as only the recipient with the corresponding SK carype the message.
Encrypting a message with the SK of the sender ensures authentasonly the sender could
have sent the message initially whereas anybody having acaégsRablic Key can verify that
it was indeed sent by the person holding the corresponding Secret Key.

Two complete systems, which can achieve both authentication and coafitenising
particular PKCS systems, are PGP [2] and PKCS#7 [3]; simiechanisms are used, but
different encryption algorithms and formats are used. The diffesdreteveen the algorithm and
format details for these two systems are elaborated in Sections 3.2 and 3.3.

2.3 Authenticated Announcements

In order to send authenticated announcements it is possible to usgadtithrals of either PGP
[2] or the PKCS#7 [3] systems. The resulting format will be tsuitislly different; the exact
details are given in Sections 3.2 and 3.3. For each format, the announcemeatasrggilculates

a message digest of the announcement. The originator's secrés kesed to encrypt the
message digest, together with an electronic timestamp, thusnfpandigital signature. The
originator sends the digital signature along with the messhgegteiver receives the message
and the digital signature, and recovers the original messagée ftasthe digital signature by
decrypting it with the sendsipublic key. The receiver computes a new message digest from the
message, and checks to see if it matches the one recovered from the digital signature. If it
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matches, then this is considered adequate proof that the message algsethtand that it came
from the originator who owns the public key used to check the signature.

Each Session announcement contains a message ID hash [4]. Thecatpewfifor SAP
announcements [1] states that such announcements may be repeatediyiyduutethiat if any
change is made in the announcement, a different message ID mustipbasua result, a different
message ID hash will be appended to the message. As a resuatyt iecessary to authenticate
an announcement the first time it is received.

To save space in the announcement message, only a public key idengi&aerally included. It
iIs then assumed that the public key itself has either been disttilpueviously or can be
retrieved from a cache or directory. Optionally the Public Ksgliitcan be included in the
announcement removing the need for prior distribution. Consequently, providingeHablic
Key is already available in a local cache or Directory, atissributed with the announcement,
one can be sure that the same originator sent the announcement. @wel\fufl public key
information, and a Certificate Authority infrastructure, are ssit@e [5], can the originator be
identified.

2.4 Authenticated and Encrypted Announcements

2.4.1Introduction

When it is desired to make private announcements, it is necessngrypt the set-up details of
the conference. The normal way of providing such encryption is to useaoslynmetric
encryption algorithm such as the Data Encryption Standard (DE$o[@})crypt such a session
using a Session Encryption Key (SEK); this algorithm is useduseaather systems, such as the
asymmetric RSA system [10], are too computation-intensive fge lamounts of data - though
they are economic for smaller amounts. For symmetric encrypysterss, the SEK must be
securely distributed to all authorised recipients.

2.4.2 Distribution of Session Encryption Keys

There are various ways that the SEK could be distributed; glloreldistributing some shared
secret in advance to the intended participants in the conference ghthem this process takes
place out of band, it is not described further in this document.

Many symmetric encryption algorithms, e.g. DES [6] are known toabg ® break; with such
algorithms, it is undesirable to re-use the SEK many timestH#®mreason, and to improve
security, a set of SEKs may be distributed out-of-band; the ratspieay then try to decrypt the
announcement by trying each of these SEKSs in turn.

As in Section 2.3, one may use the fact that if any change is matie announcement, a
different message ID, and hence message ID hash is usednlyisiecessary to attempt to
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decrypt an announcement message the first time it is receitedbdsic symmetric system is
contained in SAP [1]. To improve efficiency, it would be possible tosysemetric encryption
with a pre-distributed Key Identifier (KeylD). However, becausehef potential weakening of
the security by the use of KeylDs, and the consequent need to uses@sare symmetric
algorithms, we do not recommend this technique. Moreover, by adopting tlé asgnmetric
Public Key technology for such SEK distribution as discussed below, we gain botneffiaind
have a better integrated approach to authentication.

2.4.3 Use of Public Key Algorithms

Public Key Cryptography is one mechanism for minimising the needefture transmission of
shared secrets; this was already used in the Authenticated Ann@mtseoh Section 2.2. It
would be possible to use these encryption algorithms on the whole announosgssage but
this would be inefficient because the asymmetric encryption #igwsi normally use much
longer encryption keys, and are much more resource-intensive, thamimetsic ones. For this
reason it is more efficient to use a combination of symmetidcRublic Key algorithms. Now a
random Session Encryption Key (SEK) is generated as in Section 2.Brivaky Header (PH)
Is constructed containing the SEK, which is encrypted with the asymerencryption algorithm.
It is now only necessary to distribute a Secret Group Key (StBK)Public Group Key (PGK)
l.e. {SGK, PGK} to decrypt the SEK. However, this pair needs to beiligtd only once as
long as the group membership does not change; it is possible to tfeeusmme group keys for
many sessions, with different SEKs. This minimises the numberinwdstthe prior key
distribution sequence must be followed.

It should be noted that because a Group Key is used in the above, itpgssiile to use the
same Header to authenticate the sender uniquely, though it is awtteshtiatomatically that the
sender is one of the group which has reserved the asymmetric enciygy pair. It is still
possible to authenticate the identity of the sender by using aediffauthentication Key for the
Authentication Header as described in Section 2.3.

It would be possible to use a similar technique using symmetrigymion with a strong
encryption algorithm and an encryption key Identifier instead of theiPKlely Group Key,
However, we believe the Public Key method to be superior so this variant is not pursued.

2.4.4 Encrypting Announcements

We will now provide some more detail. If the payload is to be casptk this is performed
prior to encryption.

When an announcement is to be encrypted, the payload is encrypted usimgtrsyrancryption.
In this case each such encryption key is used only once; a newrSEassryption Key (SEK) is
generated as a random number for each announcement. Since it is&d balynce, the SEK
Is bound to the message and transmitted with it in a Privacy Héldgesequence is as follows:
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The Privacy Header contains the SEK, encrypted with the group’scRalup Key, together
with information identifying the Group Key which has been used. The gtedyPayload is
appended to the Privacy Header.

2.4.5 Decrypting Announcements

Upon receiving a new announcement with the encryption bit set, a resbivald attempt to
decrypt the announcement with the relevant group private key or theirpowate key as
indicated in the Privacy Header. The sequence is as follows:

1. Prior to the announcement, the group’s Public/Secret Group Key pair is distributedysecur

2. From the announcement, the receiving participants determine which Bublip Key has
been used by looking at the information contained in the Privacy Header.

3. They then decrypt the Session Encryption Key (SEK) with the SGK correspondimgR&GK
identified in Step 2 and obtain other necessary information such ankent encryption
algorithm from the Privacy Header.

4. The authorised receivers decrypt the encrypted text payload usilBE#end the relevant
symmetric content encryption algorithm, which was used to encrypt the payload.

Note that if an encrypted announcement is being announced via a proxyhe¢hemay be no
way for the proxy to discover that the announcement has been superseded, and sontimagy

to relay the old announcement in addition to the new announcement. SAP provides
mechanism to chain modified encrypted announcements, so it is advisadiedunce the
unmodified session as deleted for a short time after the moutifida&s occurred. This does not
guarantee that all proxies have deleted the session, and so eoéigrcrypted sessions should
be prepared to discard old versions of session announcements that thregenagy (as identified
by the SDP version field). In most cases however, the only stateixy will be local to (and
known to) the sender, and an additional (local-area) protocol involving a hkadsmasuch
session modifications can be used to avoid this problem.

3. Secured SAP Packet Formats

Both Authentication and Privacy can be achieved using PGP [2] or PKI@B#rmat packets.
In Section 3.1 we discuss the generic packet format defined in $}AMn[Section 3.2 we
consider the formats of the Authentication Header, and in Section 3.®ftllaé encrypted
payload.

It would be possible to define our own versions of the packets for thicappl. In that case

the formats would be simpler, but all the implementations would habe twoded using the
basic encryption libraries, and a new infrastructure would have to fbedleBoth PGP and
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PKCS#7 already have complete implementations and, by using theitdpsaaeral application
tool kits are already available (e.g. Entrust [14], Secude [15])ddiitian, these formats also
have complete infrastructures defined around them. For these reasdre/emehosen to retain
enough compatibility to ease the eventual implementation, while simplifyinigrimats as far as
possible within such a constraint. There is an additional advantades iapproach; it will be
possible to send session announcements by the encrypted Session Invitatii@ol Por by
electronic mail using PGP or S-MIME, and re-use much of the same code as with SAP.

3.1 Secured SAP Packet Format

The SAP data packets as defined in [1] has the following format:

1 2 3
01234567890123456789012345678901
s T L s L T T e R o e o SO T S R
| V=2| MT |E|C| Header Length | 16 bit Message ID Hash |
s T L s L T T e R o e o SO T S R
| Originating Source |
s T L s L T T e R o e o SO T S R
Authentication Header (Optional) |

I
I
s T L s L T T e R o e o SO T S R
| 32 bit Timeout Field (Optional) |
s T L s L T T e R o e o SO T S R
| Privacy Header (Optional) |
s T L s L T T e R o e o SO T S R
| Text Payload (possibly encrypted) |
I
s T L s L T T e R o e o SO T S R
Notes:
Version Number, V: This is a 3-bit field and has the value 2 for this version of SAP [1]

Message Type, MT: This defines the contents of the payload and can be

0 Session Descriptor Announcement Packet in which case the payload is an
SDP session description as described in [4]

1 Session Description Deletion Packet in which case the payload is a single
SDP line containing the origin field of the announcement to be deleted

Encryption Bit, E: -. If this is set, the text payload has been encrypted
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Compression Bit, C: If this is set the payload has been compressefthe gzip compression
utility [7]

Header length: This is an 8 bit unsigned quantity giving the number of 32 bit womsifgjlthe
main SAP header that contains the authentication data. If this igemonthe payload is
authenticated, and an Authentication Header is present

Message Identifier Hash: This is a 16 bit quantity that, when us@dmbination with the
originating source, provides a globally unique id identifying the preeession of this
announcement. The message id hash should be changed if any fieldesfsiba description
is changed. A value of zero means that the hash should be ignored amessage should
always be parsed.

Originating Source: This 32-bit field gives the IP address obtlggnal source of the message.
It is permissible for this to be zero if the message has ssegahrough a proxy relay and if
the message id hash is also zero. This is intended for backward timimypavith SAPvO
clients only.

Authentication Header: This can be used for two purposes:

1  Verification that changes to a session description or deletion of a session are
permitted

2  Authentication of the identity of the session creator.

In some circumstances only verification is possible becausedificagr signed by a mutually
trusted person or authority is not available. However, under such ctenges, the session
originator can still be authenticated to be the same as thimrsesgginator of previous
sessions claiming to be from the same person. This may or mag soffficient, depending

on the purpose of the session and the people involved. The precise formia¢ of t
Authentication Header is discussed in Section 3.2.

Timeout: When the session payload is encrypted, and the session aes@ipeing relayed or
announced via a proxy, the detailed timing fields in the SDP descrigte not available to
the proxy. This is because these fields are encrypted and theiprory trusted with the
decryption key. Under such circumstances, SAP includes an additionaltBAdstamp field
stating when the session should be timed out. The digital signatuhe iauthentication
header encompasses the time-out so that a session cannot be matleletsd by modifying
its time-out in an announcing proxy. The value is an unsigned quantity ghen§yTP time
[8] in seconds at which time the session is timed out. It is in network byte order

Privacy Header: This is present when the text payload has beeyptedcusing hybrid
encryption.
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Text Payload: When there is no encryption, the encryption bit is hansethis format is as
defined in the SDP [4] draft. However, when encryption has been used yluadhds
encrypted and the format is discussed in Section 3.3.

3.2 Authentication Header

3.2.1Generic Format

The generic format of the Authentication Header is given below.stiueture of the Format
Specific Authentication Subheader, using both the PGP and the PKCS#%sfasntiscussed in
Sections 3.2.2 and 3.2.3 respectively.

1 2 3
01234567890123456789012345678901
s Tt L s e T T e R o e ot (O T S R
| V=1|P| Auth | Header Length | |
e e e S e i s |
| Format Specific Authentication Subheader |

s Tt L s e T T e R o e ot (O T S R
Notes:
Version Number, V: For this release the version number is 1 (3 bits)

Padding Bit, P: If necessary the data in the Authentication Heagedded to be a multiple of
32 bits and the Padding bit is set. In this case the last byte éfuthentication Header contains
the number of padding bytes (including the last byte) that must be discarded.

Authentication Type, Auth: The Authentication Type is a 4 bit encodéd tat denotes the
authentication infrastructure the sender expects the recipiemsse tw check the authenticity and
integrity of the information. This defines the format of the Authentication Subhezdiena be:

PGP Format

PKCS#7 Format

PGP Format with the ‘Certificate’ included.
PKCS#7 with the Certificate include

A WN B

Header Length: This gives the length of the Authentication Header.

3.2.2 PGP Format

The generic description of the PGP packets is presented in [2]PGBr the basic Format
Specific Authentication Subheader comprises a digital signatuketpas described in [2]. This
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involves the use of a hash code, or message digest algorithm, and @ kaybkncryption
algorithm. The hash is taken of the text payload together withighatsre classification (1 byte)
and signature time stamp (4 bytes) fields as described in [2].tl#®rcase when the
Authentication type is 1 the Subheader contains a Digital Sign&ac&et only with the
hexadecimal signature classification being <00> or <01>. The ondgdde Digest Algorithm is
1 (MD5) and the Public Key Cryptosystem (PKC) is 1, this being the RSA syst#a.t{fpe is 3
then a Certificate Packet is also appended to the previous SigRaitket. A certificate packet
Is composed of the following individual packets:

(&) A Public Key Packet which defines the RSA public key
(b) A UserlID packet
(c) A Signature Packet

The Public Key packet again has the Public Key Cryptosystemtlie lcase of Signature Packet
(c) the signature classification now takes the hexadecimalsvalb@> to <13>. These packets
are all detailed in [2].

3.2.3 PKCS#7 Format

The Format Specific Authentication Subheader will, in the PKCS#&, damve an ASN.1
Contentinfo type with the ContentType being signedData. Use is mdbe option available in
PKCS#7 to leave the content itself blank as the content whichnedsig, in this application,
already present as the text payload, whether this is encryptemt.orhus inclusion of it within
the SignedData type would be duplication and increase the packet lemgitessarily. The full
specification for this ASN.1 type is available in [3].

There will only be one signerinfo and related fields correspondingetoriginator of the SAP
announcement. Although it would be possible to transfer the relevant atfonms a single
signerinfo type rather than the complete Contentinfo it is consigeefdrable to use the latter
for two reasons. Firstly, this is compatible with a wider range of applicattwhsegurity toolkits
and secondly, that the certificate can be included in a standardf Weey Authentication Type is

2 there are no certificates or certificate revocation Wigtereas if the authentication type is 4 the
originators X.509 certificate is added in the certificate field of this type.

In addition, for both type 2 and 4, use is made of the ability in PKCS#&uthenticate various
attributes as specified in PKCS#9 [16]. The authenticatedAttributes field Sfgherinfo type is
used, the authenticated attribute being the SigningTime. Thismsraatory field in this
specification. Consequently, the initial input to the message digeptocess is the contents
octets of the DER encoding of the content field of the Contentinfo Valoieincluding the
identifier octets or the length octets). Moreover, the signing t8ren authenticated attribute.
Thus, the result of the message digest is the complete DER egaafdthe Attributes value
contained in the AuthenticatedAttributes field. This contains the 181dime in addition to the
content type and message digest of the payload, which are included automatically.
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3.3 Encrypted Payload Format

3.3.1Generic Format

The format of the Encrypted Payload depends on the type of encryptiotoussatypt the SDP
text payload [4]. If no encryption has been used only the Text payload is present.

If encryption has been used then the encryption bit in the main SAPrlieadeand the payload
is encrypted either symmetrically or using hybrid encryption. Fomnsetric encryption the

format is detailed in Section 3.3.2 whereas hybrid encryption is etktail Section 3.3.3. For
hybrid encryption there are two possibilities - PGP and PKCS#7 Eariie application is

expected to test whether the fields immediately following tmedut field in the main SAP

header is compatible with the use of symmetric encryption; incte it will be a padding bit
followed by a 31-bit random field, or whether it is compatible withube of hybrid encryption.

In this case there is a very specific format to the firse¢ loy the Privacy header, which follows
other time-out field in this case.

3.3.2Symmetric Encryption

If symmetric encryption alone has been used then the encrypted pagsaa random field
added prior to encryption as below.

1 2 3
01234567890123456789012345678901
s T L s L T T e R o o e o SO T S R
| P| 31 bit Random Field |
s T L s L T T e R o o e o SO T S R
| Text Payload |
L |

s T L s L T T e R o o e o SO T S R
Notes
Random Field: This field is only present when payload is encrypted sgmmetric encryption
and is used to perform the randomisation tasks normally performedibyiasation vector
in algorithms such as DES. This 31-bit field should contain a genuinely random number.

Padding Bit, P: This bit indicates that the payload was padded pramctyption. The last byte
of the encrypted payload indicates how many padding bytes were added.

The data following the Time-out field is decrypted using the dlgorispecified above. Further
details on the encryption algorithms are given in [6, 12, 13].
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3.3.3 Hybrid Encryption

If a combination of asymmetric and symmetric encryption has beshthen the part of the SAP
packet following the time-out field has the following structure. Bfisctively takes the form of
a Privacy header followed by the encrypted SDP payload, the prfecisat depending on
whether PGP or PKCS#7 formats have been used. The specific ftetadeh of these formats
are described in Sections 3.3.3.1 and 3.3.3.2 respectively.

Privacy Header:

1 2 3
01234567890123456789012345678901
e S e s It T S S e e
| V=1|P| Type | Header Length | |
e e e S S e S S |
| Format Specific Privacy Header |

lf |
s T L s L T T e R o e o SO T S R
Notes
Version, V: In this version the Version of the privacy Header is 1
Padding Bit, P: If necessary the data in the Privacy Heagdded to be a multiple of 32 bits
and the Padding bit is set. In this case the last byte of thacliHeader contains the number
of padding bytes (including the last byte) that must be discarded.

Format Type, Type: This can be either 1 for PGP or 2 for PKCS#7 format.

Header Length: This gives the length of the Privacy Header.

3.3.3.1 PGP Format Privacy Header

For the case when the Format Type is 1 the Format Specif@cirbubheader is composed of a
PGP Public Key encrypted packet and the text payload is a PGP rifionat Key Encrypted
Packet. These are detailed in [2]. The Public Key Cryptosysteln this being defined as the
RSA system, and the only supported symmetric encryption algorithimei$DEA algorithm,
corresponding to the Conventional encryption type byte value of 1.

3.3.3.2 PKCS#7 Format Privacy Header

If the Type is 2 then the Format Specific Privacy Headeonsposed of a PKCS#7 Contentinfo
type with the ContentType being envelopedData. These are detail2d lim {his case the Text

Kirstein et al. Page [13]



Internet Draft Specification of SAP Security November 1st 1997

Payload, which has been symmetrically encrypted with the algorspecified in the
contentEncryptionAlgorithm field, is effectively the encryptedContentgfatie structure. There
will be only one recipientinfo structure corresponding to the groupficatd, which has been
previously distributed. The contentType in the EncryptedContentinfo structure i$."Data

3.3.4Supported Algorithms

It is the policy of the IESG that unencumbered algorithms should blenrssrever possible. The
only encumbered algorithm mandatory in the section below is RSAunderstand that
arrangements are being made to avoid licence fees on thistaigofit present implementations
of suitable unencumbered algorithms are not readily available.

3.3.4.1 Symmetric Encryption

If symmetric encryption alone is used then DES [6] and Triple-QESS EDE3 CBC) [17]
MUST be supported.

3.3.4.2 Hybrid Encryption

3.3.4.2.1 PGP Format

Content Encryption — the IDEA symmetric encryption algorithm with a key lengti 28
bits MUST be supported.

» Digest Algorithm — the MD5 [18] Message Digest Algorithm MUST be supported.

» Digest Encryption Algorithm — the asymmetric rsaEncryption algorithm [10] MUST be
supported with key sizes from 512 bits to 1024 bits.

» Key encryption Algorithm - the asymmetric rsaEncryption algorithm [10] MUST be
supported with key sizes from 512 bits to 1024 bits.

3.3.4.2.2 PKCS#7 Format

* Content Encryption — Receiving agents MUST support decryption using the RC2
algorithm [20] at a key size of 40 bits (RC2/40). Receiving ag8h®ULD support
decryption using Triple-DES [17]. Sending agents SHOULD support eramyptith
RC2/40 and Triple-DES.

» Digest Algorithm — Receiving agents MUST support SHA-1 [19] and MD5 [18]. Sending
agents should use SHA-1.

» Digest Encryption Algorithm — Receiving agents and sending agents MUST support

rsaEncryption [10]. Receiving agents MUST support verification of sigratigiag RSA
public key sizes from 512 bits to 1024 bits.

Kirstein et al. Page [14]
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» Key encryption Algorithm - Receiving agents MUST support rsaEncryption [10]. Sending
agents MUST support rsaEncryption and encryption of symmetric kidyfR8A public
keys at key sizes from 512 bits to 1024 bits.

Kirstein et al. Page [15]
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