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SERIES NOTE

Current Bibliographies in Medicine (CBM) is a continuation in part of the National Library of
Medicine's Literature Search Series, which ceased in 1987 with No. 87-15. In 1989 it also
subsumed the Specialized Bibliography Series. Each bibliography in the new series covers a
distinct subject area of biomedicine and is intended to fulfill a current awareness function.
Citations are usually derived from searching a variety of online databases. NLM databases
utilized include MEDLINE®, AVLINE®, BIOETHICSLINE®, CANCERLIT®, CATLINE®, HEALTH,
POPLINE™ and TOXLINE®. The only criterion for the inclusion of a particular published work is
its relevance to the topic being presented; the format, ownership, or location of the material is
not considered.

Comments and suggestions on this series may be addressed to:

Karen Patrias, Editor

Current Bibliographies in Medicine
Reference Section

National Library of Medicine
Bethesda, MD 20894

Phone: 301-496-6097

Fax: 301-402-1384

Internet: patrias@nim.nih.gov

This bibliography, CBM 95-10, is the last publication in this series for calendar year 1995.

Ordering Information:

Current Bibliographies in Medicine is sold by the Superintendent of Documents, U.S.
Government Printing Office, P.O. 371954, Pittsburgh, PA 15250-7954. To order the entire CBM
series for calendar year 1996 (approximately 10 bibliographies), send $47.00 ($58.75 foreign)
to the Superintendent of Documents citing GPO List ID: CBM96. For your convenience an order
blank is given inside the back cover. Orders for individual bibliographies in the series ($5.50,
$6.88 foreign) should be sent to the Superintendent of Documents citing the title, CBM
number, and the GPO List ID given above.

Internet Access:

The Current Bibliographies in Medicine series is also available at no cost to anyone with
Internet access through FTP (File Transfer Protocol). FTP to nlmpubs.nim.nih.gov and login as
anonymous. The index file in the "bibs" directory provides information on the bibliographies
available.

Use of funds for printing this periodical has been approved by the Director
of the Office of Management and Budget through September 30, 1996.



FOREWORD

In 1995, in response to a request from the Vice-President of the United States of America, the
Department of Health and Human Services assumed a leadership role in addressing four major
issues surrounding the use of the National Information Infrastructure to advance health care
and the public health: (1) telemedicine; (2) health data privacy; (3) health data standards; and
(4) consumer access to health information. One specific health data privacy objective is the
identification and dissemination of information about current best practices for ensuring the
confidentiality of electronic health data. This bibliography of information sources that provide
concrete guidance on the policies, procedures, and technologies useful in safeguarding
electronic health data is a first step toward that objective. Although the bibliography contains
many useful references, the literature search conducted to produce it has confirmed that
published information about how to protect electronic health data is fragmented and
incomplete. Many institutions are currently addressing the need for comprehensive policies
and procedures for safeguarding electronic health, but, to date, few institutional documents
have been completed and released.

Materials cited in this bibliography have been one source of input to a study of "best practices"
for protecting the confidentiality of electronic health care data that is currently being
undertaken by the Computer Sciences and Telecommunications Board of the National Research
Council, under the chairmanship of Paul Clayton, Ph.D., Columbia-Presbyterian Medical Center.
Funded by the National Library of Medicine and the Warren G. Magnuson Clinical Center,
National Institutes of Health, DHHS, the study is also collecting data through a series of site
visits to institutions with electronic health information systems. Its final report, scheduled for
release by January 1997, will bring us a step closer to the goal of developing practical and
coherent guidelines for protecting the confidentiality of electronic health data.

Nan D. Hunter

Deputy General Counsel

U.S. Department of Health and Human Services

Chair, Interdepartmental Health Privacy Working Group



CONFIDENTIALITY OF ELECTRONIC HEALTH DATA

Electronic health data can improve the quality and efficiency of health care, research, and
public health surveillance and interventions. To achieve these benefits without unacceptable
risk to patient confidentiality, electronic health data must be created, used, transmitted,
aggregated, and abstracted in ways and in environments that maintain data security and
accuracy; prevent inadvertent or accidental release; prevent or deter access by unauthorized
users; and discourage, detect, and punish inappropriate use of health data by unauthorized
users.

This selective bibliography is primarily intended for those who are responsible for protecting
electronic health data and need information on appropriate strategies for doing so. It includes
references to publications, organizations, and electronic sources that address methods for
preserving the confidentiality and security of electronic health data. The methods covered
include technical approaches, institutional policies and procedures, staff and patient education,
and legal and regulatory requirements. In addition to substantive discussions of measures for
preserving confidentiality and security of health data, the bibliography also has references to
some recent standards and guidelines that apply to electronic data in general. Letters,
editorials, news items, and general descriptions of health information systems in which
security and privacy prevention are mentioned briefly generally have been excluded.

The bibliography has a tight focus on how to protect electronic health data and therefore also
excludes references to the large body of literature on related topics such as: the need to
protect privacy; the need for federal legislation; the potential privacy and security problems
associated with computer-based patient records; the public's perceptions of privacy issues;
special ethical and privacy considerations associated with genetic screening, AIDS testing, and
occupational health records; the conditions under which medical and psychiatric records must
or must not be disclosed to courts; the tension between privacy and the public good in cases
involving infectious disease, potential violence, etc.; institutional review boards; and informed
consent, except as it relates directly to consent about use of health data.

In general, publication dates for references included in this bibliography range from January
1990 through March 1996, and publications are primarily in English. Journal articles, books and
book chapters, conference proceedings and papers, meeting abstracts, laws and legal
documents, and technical reports, as well as unpublished documents, have been surveyed and
selected for inclusion. Arrangement of the bibliography is by subject and citations within each
category are listed alphabetically by author; a citation appears under only one category.

A number of Internet sites created by various organizations that address confidentiality or
computer security may be found by using various world wide web searching tools. A selected
list of these are included in the Organizations section of this bibliography. All Internet
addresses were functional on the date that this bibliography became available.

The compilers wish to thank Marlyn Schepartz, National Library of Medicine, for her technical
assistance with production of this bibliography.



SEARCH STRATEGY

A variety of online databases are usually searched in preparing bibliographies in the CBM
series. To assist you in updating or otherwise manipulating the material in this search, the
strategy used for the NLM's MEDLINE database is given below. Please note that the search
strategies presented here differ from individual demand searches in that they are generally
broadly formulated and irrelevant citations edited out prior to printing.

SS 1 = CONFIDENTIALITY OR COMPUTER SECURITY OR PRIVACY (TW)
SS 2 = PATIENT IDENTIFICATION SYSTEMS OR PUBLIC HEALTH ADMINISTRATION OR
TELEMEDICINE OR DATABASES, FACTUAL OR NURSING AUDIT OR
PEER REVIEW, HEALTH CARE OR PROFESSIONAL REVIEW ORGANIZATIONS OR
MEDICAID OR SYSTEMS INTEGRATION OR JCAHO (MH)
3 = *EPIDEMIOLOGIC METHODS (PX)
4 = EXPLODE *MANAGEMENT INFORMATION SYSTEMS OR EXPLODE *MEDICAL AUDIT OR
EXPLODE *UTILIZATION REVIEW OR EXPLODE MEDICARE OR
EXPLODE CLINICAL TRIALS OR EXPLODE *MEDICAL INFORMATICS
EXPLODE OFFICE MANAGEMENT OR EXPLODE *INSURANCE
1 AND 2
1 AND 3
1
1

A
AND 5
0=60OR70OR80R9

GRATEFUL MED°® and INTERNET GRATEFUL MED®

To make online searching easier and more efficient, the Library offers GRATEFUL MED,
microcomputer-based software that provides a user-friendly interface to most NLM databases.
This software was specifically developed for health professionals and features multiple choice
menus and "fill in the blank" screens for easy search preparation. GRATEFUL MED runs on an
IBM PC (or IBM-compatible) with DOS 2.0 or a Macintosh, and requires a Hayes (or Hayes-
compatible) modem. It may be purchased from the National Technical Information Service in
Springfield, Virginia, for $29.95 (plus $3.00 per order for shipping). For your convenience, an
order blank has been enclosed at the back of this bibliography.

INTERNET GRATEFUL MED is available from the World Wide Web. The user with Internet access
and an NLM user account need only point a compatible Web browser (Netscape Navigator is
strongly recommended) to http://igm.nim.nih.gov. No other software at the user end is
required. At present, MEDLINE is the only NLM database available through INTERNET
GRATEFUL MED, but the Library expects to add access to other files rapidly.

Vi



SAMPLE CITATIONS

Citations in this bibliographic series are formatted according to the rules established for Index
Medicus®*. Sample journal and monograph citations appear below. For journal articles written
in a foreign language, the English translation of the title is placed in brackets; for monographs,
the title is given in the original language. In both cases the language of publication is shown
by a three letter abbreviation appearing at the end of the citation.

Journal Article:

Authors Article Title

Barrows RC Jr, Clayton PD. Privacy, confidentiality, and electronic medical records.
J Am Med Inform Assoc 1996 Mar-Apr;3(2):139-48.

Abbreviated Journal Date  Volume Issue Pages
Title
Monograph:
Authors/Editors Title

Barber B, Treacher A, Louwerse CP, editors. Towards security on medical telematics:
legal

and technical aspects. Washington: I0S Press; 1996. 252 p.

Place of Publisher Date Total No.
Publication of Pages

*For details of the formats used for references, see the following publication:

Patrias, Karen. National Library of Medicine recommended formats for bibliographic

citation. Bethesda (MD): The Library; 1991 Apr. Available from: NTIS, Springfield, VA;
PB91-182030.

Vii
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OVERVIEW

General

Bacard A. The computer privacy handbook.
Berkeley (CA): Peachpit Press; 1995.
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Castano S. Database security. Reading (MA):
Addison-Wesley; 1994.

Clark DD, Wilson DR. A comparison of
commercial and military computer
security policies. In: Proceedings of the
1987 IEEE Symposium on Security and
Privacy; 1987 Apr 27-29; Oakland, CA.
Washington: IEEE Computer Society Press;
1987. p. 184-94.

Gilbert DM. Sample statements of work for
federal computer security services: for
use in-house or contracting out. Lynch N,
editor. Gaithersburg (MD): National
Institute of Standards and Technology
(US), Computer Systems Laboratory; 1991
Dec. Report No.: NIST Internal Report
(NISTIR) 4749. Available from: NTIS,
Springfield, VA; PB92-148261.

Guttman B, Roback EA. An introduction to
computer security: the NIST handbook.
Gaithersburg (MD): National Institute of
Standards and Technology (US); 1995 Oct.
Report No.: NIST Special Publication 800-
12. 272 p. Available from: US GPO,
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Security Center (US). 17th National
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11-14; Baltimore, MD. [Ft. Meade (MD):
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National Institute of Standards and
Technology (US), National Computer
Security Center (US). 18th National
Information Systems Security
Conference); 1995 Oct 10-13; Baltimore.
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Security Center]; 1996. 2 vols. Available
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from: National Security Agency,
Publications Office, Ft. Meade, MD
(410/766-8729). Formerly the National
Computer Security Conference.

Nazario NA, editor. General procedures for
registering computer security objects.
Gaithersburg (MD): National Institute of
Standards and Technology (US), Computer
Systems Laboratory; 1993 Dec. Report
No.: NIST Internal Report (NISTIR) 5308.
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Technology (US), Computer Systems
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Saltman RG, editor. Workshop on Security
Procedures for the Interchange of
Electronic Documents: selected papers
and results. Gaithersburg (MD): National
Institute of Standards and Technology
(US), Computer Security Laboratory; 1993
Aug. Report No.: NIST Internal Report
(NISTIR) 5247. 128 p. Available from:
NTIS, Springfield, VA; PB94101854.

SECURICOM 95. Proceedings of the 13th
Worldwide Congress on Computer and
Communications Security and Protection;
1995 Jun 8-9; Paris, France. Paris:
Manifestations & Commun. Int.; 1995. 288

p.

United States, Congress, Office of Technology
Assessment. Information security and
privacy in network environments.
Washington: U.S. Government Printing
Office; 1994 Sep. Report No.: OTA-TCT-
606. 244 p.

United States, Congress, Office of Technology
Assessment. Issue update on information
security and privacy in network
environments. Washington: U.S.
Government Printing Office; 1995 Jun.
Report No.: OTA-BP-ITC-147. 142 p.

Health

Bakker AR. Security in medical information
systems. In: van Bemmel JH, McCray AT,
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editors. Yearbook of medical informatics:
Stuttgart: Schattauer; 1993. p. 52-60.

Barber B, Bakker A, Bengtsson S.
Conclusions and recommendations. Int ]
Biomed Comput 1994; 35 Suppl:221-9.

Barber B, O'Moore R. The six safety first
principles of health information systems -
Progress Report. In: Commission of the
European Communities DG XIII/F AIM. Data
protection and confidentiality in health
informatics: handling health data in Europe in
the future. Washington: 10S Press; 1991. p.
308-14. (Studies in health technology and
informatics; vol. 1).

Barrows RC Jr, Clayton PD. Privacy,
confidentiality, and electronic medical
records. ] Am Med Inform Assoc 1996
Mar-Apr;3(2):139-48.

Benson T, Neame R. Healthcare computing: a
guide to health information management
and systems. Harlow (Essex, UK):
Longman Group Ltd.; 1994. Chapter 11,
Security and privacy; p. 143-63.

Biskup J, Bleumer G. Reflections on
security of database and data transfer
systems in health care. In: Information
processing '94. Applications and impacts.
Proceedings of the 13th IFIP World Computer
Congress; 1994 Aug 28-Sep 2; Hamburg,
Germany. Amsterdam: Elsevier Science Pub.;
1994. p. 549-56. (IFIP transactions A
(czo)mputer science and technology); vol.A-
52).

Blum BIl. Computer security in a clinical
environment. In: Jajodia S, Landwehr CE,
editors. Database Security, 4: Status and
Prospects. Results of the IFIP WG 11.3
workshop; 1990 Sep 18-21; Halifax, UK.
Amsterdam: North-Holland; 1991. p. 1-12.

Bruce JAC. Privac¥ and confidentiality of
health care information. 3rd ed. Chicago:
American Hospital Pub.; Forthcoming
1996.

Bunz H, Bertsch A, Jurecic M, Baum-Waidner
B. Secure multimedia applications and
teleservices: security requirements and
prototype for health care. In: Steinmetz
R, editor. Multimedia: advanced
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Heidelberg, Germany. Berlin: Springer-
Verlag; 1994. p. 224-36.

Caring for Health Information - Safety,
Security and Secrecy. Results of a working
conference of the International Medical
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§i30med Comput 1994 Feb;35 Suppl:1-
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Commission of the European Communities
DG XIlI/F AIM. Data protection and
confidentiality in health informatics:
handling health data in Europe in the
future. Washington: 10S Press; 1991.
Executive summary; p. 1-61. (Studies in
health technology and informatics; vol. 1).

Confidentiality and security measures for
health care. Toward Electron Patient Rec
1994 Jun-Jul;3(1): 1-13.

de Roulet D, Scherrer JR, editors. Data
protection within a hospital information
system. In: SECURICOM 90. 8th Worldwide
Congress on Computer and
Communications Security and Protection;
1990 Mar 14-16; Paris, France. Paris:
SEDEP; 1990. p. 27-45.

Dolezol W. System protection techniques
within the hospital information system at
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Wurzburg. MUG Q 1991 Sep; 21(4):27-32.

Furnell SM, Gaunt PN, Pangalos G, Sanders
PW, Warren M]. A generic methodology
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(Lond) 1994 Jul-Sep;19(3):229-45.

Gabrieli ER. Guidelines for minimal data
security measures for the protection of
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Hamilton DL. Identification and evaluation of
the security requirements in medical
applications. Bristol (UK): Hewlett-Packard
Laboratory; 1992 Jun. Report No.: HPL-
92-75. 11 p.
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