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DoD Trusted Computer System Evaluation Criteria
(DoD 5200.28 STD) (orange Book)
GPO STOCK NUMBER: 008-000-00461-7 COST: 6.00

DoD Password Management Guidelines

(CSC-STD-002-85) (Green Book)
GPO STOCK NUMBER: 008-000-00443-9 COST: 1.75

Guidance for Applying the DoD Trusted Computer
System Evaluation Criteria in specific
Environments (CSC-STD-003-85) (Yellow Book)

GPO STOCK NUMBER: 008-000-00442-1 COST: 1.00
Technical Rationale Behind CSC-STD-003-85:

Computer Security Requirements (CSC-STD-004-85)

(Yellow Book)

GPO STOCK NUMBER: 008-000-00441-2 COST: 2.00

Advisory Memorandum on Office Automation

Security Guideline (NTISSAM COMPUSEC/1-87)
(White Document)

NOT AVAILABLE FROM GPO

A Guide to Understanding Audit in Trusted
Systems  (NCSC-TG-001, Version-2) (Tan Book)
GPO STOCK NUMBER: 008-000-00508-7 COST: 2.00

Trusted Product Evaluations - A Guide for Vendors
(NCSC-TG-002, Version-1) (Bright Blue Book)

GPO STOCK NUMBER: 008-000-00569-9 cost: 2.50
A Guide to Understanding Discretionary Access

Control in Trusted Systems (NCSC-TG-003, Version-1)

(Orange Book)

GPO STOCK NUMBER: 008-000-00539-7 COST: 2.00

Glossary of Computer Security Terms
(NCSC-TG-004, Version-1) (Aqua Book)
GPO STOCK NUMBER: 008-000-00522-2 COST: 3.25

Trusted Network Interpretation (NCSC-TG-005,
Version-1) (Red Book)



GPO STOCK NUMBER: 008-000-00486-2

A Guide to Understanding Configuration

Management in Trusted Systems (NCSC-TG-006,
Version 1) (Orange Book)

GPO STOCK NUMBER: 008-000-00507-9

A Guide to Understanding Design Documentation

in Trusted Systems (NCSC-TG-007, Version 1)
(Burgundy Book)

GPO STOCKNUMBER: 008-000-00518-4

COST: 2.25

A Guide to Understanding Trusted Distribution

in Trusted Systems (NCSC-TG-008, Version 1)
(Lavender Book)

GPO STOCK NUMBER: 008-000-00536-2

COST: 2.00

Computer Security Subsystem Interpretation

of the Trusted Computer System Evaluation
Criteria (NCSC-TG-009) (Venice Blue Book)
GPO STOCK NUMBER: 008-000-00510-9
COST: 2.25

A Guide to Understanding Security Modeling
In Trusted Systems (NCSC-TG-010) (Aqua Book)
NOT AVAILABLE FROM GPO

Trusted Network Interpretation Environments

Guideline -- Guidance for Applying the Trusted
Network Interpretation .(NCSC-TG-011) (Red Book)
GPO STOCK NUMBER: 008-000-00566-4

COST: 4.00

Rating Maintenance Phase Program Document
(NCSC-TG-013, Version 1) (Hot Pink Book)
GPO STOCK NUMBER: 008-000-00542-7
COST: 5.00

Guidelines for Formal Verification Systems
(NCSC-TG-014) (Purple Book)

GPO STOCK NUMBER: 008-000-00540-1
COST: 2.00

A Guide to Understanding Trusted Facility
Management (NCSC-TG-015, Version 1)
(Brown Book)

GPO STOCK NUMBER: 008-000-00560-5
COST: 3.50

Guidelines for Writing Trusted Facility
Manuals (NCSC-TG-016, Version 1)
(Yellow-Green Book))

NOT AVAILABLE FROM GPO

A Guide to Understanding Identification and
Authentication in Trusted Systems
(NCSC-TG-017, Version 1) (Lt. Blue Book)
NOT AVAILABLE FROM GPO

A Guide to Understanding Object Reuse in
Trusted Systems (NCSC-TG-018) (Lt Blue Book)

COST: 13.00

COST: 2.00



GPO STOCK NUMBER: 008-000-00617-2
COST: 1.75

Trusted Product Evaluation Questionnaire
(NCSC-TG-019, Version 2) (Blue Book)

GPO STOCK NUMBER: 008-000-00613-0 COST:

Trusted UNIX Working Group (TRUSIX) Rationale
for Selecting Access Control List Features
for the UNIX* System (NCSC-TG-020A, Version 1)

(Gray Book) COST:

GPO STOCK NUMBER: 008-000-00559-1

Trusted Database Management System Interpretation
(NCSC-TG-021, Version 1) (Lavender Book)

GPO STOCK NUMBER: 008-000-00582-6 COST:

A Guide to Understanding Trusted Recovery
in Trusted Systems (NCSC-TG-022) (Yellow Book)

GPO STOCK NUMBER: 008-000-00611-3 COST:

A Guide to Understanding Security Testing and
Test Documentation in Trusted Systems
(NCSC-TG-023) (Bright.Orange Book)

NOT AVAILABLE FROM GPO

A Guide to Procurement of Trusted Systems:

An Introduction to Procurement Initiators on
Computer Security Requirements (NCSC-TG-024
Volume 1/4) (Purple Book)

NOT AVAILABLE FROM GPO

A Guide to Procurement of Trusted Systems:
Language for RFP Specifications and Statements
of Work - An Aid to Procurement Initiators
(NCSC-,TG-024, Volume 2/4) (Purple Book)
NOT AVAILABLE FROM GPO

A Guide to Procurement of Trusted Systems -
Computer Security Contract Data Requirements List
and Data Item Description Tutorial

(NCSC-TG-024, Volume 3/4) (Purple Book)

NOT AVAILABLE FROM GPO

A Guide to Understanding Data Remanence in
Automated Information Systems
(NCSC-TG-025, Version-2) (Green Book)
NOT AVAILABLE FROM GPO

A Guide to Writing the Security Features User's
Guide for Trusted Systems (NCSC-TG-026, Version 1)
(Hot Peach Book)

GPO STOCK NUMBER: 008-000-00593-1 COST:

$3.00

$4.25

$8.50

$4.00

$2.25



A Guide to Understanding Information System
Security Officer Responsibilities for Automated
Information Systems (NCSC-TG-02'/, Version 1)
(Turquoise Book)

NOT AVAILABLE FROM GPO

Assessing Controlled Access Protection
(NCSC-TG-028, Version 1) (Violet Book)
GPO STOCKNUMBER: 008-000-00615-6
COST: $5.00

Introduction to Certification and

Accreditation Concepts

(NCSC-TG-029) (Blue Book)

NOT AVAILABLE FROM GPO

A Guide to Understanding Covert Channel
Analysis of Trusted Systems

(NCSC-'rG-030, Version 1) (Lt Pink Book)
NOT AVAILABLE FRO GPO
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TECHNICAL REPORTS

Computer Viruses: Prevention, Detection, and Treatment
(C1-Technical Report-001)

Integrity in Automated Information Systems
(C Technical Report 79-91)

The Design and Evaluation of INFOSEC Systems: The Computer
Security Contribution to the Composition Discussion
(C Technical Report 32-92)
Integrity-Oriented Control Objectives: Proposed Revisions to
the Trusted Computer System Evaluation Criteria (TCSEC)
DoD 5200.28-STD (C Technical Report 111-91)

COMPUTER SECURITY AWARENESSATERIALS
A Terminal User's Guide to Good Security Practices
Computer User's Guide,
Personal Computer Security (foldout)
Personal Computer Security - Floppy Disks (foldout)

COMPUTER SECURITYOSTERS

"An Active Terminal, leave no doubt, for Security sake, Lock-up or Logout."
"Trusted Computer Systems...... Worth thinking about."

"It's 11 O'Clock! Do you know what your computer is doing?"

"A Lifetime of Information In One Place .... So Is This PROTECT IT!



"He does not give away Passwords.  Should you?" (Santa Poster)

"Pirate or Thief? Respect Copyright. It's the Law."

STU-llI

STU-1ll TELCO Connection and Information Report Two/Four Wire,
September 1990

STU-IIl MIL-STD:188-161BIC FAX Report dated 10 May 1993
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INFORMATION SYSTEMS SECURITY PRODUCTS ANISERVICES CATALOGUE

The INFOSEC Systems Security Products and Services Catalogue is published
quarterly: January April, July and October. A complete Catalogue is produced
in January and July with supplemental editions issued during April and
October.

This document is available from the Government Printing Office via yearly
subscription at a cost of $53.

GPO STOCK NUMBER: 908-027-00000-1
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FINAL EVALUATION REPORTS AVAILABLE FROM NTIS:

PHONE ORDERS: (703) 487-4650
WRITTEN REQUESTS: U.S. Department of Commerce NTIS
5285 Port Royal Road
Springfield, VA 22161

Resource Access Control Facility (RACF), Version 1, Release 5,
CSC-EPL-84/001
NTIS STOCK NUMBER: AD-AI50-625

COST: s13.95 Paper/$6.95 Microfiche

The Access Control Facility 2 (ACF2), Release 3.1.3,
CSC-EPL-84/002

NTIS STOCK NUMBER: AD-AI50-234

COST: $13.95 Paper/$6.95 Microfiche

The SCOMP Final Evaluation Report, STOP Release 2.1,
CSC-EPL-85/001

NTIS STOCK NUMBER: AD-AI66-895

COST: $15.95 Paper/$6.95 Microfiche

The TOP SECRET Final Evaluation Report, Version 3.0
CSC-EPL-85/002
NTIS STOCK NUMBER: AD-AI57-600



COST: $15.95 Paper/$6.95 Microfiche

Final Evaluation Report of Gordian Systems Access Key
CSC-EPL-86/001

NTIS STOCK NUMBER: AD-AI70-814

COST: $10.95 Paper/$6.95 Microfiche

Final Evaluation Report of Codercard CPP-300 Port Protector
CSC-EPL-86/002

NTIS STOCK NUMBER: AD-AI74-542

COST: $10.95 Paper/$6.95 Microfiche

Control Data Corporation Network Operating System Security
Evaluation Package

CSC-EPL-86/003

NTIS STOCK NUMBER: AD-A208-003

COST: $17.00 Paper/$8.00 Microfiche

Digital Equipment Corporation VAX/VMS, Version 4.3
CSC-EPL-86/004

NTIS STOCK NUMBER: AD-A208-004

COST: -$17.00 Paper/$8.00 Microfiche

Fisher-Innis WATCHDOG, Version 4.1
CSC-EPL-86/005

NTIS STOCK NUMBER: AD-A208-005
COST: $15.00 Paper/$8.00 Microfiche

Sytek PFX A2000 and A2100
CSC-EPL-86/006

NTIS STOCK NUMBER: AD-A208-048
COST: $15.00 Paper/$8.00 Microfiche

Gould, Inc. - Computer Systems Divisions UTS/32S, Release 1.0
CSC-EPL-86/007

NTIS STOCK NUMBER: AD-A208-006

COST: $17.00 Paper/$8.00 Microfiche

Security Dynamics Access Control Encryption System
CSC-EPL-8'7/001

NTIS STOCK NUMBER: AD-A221-814

COSI.P: $15.00 Paper/$8.00 Microfiche

Enigma Logic, Inc. SafeWord UNIX-Safe, Version 3.1
CSC-EPL-87/002

NTIS STOCK NUMBER: AD-A221-811

COST: $15.00 Paper/$8.00 Microfiche

UNISYS Corporation A Series MCP/AS, Release 3.7
CSC-EPL-87/003

NTIS STOCK NUMBER: AD-A221-812

COST: $23.00 Paper/$8.00 Microfiche

Computer Security Corporation Sentinel, Version 3.13
CSC-EPL-87/004

NTIS STOCK NUMBER: AD-A221-813

COST: $15.00 Paper/$8.00 Microfiche

Final Evaluation Report of Pike Creek Computer Company SGT Security



Version 4A

CSC-EPL-87/005

NTIS STOCK NUMBER: AD-A208-001
COST: $13.95 Paper/$6.95 Microfiche

Final Evaluation Report of Micronyx, Inc. Triad Plus, Version 1.3
CSC-EPL-87/006

NTIS STOCK NUMBER: AD-A208-002

COST: $13.95 Paper/$6.95 Microfiche

Final Evaluation Report of Computer Associates International
CA-ACF2/VM, Release 3.1

CSC-EPL-8'7/007

NTIS STOCK NUMBER: AD-A207-926

COST: $17.00 Paper/$8.00 Microfiche
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Final Evaluation Report of Key Concepts, Inc. Surekey
CSC-EPL-87/008

NTIS STOCK NUMBER: AD-A208-030

COST: $15.00 Paper/$8.00 Microfiche

Final Evaluation Report of Identix, Inc. IDX-50,
CSC-EPL-88/001

NTIS STOCK NUMBER: AD-A208-008

COST: $15-00 Paper/$8.00 Microfiche

Version 7

Final Evaluation Report of Cortana Systems Corporation CORTANA

Personal Computer Security System, Version 1.21
CSC-EPL-88/002

NTIS STOCK NUMBER: AD-A208-047

COST: $15.00 Paper/$8.00 Microfiche

Final Evaluation Report of Spectrum Data Protection
CSC-EPL-88/004

NTIS STOCK NUMBER: AD-A208-029

COST: $15.00 Paper/$8.00 Microfiche

SYS-008/12

Final Evaluation Report of Computer Security Corporation

CITADEL

CSC-EPL-88/006

NTIS STOCK NUMBER: ADA234721
COST: $17.00 Paper/$9.00 Microfiche

Final Evaluation Report of Computer Accessories
PRIVATE ACCESS

CSC-EPL-88/007

NTIS STOCK NUMBER: ADA234722

COST: $1'7.00 Paper/$9.00 Microfiche

Final Evaluation Report of INFOSAFE Corporation X-Lock
Version 2.00

CSC-EPL-88/008

NTIS STOCK NUMBER: ADA234720

COST: $17.00 Paper/$9.00 Microfiche

Final Evaluation Report of Prime Computer, Inc., PRIMOS,
Revision 21.0.IDODC2A

CSC-EPL-88/009

NTIS STOCK NUMBER: ADA234719

COST: $26.00 Paper/$9.00 Microfiche

Inc.

50,



Final Evaluation Report of Hewlett Packard Commercial Systems
Division MPE V/E

CSC-EPL-88/010

NTIS STOCK NUMBER: ADA234060

COST: $17.00 Paper/$9.00 Microfiche
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Final Evaluation Report of Data General Corporation Advanced
Operating System/Virtual Storage (AOS/VS)

CSC-EPL-89/001

NTIS STOCK NUMBER: ADA234060

COST: $19.00 Paper/$9.00 Microfiche

Final Evaluation Report of INFOTRON INX4400/USM
CSC-EPL-89/002

NTIS STOCK NUMBER: ADA234168

COST: $17.00 Paper/$9.00 Microfiche

Final Evaluation Report of American Telephone and Telegraph
System V/MLS, Release 1.1.2 Running on UNIX System V,
Release 3.1.1.

CSC-EPL-89/003

NTIS STOCK NUMBER: ADA234055

COST: $26.00 Paper/$9.00 Microfiche

Final Evaluation Report of UNISYS Corporation OSIIOO
CSC-EPL-89/004

NTIS STOCK NUMBER: ADA234058

COST: $26.00 Paper/$9.00 Microfiche

Final Evaluation Report of International Business
Corporation VM/SP with RACK
CSC-EPL-89/005

NTIS STOCK NUMBER: ADA234059

COST: $26.00 Paper/$9.00 Microfiche

Final Evaluation Report of Micronyx Incorporated TRISPAN
CSC-EPL-89/007

NTIS STOCK NUMBER: ADA235183

COST: $17.00 Paper/$9.00 Microfiche

Final Evaluation Report of Wang Laboratories Microcontrol
CSC-EPL-89/008

NTIS STOCK NUMBER: ADA234170

COST: $1'7.00 Paper/$9.00 Microfiche

Final Evaluation Report of Pyramid Development Corporation
PC/DACS

CSC-EPL-89/009

NTIS STOCK NUMBER: ADA234169

COST: $17.00 Paper/$9.00 Microfiche

Machines

FINAL EVALUATION REPORTS

Resource Access Control Facility (RACFE Version 1, Release 5

CSC-EPL-84/001

Access Control Facility 2 (ACF 2), Release 3.1.3
CSC-EPL-84/002

SCOMP - Secure Communications Processor - STOP Release 2.1




CSC-EPL-85/001

TOP SECRET Version 3.0
CSC-EPL-85/002

Honeywell MULTICS , MR11.0
CSC-EPL-85/003
RELEASABLE ONLY TO U.S. GOVERNMENT AND THEIR CONTRACTORS

Gordian Systems Access Key
CSC-EPL-86/001

Codercard CCP-300 Port Protector
CSC-EPL-86/002

Control Data Corporation Network Operating System Security
Evaluation Package
CSC-EPL-86/003

Digital Equipment Corporation VAX/VMS, Version 4.3
CSC-EPL-86/004

Fisher-Innis WATCHDOG, Version 4.1
CSC-EPL-86/005

Sytek PEX A2000 and A2100
CSC-EPL-86/006

Gould, Inc. - COMPUTER) Systems Divisions UTS/32S, Release 1.0
CSC-EPL-86/007

Security Dynamics Access Control Encryption System
CSC-EPL-87/001

Enigma Logic, Inc. Safeword Unix-SAfe, Version 3.1
CSC-EPL-87/002

Unisys Corporation A Series MCP/AS, Release 3.7
CSC-EPL-87/003

csc - Sentinel
CSC-EPL-87/004
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Pike Creek - Sgt. Security-V
CSC-EPL-87/005

Micronyx, Inc. Triad Plus , Version 1.3
CSC-EPL-87/006

Computer Associates International CA-ACF2/VM , Release 3.1
CSC-EPL-87/007

Key Concepts, Inc. Surekey
CSC-EPL-87/008

Identix, Inc . IDX-50, Version 7
CSC-EPL-88/001

Cortana Personal Computer Security System , Version 1.21
CSC-EPL-88/002




IBM MVS/XA with RACK 1.8
.CSC-EPL-88/003

Spectrum Data Protection SYS-800/12
CSC-EPL-88/004

Clyde Digital Systems DIALBACK, Version 1.5
CSC-EPL-88/005

Computer Security Corporation CITADEL
CSC-EPL-88/006

Computer Accessories Inc. PRIVATE ACCESS
CSC-EPL-88/007

INFOSAFE Corporation X-Lock 50, Version 2.00
CSC-EPL-88/008

Prime Computer, Inc . PRIMOS, Revision 21.0.IDODC2A
CSC-EPL-88/009

Hewlett Packard Commercial Systems Division MPE V/E
CSC-EPL-88/010

Data General Corporation Advanced Operating System/Virtual Storage (AOS/VS)

CSC-EPL-89/001

INFOTRON INX4400/USM
CSC-EPL-89/002
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American Telephone and telegraph System V/IMLS , Release 1.1.2
Running on UNIX System V Release 3.1.1
CSC-EPL-89/003

UNISYS Corporation OS 1100
CSC-EPL-89/004

International Business Machines Corporation VM/SP with RACK
CSC-EPL-89/005

ALC Incorporated TIGERSAFE (IBM)
CSC-EPL-89/006

Micronyx Incorporated TRISPAN
CSC-EPL-89/007

WangL aboratories Microncontrol
CSC-EPL-89/008

Pyramid Development Corporation PC/DACS
CSC-EPL-89/009 ,

Verdix Corporation VSLAN 5.0
CSC-EPL-90/001

International Business Machines corporation MVS/ESA

Operating System
CSC-EPL-90/002




American Telephone and Telegraph company System V/MLS
Release 1.2.0 Running on UNIX System V Release 3.1.1
Rating Maintenance Plan

CSC-EPL-90/003

C-Evaluation Report No. 17-91

WangLaboratories, Incorporated SVS/OS CAP 1.0
CSC-EPL-90/004

WangLaboratories, Incorporated SVS/OS CAP 1.01, RAMP
CSC-EPL-90/004.A

ALC Inc. TIGERSAFE (Zenith Version)
CSC-EPL-90/005

EYEDENTIFY Inc. , EIS System
CSC-EPL-90 /006

Fischer International Systems Carporation WATCHDOG/WATCHDOG Armor
CSC-EPL-90/007
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Security Mic ____rosystems, Inc. LOCKIT Professional
CSC-EPL-91/001

SecureWare, Incorporated Compartmented mode Workstation Plus
csc-epl-91/002

Trusted Information Systems, Incorporated, Trusted Xenix
csc-epl-91/003

American Computer Security Industries, Inc. Trusted Xenix
CSc-EPL-91/004

Boeing Space and Defense Group MLS LAN Secure Network Server System
CSC-ELP-91-005,C-Evaluation NO. 02-92

Trusted Information Systems, Inc. Trusted XENIX Versoin3.0
CSC-EPL-92/001

DEMAX Software Incorporated SECUREPAK 3-2
CSC-EPL-92/002

CONVEX Computer Corporation Convex OS/Secure
CSC-EPL-92/004

Krypton Corporation Boot Protection ion Subsystem
CSC-EOL-92/005, C-Evaluation NO. ID-jz

Concurrent Computer Corpaoration , Inc. OS/32
NCSC-EPL-92/006, C-Evaluation No. Ib-9i

ALC a Stealth Group TIGERSAFE Version TS3.03 .ENand
TIGERSAFE Version TS8KC
CSC-EPL-92/008
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VIDEOTAPES
DESCRIPTION
The National Computer Security Center has produced two computer security

films entitled "Access: The Ins and Outs" and "Access _ Control". They are
designed to promote general awareness and knowledge of computer security.

The first film, “Access: The Ins and Outs” introduces the
realities of computer security, vulnerabilities of computer systems and the
program of the National Computer Security Center.
The second film, "Access Control" depicts security problems that were
introduced in the first film, and provides some solutions. In so doing, it
will explain the meaning of "trusted” and how trustworthiness can be achieved.

The estimated running time for each film is approximately 20 minutes.
Both films are contained on the same tape.
ORDERING PROCEDURE
Address your request in the following manner:

INFOSEC Awareness Division

ATTN: IAOC (X711, Mrs. Keller)

Ft. G. Meade, MD 20755-6000

Include the following information:

TVC# 1270-"Computer System Security: Access - The Ins and Outs”
,TVC# 1271--Computer System Security: Access Control"

Specify which format is desired:

3/4 inch (UMATIC)
1/2 inch (VHS or BETA)

Send a blank tape with your request.

PLEASE NOTE: SEND ONE TAPE ONLY, SINCE BOTH FILMS ARE CONTAINED ON THE SAME
TAPE.
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