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This presentation will cover:

everse engineering software e




What is Reverse Engineering?

e Reverse Engineering is understanding how a
proprietary piece of software works.

e Often stated in EULAs as being forbidden,
wever it is rarely ever “defined.”

t be understanding the




Black Boxing

* The easiest and most common form of RE is
observation of behavior. It is akin to design in the
development of new software.
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White Boxing

* Disassembly reproduces assembly code out of a
compiled binary or program.

 Decompilation generates an equivalent source
ode in a target language, minus comments an




Example

Original Source: Decompiled Code:

int fib(int x) int fib{(int param5)
{
if (x> 1) int local$8;
return{fib(x - 1) + fib(x - 2)); int local?9;
else
return x; if (paraml <= 1) {
local? = param5;
y else {
locals8 fib{param5 - 1);
local?9 fib{param5 - 2);
local? += local8;
b

return local?9;




When is it Legal?

* You own the software, even if the software
says it is “protected.”

mpting to achieve interoperability or




When is it lllegal?

 Some goals of interoperability.
* When possible theft of code can be ruled.
it leads directly to a criminal act.




A Gray Area

* The legality of reverse engineering tends to be
handled on a case-by-case basis.

* Reverse engineering a piece of software for
ivate purposes, such as learning, is not e




Some Legal Examples

e Atari Games v. Nintendo (1992)
e Segav. Accolade (1992)
ter Associates v. Altai (1992)




Conclusion

* Reverse engineering software is a grayscale for
legality, but usually frowned upon in terms of
ethics.

ws of RE are subject to interpretatio
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