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1CEDOOK

reated by 4 Harvard Univ. CS: students/roommates

Mark Zuckerberg, Eduardo-Saverin, Dustin:Mokovitz, Chris-'Hughes

riginally-only - for Hamnard students... then other vy
eague schools.  Public: Sept. 2006

lost used social networking site worldwide (400+
1illion monthly active users, 50% daily!)

irst to offer Apps (May, 2007)

N earth did we <etalk otir exee remember otir co-workere! birthdave bhiia otir friende and nlav a roiie



d Party Apps

acebook launches Facelbook Platform, a developer
amework (May 2007)

ver 550,000 Apps. (as of May, 2010)

ver 1-million registered developers (as of May, 201 (
losted on developers website

eliles on USers to report suspected abuse

lven an alarming amount of personal information
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pasic information’)

epbook ID Current City

ne Profile Photo URL
1] Pages

1aer Friends ID’s




rivacy Policy? Maybe not

learly 1/3 of all Facebook applications contain no
rivacy. policy link

lany aren’t viewable untiFAETER install

Top 25 Facebook Application Privacy Polici

-of the top 12 dont:

“‘How Well Do You Know:-Me” (#3)
“MyCalendar” (#5)
‘Farm Town” (#12)

—acebook Veritied” not iImmune

“RockYou Live” (formerly Super Wall) has no privacy policy at all



e Friend Problem

0% of Facebook users use 3rd party. apps.

tp://www.facebook.com/press/info.php?statistics)

Sasic Information’ about friends: 1S provided to the
pp, along with:

status updates

online presence

website

@ Allow Access?
videos I B o .

Allowing TripAdvisor - Cities I've Visited™ access will let it pull your profile
. information, photos, your friends' info, and other content that it requires to work.
links

. TripAdvisor - Cities I've Visited™ ok
ﬂOteS s z Create an interactive trave naptopnth cities, towns, and even suburbs you've
visited...not just countries! See which of your friends has traveled the most! Available in
Engl sh, French, ltalian, Ce'me". Soamsh, Swedish, Portuguese, and Dutch.

photos

m or Leave Application

“about me”




Home Profile Find Friends

Privacy Settings » Applications and Websites

E‘il Applications and Websites

What your friends can share about you through applications and websites

When your friend visits a Facebook Platform application or website, they may want to share
certain information to make the experience more social. For example, a greeting card
application may use your birthday information to prompt your friend to send a card.

If your friend uses an application or website that you do not use, you can control certain
types of information the application can access. Please note that applications will be able to
access your Name, Profile Picture, Gender, as well as any information that is visible to
Everyone. They will also be able to access your Connections, except the Connections noted
with an asterisk below. In those cases, although the information is considered a Connection,
you can control whether an application can access it.

8 Status updates

8 Online presence

8 Website

8 Family and relationship status *

() Relationship details (significant other, looking for, etc.)
8 My videos

8 My links

8 My notes

8 My photos
8 Photos and videos I'm tagged in *

8 About me
8 My birthday

() My religious and political views

Save Changes

Conmlich 11I1CY Abheas® Asrdwuzavticins Bawzalarmare Favanve Toavrme = Eemd Criamde Drivmsse AAs




onclusion

(reluctantly) use Facebook

ar too much information:1s-shared - with- applications
ut of Facebook’s control

nproved (debatable) privacy: settings, but still not
deguate

Too complicated --too-many-pages, wording-1S: ampbiguous

Defaults are ridiculously-generous
Requires explicit opt-out

agebaok should beeld lable for how data is Lsed



onclusion (Cont.)

acebook should explicitly state what information 1S
eing provided when a user reguests:-an application

pplication TOS/Prvacy:policy- should be provided
EFORE allowing access

ecommended privacy settings:

Opt-out of everything -= opt-in-as necessary

Set visibility to-“Friends-Only”
Set “What your friends can share about you” to nothing

ersonal recommendation:

A~tinitys AN Annlicatinne  (2armone - leaaorn 11 A v/t irenlf NlA Ao alen Aarnce
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