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Cyber Crime

● Example
● Reported Directly to FBI



  

Challenges of Cyber Crime

● Put on the Back Burner
● Young Age
● Nature of the Internet

● Tracking Criminals
● Privacy Vs. Protection

● Material Possessions
● Files vs TV



  

Challenges Cont.

● DOJ
● Very little information
● No Solid Policy

● Why is this? Obama can use teh Intarwebz!!11
● Botnets, phishing scams, DDoS oh my!



  

International Aspects

● Coffee Shop Example
● As stated before, extreme complexity at each 

step
● State Law



  

International Aspects Cont.



  

International Aspects Cont.

● Criminal Must be Extradited
● Now its a matter of Foreign Policy/Diplomacy
● Ethical Question
● Enemy Nation Example

● 3 Things needed for a case to be tried
● Alot of Money
● High Profile – Celeb, Politician 
● Organized

● Example: Gooi Kokseng, Hacker Crime Gang, 150M 
Damage



  

My Opinion

● We don't do enough for Cyber Crime
● DOJ

● Given Time, Better methods will emerge.
● International Cooperation/Ethics

● G8 Summit, Head Nod towards Cooperation

● Proposed Solution
● Perhaps International Netizen law?

– Don't think it will fly, but maybe...
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