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1. Introduction

Cyber Patrol is an Internet access management utility that also manages application usage
from your PC. Cyber Patrol allows parents or teachers to manage computer use in their own
household or classroom. Cyber Patrol controls access from any computer to the Internet.
The controlled applications include any WINSOCK-compliant Internet applications.
Examples of these are Netscape, Microsoft Network, or CompuServe. Cyber Patrol loads
during start-up and runs in the background to control access to all associated applications.

With Cyber Patrol, you can:

Block access to possibly offensive and dangerous Internet sites and chat groups.
Use the CyberNOT list of Internet sites to make access decisions.

Restrict access to certain times of the day.

Limit total access time for each day and each week.

Control access to major on-line services.

Control access to applications on your PC, such as games and personal financial

managers.
® Bypass restrictions with a password.
Detailed information on Cyber Patrol is provided in the Cyber Patrol Help file.

2. Cyber Patrol Home

Cyber Patrol Home provides basic Internet filtering for home use. For more information,
click the Home Edition button in the Cyber Patrol Help file.

If you are evaluating Cyber Patrol Home, we suggest waiting to register the Home Edition
until the end of your pre-registration evaluation period, so you can try out the full Cyber
Patrol feature set. Once you register Home Edition, the features available only with the full
Cyber Patrol are disabled.

3. Initial Settings

Cyber Patrol is distributed without a password. When you are prompted for a password,



simply click the Validate Password button or press your <Enter> key. We strongly
recommend that you set passwords as soon as possible. (See Getting Started, below).

The Cyber Patrol icon is initially installed in the upper left hand corner of your desktop
screen. You may find it hidden behind other windows. Drag it to a location of your choice.

4. Getting Started

How do I start Cyber Patrol?
Cyber Patrol starts automatically after installation. You see a Cyber Patrol icon at the top left
of your desktop. Optionally, move the icon to a location of your choice.

How do I get to Cyber Patrol Headquarters?

1.

2.

Double-click the minimized Cyber Patrol icon.

Result: You are asked for a password, in the Cyber Patrol Access Checkpoint dialog.
Do NOT enter a password (Cyber Patrol is distributed without a password). Click the
Validate Password button or press the <Enter> key.

Result: You see the Headquarters dialog, which you use to change Cyber Patrol
settings, view usage reports and graphs, set passwords, and other functions.

How do I bypass Cyber Patrol Internet access restrictions?

To bypass Cyber Patrol:

1. Single-click the minimized Cyber Patrol icon.
Result: You see the Cyber Patrol icon menu.

2. Click the Deputy Bypass option.
Result: You see the Cyber Patrol Access Checkpoint dialog and are asked for a
password.

3. Do NOT enter a password (Cyber Patrol is distributed without a password). Click the

Validate Password button or press the <Enter> key.
Result: The Cyber Patrol icon becomes a red "X" on top of a blue and white "P", and
you can access the Internet freely.

How do I set passwords?
To set passwords, select the Set HQ & Deputy Password option of the Cyber Patrol
Headquarters File menu. You are prompted to create two passwords:

%
*

The Headgquarters password is required in order to change Cyber Patrol settings.
The Deputy password gives users complete access to the Internet, bypassing Cyber
Patrol restrictions.

How do I set time and content restrictions?
Cyber Patrol is distributed with standard settings for time and content restrictions.

*

Times for restricting access to certain times of the day are set by clicking on the Press
to Set Hours of Operation button and then, clicking and dragging through the time bands
on the Cyber Patrol Headquarters dialog.
Times for setting maximum hours per day and hours per week are entered by using the
spinner buttons on the Cyber Patrol Headquarters dialog.

Content restrictions are set using the Category Restrictions dialog selected from the
Site Control menu on the Cyber Patrol Headquarters dialog.

For detailed information on how to change time and content settings, see "Using Cyber
Patrol" in the Cyber Patrol Help for instructions.

How do I learn more about Cyber Patrol?
Click any Help button, or select the Help Contents or Getting Started option from the Cyber



Patrol Headquarters Help menu to learn more about Cyber Patrol.

How do I exit the Headquarters dialog?
Cyber Patrol runs minimized after you exit Headquarters. To exit the Headquarters dialog,
select the Exit option of the File menu, and then click the Validate Password button on the
Cyber Patrol Access Checkpoint dialog.

How do I test Cyber Patrol?
Try to access the Cyber Patrol test site: http://www.microsys.com/TEST/.
You should see a Cyber Patrol intercept message.

Can I demo Cyber Patrol?
You can try Cyber Patrol for a demonstration period before you buy it. At any time during
the demonstration period, you can buy Cyber Patrol by registering it. Or, if you do not want
to buy Cyber Patrol, you can uninstall it.

Clear browser caches
Adults, don't forget to clear any browser cache, e.g., Netscape, to remove previously stored
Web offensive page information. See Using Cyber Patrol with Caching Web Browsers in a
following section.

5. General Information about Cyber Patrol
Running Cyber Patrol and Headquarters
Cyber Patrol runs as a minimized icon on your desktop. You can move it or hide it behind
other windows, but you cannot close it except through a password protected utility.

Cyber Patrol Headquarters is the program you run to set Internet access controls.
Headquarters is password protected with the Headquarters password. In addition, you can
assign a Deputy password, which can be used to bypass all Cyber Patrol restrictions.

Cyber Patrol Icon

There are several versions of the Cyber Patrol icon:

*  Blue & white "P" means that Cyber Patrol is operating normally and no Internet disable
conditions are in effect.

*  Red & white "P" means that Cyber Patrol is operating normally, but there is a block on
Internet access.

*  Blue "U" means that a newer version of the Cyber Patrol application is at Cyber Central.
Cyber Patrol looks for newer versions of itself every time you update the CyberNOT list.
You can download this newer version from the Cyber Central Web page,
http://www.microsys.com/.

*  Red "X" on top of the normal icon means that you are bypassing Cyber Patrol protection.

Using Cyber Patrol with Caching Web Browsers

Some Internet browsers, such as Netscape, cache the most recently accessed Web pages to
your PC hard drive. If you change the Cyber Patrol block list and use a browser, such as
Netscape, be sure to clear the browser's local cache -- both disk and memory -- in order for
the new Cyber Patrol configuration to take effect.

Blocking Windows Applications
An important feature of Cyber Patrol is its ability to manage the use of standard Windows
applications. These applications can be games, applications not suitable for a child, or on-




line service provider applications -- such as those from CompuServe, Prodigy, or AOL.
After configuring Cyber Patrol to block these applications, Cyber Patrol will take a few
seconds to shut down an application that is blocked by Cyber Patrol.

How to Contact Cyber Central

The On-Line Help for Cyber Patrol contains a Technical Support section. This section
outlines multiple ways you can obtain help in using and configuring Cyber Patrol. These
options include: Internet mail, FTP, BBS, Web -- including a Frequently Asked Questions
list (FAQ) -- and phone support.

6. Trademarks and other Service Marks
Cyber Patrol, CyberNOT, Cyber Patrol Home Edition, the Cyber Patrol logo and the
Microsystems Software logo are trademarks of Microsystems Software, Inc. To Surf and
Protect is a service mark of Microsystems Software, Inc. All other names are trademarks of
their respective companies.

7. Cyber Patrol Full License Agreement:

READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY
BEFORE INSTALLING AND USING THIS SOFTWARE AND DOWNLOADED COPIES
OF THE CYBERNOT BLOCK LIST ("THE PROGRAM"). THIS LICENSE AGREEMENT
REPRESENTS THE ENTIRE AGREEMENT CONCERNING THE PROGRAM BETWEEN
YOU AND MICROSYSTEMS SOFTWARE, INC. (REFERRED TO AS LICENSOR), AND
IT SUPERSEDES ANY PRIOR PROPOSAL, REPRESENTATION, OR UNDERSTANDING
BETWEEN THE PARTIES. YOU ACKNOWLEDGE THAT NO DISTRIBUTOR OR OTHER
PERSON HAS RESPONSIBILITY TO YOU IN CONNECTION WITH THIS LICENSE. BY
INSTALLING THE PROGRAM, YOU ARE ACCEPTING AND AGREEING TO THE
TERMS OF THIS LICENSE AGREEMENT. IF YOU ARE NOT WILLING TO BE BOUND
BY THE TERMS OF THIS LICENSE AGREEMENT, YOU SHOULD PROMPTLY DELETE
ALL COPIES OF THE PRODUCT.

You are licensed to use this program for evaluation purposes without charge during the
indicated evaluation period. If you use this program after the evaluation period, you are
required to pay the registration fee.

1. License Grant. Licensor hereby grants to you, and you accept, a non-exclusive license to use
the computer software and included and subsequently downloaded copies of computer files
from Licensor in object-code-only form (collectively referred to as the Software) only as
authorized in the License Agreement. You agree that you will not assign, sublicense, transfer,
pledge, lease, rent or share your rights under this Agreement.

Cyber Patrol is licensed for installation and use on a single PC.

Upon loading the Product into your computer you may retain additional copies of the Product
for backup purposes. All copies of the product shall include Licensor's copyright and other
proprietary notices. Except as authorized under this paragraph, no copies of the Program or any
portions thereof may be made by you or any person under your authority or control.



2. Licensor's Rights. You acknowledge and agree that the Program is the sole property of the
Licensor, protected by U.S. copyright law, and is licensed on a right to use basis. You further
acknowledge and agree that all right, title, and interest in and to the Program are and shall
remain with Licensor. This License Agreement does not convey to you an interest in or to the
Program, but only a limited right to use revocable in accordance with the terms of this License
Agreement.

3. License Fees. The license fees paid by you are paid in consideration of the licenses granted
under this License Agreement.

4. Term. This License Agreement is effective upon your installing the program and shall
continue until terminated. You may terminate this License Agreement at any time by deleting
all copies of this program. Licensor may terminate this License Agreement upon the breach by
you of any term hereof. Upon such termination by Licensor, you agree to delete all copies of
the Product.

5. Limited Warranty. Licensor warrants, for your benefit alone, that the Program shall, for a
period of Thirty (30) days from the date of commencement of this License Agreement (referred
to as the Warranty Period) be free from defects in material and workmanship. Licensor further
warrants, for your benefit alone, that during the Warranty Period the Program shall operate
substantially in accordance with the functional specifications as documented in the On-Line
Help and README Files. If, during the Warranty Period, a defect in the Program appears, you
may request a replacement copy or, if so elected by Licensor, refund any amount paid by you
under this License Agreement. EXCEPT FOR THE WARRANTIES SET FORTH ABOVE,
THE PROGRAM IS LICENSED "AS IS," AND LICENSOR DISCLAIMS ANY AND ALL
OTHER WARRANTIES, WHETHER EXPRESS OR IMPLIED, INCLUDING (WITHOUT
LIMITATION) ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE.

6. Limitation of Liability. Licensor's cumulative liability to you or any other party for any loss
or damages resulting from any claims, demands, or actions arising out of or relating to the
Agreement shall not exceed any amount paid to Licensor for the use of the Program. In no
event shall Licensor be liable for any indirect, incidental, consequential, special, or exemplary
damages or lost profits, even if Licensor has been advised of the possibility of such damages.
SOME STATES DO NOT ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY
FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION
OR EXCLUSION MAY NOT APPLY TO YOU.

7. Copyrights and Trademarks. The Microsystems Software Inc. copyrights and trademarks are
specified in the On-Line Help and README Files. No right, license, or interest to such
copyrights and trademark is granted hereunder, and you agree that no such right, license, or
interest shall be asserted by you with respect to such copyrights and trademarks.

8. Governing Law. This License Agreement shall be construed and governed in accordance
with the laws of the Commonwealth of Massachusetts.



9. Costs of Litigation. If any action is brought by either party to this License Agreement against
the other party the subject matter hereof, the prevailing party shall be entitled to recover, in
addition to any other relief granted, reasonable attorney fees and expenses of litigation.

10. Severablility. Should any term of this License Agreement be declared void or unenforceable
by any court of jurisdiction, such declaration shall have no effect on the remaining terms hereof.

11. COMMERCIAL COMPUTER SOFTWARE - PROPRIETARY. This computer software is
Commercial Computer Software, as defined in sub-paragraph (a)(1) of DFAR 252.227-7014,
"Rights in Noncommercial Computer Software and Noncommercial Computer Software
Documentation." Use, duplication or disclosure by the Government is subject to restrictions as
set forth in this License Agreement. Copyright 1996, Microsystems Software, Inc., 600
Worcester Road, Framingham, MA 01701 - All Rights Reserved.

12. No Waiver. The failure of either party to enforce any rights granted hereunder or to take
action against the other party in the event of any breach hereunder shall not be deemed a waiver
by that party as to subsequent enforcement of rights or subsequent actions in the event of future
breaches.

13. You hereby agree as follows: NOT to trace, debug, disassemble, reverse-engineer,
decompile the programs and files contained herein.

14. You hereby agree as follows: You will not use or disclose any information contained in
such programs or files without the express written consent of Microsystems Software, Inc.,
except as specifically permitted in this agreement.

15. You hereby agree as follows: Microsystems Software, Inc. has used what we believe to be
reasonable means to identify & categorize CyberNOTS but cannot guarantee the accuracy or
completeness of our screens and assumes no liability for bugs, errors & omissions.

8. Glossary Highlights
A complete glossary is included in the Cyber Patrol Help file.

Cyber Central
Cyber Central refers to the Internet site that manages and maintains Cyber Patrol. Cyber
Central:
* Provides updates to the CyberNOT List (the list of Internet sites).
® Manages Cyber Patrol registration.
e Takes recommendations for sites to be included on or removed from the CyberNOT List.
¢ Takes bug and comment reports.

CyberNOT List
The CyberNOT List is an encrypted list by category of specific Internet sites that distribute
material that you may want to control.

Deputy



A Cyber Patrol Deputy is someone who knows the Deputy password. A Deputy can bypass
Cyber Patrol and access the Internet without restrictions. A deputy can also activate the
Internet Disable option from the Cyber Patrol icon menu.

Headquarters
Headquarters means the Cyber Patrol program that you use to set controls and administer
Cyber Patrol on your PC. Access is restricted to persons knowing the Headquarters
password.



