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Abstract

| Psec supports secure conmuni cati on over potentially insecure network
conmponents such as internediate routers. |Psec protocols support two
operating nodes, transport node and tunnel node. Explicit Congestion
Notification (ECN) is an experinental addition to the |P architecture
that provides indication of onset of congestion to delay- or |oss-
sensitive applications. ECN provides the congestion indication so as
to enabl e adaptation to network conditions w thout the inpact of
dropped packets [RFC 2481]. Currently, the way ECN i s specified does
not conformto the manner in which I Psec tunnels are defined to be
used. This docunment considers issues related to interactions between
ECN and | Psec tunnel node, and proposes two alternative solutions.
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1.

I nt roducti on.

| Psec supports secure conmuni cati on over potentially insecure network
components such as internediate routers. |Psec protocols support two
operating nodes, transport node and tunnel nopde that span a w de
range of security requirenents and operating environnents. Transport
nmode security protocol header(s) are inserted between the IP (1Pv4 or
| Pv6) header and hi gher | ayer protocol headers (e.g., TCP), and hence
transport node can only be used for end-to-end security on a
connection. |Psec tunnel node is based on adding a new "outer" |P
header that encapsulates the original, or "inner" |IP header and its
associ at ed packet. Tunnel node security headers are inserted between
these two | P headers. |In contrast to transport node, the new "outer”
| P header and tunnel nobde security headers nay be added and renoved
at internedi ate points along a connection, enabling security gateways
to secure vul nerabl e portions of a connection w thout requiring
endpoi nt participation in the security protocols. An inportant
aspect of tunnel node security is that the outer header is discarded
at tunnel egress, ensuring that security threats based on nodifying
the I P header do not propagate beyond that tunnel endpoint. Further
di scussion of I Psec can be found in [RFC 2401].

Explicit Congestion Notification (ECN) is an experinental addition to
the I P architecture that provides congestion indication to delay- or

| oss-sensitive applications to enable themto adapt to network
conditions without the inpact of dropped packets [RFC 2481]. An ECN
capabl e router uses the ECN nechanismto signal congestion to
connection endpoints by setting a bit in the IP header. These
endpoints then react as if a packet had been dropped (e.g., TCP

hal ves its congestion window). This ability to avoid dropping
packets in response to congestion is supported by the use of active
queue managenent nechanisns (e.g., RED) in routers; such nechani sns
begin to mark or drop packets as a consequence of congestion before a
congested router queue is conpletely full. ECNis defined to be used
as an optim zation -- routers are not required to support ECN, and
even an ECN-capabl e router may drop packets from ECN capabl e
connecti ons when necessary. The advantage to a router of not
droppi ng such packets is that ECN can provide a nore tinely reaction
to congestion than reactions based on drop detection via duplicate
ACKs or timeout.

Currently, the way ECN is specified does not conformto the manner in
whi ch I Psec tunnels are defined to be used. Current use of ECN over
an | Psec tunnel results in routers attenpting to use the outer IP
header to signal congestion to endpoints, but those congestion
war ni ngs never arrive because the outer header is discarded. RFC
2481 currently recommends that ECN not be used with IPsec tunnels in
order to avoid this behavior and its consequences.
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Thi s docunment considers issues related to interactions between ECN
and | Psec tunnel node. |In principle the use of ECN in the outer
header of an |Psec tunnel raises security concerns because an
adversary could tanper with the ECN i nformati on that propagates
beyond the tunnel endpoint. Based on an analysis (included in this
docunent) of these concerns and the resultant risks, our overal
approach is to make support for ECN a configurable part of an |IPsec
tunnel node Security Association (SA), so that ECN can be di sabl ed
for an | Psec tunnel in situations where the risks of using ECN are
judged to outweigh its benefits. The result is that the security
adm nistrator is presented with two options for the behavior of ECN
capabl e connecti ons over an | Psec tunnel
- Alimted-functionality option in which ECNis preserved in the
i nner header, but disabled in the outer header. The only
mechani sm avai |l abl e for signaling congestion occurring within the
tunnel in this case is dropped packets.
- Afull functionality option that supports ECN in both the inner
and outer headers, and propagates congestion warni ngs from nodes
within the tunnel to endpoints.

Support for these options requires changes to | P header processing at
tunnel ingress and egress. A subset of these changes sufficient to
support only the limted-functionality option SHOULD be applied to
all IPsec inplementations in order to elininate the current

i nconpatibility between ECN and | Psec tunnels.

The main goal of this docunent is to give guidance about the
tradeoffs between the Iimted-functionality and full-functionality
options. This includes a full discussion of the potential effects of
an adversary’'s nodifications of the CE and ECT bits.

2. Architecture

ECN uses two bits in the | P header (ECT - ECN Capable Transport, CE -
Congesti on Experienced) for signaling between routers and connection
endpoints, and uses two flags in the TCP header (ECN Echo - Echo ECN
bit in IP header, CAR - Congestion W ndow Reduced) for TCP-endpoi nt
to TCP-endpoint signaling. For a TCP connection, a typical sequence
of events in an ECN based reaction to congestion is as foll ows:

- The ECT bit is set in all packets transmtted by the sender to

indicate that ECN is supported on this TCP connection

- An ECN-capabl e router detects inpending congestion and detects

that the ECT bit is set in the packet it is about to drop

I nstead of dropping the packet, the router sets the CE bit and

forwards the packet.

- The receiver receives the packet with CE set, and sets the ECN\

Echo flag in its next TCP ACK sent to the sender.

- The sender receives the TCP ACK with ECN- Echo set, and reacts to
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the congestion as if a packet had been dropped.

- The sender sets the CWR flag in the TCP header of the next
packet sent to the receiver to acknow edge its receipt of and
reaction to the ECN-Echo fl ag.

Furt her details on ECN functionality including negotiation of ECN
capability as part of connection setup as well as the
responsibilities and requirenents of ECN- capable routers and
transports can be found in [ RFC2481].

ECN interacts with | Psec tunnels because the two ECN bits in the IP
header are in what |Psec refers to as the I1Pv4 TCS octet or |Pv6
Traffic Cass octet; this field is copied or mapped fromthe inner IP
header to the outer I P header at |Psec tunnel ingress, and the outer
header’s copy of this field is discarded at |Psec tunnel egress

[ RFC2401]. If an ECN-capable router were to set the CE (Congestion
Experienced) bit in an | Psec-tunnel ed packet, this indication would
be di scarded at tunnel egress, losing the indication of congestion

As a consequence of this behavior, ECN usage over |Psec tunnels is
not currently recommended [ RFC2481].

The I Psec limted-functionality option for ECN encapsulation is for
the ECT bit in the outside (encapsul ating) header to be off (i.e.

set to 0), regardless of the value of the ECT bit in the inside
(encapsul ated) header. Wth this option, the ECN field in the inner
header is not altered upon de-capsul ation. The disadvantage of this
approach is that the flow does not have ECN support for that part of
the path that is using |IPsec tunneling, even if the encapsul ated
packet is ECN Capable. That is, if the encapsul ated packet arrives
at a congested router that is ECN-capable, and the router decides to
drop or mark the packet as an indication of congestion to the end
nodes, the router will not be permtted to set the CE bit in the
packet header, but instead will have to drop the packet.

The I Psec full-functionality option for ECN encapsul ati on foll ows the
description in Section 10.1 of RFC 2481 of tunneling with ECN. This
option is to copy the ECT bit of the inside header to the outside
header on encapsulation, and to ORthe CE bit fromthe outer header
with the CE bit of the inside header on decapsulation. Wth the
full-functionality option, a flow can take advantage of ECN for those
parts of the path that m ght use |Psec tunneling. The disadvantage
of the full-functionality option is that |Psec cannot protect the
flow fromcertain nodifications to the ECN bits in the |IP header
within the tunnel. The potential dangers from nodifications to the
ECN bits in the I P header are described in detail in Section 4 bel ow

Thi s docunent proposes ninor changes to IPsec in order to enable ECN
experinentation over |Psec tunnels, and avoid | osing congestion
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indications in the case that an ECN-capable router or routers are
traversed by an I Psec tunnel carrying ECN capabl e connections. In
summary, two changes are proposed to |Psec functionality:

(1) Modify the handling of the IPv4 TOS octet and IPv6 Traffic
Class octet at |IPsec tunnel endpoints to prevent |oss of
congestion indications when an | Psec tunnel traverses an ECN
capabl e router.

(2) Enable the endpoints of an I Psec tunnel to negotiate the usage
of ECN in the outer headers of that tunnel based on security
policy. ECNis only used in the outer header of packets from
connections that support ECN

The mininmumrequired to nake ECN usable with I Psec tunnels is a
sinplified version of the first change that prevents ECN from bei ng
enabled in the outer header of an IPsec tunnel. Full support for ECN
requires the ability to negotiate ECN usage between tunnel endpoints,
including the ability of a security adm nistrator to disable ECN in
situations where she believes the risks (e.g., of |ost congestion
notifications) outweigh the benefits of ECN

3. I Psec Changes for ECN support

This section describes the detail ed changes for support of ECN over
| Psec tunnels, including the negotiation of ECN support between
tunnel endpoints. In order to avoid the |oss of congestion
i ndication at tunnel egress, full ECN functionality for an | Psec
tunnel requires that both ends of the tunnel agree that ECN is being
used. This is supported by three changes to | Psec:
- A Security Association Database (SAD) field indicating whether
tunnel encapsul ati on and decapsul ati on processing should all ow or
forbid ECN usage in the outer |P header
- A Security Association Attribute for negotiation of this SAD
field between the two endpoints of an SA that supports tunnel
node.
- Changes to tunnel node encapsul ati on and decapsul ati on
processing to allow or forbid ECN usage in the outer |P header
based on the value of the SAD field. Wen ECN usage is allowed in
the outer I P header, ECT is set in the outer header for ECN
capabl e connections and congestion indications (CE bit) from such
connections are propagated to the inner header at tunnel egress.

The first two changes are OPTIONAL. The encapsul ati on and
decapsul ati on processi ng changes are RECOMWENDED, but MAY be

i mpl emented wi thout the other two changes by assuning that ECN usage
i s always forbidden. These changes are covered in the followi ng three
subsecti ons.
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3.1.1. ECN Tunnel Security Association Database Field

Full ECN functionality requires a new field be added to the SAD (see
[ RFC2401] ) :

ECN Tunnel: all owed or forbidden

I ndi cat es whet her ECN-capabl e connections using this SA in tunne
node may recei ve ECN congestion notifications for congestion
occurring within the tunnel. The all owed val ue enabl es ECN
congestion notifications. The forbidden val ue di sabl es such
notifications, causing all congestion to be indicated via dropped
packets.

[OPTIONAL. The value of this field SHOULD be assuned to be
forbi dden in inplenmentations that do not support it.]

Support for this attribute REQU RES that the SA specification in a
Security Policy Database (SPD) entry support a corresponding
attribute, and that this SPD attri bute be covered by the SPD

adm nistrative interface described in Section 4.4.1 of [RFC2401].

3.1.2. ECN Tunnel Security Association Attribute
A new | Psec Security Association Attribute is defined to enable the
use of ECN for IPsec tunnels to be negotiated (see [ RFC2407]). This
attribute is OPTIONAL, although any inplenmentation that supports it
SHOULD al so support the SAD field defined in Section 3.1.1
Attribute Type
ECN Tunnel TBD Basi c
NB: The attribute identification value will be determ ned by | ANA
Cl ass Val ues
ECN Tunne
Speci fi es whether ECN may be used with Tunnel Encapsul ati on Mde.
This affects tunnel encapsul ati on and decapsul ati on processing -
see Section 3.1.3.
RESERVED

Al | oned
For bi dden

N O
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Val ues 3-61439 are reserved to | ANA.  Val ues 61440- 65535 are for
private use

I f unspecified, the default shall be assunmed to be Forbi dden
3.1.3. Changes to | Psec Tunnel Header Processing

Subsequent to the publication of the | Psec RFCs, the TOS octet of

I Pv4 and the Traffic Class octet of |Pv6 have been superseded by the
DS Field octet as defined in [RFC2474]. The two ECN bits in the IP
header, ECT and CE, occupy bits 6 and 7 of the DS Field octet

[ RFC2481]. For full ECN support the encapsul ati on and decapsul ati on
processing for the IPv4 TOS field and the I1Pv6 Traffic Cass field
are changed fromwhat is specified in [ RFC2401] to the foll ow ng:

<-- How Quter Hdr Relates to Inner Hdr -->

Quter Hdr at I nner Hdr at
| Pv4 Encapsul at or Decapsul at or
Header fields: ~ --------------------" -
DS Field constructed (5) constructed (7)
| Pv6
Header fields:
DS Field constructed (6) constructed (7)

(5)(6) Copy the Differentiated Services Codepoint (DSCP, bits
0-5). If the value of the ECN Tunnel field in the SAD entry for
this SAis "allowed" and the value of ECT (bit 6) is 1 in the

i nner header, set ECT to 1 in the outer header, else set ECT to O
in the outer header. Set CE (bit 7) to O in the outer header.

(7) If the value of the ECN tunnel field in the SAD entry for this
SAis "allowed" and the value of ECT (bit 6) in the inner header
is 1, and the value of CE (bit 7) in the outer header is 1, then
set CEto 1 in the inner header, else nake no change to this field
of the inner header.

NB: (5) and (6) are identical to match usage in [RFC2401] where they
are different.

This description applies to inplenmentations that support the ECN
Tunnel field in the SAD;, such inplenentations MJST inplenent this
processing of the DS field instead of the processing of the IPv4 TOS
octet and IPv6 Traffic Class octet defined in [ RFC2401]. This
constitutes conplete ECN support for |Psec tunnels.

An inmpl enentation that does not support the ECN Tunnel field in the
SAD SHOULD i npl emrent processing of the DS Field by assunming that the
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val ue of the ECN Tunnel field of the SAD is "forbidden" for every SA.
In this case, the RECOMVENDED processi ng reduces to:

(5)(6) Copy the Differentiated Services Codepoint (DSCP, bits
0-5). Set bits 6 and 7 (ECT and CE) of the DS field to zero.
(7) Make no change to DS field in the inner header.

This constitutes partial ECN support for |Psec tunnels.

In addition, it is RECOWENDED for that packets with ECN and CE both
set to 1 in the outer header be dropped if they arrive on an SA that
forbids or is assumed to forbid ECN usage in tunnel node. This
applies to both the conplete ECN support and partial ECN support

i npl ement ati on approaches. This is notivated by backwards
conmpatibility and is discussed further in Section 6

4. Possible Changes to the ECN Field

This section considers the issues when a router is operating,
possibly maliciously, to nodify either of the bits in the ECN field.
In this section we represent the ECN field in the I P header by the
tuple (ECT bit, CE bit). The ECT bit, when set to 1, indicates an
ECN- Capabl e Transport. The CE bit, when set to 1, indicates that
Congestion was Experienced in the path.

By tanpering with the bits in the ECN field, an adversary (or a
broken router) could do one or nore of the follow ng: erase the ECN
congestion indication, falsely report congestion, disable ECN
Capability for an individual packet, or falsely indicate EC\
Capability. W systematically exam ne the various cases by which the
ECN field could be nodified. The inportant criterion we consider in
determ ning the consequences of such nodifications is whether it is
likely to |l ead to poorer behavior in any dinmension (throughput,

del ay, fairness or functionality) than if a router were to drop a
packet .

4.1. FErasing the Congestion Indication
First, we consider the changes that a router could nake that would
result in effectively erasing the congestion indication after it had
been set by a router upstream The convention followed is:
(ECT, CE) of received packet -> (ECT, CE) of packet transnmitted
(1, 1) -> (1, 0): erase only the CE bit that was set.
(1, 1) -> (0, 0): erase both the ECT bit and the CE bit.
(1, 1) -> (0, 1): erase the ECT bit

The first change turns off the CE bit after it has been set by sone
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upstreamrouter along the path. The consequence for the upstream
router is that there is a potential for congestion to build for a
time, because the congestion indication does not reach the source.
However, the packet would be received and acknow edged.

The potential effect of erasing the congestion indication is conplex,
and is discussed in depth in Section 5 below. Note that the effect
of erasing the congestion indication is different fromdropping a
packet in the network. Wen a data packet is dropped, the drop is
detected by the TCP sender, and interpreted as an indication of
congestion. Sinmilarly, if a sufficient nunber of consecutive

acknow edgenent packets are dropped, causing the cunul ative

acknow edgenent field not to be advanced at the sender, the sender is
limted by the congestion wi ndow from sendi ng additional packets, and
ultimtely the retransmit tiner expires

In contrast, a systematic erasure of the CE bit by a downstream
router can have the effect of causing a queue buildup at an upstream
router, including the possible |oss of packets due to buffer
overflow. There is a potential of unfairness in that another flow
that goes through the congested router may react to the CE bit set
while the flow that has the CE bit erased nay see better perfornance.
The linitations on this potential unfairness are discussed in nore
detail in Section 5 bel ow

The second change is to turn off both the ECT and the CE bits, thus
erasi ng the congestion indication and di sabling ECN-Capability at the
sane time. The third change turns off only the ECT bit, disabling
ECN- Capability. The proposal in this Internet Draft is for the
receiver at the end of a tunnel to copy the CE bit, if set, fromthe
outer header to the inner header during decapsulation, if the ECT bit
in the inner header is set and the tunnel provides full ECN support.
In this case, the third change within an | Psec tunnel would not erase
the congestion indication, but would only disable ECN Capability for
that packet within the rest of the tunnel. However, when perforned
outside of an IPsec tunnel, the third change would al so effectively
erase the congestion indication, because, from RFC 2481, an ECN field
of (0, 1) is undefined.

The ‘erasure’ of the congestion indication is only effective if the
packet does not end up being marked or dropped again by a downstream
router. Wth the first change, the packet remai ns ECN-Capabl e, and
could be either marked or dropped by a downstreamrouter as an

i ndi cation of congestion. Wth the second and third changes, the
packet is no | onger ECN-capabl e, and can therefore be dropped but not
mar ked by a downstreamrouter as an indication of congestion.

Fl oyd, Bl ack, and Ramekrishnan [ Page 9]



draft-ipsec-ecn | Psec Interactions with ECN February 1999

4.

4.

4.

2

3.

4.

Fal sel y Reporting Congestion
(1, 0) -> (1, 1

This change is to set the CE bit when the ECT bit was already set,
even though there was no congestion. This change does not affect the
treatment of that packet along the rest of the path. |In particular

a router does not examne the CE bit in deciding whether to drop or
mark an arriving packet.

However, this could result in the application unnecessarily invoking
end-to-end congestion control, and reducing its arrival rate. By
itself, this is no worse (for the application or for the network)
than if the tanpering router had actually dropped the packet.

Di sabl i ng ECN-Capability
(1, 0) -> (0, *)

This change is to turn off the ECT bit of a packet that does not have
the CE bit set. (Section 4.1 discussed the case of turning off the
ECT bit of a packet that does have the CE bit set.) This neans that

i f the packet l|ater encounters congestion (e.g., by arriving to a RED
queue with a noderate average queue size), it will be dropped instead
of being marked. By itself, this is no worse (for the application)
than if the tanpering router had actually dropped the packet. The
saving grace in this particular case is that there is no congested
router upstream expecting a reaction fromsetting the CE bit.

Fal sely Indicating ECN Capability
This change is to incorrectly | abel a packet as ECN Capabl e.

(01 *) -> (11 0)1
(01 *) -> (11 1)1

If the packet |ater encounters noderate congestion at an ECN- Capabl e
router, the router could set the CE bit instead of dropping the
packet. If the transport protocol in fact is not ECN Capabl e, then
the transport will never receive this indication of congestion, and
will not reduce its sending rate in response. The potential
consequences of falsely indicating ECN-capability are di scussed
further in Section 5 bel ow.

If the packet never |ater encounters congestion at an ECN Capabl e
router, then the first of these two changes woul d have no effect.
The second change, however, would have the effect of giving fal se
reports of congestion to a nonitoring device along the path. If the
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transport protocol is ECN Capable, then the second of these two
changes (when, for exanple, (0,0) was changed to (1,1)) could al so
have an effect at the transport level, by conbining falsely

i ndicating ECN-Capability with falsely reporting congestion. For an
ECN- capabl e transport, this would cause the transport to
unnecessarily react to congestion. In this particular case, the
router that is incorrectly changing the ECN field could have dropped
the packet. Thus for this case of an ECN-capabl e transport, the
consequence of this change to the ECN field is no worse than dropping
t he packet.

4.5. Changes with No Functional Effect
(0! *) -> (0! *)

The CE bit is ignored in a packet that does not have the ECT bit set.
Thus, this change would have no effect, in terms of ECN

4.6. Information carried in the Transport Header

For TCP, an ECN-capable TCP receiver inforns its TCP peer that it is
ECN- capable at the TCP level, using information in the TCP header at
the tine the connection is setup. This docunment does not consider
potential dangers introduced by changes in the transport header
because the I Psec tunnel protects the transport header

5. Inplications of Subverting End-to-End Congestion Contro

This section focuses on the potential repercussions of subverting
end-to-end congestion control by either falsely indicating ECN
Capability, or by erasing the congestion indication in ECN (the CE-
bit). Subverting end-to-end congestion control by either of these
two nmet hods can have consequences both for the application and for
the network. We discuss these separately bel ow

The first method to subvert end-to-end congestion control, falsely

i ndi cati ng ECN-Capability, effectively subverts end-to-end congestion
control only if the packet |ater encounters congestion that results
in the setting of the CE bit. 1In this case, the transport protoco
does not receive the indication of congestion fromthese downstream
congested routers.

The second nethod to subvert end-to-end congestion control, ‘erasing
the (set) CE bit in a packet, effectively subverts end-to-end
congestion control only when the CE bit in the packet was set earlier

by a congested router. |In this case, the transport protocol does not
receive the indication of congestion fromthe upstream congested
routers.
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Ei ther of these two nmethods of subverting end-to-end congestion
control can potentially introduce nore danmage to the network (and
possibly to the flowitself) than if the adversary had sinply dropped
packets fromthat flow. However, as we discuss later in this section
and in Section 7, this potential damage is limted.

5.1. Inplications for the Network and for Conpeting Fl ows

The CE bit of the ECN field is only used by routers as an indication
of congestion during periods of *noderate* congestion. From RFC
2481: "\When severe congestion has occurred and the router’s queue is
full, then the router has no choice but to drop sone packet when a
new packet arrives." Although it is not explicitly nmandated by RFC
2481, the general guidelines are that a router should drop rather
than mark packets during heavy congestion even if the router’s queue
is not yet full. For exanple, for routers using active queue
managenment based on RED, the router should drop rather than mark
packets that arrive while the average queue sizes exceed the RED
queue’ s maxi num t hr eshol d.

One consequence for the network of subverting end-to-end congestion
control is that flows that do not receive the congestion indications
fromthe network might increase their sending rate until they drive
the network into heavier congestion. Then, the congested router
could begin to drop rather than mark arriving packets. For flows
that are not isolated by sonme formof per-flow scheduling or other
per-fl ow nmechani sns, but that are instead aggregated with other flows
in a single queue in an undifferentiated fashion, this packet-
dropping at the congested router would apply to all flows that share
that queue. Thus, the consequences would be to increase the | evel of
congestion in the network.

In sone cases, the increase in the level of congestion will lead to a
substantial buffer buildup at the congested queue that will be
sufficient to drive the congested queue fromthe packet-nmarking to
the packet-dropping regine. This transition could occur either
because of buffer overflow, or because of the active queue managenent
policy described above that drops packets when the average queue is
above RED s maxi mumthreshold. At this point, all flows, including
the subverted flow, will begin to see packet drops instead of packet
mar ks, and a malicious or broken router will no longer be able to
‘erase’ these indications of congestion in the network. |If the end
nodes are depl oying appropriate end-to-end congestion control, then
the subverted flowwill reduce its arrival rate in response to
congestion. Wen the |evel of congestion is sufficiently reduced,

t he congested queue can return fromthe packet-dropping reginme to the
packet -marki ng regime. The steady-state pattern could be one of the
congested queue oscillating between these two regines.
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In other cases, the consequences of subverting end-to-end congestion
control will not be severe enough to drive the congested link into
sufficiently-heavy congestion that packets are dropped instead of
being marked. In this case, the inplications for conmpeting flows in
the network will be a slightly-increased rate of packet narking or
droppi ng, and a correspondi ng decrease in the bandwi dth available to
those flows. This can be a stable state if the arrival rate of the
subverted flowis sufficiently small, relative to the Iink bandw dth,
that the average queue size at the congested router renmi ns under
control. In particular, the subverted flow could have a limted
bandwi dth demand on the Iink at this router, while still getting nore
than its "fair" share of the link. This linmted demand coul d be due
to alimted demand fromthe data source; a limtation fromthe TCP
adverti sed wi ndow, a | ower-bandw dth access pipe; or other factors.
Thus the subversion of ECN based congestion control can still lead to
unf ai rness, which we believe is appropriate to note here.

The threat to the network posed by the subversion of ECN based
congestion control in the network is essentially the same as the
threat posed by an end-systemthat intentionally fails to cooperate
with end-to-end congestion control. The deploynent of nechanisns in
routers to address this threat is an open research question, and is
di scussed further in Section 7.

Let us take the example described in Section 4.1, where the CE bit
that was set in a packet is erased by the tunnel: {(1, 1) -> (1, 0)}.
The consequence for the congested upstreamrouter that set the CE bit
is that this congestion indication does not reach the end nodes for
that flow. The source (even one which is conpletely cooperative and
not malicious) is thus allowed to continue to increase its sending
rate (if it is a TCP flow, by increasing its congestion wi ndow). The
flow potentially achieves better throughput than the other flows that
al so share the congested router, especially if there are no policing
mechani snms or per-flow queuei ng nmechani sms at that router. Consider
t he behavior of the other flows, especially if they are cooperative:
that is, the flows that do not experience subverted end-to-end
congestion control. They are likely to reduce their load (e.g., by
reduci ng their wi ndow size) on the congested router, thus benefiting
our subverted flow This results in unfairness. As we discussed
above, this unfairness could either be transient (because the
congested queue is driven into the packet-marking regine),
oscillatory (because the congested queue oscillated between the
packet marking and the packet dropping regine), or nore noderate but
a persistent stable state (because the congested queue is never
driven to the packet dropping regine).

The results would be simlar if the subverted flow was intentionally
avoi di ng end-to-end congestion control. One difference is that a
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flow that is intentionally avoiding end-to-end congestion control at
the end nodes can avoid end-to-end congestion control even when the
congested queue is in packet-dropping node, by refusing to reduce its
sending rate in response to packet drops in the network. Thus the
problems for the network of the subversion of ECN based congestion
control are less severe than the probl ens caused by the intentiona
avoi dance of end-to-end congestion control in the end nodes. It is
al so the case that it is considerably nore difficult to control the
behavi or of the end nodes than it is to control the behavior of the
infrastructure itself. This is not to say that the problens for the
network posed by the network’s subversion of ECN based congestion
control are small; just that they are dwarfed by the problens for the
net wor k posed by the subversion of either ECN- based or packet-based
congestion control by the end nodes.

5.2. Inplications for the Subverted Fl ow

When a source indicates that it is ECN-capable, there is an
expectation that the routers in the network that are capabl e of
participating in ECN will use the CE bit for indication of

congestion. There is the potential benefit of using ECN in reducing
the amount of packet loss (in addition to the reduced queuei ng del ays
because of active queue managenent policies). Wen the packet flows
through a tunnel where the nodes that the tunnel ed packets traverse
are untrusted in sone way, the expectation is that I Psec will protect
the flow from subversion that results in undesirabl e consequences.

In many cases, a subverted flow will benefit fromthe subversion of
end-to-end congestion control for that flowin the network, by

recei ving nore bandwi dth that it would have otherw se, relative to
competing non-subverted flows. |[|f the congested queue reaches the
packet - dr oppi ng stage, then the subversion of end-to-end congestion
control mght or might not be of overall benefit to the subverted
flow, depending on that flow s relative tradeoffs between throughput,
| oss, and del ay.

One form of subverting end-to-end congestion control is to falsely
i ndi cate ECN-capability by setting the ECT bit. This has the
consequence of downstream congested routers setting the CE bit in
vain. However, as we describe in the section below, if the ECT bit
is changed in the IPsec tunnel, this can be detected at the egress
poi nt of the tunnel

The second form of subverting end-to-end congestion control is to
erase the congestion indication, either by erasing the CE bit
directly, or by erasing the ECT bit when the CE bit is already set.
In this case, it is the upstream congested routers that set the CE
bit in vain. There are several possible scenarios for this
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subversi on of end-to-end congestion control within an |IPsec tunnel

If the ECT bit is erased within an IPsec tunnel, then this can be
detected at the egress point of the tunnel. |[If the CE bit is set
upstream of the | Psec tunnel, then any erasure of the outer header’s
CE bit within the tunnel will have no effect because the inner header
preserves the set value of the CE bit. However, if the CE bit is set
within the tunnel, and erased either within or downstream of the
tunnel, this is not necessarily detected at the egress point of the

t unnel

Wth this subversion of end-to-end congestion control, an end-system
transport does not respond to the congestion indication. Al ong with
the increased unfairness for the non-subverted flows described in the
previ ous section, the congested router’s queue could continue to
build, resulting in packet |oss at the congested router - which is a
means for indicating congestion to the transport in any case. In the
interim the flow night experience higher queueing del ays, possibly
along with an increased bandwidth rel ative to other non-subverted
flows. But transports do not inherently make assunptions of
consistently experiencing carefully nmanaged queueing in the path. W
believe that these forns of subverting end-to-end congestion contro
are no worse for the subverted flow than if the adversary had sinply
dropped the packets of that flowitself.

5.3. Non- ECN- Based Met hods of Subverting End-to-end Congestion Contro

We have shown that, in many cases, a nalicious or broken router that
is able to change the bits in the ECN field can do no nore damage
than if it had sinply dropped the packet in question. However, this
is not true in all cases, in particular in the cases where the broken
router subverted end-to-end congestion control by either falsely

i ndi cating ECN-Capability or by erasing the ECN congestion indication
(inthe CE-bit). Wiile there are many ways that a router can harma
fl ow by dropping packets, a router cannot subvert end-to-end
congestion control by dropping packets. As an exanple, a router
cannot subvert TCP congestion control by dropping data packets,
acknow edgenent packets, or control packets.

Even though packet-droppi ng cannot be used to subvert end-to-end
congestion control, there *are* non- ECN-based nethods for subverting
end-to-end congestion control that a broken or malicious router could
use. For exanple, a broken router could duplicate data packets, thus
effectively negating the effects of end-to-end congestion contro

al ong sone portion of the path. (For a router that duplicated
packets within an |IPsec tunnel, the security admi nistrator can cause
the duplicate packets to be discarded by configuring anti-replay
protection for the tunnel.) This duplication of packets within the
networ k woul d have simlar inplications for the network and for the
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subverted flow as those described in Sections 5.1 and 5.2 above.
Changes to the ECN Field within an | Psec Tunnel

The presence of a copy of the ECN field in the inner header of an
| Psec tunnel node packet provides an opportunity for detection of
nmodi fications to the ECT bit in the outer header. Conparison of the
ECT bits in the inner and outer headers falls into two categories for
i npl ementations that conformto this docunent:
(a) If the SA allows ECN usage within the tunnel, then the val ues
of the ECT bits in the inner and outer headers should be
i denti cal
(b) I'f the SA disallows ECN usage within the tunnel, then the ECT
bit in the outer header should be O.

Recei pt of a packet not satisfying the appropriate condition for its
SA is an auditable event, but an inplenentation MAY create audit
records with per-SA counts of incorrect packets over some tinme period
rather than creating an audit record for each erroneous packet. Any
such audit record SHOULD contain the headers fromat |east one
erroneous packet, but need not contain the headers from every packet
represented by the entry.

An inmportant and likely situation involves an | Psec inplenentation
not updated to this docunment’s requirenents serving as tunnel ingress
for a tunnel egress at an inplenentation that has been updated. The
ECN Tunnel attribute cannot be negotiated in this case because the
tunnel ingress inplenmentation does not support it. |f packets from
an ECN-capabl e connection use this tunnel, ECT will be set in the
out er header independent of the SA. Congestion along the route may
then result in ECN-capable routers setting CE in the outer header

Al'l packets arriving at the tunnel egress on this SA wll appear to
be case (b) errors, but should be processed accordi ng to whether CE
was set. Therefore it is RECOMMENDED t hat packets violating the
condition for case (b) above be dropped if CEis set to 1 in the

out er header and forwarded if CEis O in the outer header.

An | Psec tunnel cannot provide protection against erasure of
congestion indications or false reports of congestion based on
flipping the value of the CE bit in packets for which ECT is set in
the outer header. As described in Section 5, false reports of
congestion are equivalent to dropping the packet, an action agai nst
whi ch |1 Psec al so provides no protection. On the other hand, erasure
of congestion indications nmay inpact the network and other flows in
ways that would not be possible in the absence of ECN. It is
important to note that erasure of congestion indications can only be
performed to congestion indications placed by nodes within the
tunnel ; the copy of the CE bit in the inner header preserves
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congestion notifications from nodes upstream of the tunnel ingress.

If erasure of congestion notifications is judged to be a security
risk that exceeds the congesti on nmanagenent benefits of ECN, the
security adm nistrator should configure the appropriate tunnel SAs to
forbid ECN usage in the outer header

7. Issues Raised by Mnitoring and Policing Devices

One possibility is that nonitoring and policing devices (or nore
informally, ‘‘penalty boxes’’) will be installed in the network to
moni t or whether best-effort flows are appropriately responding to
congestion, and to preferentially drop packets fromfl ows determ ned
not to be using adequate end-to-end congestion control procedures.

[ FF98] proposes three potential classifications for high-bandw dth
flows in tines in congestion: (1) flows that are not TCP-friendly,
in that the arrival rate fromthat fl ow exceeds the arrival rate of a
conformant TCP connection under the sanme conditions; (2) flows that
are unresponsive, in that they do not decrease their arrival rate
appropriately in response to an increase in congestion; and (3)

fl ows using disproportionate bandw dth, defined as flows using a
significantly | arger share of bandwi dth than other flows in tines of
hi gh congestion. The nmethods of identifying and classifying flows to
be in one of these three categories is outside the scope of this

di scussi on.

[ FF98] proposes that flows that are sinply deternmined to be using

di sproportionate bandwi dth could have their bandwi dth restricted, in
much the sane way that a round-robin per-flow scheduling algorithm
woul d restrict the bandw dth received by individual flows, while
flows determ ned to be unresponsive or not TCP-friendly in tines of
congestion could have their bandwi dth even nore strongly reduced, as
a concrete incentive to end nodes to use end-to-end congestion
control

For an ECN-capable flow, an ‘ideal’ penalty box at a router would be
a device that, when it detected that a fl ow was not responding to ECN
i ndi cations, would switch to dropping, instead of marking, those
packets of a flow that woul d ot herwi se have been chosen to carry

i ndi cations of congestion. In this way, these congestion indications
could not be ‘erased’ later in the network, and at the sanme tine
there would be no change in the router’s treatment of packets of

other flows. |If a router deternmines that a flowis still not
respondi ng to congestion indications, when the congestion indications
consi st of packet drops, then the router could take whatever action
it deens appropriate for that flow

We recommend that any ‘‘penalty box’’ that detects a flow or an
aggregate of flows that is not responding to end-to-end congestion
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control first change from marking to dropping packets fromthat fl ow,
before taking any additional action to restrict the bandwi dth
available to that flow. Thus, initially, the router may drop packets
in which the router would otherwi se woul d have set the CE bit. This
coul d include dropping those arriving packets for that flow that are
ECN- Capabl e and that already have the CE bit set. |In this way, any
congestion indications seen by that router for that flow w Il be
guaranteed to al so be seen by the end nodes, even in the presence of
mal i ci ous or broken routers el sewhere in the path. I|f we assune that
the first action taken at any ‘‘penalty box'' for an ECN- capable fl ow
will be to drop packets instead of marking them then there is no way
that an adversary that subverts ECN based end-to-end congestion
control can cause a flow to be characterized as bei ng non-cooperative
and placed into a nore severe action within the ‘‘penalty box'’.

The monitoring and policing devices that are actually depl oyed could
fall short of the ‘ideal’ nonitoring device described above, in that
the monitoring is applied not to a single flowor to a single |IPsec
tunnel, but to an aggregate of flows. |In this case, the switch from
mar king to dropping would apply to all of the flows in that
aggregate, denying the benefits of ECNto the other flows in the
aggregate al so. At the highest |evel of aggregation, another form of
the di sabling of ECN happens even in the absence of nonitoring and
policing devices, when ECN Capabl e RED queues switch frommarking to
droppi ng packets as an indication of congestion when the average
queue si ze has exceeded sone threshol d.

7.1. Conplications Introduced by Split Paths

If a router or other network el ement has access to all of the packets
of a flow, then that router could do no nore danage to a flow by
altering the ECN field that it could by sinply dropping all of the
packets fromthat flow. However, in sonme cases, a nalicious or
broken router m ght have access to only a subset of the packets from
a flow The question is as follows: can this router, by altering
the ECN field in this subset of the packets, do nore damage to that
flowthan if it has sinply dropped that set of the packets?

W will classify the packets in the flow as A packets and B packets,
and assune that the adversary only has access to A packets. Assune
that the adversary is subverting end-to-end congestion control along
the path traveled by A packets only, by either falsely indicating
ECN- Capabil ity upstream of the point where congestion occurs, or
erasi ng the congestion indication downstream Consider also that
there exists a nonitoring device that sees both the A and B packets,
and wi Il "punish" both the A and B packets if the total flowis
determined not to be properly responding to indications of
congestion. Another key characteristic that we believe is likely to
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be true is that the nonitoring device, before ‘‘punishing’’ the A&B
flow, will first drop packets instead of setting the CE bit, and will
drop arriving packets of that flow that already have the ECT and CE

bits set. |If the end nodes are in fact using end-to-end congestion
control, they will see all of the indications of congestion seen by
the monitoring device, and will begin to respond to these indications

of congestion. Thus, the nonitoring device is successful in providing
the indications to the flow at an early stage.

It is true that the adversary that has access only to the A packets
nm ght, by subverting ECN based congestion control, be able to deny
the benefits of ECN to the other packets in the A& aggregate. Wile
this is unfortunate, this is not a reason disable ECN within an | Psec
t unnel

A variant of falsely reporting congestion occurs when there are two
adversaries along a path, where the first adversary falsely reports
congestion, and the second adversary ‘erases’ those reports. (Unlike
packet drops, ECN congestion reports can be ‘reversed’ later in the
network by a malicious or broken router.) While this would be
transparent to the end node, it is possible that a nonitoring device
between the first and second adversaries woul d see the fal se

i ndi cations of congestion. G ven our recomendation in this
docunent, before ‘punishing’ a flow for not responding appropriately
to congestion, the router will first switch to dropping rather than
mar ki ng as an indication of congestion, for that flow. \Wen this

i ncl udes dropping arriving packets fromthat flow that have the CE
bit set, this ensures that these indications of congestion are being
seen by the end nodes. Thus, there is no additional harmthat we are
able to postulate as a result of nultiple conflicting adversari es.

8. Concl usi ons.

When ECN (Explicit Congestion Notification [RFC2481]) is used, it is
desirabl e that congestion indications generated within an | Psec
tunnel not be lost at the tunnel egress. W propose a m nor

nmodi fication to the | Psec protocol’s handling of the ECN field during
encapsul ati on and de-capsulation to allow flows that will undergo

| Psec tunneling to use ECN

Two options were proposed:

1) A preferred alternative, which is the full-functionality option as
described in RFC 2481. This copies the ECT bit of the inner header to
the encapsul ati ng header. At decapsulation, if the ECT bit is set in
the inner header, the CE bit on the outer header is ORed with the CE
bit of the inner header to update the CE bit of the packet. 2) A
limted-functionality option that does not use ECN inside the |Psec
tunnel, by turning the ECT bit in the outer header off, and not
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altering the inner header at the tine of decapsul ation

We al so proposed a new | Psec SA attribute to support negotiation of
ECN support for tunnels between tunnel end-points and a new field in
the Security Association database to indicate whether ECN is
supported in tunnel node on a SA

We exani ned the consequence of nodifications of the ECN field within
the tunnel, analyzing all the opportunities for an adversary to
change the ECN field. |In nmany cases, the change to the ECN field is
no worse than dropping a packet. However, we noted that some changes
have the nore serious consequence of subverting end-to-end congestion
control. However, we point out that even then the potential danmage
is limted, and is simlar to the threat posed by an end-system
intentionally failing to cooperate with end-to-end congestion

control

We therefore believe that with these changes it is reasonable to use
ECN with I Psec tunnels, as described in RFC 2481
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