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Abstract. The problem of secure routing in mobile ad hoc networks
is long-standing and has been extensively studied by researchers. Re-
cently, techniques of aggregating signatures have been applied to au-
thenticate on demand routing protocols in mobile ad hoc networks. In
this paper, we propose an efficient, single round multisignature scheme,
CLFSR-M, constructed using cubic (third-order) linear feedback shift reg-
ister (LFSR) sequences. The scheme, CLFSR-M is derived from a 2-party
signature scheme CLFSR-S, formed using a well-known variant of the
generalized ElGamal signature scheme. The multisignature has been en-
gineered to produce an efficient technique to authenticate route discovery
in the dynamic source routing (DSR) protocol. Our technique supports
authentication of cached routes. Delegating special functions to nodes
or assuming the existence of a trusted third party to distribute certified
public keys is not practical in mobile ad hoc networks. We consider a
fully distributed mechanism of public key distribution and present two
variations of trust policies, based on PGP, for effective management of
individual and aggregate public keys. Finally, we perform a theoretical
analysis including correctness and security of CLFSR-M and also present a
performance (computation and communication costs, storage overhead)
comparison of the proposed scheme with existing ones.

Keywords: Secure routing, DSR, multisignatures, generalized ElGamal sig-
natures, LFSR-based PKCs, PGP, small-world graphs.

1 Introduction

Designing secure routing protocols for mobile ad hoc networks is a challenging
task. Resource constraints of nodes, limited capacity of the wireless medium,
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node mobility and the cooperative, self-organized form of the network make it
difficult to transfer techniques for securing traditional wired networks to the
ad hoc networking environment. The dynamic source routing protocol (DSR) is
perhaps the most popular on-demand source routing protocol designed for multi-
hop wireless ad hoc networks [1]. DSR is simple and efficient in construction,
offers loop-free routing guarantees and load balancing, uses only soft-state, and
is robust [1]. However, the original construction of DSR does not consider an
adversarial model of the underlying network. Thus, DSR is vulnerable to several
forms of attack by malicious nodes such as injection of bogus routing information
and formation of feedback loops by colluding adversarial nodes [2, 3].

This paper focusses on the following problem: how can a source node want-
ing to find a route to a destination be assured of the authenticity of the source
route advertised in a received routing packet? We would like to guarantee this
authenticity without imposing substantial overhead on the nodes that help in
discovering routes. We propose an efficient, single round multisignature scheme
(aggregate signature on the same message) to authenticate route discovery in-
formation in DSR. A number of enhancements and optimizations have been
proposed for DSR so far; use of cached routes being one of the most significant
ones made. Our scheme also works with path caching enabled [4].

Our multisignature scheme is derived from a cubic LFSR-based 2-party sig-
nature scheme [5], which uses a well-known variant of the generalized ElGamal
signature scheme, EG 1.4 [6]. Our scheme is efficient, requiring no prior coop-
eration to construct the multisignature. The efficiency of the proposed signa-
tures schemes can be partially attributed to the use of LFSR sequence-based
public key cryptosystems, which employ reduced representations of finite field
elements [7]. The security of LFSR-based PKCs is based on the difficulty of
solving the discrete logarithm problem in the extension field Fyn (contains ¢”
elements). However, all computations involving sequence terms are performed in
the base field F, (contains ¢ elements). This leads to substantial savings, both
in communication and computation overhead, for a desired security level.

We first present the basic idea behind authenticating routes in DSR assum-
ing, for simplicity, all nodes have access to certified public keys of other nodes
in the route. Distributing authentic public keys among nodes in a mobile ad
hoc network to bootstrap authentication protocols is a challenging task. We dis-
cuss solutions using a trusted third party (TTP) to help in distributing certified
public keys. However, assuming the existence of a TTP is paradigmatically un-
suitable for ad hoc networks. Using the concepts of PGP [8] and previous results
of the small-world property [9] exhibited in trust graphs in self-organized sys-
tems [10,11], we relax the assumption of the TTP and formulate policies for a
fully distributed framework for individual and aggregate public key management.

The rest of the paper is organized as follows. We discuss related work in
Section 2. In Section 3.1, we describe mathematical preliminaries of cubic LFSR
sequences related PKCs and provide a short description of DSR. In Section 4, we
describe techniques for authenticating route discovery in DSR based on multisig-
natures. We present a novel multisignature scheme in Section 5. In Section 6,



we discuss a fully distributed mechanism of public key management. We pro-
vide a theoretical analysis of the proposed multisignature scheme in Section 7.
Section 8 concludes the paper.

2 Related Work

The original design of DSR [1] did not incorporate any security mechanism,
making it vulnerable to several attacks [2]. Papadimitratos et al. [12] and Hu
et al. [13] independently proposed secure on-demand routing protocols, SRP
and Ariadne, respectively, to authenticate routes using message authentication
codes (MACs). In SRP, intermediate nodes in the route are not authenticated,
thus exposing SRP to attacks, including addition and deletion of honest nodes
from the route. In Ariadne, route request packets grow in size due to accumula-
tion of MACs. Ariadne also requires loose time synchronization. Kim et al. [3]
presented a generic DSR authentication protocol, SRDP, using MACs and ag-
gregate signature schemes of [14-16]. SRDP does not consider authentication of
routes using cached information. Moreover, the signature based variants of SRDP
have performance drawbacks, discussed in Section 7.3. Acs et al. [17] proposed
a mathematical framework to facilitate the analysis of secure on-demand source
routing protocols in mobile ad hoc networks. Acs et al. present attacks on the
well-known Ariadne protocol and also describe the construction of a protocol,
endairA, which is provably secure in the proposed model of security. Bhaskar et
al. [18] developed a MAC based aggregate designated verifier signature scheme
for authenticating DSR. The MAC-based scheme in [18] cannot authenticate
cached routes. Moreover, MAC-based authentication protocols do not offer non-
repudiation. Also, in MAC-based schemes, early detection of invalid MACs by
intermediate nodes requires additional key setup overhead.

The concept of a multisignature was first proposed by Itakura et al. [19].
Horster et al. [6] proposed a generalized ElGamal signature scheme [20], integrat-
ing several ElGamal variants, including Schnorr’s signature [21] and the DSA.
Micali et al. [14] formalized the concept of multisignatures and proposed a three
round multisignature scheme based on the Schnorr variant [21]. Multisignatures
are a specialized form of aggregate signatures — Boneh et al. [15] first proposed
the concept of a generalized aggregate signature scheme using efficiently com-
putable bilinear maps. Lysyanskaya et al. [16] proposed sequential constructions
of aggregate signatures using families of certified trapdoor permutations.

Capkun et al. [10] analyzed PGP trust graphs and showed that such graphs
exhibited the small world phenomenon [9, 22]. Kleinberg [22] gave an algorithmic
perspective to the small-world phenomenon. Capkun et al. [11] also proposed a
PGP-like, self-organized public key management system for ad hoc networks.

Recently, new PKCs have emerged based on LFSR sequences under the Trace-
DLP [7] assumption. The first PKC based on LFSR sequences was introduced
by Niederreiter [23]. Gong et al. [24,25] and Lenstra et al. [26] independently
proposed the GH-PKC and the XTR-PKC, respectively, using cubic LFSR se-



quences. We omit a discussion on higher order LFSR sequence-based PKCs in
this paper, due to space constraints.

3 Background

We present a brief discussion of the mathematics underlying cubic LFSR se-
quences and PKCs constructed using cubic LFSR sequences. We also provide a
short note on DSR, including possible optimizations of DSR.

3.1 Cubic LFSR Sequences and Related Public Key Cryptosystems

We provide a brief discussion of the cryptographic preliminaries needed to under-
stand the construction of the proposed signature schemes based on cubic LFSR
sequences.

A sequence of elements {s;} = s¢,s1,... over the finite field Fy is called a
3rd order homogeneous linear recurring sequence in F, if for all £ > 0:

Sk4+3 = CoSk+2 + C18k41 + C25k (1)

where, cg,c1,c2 € Fy and sj, denotes the kth term of the sequence {sj}. Such
sequences can be efficiently generated by a special kind of electronic switching
circuit, called LFSR. Consider the following monic irreducible polynomial over
Fy: f(z) = 2% — az® + bz — 1, where a,b € F,. The sequence {s;} is said to be
a cubic-LFSR sequence generated by f(x) if we have co = a, ¢c; = b and ¢; =1
in Equation 1, i.e., for all £k > 0: sgt3 = asSgy2 — bSk4+1 + Sg. The polynomial
f(z) is called the characteristic polynomial of the sequence {si} if, given a root
a of f(z), for all k > 0, we have sp = o + o*7 + aqu, where a € Fys. The
sequence {sy} is called the third-order characteristic sequence generated by f(x)
(or by «). The initial state (kth state denoted as 5y = {sk, Sk+1, Sk+2}) of the
characteristic sequence of f(z) is given by 59 = {3, a,a® — 2b} [7].

Recently, two PKCs, namely, GH-PKC [24] and XTR-PKC [26] were pro-
posed based on cubic LFSR sequences [27]. In cubic LFSR-based PKCs [24,
26], elements in Fys are represented by their corresponding minimal polynomials
whose coeflicients are chosen from F,. However, the security of cubic LFSR-based
PKCs is based on the difficulty of solving the discrete logarithm problem in Fs.
This leads to substantial savings, both in communication and computational
overhead, for a desired security level. In particular, 170-bits of XTR-PKC gives
security equivalent to 1024-bits of cryptosystems using traditional representation
of finite fields [26]. The XTR cryptosystem is constructed by choosing;:

1. p, a large prime of the order of 170 bits. Set ¢ = p2.

2. @, a large prime factor of p? — p + 1 of the order of 160 bits.

3. Characteristic polynomial f(x) = 23 — az? + a?z — 1 with period Q by ran-
domly choosing a € F, and using standard irreducibility testing algorithms.



Let fx(z) denote the minimal polynomial of a* where o € Fs is a root of f(z).
It can be shown that the polynomial fi(z) can be represented as [7,24,26]:
fe(z) = 23 — sp2? + shx — 1 in the XTR-PKC. Thus, the polynomial fj, (we drop
the indeterminate « for simplicity of notation) can be represented by s, € F,
in XTR. The sequence terms are computed using the following two sequence
operations [25]:

1. OP;: given an integer k and f., compute the (ke)th state of the LFSR, 3p..
2. OPy: given 5 and 3. (both integers k and e need not be known), compute
the (k + e)th state of the LFSR, 5.

These sequence operations have been efficiently implemented in hardware [28].
We use the sequence operations to create/manipulate sequence terms in the
proposed multisignature scheme.

In cubic-LFSR based PKCs, an entity randomly chooses a long-term pri-
vate key SK = z in Zg and computes the long-term public key PK = 5, =
{8z, Sx+1, Sz+2} using the sequence operation OP1(z, f). Algorithms for sequence
term computations use the following commutative law [24] for characteristic se-
quences: for all integers r and e, the r*® term of the characteristic sequence
generated by the polynomial f.(x) equals the (re)th term of the characteristic
sequence generated by the polynomial f(x), i.e., $p(fe) = Sre([f) = Se(fr)-

Throughout the paper, we construct our signature schemes using the XTR-
PKC for simplicity, although the proposed schemes can be seamlessly built using
the GH-PKC and also extended to PKCs based on higher order LFSR sequences,
with minor modifications.

3.2 A Short Note on DSR

DSR is composed of two central mechanisms, namely, route discovery and route
maintenance. In this paper we focus on DSR’s route discovery mechanism. The
source initiates route discovery by generating an RREQ (route request) packet
and broadcasting it to all its neighbors. The RREQ packet contains a field indi-
cating the destination and a source route field intended to accumulate the desired
route. Each node that is not the destination and has not encountered the RREQ
packet previously appends its IP address to the source route contained in the
packet and re-broadcasts the packet to its own neighbors. RREQ propagation
continues until the destination is encountered. When the destination receives
the RREQ packet, it generates the route reply (RREP) packet containing the
accumulated (source) route and unicasts the RREP to the initiator of the route
discovery along the reverse path of the source route.

DSR is an on-demand routing protocol and thus, attempts to discover a route
to a destination node only when a source originates a data packet addressed to
that node. To avoid initiating route discovery before each data packet is sent, the
source needs to cache routes [4]. The RREP packet at all times contains a com-
plete sequence of links leading to the destination. Intermediate nodes forwarding
the RREP packets can (optionally) accumulate these complete paths into path



caches so they can efficiently reply to route requests at a later time. Path caches
are simple to implement and also guarantee that all routes are loop-free, since all
source routes contained in the RREP are loop-free themselves. This mechanism
of caching is one of the most important enhancements made to DSR.

4 Awuthenticating Route Discovery in DSR

As with most routing protocols, the original construction of DSR did not consider
an adversarial model of the underlying network. As a result, DSR is vulnerable to
several forms of attacks by malicious nodes, including injection of bogus routing
information and formation of feedback loops by colluding adversarial nodes [3].
The classical approach to mitigating such attacks is to use cryptographic tools to
authenticate information exchanged during the route discovery process. In this
section, we present techniques for authenticating route discovery in DSR (with
and without path caching) based on multisignatures.

4.1 First Construction

A first intuition for authenticating route discovery in DSR would be to have each
node sign RREQ packets as they are forwarded toward the destination, so that
the destination could authenticate the accumulated source route before gener-
ating an RREP packet. However, due to flooding of RREQ packets in the DSR
route discovery algorithm, several nodes would end up wasting computation and
communication resources by signing, verifying and forwarding RREQ packets if
these nodes are not included in the eventual route. Also, in this mechanism, if au-
thentication is done by combining signatures on different messages, a sequential
aggregate signature must be used; such signatures are usually computationally
more expensive than the more specific form of multisignatures. In our technique,
we authenticate the source route contained in the RREP packets using an effi-
cient, single round multisignature scheme, requiring no prior cooperation among
nodes to construct the signature.!

We first present the basic idea of authenticating the route discovery process
in DSR without considering caching of routes. Let nodes {dp,...,dg,...,d,}
constitute a source route. An arbitrary node and its IP address are denoted by
the same notation, di, for simplicity. First, let us assume that an arbitrary node
dy, has authentic copies of public keys PKj1, ..., PK, of all nodes leading to the
destination. Fig. 1 shows the propagation of authenticated RREP packets from
the destination d,, to the source dy. Node dj, does the following: (1) combines the
public keys to form aggregate public key PK (1), (2) verifies multisignature
O(k+1,n) that it receives from node di1, (3) signs the hashed concatenation

1 Authenticating source routes contained in RREP packets was also independently
proposed by Acs et al. [17]. However, the primary goal of Acs et al. was to present
a framework of security for analysing secure routing protocols in mobile ad hoc
networks, and not propose a cryptographic construction of a suitable multisignature,
which is the essential goal of this paper.
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Fig. 1. Propagation and authentication of RREP

of the IP addresses contained in source route (all nodes sign this message) to
create oy if the verification in Step (2) is successful, (4) combines o1,y
and o) to form multisignature oy ), (5) removes O(k+1,n) from and appends
O(k,n) to the RREP packet and (6) sends the RREP packet to the next node
di—1. At the source dg, successful verification of multisignature o, ,,y under the
aggregate public key PK(y ,) establishes the authenticity of all signatures on the
source route. Note that signature verification by intermediate nodes facilitates
early detection of bogus routes injected by an adversary. The procedures for
combining public keys, generation, verification and aggregation of signatures are
presented in Section 5.

4.2 Incorporating Path Caching

Now, we extend the above technique to incorporate path caching?. Consider the
case where source dy has already established a route to destination d,, as shown
in Fig. 2. All nodes {do,dy,...,d,—1,d,} cache the source route, R ), along
with their respective multisignatures {0 o,n), 0(1,n); -+ T(n—1,n), 7(n)} (destina-
tion caches its own signature o(,,) ). Suppose node dj (a new source) now attempts
to discover a route to the same destination d,, and the RREQ packet generated
by the new source dj, containing the accumulated route {d{, d},...,d},} reaches
node d; as shown in Fig. 2.

Node d; prepares the RREP packet containing: (1) cached information (Rq ),
0(1,n)) and (2) accumulated route, signature pair <R20,l) ={dj,...,dy,...d,,di},
‘721)>’ where UEl) is node d;’s own signature on the hashed concatenation of the
IP address in the accumulated route ' = H(dj||...[|d},||d;). Node d; sends the
RREP packet to node d,. Now, consider an arbitrary node dj, en route to the

2 We use multisignatures in authenticating cached routes and thus, do not consider
using link caches [4].
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Fig. 2. Propagation and authentication of cached RREP

new source dg. Node dj, does the following: (1) Verifies multisignatures oy ,,)
and Uzk +1,0) that it receives from its previous node dj_ , using aggregate public
keys PK(; ) and PKEkH,l) respectively; (2) generates it’s own signature Uzk)
on h'; (3) combines oy;) and o(; ;) to form multisignature oy, ) on h'; (4)
caches {R(O-,n)70(17")7R2071)70—£k,l)} under the cached entry for route to d,, and
(5) sends the RREP packet containing (R(o,n), 0(1,n)) and (R ), 0(;, ;) to node
dj._;. In this fashion, the RREP packet propagates to the source dj,, which per-
forms the same operations as node dj,. Successful verification of multisignatures
T(1n)>s Uzl,l) under the aggregate public keys PK(; ), PKELI) establishes the au-
thenticity of the route REOJ) and the partial route {dj41,...,d,} contained in
R(o,n)- Note that the remaining part of R ), i.e., IP addresses {do,...,d;—1},
are not authenticated by nodes. Finally, source dj extracts {dj41,...,d,} from
R(,n), and appends the extracted route to Rzo,l) to obtain the desired route

{dg,...,d,,di,...,d,}. Similarly, nodes in the route R/O.l) may use cached in-
formation to reply to future RREQs encountered for destination d,,.

5 Construction of an Efficient and Scalable
Multisignature Scheme

In this section, we construct an efficient, single round, multisignature scheme

based on cubic LFSR sequences, suitable for authenticating route discovery in
DSR.

5.1 A Variant of a Generalized ElGamal Signature Scheme based
on LFSR Sequences

We present the cubic LFSR-based individual signature scheme, CLFSR-S [5],
with a unique construction that uses the EG 1.4 [6] variant of the generalized



ElGamal signature scheme. Generation of individual signatures and verification
of (multi)signatures in multisignature scheme, CLFSR-M, follow the procedures
in CLFSR-S.

Signature Generation Signature Verification

1. Randomly choose ephemeral private key| 1. Compute h = H(m).

k €r Z*Q and compute ephemeral public key| 2. Compute A = f(th,1+x) —
S < OPi(k, f). Denote r = s mod Q as OPz(thil,Em).
an integer. 3. Compute B = f(rhflk) -

2. Compute hash of message h = H(m); Solve

—1 . :
for t in the following equation: t = kr — zh OPl.(h K fkr)i' frr can be directly
mod Q. derived from Sg,.

4. Accept signature if A = B, else re-

3. Compute 5k, «— OP1(5k, 7). ‘ )
ject signature.

4. Send the signature o = (EM, t) and the mes-
sage m to verifier.

Fig. 3. The CLFSR-S Signature Scheme

The CLFSR-S scheme consists of four phases: initialization, key generation,
signature generation and signature verification. During the initialization phase,
both entities, i.e., the signer and the verifier, choose and agree on the system pub-
lic parameters: params = (p, Q, f(z), H), where p, Q and f(x) are as described in
Section 3.1 and H : {0,1}* — Zg is a cryptographic hash function. The signer
generates its long-term private and public key pair, (SK, PK) = (z, 5, ). Fig. 3
describes the signature generation and signature verification phases of CLFSR-S
scheme. Note that a naive cubic LFSR variant of EG 1.4 will generate the sig-
nature o = (fi,t). We perform an additional computation in Step 3 (Fig. 3)
of the signature process to compute the term 5g,.. The specific format of the
individual signature that CLFSR-S generates enables us to efficiently construct
the multisignature in a single round, i.e., without any prior cooperation among
the nodes participating in the RREQ phase of DSR.

Next, we present an efficient, single round multisignature scheme that uses
the individual CLFSR-S signatures to generate a multisignature.

5.2 The Proposed Multisignature Scheme CLFSR-M

The multisignature scheme, CLFSR-M, consists of five phases: initialization,
key generation (MS.K), signature generation (MS.G), multisignature verifica-
tion (MS.V) and multisignature generation (MS.A). During the initialization
phase, all nodes choose and agree upon the system public parameters params =
(p,Q, f(x), H). The process of key generation consists of: (1) generation of indi-
vidual long term private public key pair (SK;, PK;) = (x1,3,,) of node d; and
(2) the generation of aggregate public key PK; ) = 5z, ., < OP2(52,, 52, )
of nodes dj, di11, ..., dn, where z( ) = " ().

The signature generation, multisignature verification and multisignature gen-
eration phases of CLFSR-M work as follows:
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1. Signature generation (MS.G(params, SK;,m = do||...||[d,) — o@)): Each
node, d;, participating in the RREP propagation generates an individual
signature o(;) = (8,r,, %) on the hashed concatenation of the IP address in
the source route h = H(m) following the CLFSR-S signature generation.

2. Multisignature Verification (MS.V(params, PK (11 ), 0(141,n),m) — (Valid,
Invalid)): Each intermediate node (other than the destination), dj, receives
a signed RREP packet containing the multisignature o(q1,) = (t(l+17n),
Bhis1my)s Where ty ny = D000 () and kqgrn) = D1y, (Kirs). Node d;
verifies (11 ,,) following the CLFSR-S signature verification procedure, using
the aggregate public key PK (141 n) = 5, ., Where Tq1m) = > iy, (20).
Note that for the node d,,—1 (the last hop before the destination d,) the
signature o(;41,,) denotes oy,.

3. Multisignature Generation (MS.A(params, o(;41,,), (1)) — 0(,n)): If the sig-
nature o(;11.,) passes the verification procedure, MS.V, node d;, generates
the multisignature o(;,,) by computing () = t@y1,n) + 4 and Sg, ,, =
Skiprmy Hhim OPQ(EkLTL,Ek(HM)). Node d; finally removes the multisigna-
ture o(;41,,) from and adds the multisignature o ) = (£(1,n), Sk(,.,,,) to the
RREP packet before forwarding the RREP to the next hop node d;_;.

The wave of signature generation, multisignature verification and multisigna-
ture aggregation continues until the RREP packet containing the multisignature
o1m) = (t(1,n)s Sk, ) 18 delivered to the source. If the multisignature oy )
passes the verification procedure, MS.V, under the aggregate public key PK(; ),
then individual signatures o(y, ..., oy of corresponding nodes dj, . .., d, in the
discovered source route (to the destination d,,) are verified collectively. In the
following section, we present a discussion on policy aspects of bootstrapping
authentication protocols in ad hoc networks.

6 A Discussion on Distributing Public keys

An authentication protocol is typically composed of two distinct phases — the
bootstrapping phase and the authentication phase. In the realm of public key
cryptography, entities need to use authentic channels (need not be confidential)
to exchange public keys constituting the “bootstrapping material” [29]. Once this
exchange has taken place in the bootstrapping phase, entities can authenticate
each other by proving the possession of their corresponding private keys.

6.1 Using a Trusted Third Party

A trusted third party (TTP) can be used to distribute certified public keys (the
bootstrapping material) and also provide a way to check the validity of certifi-
cates via publishing certificate revocation lists. An online TTP works as follows:
an arbitrary node dj wanting to authenticate the source route can request and
receive certified copies of public keys PKjy1,..., PK, of nodes leading to the
destination from the TTP. However, an online TTP in an ad hoc network in-
troduces circular dependency between the need for a TTP to perform secure
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routing and the need to find a secure route to the TTP. However, in such a
case, public keys have to be redistributed when network membership changes,
i.e., when nodes join or leave the network. To avoid this, an offline TTP can
distribute all certified public keys to all nodes when the network is set up. Such
an offline TTP may not be viable, since nodes would require to store all certified
public keys. Various such solutions of bootstrapping authentication have been
proposed for securing ad hoc networks, each having its own disadvantages [30].
In essence, the assumption of a TTP-based public key management policy in an
ad hoc networking paradigm is not practical. Delegating specialized functions
to a single node or a small subset of nodes [31,32] does not suit the ad hoc
networking paradigm. These restrictions motivate us towards a fully distributed
public key management policy.

6.2 Towards Fully Distributed Self-organized Bootstrapping

PGP [8] is a policy-based mechanism for public key management and can be used
to distribute certified copies of public keys in the absence of a centralized TTP. In
PGP, each node generates its own (public, private) key pair and certifies its own
public key as well as public keys of other nodes based on certain trust policies.
Similarly, in an ad hoc network, when two nodes come within radio-range of each
other, they can certify each other’s public keys, based on policies. This process of
certification creates a certificate graph G = (V, E), where V = {dy,d1,...,dn}
and E = {(d;,d;) : Vi,7 : 0 < ¢,j < N,Josk,(d;, PK;)}, where N is the total
number of nodes in the network and osx, (d;, PK;) denotes node d;’s signature
on node d;’s public key. When a node d; wants to verify the authenticity of public
key PK; of node d;, node d; tries to find a simple path d; ~ d; = d; — d;, —
...d;, — d; in the certificate graph, where d;, — d;, = (d;,,d;,) € E. Capkun
et al. [10,11] studied PGP certificate graphs and observed that trust graphs in
self-organized systems, for example mobile ad hoc networks, naturally exhibit the
small-world phenomenon. Informally, a graph is said to exhibit the small-world
property if any two nodes in the network are likely to be connected through a
short sequence of intermediate acquaintances. Since the first experimental study
by Milgram [9], several network models [22, 33] have been proposed to study the
problem analytically.

In our public key management model, individual nodes store, manage and
distribute certificates themselves in a such a way that the size of the certificate
repository at each node is small compared to the total number of certificates in
the network, while still maintaining a high probability of finding a trust path
from one node to another. We assume routing initiates after convergence of the
certificate graph.

Policy Variants
In Policy I, the trust is based on the following. Node d; completely® trusts
node d; implies: (1) node d; believes that node d;’s public key PK; is valid

3 For simplicity, we assign trust either a true or false value. We do not model marginal
or partial trust.
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and authentic, and (2) node d; trusts node d;’s decision on signing any other
public key PKj, of node dy, i.e., d; would be careful not to sign any bogus
public key. Thus, the following condition should hold for authenticating the
route discovery process: Vi,3d; ~» dj,i < j < n. Informally, this condition
means that any node d; wanting to authenticate the route from itself to the
destination {d;, d;y1,...,dy,} needs to find a way to verify the authenticity of all
corresponding public keys { PK;, PK;1,..., PK,}.

In Policy II, the trust policy has an added condition. Node d; completely
trusts node d; implies: (1), (2) and (3) node d; trusts node d; to honestly
aggregate and sign other public keys PKjiq,...,PK, of nodes d;i1,...,d,.
Note that in Policy II, the following condition should hold for authenticat-
ing the route discovery process: Vi,dd; ~» d;i+1,0 < i < (n — 1). This means
that any node d; wanting to authenticate the route from itself to the destina-
tion {d;,d;t1,...,dn} needs to look-up a single node in the certificate graph,
i.e., to verify the authenticity of one public key PK;11. Node d;11 would sign
the aggregate public public key PK ;11 ) and deliver (PK (41 ,),Cert(iy1,n) =
05K 1 (dig1s .- dny PK(i41.))) to node d;, where Cert(;41,,) denotes the cer-
tificate on the aggregate public key PK (11 ,)-

7 Theoretical Analysis

We present a concise theoretical analysis of correctness, security and performance
of the proposed multisignature CLFSR-M.

7.1 Correctness

A multisignature scheme constructed following the procedures described in Sec-
tion 5.2 is correct if an arbitrary multisignature, o(11,), received by node

d; € {do,...,dn—1} from node, d;1, passes the verification procedure MS.V at
node d; under the aggregate public key PK(; 1 ) provided: (1) Each node d; €
di41,...,d, chooses and agrees upon the system public parameters params =

(p,Q, f(z), H) and, honestly executes the key generation algorithm, MS.K(params)
— (PK;, SK;) and the signature generation algorithm, MS.G(params, SK;, m) —
o(i), where m = do||...[|dn; (2) each node d; € {diy1,...,dn1}, honestly ex-
ecutes the multisignature generation algorithm, MS.A(params, o(;1,n),0i)) —
U('L,n)'

Proposition 1. The multisignature scheme CLFSR-M follows the correctness
property.

Proof. Consider any arbitrary node d; € {do, ...,d,—1}. We show that the mul-
tisignature, o(;41,,), of node d;; 1 passes the verification procedure MS.V(params,
PK(141,1),00+41,n),m) — (Valid, Invalid) executed at d; under the aggregate
public key PK(;41,n) = Sz, ,, provided the above mentioned conditions hold.

In the verification of the multisignature o ;41 ) using the algorithm MS.V, we
observe: A1m) = forazgprn < OP2(v, 82, ), where, v = T ()
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and T(j41.,) = Zi:lﬂ (). All nodes use the signing equation: t; = k;r; — x;h
mod @Q, where (I +1) <4 <n and k(q1,n) = Y1y, (kiri). Thus,

Asin) = I - ttta) = For (k)
= fhtkgir ) = OP;(h ™1, Trgirm) = Bavim

Thus, the multisignature, o (11 5y, is valid under PK (41 ).

Now, we need to show that it is hard for an adversary to deviate from the key
pair and signature generation algorithms and still generate a correct signature.
However, this is precisely the issue of forgery which we discuss in the following
section.

7.2 Security

The security of CLFSR-M is based on the difficulty of solving the trace discrete
logarithm (Tr-DL) problem in F, [7,24-26]. Informally, the trace function T'r :
Fys = Fgis given as Tr(a) = a+a?+ a? . The Tr-DL problem and assumption
can be defined as follows:

Definition 1 (Tr-DL Problem/Assumption). Let « be a generator of the
multiplicative group (Fys)*, where q is a large prime or a power of a large prime.
The Tr-DL Problem in F, can be defined as follows: Given (q,o € (Fgs)*, 3 €
F,), find an index k such that 8 = Tr(a¥) or determine that there is no such
index. Let A be a probabilistic polynomial time (PPT) algorithm that runs in time
t and solves the Tr-DL problem with probability at least €. Define the advantage
of the (t,e) Tr-DL solver A as: AdvlyP" = Pr{A(q,o, B) =k | @ €gr Fs, k €R
Zg,B = Tr(a®)]. The probability is over the random choices of o,k and the
random bits of A.

Tr-DL Assumption: The finite field F, satisfies the Tr-DL Assumption if
Adv i PE(N) is a negligible function.

Lemma 1 (Giuliani et al. [7]). The Tr-DL Problem is equivalent to the DL
problem.

A total break of CLFSR-M occurs if, given a public key PK; = 5., of an
arbitrary node d;, the adversary is able to compute the corresponding private
key SK; = z;. In such a case, any node’s signature can be forged. However,
given 5, finding x is equivalent to solving the DL problem in the extension field
F,s [25]. Using the following lemmas we show that, assuming a total break has
not occurred, if an adversary can successfully forge a CLFSR-M multisignature,
then he can successfully forge a signature in the EG 1.4 variant of the generalized
ElGamal scheme.

Lemma 2 (Chakrabarti et al. [5]). The 2-party signature scheme CLFSR-
S is equivalent to the well-known EG 1.4 variant of the Generalized ElGamal
scheme.
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Lemma 3. The 2-party signature scheme CLFSR-S reduces to the proposed mul-
tisignature scheme CLFSR-M.

Proof (Sketch). Suppose there exists a PPT forger F, which given system param-
eters params = (p, @, f(z), H), public keys 5,,, . . ., 5z, and message m, outputs a
forged multigsignature O'(F(‘)yn) = (t(F(;,n)7 ngm,n)) on h = H(m) with non-negligible
probability, i.e., 0(1“57") passes the verification procedure, MS.V, under the aggre-
gate public key 85, .

We show that given access to the PPT forger F, system parameters params,
public key PK = §, and message m, an adversary can output a forged sig-

nature o = (5 t¥) on h = H(m) that passes the verification procedure
of CLFSR-S under public key PK. The adversary generates o as follows: (1)
picks %o, ...,Tp—1 €r Z{ and computes Su,..., 5z, (2) computes 3, «—
OPy (=Y 1 01 xi,8z), (3) calls F with inputs params, 3u,, 34, .., Ss, and m.
F outputs forged multisignature (tfg,n)’ng(o,n)) on h = H(m); and (4) sets
sk = 55(0 " and tf' = tfg ny- The signature ol = (5F tF') is a forged signa-

ture on h = H(m) under public key PK.

Theorem 1. The well-known EG 1.4 variant of the Generalized ElGamal sig-
nature scheme reduces to the proposed multisignature scheme CLFSR-M.

Proof. The proof of the theorem is immediate from Lemmas 2 and 3.

Note that CLFSR-M, though not provably secure, is engineered to be an
efficient means to authenticate routes in DSR. In contrast, Micali et al.’s mul-
tisignature scheme [14] uses the Schnorr’s variant [21] (the only known provably
secure variant) and takes three communication rounds. We omit a thorough
discussion on provable security; the reader is requested to refer to [34] for an ex-
emplary discussion on the subject. Next, we present a performance comparison
of CLFSR-M with existing schemes.

7.3 Performance

Table 1 shows a performance comparison of the proposed multisignature scheme,
CLFSR-M with three signature aggregation techniques used to instantiate SRDP [3],

namely the mult1s1gnature by Micali et al. (ASM) [14], the generahzed Ei%regate

signhPSr@ig! %?Pé%%ﬁctemge % hﬁa %hs g@ %ﬁl&gﬁggg%sg Pfoihhuialss
ﬂ}%%ﬁ%%uélﬁ%“‘{’%@) P requires two rounds for comple-

tion, with prior cooperatlon though Small one exponentiation and one modular
multiplication) among nodes during the RREQ phase, which might be waste-
ful if the node is not included in the final route. The proposed multisignature,
CLFSR-M, uses extremely fast LFSR, sequence operations [26, 28] and achieves
the best computational efficiency. The public key sizes equivalent to 1024-bit
RSA (excluding shared components of the public key) are highest in SAS and
ASM, followed by MBLS. CLFSR-M offers the least public key size. Note that in
ASM, nodes need to additionally propagate the accumulated ephemeral public
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SAS ASM MBLS CLFSR-M
Rounds 2 1 1 1
Generation cost e+h |e+2m+h|s+h 20P; + h +2m

Verification cost n(h+e)| 2e+m+ h [2p+ h|[OP; + OP2 + h + m

Aggregation cost - m OPs>
Signature size (bits)| 1024 [320 + (1607)] 160 500
PK size (bits) 2048 2048 766 680

Table 1. Performance Comparison. e : modular exponentiation, m : modular multiplica-
tion, h : hash operation, p : pairing computation, s : scalar multiplication, n : number
of signers, * : ephemeral public key propagated during RREQ phase

keys (160-bits) during the RREQ phase, wasting bandwidth. Signature sizes are
lowest for MBLS, followed by ASM and CLFSR-M, while SAS incurs the highest

sizes.

8 Conclusions

In this paper, we presented the first LFSR sequence based multisignature scheme
CLFSR-M geared toward authenticating routes in DSR. Our scheme also works
with cached routing information. The scheme CLFSR-M scheme is derived from a
cubic LFSR sequence-based, 2-party signature scheme, CLFSR-S [5], and uses ex-
tremely fast LFSR operations, small public keys (smallest among schemes in [3])
and generates a reasonably small multisignature (500 bits). The security of the
scheme, CLFSR-M, is based on the Tr-DL(DL) Problem in F,(F,s). CLFSR-M
was constructed using the XTR-PKC for simplicity, although it can be seam-
lessly constructed using the GH-PKC and can also be extended to PKCs based
on higher order LFSR sequences, with minor modifications, depending on the
desired security level.

Distributing authentic public keys among nodes in a mobile ad hoc network
to bootstrap authentication protocols is a challenging task. Delegating special
functions to nodes or assuming the existence of a TTP to distribute certified
public keys is paradigmatically unsuitable for ad hoc networks. We consider a
fully distributed mechanism of public key distribution and present two varia-
tions of trust-policies, based on PGP, for effective management of individual
and aggregate public keys.
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