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Note

Before using this information and the product it supports, be sure to read
the safety information under “Safety Information—Read This First” on
page ix and the general information under Appendix A, “Notices and
Product Warranty” on page A-1.

First Edition (July, 1997)

The following paragraph does not apply to the United Kingdom or any country where such
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES COR-
PORATION PROVIDES THIS PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRAN-
TIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do
not allow disclaimer of express or implied warranties in certain transactions, therefore, this state-
ment may not apply to you.

This publication could include technical inaccuracies or typographical errors. Changes are period-
ically made to the information herein; these changes will be incorporated in new editions of the
publication. IBM may make improvements and/or changes in the product(s) and/or program(s)
described in this publication at any time.

It is possible that this publication may contain reference to, or information about, IBM products
(machines and programs), programming, or services that are not announced in your country. Such
references or information must not be construed to mean that IBM intends to announce such IBM
products, programming, or services in your country.

Requests for technical information about IBM products should be made to your IBM Authorized
Dealer or your IBM Marketing Representative.

A form for readers’ comments appears at the back of this publication. If the form has been
removed, address your comments to:

Department CGF

Design & Information Development

IBM Corporation

PO Box 12195

RESEARCH TRIANGLE PARK NC 27709-9990
USA

When you send information to IBM, you grant IBM a nonexclusive right to use or distribute the
information in any way it believes appropriate without incurring any obligation to you.

© Copyright International Business Machines Corporation 1997. All rights

reserved.

Note to U.S. Government Users — Documentation related to restricted rights — Use,
duplication or disclosure is subject to restrictions set forth in GSA ADP Schedule Con-
tract with IBM Corp.
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Safety Information—Read This First

General Safety Information

Before installing this product read the Safety Information booklet.

Antes de instalar este producto consulte el manual de Avisos de
seguridad.

Prima di installare questo prodotto, leggere I'opuscolo relativo alla
sicurezza.

Las dokumentet med sakerhetsforeskrifter innan du installerar den
har produkten.

Pred instalaci tohoto produktu si prectéte
brozuru s bezpeénostnimi informacemi.

TEZEAST= A R Z 2 B/ -

Mepen TeM Kak MHCTaNIMPOBATb 3TOT NPOAYKT, NPOYTUTE
oykneT "MHcTpykumsa no TexHnke 6e3onacHocTn”.

2 MZFS dXI5h7| Mol "2t JE" XAEE H2dAlL.

EERBERERZH, FLHEE TReEM, FH -

Ennen kuin asennat tdman tuotteen, lue turvaohjeet sisaltava
kirjanen.

CORBEHRET HEICIE, FT TRL2ICDONT] EBFJFALIEEL,
Pred namestitvijo tega izdelka preberite Varnostne informacije.

Antes de instalar este produto, leia o folheto de InformacgBes sobre
Seguranga.
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Vor dem Installieren dieses Produkts die Broschuere mit den
Sicherheitsinformationen lesen.

Lees heeftet med sikkerhedsforskrifter, far du installerer dette produkt.

Lees voordat u dit produkt gebruikt het boekje met
veiligheidsvoorschriften.

Antes de instalar seu produto leia o0 manual de Informac¢des sobre
Segurancga.

Avant d’installer ce produit, reportez-vous au manuel Safety Informa-
tion.
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Lithium Battery Safety

Caution:

A lithium battery can cause a fire, an explosion, or a severe burn.
Do not recharge, disassemble, heat above 100 degrees C (212
degrees F), solder directly to the cell, incinerate, or expose the cell
contents to water.

Keep away from children.
Replace only with the part number specified for this IBM product.
Use of a different battery may present the risk of fire or explosion.

The battery connector is polarized; do not attempt to reverse the
polarity.

Dispose of the battery according to local regulations.

Advertencia

Una bateria de litio puede causar incendios, explosiones o
guemaduras graves. No recargar, desmontar, calentar por encima de
los 100 grados C (212 grados F), soldar directamente sobre la pila,
incinerar o poner en contacto con el agua el contenido de la misma.

Mantenga fuera del alcance de los nifios.

Sustituir por el nGmero de pieza especificado para este producto de
IBM. Usar una pila diferente puede suponer un riesgo de incendio o
explosién. EIl conector de la bateria esta polarizado. No intente
invertir la polaridad.

Deshagase de la bateria de acuerdo con las disposiciones
municipales.
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Attenzione:

Una batteria al litio potrebbe incendiarsi, esplodere o procurare gravi
ustioni. Non ricaricarla, non smontarla e non riscaldarla ad una
temperatura superiore ai 100 gradi, non saldarla, non incinendiarla e
non gettarla in acqua.

Tenerla lontana dalla portata dei bambini.

Sostituirla soltanto con una batteria contrassegnata dal numero parte
specifico per questo prodotto IBM; l'utilizzo di un'altra batteria puo
determinare rischi di incendio o di esplosione. Il connettore della
batteria e polarizzato; non tentare di invertire la polarita.

Smaltire la batteria seguendo la normativa in vigore (DPR915/82 e
successive disposizioni e disposizioni locali).

VARNING:

Ett litiumbatteri kan orsaka brand, explosion eller allvarlig
brannskada. Det far inte &terladdas, tas isar, utsattas for
temperaturer éver 100°C eller brannas. Lod inte direkt pa
battericellen och lat inte cellinnehallet komma i kontakt med vatten.

Forvara batteriet oatkomligt for barn.

Byt endast till batteri med angivet artikelnummer for den har
IBM-produkten. Anvandning av annat batteri kan medféra brand- eller
explosionsrisk. Batterianslutningen ar polariserad. F6rsok inte véxla
polaritet.

Folj lokala foreskrifter vid kassering av batteriet.
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VAROVANI

Lithiova baterie muze zplsobit pozar, vybuch nebo prudké hofeni.
Zakaz nabijeni, rozebirani, zahfivani nad 100 °C,

pajeni pfimo na ¢lanek,

spalovani nebo vystaveni obsahu ¢lanku vodeé.

Chrante pfed détmi.

Zaménite pouze soucastkou se stejnym objednacim ¢&islem IBM.
Pouziti jiné baterie prinasi riziko vzniku pozaru nebo vybuchu.
Baterie je pdlovana; neotocte polaritu.

Baterii zlikvidujte podle mistnich predpisa.

N

HARRATRES A, BEETEMNRS . AESTEETE , RERAE,
RENS BRI 100 B (B 212 88) A b, AEEEREEL
B EREHEN YRR T .

FNEIL/PMRESEE .

HETHAM BM FRIEEMTHESRREE, REBmEHE
R B SURIENOR . bR, AERE AR TR,

AR HU L RE AT R AL
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OCTOPOXHO:

YTo6bI n3bexatb noxapa, B3pbiBa UM CUSIBHOTO
oXora, NMTUEBYID BaTapeto HeNb3a pa3pskarhb,
pa3dupaTb, HarpeeaTtb cBbille 100°C, cxuraTs,
A0onyckaTb CONPUKOCHOBEHUS C BOAOW.

Henb3s HMYero npunaveatk K Hatapew.

XpaHuTte Gatapetlo B HEOOCTYNHOM Ans AeTen
MecTe.

3aMeHUTb e MOXHO TOMbKO YKa3aHHbIM A1
atoro npoaykta IBM nsgenmem. icnonb3oBaHue
npyron 6arapen MOXET Bbi3BaTb NoXap Wan B3pPbIB.
BbiBOAbl BaTapen MMEIOT PasHylo NONASPHOCTb.

He nepenytante NONsSipHOCTb.

YHuuTOXEHNE BaTtapen HeoOXo0aMMO NPOM3BOOUTL
COrflaCHO pernameHTy, NPUHATOMY B BalLEl CTpaHe.
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B A RE S S KK BIFECE R R EN RS - U HEE
WETLLTEIE - HAE ~ IFE - BERHK 100 & G K 212 )
L L s BEEHEMITAEITIREE - B EEE AT
WHEIK e

B S B AR U 2 U -

CURT 3 H TBM 7 h 7 B 10 5 8 TR [ B B 3t T
3 K R b ¢ M TR IE 2 4 BI I
B2 4 0 -

A R IR st By 7 8 R B R S 2 i BE R vt -

Varoitus:

Litiumpariston vaara kasittely voi aiheuttaa tulipalo- tai
rajahdysvaaran tai palovammoja. Al4 lataa paristoa uudelleen, dlaka
pura paristoa osiin. Ala kuumenna paristoa yli 100 °C:n lampétilaan
tai havita sita polttamalla. Esté paristoa joutumasta kosketuksiin
veden kanssa.

Pida paristo poissa lasten ulottuvilta.

Pariston saa vaihtaa vain paristoon, joka on osanumeron perusteella
tarkoitettu tdhan IBM:n tuotteeseen. Muunlaisen pariston kaytt6 voi
aiheuttaa tulipalo- tai rajahdysvaaran. Ala yrita vaihtaa pariston
napaisuutta.

Havité paristo ongelmajatteistéa sdadettyjen lakien ja viranomaisten
maaraysten mukaisesti.
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Vystraha

Litiova batéria moze spbsobillohen, exploziu, alebo samovznietenie.

Nedobijajte, nedemomtujte, nevystavujte teplotdm nad 100°C
(212°F), nespajkujte priamo na ¢lanku, nespallljte a nevystavuijte
obsah €lankov vode.

Drzte mimo dosahu deti.

Nahradzajte jedine dielmi pripustnymi pre vas systém. Pouzitie inych
batérii predstavuje riziko poZiaru alebo vybuchu. Konektor batérie je

polarizovany; nepokiSajte sa zameniljpolaritu.

Pouzivajte batériu zodpovedajuc miestnym pravidlam.
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Cuidado:

Uma bateria de litio representa um risco de incéndio, exploséo ou
gueimaduras graves. N&o a recarregue, hdo a desmonte nem
exponha a temperaturas superiores a 100°C (212°F), nao efectue
soldaduras directas, ndo a incinere nem exponha o interior ao
contacto com agua.

Mantenha-a afastada das criancas.

Quando a substituir, faca-o somente por uma bateria cujo nimero de
referéncia seja o especificado para este produto IBM. A utilizacdo
de uma bateria diferente apresenta o risco de incéndio ou exploséo.
O terminal da bateria esta polarizado. Nao tente inverter a
polaridade.

Destrua a bateria de acordo com a regulamentagédo do pais.

Achtung:

Lithiumbatterien sind feuergeféhrlich, explosiv und kénnen schwere
Verbrennungen verursachen. Batterie nicht wiederaufladen, 6ffnen
oder Uber 100 Grad Celsius erhitzen; die Zelle nicht direkt anléten,
verbrennen oder den Inhalt der Zelle mit Wasser in Beriihrung
bringen.

Batterie nicht in Reichweite von Kindern aufbewahren.

Eine verbrauchte Batterie nur durch eine Batterie mit der fur dieses
System spezifizierten Teilenummer ersetzen. Andere Batterien
kdnnen sich entziinden oder explodieren. Der Batterieanschluf3 hat
zwei verschiedene Pole; beim AnschlieRen die Pole nicht
vertauschen.

Batterie gemaf den drtlichen Richtlinien fir Sondermull entsorgen.

XViii  IBM 4758 PCI Cryptographic Coprocessor Installation Manual



Pas pa!

Litiumbatteriet kan forarsage brand og eksplosion og give alvorlige
brandsar. Det ma ikke genoplades, dbnes, udsaettes for mere end
100 grader, braendes eller komme i bergring med vand.

Batteriet skal opbevares utilgeengeligt for barn.

Det ma kun udskiftes med et litiumbatteri, der har det partnummer,
der er angivet til dette IBM-produkt. Bruges en anden batteritype, kan
det medfare eksplosion eller brand. Batteripolen er polariseret.
Forsgg ikke at bytte om pa polerne.

Batteriet skal kasseres i henhold til de lokale bestemmelser. Spgrg
kommunens tekniske forvaltning (miljgafdelingen).

Waarschuwing:

De lithiumbatterij is brand- en explosiegevaarlijk en kan ernstige
verbrandingen veroorzaken. Laad de batterij niet opnieuw op,
demonteer hem niet, stel hem niet bloot aan temperaturen hoger dan
100 graden Celsius (212 graden Fahrenheit), soldeer niet direct op
de cel, verbrand hem niet en stel de inhoud van de cel niet bloot aan
water.

Buiten bereik van kinderen houden.

Vervang de batterij alleen door een batterij met het
onderdeelnummer dat voor dit IBM-product is gespecificeerd.
Gebruik van een andere batterij kan brand of explosie van de batterij
tot gevolg hebben. De batterij-aansluiting maakt gebruik van polen.
Verwissel de polen niet.

Lever de batterij in bij een inzamelpunt voor klein chemisch afval.

Cuidado:

Uma bateria de litio apresenta risco de incéndio, exploséo ou
gueimaduras graves. N&o recarregue, desmonte, nem exponha a
bateria a temperaturas superiores a 100 graus C (212 F), ndo a
solde diretamente na célula, ndo a incinere nem exponha o contetddo
da célula a agua.
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Mantenha fora do alcance de criancgas.

Substitua apenas pelo nimero de pega especificado para este
produto IBM. O uso de uma bateria diferente pode apresentar risco
de incéndio ou explosédo. O conector da bateria é polarizado; nao
tente inverter a polaridade.

Destrua a bateria de acordo com a regulamentagéo local.

Attention

Prenez garde aux risques d’'incendie, d’explosion ou de brdlures
graves liés a l'utilisation d'une pile au lithium. Ne rechargez pas la
pile et ne la démontez pas. Ne I'exposez pas a une température
supérieure a 100 °C, ne la soudez pas, ne la faites pas briler et
n'en exposez pas le contenu a I'eau.

Gardez la pile hors de portée des enfants.

Si vous la remplacez, commandez une pile de rechange de méme
référence. Toute autre pile risquerait de prendre feu ou d'exploser.
Le connecteur de la pile est polarisé. N'essayez pas d'inverser la
polarité.

Ne mettez pas la pile a la poubelle. Pour le recyclage ou la mise au
rebut, reportez-vous a la réglementation en vigueur.
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About This Manual

The IBM 4758 PCI Cryptographic Coprocessor Installation Manual is
written for personnel installing the IBM 4758 PCI Cryptographic
Coprocessor hardware.

How This Manual Is Organized
This manual is organized as follows:

e Chapter 1, “Introduction,” describes the shipping, handling, and
operating requirements of the PCI Cryptographic Coprocessor.

e Chapter 2, “Installing the Coprocessor,” describes the way to
install the PCI Cryptographic Coprocessor.

e Chapter 3, “Replacing Coprocessor Batteries,” describes the way
to replace the batteries on the PCI Cryptographic Coprocessor.

e Appendix A, “Notices and Product Warranty,” contains notices
for various countries and information about the product warranty
extended by IBM.

A list of abbreviations, a glossary, and an index completes the
manual.
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Where to Find More Information

The following publications provide additional information about the
PCI Cryptographic Coprocessor. Visit the product web site at
http://www.ibm.com/security/cryptocards to learn about the online
availability of these publications. From the web site, you can down-
load, view, and print publications available in the Adobe Acrobat**
format (PDF).

For help in obtaining printed copies of IBM publications, contact your
IBM representative, or contact the IBM Branch Office, or the author-
ized dealer, serving your area.

IBM 4758 PCI Cryptographic Coprocessor General Information
Manual, GC31-8608

IBM 4758 CCA Services Installation and 1/0O Guide, SC31-8610
IBM 4758 CCA Basic Services Reference and Guide, SC31-8609
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Chapter 1. Introduction

This chapter details the contents of the Coprocessor Package, and
describes the following information:

e Special considerations for handling and storage
e Requirements and specifications

The IBM 4758 PCI Cryptographic Coprocessor uses dedicated hard-
ware to process cryptographic keys, certificates, and bulk data.
These cryptographic functions are performed within a
tamper-resistant module that is designed to meet the FIPS PUB
140-1 Level 4 specification for detecting attacks through temperature,
radiation, voltage, and physical penetration.

You can install the coprocessor—a standard, two-thirds length PCI
card—in an RS/6000* workstation, or in an IBM-compatible computer
with a PCI expansion slot available.

Contents of the Coprocessor Package
In addition to this manual, your package includes the following items:

e The IBM 4758 PCI Cryptographic Coprocessor

e The Caution: Safety Information—Read This First, SD21-0030
booklet

e A product-support information insert

If any item is missing or damaged, contact your local IBM represen-

tative or your IBM Business Partner. OEM customers in the United
States should call 1-800-IBMS-OEM (1-800-426-7636).

© Copyright IBM Corp. 1997 1-1



Special Considerations for Handling and Storage

Each IBM 4758 PCI Cryptographic Coprocessor is shipped from the
factory with a certified device key. This electronic key—stored in the
card's battery-powered protected memory—digitally signs test mes-
sages to confirm that the PCI Cryptographic Coprocessor is genuine
and that no tampering has occured.

Note: If any of the secure module’'s tamper sensors are triggered by
tampering or accident, the coprocessor erases all data in the pro-
tected memory, destroying the device key. The PCI Cryptographic
Coprocessor cannot operate without the device key. To protect the
key, follow these guidelines:

Temperature: Do not expose the coprocessor to temperatures
below -15 degrees C (+5 degrees F) or temperatures above 60
degrees C (140 degrees F).

Batteries: Do not remove the coprocessor’s batteries. Data in the
protected memory is lost when battery power is removed. For infor-
mation about replacing the batteries without erasing the protected
memory, see Chapter 3, “Replacing Coprocessor Batteries.”
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Requirements and Specifications
Hardware:

A personal computer, workstation, server, communication device
or RS/6000 with a PCI (Version 2.1) bus slot available. No addi-
tional hardware or cabling is required.

Software:

The coprocessor requires support software—like the CCA
Cryptographic Coprocessor Support Program—for both the host
machine and for its internal firmware. Operating system support
is determined by the support software.

This publication does not discuss the installation of support soft-
ware. For information about the latest software features avail-
able, visit the product web site at
http://www.ibm.com/security/cryptocards.

Power and Environment:

Power consumption in active mode: 6.3 watts
Power consumption in energy-saving mode: 6.0 watts
Power dissipation: 6.3 watts (typical)
Voltage: +12.0 VDC, + 5 percent
+5.0 VDC, + 5 percent
Relative Humidity: 8 to 80%
Temperature:
Operating: 10 to 40 degrees C (50 to 104 degrees F)
Storage: -15 to 60 degrees C (+5 to 140 degrees F)

Physical Dimensions:

The coprocessor is a two-thirds length PCI card,
4.2 in. by 6.9 in. (106mm by 175mm).

Chapter 1. Introduction  1-3
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Chapter 2. Installing the Coprocessor

This chapter describes installing the IBM 4758 PCI Cryptographic
Coprocessor. Before installing the coprocessor, read the safety
information in Caution: Safety Information—Read This First,
SD21-0030 and read the compliance statements in “Electronic
Emissions” on page A-2.

To install the coprocessor into the host computer, follow these steps:

1

Locate your computer’s instructions for installing expansion
cards. Throughout this procedure, follow the safety instructions
in that manual.

2 Turn OFF the computer and all attached devices.

5

6

Disconnect all cables, including the power cable.

CAUTION:

Electrical current from power, telephone, and communi-
cation cables is hazardous. Disconnect cables before
installing, moving, or opening the covers of any computer.

To avoid electrical shock, do not connect or disconnect
any cables during an electrical storm.

Remove the cover from the expansion slots according to the
directions provided with your computer.

Choose a PCI expansion slot able to accommodate a
two-thirds length card.

If the expansion slot has an individual cover, remove the
bracket-holding screw and the cover.

© Copyright IBM Corp. 1997 2-1



Attention:  Electrostatic discharge (ESD) can damage the card
and its components. Wear an ESD wrist-strap while handling
and installing the card, or take the following precautions:

e Limit your movements; this helps prevent static electricity
building up around you.

e Prevent others from touching the card or other compo-
nents.

e Before removing the card from the anti-static bag, touch
the bag to an unpainted metal surface on your computer
and hold it there for at least two seconds.

e Handle the card by its edges only. Do not touch exposed
circuitry and components.

[ Remove the PCI Cryptographic Coprocessor from its
static-protective bag.

8 Verify that the jumpers on the card are positioned correctly;
see Table 2-1 on page 2-3.
s 4

ﬁ o ojo ol

(®)

o o ° ﬂlﬂ:/m 0000 [e)
U 7
3

J2 J

J6

Figure 2-1. Jumpers on the PCI Cryptographic Coprocessor
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Table 2-1. Jumpers on the PCI Cryptographic Coprocessor

Jumper Number Name of Jumper Position When
of Pins Shipped

J2 2 PCI EPROM Shipped with jumper
write-enable installed

J3 4 Temporary battery Shipped without
connector jumper installed

J6 2 External-tamper-switch Shipped with jumper
connector installed

Note: Shipped with jumper installed means that the pins are
connected.

9 Insert the coprocessor into the slot; be sure the card is fully
seated.

10 i you removed a cover from the expansion slot, replace it.
11 Replace the host computer’s cover.

12 Reconnect the power cable and any other cables you discon-
nected.

13 Tum the computer ON. The PCI Cryptographic Coprocessor
runs its power-on self-test (POST).

You have completed the procedure for the physical installation of the
PCI Cryptographic Coprocessor. Refer to the support software doc-
umentation for information about initializing and using the
COprocessor.
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Chapter 3. Replacing Coprocessor Batteries

This chapter describes the way to replace the batteries on the PCI
Cryptographic Coprocessor. Before beginning the procedure, read
the following descriptive and cautionary materials.

Two lithium batteries mounted on the PCI Cryptographic
Coprocessor supply power to the card’s components, including pro-
tected memory. Your support software or application software can
query the coprocessor to determine whether the batteries need to be
replaced.

When shipped from the factory, the protected memory contains a
certified device key. If your coprocessor has been initialized by
support software, the protected memory contains secret data,
including a master cryptographic key, user profiles, and user pass-
words.

Attention: If you remove either of the batteries without first backing
up the power with a fresh battery, the data in protected memory can
be lost. The Replacement Battery Kit for the IBM 4758 PCI
Cryptographic Coprocessor (Feature #1008) provides the battery tray
needed to provide backup power while you replace the batteries.

To order the kit, contact your local IBM representative or your IBM

Business Partner. OEM customers in the United States should call
1-800-IBMS-OEM (1-800-426-7636).
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CAUTION:

Before beginning the battery-replacement procedure detailed
below, read the general safety information in Caution: Safety
Information—Read This First , SD21-0030 and the lithium battery
safety information under “Lithium Battery Safety” on page xi.

Your Replacement Battery Kit should include:
¢ Two replacement batteries.
¢ A battery tray with connecting wires.

To replace the batteries, follow these steps:

1 Tumn OFF the computer and all attached devices.

2 Disconnect all cables, including the power cable.

CAUTION:

Electrical current from power, telephone, and communi-
cation cables is hazardous. Disconnect cables before
installing, moving, or opening the covers of any computer.

To avoid electrical shock, do not connect or disconnect
any cables during an electrical storm.

3 Remove the cover from the expansion slots according to the
directions provided with your computer.
4 Open the Battery Replacement Kit.

Attention:  Electrostatic discharge (ESD) can damage the card
and its components. Wear an ESD wrist-strap while handling
and installing the card, or take the following precautions:

¢ Limit your movements; this helps prevent static electricity
building up around you.

¢ Prevent others from touching the card or other compo-
nents.

¢ Handle the card by its edges only. Do not touch exposed
circuitry and components.
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6

Remove the PCI Cryptographic Coprocessor from the PCI-bus
slot in the host computer.

Insert one of the new batteries into the battery tray provided
with the kit, and connect the tray’s wires to the J3 connector
located near the RS-232 serial port; see Figure 3-1. The con-
nector is polarized to ensure a proper connection.

O

4 %
M:LIO BT2 ¢ BT1 o
(0]

o ° E“:/m 0000 (@)

>

/
J3 Serial Port

Figure 3-1. J3 Connector and Battery Locations on the PCI Cryptographic
Coprocessor

Attention: Any loss of power erases data stored in the card’s
protected memory. To prevent loss, ensure that the battery
tray contains a fresh battery and is attached to the J3 con-
nector.

7 Replace the battery in the BT1 position with a new battery.

10

11

Replace the battery in the BT2 position with the battery in the
battery tray. (The new battery already installed in the BT1
position provides power to the PCI Cryptographic Coprocessor
while you perform this step.)

Remove the battery tray from the J3 connector, and discard it.

Re-insert the coprocessor into the PCI-bus slot; be sure the
card is fully seated.

Replace the host computer’s cover.
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12 Reconnect the power cable and any other cables you discon-
nected.

13 Tum the computer ON. The PCI Cryptographic Coprocessor
runs its power-on self-test (POST).

You have completed the procedure for replacing the PCI
Cryptographic Coprocessor batteries. Recycle or dispose of the old

batteries as required by local law.
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Appendix A. Notices and Product Warranty

References in this publication to IBM products, programs, or services
do not imply that IBM intends to make these available in all countries
in which IBM operates. Any reference to an IBM product, program,
or service in this publication is not intended to state or imply that only
IBM’s product, program, or service may be used. Any functionally
equivalent product, program, or service that does not infringe any of
IBM’s intellectual property rights may be used instead of the IBM
product, program, or service. Evaluation and verification of operation
in conjunction with other products, programs, or services, except
those expressly designated by IBM, are the user’s responsibility.

IBM may have patents or pending patent applications covering
subject matter in this document. The furnishing of this document
does not give you any license to these patents. You can send
license inquiries, in writing, to the IBM Director of Licensing, IBM
Corporation, 500 Columbus Avenue, Thornwood NY 10594 USA.

Trademarks

The following terms, denoted by an asterisk (*) in this publication, are
trademarks of the IBM Corporation in the United States or other
countries or both:

AIX 0S/2
IBM Operating System/2
RS/6000

The following terms, denoted by a double asterisk (**) in this publica-
tion, are the trademarks of other companies:

Adobe Acrobat Adobe Systems, Inc.
Java Sun Microsystems

Microsoft Microsoft Corporation
Windows NT Microsoft Corporation
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Electronic Emissions

Federal Communications Commission (FCC)

Statement

This equipment has been tested and found to comply with the limits
for a Class B digital device, pursuant to Part 15 of the FCC Rules.

These limits are designed to provide reasonable protection against
harmful interference in a residential installation.

This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communi-
cations. However, there is no guarantee that interference will not
occur in a particular installation.

If this equipment does cause harmful interference to radio or tele-
vision reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference
by one or more of the following measures:

¢ Reorient or relocate the receiving antenna.
¢ Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from
that to which the receiver is connected.

e Consult an IBM-authorized dealer or service representative for
help.

IBM is not responsible for any radio or television interference caused
by unauthorized changes or modifications to this equipment. Unau-
thorized changes or modifications could void the user’s authority to
operate this equipment.

This device complies with Part 15 of the FCC rules. Operation is
subject to the following two conditions: (1) this device may not
cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause unde-
sired operation.
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Industry Canada Compliance Statement

This digital apparatus does not exceed the Class B limits for radio
noise emissions from digital apparatus as set out in the
interference-causing equipment standard entitled: Digital Apparatus,
ICES-003 of Industry Canada.

Avis de conformité aux normes d'Industrie Canada

Cet appareil numérique respecte les limites de bruits radioélectriques
applicables aux appareils numériques de Classe B prescrites dans la
norme sur le matériel brouiller: Appareils numériques, NMB-003
édictée par industrie Canada.

Japanese Voluntary Control Council for Interference
(VCCI) Statement

This equipment is in the 2nd Class category (information equipment
to be used in a residential area or an adjacent area thereto) and con-
forms to the standards set by the Voluntary Control Council for inter-
ference by Information Technology Equipment aimed at preventing
radio interference in such residential areas.

When used near a radio or TV receiver, it may become the cause of
radio interference.

Read the instructions for correct handling.

SOSEL, EHLESESBRRESLANGES (VOO |) ORI
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International Business Machines Corporation Armonk, NY 10504

Statement of Limited Warranty

The warranties provided by IBM in this Statement of Limited Warranty apply only to
Machines you originally purchase for your use, and not for resale, from IBM or an IBM
authorized reseller. The term “Machine” means an IBM machine, its features, conver-
sions, upgrades, elements, or accessories, or any combination of them. Machines are
subject to these terms only if purchased in the United States or Puerto Rico, or
Canada, and located in the country of purchase. If you have any questions, contact
IBM or your reseller.

Machine  IBM 4758 PCI Cryptographic Coprocessor

Warranty Period* One Year

Production Status

Each Machine is manufactured from new parts, or new and serviceable used parts
(which perform like new parts). In some cases, the Machine may not be new and may
have been previously installed. Regardless of the Machine’s production status, IBM'’s
warranty terms apply.
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The IBM Warranty

IBM warrants that each Machine 1) is free from defects in materials and workmanship
and 2) conforms to IBM’s Official Published Specifications. IBM calculates the expira-
tion of the warranty period from the Machine’s Date of Installation. The date on your

receipt is the Date of Installation, unless IBM or your reseller informs you otherwise.

During the warranty period, IBM or your reseller will provide warranty service under
the type of service designated for the Machine and will manage and install engineering
changes that apply to the Machine. IBM or your reseller will specify the type of
service.

For a feature, conversion, or upgrade, IBM or your reseller may require that the
Machine on which it is installed be 1) the designated, serial-numbered Machine and 2)
at an engineering-change level compatible with the feature, conversion, or upgrade.
Some of these transactions (called “Net-Priced” transactions) may include additional
parts and associated replacement parts that are provided on an exchange basis. All
removed parts become the property of IBM and must be returned to IBM.

Replacement parts assume the remaining warranty of the parts they replace.

If a Machine does not function as warranted during the warranty period, IBM in its sole
discretion will repair, replace it (with a Machine that is at least functionally equivalent),
or refund the purchase price. To obtain coverage under the warranty you may be
required to present proof of purchase.

This warranty is non-transferable by the end-user customer.
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Warranty Service

To obtain warranty service for the Machine, you should contact your reseller or go to
the support page on the product web site at http://www.ibm.com/security/cryptocards
to report your problem. You may be required to present proof of purchase.

Depending on the Machine, the service may be 1) a “Repair” service at your location
(called “On-site”) or at one of IBM's or a reseller’s service locations (called “Carry-in")
or 2) an “Exchange” service, either On-site or Carry-in.

When a type of service involves the exchange of a Machine or part, the item IBM or
your reseller replaces becomes its property and the replacement becomes yours. The
replacement may not be new, but will be in good working order and at least func-
tionally equivalent to the item replaced.

It is your responsibility to:

1. obtain authorization from the owner (for example, your lessor) to have IBM or your
reseller service a Machine that you do not own;

2. where applicable, before service is provided —

a. follow the problem determination, problem analysis, and service request proce-
dures that IBM or your reseller provide,

b. secure all programs, data, and funds contained in a Machine,
c. inform IBM or your reseller of changes in a Machine’s location, and

d. for a Machine with exchange service, remove all features, parts, options, alter-
ations, and attachments not under warranty service. Also, the Machine must
be free of any legal obligations or restrictions that prevent its exchange; and

3. be responsible for loss of, or damage to, a Machine in transit when you are
responsible for the transportation charges.
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Extent of Warranty

IBM does not warrant uninterrupted or error-free operation of a Machine.

Misuse, accident, modification, unsuitable physical or operating environment, improper
maintenance by you, or failure caused by a product for which IBM is not responsible
may void the warranties.

THESE WARRANTIES REPLACE ALL OTHER WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. HOWEVER, SOME LAWS DO NOT ALLOW THE
EXCLUSION OF IMPLIED WARRANTIES. IF THESE LAWS APPLY, THEN ALL EXPRESS AND
IMPLIED WARRANTIES ARE LIMITED IN DURATION TO THE WARRANTY PERIOD. NO WAR-
RANTIES APPLY AFTER THAT PERIOD.

In Canada, warranties include both warranties and conditions.

Some jurisdictions do not allow limitations on how long an implied warranty lasts, so
the above limitation may not apply to you.
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Limitation of Liability

Circumstances may arise where, because of a default on IBM’s part (including funda-
mental breach) or other liability (including negligence and misrepresentation), you are
entitled to recover damages from IBM. In each such instance, regardless of the basis
on which you are entitled to claim damages, IBM is liable only for:

1. bodily injury (including death), and damage to real property and tangible personal
property; and

2. the amount of any other actual loss or damage, up to the greater of $100,000 or
the charge for the Machine that is the subject of the claim.

Under no circumstances is IBM liable for any of the following:

1. third-party claims against you for losses or damages (other than those under the
first item listed above);

2. loss of, or damage to, your records or data; or

3. economic consequential damages (including lost profits or savings) or incidental
damages, even if IBM is informed of their possibility.

Some jurisdictions do not allow the exclusion or limitation of incidental or consequen-
tial damages, so the above limitation or exclusion may not apply to you.

This warranty gives you specific legal rights and you may also have other rights which
vary from jurisdiction to jurisdiction.
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Glossary

This glossary includes some terms
and definitions from the IBM Dic-
tionary of Computing, New York:
McGraw Hill, 1994. This glossary
also includes some terms and defi-
nitions from:

e The American National Standard
Dictionary for Information
Systems, ANSI X3.172-1990,
copyright 1990 by the American
National Standards Institute
(ANSI). Copies may be pur-
chased from the American
National Standards Institute, 11
West 42 Street, New York, New
York 10036. Definitions are
identified by the symbol (A) fol-
lowing the definition.

e The Information Technology
Vocabulary, developed by Sub-
committee 1, Joint Technical
Committee 1, of the International
Organization for Standardization
and the International
Electrotechnical Commission
(ISO/IEC JTC1/SC1). Defi-
nitions of published parts of this
vocabulary are identified by the
symbol (l) following the defi-
nition; definitions taken from
draft international standards,
committee drafts, and working
papers being developed by
ISO/IEC JTC1/SC1 are identified
by the symbol (T) after the defi-
nition, indicating that final agree-
ment has not yet been reached
among the participating National
Bodies of SC1.

© Copyright IBM Corp. 1997

A

Advanced Interactive Executive
(AIX) operating system . IBM’s
implementation of the UNIX** oper-
ating system.

American National Standard Code
for Information Interchange
(ASCIl). The standard code, using
a coded character set consisting of
7-bit characters (8 bits including
parity check), that is used for infor-
mation interchange among data
processing systems, data communi-
cation systems, and associated
equipment. The ASCII set consists
of control characters and graphic
characters. (A)

American National Standards
Institute (ANSI) . An organization
consisting of producers, consumers,
and general interest groups that
establishes the procedures by which
accredited organizations create and
maintain voluntary industry stand-
ards in the United States. (A)

Application System/400 (AS/400)

A family of products designed to
offer solutions for commercial data
processing, office, and communi-
cations environments, and to provide
simple, consistent programmer and
end-user interfaces for businesses of
all sizes.
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B

bus. In a processor, a physical
facility along which data is trans-
ferred.

C

card. (1) An electronic circuit board
that is plugged into a slot in a
system unit. (2) A plug-in circuit
assembly.

coprocessor . (1) A supplementary
processor that performs operations
in conjunction with another
processor. (2) A microprocessor on
an expansion card that extends the
address range of the processor in
the host system or adds specialized
instructions to handle a particular
category of operations; for example,
an 1/0O coprocessor, math
coprocessor, or networking
Coprocessor.

cryptography . (1) The transforma-
tion of data to conceal its meaning.
(2) In computer security, the princi-
ples, means and methods used to
so transform data.

D

Data Encryption Standard (DES)

In computer security, the National
Institute of Standards and Tech-
nology (NIST) Data Encryption
Standard, adopted by the U.S. gov-
ernment as Federal Information
Processing Standard (FIPS) Publica-
tion 46, which allows only hardware

X-2

implementations of the
data-encryption algorithm.

driver . A program that contains the
code needed to attach and use a
device.

E

electrostatic discharge (ESD) . An
undesirable discharge of static elec-
tricity that can damage equipment
and degrade electrical circuitry.

erasable programmable read-only
memory (EPROM) . A PROM that
can be erased by a special process
and then reused. (T)

expansion card . (1) A circuit
board that a user can install in an
expansion slot to add memory or
special features to a computer.
(2) Synonym for card.

expansion slot . One of several
receptacles in a personal computer
or RS/6000 machine into which a
user can install an expansion card.

F

feature. Part of an IBM product
able to be ordered separately.

Federal Communications Commis-
sion (FCC). A board of commis-
sioners, appointed by the President
under the Communications Act of
1934, having the power to regulate
all interstate and foreign communi-
cations in the United States that are
transmitted by wire or radio.
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Federal Information Processing
Standard (FIPS) . A standard pub-
lished by the US National Institute of
Science and Technology.

H

hertz (Hz). A unit of frequency
equal to one cycle per second.
Note: In the United States, line fre-
guency is 60 Hz, or a change in
voltage polarity 120 times per
second; in Europe, line frequency is
50 Hz, or a change in voltage
polarity 100 times per second.

interface . (1) A shared boundary
between two functional units, defined
by functional characteristics, signal
characteristics, or other character-
istics, as appropriate. The concept
includes the specification of the con-
nection of two devices having dif-
ferent functions. (T) (2) Hardware,
software, or both, that links systems,
programs, and devices.

International Organization for
Standardization (ISO) . An organ-
ization of national standards bodies
established to promote the develop-
ment of standards to facilitate the
international exchange of goods and
services, and to develop cooperation
in intellectual, scientific, technolog-
ical, and economic activity.

J

jumper . A wire that joins two
unconnected circuits.

K

key. In computer security, a
sequence of symbols used with an
algorithm to encipher or decipher
data.

O

Operating System/2 (OS/2) . An
operating system for the IBM Per-
sonal System/2 computers.

Operating System/400 (OS/400) .
An operating system for the IBM
Application System/400 computers.

P

password . In computer security, a
string of characters known to the
computer system and a user; the
user must specify it to gain full or
limited access to a system and to
the data stored therein.

power-on self-test (POST) . A
series of diagnostic tests that are
run automatically by a device when
the power is turned on.
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R

random access memory (RAM) . A
storage device into which data is
entered and from which data is
retrieved in a non-sequential
manner.

read-only memory (ROM) .
Memory in which stored data cannot
be modified by the user except
under special conditions.

Rivest-Shamir-Adleman (RSA)
algorithm . A process for public-key
cryptography developed by R.
Rivest, A. Shamir, and L. Adleman.

RS-232C. A standard that defines
the specific physical, electronic, and
functional characteristics of an inter-
face line that uses a 25-pin con-
nector to connect a workstation to a
communication device.
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RSA algorithm .
Rivest-Shamir-Adleman encryption
algorithm.

S

security . For computers, the pro-
tection of data, system operations,
and devices from accidental or inten-
tional ruin, damage, or exposure.

U

utility program A computer
program in general support of com-
puter processes. (T)

Numerics

4758. IBM 4758 PCI Cryptographic
Coprocessor.
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B

battery
disposal 3-4
replacement 3-2
tray 3-2, 3-3
battery-powered protected
memory 1-2, 3-1

C

caution notices, coprocessor 2-1,
3-2
CCA cryptographic coprocessor
support program  1-3
certified device key,
coprocessor 1-2
contents
battery-replacement kit 3-2
coprocessor package 1-1
coprocessor
See PCI cryptographic
coprocessor

D

device key, certified 1-2
dimensions, coprocessor 1-3

E

electrostatic discharge (ESD) 2-2,
3-2

H

handling considerations,
coprocessor 1-2
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hardware requirements,
coprocessor 1-3
humidity
See operating environment

installing coprocessor 2-1

J

jumper settings 2-3

K

kit contents, battery
replacement 3-2

M

memory
See battery-powered protected
memory
module, tamper-resistant  1-1

O

operating environment
humidity 1-3
power 1-3
temperature 1-3

P

package contents 1-1

PCI cryptographic coprocessor
caution notices 2-1, 3-2
device key, certified 1-2
dimensions 1-3
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PCI cryptographic coprocessor (con-
tinued)
handling considerations 1-2
hardware requirements 1-3
installation 2-1
introduction to  1-1
package contents 1-1
power and environment 1-3
process objects 1-1
shipping 1-2
software 1-3
specifications 1-3
storage 1-2
support program  1-3
tamper sensors 1-2
temperature 1-2, 1-3
warranty
See warranty, coprocessor
power-on self-test (POST) 2-3, 3-4
power, coprocessor
See also operating environment
active mode 1-3
dissipation, typical 1-3
energy-saving mode 1-3
voltage 1-3
process objects, coprocessor
bulk data 1-1
certificates 1-1
cryptographic keys 1-1
protected memory
See battery-powered protected
memory

R

replacing batteries 3-2

S

shipping, coprocessor 1-2
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software, coprocessor 1-3
specifications, coprocessor
hardware 1-3
physical dimensions 1-3
power and environment 1-3
software 1-3
storage, coprocessor 1-2
support program, CCA cryptographic
coprocessor 1-3

T

tamper sensors, coprocessor 1-2
tamper-resistant module 1-1
temperature, coprocessor

See also operating environment

operating 1-3

shipping 1-2

storage 1-2, 1-3

W

warranty, coprocessor
corporate A-5
extent A-7
limitations A-8
service A-6
statement A-4
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