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1. Introduction

NOD32, v2, the fourth generation of Eset's award winning antivirus system has been
released on June 6, 2003.

This Installation Guide describes how to install NOD32 v2.

Brand new installation and installation on a system already using version 1 are described.
Finally, upgrade of a network installation using the copy of the updates files (also referred to
as ‘mirror* is discussed).

Many significant changes and improvements were implemented in v2 as presented in the
following list.

New features:

- Improved GUI

- Centralized module management from within the Control Center

- New advanced heuristics used in mail scanners (IMON, EMON) capable of detecting
even the unknown viruses, trojans and worms (NOD32 was the first to have detected
the fast-spreading Win32/Bugbear.B using the extended heuristics)

- Mail scanners (IMON, EMON) work fully automatically with no need of manual
configuration

- Mail scanners now supports archive scanning

- Supports update through HTTP protocol

- Scheduler/Planner

- Log Management

- Supports Terminal Services and XP Fast User switching

- Ready to support Remote Administration using the Management Console



2. Installing NOD32 v2

2.1 Brand new installation

Save and close all documents and close all running applications before installation. Make
sure there are at least 30MB of free disk space on the disk where you plan to install NOD32.

Note: If any other Antivirus program is running on the computer, it is strongly recommended
to uninstall it to prevent serious conflicts.

If you are installing from CD-ROM, run SETUP.EXE, located in the root directory.

To install from the Internet, you will either need to download the trial version or a commercial
version. To download the commercial version (and to receive all the updates and upgrades
of the program) you will need to get a Username and Password from the vendor. These can
be received after purchase of the NOD32 Antivirus System. It can be purchased at:
http://www.nod32.com/purchase/purchase.htm

Download the proper version of NOD32 system from the vendor website:

http://www.nod32.com/download/download.htm

NOTE: The administrator version is intended for creating a mirror updates for more
computers in the network and requires a special username/ password. If NOD32 should run

just on one computer and no mirror is needed, please download the standard version.

double-click the NOD32 self-extracting archive downloaded from Eset's website.

i SNOD32ZNT

Extract ta Browse. ..

|E:'xF'rngram FileshESE T \Install

Click Cancel to guit zetup and close all Y
running applications.

W RMIMG: This program is protected by copyright
law and intermational treaties. Unauthorized
reproduction or distribution of thiz program or

ary of itz parts may rezult in severe civil and
criminal penalties.

MOD, MOD32, AMOM, ESET are registered
trademarks of Eset v

Estract | Cancel

In either case, you will be prompted to specify the installation directory. Keeping the
suggested directory is recommended. The installation file will run automatically after it has
been unpacked (by clicking on Extract). The installation procedure continues in the following
section.



2.1.1. NOD32 Installation modes

After extracting the file downloaded from the web the following window offers various
installation modes:

Setup Wizard |E|

Welcome to the MOD32 Setup Program

Click Mext to uze default [recommended] installation or select
an altkernative option.

|ngtallation

* Typical [Recommended for most usersk

7 Advanced [Partially customized installation)

" Expert [Fully customized installation)

| Mest » | Cancel

Select the installation mode. Most of the features can also be modified after completion of
the installation process. Click Next after selecting the installation mode.

As written in the above screenshot, the Typical installation mode is recommended for most
users. It is described in the following section

The Advanced and Expert installation modes offer a more detailed installation and are
described in the next section.

The following table shows what can be configured in the particular installation modes:

Option Typical AdvancedExpert
NOD 32 destination folder X

Silent Mode, password protect settings X
GUI type, Splash screen

Send warnings by email or messenger
Update-server, username and Password
Internet connection and proxy settings

X X

Auto-update configuration

Launch resident protection on startup X
Place icon on desktop

Enable Explorer context-menu scanning

Enable IMON and EMON, modification of infected

mail, and appending notices to email

X XXX X XXX XXX

X XXX X X X
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NOTE: Most of these settings (and many others) can be (re—)configured after NOD32 is
installed, no matter which installation type is chosen. Exceptions are: “Enable Explorer
context-menu scanning” and “Place icon on desktop”.

2.1.1.1 The Typical Installation mode

It is recommended for the vast majority of the users. The following window appears as first
after selecting the Typical (and any other) installation mode:

End-user, Software License Agreement

SOFTWARE LICENSE AGREEMEMNT ~

THIS AGREEMEMT [the "Agreement'’] iz hereby entered into between
ESET, LLC, [the "Lizenzor'] and the party executing this Agreement
["vou'"] on the follmwing termz and conditions:

1. Licenzed Program. This iz a License Agreement between ou and
Licensor with rezpect to MOD 32 Antivirus System [the "Licenszed
Program''] which includes the accompanying Documentation and any
fives, releazes, upgrades, virus signature updates, new versions or
enhancements that may subsequently be iszued to rou.

2. Certain Preliminary Uzes. The Licensed Pragram iz distributed bo vou
by electronic download or on selfnstalling media. vou will need to install
the Licensed Program on properly configured and compatible cornputer
equiprent according to the Documentation. r'ou will alzo need to enzure
that no other sofbware or equipment having an adverze impact on the
Licenzed Program iz prezent.

Print " | accept i+ | decline
¢ Back | Cancel

b

Please read through the End-User Software License Agreement and click the desired
option. Click Next.



X

Setup of Automatic Update

Automatic Internet update of NOD32 sustem will anly work, if valid U sernanme
and Pasgword are entered in the fields below. Username and Password iz
azzigned by the wendor or distributor.

Server
| v, nod 32, com j

|lzernarme: Pazzword:

HRRRREERH

|LI$E-'[I"IEI'I'IE-‘

To enter Uzermame and Password parameters later [not recormmended),
zelect the checkbox below.

[ Set update parameters later

< Back | Mest » | Cancel

The window above lists the factory default update server. We recommended using the
default server unless there is a good reason change it. Enter the username and password
provided by the vendor or distributor into the fields provided for this purpose.

Important note: A valid username and password is required to receive Internet updates and
upgrades. The username and password can also be entered or modified after installation in
the Update section of the Control Center.

Internet Connection |Z|

Select options corezponding ta the twpe af your [Internet connection. [F pou
uze a proxy zerver and do not know the connection ugername and pazsword,
contact pour spstem adminiztrator or provider,

[ 1 uze dialup [modem) Intemet connectioré

Prosy server

o | don't know whether prosy server iz uzed. | want to use the same
zettings as thoze uzed by Internet Explorer

{7 | don't use prowy server

| use proxy server

¢ Back | Mest » | Cancel

Specify your Internet connection details in this window. If unsure about proxy server
details, leave the default selection. If your Internet Explorer works properly, the default
selection should be the correct option.




Resident antivirus protection |z|

HOD32 Antivirus System includes the on-access: [resident] antivirus scanner
AOMN which automatically scans all files before they are executed, opened,
copied and renamed. |t alzo checks dizkettes to prevent wirus from infecting
wour hard drive.

To activate AMOM at startup [recommended], select the below checkbox.
MOTE: Read the Waming meszage prior to selecting thiz checkbos!

[+ ez, | want to launch resident protection automatically

Warning: Concurrent uze of bwo on-access antivirus modules could result in
zenous systemn problems. Before zelecting the above checkbox, make sure no
alternative on-access antivirus madules are enabled on this computer

¢ Back | Mewxt » | Cancel |

Resident protection. It is vitally important to use the resident (on-access) antiviral module -
AMON. AMON should be launched automatically at system startup. Make sure no other
antiviral resident modules are installed on your computer to avoid compatibility problems.
Special caution is recommended on Windows NT systems.

Selection of setup parameters completed |z

Selection of setup parameters has been completed.

To change the values of selected parameters, click Back.
To complete installation, click Mest.

¢ Back Cancel

Click Next to complete installation of the NOD32 Antivirus System.



Installation complete [E

|nztallation of the MOD32 Antiviruz System completed successtully,

To finigh installation and restart the computer click the Finizh button
[recammended] or choose to restart later.

Restart request

Resztart is required far changes to take effect.

* Restart now " Restart later

| Finizh |

Select Restart now and Finish to restart your computer and activate the antiviral protection.
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2.1.1.2 The Advanced and Expert installation modes

The Advanced and Expert installation modes offer a more specific installation. In this section
are described just the setup windows that are included in the Advanced and Expert
installation modes, but are not included in the Typical mode. The order of the setup windows
can be viewed in the Table included in the “NOD32 Installation modes” section. The following
window appears after accepting the license agreement in the Advanced and Expert modes:

Selection of the destination folder

Select HOD32 destination folder.

Click Mext to confirm the default folder [recommended) or Browsze to chooze
another destinatian.

Deztination folder

‘E:'xF'ru:ugram FilezhE zeth

Browse. ..

¢ Back | Meut » | Cancel |

Click Next to install NOD32 to its target directory (recommended the default), or change it.
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General Setup |z|

W ezzages/notifications not requinng uzer intervention will not be displayed
in ilent mode. Important meszages will be sent to adminiztrator if this option
iz activated.

[ Activate Silent mode

Protection of Setup parameters

[ | want o pratect zettings by passward

< Back | Mest » | Cancel

Activate Silent mode — Selection of this check box will minimize communication between
the NOD32 system and the user. Only NOD32's dialog windows requiring client input will be
displayed. If the option to send event messages is turned on, messages will be sent to the
administrator or selected user(s). Virus warning messages will, however, be displayed even
when silent mode is on.

Protection of Setup parameters — If you wish to protect selected settings, check the second
check box. To avoid mistakes when entering the password, it is entered twice.

NOTE: Values of both these parameters can be modified after installation via the NOD32
Control Center, in the General tab of the NOD32 System Setup window.



Program graphics and splash screen options

The program supports bwo graphics modes of window appearances.
Selected option triggers Ezet's customized version.

To dizable display of HOD32 splazh zoreen at system startup,
zelect the appropriate checkbox.

[v Use default graphical user interface

[~ Do not dizplay HOD32 splash screen at startup

¢ Back | Mewxt » | Cancel

Use default graphical user interface — Selection of this check box will allow for a
customized program interface. If this check box is not selected, the standard Microsoft
Windows® interface will be used instead.

Do not display NOD32 splash screen at startup — Select this check box to disable display
of the NOD32 splash screen at startup.

NOTE: This window is only available in Expert installation mode. Both of these parameters
can be modified after installation via the Control Center, in the NOD32 System Setup
section.
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Warning sending

MOD32 warning messages [e.g. virus detection and/or errors] can be zent to
a zpecified recipient by email and/or Windows Meszenger system. To select
desired option, click the appropriate checkboxes) below,

[ Send warnings by email

[ Send warnings via Windows Messenger spstem

¢ Back | Mest » | Cancel

Send warnings by e-mail — All notifications and warnings will be sent to the e-mail
addresses entered in the following fields (see below).

Send warnings via Windows Messenger system — All notifications and warnings will be
sent to recipients via the local network - Windows® Messenger system.

NOTE: This window and the following one are only available in Expert installation mode.
Both of these parameters can be modified after installation via the Control Center, in the
NOD32 System Setup section.
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Warning sending

SMTP
SMTP zerver

|www.u:|n:umain.u:u:um

Sender address:

|sewer@dumain.cum

Fecipients of virs warnings:

|admin@dnmain.u:u:um;admin2@du:umain.c:u:um

Fecipients of other event notifications:

|admin2@dumain.cum

 ezzenger
Send Windows Meszenger meszages to the following computers:

PC1

¢ Back | Mest » | Cancel

This window allows further configuration of communication between NOD32 and the user.

SMTP server — Email server to be used to send the warning/notification email
messages.

Sender address — Enter the address that will appear as the sender address.

Virus warning addressee — Enter the email addresses of recipients who will receive
virus warning messages, separated by semi-colons (;).

Addressee of other notification messages — Enter the email addresses of
recipients who will receive notification messages (e.g. update information), separated
by semi-colons (;).

Messenger — Enter the names of the network computers that will receive the
messages from NOD32 system. (NOTE: Enter the names without backslashes (\\);
you may enter several computers separated by spaces.)



Automatic update

MOD 32 zupportz scheduling of important tazks, such as automatic updates.
Selected checkbox will provide automatic updates. To schedule a new
tazk, uze the Scheduler available in Cantral Center after the installation.

[v Perform regular automatic updates

Type of Update

Wirug signatuters: automatic
Change
Program modules: offer

¢ Back | Mewxt » | Cancel

In this installation step, you may configure the automatic Internet update settings of the
NOD32 system. All scheduled tasks can be configured after the installation using the
Scheduler module.

On-Demand Scanner integration

On-Demand scanner iz executed to scan selected disks, directories, and/or
files.

Execution of the on-demand scanner iz performed by clicking MOD 32 icon
lozated on computer dezktop or pogitioning the mouse cursar over the
deszired object and zelecting NOD 32 Antiviruz Spztern in the context menu
triggered by the right button of the mouse.

v Place the NOD32 icon on desktop
To integrate execution of the on-demand antivirus scanner inta the mouse

context menu [recommended) leave the default selection of the checkbox
below,

[v Enable on-demand scanner using mouse

¢ Back | Mext > | Cancel

Place the NOD32 icon on desktop — selection of this check box will place the NOD32 on-
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demand scanner icon on your computer desktop to allow easy execution. Execution of the
NOD32 on-demand scanner can also be performed via NOD32 Control Center.

Enable on-demand scanner using mouse — selection of this check box will integrate the
NOD32 on-demand scanner into the content menu of Windows® Explorer. To scan using this
feature, right-click the file or folder and select NOD32 Antivirus System from the context
menu.

Internet Monitor fz|

Internet MOMitar [IMOM] pravides antivirug zcanning of all incoming emails.

[+ Inztall Internet monitor [[MOMNE

[MOM haz been tested for all common email clients. [F problems are
encountered in cazes of rare email clents, IMOM module can be
dizabled after installation in itz setup window available in the main
tab af the Control Center.

[v Enable modifying infected emails

Append MOD32 notification to scanned emails
" no naotification
" infected emails only

+  all emailz

¢ Back | Mext > | Cancel

The IMON (Internet MONitor) a Winsock based module protects you from viruses entering
your computer from the Internet and by email.
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NOD32 For Exchange /Dutlook ; E x|

MOD32 for Exchange/0utlook. provides e-mail zcanning on a client
workstation by means of MAP! interface. Woarks in the Microzoft Exchange
or Microgoft Outlook ervironment.

Wwiarning! Microsoft Outlook, must be ingtalled in the corparate mode.

v Install EMON ta the default profile

MOD32 for Exchange/Outlook, provides wiruz warning by appending a tesxt
into mail body. If you do not want HOD32 to append the text [e.g. due to
digital signing or if you are encountering problems], you can dizable it for
particular meszage types.

W &ppend test to clean e-mails

v &ppend text to infected e-mails

¢ Back

Cancel |

The EMON module scans email for MAPI-compatible clients, such as Microsoft Outlook®
(just Microsoft Outlook in the Corporate mode — not Outlook 2002 (XP)) and Exchange.

Important note: If there is no MAPI compatible e-mail client on the computer installed,
EMON will be not installed too.

After these windows just two more windows are displayed in the Advanced and Expert
installation modes (they are displayed in the “Typical installation mode “ section:

- the confirmation of the successfully performed installation
- the restart request

The NOD32 Antivirus system is activated after the restart of the computer.
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2.2 Reinstallation of NOD32 version 2 (v2) over the previous version (v1)

The procedure is described at:

http://www.nod32.com/support/ans/v1tov2

3. Technical support

The ESET Company provides technical support for its customers. If you need our advice,
have any question, or comment, please contact us at:

http://www.nod32.com/support/support.htm



