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Limited warranty

Norman guarantees that the enclosed diskette/CD-ROM and
documentation do not have production flaws. If you report a flaw
within 30 days of purchase, Norman will replace the defective
diskette/CD-ROM and/or documentation at no charge. Proof of
purchase must be enclosed with any claim.

Thiswarranty is limited to replacement of the product. Norman is not
liable for any other form of loss or damage arising from use of the
software or documentation or from errors or deficiencies therein,
including but not limited to loss of earnings.

With regard to defects or flaws in the diskette/CD-ROM or
documentation, or this licensing agreement, this warranty supersedes
any other warranties, expressed or implied, including but not limited
to theimplied warranties of merchantability and fitness for a particul ar
purpose.

In particular, and without the limitations imposed by the licensing
agreement with regard to any special use or purpose, Norman will in
no event be liable for loss of profits or other commercid damage
including but not limited to incidental or consequentia damages.

Thiswarranty expires 30 days after purchase.

Theinformation in this document as well as the functionality of the
software is subject to change without notice. The software may be
used in accordance with the terms of the license agreement. The
purchaser may make one copy of the software for backup purposes.
No part of this documentation may be reproduced or transmitted in
any form or by any means, electronic or mechanical, including
photocopying, recording or information storage and retrieval systems,
for any purpose other than the purchaser’s personal use, without the
explicit written permission of Norman.

The Norman logo is aregistered trademark of Norman ASA.

Names of products mentioned in this documentation are either
trademarks or registered trademarks of their respective owners. They
are mentioned for identification purposes only.

NV C documentation and software are
Copyright © 1999 Norman ASA.

All rights reserved.
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Conventions

We use the following conventions throughout this manual:

When we give examples of what you should type in order
to use a particular program, the exampleslook like this:

format a: /s /u [Enter]
We designate certain keys by surrounding the keyname
with"[" and "]", asin:

[Ctrl]

When we describe a series of menu choices for you to
choose, we will use the following:

Start|Run

This meansthat you should click on "Start” and from there
click on the "Run" menu item.

Hints and important notes appear in boxes like the one
below:

Note: Hereis a hint about how to use NVC95...

Individual words or phrases that we intend to stressarein
bold:

Thisvirusis very dangerous and will...

System Requirements

Norman Virus Control for Windows 95 can run on any
machine that runs any national language version of
Windows 95 or Windows 98.
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About This Version

The Scanning Engine

Live Update of NVC

The scanning engine has yet again undergone substantial
changes. The most prominent improvement is boot sector
cleaning. In previous versions, we used the DOS-based
program NVCLEAN for removal of boot sector viruses. As
of this version, the scanning engine itself can repair
infected boot sectors. NVCLEAN is removed altogether.

Removing boot sector virusesis not riskier than removing a
binary file virus, for example. However, if things go wrong,
adamaged boot sector is a serious situation. For this reason

we do not allow automatic repair of boot sector viruses.
Whenever you order NV C to remove a boot sector virus,

you will be prompted for backing up your current boot

sector. We’'ll spare you the details until the situation occurs,
and guide you from there.

Other changes to the scanning engine are:
» Support for Excel Formula viruses
» Extended detection of polymorphic macro viruses

Updates to the scanning engine (definition files, DLL/VXD)
are still available from our web sites. In addition, we
introduce a polling program, Norman Internet Update, that
automatically will check for updated files on Norman
servers. This program requires that you're connected to the
Internet, and it's available for Windows 9x and Windows
NT.

Please refer to “Updating NVC” on page 127 for more
information about this feature.

Copyright © 1999 Norman
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General

As always, there are a number of bug fixes and minor
changes to the program. Please refer to the readme text file
for an overview.

Copyright © 1999 Norman



Norman Virus Control for
Windows 95

Microsoft Windows™ is afamiliar sight on desktops
around the world. The newest addition to Microsoft’s
operating systems is Windows 98. Although Windows
served as the basis for the design of Windows 95/98 (from
now on referred to as Windows 9x), Windows 9x has
many more features. In addition, it is an operating system,
whereas a Windows installation depended upon the
presence of DOS. The main difference between the two,
from an anti-virus product’s perspective isthat Windows 9x
has full 32 bit memory addressing and is a multi-threaded,
preemptive multi-tasking operating system.

A thread is a sub-unit of aprocess (application), and
Windows 9x can use CPU cycles more efficiently to service
threads.

Multi-tasking is the ability to execute applications
simultaneoudly. In Windows 3.1 and Windows 3.11, multi-
tasking is cooperative, meaning that one application can

use the CPU at the cost of another application. Preemptive
multi-tasking — found in Windows 9x — is a process by
which 9x takes control of the CPU allotment and preempts
applications. The result is a smoother running system and
the ability to run simultaneous applications without
worrying about their toll on the system.

In addition, Windows 9x is a more stable environment.
Unlike Windows 3.1 and Windows 3.11, if one Windows
application crashes in Windows 9x, it is not likely to bring
the entire Windows 9x system down. In Windows 9x, all 32
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bit applications are protected from the behavior of other
applications. However, when running 16 bit Windows
applications in Windows 9x, one 16 bit application’s crash
can bring down any other 16 bit application.

Other Windows 9x features worth noting from an anti-virus
product’s perspective are its backwards compatibility with
DOS and Windows 16 bit applications and its support for
8+3 filenames and long filenames.

Even though Windows 9x can support 16 bit Windows
applications, the advantages of a 32 bit operating system
call for 32 bit applicationsto bewritten. Therefore, Norman
has developed Norman Virus Control for Windows 9x
(NVC95).

NV C95 isatrue 32 hit application which was specifically
designed to run under Windows 9x.

Functions in NVC for Windows 95

NV C95.EXE and its supporting programs will be installed
into the C:ANORMAN\ directory, and \WIN95, \DOS, and
\NSE subdirectories by default, and itsicons appears in the
Norman program group. During the installation process,
however, you will be given the opportunity to specify an
installation directory of your own choice.

NV C for Windows 95 is comprised of several functions:
* Windows scanner

A true Windows 9x virus scanner that takes
advantage of the Windows 9x 32 bit environment.

The scanner detects all viruses contained in
NVCBIN.DEF and NVCMACRO.DEF (our virus
definitions files), and can be configured to remove
viruses automatically.

You can also use the Windows scanner to perform
on-demand and scheduled scans.

Copyright © 1999 Norman
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You may even create your own icons which run
NV C95 with certain command line parameters.

Right-click scanner for on-demand scanning.
Command Line Scanner

The command line scanner is not dependent on any
other modules. It can send virus alert information to
FireBreak through IPX communications, SNMP
traps (except for the Windows 3.1x version), and it
can be run from batch files. For more details, see
"Norman programs and IPX communications" in the
Administrator s Guide.

Cat’s Claw
Cat's Claw is an on-access (real-time) scanner.

Cat's Claw will scan for viruses in files and boot
sectors. Whenever possible, an infected file is
repaired before the file is handed over to the
application.

If repair is not possible, you will receive a message
and access to the infected file is blocked.

Smart Behavior Blocker

Resident, smart behavior blockifgdevice driver.
Monitors activity and intercepts virus-like behavior.
Protects against known and unknown file viruses.
Detects known and unknown boot viruses on hard
drives and diskettes. Also removes known and
unknown boot viruses from diskettes.

This is the cornerstone of NVC's anti-virus
protection.

Does not identify viruses by name. Use one of
Norman's scanners for identification.

Scheduler

Copyright © 1999 Norman
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If you wish to schedule automatic scans for specific
dates and times, use the scheduler function. You
may configure scans to run once, hourly, daily,
weekly, or monthly. You may even configure
several "styles' to run daily.

* A Book on Viruses in Windows help file format
» Help file for NVC for Windows 95

* Virus Library

» Display function

* Norman Internet Update

Note: If you have used NVCW.EXE, Norman's anti-virus
scanner for Windows 3.1x, then you will notice the absence
here of a supporting file called NVC.INI. NVC.INI

contains all of NVCW's configurations, but this is not
necessary in Windows 9x because NVC95's configurations
are stored in the Configuration Registry.

Copyright © 1999 Norman



Installing NVC for
Windows 95

What’s Right for You?

The default installation of NV C for Windows 95 consists of

a scanner, a scheduler, a real-time scanner (Cat’s Claw),
and the Smart Behavior Blocker. Together, these functions
provide a satisfactory level of protection.

In addition, you can optionally install Canary for generic
virus detection.

Before Installing

1. Many anti-virus products are incompatible. Therefore,
if you have a version of an anti-virus product other than
Norman’s installed, you should uninstall this before
installing NVC.

2. If you abort the setup program during the installation,
the files already copied to your hard drive will not be
automatically removed.

IMPORTANT:

You shouldalways disable The Smart Behavior Blocker
(SBB) before you install new software applications.
Installing new software frequently involves making

changes to memory, files, and boot sector monitored by the
SBB. The SBB can mistake attempts to write to these areas
for virus-like behavior, and therefore intercepts the
installation.

Remember to reload the Smart Behavior Blocker when the
software installation is complete.
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Step by Step

Note: If you receive your NVC version on CD-ROM, then
follow the installation procedure in the CD booklet.

1. Closeal Windows applications. From Program
Manager you choose Start|Run. On the command line,

type:

a:setup

2. Norman Virus Control will start to install.

w

Follow the instructions on the screen.

4. Thedefaultinstallation is Typical. Thischoice provides
the basic level of protection and is sufficient for most
users. The following modules are included in the
Typical installation:

Norman Virus Control (NVC), which includes the
following functions:

- Windows scanner

- 32 bit command line scanner

- scheduler

Norman’s Smart Behavior Blocker

Help Files for NVC

Cat’s Claw

Right-click scanner

Norman Internet Update (See number 6 below.)

If you want to customize your installation, you can choose
from additional modules in the display “Select
Components”. Check the [Qustom radio button.

Please refer to the section “Functions in NVC for Windows
95” on page 5 for an explanation of the functionality.

Currently installed components of Norman Virus Control
will be updated. If no previous version of NVC is found on
your system, the radio button [pdate is grayed out.

Copyright © 1999 Norman
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5.

If you selected [ ] Typical installation, you can choose
directory for the NVC files from the display “Choose
Destination Location”. Click on thBrowse button and
choose directory for installation.

When you install Norman Internet Update (NIU) you
will be presented with the option of adding it to the
Startup group. If you choose Yes (default), NIU
automatically checks for upgraded definition files on
Norman servers 5 minutes after you have started the
PC. See “Norman Internet Update” on page 127.
Before the display "Setup Complete" appears, the
Smart Behavior Blocker is loaded into memory. By
default it is also placed in the StartUp folder to ensure
that it is always active.

When the Smart Behavior Blocker is active, you will
see this icon in the notification area:

e

Click once with the right mouse button, and you will
see:

From here, you can configure

Configure i

Start Morman Wirug Contral the Smart Behavior BIOCker,
Unload start the anti-virus scanner for
Close Menu Windows 95, or unload the

Smart Behavior Blocker.
Norman Virus Control is now installed on your PC. If
you want to check possible late changes implemented
shortly before the release of this program, then check
the [ ] Read Me File radio button. You can also launch
NVC right away by checking the other available
option.

Copyright © 1999 Norman
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Prevention

Norman believes that preventing virusinfectionsis of

utmost importance. As aresult, two of the major

components in NV C for Windows 95 are:

1. A smart behavior blocker which preventsinfections
from known and unknown boot and file viruses.

2. Cat’s Claw which checks files for viruses before the file
is handed over to the application.

Viruses in Windows 9x

File Viruses

Before discussing the concept of behavior blocking there
are a few characteristics about viruses in Windows 9x that
should be pointed out. For most of the computer virus’s
lifetime, we have only had to deal with them in the DOS/
Windows environment. As a result, for most of us, our
experiences with and assumptions about viruses are biased
towards DOS/Windows. In Windows 9x, however, we must
revise our thinking somewhat. First let us look at the
different types of viruses and how they behave in Windows
9x. Then we will discuss how Norman handles these
viruses.

There are several different types of file viruses, but the ones
that are the most critical to consider are memory resident,
direct action, and macro viruses.

Memory Resident

In DOS, a memory resident file virus infects by going into
memory, staying there and then infecting other programs.

Copyright © 1999 Norman



Thisis an effective method of propagating because a
resident program can see all actions on the PC and hasa
large amount of control over the PC. Therefore, memory
protection is extremely important in DOS.

In Windows 9x, however, there are two issues to consider
with respect to memory resident viruses.

When you start Windows 9x, DOS version 7 is loaded first
into memory. The DOS portion is the first megabyte of the
physical memory. Then Windows 9x and the different
applications are loaded into memory.

When Windows 9x is running and you start avirtual DOS
session, this session inherits al the properties of the initial
start-up session.

In other words, if you started Windows 9x with a resident
virusin DOS memory, this virus will be present in all
virtual DOS sessions you run afterwards.

However, if Windows 9x started from a clean machine (no
virusin DOS memory), then avirus that goesresident in a
virtual DOS session Will not infect the original DOS
memory. In this case, aresident viruswill be removed from
memory when you close the virtual DOS session.

As aresult, pre-checking of the DOS memory areais of
utmost importance. Not only will a possible infection
appear in al virtual DOS sessions, but avirusin DOS
memory may also affect Windows 9x and cause
unpredictabl e repercussions.

Because of the nature of these virtual DOS sessionsin
Windows 9x, it is no longer necessary to prevent a DOS
virus from going resident. That is, in Windows 9x we have
virtual DOS sessions which have memory areas that are
unique to that particular program. If a DOS virus goes
resident when you run a program from a DOS window, you
can remove the virus from memory by closing the DOS
box. (Thisisone of the features of Windows 9x that anti-
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virus vendors appreciate). When you open anew DOS box
you start adifferent virtual DOS session withitsown 1 MB
region of RAM, even though it does not look like it to the
user. In other words, memory resident DOS viruses cannot
infect across DOS boxes.

Therefore, if aDOS program ssimply goes resident, that
actionin itself should not be dangerous in Windows 9x.
The focus should rather be on the damage that memory
resident file viruses may perform.

Direct Action

Direct action viruses perform their destructive actions
(including continuing to infect other programs)
immediately upon running an infected program. In
Windows 9x you should be looking for a solution that
prevents such actions from taking place.

Macro Viruses

By their nature, macro viruses do not in general change
program files, but they may contain code that destroy either
programs or the boot area. Therefore, you need a program
like Cat’s Claw to detect the destruction before it occurs.

The present version of the scanner and Cat’s Claw detect
and remove file viruses known to NVC.

Boot Viruses

There are two kinds of boot virus detection:
1. On a diskette

Detecting boot viruses on diskettes is very important
because diskettes are the method that boot viruses use
to propagate.

2. On a hard disk

Your anti-virus solution should stop any destructive

Copyright © 1999 Norman
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action of aboot virus on a hard disk. In addition, after
the Windows 9x interface has started, a boot virus
resident in aDOS session (but not in the physical DOS
memory) is removed from memory by Windows 9x
when you close the DOS session.

Other Effects of Viruses in Windows 9x

Viruses are like any other software and can contain bugs.
Asaresult, it is possible for them to crash Windows 9x.

Behavior Blocking Concepts

Behavior blocking isarelatively new technigue in the fight
against viruses. One of the reasons Norman uses behavior
blocking isthat it protects users by warning when an
infection is attempted and not simply alerting after an
infection has occurred.

Behavior blocking is technically defined as the process of
dynamic code analysis. The sequence of actionsin a
program are monitored to determine if the actions are
consistent with the behavior of viruses. The technique used
by one behavior blocker may differ from the one used by
another, but the underlying principle will be the same: a
sequence of code execution will be monitored until it is
determined that the sequence is safe or is harmful. If
harmful, the code will not be permitted to actually execute
and the user will be notified.

Note: Do not confuse behavior blocking with resident
scanning. Behavior blocking does not rely on virus scan
strings, whereas resident scanning does.

Norman’s behavior blocker is"smart" in terms of using
statistical analysisto determine the probabilities that
particular behavior sequences are those of avirus rather
than those of auser. If this statistical analysis were not
done, then a behavior blocker might simply halt any action

Copyright © 1999 Norman
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that writesto a.COM file. The problem with thisisthat the
action might be valid. On the other hand, a smplified view
of Norman’s smart behavior blocker reasons as follows:

Action Analysis
A process opensa.COM | Nothing suspicious so far.
file

The process readsto the | Becoming suspicious.
end of the file and then
addsto the end, increasing
itssize.

The process returns to the| Definitely something wrong.
beginning of thefileand | Virus-like activity that must
patches the code to point | be halted, reversed, and

to the segment that was reported.

appended to thefile.

Another advantage of behavior blocking isitslong life.
Norman’'s Smart Behavior Blocker uses advanced
algorithms so that it need not be updated with the same
frequency as with scan string virus scanners. That is,
because the smart behavior blocker monitors behavior
rather than looking for specific characteristics of each
virus, it does not warrant upgrades each time anew virusis
written and released.

Norman's Smart Behavior Blocker

As discussed above, the Smart Behavior Blocker does not
scan for specific virus patternsin files being run or in
system areas. | nstead, the Smart Behavior Blocker monitors
all activitiesin the system and is able to recognize al
program behavior that represents typical virus techniques.
In this way, the Smart Behavior Blocker detects both
known and unknown viruses and prevents viruses from
infecting.

Copyright © 1999 Norman
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To date, our behavior blocking technology has been
implemented in Smart Behavior Blocker asa DOS device
driver. Itisnot possibleto run this SY Sfile in Windows 9x,
and it's not feasible to incorporate behavior blocking into
an EXE or aDLL because they have limited access to the
operating system. Therefore, we have built our

Windows 9x Smart Behavior asaVxD.

A VxD isa "virtual x driver", where x stands for any
device driver. VxDs were made available originally
because many applications had to access the same piece of
hardware. Therefore, drivers had to be made that |ooked
like (virtualized) the hardware to each application. This
allowed all the applications to access the hardware in an
organized way.

These days, a VxD ismore than this. It is more of agenera
purpose way of doing things in the operating system that
you are not allowed to do in anormal application. In other
words, the VxD has full rights to the operating system. In
Windows 3.x in enhanced mode, VxDs also exist, but they
are loaded when you load the operating system [ they
cannot be loaded dynamically. However, in Windows 9,
you can load VxDs dynamically.

In the section called “Viruses in Windows 9x” on page 11,
we described how certain types of viruses behave in
Windows 9x. Now let us look at how Norman’s Smart
Behavior Blocker for Windows 95 reacts to these viruses.

Reaction to File Viruses

Memory Resident

As described above, it is not as important in Windows 9x
for us to stop a DOS virus when it goes resident.

Therefore, Norman’s Smart Behavior Blocker will see the
DOS virus going resident, but it won't alarm at this point.
Instead, it will wait until the DOS virus attempts to perform
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Boot Viruses

adestructive action (including attempting to infect) and
then warn the user.

Note: Because of the nature of Windows 9x, the Smart
Behavior Blocker does not remove DOS viruses from
memory. To do so, simply close the DOS session.

Direct Action

Norman’s Smart Behavior Blocker will detect these viruses
as soon as they attempt to perform a destructive action. At
this point, the Smart Behavior Blocker can prevent the
action from occurring.

Note: However, the Smart Behavior Blocker will not
remove the virus from the original infected program.

Macro Viruses

If the macro virus has a destructive payload (i.e., to modify
files or the boot area), then Norman’s Smart Behavior
Blocker will see the action and attempt to prevent it.

Again, the Smart Behavior Blocker will not remove the
virus from the original infected program.

The Smart Behavior Blocker will detect and optionally
remove boot viruses on diskettes. When the Smart
Behavior Blocker is active and you access a diskette, the
Smart Behavior Blocker looks at the boot sector of the
diskette. If a boot virus is found and you choose to remove
the virus, a generic cleaning routine replaces the infected
boot sector with a new, special boot sector.

The special boot sector disallows booting from the diskette
on which it resides. In other words, if a diskette with the
special boot sector is placed in A: and the machine is
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rebooted, the machine will boot from C: and not A:, even if
your CMOS setting specifies a boot sequence of A: and
then C:.

Note: In order to detect the same boot virus on the same
diskette on consecutive tries, you must take the diskette out
of the drive after the first Smart Behavior Blocker warning.

If aboot virus hasinfected the hard drive, then it will go
resident each time you boot the PC. All Windows 9x DOS
sessions inherit the characteristics of the PC as it was when
the PC was booted. Therefore, on a Windows 9x PC with a
boot virus on the hard drive, the boot virus will become
active in memory when any DOS session starts. At this
point, the boot virus will attempt to infect any diskettes that
are accessed. However, Windows 9x itself will prevent
most boot viruses from infecting diskettes.

Because of the nature of virtual DOS sessions, the Smart
Behavior Blocker will not alarm on the boot virusin
memory. However, if the boot virus attempts to perform a
destructive action (excluding infecting diskettes), the Smart
Behavior Blocker will intercept the action.

In addition, the Smart Behavior Blocker stops writes to the
boot area (Master Boot Sector, System Boot Sector and
extended partition table) after the Windows 9x interface has
started. However, it will not remove boot viruses from hard
drives.

Note: A module within NV C for Windows 95 called
NVCPRE.EXE scans the PC’s memory before Windows 9x
begins. If a virus is found, it is an indication of a boot virus
on the hard drive, and the user will be warned.

Generic Identification

Because the Smart Behavior Blocker does not rely on
specific scan strings to detect viruses, the Smart Behavior
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Blocker does not provide the name of the viruswhen it
issues an alarm. Instead, the Smart Behavior Blocker points
you to the name of the infected program or tells you that a
boot virus is present. The message that it displays depends
on the type of virusthat it finds.

In the case of file viruses, the Smart Behavior Blocker
attempts to obtain the name of the infected program as well
asthe violating thread.

Aswith file viruses, the Smart Behavior Blocker does not
display the name of the boot virus but rather that a boot
virusis detected.

Note: To obtain the name of the virus, you must run
Norman’s anti-virus scanner for Windows 95.

Communication with Other Norman Programs

The Smart Behavior Blocker communicates over the
network to Norman Virus Control for NetWarevialPX and
SNMP messages.

Loading the Smart Behavior Blocker

The ingtallation procedure automatically places the Smart
Behavior Blocker (SBB) in the Startup group so that itis
loaded automatically when Windows 9x starts.

If your Startup group contains multiple programs, and you
wish to launch certain programs before the SBB, you can
delay the SBB by entering the following command:

NORMISA /DELAY:10

The SBB will then wait for the specified number of seconds
before it starts. SBB will wait for 5 seconds before it’s
loaded if you don’t specify a number with the /[DELAY
command.
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And if you don’t want to display the Norman logo every
time the SBB starts, enter:

NORMISA /NOLOGO

If you unload the Smart Behavior Blocker and then want to
reload it without restarting Windows 9x, simply run
NORMISA.EXE from the C:\ANORMAN\WIN95 directory.

When the Smart Behavior Blocker is active, you will see
this icon in the notification area:

‘e

Either double click with the left mouse button or click once
with the right mouse button, and you will see:

From here, you can configure :

the Smart Behavior Blocker, =~ Cenfigus

start the anti-virus scanner fo. -\ Heman Vi Cenlral
Windows 95, or unload the Hnload

Smart Behavior Blocker. Cloge Menu

If you want to delete the Smart
Behavior Blocker from your PC, use the Uninstall function
in Control Panel in Windows 9x.

Configuring the Smart Behavior Blocker

Choose Configure to display the following configuration
interface:
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#: Horman Smart Behavior Blocker for Windows 95 HE E

SENNEENEVIRREGCKER mm

A Configure |@ Files | +j Boot Secturl -+ Memuryl i Advancedl

When a virug iz found — Reportz

[” Enable interactive mode ¥ Log report to file

[¥ | Earce actionon intestion INEIF!MISA. LOG iew |

¥ Enable sound

¥ Dump Boot Sector b file

¥ Enable user include/exclude lists INUHWSADMP ety |

Feset |

Cancel | Apply | Beset 4l | Help | Urload

Choose from the buttons at the bottom of the screen:

OK will accept all configuration settings and close the
Configuration dialogs.

Cancel will cancel al configuration settings and close the
Configuration dialogs.

Apply will accept all configuration settings and keep the
Configuration dialogs open.

Reset all will reset al configuration settingsto their default
values and keep the Configuration dialogs open.

Help will display a short help file.

Unload will remove the Smart Behavior Blocker from
memory. To activate it again, you must run
NORMISA.EXE either manually or placeit in the Startup
group and then start Windows 9x again.
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The Configuration Interface

*: Horman Smart Behavior Blocker for Windows 95 HE E

SRS BENEVIERISIGERETE m

A Configure |@ Filesl ;) Boot Secturl . Memuryl i Advancedl

When a virug iz found — Reports

[ Enable interactive mode ¥ Log report to file

[¥ | Earce astion on intestion INDHMISA.LDG iew |

[ Enable sound

¥ Dump Eoct Sector to file

¥ Enable user include/exclude lists INDHWS-"’LDMP iew |

Feset |

Cancel | Apply | Beszet all | Help | Urload |

From the configuration screen you can access five different
tabbed dialog boxes and specify your basic configuration.
These fall into three categories:

1. what to do when avirusisfound

2. reporting

3. including/excluding files

When a Virus Is Found

[ ] Enable interactive mode

When you are running in interactive mode, you will be
notified and prompted for action whenever the Smart
Behavior Blocker detects virus-like activity. Normally, this
will consist of two choices.
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ISAMON. Norman's Smart Behavior Blocker
Copyright (c) 1996, Norman Data Defense Systems

warning: Floppy boot sector appears infected.
{Detected through statistical tests.)

Offender: Thread C1013E20 in YM0(1

Please press:
|A] to clean it and proceed
|B] to ignore and proceed at your own risk

Note: Using ¥xD message mode. Windows 95's GUI cannot be re-entered.

This warning pops up in “text mode” and not the interface
that you are accustomed to seeing. The reason for using text
mode here is that when an infecting process is stopped, we
need to notify the user, wait for a response, and perform the
desired action. The module in Windows 9x that handles this
function is not a multitasking function and can therefore
only handle one access at a time. You must therefore select
an action in order for Windows 9x to resume control.

If you choose to use interactive mode, you have the
additional option of turning on the setting

[ ] Force action on infection

Normally, the user has the option to ignore the virus
warning and continue with the task at hand without
preventing the virus action. However, with this option
turned on, the virus warning cannot be ignored.

See the section called “What to Do When the Smart
Behavior Blocker Warns” on page 36 for more information.

Note: In Automatic mode you will be notified if the Smart
Behavior Blocker detects virus-like activity, but you will
not be prompted for action. Instead, the Smart Behavior
Blocker handles the problem in the background.
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Thefollowing is an example of notification under
Automatic mode:

Vinug Warning from Norman Smart Behaviour Blocker

VIRUS WARNING!

Warning : Fleppy hoot sector appears infected.

{Detected through Statistic-Tests).

nffender = Thread CAA1G2RL in UM A1

Lo | menp |

In addition, you can choose to have an audible alarm sound
when virus-like behavior is detected.

Reporting
[ ] Log report to file

[ ] Dump boot sector to file

You can log both virus incidents as well asinfected boot
sectors to files. The default filenamesare NORMISA.LOG
and NORMISA.DMP, respectively.

If you so choose, you may view the most recent
NORMISA.LOG from this menu.

Note that you can view NORMISA.DMP only if a boot
sector virus has been detected. Dumping a boot sector to a
fileis not dangerous, and you cannot spread the boot virus
in this fashion.

Specifying Files for Special Treatment

[ ] Enable user include/exclude lists
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Checking this option in the Configure dialog box makesthe
“Files” tabbed dialog available. From here, you can specify
files that you want to be closely monitored or excluded
from monitoring altogether. These could be files that you
know are exposed to virus infection, files vital to your
system, or files that have produced false alarms.

Click on the Files tab. The following screen appears:

*: Horman Smart Behavior Blocker for Windows 95 HE E

SRS BENEVIERISIGERETE m

A Configure B Files |_J Boot Secturl . Memuryl % Advancedl

r~ Include filenamne:
Exclude filenarmes |

Filename: I

alefs |
Flemove(j Reset |

Include file extensions |

ak | Cancel | Apply | Beszet all | Help | Urload |

We refer to all areas that the Smart Behavior Blocker
monitors as “hot”. For example, we have “hot files”, “hot
extensions”, and “hot areas”.

“Hot files” are files with the extensions of EXE (with MZ,
NE, or PE headers), DLL, VBX, OCX, CPL, VXD, 386,
COM, SYS, DRV, PDR and MPD. The Smart Behavior
Blocker monitors access to these files (activities that
include file creation, deletion, rename and write).

Note: The files CONFIG.SYS and MSDOS.SYS are
excluded from all monitoring.

We must take a little detour here and explain how the
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Windows 9x shell handles files so that you understand
how the Smart Behavior Blocker will react.

Most users will not notice this, but when you press

“DEL” in Explorer, the file is not deleted, but rather
moved to the Recycle Bin under the same extension but
differentfilename. The file will actually be deleted

only when you empty the Recycle Bin.

If you have set the Smart Behavior Blocker to “strict”
mode (see “Advanced Functions” on page 32), then
emptying a Recycle Bin that contains hot file
extensions will result in a virus warning.

Since files with these extensions are system properties,
options are not provided for the user to include or exclude
these extensions. Therefore, users should not name a data
file ACCOUNT.EXE, for instance.

Note: If you are a programmer and are working on the file
MYPROG.EXE, the following will happen when you link

the file:

the Smart Behavior Blocker deletes the file and saves it as a
temporary file. When the process is complete, the
temporary file is renamed MYPROG.EXE and you may
receive a false alarm. This will happen even if you have
excluded the file.

If you are having this problem, then please call Norman for
help.

From this dialog, there are three different groups of
settings:
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#: Horman Smart Behavior Blocker for Windows 95 HE E

SENNEENEVIRREGCKER mm

A Configure E Files |_J Boot Secturl -+ Memuryl % Advancedl

Erclude filenames

r Include filenames |

Filename: I

alefs |
Hemove<:| Reset |

Include file extensions |

0K | Cancel | Apply Beset 4l Help Urload

[ ] Include filenames

In this dialog box you can establish up to 16 specific

filenames that should be included as “hot files”.

1. Enter a filename (even long filenames) in the Filename
box.

2. If you do not specify the path, then ALL files found

(even on remote drives) with this name are included.

Click theAdd button to include the file in the list.

4. You may als®Remove any files that are already in the
list.

w

You may also include up to 16 sets of file types by
specifying extensions. Click dmclude file extensions,
and you will see:
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*: Horman Smart Behavior Blocker for Windows 95 HE E

SRS BENEVIERISIGERETE m

A Configure B Files |_J Boot Secturl . Memuryl % Advancedl

~ File extensions
Include fllenames |

I At |
Euclude filenarmes |
Hemoves: |

Reset |

ak | Cancel | Apply | Beszet all | Help | Urload |

Specify types by entering their file extensions. You do not
have to include the leading dot (e.g., | NI ).

Note: If you include afilename and then try to delete the

file using “DEL”, etc., the Smart Behavior Blocker will
warn. To delete the file successfully, unload the Smart
Behavior Blocker first or remove the file from the include
list.

To navigate to the exclude filenames function from here,
click onInclude filenames and then click oExclude
filenames.

Exclude Filenames

From the “Include filenames” dialog, you can click on
Exclude filenames from the Smart Behavior Blocker’s
monitoring.
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#: Horman Smart Behavior Blocker for Windows 95 HE E
Slzigs BenEisr Bleje s mm

A Configure E Files |_J Boot Secturl -+ Memuryl % Advancedl

— Exclude filenames
| Include filenames I

Filename: I

alefs |
Hemove<:| Reset |

0K I Cancel | Apply | Beset 4l | Help | Urload |

1. Enter afilename (even along filename) in the Filename
box.

2. If you do not specify the path, then ALL filesfound
(even on remote drives) with this name are excluded.

3. Click the Add button to put thefile in thelist.

4. You may also Remove any filesthat are already in the
list.

Note: You can specify a maximum of 16 filesto be
excluded, but unlike the “Include” functions, you may not
exclude groups of files by their extensions.

Precedence of Checking Files

Since you have many options to include files/file
extensions and exclude files, it is important to understand
how the Smart Behavior Blocker processes these
exceptions. The precedence for determining the status of a
file is as follows:

1. User specified files for exclusion

2. User specified files for inclusion
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3. System specified filesfor exclusion
4. User specified files by extension
5. System specified files by extension

Specifying Boot Sectors for Special Treatment

We predict that this function will not be used by end-users
but rather by administrators.

“Hot areas” are considered to be the Master Boot Sector,
System Boot Sector, and extended partition table. All
writes to these areas will be monitored by the Smart
Behavior Blocker.

As with including and excluding files, you may also
include and exclude certain strings within boot sectors. You
can specify a maximum of 32 strings.

Note: This function’s purpose is not to exclude detection of
certain boot viruses but rather to exclude monitoring of a
stream of hex strings that cause false alarms.
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Clicking on the Boot Sector tabbed dialog displays this
screen:

#: Horman Smart Behavior Blocker for Windows 95 HE E

SENNEENEVIRREGCKER mm

A Configure | Bl Files -/ Boot Sector | -+ Memuryl % Advancedl

r— Exclude list - Boot Wiruse:

Shring: I

alefs |
Hemove<:|

Include List | Feset |

0K I Cancel | Apply | Beset 4l | Help | Urload |

As with including and excluding filenames, you can toggle
between the include and exclude lists.

Note: You must enter a hex string in the text box marked
“String”. All hex strings are to be provided by Norman to
our customers. We do not recommend that customers
define their own strings.

Specifying Memory Addresses for Special Treatment

This is an extremely advanced feature that end-users will
not utilize.

In the event of false positives or false negatives on memory
addresses, you may include or exclude up to 32 memory
addresses.
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The dialog for specifying memory strings look like this:

#: Horman Smart Behavior Blocker for Windows 95 HE E

SENNEENEVIRREGCKER mm

A Configure | B Files | ;] Boot Sector ~ Memory |? Advancedl

— Exclude ligt - Memory

Shring: I

alefs |
Hemove<:|

Include List | Feset |

0K I Cancel | Apply | Beset 4l | Help | Urload |

Note: Aswith Boot Sector hex strings, memory address
strings must be provided by Norman.

Advanced Functions

These functions are not intended for end-users but rather
for administrators.
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#: Horman Smart Behavior Blocker for Windows 95 HE E

SENNEENEVIRREGCKER mm

A Configure | El Files | ] Boot Secturl ~ Memory § Advanced |

—Ares
¥ Enable File Pratection ¥ Enable 10 port protection
¥ Enable System Area Protection ¥ Enable DOS Integrity Protection

— Lewel of protection
& Marmal

" Strict Freset |
0K I Cancel | Apply | Beset 4l | Help | Urload |

You can choose settings from two groups:
1. Areasto monitor

By default, al of these options are turned on.

When [ ] Enable File Protection is checked, then the
Smart Behavior Blocker will monitor both the default
and user-defined hot files and extensions.

When [ ] Enable System Area Protection is checked,
then the Smart Behavior Blocker will monitor
modifications to any system area on hard drives and
diskettes.

Note: we do not recommend that these two options both be
turned off at the same time.

When [ ] Enable IO port protection is checked, then
the Smart Behavior Blocker will monitor all attemptsto
access the diskette drive or the hard drive from the
outside (i.e., protecting the software that is handling
such activities).

When [ ] Enable DOS Integrity Protection is
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checked, then the Smart Behavior Blocker will monitor
activity on al critical DOSfiles.

Windows 9x still very much depends on DOS for some

of itsinternal system housekeeping. Whereas Win32
programs run in their own address space safely hidden

in the System Virtual Machine, and all DOS boxes are
Virtual Machines which are not supposed to threaten

the stability of the Windows 9x system as awhole, all

the Win32 programs and DOS boxes till share one

copy of DOS. Although this copy of DOS is shared,

the TSRs (“terminate and stay resident programs)
loaded from the DOS boxes are not. In brief, it is still
possible for a virus to modify this one copy of DOS in a
way that it will affect all the Win32 programs and DOS
boxes. Therefore, it has a system-wide impact. The
Smart Behavior Blocker watches for this, but you can
turn off DOS integrity protection.

2. Level of protection
You may choose between two levels of protection:
Normal and Strict.

Normal security is the default provides protection for
all default hot areas (files, file extensions, and boot
areas.

Strict security is the “paranoid mode” in which no
modifications to any hot areas — files, file extensions
and boot areas — are allowed.

Note: Regardless of mode, all hot files are treated with
strict security.

Following are charts that describe both modes in more
detail.
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Normal Mode Chart

User action Smart Behavior
Blocker action

Delete hot files and hot extensions Tracks
Rename hot files and hot extensions ~ Tracks

Create new COM file Alertsif EXE
exists

Replace existing hot files, hot extensions, Tracks/amends
and hot areas

Write to hot files, hot extensions, Tracksif MZ, NE,

and hot areas COM or SYS.
Alertsif PE, LE or
W3.

Note that “track” means that the Smart Behavior Blocker
will allow modifications to occur until the point at which
they are deemed to be as a result of virus-like activity.

Strict Mode Chart

User action Smart Behavior
Blocker action

Delete hot files and hot extensions Alerts
Rename hot files and hot extensions Alerts

Create new COM file Alerts if EXE
exists

Replace existing hot files, hot extensions, Alerts
and hot areas

Write to hot files, hot extensions, Alerts
and hot areas
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The Configuration Files

It is also possible to configure the Smart Behavior Blocker
from the configuration interface as described above, but
you can also edit the configuration files manualy, if you
wish.,

* ISAMON.CFG

This is the default system wide configuration file
and is not meant to be edited.

* ISAMON.INI

This is the default system widser configuration

file. The file contains what has been specified in the
configuration interface and can be edited from here
as well.

 ISAMON.UPD

This file supplements ISAMON.CFG and should
normally not be edited. If necessary, Norman may
issue updates to this file between official releases of
NVC.

What to Do When the Smart Behavior Blocker

Warns

When the Smart Behavior Blocker warns, you will either be
presented with choices appropriate to the situation or the
Smart Behavior Blocker will prevent the destructive action
automatically, depending on whether Interactive or
Automatic mode is turned on.

In Interactive mode, we recommend that you always
choose option “A” in order to prevent the destructive action
from occurring.

When the Smart Behavior Blocker warns, it does not
provide the name of the virus. If you want the name, you
must run the Windows 95 scanner. Start the scanner from

Copyright © 1999 Norman



Prevention « 37

Macro Viruses

Cat’s Claw

the Smart Behavior Blocker's menu, or click on the icon in
the Norman Virus Control folder.

For more information about running the scanner, refer to
the section “Detection” on page 52.

To remove the virus from the original infected file or boot
area, you must first unload the Smart Behavior Blocker and
then run one of the scanners against it. If you do not unload
the Smart Behavior Blocker first, the Smart Behavior
Blocker might warn when NVC attempts to remove the
virus.

Macro viruses is the fastest growing segment among virus
makers all over the world. The number of new macro
viruses is literally increasing by the hour. While

“traditional” viruses in general represent a serious threat,
macro viruses are easier to detect and remove - simply
because we have the know-how and established technology
to handle these viruses.

The macro virus affectgybody running applications with
a built-in macro language. In other words, if you have
installed Microsoft Word or Excel, for example, you are
exposed to infections from macro viruses.

This situation is serious. Documents and files are
frequently exchanged between users in a network, via e-
mail and Internet, and on diskettes circulating between
work, home and school. When you open a Word or Excel
file containing a macro virus, your machine gets infected.

Norman'’s solution to the new threat is:

Cat's Claw is an on-access (real-time) scanner that detects
and repairs binary file viruses and macro viruses, and
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detects boot sector infections. This application is based on
Norman’s established virus protection technology.

Cat's Claw will scan for viruses in files as they are being
opened. Whenever possible, an infected file is repaired
before the file is handed over to the application.

If repair is not possible, you will receive a message and the
application is not allowed to open the infected file.

The present version of Cat’'s Claw can detect and remove
file and macro viruses known to NVC automatically.

Cat’s Claw can not remove boot viruses automatically on
hard drives, but will guide you through the established
procedure for boot sector virus removal. See “About
Repair” on page 53 for information on removal of boot
sector viruses.

Limitations in This Version

In a Novell network with Novell 32 bits client in
Windows 9x, Cat's Claw can not check files from the
server.

In an environment like this, Cat's Claw should not reside on
the server, but on the workstation.

We recommend that you copy the file from the server to the
workstation and access the file locally or use FireBreak on
the server.

Configuration Concepts

Users are not a homogenous group, and we therefore
provide you with the option of configuring Cat’s Claw to
best suit your needs. If you run Cat's Claw with the default
settings, the following options apply:
» Cat’s Claw will be loaded into memory at start-up
» you will be prompted for action when a virus is
found
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» you will receive a warning if Cat’s Claw is unable
to scan a file

* uncertified macros will not be removed

The following discussion covers the different dialogs and
their options. Cat's Claw is not equipped with default
options that we believe provide the optimal protection for
you. One reason is that users have very different needs,
another is that regulations in some countries do not allow a
program to remove files without the user’s explicit consent.
This legal restraint is blocking our wish to set automatic
removal of viruses as default option.

About Warnings from Cat’s Claw

The following discussion will guide you through the
configuration option and thus provide you with a better
understanding on how the application works. Cat's Claw
will always warn you about what's happening by
displaying dialog boxes. You will only see a couple of
examples of warnings from Cat’s Claw. However, all
possible warnings are described, and if or when they pop
up, click on help for assistance.

Cat’s Claw Factory Settings

The factory settings in the Cat’s Claw configuration
program should not be considered as recommended
options.

From a security point of view, we strongly recommend that
you check the option [I.oad Cat’s Claw on startup in
the tabbed dialog General.

However, you should use the configuration options to make
Cat's Claw work smoothly and efficiently on your PC

anyway.
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Configuration Dialogs

General

To access the configuration tabbed dialogs, double-click
the Cat’s Claw icon in the Norman program group, and you
will see:

#% Cat's Claw v4.60 Configuration M= E3 I

General | Certified Macmsl Behavinrl Lnggingl About I

— Start
¥ Start Cat's Claw automatically

— User interface
[~ Show icon on the taskbar
7| User car disable seanting

W Display warning after automatic repair

Stop |

Cancel Help

[x] Start Cat’s Claw automatically

If you want Cat’'s Claw to be active on your system at all
times, then run the application with this default option on to
ensure that Cat's Claw is loaded into memory when you
start your machine.

[ ] Show icon on the taskbar

For a visible confirmation that Cat's Claw is
active, you can check this option to display an
icon like this on your desktop.

[ ] User can disable scanning
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Certified Macros

If you're an administrator and don’t want to allow the users
to turn off scanning, you should not check this option. The
user will then be prevented from disabling Cat’s Claw by
clicking on the Cat’s Claw icon on the desktop.

[x] Display warning after automatic repair

If you select [ [Remove virus from file (See page 49), you
will be informed when Cat’s Claw has removed a virus
from an infected file.

If Cat’s Claw is already loaded, tBeart button will appear
asStop.

From this dialog box you can certify the macros that Cat’s
Claw shall allow in your files. Deciding whether to certify
macros or not is a critical decision. Using this function will
protect you against new macro viruses not yet identified.
We consider this extremely important because new macro
viruses pop up every day. On the other hand, ‘healthy’ but
unknown macros can be removed and inflict damage on
files. The decision on whether to use the certify macro
function is consequently a matter of balancing security
Versus convenience.

If you certify macros, only these macros will be accepted.
See “Handling of Uncertified Macros” on page 46 for more
considerations on certified and uncertified macros.

Follow these steps to certify a macro:

1. Click on theAdd button and choose a file from the
Open file dialog.

2. If the selected file doesn’t contain any macros, the list
box will be empty. Possible macros appear in the
Certify Macros list box:
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b  Certify Macros [DAMSOFFICEATEMPLA™IALETTER™1{ELEGAN™.DOT]

Hame Type CRC32 Length Status
AUTONEY VB SESBF1DC 17 Uiral
CHECKIT B AaGADATA Ly
HOHACRO B 234DB12A 13 Uiral
UMCHECKIT B B38B7BS7 56

| Eerlily]}J | Cloze I | Help I

3. Highlight the macros you wish to include and click on
Certify. You are returned to the Certified Macros
diaog.

4. When you highlight a macro in the Certified Macros
diaog, the Delete and Comment buttons become
available.

5. Click on Add and repest step 1 through 4 to certify
more Macros.

Note: If you check the No action option in the “Handling
of uncertified macros”, you will disable the certified macro
function.

Fields in the Dialogs for Certifying Macros

There are six fields in the two dialog boxes (“Certified
Macros” and “Certify Macros”). Except for the Comments
field in the Certify Macros dialog, the information is
provided by Cat’s Claw:

Status:

There are three types of status that can appear in this field:

1. Empty: if the status field is empty, you can certify the
macro.
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Behavior

2. Certified: since thismacro is already certified, you
cannot certify it again.

3. Viral: macro viruses are made up of multiple macros.
This macro ig/has been part of avirus and cannot be
certified.

Name:

Cat's Claw will use the macro’s actual name, or as many
characters as possible if it's a long hame, to make it
possible to recognize for a user.

Cat's Claw will use the following three fields to identify a
certified macro. This is internal read-only information.

Type:
Three different types can appear in this field:
1. WB, denoting a Word 6/7 macro

2. VBAS3, denoting an Excel 5 macro
3. VBADJ, denoting an Office 97 macro

CR(C32:

A checksum established as one of the three distinguishing
marks for a macro. If the macro is changed after being
certified, the changed macro must be certified.

Length:

Like any other file, a macro has a certain length. This field
displays the macro length used by Cat’s Claw to check that
a certified macro hasn’t been changed after certification.

Comment:

Whatever information you add to a certified macro. This is
the only field available for user input.

This tabbed dialog box is divided into three sections. This
is where you instruct the application how to handle viruses,
uncertified macros, and files that cannot be scanned:
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Cat's Claw Configuration M= E3

General] Certified Macros  Behavior l Lagging] About ]

Handling of vinizes
{+ Mgk uzer what to do

" Remave virus from file

Handling of uncertified macroz
(¥ Do niothing
" Agk uzer what to do

" Remove macros from file

Handling of files that zannat be szanned
¥ Display warning
" Display warning and deny access

Ok | Cancel Help

Handling of Viruses
[ ] Ask user what to do

If you don’t want automatic removal of viruses when you
access infected files, you must check this option. When you
try to open an infected file, you'll see this dialog:

Cat's Claw
Cat's Claw detected a viruzs but did not remave it [{E]m
becauze automatic cleaning has not been enabled.

File: C:AMSOFFICEMWINWORDATEMPLATESNORMALDOT
Wiruz: Wil A azzu. C

It iz zafe to proceed. but access to this file iz denied.
Y'ou can attempt b remove the viuz by clicking on Bemove.

If wou received thiz file from another computer, please warn its
uzer about the infection,

Copyright 2 1397-1938 Morman Data Defenze Spztems
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Manual Virus Removal Warning

You have specified [ ] Ask user what to do in the tabbed
dialog Behavior, and accessto thisfile is therefore denied.
Try to remove the virus manually by clicking on the
Remove button. Then try to access the file again. For
automatic removal of viruses, change your configuration to
[ ] Remove virus from file.

[ ] Remove virus from file

Checking this option will automatically remove possible
viruses from infected files. You will, however, receive a
message about the infection.

Virus Removed Waming

If you check the box [ ] Don't show this message again
today in thisdialog, you will not be informed about other
possible cleaning operations until you reboot your machine.
However, you can keep track of removed viruses by
checking [ ] Viruses removed in the tabbed dialog

Logging.
Virus Not Removed Warning

In some situations Cat’s Claw cannot remove a detected
virus. When this happens, you will receive a warning.

Note that your system has not been infected, but the file
still is. You will never be granted access to an infected file,
and it istherefore safe to proceed.

A virus cannot be removed if the infected file resides on a
1. Write-protected diskette
2. CD-ROM
3. Network drive and the file is write-protected,
orif
4. Thefileisinuse (i.e., you do not have write access).
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Handling of Uncertified Macros

An uncertified macro does not necessarily contain avirus.
However, al unknown macros are possible virus carriers,
and you can therefore decide how to handle these. If you
have certified certain macros, then these are the only
macros that Cat’s Claw will accept.

[ ] Do nothing

Cat’s Claw will not touch the macro, nor inform you about
it. Remember that if the macro contains a known virus,
Cat’s Claw will take action anyway.

Note: The certify macro function is disabled if you choose
this option.

[ ] Ask user what to do

Note: If you run with this option on, ALL macros will be
removed except for previously certified macros.

With this options checked, Cat’s Claw will warn when an
uncertified macro is found.

Uncertified Macro Not Removed Waming

The detected macro is not a virus, but it does not appear on
your list of certified macros. Your choices are:

1. Click onRemove to clean the file.

2. If you want to access the file without removing the
macro, check the option [[}o nothing and try to open
the file again.

[ ] Remove macros from document

Note: If you run with this option on, ALL macros will be
removed except for previously certified macros.

Copyright © 1999 Norman



Prevention « 47

When you open afile with an uncertified macro, you will
receive the:

Uncertified Macro Removed Waming

Cat’s Claw removed macros from this file because:

1. They did not appear on the list of certified macros.

2. You checked the option [Remove macros from
document in the tabbed dialog Behavior.

With this option checked, Cat’s Claw will remove all
macros not specified in the tabbed dialog Certified Macros.

Other Messages on Uncertified Macros

Other situations may stop removal of uncertified macros
even if you have specified removal:

Cannot Remove Uncertified Macro Warning

The macro(s) cannot be removed if they reside on a:
1. Write-protected diskette,
2. CD-ROM,
3. Network drive and the file is write-protected,
or if
4. The file is in use (i.e., you do not have write access).

Handling of Files That Cannot Be Scanned

In some situations Cat’s Claw is unable to scan a file.
Examples are Word 8 files with password protection,
damaged files, or when internal system errors occur. The
following options decide how Cat’s Claw should react
under such circumstances.

[ ] Display warning

When you receive a warning when you access a file, you
know that this file has not been checked for viruses. You
can, however, proceed at your own risk.
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The following are possible warnings from Cat’s Claw when
you have checked the option Display warning:

Password Protected File Warning

Cat’s Claw will not deny access to this file because you
selected the option [Display warning. You can enter the
password and open the file at your own risk. Cat’s Claw
can not guarantee it’s free for viruses or uncertified macros.

Damaged File Waming

Cat’s Claw will not deny access to this file because you
selected the option [Display warning. The file is

damaged and has not been scanned. You can open the file
at your own risk. Cat’s Claw can not guarantee it’s free for
viruses or uncertified macros.

Internal Error Waming

Cat’s Claw will not deny access to this file because you
selected the option [Display warning. Due to an internal
error in Cat’s Claw or Windows, the file has not been
scanned. You can open the file at your own risk. Cat’s
Claw can not guarantee it’s free for viruses or uncertified
macros.

[ ] Display warning and deny access

Checking this option involves that you are warned about an
unscanned file, and access is denied.

The following are possible warnings from Cat’s Claw when
you have checked the option Djsplay warning and
deny access:

Password Protected File Blocked Waring

You checked the option [Display warning and deny
access. Password protection stopped Cat's Claw from
scanning the file, and you cannot access it. Possible
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Logging

solution is changing your configuration to [ ] Display
warning only and access the file at your own risk.

Note: This situation will occur only when a password

protected Word 8 file is detected. Cat’s Claw can detect and
remove macro viruses from password protected files in
Word 6 and Word 7.

Damaged File Blocked Warning

You checked the option [Display warning and deny
access. Cat's Claw could not scan the file because it's
damaged, and you cannot access it. Possible solution is
changing your configuration to [Jisplay warning only
and access the file at your own risk.

Internal Error Denied Access Warmning

You checked the option [Display warning and deny

access. Due to an internal error in Cat’'s Claw or Windows,
the file has not been scanned. Possible solution is changing
your configuration to [ Pisplay warning only and access

the file at your own risk, or reboot your machine and try
again.

Cat's Claw will register vital activity in a log file. In this
dialog you can decide what kind of information the log file
should hold.
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Cat's Claw Configuration M= E3

General] Certified Macrns] Eehavior Logaing lAbDut ]

Logging

[ Winuses removed

[ Winuses not removed

[ Uncertified macros removed

[ Uncertified macros not removed
[ Files that could nat be scanned

[ Lost alams [overflow]

Log file; |

k. | Cancel | Help ‘

Asfor the other configuration dialogs, you should decide
for yourself what kind of information that isimportant to
you.

[ ] Viruses removed
L ogs path, file name and name of removed viruses.
[ ] Viruses not removed

L ogs path, file name and name of viruses detected but not
removed.

[ ] Uncertified macros removed

L ogs path and file name of removed uncertified macros.

[ ] Uncertified macros not removed

L ogspath and file name of uncertified macros not removed.
[ ] Files that could not be scanned

Logs path and file name of files that Cat’s Claw could not
scan. Cat’s Claw cannot scan files which are:
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» password protected, possibly containing macros
e corrupted

[ ] Lost alarms (overflow)

Due to limitations of system’s resources assigned to Cat’s
Claw, a maximum of, for example, 20 alarms can
accumulate waiting for user response. If the unlikely
situation should occur that you run into e.g. 25 infected
files without responding to any of the waiting messages,
then you will not be warned from infection number 21 and
upwards. This option will give you theimber of infections

that Cat’s Claw was unable to handle. If this happens, Cat’s
Claw will block access to the files rather than ask user what
to do.

Loosing alarms does therefore not represent a security risk.
Log file

Enter a valid path and file name for the log file, for example
c: \ nor man\ wi n95\ cl awd5. | og.
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Detection

About Scanning

Scanning isaway to identify viruses that already exist in
memory, files, or boot areas. Identifying these by name
requires that the scanner recognizes the virus, which means
that scanners must be frequently updated for information
about new viruses. See “Updating NVC” on page 127 for
information on how to get hold of updated files.

The 32-bit scanner can detect and remove unknown macro
viruses using heuristic methods. Unknown boot sector
viruses and polymorphic viruses are also disclosed by
means of this method. When the scanner detects an
unknown Word 6/7 macro virus, the virus name will be
reported as WM/GENERIC. If the 'Repair file if possible’
option is ON, all macros in the document are removed.
Through internal testing it has been established that the
detection rate for unknown macro viruses is about 80%.

With NVC95 you can scan from the menu-driven Windows
scanner, the Right-click scanner, or from the command
prompt.

In general, Norman's command line scanner have the same
functionality as the menu-driven scanner.

The following section about scanning is based on the
functions in the Windows scanner, which is the one most
frequently used.
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About Repair

Note: In NVC software and documentation, “repair”,
“removal”, and “cleaning” are comparable terms. They all
refer to the process of removing viruses from files or boot
sectors, and restore the infected area to its original
condition.

The core technology in all NVC components is the
scanning engine. The scannmgions reflect the

capability of the engine. In addition to detect viruses, the
engine can als@move them fepair the file or boot sector,
and thereby/ean the machine). This process is technically
more complicated than detection.

If anything goes wrong, repairing a file is less hazardous
than repairing a boot sector. A corrupted boot sector may
render the system useless. To ensure that a failed boot
sector repair will not put you in an awkward situation, we
do not allow automatic repair of boot sectors on hard
drives.

If a boot sector virus is detected, you will see a dialog box
that recommends that you back up the necessary data to a
diskette. If the repair fails, you can boot your machine from
the restore diskette. A dialog box complete with online help
will guide you through the process if a boot sector virus is
detected.

In addition to the protection provided for unknown viruses
by the Smart Behavior Blocker (see page 15) and the on-
access (real-time) scanning by Cat’s Claw (see page 37),
you can use the Right-click scanner, the Windows scanner,
and the command line scanner for on-demand and
scheduled scans. The following sections will cover the use
of these scanners.
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The Right-click Scanner

The purpose of the Right-click

Explore scanner isto make scanning easier
Hpen and more available. You can useit
Eind... . . .
| to'scan f[ le syst'em objeqts, like
drives, directories, and files. Many
Send To * | usersconsider virus scanning a
Cut necessary evil. Making virus control
Copy easier to perform, we believe that
Paste the average user will be encouraged
Create Shortout to' scan more frequently. The Right-
Delete click scanner does not require
Bename double-clicking an icon or an
— executable file. Simply select the
Properties areayou want to scan, for example

from Explorer or My Computer, and
choose Virus Control from the pop-up menu. The Right-
click scanner employs the same scanning engine as the
other NV C scanners, and therefore provides the same
protection as any other Norman scanner.

Using the Right-click Scanner

1. Highlight the object you want to scan, for example a
drive, directory, or file. To select more than one object,
press the [Ctrl] key and highlight all objects you wish
to include in the scan.

2. Click on your right mouse button.

3. Sdlect Virus Control from the pop-up menu, and the
following screen appears:
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i Horman ¥irus Control _ (O}
C:hdatahs *
teszage | Location | Wirlz

1 |

¥ Scan subdirectories
[ Scan archive files

[ Scan erecutable files only

Copyright € 1938 Morman D ata Defenze Spstems

Your options include:
[x] Scan subdirectories

If you have selected a drive or directory, check this option
to include subdirectories in the scan.

[ ] Scan archive files

Check this option to include archived filesin the scan. In
this version, only ZIP and ARJ files are supported.

[ ] Scan executable files only

Check this option if you only want to scan executable files.

4. Click onthe Scan button when you've made your
choices.

5. If no viruses are found, the message section of the
scanning dialog will inform you about the number of
files scanned, files that couldn’t be scanned, etc.

6. If viruses are detected, you will see:
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+ Norman ¥irus Control

Infectionz: 3 Repared: 0 Deleted: 0 Mowed: 0

Location

| Wirug

ORGEIR.DOT
B.COM

Wikd M azau.C
Cazcade based
Wikd M azau.C

— Selected files that cannot be repaired

¥ Do nothing
" Delete

 Move to:

Copyright € 1333 Narman Data Defense Systems

<< Back

The infected files are highlighted, so you can click on the
Clean button right away to remove the viruses. When afile
has been cleaned, it will appear with a green checkmark in
the list box. You will also find information on the number
of fileswhich are infected, repaired, deleted, or moved.

Note that the scanner will alwaystry repair first. Then, if
repair fails, it will perform your selection in the section

" Selected files that cannot be repaired”. Infected files that
cannot be repaired, will therefore be treated in accordance
with your choice among the options [ ] Do nothing,

[ ] Delete, and [ | Move to.

i Norman Virug Control

Infectionz: 0 Repaired: 3 Deleted: 0 Moved: 0

4

Location | Winug

v CivdataATHORGEIR.DOT ‘it Aidazzu. C
+ Chdatah17014HB.COM Cazcade.based
+ ChdataConf.dot it A azzu C

NORMAN
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Viruses cannot be removed in the following situations:

1. Thefileresides on awrite-protected diskette or CD-
ROM.

2. Thefileresides on anetwork drive and iswrite-
protected.

3. Thefileisinuse(i.e., you do not have write access).

Note: You can treat the files individually by highlighting
certain files for cleaning, othersfor deletion, etc.

When the Back button is activated, you can go back to the
scanning dialog to view statistics and possible messages.

Click on Close to exit the Right-click scanner.

The Windows Scanner

In this section, we'll first give examples of how a normal
scan appears. We used all the default options and asked
NVC95 to scan the entire C: drive.

From the main window, check the C: drive and then click
onStart scan:

¥ Norman ¥iruz Control for Windows 95 M= E

File Select area Wiew Options Help

ElEIEIE]E

A | =

C:.lV [—

D: _| =i

E: _| =

F 1=

G:_| =. |
ETE%EIH
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NV C95 pops up a dialog box called " Scanning for viruses'
which shows NV C95's progress as it scans files on the C:
drive.

In the uppermost part of the dialog box, NV C95 displays
the following information, updating it as the scan
progresses:

Scanning for viruses [_ =]

Seannind: [ Scan completed ™

100% AEENRREENENENEEEEEER

Murnber of files found:

Help

| 1200
— =
* COM: 13 +*D0% B2
B ; « . Move to...
+ % ExE: 309 +*DLL: | 329
+*5Y'5; ] Others: a1 Delete file
File:s: | 7ET
Infected: Yiew report
’—
Infected areas: Mirus: | Status: |

Warantz: [14447  Loog IT Selected areaz: L

In the “Infected areas” list box at the bottom of the
“Scanning for viruses” display, you will receive

information on infected files when you run an on-demand
scan. The scanner reports the path and name of the infected
file, the virus name, and the status of the infected file.
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There are four possible status types:

Status: Reason:

Repaired You checked the Repair file when
possible option, and the scanner
automatically removed a virus.

Deleted You did not check the repair option, and/
or the infected file could not be repaired.
You also specified that infected files
should be deleted.

Moved to... You did not check the repair option, and/
or the infected file could not be repaired.
You also specified that infected files
should be moved.

Infected You did not check the repair option, and/
or the infected file could not be repaired,
and/or you specified [No action when
virus found.

If the status is “Repaired” or “Deleted”, the virus is already
taken care of. You can check the details in the scanning
report.

See “Managing Infections Options” on page 80 for details
about options for handling infected files.

If the status is “Moved to” or “Infected”, you still have one
or more infected files on your machine. Remove the
virus(es) by running the scanner with the op{ipiRepair
file when possible ON, or highlight the virus in the list box
and click theRepair button.

If NVC cannot remove the virus(es), you should delete the
file(s) altogether.
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Note: If an infected file resides on a write-protected
diskette, a CD-ROM, or a protected area on a server, the
scanner cannot repair, move, or delete thefile. When thisis
the case, the status for the file will aways be listed as
“Infected”.

You can highlight all entries in the “Infected areas” list
box, and then click on one of the following buttoRspair
file, Move to, or Delete file. Note that:
» A repaired file cannot be highlighted to ensure that
it's not accidentally deleted.

The following buttons are available in the “Scanning for
viruses” display:

Help. Gives direct access to the NVC95 help system, which
is context sensitive. That is, when you click the help button,
NVC95 brings you directly to the help screen which
explains the use of the function you are currently using.

Cancel/OK. This button will appear either &ancel or
OK, depending on the status of the scanning. Note that you
cannot cancel an ongoing scan of zipped files.

While NVC95 is scanning, the button will appear as
Cancel. When you click on th€ancel button, you instruct
NVC95 to abort the scan, and the following dialog box will
appear:

Horman Yirus Control for Windows 95 |

@ D'a you want ta abart the zcan?

If you answeiYes, NVC95 will abort the scanning process,
and the "Scanning" area will now appear as follows:
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[== Scan was aborted when 26% was done == |

If you answer No, NV C95 will continue scanning.

When you abort an ongoing scan or when the scan is
completed, the button will appear as OK. Clicking on the
OK button closes the dialog box and returns you to the
main window.

You may also abort a scan by pressing the [Esc] key.
The following information is also useful during a scan:

Files: the number of files that have been found in the
specified location so far in the process.

Scanned: the number of files that have been scanned so far
in the process.

Note: The number of filesfound in the specified directory
will almost always be different than the number of files
scanned because NV C95 only scans files with certain
(default) extensions in addition to the user-specified
extensions you specify. Please refer to the Read Mefile for
more information on which extensions NV C95 scans.

COM:, EXE:, SYS:, OV?:, DLL:, Others: how many
files of these different extensions that have been found and
scanned for viruses. The total of all these will be equal to
the total number of files scanned.

Infected: the total number of infected filesthat NV C95 has
found so far in the process.

Scanning: this shows the areathat is currently being
scanned.

The dialog box also contains a progress bar which shows
the percentage of the scan that has been compl eted.

The list box at the lower part of the screen displaysthe path
and filename of possibly infected files and/or boot areas
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along with the name of the virusthat has infected these
areas. In our example, no infections were found.

If the list of infected files is long, you can scroll through
the list box by using the scrollbar or the [PgUp] and
[PgDn] keys.

At the bottom of the dialog box is a status line, which
summari zes three pieces of information:

Variants: shows the number of viruses and variants this
version of NVC95 is able to recognize. See “Finding Out
More About Viruses” on page 111.

Log: shows you whether or not the report function is
activated. This field can have the valjésr N.

Selected areas: displays the areas that you have selected
for the scan.

If you are using a style other than the <NORMAL> style
for the scan, the name of the style will appear in the title bar
of this screen. Refer to “Saving Your Configurations as
Styles” on page 87 for more information.

Virus found

If NVC95 finds a virus, it pops up one of two dialog boxes:

Scanning results |

&

Fozzible wiruz found! Press 'Help' for tipz on winus repair.

Help |

or
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Poszsible virus found |

&

Pozzible virug found in: A-> Svstem Boot Sectar - Form related

1 Cancelzcan |

And if NVC95 does not find avirus, it pops up this dialog:

Scanning results |

@

Mo viruzes were found in the scanned areas

If NV C95 finds an infected file, the following three buttons
will be available on the "Scanning for viruses" dialog box
when you highlight the infected file:

Delete file: If you did not check the[ ] Delete infected files
in the Managing Infections tabbed dial og, then highlight
theinfected file in the list box and click on the Delete file
button:
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Delete infected files |

Fozzible virug detected in the scanned areaz.

Delete the infected file(z] if pozsible?

! Cancel |

Click on OK to confirm deletion.

When you delete a file from the "Scanning for viruses"
dialog box, the file is not overwritten before it is deleted.

Move to: This button permits you to move selected
infected file(s) -- even if you did not set NV C95 to move
infected files to a specified directory.

To move an infected file, click once on thefile (in the
"Infected areas’ list box), and then click on the Move to
button.

NV C95 will ask you to confirm that you want to move the
infected file to the directory specified in the “Managing
infections” tabbed dialog.

Move infected files

Foszible virug detected in the scanned areas.

Muove infected file(z] to
C:\MORKMAMMMFECTED?

Cancel Other dir...
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The default directory isC: \ NORMAN\ | NFECTED. If you
specify adifferent directory and the directory does not
exist, NVC95 will create it. Click on the Other dir button
to select a different directory.

When you move an infected file, you will seethis diaog:

Horman Yirus Control for Windows 95 |

& The infected file(z] were moved

You might have several infected files which happen to have
the same name. If NV C95 triesto move afileto a certain
directory and finds that the filename already existsin that
directory, it will change the name of the newest file until it
isunique.

Repair file: Thisbutton isactivated if you highlight afile
infected by avirus that the scanner can remove. Highlight
one or more files, and click on the Repair file button. The
file appears like thisin the Infected areas listbox:

Infected areas: | Wirus: | Status: |
QK C:\Download & FPDER-B.DOC Wk b ppder B Fiepaired

Wariants: |1444? Lo IY Selected areaz;  CADDWMLOAD

Note: If you highlight several infected files, click on
Repair file, and receive the message "Cannot repair file",
try to highlight and repair one at the time.
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The scanner is able to remove viruses on-the-fly. When a
virusisfound, and automatic removal is not selected, the
infected files will appear in the "Scanning for viruses' list
box as infected.

Remember that automatic removal of boot sector viruses on

hard drives is not possible. If you're infected by such a
virus, follow the instructions on the screen. See also “About
Repair” on page 53.

The scanner can detect and remove unknown macro viruses
using heuristic methods. When the scanner detects an
unknown Word 6/7 macro virus, the virus name will be
reported as WM/GENERIC. If the 'Repair file if possible’
option is ON, all macros in the document are removed.
Through internal testing it has been established that the
detection rate for unknown macro viruses is about 80%.

If the scanner is unable to remove a virus, this message
appears:

Horman Yirus Control for Windows 95 |

& Cantiot repair file

Renaming infected files

The technique that NVC95 uses increments the first eight
characters of the file's name only -- extensions are left
untouched. First, if the name is less than eight characters, it
is padded with "@" to achieve full length. Then characters
are incremented until they reach "Z" -- starting with the last
character, going forward.

Copyright © 1999 Norman



Detection « 67

For example, say you have an infected file named
COVIVAND. COM and NV C95 movesit to the

C. \ NORMAN\ | NFECTED directory. Then NV C95 finds
another copy of COMMAND. COMthat is infected and moves
it to the C: \ NORMAN\ | NFECTED directory. The second
instance of COMVAND. COMnow becomes

COVIVAND@ COM The third instance would become
COVIVANDA. COM the fourth would be COMVANDB. COM
and so on until you reach CZZzZzzZ7Z. COM (But let’s hope
that you don't have this many.)

View report: |If you have chosen either of the report
options from the "Reporting" tabbed dialog box in the
Scanning options dialog, you have the opportunity to view
the report on the screen.

This button appears grayed until the job isdone or if the
report option is not selected.

After NV C95 has created the report, you can click on the
View report button, and Notepad will display the report.

a Horman.ipt - Notepad H=1 3
File Edit Search Help
*% Norman Uirus Control for Windows 95 Uer 4.30 =

- Scanning system areas on C
- Searching for files on C

*#% Scan completed

The HUC scanning process gave the following results:

Scan summary:
The scanning process was started at September 5. 16:49
and was finished at September 5. 16:58
Number of virus variants.....................2 14447

Scanning results:

Total number of files found.........cccucaa.ut 1888
Humber of files scanmed..........ccecacaacaaaut FiiYd o
Humber of .COM files found and scanned.......: 13
Humber of .EXE files found and scanned.......: 309
Humber of .0U? files found and scanned.......: a
Humber of .DLL files found and scanned....... H 329
Humber of .5%5 files found and scanned.......: 21
Humber of .DO? files found and scanned.......: g2
Humber of .¥L? files found and scanned.......: 2
Humber of other file types found and scanned.: L =
| | o

Copyright © 1999 Norman



68 « Norman Virus Control for Windows 95 - User’s Guide

Report File Structure

You can scroll through the report by using either the scroll
bar or the [PgUp] and [PgDn] keys. You can also saveit as
adifferent filename, print it, and so on.

Thereport file consists of
» A file header, stating the program name and
version.

* A scan report section, containing information about
directories and files scanned, and possible virus
infections.

e A summary section.
Please refer to thédministrator s Guide for more details

about the report file structure, and to “Reporting Options”
on page 77.

Configuration Concepts

To make the most out of NVC95, you should have a strong
understanding of how it can be configured. Before you start
a scan, you should set configurations from 3 functional
areas:

*  Where do you want to scan?

* How, specifically, do you want to do the scan?

* What do you want NVC95 to do if it finds a virus?
Related sections: “Choosing Where to Scan” on page 68,

“Configuring the Scanning Method” on page 71, and
“Saving Your Configurations as Styles” on page 87.

Choosing Where to Scan

The easiest choice to make is to determine where NVC95
should scan. NVC95 automatically detects all available
physical and logical drives and displays them on the left
side of the main window.
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There are severa methods for selecting adrive which isto
be scanned. Either:

+ click on its associated check box

AW ==
C: [ [
D: W &=
u:m =

or
* click on Slect area and then choose from the list:

Fixed drives

. Norman Yirus Control for Windows 95 M= E3
All local drives

File WEEEEER iew Options Help
Metwork drives
Dezelect dives [I[imm

Directaries/files

or
* click on a toolbar button

File Select area  Wiew Options  Help

= ] | e
E ==
|A;

¥ Norman ¥iruz Control for Windows 95 M= E |

Your choices include:
e Local and network hard drives
e Local hard drives
e Network hard drives
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* Remove all selections and let you to choose any
combination of drives to be specified for scanning.

» Directories/files (use this when you wish to only
scan certain directories or files)

Note: When you select network drives, the boot areas of
these drives are not scanned.

To deselect a drive, click on the drive's associated check
box, click on ®lect area|Dselect drives, or click on this
toolbar button:

EEEIEE
i

2|1 ] 2| A

If you choose "Directories/files”, then you can:

Scan directory or file E

Directory or filename: I

¥ Scan subdirectaries

Start =can I Find dir. .. | Cancel | Help |

» type in the name of the directory or file that you
wish to scan

» clear the [ [Scan subdirectories checkbox if you
donot wish to scan directories underneath the
directory you specify. Thisption is turned on by
default.
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» find the file or directory to scan by clicking on the
Find dir button:

Find directory |
=-am C: H Ok, |

|| CABFILES

E|__| WAMDOWS Cancel
e _Ceee |

----- ) ADAPTER.INF
----- ) APPLETPPINF
----- ] APPLETS.INF
----- ) AWFAXINF

----- ) AWLRD INF

----- ) BKUPAGNT INF

----- CEMMF.INF
- =

R B ¥t AT L 10 ]

Directory name;
IE:HWINDEIWSHINF

When you click ortart scan back in the “Scan directory
or file” display, then the scan will start with the current
configurations. These may not be the settings that you
wished for this scan. Therefore, when you wish to use the
"Directories/files" feature, be sure to set all configurations
before you select "Directories/files".

Configuring the Scanning Method

Once you have chosen where you wish to scan, you should
determine how you want the scan done.

You can configure the scan using one of two methods:
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» click on Options|Scanningpions to use the
“Scanning options” configuration dialog box

%' Norman ¥irus Control for Windows 95

File Select area  Wiew

EEEE

Save az style...
v Save on exit

A ———
Scheduler optionz NORMAN
C: —
D: — v Scheduled scan off
E: = Shyles...

Go fo the section “Scanning Opftions” on page 73 for a
more detailed discussion of this dialog box.

Scanning Options Dialog Box

Scanning options
Additional options | |lzer-zpecified extenzions |
Scanning | Reparting | i anaging infections |

[ Don't stop on sins [ Multiple diskettes
[v |gnore locked files [ Scan archive files
[ Look for EXE header [ Compressed program files

[ Exitupon completion W Enable memory scan

] Cancel Help

These five dialog boxes contain tabs for configuration
screens relating to:

* scanning
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* reporting

* managing infections

* additional options

» user defined file extensions

The default settings are:
* Don't stop when a virus is found
* Ignore locked files

» Save results to a log file called NORMAN.RPT in
the directory in which the scanner resides

» Overwrite previous report(s)

* Log infected files

» Take no action when a virus is found
* Beep when an infection is found

Scanning Options

In the following discussion on scanning options, all default
settings are marked like thisc] Don't stop on virus.

When a function has a corresponding command line
parameter, it's referred to like this:

Command line parameter.  /[parameter]
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Scanning options
Additional options | |lzer-zpecified extenzions |
Scanning | Reparting | i anaging infections |

[ Don't stop on sins [ Multiple diskettes
[v |gnore locked files [ Scan archive files
[ Look for EXE header [ Compressed program files

[ Exitupon completion W Enable memory scan

k. Cancel

Help

Available options include:
[x] Don't stop on virus

Click on this option when you do not want to sit and watch
the scanner working. Thisis especially useful when
scanning a network. Usually, when the scanner detects a
virus, it asks for keyboard input, but in this mode, the
scanner does not require keyboard input when avirusis
found and proceeds until the scan is done.

Command line parameter: /U

[x] Ignore locked files

During normal use, the scanner will stop processing if it
cannot open afile. You will see a dialog box showing you
which fileislocked. At thispoint, you may press Cancel in
order to continue the scan but ignore all subsequent locked
files.

To avoid error messages when locked files are found, turn
this option on.
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If you have logging turned on (either report to file or report
to printer), then the log will contain the name(s) of the
locked file(s).

Command line parameter: /O

[ ] Look for OLE2 header

Files generated in MS Word and Excel can be renamed and
thusreceivefile types other than .doc and .xIs, for example,
which the scanner is always looking for. However, these
files can be identified by their header, which will be OLE2.
To detect camouflaged Word and Excel files, which are
possible macro virus carriers, this option instructs the
scanner to scan files with OLE2 headers.

[ ] Exit upon completion

This is handy when you wish to terminate the scanning
session when the scan is complete.

For maximum efficiency, use this option along with the
"Minimize while scanning” and "Report only if infection”
options. With all these options turned on, the scanner will
appear as aminimized icon while the scan progresses, a
report will be generated only if avirusisfound, Notepad
will display the report (if it exists), and the scanner will exit
when the scan is complete.

[ ] Multiple diskettes

If you have severa diskettes that you want to check during
one scanning session, check this option. You may click on
Cancel any time you wish to stop.

Any reporting done when this option is checked will result
in one report for all diskettes scanned instead of separate
reports.

Command line parameter: /R
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[ ] Scan archive files

Archiving filesis an efficient way to transfer files as well
as freeing up space on your hard drive, adiskette, or a
server. Since many viruses attach themselves to programs,
it is possible to archive an infected file. We provide this
option to temporarily uncompress an archived file and scan
the files within.

Note: When afileis archived, the scanner can only tell you
whether or not it isinfected. It cannot take any action onthe
infected file whileit is archived.

The scanner will scan .ZIP and .ARJfiles internally. This

task is performed by the scanner’s internal decompression
system. The .ZIP and .ARJ files will therefore not be
decompressed into “TMP” or “TEMP”.

When archived files are being scanned,@aacel button
in the Scanning for viruses display is unavailable.

If the archived files are other types than .ZIP and .ARJ,
then the scanner automatically revertsxtrnal
decompression, assuming that you have the archive system
necessary for decompressing the archive files you want to
scan. It also assumes that these programs are available in
your path. If they are not in your path, then the scanner
cannot decompress the files.

Command line parameter: /C

[ ] Compressed program files

Many users apply PKLITE, DIET, LZEXE or ICE, for
example, to compress executable files. A compressed
executable is better protected against viruses because the
compression works almost like encryption. Still, if the
compressed executable contains a virus, then the virus is
activated whenever you run the executable. Even though
you can scan for and detect the virus externally, the virus is
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still there and will be activated the next time you run the
program.

This option makes use of a decompressor emulator to open
and scan thefile in memory. Scanning compressed program
filesis more time-consuming than scanning archive files.
Thisisagood reason for not choosing this option unless
you have strong reason to believe that a compressed
executable is infected.

Command line parameter:  /CP

[x] Enable memory scan

When you scan the memory area, NV C95 looksfor resident
viruses. You should always make sure that no viruses exist
in memory, and this option is therefore the default.

See the section "Additional Options"” for more information.

Reporting Options

Scanning options |
Additional options | |lzer-zpecified extenzions I
Scanning | Reporting | t anaging infections I
[ Repart to printer ¥ Laog infected files
+
¥ Repart to file: "~ Scanned directories
+
INDHM:’-‘«N.HF‘T " Scanned files

[ Repart only if infection V¥ Ovenarite previous

Help |

] | Cancel |
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If you want NV C95 to give you a status report after a scan,
you must choose the [ ] Report to printer and/or
[ ] Report to file option(s).

[ ] Report to printer

The scanner will send its report straight to the default
printer that is set up through Windows 95.

[x] Report to file

Thisdefault option will create the report NORMAN.RPT in
the directory where the scanner resides. You may, however,
specify another report name and directory.

Note: NV C now allowsthe use of UNC (Universal Naming
Convention) names and environment variables wherever
file and directory names can be entered. Please refer to the
Administrator s Guide for details,

Command line parameter:  /LF

[x] Overwrite previous

By default, the previous report is overwritten. If you want
to keep track of previous scans on your PC, you should
uncheck this option. The report will then be appended to
the previous report(s).

If you are running several unattended scheduled scans, you
should specify different report names for the different
styles or uncheck this option.

See also “Scheduling Several Unattended Scans” on page
98.

Note: If reporting to a file is disabled, then the
[ ] Overwrite previous option will be grayed.
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[ ] Report only if infection

The report will only be generated if aninfection isfound. If
thisisturned on, then the only reporting level availableis
[ ] Log infected files. See thelist below for more detailson
reporting levels.

Command line parameter:  /LQ

You may choose among three reporting levels:
1. [x] Log infected files

Thislevel will only report the infected files that are
found. The report is short and concise.

Thislevel is the default.
2. |[] Scanned directories

Thislevel will make alist of al the directories that
were scanned in addition to al the filesthat were found
to be infected.

3. [] Scanned files

Thislevel generatesalist of all scanned directories and
files. Infected files will be specifically marked. Of
course, if you scan many files, this report will be quite
long.

The "plus" signs between these reporting levels means that
when you choose higher levels of reporting, the
characteristics of the lower level(s) will be included.

You will see that the reporting level choices on the right
side of the dialog box are only available if reporting to file
or printer isturned on.

Note: Provided that you selected one of the reporting
options, you may at any time view the last report that the
scanner generated. Click on View|Report from the main
window.
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Managing Infections Options

Scanning options
Additional options | Ilzer-zpecified extenzions |
Scanning | Reparting Managing infections |

[ Repai file if possible

“When repair iz not pozsible

€ Mo actiors

" Delete infected files

" Move infected files to: |

] | Cancel | Defaultz Help

The option of automatic removal of known virusesis
implemented in the scanning function. During on-demand
and scheduled scans, the scanner will check for known
viruses. If avirusisfound, the scanner will try to remove it
on-the-fly.

Viruses cannot be removed in the following situations:

1. Thefileresides on awrite-protected diskette or CD-
ROM,

2. Thefileresides on anetwork drive and is write-
protected,

3. Thefileisinuse (i.e., you do not have write access).
[ ] Repair file if possible

This option ensures that viruses detected during on-demand
or scheduled scans are removed on-the-fly, if possible.

The present version of the scanner defects and removes
known file, macro, and boot viruses. The 32-bit scanner can
also detect and remove unknown macro viruses using
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heuristic methods. When the scanner detects an unknown
Word 6/7 macro virus, the virus name will be reported as
WM/GENERIC. If the’Repair fileif possible’ optionisON,
all macros in the document are removed.

Through internal testing it has been established that the
detection rate for unknown macro viruses is about 80%.

Note: If you select the repair option, the remaining options
inthisdialog box are valid only when repair is not possible.

Command line parameter:  /CL

[x] No action

If you wish to leave infected files alone at the time they are
detected, click on the radio button marked [ ] No action.
Thisisthe default.

Note: Even if you choose not to delete or move infected
filesin thisdialog, you can highlight infected files and
delete or move them from the “Scanning for viruses”
display.

[ ] Delete infected files

If you wish to delete infected files as they are discovered,
select the [ Pelete radio button.

Command line parameter.  /D-

[ ] Move infected files to

If you want to move all infected files as they are detected,
you must specify the full path name of the destination.
Otherwise, the scanner will move infected files into the
directory C\NORMAN\INFECTED.

To do this, click the [ Move to radio button and specify
the path of the destination in the accompanying text box.
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Note: NV C now allowsthe use of UNC (Universal Naming
Convention) names and environment variables wherever
file and directory names can be entered. Please refer to the
Administrator s Guide for details,

If the specified directory does not exist, the scanner will
create it for you automatically.

In a network environment, the area that you specify for
storing infected files should be off-limits to everyone but
the Supervisor.

If you have more than one instance of an infected
COMVAND. COM for example, and you choose to move
each copy into the same directory, then the scanner will
rename each instance of the file as described in the section
“Renaming infected files” on page 66.

Command line parameter:. /MOV

Additional Options

There are a handful of options that need not be used by
everyone, and so we have placed them here:
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Scanning options |
Scanning | Reporting I M anaging infectionz I
Additional options |zer-zpecified extensions: I

[ More specific vius names™  Delay between files
[ Scan all fles ¥ EBeep upon infection

[ lgnore system areas [ Minimize while szanning

] | Cancel |

[ ] More specific virus names

This option allows NV C95 to use secondary virus
signatureswhen it finds avirus, resulting in amore specific
name for the virus.

This option does not increase the number of viruses
detected but does increase scanning time.

Command line parameter: /Y

[ ] Scan all files

One of the goalsavirus hasisto infect other files. The most
efficient way of doing thisisto infect executables.
Normally, you do not have to scan files other than the
defaults. However, when you use this option, NV C95 will
scan al filesit finds on the specified drive(s). Thisisa
helpful feature if you suspect you have a virus and want to
check al files.

Scanning time increases when you use this option.
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Command line parameter:  /AF

[ ] Ignore system areas

By default, NV C95 scans the system areas (see below for
definition) of adiskette or alocal hard drive.

In cases where system areas have been severely corrupted,

scanning them may cause NV C95 to fail with an error. This
option instructs NV C95 to skip these areas and simply scan
files.

The system areaincludes the Master Boot Sector (MBYS)
and System Boot Sector (SBS).

Master Boot Sector (MBS)

The MBSislocated on all physical hard drives.

The MBS contains, among other data, information about
the partition table (information about how aphysical disk is
divided into logical disks), and a short program that can
interpret the partition information to find out where the
System Boot Sector islocated. MBS isindependent of type
of operating system.

System Boot Sector (SBS)

The SBSislocated on all diskette and physical hard drives
that are formatted, and it is created with FORMAT.COM.
The SBS contains, among other data, a program whose
purpose isto find and run an operating system (DOS,
UNIX, or OS2, for example). If the program does not find
an operating system to run, the user will be prompted for a
diskette with an operating system on it.

Command line parameter: /BS
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[ ] Look for EXE header

More and more often, we encounter viruses that keep track
of all activitiesinindividual files. Many look for signatures
in .EXE files and make their decision on whether or not to
infect based upon what they find (instead of simply looking
for afile extension). To detect such viruses, this option
instructs the scanner to scan filesthat have EXE headers.

Note: If you check this option, the scanner will look for the
EXE header in all files and therefore increase scanning
time considerably.

Command line parameter: /X

[ ] Delay between files

If you instruct NV C95 to scan many files, you can use this
option to minimize the 1/0 (read/write from/to disk) load
by pausing between each scanned file.

Command line parameter: /W

[x] Beep upon infection

By default, NV C95 beeps each time it detects an infected
file or boot area. Clicking on this check box toggles
between turning the beep on and off.

Command line parameter: /B turns the beep off

[ ] Minimize while scanning

If you wish to have NV C95 minimized while it performs a
scan, then click on this option. When the scan starts,

NV C95 will appear as an object on the Windows 9x
taskbar.
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If NV C95 is minimized and you wish to view the results,
then you may double click on the icon, and you will seethe
"Scanning for viruses' dialog box.

User-Specified Extensions

By default, NV C95 scans files with certain extensions.
Please refer to the Read Mefile for more information on
which extensions NV C95 scans.

If you wish to add files with other extensions for scanning,
you may use the dialog box shown below to instruct
NV C95 to look for up to 20 additional extensions.

Scanning options
Scanning | Fieporting | bl anaging infections |
Additianal options Uszer-specified extenzions |

W Mew type |

=

] | Cancel | Defaultz Help

To add a new user defined file extension:

1. Click onthe[] New type check box

2. Typethefile extension in the accompanying text box.
All file extensions are limited to 3 characters.

3. Click onthe Add button.

New file extensions will be saved in NV C95's Registry.
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If you would like to have these extensions included in all of
your scans, specify them as a setting within the
<NORMAL> style.

If you would like these extensions to be used during only
some of your scans, specify them as a setting within astyle
other than <NORMAL>.

For more information about styles, “Saving Your
Configurations as Styles” on page 87.

To remove a user defined file extension, click on the
extension you wish to remove and then click on the
Remove button.

Saving Your Configurations as Styles

You can save yourself time by saving your configurations
as styles. For example, if your goal isto run scansin certain
combinations (scan diskettes and delete infected files; scan
local drives and move infected filesto a specific location,
for example), then you can simply configure both types of
scans as different styles and have NV C95 use the
appropriate style at the appropriate time.

Note: NV C now allowsthe use of UNC (Universal Naming
Convention) names and environment variables wherever
file and directory names can be entered. Please refer to the
Administrator s Guide for detalls,

To access the styles function, click on Optiong|Styles. You
will then see adialog box titled "Edit styles'.

NV C95 is shipped with one style called the <NORMAL>
style. It containsall the configuration settings that you have
made thus far. The <NORMAL> style will always be
available. You can customize it in any way you wish as
well as create up to 20 additional styles, but you cannot
delete the <NORMAL> style.
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Add a Style

= Edit styles
Current style: <HORMAL
-Edit zhyle
X Mew MYSTYLE | [ Add siyle
Styles: <MORMAL
STYLET Delete style
FLOPP '
-Define style
Select drives: |4 Configure... |
C
o M ake curment
E: o caen
Drives: Uipdate
ok || Hew

Click on the check box marked [ ] New.

A new styleis always based on the factory default
settings.
Give the new style a name.

Do this by entering the new name in the text box
located to the right of the control box. The name can be
up to 8 characterslong.

Click your mouse on the Add style button.

Your style's name is added in the list box “Styles” and
is now available as an alternative to the <NORMAL>
style.

Highlight the new style by clicking it once. Select
drive(s) from the “Select drives” list box by
highlighting the drive letter(s).
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Delete a Style

Save as Style

5. Click the Configure button.

6. Enter your choices in the tabbed dialog “Scanning
options”. When you click o®K, a pop up dialog box
will inform you that the style has changed.

7. Click onUpdate.

8. If you wish to make this new style current now (i.e., to
activate the settings of the style in this session of
NVC95), then click on thMake current button.

When you make a style current, the scanner will be
configured with the options that are associated with that
style until you choose different options for that style or
until you make another style current.

1. Choose the style you wish to delete from the “Edit
styles” dialog by clicking it once.

2. Click on theDelete style button. Before the style is
deleted, you will be asked to confirm the deletion of the
specific style.

3. To complete the operation, click on tipdate button.

You cannot delete a style if it is current. You must first
make another style current, select the desired style name
from the list box, and then click ddelete style.

If a style is specified for a scheduled scan, you'll receive an
error message if you try to delete it.

There will always be a current style. Unless you have
specified otherwise, <NORMAL> is current.

When you are working with the scanning options, you are
therefore editing the current style. If you want to keep the
current style as it iand save the present changes as a
separate style, you should choog#itns|Sae as style and
save your changes from this dialog box:
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Save zcanning oplions as style

Style name: IMYS TYLE j

[T Make saved style curent Cancel

dai

Help

See the next section for more information about saving
scanning optionsin styles.

Save on Exit

The menu option Options|Save on exit is on by default. If
you change the settings for the current style, they are
permanently saved when you exit the scanner.

If Optiong|Save on exit is OFF, changes to a style are only
valid for the present scanning session.

Unless you specify otherwise, the <NORMAL> styleisthe
default style. Any configuration changes that you make
whilethe <NORMAL> style is current will become part of
the <NORMAL> style, regardless of whether or not you
make the configuration changes from the "Edit styles"
dialog box.

When a style other than the <NORMAL > style is current,

the name of the style will appear in thetitle bar of the main
window, in thetitle bar of the " Scanning for viruses' dialog
box, and right under the title bar in the “Edit styles” dialog
box.

¥ Norman ¥iruz Control for Windows 95 - MYSTYLE M= E |

File Select area  Wiew Options  Help

& B[
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Modify the <NORMAL> Style

You cannot change the <NORMAL> style from the “Edit

styles” dialog box. To change this style:

1. Make sure that <NORMAL> is the current style.

2. Make sure that dions|Sae on exit is on. This is the
default setting.

3. Configure your scanning options from the
Options|Scanningpiions tabbed dialog boxes.

4. Click onOK when you've made your choices.

5. You have now changed the <NORMAL> style
permanently.

Remember that all new styles are based on the original,
factory default <NORMAL> style.

Note: When no other style is specified, the <NORMAL>
style will be used. You may specify styles for both on-
demand scans and scheduled scans. See “Scheduling
Concepts” on page 94 for more information on scheduled
scanning.

Specifying Directories In Styles

You can identify drives for scanning by specifying the
target areas with scanning options from the “Edit styles”
dialog. You cannot specify individual files or directories in
the same manner.

You can, however, use the DOS commantst to solve
this problem.

Task: to scan directory: \ dat a\ i nt er net only.
1. From the command prompt, type:

subst z: c:\data\internet

wherez: is a virtual drive. If a ‘z:” drive exists on
your system, you must select another drive letter.
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2. Select OptiongStyles and add the new style
INTERNET:

Edit styles E2 |
Current style: bMYSTYLE

— Edit styles

¥ New | Sebe|
Styles: STYLE1 af
FLOPPY Delete style |

MTSTYL
— Define style
Select drives: Configure. % |
dlake current
Dirives: & Update
QK Help

Notethat the virtual drivez: now appearsin the Select
drives|list box.

3. Highlight the new style.
4. Selectthez: drivefrom the box.
5. Click on Configure to determine the scanning options.

You have now created a style for scanning a specific
directory. Likeall styles, itiseligible for scheduled scans.

Note: You must run the subst command again to create
the virtual drive again if after you have turned off or
rebooted your PC.

See a so the following section for an alternative way of
scanning a specific directory.
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Activating Styles from the Command Line

It ispossibleto create shortcuts on the Windows 9x desktop
for different scanning purposes. For example, you might
want to have one shortcut for scanning network drives on
demand and another one for scanning particular directories
during your lunch hour. To do this, simply create a shortcut
by clicking your right mouse button on the Windows
desktop and selecting "New". Specify the style you wish to
use as follows:

Type the location and name of the item pou want to create
a shortcut to. Or, zearch for the item by clicking Browse.

LCommand line:

IC:INORMANIWINQSINVCEIS [ST.SCANC

Browse... |

£ Back I Mest » I Cancel |

In this example, we are loading the SCANC style and
asking NV C95 to start scanning immediately after we click
on the resulting icon.

The syntax for this feature is as follows:
NVC95 /ST:[name of style]

There are two rules for the syntax:

1. There must be a colon between the parameter and the
name of the style.

Copyright © 1999 Norman



94 « Norman Virus Control for Windows 95 - User’s Guide

2. Theremust beno spaces between the parameter and the
name of the style.

If you run the style SCANC as shown above and add other
parameters, like:

NVC95 /ST:scanc a: d:

the added parameters override the corresponding settingsin
the style. In thisexample, only a: and d: are scanned.

Note: When thisfeature is used, you will not be able to
change the configurations within the styles before or after
the scan begins. If you wish to change the configuration of
astyle prior to or following the scan, do not use this
parameter. Rather, load NV C95 as you would normally by
clicking onitsicon. Then follow the instructionsin
“Configuring the Scanning Method” on page 71.

Scheduling Concepts

Not only does NVC95 perform on-demand scans, it can

also scan at scheduled times. You may configure scheduled

scans from several different locations:
» click on the pocketwatch icon on the toolbar

or
» click on Qptions|®heduler options
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**: Norman Virus Control for Windows 95 !IEIE
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Whether you access the scheduler from theicon or from the
"Options' menu, you can set the following:

» the time a virus scan will begin
* how often the process is to be run
* what type of style to use

You can schedule up to 20 scans, ranging from once,
hourly, daily, weekly or monthly.

Note: If you schedule a combination of hourly, daily,
weekly, and monthly scans, make sure that such repetitive
scans are set to begin at different intervals within the hour.
For example, if you schedule hourly scans to start at
(hour):00, ensure that daily scans are scheduled for
(hour):15 etc. If two or more scans are scheduled at the
same minute interval, only one scan will be performed.

The dialog box from which you configure the scheduled
scan looks like this:
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Schedule a Scan

Scheduled scan
— Mext scan at
I 5. September 1997 at: |1? : |15 |<NDF|MAL>

—Add scheduling task

wihen: Day: Hour:  Minutes: Styles:

Monthly statting | |31 =l sl fao ] fstrer =]

— Scheduled task:

‘wihen: I Hour: I Minutes: I Style: | Hemove |
@ Once 5. September 1997 17 15 <MORMAL>
K Dwieekly B September 1997 03 1] MYSTYLE Stafus: |
KT Monthly 1. October 1997 15 an STYLE1
Ok, Cancel Deactivate Help

To schedule a scan, first set the frequency of the scheduled
scan from the “Add scheduling task” section of the display.
Click the [ ]When combo box and choose from:

* Once

* Hourly

* Daily

*  Weekly
*  Monthly

When you seledDnce, Hourly, or Daily, today’s date is
automatically selected.

If you selectWeekly, then you may choose the day of the
week on which the scan should occur.

If you click onMonthly, the combo box changes to list the
numbers 1 through 31. If you choose "5", for instance, then
the scheduled scan will occur on the 5th of each month at
the time you have specified. If you choose "31", and there
are only 30 days in a particular month, then the Scheduler
will begin the scan on the 1st of the following month.
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Then:

1. Click onthe[] Hour combo and select the hour you
wish. Hours are listed in 24 hour format.

2. Click onthe[ ] Minutes combo and select the minutes
you wish. Minutes are given in 15 minute increments.

3. Click onthe[] Styles combo and select the style you
wish to use for this particular scheduled scan.

4. Click onthe Add button, and the scheduled scan
appears in “Scheduled tasks” list box.

Once you have set 20 daily scans, the Add button
becomes inaccessible.

5. When you add a scheduled scan, it pops up in the
“Scheduled tasks” list box and activates the scheduler.

6. You cannot change a scan after it's been scheduled.
You must highlight the scheduled task by clicking it
once, then click th®emove button and enter a new
scan.

7. The first scheduled scan to be run appears at the top of
the list in the “Scheduled tasks” list box, as well as at
the top of the display in the list box “Next scan at:”.

8. The “Scheduled tasks” list box provides information on
future scans. The watch to the left of the scheduled scan
tells you that a scan is scheduled:

“Scheduled tazk

Ywhen: | Hoaur: | Minutes: | Shyle:
48 Daily 25. Movember 1996 16 15 STYLE1

9. Click on the OK button when you have entered all your
scheduled scans.

Make sure that the scheduler is active. The scheduled scan
is on by default. You can turn the scheduler on and off from
the Options menu or from the scheduler status button on the
toolbar.
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Note: In order for a scheduled scan to occur, scheduled
scanning must be ON, and the scanner must be active.

When scheduled scan is on, the toolbar button is depressed
and looks like this:

ea

When scheduled scan is off, the toolbar button looks like
this:

If no scans are scheduled, the toolbar button is grayed out:

If a scan failed to run at the scheduled time, you'll see this
message the next time you access the scheduler:

Momman ¥irus Control for Windows 95

9 Unable to initiate scan at scheduled time. Start virus scan now?

Scheduling Several Unattended Scans

Like on-demand scans, scheduled scans require user action
when the scan is complete. A scan will either inform you
that no infected areas were found, or that a possible
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infection is detected. In either case, you need to take some
action to remove the messages.

However, if amessage that has not been closed is blocking
an upcoming scheduled scan, NV C will remove the
message 30 seconds before the scheduled scan is due to
run.

There are nevertheless a couple of options you must be
aware of when you're scheduling more than one scan to run
unattended at night, for example:

1. Inthe styles being used, dot check the [ Exit upon
completion option in the tabbed dialog “Scanning
options”. If you do, the scanner will close and
consequently not run the remaining scheduled tasks.

2. Inthe styles being used, yaust check the [ Ignore
locked files option in the tabbed dialog “Scanning
options”. If you don't, the scan may be blocked by
messages about locked files that could not be opened.

3. Make sure that you specify different names for the
reports for the various styles. Alternatively, uncheck
the [ ]Overwrite previous option in the
Options|Scanningpiions tabbed dialog Reporting for
each style being used. If you use default setting, you'll
only get the report from the last scan.

Command Line Scanning

The command line scanners are not dependent on any other
modules. They can send virus alert information to

FireBreak through IPX communications, SNMP traps
(except for the Windows 3.1x version), and they can be run
from batch files. For more details, see "Norman programs
and IPX communications” in th&lministrator s Guide.
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The 32 bit command line scanner is available on the
following platforms:

Platform: Exe file: Default location:

Windows 3.1x| NVC32X | c¢: \ nor nan\ dos

Windows 95 | NVC32 \' nor man\ wi n32

c
Windows NT | NVC32 c: \ nor man\ wi n32
0S/2 NVC32 c:\ norman\ 0s2

Using the Command Line Scanner

Scanning Options

The syntax is:

nvc32 [drive]:[path] [/paraneters]
[ Enter]

Note: A space must precede each parameter that you use.

Simply select the combination of parameters that you wish
to use and specify them on the command line.

From the directory where the Norman programs reside, run
the command

nvc32 /?

from the command line to display alist of available
options. The following tables chart out the available
parameters and their functions. The first table presents
parameters that are relevant for the ordinary user. The
second table explains parameters that may be useful for
system administrators

Param.:| Function:

/? Show help.

[/ ALD | Scan all local disks (not diskettes or CD-
ROM).
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Param.:| Function:

| AD Scan all disks (not diskettes). Possible
network drives are scanned in addition to local
fixed drives.

| AF Scan all files. The default isfileswith
extensionslike . exe,. com. doc etc. The
list is continuously reviewed and therefore
presented in the readmefile.

/B No alarm when infections are found.

/ BS- Ignore system areas from scanning. The
system areas of the same drive will only be
scanned once if severa file specifications for
the same logical drive are specified.

| BS+ Scan system areas only.

/C Scan archive files. Infected files can be found

within archivefiles, and you caninstruct NVC
to look inside the archivefile.

/| CP

Scan compressed program files. A
decompressor emulator will open and scan the
filein memory.

The scanner can only tell you whether or not
an archive file or a compressed program file
is infected. It cannot take any action on the
infected file while it is archived/compressed.

/ CL

Repair files when possible. With this
parameter, NV C will prompt you to confirm
prior to cleaning infected boot sectors and
files. When / CL isused concurrently with/ U
or / Q however, NVC will not prompt you
before cleaning.

/ D

Overwrite and delete infected files. Recovery
of an overwritten file is not possible.
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Param.:

Function:

| D-

Delete infected files. Infected files are
automatically deleted. Since we are not
overwriting the file before we del ete, recovery
of the infected file is possible with tools such
asthe Norton Utilities.

Ifthe /D or /D- parameters above are used
together with /CL, /CL will take precedence.
If the file cannot be repaired, it will be
overwritten and/or deleted.

/H

Show help.

/ LA

Log all scanned files. By default, the
command line scanner will only log names of
scanned directories and infected files. This
parameter forces the scanner to log the names
of all files that were scanned. If you wish to
specify the name of thelog file, then pair this
parameter with / LF.

/ LF:

L og to specified report file. Type in the name
immediately after the parameter (no spaces).

I LF

L og to standard report file NORVAN. RPT.

/LG

Append log to existing report file. Default is
overwrite.

TLQ

Create report file only when infections found.

/LS

Log all scanned directories.

Note that in order to produce a report, you
must specify one of the L* options above.

/ MOV

Move infected files to default INFECTED
directory (c: \ nor man\ i nf ect ed).
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Param.:

Function:

[/ MOV:

Move infected files to specified directory.

Type in the name immediately after the
parameter (no spaces). If you don't type in a
directory, NVC will create it for you relative
to where the NSE directory is located. If it is
installed inc: \ nor man\ nse, the infected
directory will bec: \ nor man\ i nf ect ed.

I'N

Suppress the default memory scan.

I NW

Don't display messages regarding the status of
your licence (for example, licence expiration).

/O Ignore files that cannot be opened. If you have
specified a log file, locked files are listed
there.

/1 Q Quiet mode, i.e. no screen output at all.
Overrules thé Oand / U parameters.

/R Repeat the scan. Useful for checking several
diskettes.

/'S Scan subdirectories. Use this option if you
have specified a directory and want to include
subdirectories in the scan. If you have
specified a drive letter, subdirectories are
automatically included in the scan.

IV Verbose mode. Display all details during scan.

/' W Wait specified number of milliseconds
between each file.

/ X Look for EXE header in all files. LikeAF,
this parameter will increase the scanning time
because all files are checked.

1Y Display detailed virus name.

/' YH Abort the scan when a virus is found and

display the path and virus name.
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The following command line parameters are useful for

system administrators:
Parameter: Function:
/ NVCADMCFG. | Override environment
NVCADMCFG where the program

looksfor nvcadnB2. cf g (if
nvc32. cf g isnot found). If no
such environment is defined, the
program will search for the file one
level up from where it is executing.
| NVCCFG Override environment NVCCFG
where the program looks for
nvc32. cf g. If nosuch
environment is defined, the
program will search for the file one
level up from where it is executing.
/ SN Do not alow user aborts.

| TEVP: Override environments TEMP/
TIMP. If no such environment is
defined, the program will create it
one level up from where the
directory NSE is located.

/U Do not stop when infections are
found. Overrulesthe/ O parameter.
/ WORK: Specify where NORMAN. RPT and

| NFECTED directory is created. If
nothing is specified, the program
will place the report file one level
up from where it is executing.

Combining Different Parameters

The command line scanner is flexible in the sense that you
can combine parameters to carry out multiple tasks in one
command.
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Here are a couple of examples on how you can combine
parameters. From the directory wherenvc32. exe is
installed, type:

nve32 a:\*.txt /n /bs- /1f

Thiswill scan all files on the diskette with the extension
. t xt , the boot sector will not be scanned, and the

nor man. r pt will be created in the directory where
nvc32x. exe isinstaled.

Then type:
nvc32Z *.txt a: c:

toscant xt filesinthe current directory and then the boot
areas and default file extensionsona: andc: .

Note: Specifying c: \ (with adash) will scan filesonly in
the root drive, but c: (without aslash) will both scan files
and the disk’s system areas.

Command Line Scanner Errorlevels

You can automate the command line scanners by using
errorlevels in batch files. The errorlevels for the command
line scanners are:;

Errorlevel:| Meaning:

13 Licence does not allow the program to start.

12 The fileNVC32. CFGwas not found.

10 Files skipped (could not be accessed).

9 The scanner was interrupted and did not
complete its scan.

8 The scanner stopped due to an error in
logic.

6 Disk input/output error.

5 You did not enter valid scanning criteria.
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Errorlevel:| Meaning:

4 The hardware configuration has changed
since you installed the scanner.

3 The scan began without having any
scanning criteria.

2 Detected an active virus in memory.

1 Detected one or more virusesin one or
more files.

0 Scanned for viruses and did not find any.

Generic Detection with Canary

Canary is not dependent on any other module and not
critical for any other module’s functioning. It works well
with the Smart Behavior Blocker.

In the old days of coal mining, miners brought canary birds
with them down into the shafts. The canaries served as
early warning signals, for they reacted quickly to dangerous
gases and lack of oxygen. If acanary died, the miners knew
that it wastimeto get out.

Norman used this idea when designing our Canary
programs CANARY.COM and CANARY.EXE). The
Canary programs work as non-resident "bait" for known
and unknown file virusesthat infect files with the
extensions .EXE and COM. If they become infected, they
alert you that avirusis active in your computer. Since the
Canary programs do not scan for specific viruses, they
detect even unknown viruses. And when they become
infected, they display messages on the screen and return
errorlevels.

The Canary programs are self aware and know everything
about themselves [0 their own file lengths, the

precal culated checksums, and the date and time of their
installation.
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Most viruses attack a file by inserting their own program
codes into the file. When this happens, the file length
increases, and if the file happensto be Canary, Canary
detects thisimmediately and reports " The Canary Bird is
Dead!".

Other viruses overwrite parts of the file without altering the
file length. As aresult, the program will no longer work
properly, and the checksums change. Canary will also react
to the altered checksums.

If you run Canary, and CANARY.COM and
CANARY.EXE have not been infected, you see the
following message:

EXE: The Canary Bird Lives and all is
wel | .

COm The Canary Bird Lives and all is
wel | .

If, for example, avirus has infected the .EXE file, the
message will read:

EXE: The Canary Bird is Dead!

COm The Canary Bird Lives and all is
wel | .

You can suppress these messages and report by errorlevel
instead. See “Canary's Errorlevels” on page 110.

Note: If Canary detects a virus, you can send a copy of
your CANARY.COM and CANARY.EXE files to Norman

for further study.

Because Canary uses generic methods, it will not tell you
the name of the virus it has detected. To find out, you must
use Norman's scanners. See “Detection” on page 52 for
more information on scanners.
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Using Canary

The Canary programs are 16 bit DOS programs and
therefore must be run from either the command line or from
abatch file. In addition, when you run Canary, you must be
in the directory that holds the Canary files; or the directory
must be available in the DOS path.

For Canary to be effective, you should run it frequently.
Here are three ways to ensure maximum protection:

Always activate Canary after you have used a program by
inserting instructions for running Canary at the end of each
.BAT or .CMD file; or run your applications from a menu
system that activates Canary whenever you return to the
menul.

Implement a resident scheduling function that will start
Canary at regular intervals.

Develop a good habit of starting Canary manually severa
times aday. Frequent use of Canary means swift detection,
and swift detection means less damage.

In DOS, if you simply type the name of an executable
without the extension, DOS will look for the executable as
aCOM filefirst. If aCOM isnot found, it will then look for
an EXE.

The Canary programs take advantage of this fact so that
you only need to type canar y, and CANARY.COM will
run.

CANARY.COM will then automatically run
CANARY.EXE.

The syntax for running Canary is.

canary [reporting level] [Enter]
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The reporting level determines how many messages will be
displayed on your screen when you use Canary. Following
is adescription of reporting levels.

Reporting Level | Function

no entry All messages from Canary are
displayed.

1 Messageisdisplayed only if avirusis
detected or an error occurs.

2 No messages are displayed.
Reporting occurs only through
errorlevels.

Alternate Filenames for Canary

You can rename CANARY.COM and CANARY.EXE
using any name you like, aslong as you give the two files
the same "first name" (e.g., TESTFILE.COM and
TESTFILE.EXE). This protects Canary from being
attacked by virus-writers.
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Canary's Errorlevels

At the end of each run, Canary returns errorlevels which
contain the results of the run. You can use these errorlevels
in batch filesto tailor Canary’s use for your needs.

Errorlevel

Meaning

16

Communication between CANARY.COM
and CANARY.EXE isinvalid.
CANARY.EXE has been started by a
program other than CANARY.COM. You
may have avirus that uses the companion
technique. These viruses create a.COM
file with the same name as an .EXE file,
taking advantage of the fact that DOS will
always start the .COM file first. Examples
of such viruses are Aids Il and Twin351.

Not used.

Cannot open CANARY.COM or
CANARY.EXE. Canary cannot open its
own .COM or .EXE file for examination.

Not used.

CANARY.COM isinfected, and
CANARY.EXE ismissing.

CANARY.COM is normal, but
CANARY.EXE is missing. Ensure that
both files exist and are available viathe
path.

CANARY.COM and CANARY.EXE have
been modified/infected.

CANARY.EXE is modified/infected.

=

CANARY.COM is modified/infected.

CANARY.COM and CANARY.EXE are
normal.
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Other Functions

Finding Out More About Viruses

There are two functions within the scanner which allow you
to learn more about viruses.

Virus library gives an overview of names and
characteristics of the viruses that NV C95 can recognize.
You can access virus library through the menu option
View|Virus Library or by clicking on this toolbar button:

&

Computer viruses can be categorized in two distinctly
different classes: binary and macro viruses.

1. Binary viruses contain executable code, i.e. program
instructions. Binary viruses can infect program files
(frequently referred to as executables), boot sectors, or
other executable code on your PC.

2. Macro viruses do not contain executable code. They
employ the macro programming language used in most
word processors and spreadsheets. Macro viruses will
infect Word or Excel files, for example, and replicate
when infected files are accessed. Macro viruses do not
depend on specific microprocessors or operating
systems.

The virus library has two tabbed dialogs, one for binary

viruses and one for macro viruses. Here you will find key
information for every virusin thislist.
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Macro viuses  Binary, File and System Viuses I

Ligt af vinse: r Find virus

24-40365 | |
AnkiC 00.Tobaczo D |
AntCad Boaot &0 . _ .
AniiCad Baol 4 AntiCad. 2224-4096 (328 variant(z])
iﬂ::gﬁ:g{m - Has a destructive payload
AntCMOS A/ - |z a fast propagator
AnKCMOS.B [Lisidxibin G dent
AAECMOS.0 - 0SS [ESIHEn
Antiern - Infects .COM files
Anti_ETA L8 ’
ANKERE AF - Infects EXE files
AntiFart

AntiGus

AnhitIT. 764/770 hd
Infection targets Other characternistics

List all, ar List all, ar

I~ COM and EXE [T Destructive

I Boot sector I~ Fast propagators
I Other files [~ Besident and stealth

Tatal number of wirus wariants: 15213

LCloze I Help |

The total number of virusesidentified is virtually
increasing by the hour, and the list is consequently quite
extensive. Because viruses are treated differently
depending on type and property, it is useful to gather as
much information as possible about the virus.

Thelist box on the left of the dialog box contains the names
of the viruses that the scanner can recognize. The area on
the right describes the most important characteristics of the
virus that you have chosen from the list. The complete list
is sorted al phabetically. Because of its comprehensive
nature, it may be time-consuming to use the arrow keysto
navigate through the list. Therefore, you can search for
viruses using other methods.

» Use the scrollbar to the right of the list box to move
quickly through the list. Then highlight a list item
for more information on this virus.

» If you know the first letter of the virus you are
looking for, you can simply type its first letter from
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the keyboard. Thefirst viruswhose name startswith
thisletter will appear as thefirst item in the box.
Continue pressing the same key until the desired
virus appears highlighted.

* If you know the full name of the virus you are
searching for, you can use the [Tab] key to set the
focus on the text box to the right of the list box.
Then type the name of the virus and press [Enter].

* You can narrow your search by clicking the check
boxes in the two columns under the list box. The
left hand column displays viruses by what they
infect, while the right hand column allows you to
sort viruses by how they perform.

If you check the [ List all, or check boxes, the other
options in that column are grayed out.

There are many viruses that are known by several names.

Hence, a virus you are looking for under one name may be
in this list under another name. Call us if you can't find the

virus for which you are searching...

Binary Virus Attributes
These are the possible attributes for binary viruses:
It has a destructive payload

While most viruses are relatively harmless, this virus will
perform destructive acts such as delete critical files, format
your hard drive, or destroy other data.

1t is a fast propagator

The virus stays in memory (goes resident) and hooks the
services used by other programs to open, read, write and/or
close files. Whenever any program opens a file, this will
start the virus code, infecting the opened file, or look for
another file to infect.

Uses encryption
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The virus code itself is encrypted to avoid detection. It can
be detected anyway.

Uses stealth techniques

Thevirustriesto hideitself to avoid detection. It is
normally detected anyway.

Overwrites original file

The virus code overwrites parts of the infected file. Files
infected this way cannot be cleaned, but must be replaced
from backupsin order to get rid of the virus.

Boot Sector

I nfects boot sectors on diskettes and/or hard-drives. Will in
most cases infect the hard driveif left in the diskette drive
when the PC is booted.

EXE, COM files

Infects mainly EXE or COM files or both.
COMMAND.COM

Infects COMMAND.COM.

OV? files

Infects overlay files. An overlay fileis apart of a program
split in separate, overlayed, files.

Other files

Infects other files.

Goes resident in Low, High, UMB, Video RAM
The virus stays in memory when first activated.
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Macro Virus Attributes

Wirug Library x|

Macra viruses I Binary. File and System Yinises I
r List of viruses r Find wirug
it AABCA ﬁl |

i Adlem T

wid Alem B Tw - - -
Wik Adlem T Tw it Jalien. D1 [3 wariant(z]]
Wi AAlen D Tw Canbedl ’
Wi Adlen BT - Can be cleans

i Alien. s ladng

Wit LAlien B - Infects OLE2 documents

A Adlien. C

i AAlien.D) - Wirug needs Wards/7 [OFS95)
W Alien.E
i Alien. F
Wi Adlien. G

i Adlien.H

Wi Atlliance & ||

Infection targets Other charactenztics
W List all, or v List all, ar
¥ ‘word 6.7 V¥ Destructive
7 Ward 8 [VEAB, Oifice’s?) I I.ro|ans Conzists of 3 different macrals).
¥ Excel 5 [VBAT) 7 Winises 3 macrofg] needed for
¥ Egcel 6 [VBAS, Office'd?) W Jokes detection.

¥ Droppers
Total number of viruz wariants: 2414

Cloze Help
I I

These are the possible attributes for macro viruses:

Can be repaired

Documents or template files infected by macro viruses can
in most cases be repaired. Technically, thisinvolves
removal of the viral macros, while legal, user defined
macros are | eft intact.

However, some macro viruses "snatch” user defined
macros while replicating, making each infection unique.
The user defined macros will in most cases be changed to
call the main macro in the virus. The WM/CAP family of
macro viruses is an example of viruses with this capability.
Filesinfected by this kind of virus are repaired by
removing all macros.
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It has a destructive payload

While most viruses are relatively harmless, this virus will
perform destructive acts such as delete critical files, format
your hard drive, or destroy other data.

Is polymorphic
The virus changes itself from infection to infection.
Is a Virus

Thisisatruevirus, ableto replicate itself. Opening this
document will trigger the macros, probably infecting other
document files.

Is a Trojan

Thisisnot avirus, meaning that it doesn't replicate.
Contains other forms of malicious code.

Drops binary virus

This macro virus contains a binary virus. See Binary
viruses on page 111.

Is a joke, non-infectious

This document file contains macro code that performs
harmless, sometimes visible, actions. Opening this
document will trigger the macros, but no other document
fileswill be infected.

Contains garbage
Is inactive or damaged.

This document file contains remnants of macro viruses, or
other macros that don’t work as intended.

Infects Word?2 documents

This document file contains a macro virus that requires
Microsoft Word version 2 to replicate.

Infects OLE2 documents
Virus needs Word6/7 (Office '95)
Virus needs Fxcel6 (Office '95)
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Virus needs Word$ (Office '97)
Virus needs Fxcel6 (Office '97)

This document file contains a macro virus that needs one of
the specified Microsoft applications to replicate.

The Display Feature

The Display feature displays data from files and system
areas as hexadecimal values and printable characters.

You can access this function from the File menu.

If youwant to take alook at the contents of afile (presented
as hexadecimal values and printable characters), or if you
wish to look at the contents of the system areas on your
boot drive, you may choose the "Display" menu option.

**: Norman ¥irus Control for Windows 95

Select area  YWiew Optionz  Help
Dizplay File... :
Dizplay Syztem Area...

Exit
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Display File

If you choose Display file, you will be prompted to choose
afile from within afile window.

Open
Laak. ir: | A Morman
_1Dos [=8] Marman.ipt
1 Infected ] Mwe.cfg
_1'win1B [#] M. def
__1'Win35 readre. bt
B R ﬂ Setup.ini
[=8] DelsL1isu
File narme: = Open |
Files of ype: | ﬂ Eapizel

When you have chosen to display afile, the following
dialog box appears:

C:ANORMANADelsL1.isu

aoooo: 71 A5 00 00 01 02 B9 ES - 00 00 29 00 52 74 69 72 g ..00%Wa..)1.3Gic
a00lo: sC 69 6B 67 20 54 65 53 - 63 SE 6F 6C AF 67 69 65 ling Technologie

LL I

00020: 73 2C 20 49 BE 62 2E 20 - #3 £3 29 20 21 23 29 20 =, Inc. (c) 1990
00030: 2D 21 %9 29 25 1E 00 OC - DO CD 23 E2 DO CC 25 Ea -19950.tmfrEnts
00040: DO CC 25 F1 D0 F0 26 F& - D0 99 20 FF Do 21 27 0F BiABS=s=0.3!'0

00050: D1 €C 25 9F 87 &6 00 ER - DO CF 25 20 22 15 25 Ea HIvst Zptogocs

000f3: D0 CC %3 FF DO CC &9 FC - DO ©C 8B TF D2 CC 78 S6 DINEDInanl. Oixv
00070: 1& D1 26 0D D1 €9 2F 14 - Dl CF 2F 1B Dl 25 27 25 OF.BE/OfE/offs' e
00050: D1 1F 79 74 D2 CC 26 20 - 40 D1 26 37 40 D1 26 2E  Howedlogh7eltz

000d83: 27 CD 29 45 &F IF 7 4D - D1 COC Z6 && D5 COC 26 Bl 7ijEOctfttadii:

000&0: DS CC 26 C5 D1 CE 26 &B - 17 ES 26 6F D1 AC 2B 76 GO1ERTeDi ol

000ED: D1 AC 2B 70 D1 22 27 87 - D1 OF 6B DD Dz cC 25 92 Mo fte tfimevdic
000CO: 70 D4 25 DA 6F D4 26 EL - 23 CD 29 Es 11 10 70 Fo  pdfelidst)ioops

000D0: DO CC 26 &6 Da CC 26 &D - D& CC 26 09 57 0D 0& 54 BIiTi-Gi.t .T

O00E0: 51 72 67 55 74 20 44 £9 - T2 E5 E3 74 BT 72 79 0D acget Dizectory.
000F0: 0& 0F 42 24 50 4F 4F 52 - 4D 41 4F 0D 0A OD 0A 50 .. C:4HORMAW.. . .F j

Ok ‘ Frint ‘

The dialog box shows you the file contents as hexadecimal
values (left) and text (right). To maneuver up and down
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within the file, use the scrollbar along the right edge of the
dialog box.

This function is especially useful when technical personnel
want to look inside afile or sector for signs of avirus
infection.

There are three buttons at the bottom of the dialog box:

Close quits from the function and returns you to the main
window. Print permits you to send the displayed file to the
printer that is set up through Windows. Help givesyou help
on this function.

Display System Areas

If you choose the Display system area menu choice, this
screen will appear:

Display Master Boot Sector

QQooo: 22 ED SE DS BEC 00 14 EE - 19 7C &E C5 SE DD EF 19 Qiﬂﬁh.ﬂkﬂlﬂﬂﬂ‘faﬂ ﬂ
000lo: OF 5§ 57 8F CF FC F2 A4 - CE EZ &0 E4 0D CD 12 E4 OM:ldimEzO’ . I0°
00020: 0% CO 13 72 27 &6 D6 22 - F6 92 &9 16 15 1& 52 E1 Ofocv+izsEn000f4
onoz0: 2F 59 0E 16 1% Bs 0l 02 - E1 01 Ba &0 00 BEF 00 14 7hO00 OCHO°0.%:.0
00040: OE 07 CD 12 72 16 FE OF - && 07 ES D2 00 §2 06 EC OOfocOpO20&0. fO%
00050: 07 10 5B 3£ EC 07 1 FE - EE 15 76 02 E9 D2 00 $A4 OO0:5%00pi0hO20.%
O00g0: 34 04 24 EF 23C 01 74 0& - 2C 0E 74 06 OC 0 2C 06 DOFi<O-.<Oc000<0
QQo70: 75 D& FE 06 A& 07 E§ 01 - 02 && 74 01 8E 4C 0z 59 uﬁ}DiD‘DDEGDcLD‘.‘:
000E0: OE OC 1% &% 26 12 1% B2 - 0 EE 00 15 CD 12 7z EA OO0 £0020%.0f0c
Qoog0: A0 OD 16 TE C& 76 B* ES - 0Z 00 F7 26 16 15 5E OE .OpEx? L0-+00:0
000a0: OE 16 59 OE 04 1§ 02 C5 - 12 D5 §9 0E 0§ 1% §9 1f OORO00CEO3%000%O0
0O0ED: 0& 1% Al 11 16 EL1 04 D2 - E5 A2 10 15 $F C5 Al 0% .0; 0#O0EE00:E;O0
opoco: 1% 3B L& 0A 1% 1E 07 EE - &0 18 E& 75 00 1E 07 50 0O:0.000¢ Odia.OOF
0ooDo: 5& 51 EF 10 O0 BE &0 15 - 6B F2 BT AD 07 51 EL1 0OF ERQI0.# DOcd:.-0O0x0
0OQED: FC F2 AF 74 OE 59 %2 C2 - 20 EZ ED 59 §a 55 EZ D5 s (eOvfd divExald
O0QF0: EF 57 FF &2 Cd 03 &9 1E - 0E 18 &F 47 1a 48 4§ 2& &N, fAONO00« GOHHZ j

0K | Help | Prirt ‘ (i, (" System Boot Sector: E

The System areaincludes the Master Boot Sector (MBS)
and System Boot Sector (SBS).

You have a choice of viewing the MBS area of the first
physical hard drive aswell asthe SBSon drive C.. In
addition, you can view the SBS on all diskettes.
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See the sections "Master Boot Sector“and “System Boot
Sector (SBS)” on page 84 for an explanation of these terms.
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Examples of Common Uses of
NVC95

Different Combinations

Because of the scanner’s configuration flexibility, there are
many waysto run scans. You will no doubt find the best
methods for your organization’s needs. To get you started,
here are several techniques that might be helpful.

Automatically Scan Different Areas at Different
Times

Goals: To automatically scan the entire hard drive in the
beginning of the day, to automatically scan only the
C:\FINANCES directory during lunch, and to
automatically scan only the C:\WORDS directory at the
end of the day. If any infected files are found, specify repair
or move them to the C:ANORMAN\INFECTED directory.

What we will use: Styles and the scheduler.

See “Saving Your Configurations as Styles” on page 87 and
“Scheduling Concepts” on page 94.

Steps:

1. Setup 3 styles: ALLOFC, $ONLY, WORDONLY (for
example), and configure each style accordingly for
scanning areas, scanning options, reporting options,
etc.

2. Inthe scheduler, specify the day and the hours at which
to run each of the styles.
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3. Remember to click on Add and OK before exiting the

"Scheduled scan” dialog box.

4. Exit the scheduler dialog box.
5. Do not exit NV C95.

Decrease Screen Output During Scan

Goal: To have NVC95 run once and display only critical
messages on the screen.

We will use these options:

[X] Report to file and/or [X] Report to printer,

[X] Report only if infection,

[X] Exit upon completion,

[X] Ignore locked files,

[X] Minimize while scanning, and

[X] Don't stop on virus

Steps:

1
2.
3.

Start the scanner.

Click on Options|Scanning options.

In the " Scanning" tabbed dialog box, ensure that
[ ] Don't stop on virus is checked.

In the " Scanning" tabbed dialog box, ensure that
[ ] Exit upon completion is checked.

In the " Scanning" tabbed dialog box, ensure that
[ ] Ignore locked files is checked.

In the "Reporting” tabbed dialog box, ensure that

[ ] Report to printer and/or [ ] Report to file are
checked.

In the "Reporting” tabbed dialog box, ensure that [ ]
Report only if infection is checked.

In the "Additional options" tabbed dialog box, ensure
that [ ] Minimize while scanning is checked.
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When dl of thisis done, the scanner will run as a
minimized icon, and you will only see areport on the
screen if an infection is found. Otherwise, the scanner will
exit when it has finished scanning.

This method is great for running a single scan at night. If
you leave your Windows 9x machine on during the night
and use this method, the next morning you will see areport
on the screen if avirus was found.

Note: If you are running more than one nightly scan, please

refer to the section “Scheduling Several Unattended Scans”
on page 98 for details about scheduling more than one
nightly scan.

Consequently, any user who wishes to use the machine in
the morning will see this notification. If no virus was

found, then nothing is displayed on the screen, and the user
can continue as normal.

Remember: if you have set the scanner up to always report
to a file, then you can always view the most recent report
by clicking on_Mew|Report

Create Icons and Customize the Scan

Goal: To create shortcuts that sit on the Desktop and
perform customized scans on demand. By doing so, you
can bypass clicking on NVC95's icon and spending time
configuring your scan. Instead, you can configure your scan
beforehand and then click on your customized icon when
you wish to perform the scan. For instance, if you would
like to scan the C: and D: drives on demand simply by
clicking on an icon, follow the steps outlined below.

What we will use: Styles and the 2 parameters associated
with styles.

Steps:
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1. Create astylethat you wishto use for this purpose. For
the example that we gave above, we would create a
style named CDONLY, we would choose the C: and D:
drives as the search areas, and then we would select
other configurations such as reporting, etc.

2. On the Windows 9x Desktop, click once with your
right mouse button, select "New", and use the
parameter /ST:

The syntax for the command lineis:

drive:path\NVC95.exe st:[style name]

For example, if NVC95.EXE residesin the
C:\NORMAN\WIN95 directory and you wish the icon to
start scanning immediately using the CDONLY style, then
your command line for the new shortcut will be:

C:\NORMAN\WINS5\NVC95 /ST:CDONLY

You can, of course, combine this method with the
configuration described in “Decrease Screen Output During
Scan” above by altering the settings in the style.

Scan Automatically after Downloading Programs

Goal: To automatically scan programs that you have
downloaded onto your PC.

What we will use: A batch file and styles. The batch file
will run your communications software (CompuServe,
AmericaOnLine, etc.) and then run NVC95 against the files
that you have downloaded.

Steps:

1. If possible, set up your communications software to
store all downloaded files in one directory. (If you
cannot do this, then find out where the downloaded
files are stored by default.)

2. Create a style for this purpose and configure it
accordingly. For the search area, you must specify the
directory in which your downloaded files are stored.
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And since afair number of downloaded files are
archived, you should use the " Scan archivefiles'
option.

3. Create abatch file which first runs your
communications software and then NV C95 /ST, with
the style you have created.

For example:

DOWNSCAN. BAT

remthe next line runs PCPLUS.

pcpl us

remthe next line runs NVCO5 i nmedi ately
rem after PCPLUS exits.

c:\ nor man\ wi n95\ nvc95 / ST: DWNLOAD

remthe above line tells NVC95 to use
t he

rem DWNLOAD style. | have set PCPLUS to
remput all ny downl oads on the

remE: drive.

rem Therefore, in the DWNLOAD style, |
remhave specified the search area to be
remE: .

...etc

Now you can create a shortcut icon that runs this batch file
from the Desktop.

Quick Diskette Scan

Goal: Scan diskettes for viruses without having to select
the A: or B: drive and then click on “Start scan”.
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What we will use: NV C95 and your mouse.
Steps:

1. Place the mouse-pointer anywhere inside the main
window of NV C95.

2. Click the right mouse button, and you will see this
dialog box:

Scan diskette |

Scan b

Cancel |

3. You can only choose one diskette drive at atime. When

thisis done, click the OK button and NV C95 will use
the current style to start scanning the disk in the
selected diskette drive.
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Updating NVC

Any virus scanner is only as effective as its most recent
update, so obtaining frequent virus signature updatesis
critical to maintaining a secure computing environment

There are two different kinds of updatesfor NV C:

Version update: actual program changesfor one or more of
the modules in the package. To install a version update, run
aregular install as described in the setup procedure.

Definition file update: changesto thefilesnvcbi n. def
and nvcmacr o. def (in c:\norman\nse). These files hold
the virus signatures (fingerprints of known viruses) and are
used by the scanning engine. To install a definition file
update, double-click on the file name and follow the
instructions on the screen.

Definition file updates are available from our Web siteon a
regular basis:

http://www.norman.no/update.htm

Norman Internet Update

The polling program Norman Internet Update
automatically checks for updated files to the scanning
engine (definition files, DLL/VxXD) on Norman servers and
it's available for Windows 9x and Windows NT.

NIU will appear as a separate item in the Norman group. To
run NIU, you need a TCP/IP (Internet) connection. You can
start the program by placing it in the Startup group or
doubleclicking the icon in the Norman group. When you
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run NI1U, the program will check a Norman server for
updated virus definition files. These files reside in the NSE
directory.

Configuration Settings

When Norman Internet Updateisinstalled, the section NSE
Update is added to the configuaration file (nvc32. cf g).

The default settings that apply if you accepted to place NIU
in the Startup group, or when you run the program
manually bly doubleclicking the icon, are:

-hidden -wait:5

Hi dden: without appearing on the screen, the program
checks the validation key and the time stamps on your files
in the NSE directory versus the time stamps on the
availablefiles on the Norman server. You will be notified if
the validation key is missing or wrong, if updated files are
available, or if any problems occur.

Wi t : after the program has started, it waits for 5 minutes
beforeit startsworking. The- wai t parameter requiresthe
- hi dden parameter.

Note: Norman Internet Update will not be invoked on aPC
that is running continoudly. In such instances you can use

the scheduler in Windows 98 or Windows NT to invoke the
program. On Windows 95, however, you'll have to log out
and in, or start NIU manually.

Note well:

If you're running NIU with a modem, make sure that you
hang up when a download is completed. You may configure
your dialer to hang up two minutes after a download is
complete, for example.
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How to Use Norman Internet Update

1. Enter the CD key in the Authentication field.

2. Click on Validate. The CD key you entered is checked
by a Norman server, as well as the time stamp on the
virus definition files.

3. When the key isvalidated, the Download button is
activated if there are updated files available.

4. Click Download for fetching the package with the
latest updates. The new fileswill replace the old files at
next reboot.

For network administrators: see the Administrator s Guide
for more details.

Copyright © 1999 Norman



130 « Norman Virus Control for Windows 95 - User’s Guide

Copyright © 1999 Norman



Index

—Symbols—

.COM 61
DLL 61
EXE 61
0V?61
SYS61
IAF 84
/B 85
IBS- 84
IC 76
/CL 81
ICP 77
/D- 81
ILF 78
ILQT79
/MOV 82
1075
IR75

U 74
/W 85
/X 85
/Y 83

—Numerics—
8+3 filenames 5

—_—A—

Abort scan 60, 61
About NV C for Windows 95 4
Add astyle 88
Additional Options 82
Additional options

Look for EXE header 85
Archived files 76
Archiving systems 76
Ask user what to do

Cat's Claw 44
Automatic mode 22
Automatic Virus Removal by the Scan-
ner
Windows 95 52

—B—

Beep upon infection 85
Behavior blocker 6
binary virus 111
Binary virus attributes
Boot Sector 114
COMMAND.COM 114
Destructive payload 113
EXE, COM files 114
Fast propagator 113
Goesresidentin Low, High, UMB,
Video RAM 114
Other files 114
Ov? files 114
Overwrites original file 114
Uses encryption 113
Uses stealth techniques 114
Boot area 85

—C—

Canary 106, 108
Alternate filenames 109
Errorlevels 110
Reporting level 109
Canary bird lives 107
Canary birds died 107
CANARY.COM 109
CANARY.EXE 109
Cat's Claw 6, 37
Ask user what to do 46
detection and removal 13
Display warning 47
Display warning after automatic
repair 41
Display warning and deny access
48
Do nothing 46



132 « Index

Factory Settings 39

Files that could not be scanned 50

Limitations 38

Log file51

Lost alarms (overflow) 51

M acro viruses not removed 50

Macro viruses removed 50

Remove uncertified macros 46

Remove virus from file 45

Show icon on the taskbar 40

Uncertified macros not removed
50

Uncertified macros removed 50

User can disable scanning 40

Cat’'s Claw Configuration

Behavior 43

Certified Macros 41

claw3lcf.exe 40

Concepts 38

General 40

Handling macro viruses 44

Handling of files that cannot be
scanned 47

Handling uncertified macros 46

Logging 49

Cat’'s Claw warning

Cannot remove uncertified macro
47

Damaged file 48

Damaged file blocked 49

Internal error 48

Internal error denied access 49

Manual virus removal 45

Password protected file 48

additional options 82
beep upon infection 85
delay between files 85
ignore system areas 84
minimize while scanning 85
more specific virus names 83
scan all files 83
user-defined file extensions 86
Configuration dialog box 72
Configuration Registry 7
Configuring
scanning 71
Conventions 1
Cooperative multi-tasking 4
CPU 4
CRC32 43
Current style 89, 126
Custom icons, example 123

—D—

Decrease screen output, example 122
Definition file update 127
Delay between files 85
Delete
style 89
delete infected file 81
Deselect drives 70
Detection 52
scanning display 61
start scan 57
Display feature 117
Display files 118
Display last log file option 79
Display system areas 119

Password protected file blocked 4%0n’t stop on virus option 74

Uncertified macro not removed 46

Uncertified macro removed 47
Virus not removed 45
Virus removed 45
Choosing Where to Scan 68
Combining different parameters 104
Compressed files 76
CONFIG.SYS 25
Configuration

—_—FE—
Edit scanning options 89
Edit styles 87
Edit styles dialog box 90
Environment variables 78, 82, 87
Examples of use 121
Exit upon completion option 75

Copyright © 1999 Norman



Index « 133

—_—F—
File menu 117
file, delete infected 81
file, move infected 64, 65
Filenames
8+35
long 5
Files
compressed 76
Files, archived 76
files, move infected 81
files, rename infected 65, 82
Find directory option 71
FireBreak 38
Floating option bar 87
Floppy scan, quick 125
Functionsin NVC95 5
Book on Viruses 7
Display function 7
Scheduler 6
Smart Behavior Blocker 6
Viruslibrary 7

—H—

Help 60
Hexadecimal 117, 118

Ignore locked files option 74
Ignore system areas 84
Infection status
Windows 95 59
Installing
before installing 8
Select Components display 9
Setup Complete display 10
Setup Type display 9
step by step 9
The Smart Behavior Blocker 10
typical install 9
Interactive mode 22
Internet upgrade
Norman Internet Update 127

—L—

Log 62
Log infected files, reporting 79
Long filenames 5

L ook for EXE header option 85
—_M—
Macro type
VBA343
VBAS 43
WB 43

macro virus 111
Macro virus attributes
Can berepaired 115
Contains garbage 116
Destructive payload 116
Drops binary virus 116
Inactive or damaged 116
Infects OLE2 documents 116
Infects Word2 documents 116
IsaTrojan 116
IsaVirus 116
Joke, non-infectious 116
Needs Excel6 (Office '95) 116
Needs Excel6 (Office '97) 117
Needs Word6/7 (Office '95) 116
Needs Word8 (Office '97) 117
Polymorphic 116
Macro viruses 37
Main window 68, 79, 90, 119, 126
Managing infections
Delete infected files 81
Move infected files 81
No action 81
Managing Infections options 80
Master Boot Sector 84
MBS 84, 119
Memory, scanning 77
Minimize while scanning 85
Minimize while scanning option 75
Modify
style 91
Monthly scan 96

Copyright © 1999 Norman



134 « Index

more on viruses 111
More specific virus names 83
move infected file 64
move infected files option 81
Move infected files to 87
MSDOS.SY S 25
Multiple diskettes option 75
Multi-tasking 4
cooperétive 4
preemptive 4
Multi-threaded 4

—N—
No action option 81
NORMAL style 87, 90
Norman Internet Update
Configuration Settings 128
How to use 129
Installing 10
Norman Internet Update (NIU) 2
NORMAN.RPT 73
Notepad 67, 75
NV C for Windows 95, about 4
NV C for Windows 95, functions 5
NVC.INI 7
NVC.SY S (behavior blocker) 6
NVC95 68, 87, 111
NVCBIN.DEF 5
nvchin.def 127
NVCMACRO.DEF 5
nvcmacro.def 127
NVCPRE.EXE 18

g

OLE2 75
On-demand scan 94
On-demand scans 5
Options

save as style 89

save on exit 90

styles 88
Options menu 95
Overwrite previous, reporting 78

—P—

Parameters
combining 104
Password protected file
Word 6 49
Word 7 49
Word 8 49
Password protection 47
Pop-up scanner
Clean files 56
Scan archive files 55
Scan executable files only 55
Scan subdirectories 55
Preemptive multi-tasking 4
Prevention 11
behavior blocking concepts 14
boot viruses 13
direct action file viruses 13
fileviruses 11
macro viruses 13
memory resident file viruses 11
Smart Behavior Blocker 11
viruses in Windows 95 11
Progress bar 61
Protection
files6

—Q—
Quick floppy scan 125

—R—

Registry 86
Rename infected files 65, 82
repair infected file 65
Report only if infection option 75
Report only if infection, reporting 79
Report to file 78
Report to file, reporting 78
Report to printer 78
Report, view 67
Reporting options 67, 77
overwrite previous 78
report only if infection 79

Copyright © 1999 Norman



Index « 135

report to file 78
Requirements, system 1
Run menu 1

—_——
Save as style 89
Save on exit 90
SBS 84, 119
Scan all files 83
Scan archivefiles option 76
Scan automatically after download, ex-
ample 124
Scan subdirectories 70
Scan, abort 60, 61
Scanned directories log, reporting 79
Scanned fileslog, reporting 79
Scanning 52
Scanning for viruses
Windows 95 59
Scanning for viruses dialog box 58, 90
Scanning Options 73
Scanning options 73
Compressed program files 76
Don’t stop on virus 74
Exit upon completion 75
Ignore locked files 74
Look for OLE2 header 75
Memory 77
Multiple diskettes 75
Scan archive files 76
Scanning options dialog box 67, 72
Scheduled scan dialog box 95
Scheduled scans 5
Scheduling concepts 94
Secondary virus signature 83
Select area 68
Select area, 69
Selected areas 62
Smart Behavior Blocker 15
/DELAY command 19
/NOLOGO command 20
advanced functions 32
boot viruses 17
configuration files 36

configuring 20
direct action viruses 17
DOS sessions 18
exclude filenames 28
false alarm 26
file viruses 16
files, special treatment 24
generic identification 18
include and exclude lists 24
include filenames and file exten-
sions 27

loading 19
macro viruses 17
memory resident viruses 16
normal protection 35
protection levels 34
reporting 24
specifying boot sectors 30
specifying memory addresses 31
strict protection 35
what to do when it warns 36
when virus is found 22

ST
parameter 124

Start button 1

Start Cat’s Claw 41

Start Cat’s Claw automatically 40

Start scan 71

Status type
Certified 43
Empty 42
Viral 43

Stop Cat’s Claw 41

Style
87

Style, adding 88

Style, current 126

Style, deleting 89

Style, make current 89

Style, NORMAL 90

Styles 7, 87,121, 123
activating from command line 93
edit 87

Styles, NORMAL, changing 91

Copyright © 1999 Norman



136 « Index

System area 84

System areas, display 119
System Boot Sector 84
System requirements 1

—_—T
Thread 4
Typical install 9

—_——

UNC 78, 82, 87
Uncertified macros

messages 47
unknown macro viruses, removal 66
User defined file extension

adding 86
User defined file extensions 86
Using NV C95, examples 121

—_—\—

VBA3 macro 43
VBAS5 macro 43
Version update 127
View report 67
View report option 67
Viruslibrary 111
Virusvariants 62
Viruses

moreinformation 111
VxD 16

—_W—
Warranty, ii
WB macro 43
Weekly scan 96

Windows scanner 73
WM/GENERIC 66

Copyright © 1999 Norman



	Table of Contents
	Conventions
	System Requirements
	About This Version
	The Scanning Engine
	Live Update of NVC
	General


	Norman Virus Control for Windows 95
	Functions in NVC for Windows 95

	Installing NVC for Windows�95
	What’s Right for You?
	Before Installing
	Step by Step

	Prevention
	Viruses in Windows 9x
	File Viruses
	Boot Viruses

	Behavior Blocking Concepts
	Norman's Smart Behavior Blocker
	Reaction to File Viruses
	Boot Viruses
	Generic Identification
	Communication with Other Norman Programs

	Loading the Smart Behavior Blocker
	Configuring the Smart Behavior Blocker
	The Configuration Interface
	Specifying Boot Sectors for Special Treatment
	Specifying Memory Addresses for Special Treatment
	Advanced Functions
	The Configuration Files

	What to Do When the Smart Behavior Blocker Warns
	Macro Viruses
	Cat’s Claw
	Limitations in This Version
	Configuration Concepts
	Cat’s Claw Factory Settings

	Configuration Dialogs
	General
	Certified Macros
	Behavior
	Handling of Viruses
	Handling of Uncertified Macros
	Handling of Files That Cannot Be Scanned
	Logging


	Detection
	About Scanning
	About Repair
	The Right-click Scanner
	The Windows Scanner
	Report File Structure
	Configuration Concepts
	Choosing Where to Scan
	Configuring the Scanning Method
	Scanning Options Dialog Box
	Scanning Options
	Reporting Options
	Managing Infections Options
	Additional Options
	User-Specified Extensions

	Saving Your Configurations as Styles
	Add a Style
	Delete a Style
	Save as Style
	Save on Exit
	Modify the <NORMAL> Style

	Specifying Directories In Styles
	Activating Styles from the Command Line

	Scheduling Concepts
	Schedule a Scan
	Scheduling Several Unattended Scans

	Command Line Scanning
	Using the Command Line Scanner
	Scanning Options
	Combining Different Parameters

	Generic Detection with Canary
	Using Canary
	Alternate Filenames for Canary
	Canary's Errorlevels


	Other Functions
	Finding Out More About Viruses
	Binary Virus Attributes
	Macro Virus Attributes

	The Display Feature
	Display File
	Display System Areas


	Examples of Common Uses of NVC95
	Different Combinations
	Automatically Scan Different Areas at Different Times
	Decrease Screen Output During Scan
	Create Icons and Customize the Scan
	Scan Automatically after Downloading Programs
	Quick Diskette Scan

	Updating NVC
	Norman Internet Update
	Configuration Settings
	How to Use Norman Internet Update



