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Limited warranty

Norman guarantees that the enclosed diskette/CD-ROM and
documentation do not have production flaws. If you report a flaw
within 30 days of purchase, Norman will replace the defective
diskette/CD-ROM and/or documentation at no charge. Proof of
purchase must be enclosed with any claim.

Thiswarranty is limited to replacement of the product. Norman is not
liable for any other form of loss or damage arising from use of the
software or documentation or from errors or deficiencies therein,
including but not limited to loss of earnings.

With regard to defects or flaws in the diskette/CD-ROM or
documentation, or this licensing agreement, this warranty supersedes
any other warranties, expressed or implied, including but not limited
to theimplied warranties of merchantability and fitness for a particul ar
purpose.

In particular, and without the limitations imposed by the licensing
agreement with regard to any special use or purpose, Norman will in
no event be liable for loss of profits or other commercid damage
including but not limited to incidental or consequentia damages.

Thiswarranty expires 30 days after purchase.

Theinformation in this document as well as the functionality of the
software is subject to change without notice. The software may be
used in accordance with the terms of the license agreement. The
purchaser may make one copy of the software for backup purposes.
No part of this documentation may be reproduced or transmitted in
any form or by any means, electronic or mechanical, including
photocopying, recording or information storage and retrieval systems,
for any purpose other than the purchaser’s personal use, without the
explicit written permission of Norman.

The Norman logo is aregistered trademark of Norman ASA.

Names of products mentioned in this documentation are either
trademarks or registered trademarks of their respective owners. They
are mentioned for identification purposes only.

NV C documentation and software are
Copyright © 1999 Norman ASA.

All rights reserved
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Who Should Read This Manual?

This manual isintended for users familiar with the DOS
and Windows user interface. Please refer to the
Administrator s Guide for details about network use and
communication.

Reference to the Modules

NV C is made up of modules with different functions. In
this manual we refer to the specific modules by specifying
the program’s file name. The file names and their
corresponding modules are:

CLAWS31.EXE Cat’s Claw, see page 38.

NVC.SYS The Smart Behavior Blocker, see
page 16.

NVCSYS.EXE Message Control, see page 36.
NVC32X.EXE Command Line Scanner, see

page 108.

NVCW.EXE Menu-driven interface for Windows
scanner, see page 66.

BG.EXE BootGuard, see page 52.

Copyright © 1999 Norman
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Conventions

Throughout this manual, we use severa typeface
conventions.

Examples of commands that should be typed or messages
that appear on the screen look like this:

format a: /s /u [Enter]

If certain keys should be used, they will appear with square
brackets around the name of the key, asin:

[Ctrl]

When we describe a series of menu choices for you to
choose, we will use the following:

Start|Run

| mportant notes appear as:

Note: Thisisimportant...

And particularly important text appearsin bold.

Copyright © 1999 Norman
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About This Version

The Scanning Engine

General

The scanning engine has yet again undergone substantial
changes. The most prominent improvement is boot sector
cleaning. In previous versions, we used the DOS-based
program NV CLEAN for removal of boot sector viruses. As
of this version, the scanning engine itself can repair
infected boot sectors. NVCLEAN is removed altogether.

Removing boot sector virusesis not riskier than removing a
binary file virus, for example. However, if things go wrong,
adamaged boot sector is a serious situation. For thisreason
we do not allow aufomatic repair of boot sector viruses on
hard drives. Whenever you order NV C to remove a boot
sector virus, you will be prompted for backing up your
current boot sector. We'll spare you the details until the
situation occurs, and guide you from there.

Other changes to the scanning engine are:

» Support for Excel Formula viruses
» Extended detection of polymorphic macro viruses

As always, there are a number of bug fixes and minor
changes to the program. Please refer to the readme text file
for an overview.

Copyright © 1999 Norman
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Introduction

About Norman

Normanisamulti-national company that was established in
Norway in 1984. Then, as today, Norman’s business was
developing and selling security software for PCs and data
security consulting. We also offer protection with Firewall
inan integrated software/hardware solution. Over theyears,
Norman has opened officesin the United States, Germany,
Australia, the Netherlands, Switzerland, Sweden, Finland,
and the UK, and has partners in the Far East.

As computer use rises, so does our dependence on the
information stored in those computers. The value of
computers today must be measured not by the worth of the
hardware but by the worth of the information inside. We
have all heard the adage "an ounce of prevention isworth a
pound of cure". If you are concerned about data integrity,
thisis advice truly worth heeding. To properly and
efficiently defend your data, you must prevent
unauthorized entry and action that can lead to data disaster.
Norman provides computer users with a wide range of
products designed to work together in order to prevent data
loss both on workstations and network servers.

Norman’s approach to data defense is based on a Cross-
Platform Strategy, which includes security solutions for
DOS, Windows, OS2, Windows NT, Windows 9x and
Novell NetWare.
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Why Use Norman Virus Control

One of the most high-profile threats to dataintegrity is the
computer virus. Computer viruses are an international
problem, which is becoming more severe each year asthe
number of viruses written each year is growing
exponentially. The effects of computer viruses can range
from loss of productivity to data loss, but a computer virus
incident aimost always resultsin high levels of frustration
and most importantly, gross expendituresfor virusremoval.
Norman Virus Control products prevent against, detect and
recover from virus infections.

Flexibility

Norman Virus Control (NVC) for DOS and Windows 3.1x
does not simply scan your systems like other products O it
protects your systems from known and unknown viruses.
NV C achievesthisfeat by using several integrated modules
designed to work with other Norman products, including
our anti-virus protection for NetWare. You may configure
NV C’s modules to best suit your environment’s needs.
Included in NVC are:

e Smart Behavior Blocker©
e Cat's Claw

» generic file virus protection
e virus scanner

e virus remover

Together, these components protect memory, boot areas,
and files from infection by computer viruses.

In addition, NVC's DOS based modules are self-protecting
so that they can be run in an already-infected environment.

Quality

Norman software is of high quality, based on advanced
technology, but we realize that no software is perfect.

Copyright © 1999 Norman
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Through feedback from our customers and cultivation of
new techniques, we continuously seek to improve the
quality of our products.

Support

Understanding viruses and how to deal with them isnot
always easy. Having Norman products installed helps, but
sometimes you may need some assistance with avirus or
with deciding what the best configuration isfor you. That's
why we provide you with solid technical support, whether
you simply have a question about how to use our products
or whether avirus is making the rounds in your
organization.

Preparing to Use NVC

What's in the Package

NV C isaset of integrated modules that you may usein
whichever combination that is best for you. The following
table charts out the modules and their functions.

Cat’s Claw (CLAW31.EXE)

Cat's Claw is an application specially designed to monitor
and protect your system against viruses.

Cat’s Claw will scan for virusesin files asthey are being
opened. Whenever possible, aninfected fileisrepaired
before thefile is handed over to the application. If repair is
not possible, you will receive a message and access to the
infected file is blocked.

See “Cat’s Claw” on page 38.
Menu-driven scanner
For Windows.

See “The Windows Scanner” on page 66.

Copyright © 1999 Norman
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Command line scanner
For DOS
See “Command Line Scanning” on page 108.

Smart Behavior Blocker

Resident, behavior blocking device driver. Monitors
activity and intercepts virus-like behavior. Protects against
known and unknown file viruses. Detects known and
unknown boot viruses. Also detects and removes known
and unknown boot viruses on diskettes.

NV C.SY Sisthe cornerstone of NV C's anti-virus
protection.

Does not identify viruses by name. Use one of Norman's
scanners for identification.

See “NVC.SYS, Norman's Smart Behavior Blocker” on
page 16.

BootGuard
Generic boot area protection and restoration.

See “Boot Guard, Generic Boot Area Protection” on page
52.

Canary

Non-resident, early warning detector of file viruses.
See “Generic Detection with Canary’ on page 58.
Scheduler

Schedules scans in the Windows environment.

See “Scheduling” on page 115.

Note: If you are planning on installing Windows 9x, then
you should uninstall NV C for DOS/Windows 3.1x first.
After the installation, we recommend that you install NVC
for Windows 9x.

Copyright © 1999 Norman
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We also recommend that you disable NVC.SYS (The
Smart Behavior Blocker) before you install new programs

on your PC.

This does not apply for NV C upgrades.

Understanding How the Modules Work Together

Now that you know what each module does, you should
know more about how the modules work together in order
to decide which ones to use.

Module

Works with...

Cat’s Claw

Standalone program using the same virus
definition file as the scanners.

NVC.SYS

FireBreak: NVC.SYS sends virus alert
messages to FireBreak, which in turn,
sends messages to the user, a NetWare
group, the server console, and a network
printer. FireBreak can also send this alert
along as an SNMP trap.

BootGuard: NVC.SYS protects memory
for BootGuard. However, neither
requires the other.

Windows message control: NVC.SYS
leaves virus alert messages for the
Windows message control to pick up.

BootGuard

NVC.SYS: NVC.SYS protects memory
for BootGuard. However, neither
requires the other.

Canary

Standalone program.

Copyright © 1999 Norman
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Module

Works with...

Command
line scanner

FireBreak: The command line scanner
sends virus alert messages to FireBreak,
whichinturn, sends messagesto the user,
aNetWare group, the server console, and
anetwork printer. FireBreak can also
send this alert along as an SNMP trap.

Menu-driven
scanner

FireBreak: The Windows menu-driven
scanner sends virus alert messages to
FireBreak, whichin turn, sends messages
to the user, a NetWare group, the server
console, and a network printer. FireBreak
can also send thisalert along asan SNMP
trap.

SNMP: If you have the SNMP extension
for our Windows scanner installed, you
can send messages over the network as
SNMP traps.

Scheduler

Windows menu-driven scanner: The
scheduler scans periodically, at the user’s
discretion.

Copyright © 1999 Norman



Installing

Before Installing

There are three situations that you should address before

installing NVC:

1. If you have aversion of an anti-virus product installed,
you should uningtall this beforeinstalling NV C.

2. If you are planning on installing Windows 9x after
installing NV C, then please be aware that the current
version of NV C.SY Sisincompatible with Windows 9x
and must be disabled before installing Windows 9x.
(Either REM out the
devi ce=c: \ nor man\ nvc. sys linein
CONFI G. SYS or delete the line altogether and then
reboot)

Note: You should always disable NVC.SY Swhen you
install upgrades of the operating system or add new
applications.

3. If you have aversion of BootGuard installed from a
version of NV C prior to v3.48 and you are going to
install Windows 9x, you must disable BootGuard
before installing Windows 9x. (Either REM out the
c: \ nor man\ bg. exe linein AUTOEXEC. BAT or
delete the line altogether and then reboot.)

Note: If you abort the setup program during the
installation, the files already copied to your hard drive will
not be automatically removed
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Step by Step

Note: If you receive your NV C version on CD-ROM, then
follow the installation procedure in the CD booklet.

1. Closeall Windows applications. From Program
Manager you choose File]Run. On the command line,

type:
a:setup

2. Norman Virus Control will start to install.
3. Follow the instructions on the screen.

Note: When the Back button is active during the
installation procedure, you can click on thisto return to the
previous screen. You can therefore go back to check on the
choices you made and, if necessary, make changes.

4. You will seefollowing screen:

Dl e e o S0 s b W ok, Mt

B My Fagarr sl brn ol ‘T pURaTL
el ﬂq-mlrllﬂ::h_

I Ciriors W o i et B o], s sl U el
R:--:HM&-:J:—

I [rempency Cmster g didestie bl can be o b e el See
P st e vmdien e m e e DT

i | H-ﬂ-I‘” Cwc |

If you want to create an Emergency scan diskette, you
should do it now. Check the [ ] Emergency radio button
and let setup copy the files you need onto a diskette. Label

Copyright © 1999 Norman
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the diskette properly, write-protect it and store it asafe
place.

The default installation is Typical. This choice providesthe
basic level of protection and is sufficient for most users.
The following modules are included in the Typical
installation:
» Cat's Claw
* Smart Behavior Blocker for DOS
* Norman Virus Control (NVC), which includes the
following functions:
- scanner
- scheduler
* BootGuard for DOS
» Help Files for NVC

Check the [ Custom radio button and click oNext if you
want to customize your installation. Then you can choose
which modules you want to install in addition to the default
modules:

e Canary for DOS

* Norman Virus Control (NVC) Command Line

* The Norman Book on Viruses
Please refer to the section “Understanding How the

Modules Work Together” on page 5 for an explanation of
the functionality.

Currently installed components of Norman Virus Control
will be updated.

Note: If you selected [ Custom install, then you can
change the destination directory from this display. Click on
the Browse button and choose directory for installation.

If you specify a non-existent directory, setup will create it
for you.

Copyright © 1999 Norman
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5.

If you selected [ ] Typical install, you can choose
directory for the NVC files from the display “Choose
Destination Location”. Click on thBrowse button and
choose directory for installation.

By default, NVC’s executable files are installed to
C:\NORMAN\WIN16 and C:\NORMAN\DOS. Other
files, like readme, configuration and definition files,
will be copied to C:\NORMAN.

In the next screen, “Select Program Folder”, you can
decide where to install the program icons. You can
view existing program folders displayed in a list. If you
specify a new program group name, then the setup
program will create this.

Unless you have specified another directory, NVC'’s
will copy files to the C:\ANORMAN directory and
necessary subdirectories, dependent on the modules
you selected.

Note: Setup will erase all files from the installation
directory before copying the new files. If you are updating
from a previous version which resides in the installation
directory and this directory holds files you want to keep,
you should exit setup now, back up the files you want to
keep, and then resume setup.

8. When the installation is completed, the screen

“Modifying File” appears. This display informs you

that the setup program will change the path in one or
more of your system files. Depending on your choices

in the display “Setup Type”, these files could be

W n. i ni,aut oexec. bat and/orconfi g. sys.

You can let setup make these changes, save changes in
a backup file or not make any changes at all.

Setup is now complete. From the final display you can
browse the Read Me file and launch Norman Virus
Control.

Copyright © 1999 Norman
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In the chapter “Getting Started with NVC for Windows
3.1x” we will give you useful hints about all the functions
in Norman Virus Control for Windows 3.1x.

Recovering from Virus Infections

Each day, many PC users get infected by one or more
computer viruses. Although some viruses are admittedly
dangerous, most that are "in the wild" are harmless. While
viruses are cause for concern, please do not panic. A few
deep breaths combined with the following few steps will
get you through this.
1. Do not begin deleting files. Chances are good that
removal of the virus from files is possible.

2. Backup critical data.

Note: If you think (or know) that you have a virus, then you
should first backup your critical data to a diskette or
whichever backup media you are using. Since some of the
files being backed up may be infected, label the backups
"possibly infected" and include the date as well as a note
that associates it with the machine in question.

Note: You should use fresh backup media instead of
overwriting previously used backup media.

3. Boot from an uninfected, write-protected bootable
diskette so that we can bypass the virus that is on your
machine.

You should have an uninfected, bootable diskette from
which you can boot your machine. If you have not made
one for yourself, then your operating system installation
diskettes will most probably be bootable.

Note: If your bootable diskette is infected with a boot virus,
you will end up infecting your machine. If you are not sure

Copyright © 1999 Norman
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about the state of your bootable diskette, run one of our
scanners against it.

If you do not have copies of your operating system

installation diskettes, you can make a bootabl e diskette

from an uninfected machine:

a. Obtain adiskettethat isthe correct sizefor the A: drive
in the infected machine.

b. Take this diskette to an uninfected machine that is
running the same version of DOS as the infected
machine.

c. For DOS versions up to, but not including 5.0, type:
format a: /s [Enter]

d. For DOSversions 5.0 or higher, type:
format a: /s /u [Enter]

e. After thisis complete, write-protect the diskette.

Diskettes are write-protected in different ways, depending
on whether they are of the 3.5" or 5.25" format. To write-
protect a’5.25" diskette, put an opague write-protect tab
over the little notch on the uppermost (right) part of the
disk. Towrite-protect a3.5" diskette, move the notch on the
uppermost (left) part at the back side of the diskette so that
it creates an opening.

Note: Be sure the bootable diskette is write-protected
whenever you use it. Write-protecting diskettesis an
important defense against infection of the diskettes by both
file and boot viruses.

f. Label the diskette in such away that makesit
impossible to confuse this diskette with other diskettes.
You don’t want to boot with anything but your trusted,
protected bootable diskette.

0. Insertthe diskettein A: and boot the infected machine.

Copyright © 1999 Norman
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h. Insert thelast NV C for DOS diskette or the Emergency
Scan Diskette and run

nve32x c: /cl
See for more details about this function.

i. Repeat this operation for all hard drives.
j. Reboot the machine.

k. Insertthefirst NVC for DOS/Windows 3.1x diskette
and run

a:setup

Copyright © 1999 Norman



Prevention

Norman's Main Philosophy

Norman believes that preventing virusinfectionsis of

utmost importance. As aresult, two of the major

componentsin NVC are:

1. A smart behavior blocker which preventsinfections
from known and unknown boot and file viruses.

2. Cat’s Claw which detects and removes viruses from
files before the file is handed over to the application.

Although we place much emphasis on these preventive
components, we employ other methods of prevention that
rely on generic protection of boot areas and executable
files.

Tie these two concepts together with identification and
removal of viruses, and you have an all-around anti-virus
product.

Behavior Blocking Concepts

Behavior blocking is a relatively new technique in the fight
against viruses. One of the reasons Norman uses behavior
blocking is because it protects users by warning when an
infection is attempted and not simply alerting after an
infection has occurred.

Behavior blocking is technically defined as the process of
dynamic code analysis. The sequence of actions in a
program are monitored to determine if the actions are
consistent with the behavior of viruses. The technique used
by one behavior blocker may differ from the one used by
another, but the underlying principle will be the same: a
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sequence of code execution will be monitored until itis
determined that the sequence is safe or is harmful. If
harmful, the code will not be permitted to actually execute
and the user will be notified.

Note: Do not confuse behavior blocking with resident
scanning. Behavior blocking does not rely on virus scan
strings (i.e. previous knowledge of the virus), whereas
resident scanning does.

Norman’'s Smart Behavior Blocker is"smart” in terms of
using statistical analysis to determine the probabilities that
particular behavior sequences are those of avirus rather
than those of a user. If this statistical analysis were not
done, then a behavior blocker might ssimply halt any action
that writesto a.COM file. The problem with thisisthat the
action might bevalid. A simplified view of Norman’s Smart
Behavior Blocker’s reasoning:

Action Analysis

A process opens a .COM Nothing suspicious so far.
file.

The process reads to the Becoming suspicious.
end of the file and then
adds to the end, increasing
its size.

The process returns to theDefinitely something wrong.
beginning of the file and| Virus-like activity that must
patches the code to point be halted, reversed, and

to the segment that was| reported.

appended to the file.

Another advantage of behavior blocking is its long life.
Norman's Smart Behavior Blocker uses advanced
algorithms so that it need not be updated with the same
frequency as with scan string virus scanners. That is,
because the Smart Behavior Blocker monitors behavior, it

Copyright © 1999 Norman
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does not warrant upgrades each time anew virusis
detected.

NVC.SY Sis Norman's Smart Behavior Blocker, adevice
driver that isloaded from conf i g. sys. Followingisa
detailed discussion about NVC.SYS.

NVC.SYS, Norman's Smart Behavior Blocker

Interdependence with other NV C modules:

NV C.SY Sisthe cornerstone of the NV C package and
therefore isrecommended for usein all cases. However, the
functioning of other modules is not dependent upon
NVC.SYS. It adso passes virus aert information to Norman
FireBreak and Novell NetWare through [PX
communications (see “Norman Programs and IPX
Communications” in thddministrator s Guide).

Background

As mentioned above, NVC.SYS does not scan for specific
virus patterns in files being run or in system areas. Instead,
NVC.SYS monitors all activities in the system and is able
to recognize all program behavior that represents typical
virus techniques. In this way, NVC.SYS detects both
known and unknown viruses and prevents viruses from
infecting.

Therefore, we recommend that you use NVC.SYS.

Note: Because of the way it works, it is important to
disable NVC.SYS before you install any new software,
except for upgrading to a new version of NVC.

Protects Memory, Files, and the Boot Area

There are three areas on your PC that are vulnerable to
viruses: memory, the boot area, and files.

Copyright © 1999 Norman
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NV C.SY S protects al three areas from becoming infected,
and it displays options for next steps appropriate to the type
of virus-like behavior that isfound.

Because NV C.SY S does not rely on specific scan strings to
detect viruses, NVC.SY S does not provide the name of the
virus when it issues an alarm. Instead, you are informed of
which program is infected or that a boot virusis present.

In the case of file viruses, NV C.SY S attempts to obtain the
name of the infected program that is running, and you will
receive awarning such asthis:

In the case of file viruses, NV C.SY S attempts to obtain the
name of the infected program that is running, and you will
receive awarning such asthis:

= NVYC.5Y'S Alert

® Program Attempts To Infect

However, the name may not always be available. In this
case, NVC.SY Swill provide the memory location of the
infected program.

Aswith file viruses, NV C.SY S does not display the name
of the boot virus but rather that a boot virus is detected.

Note: To obtain the name of the virus, you must run one of
our scanners. See “Scanning” on page 63 for more
information on how to use Norman scanners and
“Messages from NVC.SYS in DOS” on page 24 for
information on what to do when NVC.SYS issues a
warning.

Copyright © 1999 Norman
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Loading NVC.SYS

NV C.SY S can remove a boot virus from memory diskettes,
but it does not remove boot viruses from hard drives or
viruses from files.

To remove a boot virusfrom ahard drive or from afile, you
must choose repair after the virus has been detected (see
“Managing Infections” on page 74), or run NVC32X.EXE
with the /CL parameter (see “Command Line Scanning” on
page 108).

User Interaction

When NVC.SYS intercepts suspicious behavior, it issues
audible and visual warnings. In DOS, all warnings are
accompanied with up to 3 choices for next steps, based
upon the virus activity that is detected. See “Messages from
NVC.SYS in DOS” on page 24 for information.

In Windows, all warnings are audible, but they are only
visible if one of three Norman Windows programs is active.
See “Messages from NVC.SYS in Windows” on page 35
for information. If Windows is running, NVC.SYS
automatically performs the most suitable action.

If you allow the setup program to modify your startup files,
then NVC.SYS is already loadedaonf i g. sys.

However, you may have chosen to make modifications to
confi g. sys manually. In this case, you should have a
better understanding of the issues regarding loading
NVC.SYS inconfi g. sys.

Configuring NVC.SYS

During installation, it is recommended that NVC.SYS be
added tdC without any parameters. There are, however,
several parameters that you can use in order to optimize
NVC.SYS's performance for your environment.
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To use any of NVC.SY S's parameters, smply add them to
the end of thelinethat callsNVC.SYSinconfi g. sys. If
you are using more than one parameter, remember to add
spaces in between the parameters, such as:

devi cehi gh=c:\ norman\ nvc.sys /t /f

The available parameters are:

/A Allow boot programs to pass

Purpose

When to use

/A causesNVC.SYS
to ignore programs
which are loaded
before DOS.

* When NVC.SYS is running
concurrently with security
programs that reside in the
Master Boot Sector or System
Boot Sector.

 When QEMM without the ST:
parameter is being used.

Note: When this parameter is used, NVC.SY Swill not
detect boot viruses in memory. The responsibility for
disallowing boot viruses to infect the hard drive and then
go into memory then lies with the security product.

Copyright © 1999 Norman
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/B Automatically press (B)

Purpose When to use
/B forces NVC.SYS Use this parameter when you wish
to automatically to always disable a virus in

select option (B) memory.
each time NVC.SY§S
issues a warning.
This means that an
virus run will always
be disabled in
memory, and you
will always be
permitted to continue
your work.

<<

Note: This parameter only disables the virus in memory.
You must still remove the virus by using the repair function
or NVC32X.EXE with the /CL parameter.

/C Disable option (C)

Purpose When to use

/C forces NVC.SYS to | This is ideal for users who want
disable the "C" option | to prevent accidentally (or
when it displays its intentionally) pressing this key.
warning. Pressing (C)
when NVC.SYS warns
normally allows a virus
to infect.

Note: Thisis our recommendation for how NVC.SYS
should be installed in most organizations. See “Messages
from NVC.SYS in DOS” on page 24.
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/D Prevent direct access to the BIOS
disk I/0 functions

Purpose When to use

/D prevents programs When you do not want any
from taking advantage of | programs bypassing your
an undocumented DOS | security implementations.
function and
communicating directly
with the hard drive.

Note: If you use this parameter, you must turn off
Windows 32 bit file and disk access.

/F Turn off file tracking

Purpose When to use
/F preventsNVC.SY S When you are experiencing

from performing file fasealarmswith NVC.SYS.
tracking.

Copyright © 1999 Norman



22 « Norman Virus Control for DOS and Windows 3.1x - User’s Guide

/L Disable logging to local hard drive

Purpose

When to use

/L parameter prevents
NV C.SY Sfrom logging
its activitiesto
NVCSYSLOG inthe
root of C.. By defaullt,
NV C.SY Swill log virus
warning information to
C:\NVCSYS.LOG

If you decide you have no need
for alog of NVC.SYS's
warnings.

/M Use monochrome

Purpose When to use

/M forcesNVC.SYSto | This can be useful on some
handle the display as laptops. This parameter is
monochrome even automatically enabled when

though your machine
may support color.

NV C.SY Sdetects MDA (Mode
7) mode.

/S Suppress warning beep

Purpose When to use

/S suppressesthe beep | When you do not wish to hear
that normally the beep.

accompanies a message

from NVC.SYS.
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/T Disable virtual file testing on TSRs

Purpose When to use
This parameter stops If aTSR hangsimmediately on
NVC.SYSfrom loading and NV C.SY S does

conducting a "virtual
file" test on programs
going TSR.

not warn, the TSR might be
trying to manipulate the virtual
file.

Purpose

When to use

Normally, NVC.SY S
performs various tests
on programs that go
resident in memory. One
of these testsis caled
the Virtual File Test.
Thefile used in the test
does not actually exist,
but to TSR, it looks
real. Some TSR, like
the EZLAN and SUN
NFS redirector,
however, attempt to
manipul ate the virtual
fileand end up hanging
the computer. Viruses,
on the other hand, never
get confused by the
virtua file.

If your machine is configured
to be a NetWare Lite Server,
you must use /T. If you do not,
the computer hangs
immediately after
SERVER.EXE terminates.

If you are loading any of the
following programs:
386MAX.SYS,
BLUEMAX.SYS,
PCNFS.SYS, ELFAX.

Note: If you use the /T parameter for NVC.SY S, then

NV C.SY Swill not stop the majority of viruses at the
moment that they attempt to go resident. However,

NV C.SY Swill detect the virus when it attemptsto infect a
file or boot area.
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Preventing NVC.SYS from Loading

An easy way to disable NVC.SY S temporarily without
changing conf i g. sys isto reboot the computer by
pressing [Ctrl][Alt][Del] and then pressing the [Ctrl][Alt]
key combination after the ROM BIOS has completed the
Power-On-Self-Test (POST).

In DOS 6.0+, you can also press [F8] during boot in order
to run device drivers selectively.

We do not, however, recommend that you makethisa
regular practice.

Before Installing/Upgrading Software

Theonly time NVC.SY S might call alegitimate action a
virusis during the installation/upgrade of new software.
Therefore, before installing/upgrading new software
(especially new operating systems), you should first scan
the new software diskettes for possible viruses and then
you must temporarily disable NVC.SYS.

Thisis not necessary when upgrading to new versions of
NVC.

Messages from NVC.SYS in DOS

The current version of NVC.SYSisa 16 bit DOS device
driver. Assuch it displaysits messagesin the DOS
environment. For Windows 3.1 users, however, NVC.SYS
will pass along its messages through one of three Norman
Windows programs. See “Messages from NVC.SYS in
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Windows’ on page 35 for more details.

Boot Virus Detected in Memory

When this warning appears, you have booted from an
infected diskette or infected hard drive, and there is now an
active boot virus in memory. You now have 3 choices:

Choice | Description | Result

A Solution NVC.SYS will reboot the
(Reboot) computer and clear the virus
from memory.

If you want to boot from a
diskette, ensure that you are
using an uninfected, write-
protected bootable diskette and
turn the machine on and off at
the switch. Do not press
[CtrI][Alt][Del], for some
"stealth" viruses cannot be
removed this way.
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B Disable It NVC.SYS will eliminate the
and Continue virus in memory by overwriting
the virus code which hooks to
the system interrupts and then
allow the boot process to
continue as usual but without the
virus in memory.

C Just Continue NVC.SYS allows the boot virus
(At Your to stay in memory when you
Own Risk) | press [C]. Since this is
potentially very dangerous, we
advise against pressing [C].
You may disable the availability
of this option by installing
NVC.SYS with the /C
parameter. See the section
“Configuring NVC.SYS” on
page 18.

Note: For options A and B, although NVC.SY S has
eliminated the virus from memory, it has not removed the
virus from the hard drive. To do this, use either the repair
function in the scanner (see “Managing Infections” on page
74) or NVC32X.EXE with the /CL parameter (see
“Command Line Scanning” on page 108).

NVC.SYS reacts differently in situations when Windows is
active: NVC.SYS does not offer you choices and instead
automatically performs the "B" option. See “Messages
from NVC.SYS in Windows” on page 35.

"Possible Virus" Attempts to Trace

When this warning appears, you have executed an infected
program, and the virus is now trying to bypass NVC.SYS.)
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You have three choices:

Choice | Descrip-| Result
tion

A Solution| NVC.SYS will reboot the computer
(Reboot) and stop the attempt to trace

through.

B Disable | NVC.SYS will stop the tracing and
It And let you continue with your work.
Continue Most viruses crash the computer

when you choose this option
because they do not expect anything
to stop their tracing activities. If this
happens, press the computer's
RESET button or on/off switch.

C Just NVC.SYS will allow the tracing to
Continue proceed when you press [C]. Do not
(At Your| press this key if you are unsure.
Own You may disable the availability of
Risk) this option by installing NVC.SYS

with the /C parameter. See
“Configuring NVC.SYS” on page
18 for detailed information on
loading and configuring NVC.SYS
and how this affectsonfi g. sys.

Note: For options A and B, although NVC.SY S has
stopped the virus from tracing through, NV C.SY S does not
remove the virus from the infected file.

NV C.SY Sreacts differently in situations when Windows is
active: NV C.SY S does not offer you choices and instead
automatically performs the "B" option. See “Messages
from NVC.SYS in Windows” on page 35.
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"Possible Virus" Attempts to Infect

When this warning appears, you have executed an infected
program and the virusis now trying to infect other files.
Thiswarning is normally generated by direct action (non-
resident) file viruses. Such viruses usually search through
directories and try to infect afew files before passing the
control back to the original program. You have three

choices:

Choice | Description

Result

A Solution NVC.SYS will reboot the
(Reboot) computer and therefore disable
the attempts to infect other
files.
B Disable it and NVC.SYS will stop the virus
continue from infecting other files and
let you proceed with your
work.
C Just Continue NVC.SYS will allow the virus
(At Your Own| to infect other files. Do not
Risk) press [C] if you are unsure.

You may disable the
availability of this option by
installing NVC.SYS with the /
C parameter. See “Configuring
NVC.SYS” on page 18 for
detailed information on loading
and configuring NVC.SYS and
how this affects

config. sys.

Note: For options A and B, although NVC.SY S has
prevented the virus from infecting other files, NVC.SY S
does not remove the virus from the infected program. You
must clean the infected file by using the repair function in
the scanner (see “Managing Infections” on page 74) or
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NV C32X.EXE with the /CL parameter.

If NVC.SY S prompts you with this message 3 times, this
means that the virusistrying to infect 3 different files.
Sometimes avirustriesto infect ALL thefileson ahard
drive. If this happens, NV C.SY Swill prompt you with this
warning ceaselesdy. At this point, the best solution isto
press [A] and then run the scanner or NV C32X.EXE with
the /CL parameter.

NV C.SY Sreacts differently in situations when Windows is
active: NV C.SY S does not offer you choices and instead
automatically performs the [B] option. See “Messages from
NVC.SYS in Windows” on page 35.

"PROGRAM.EXT" Is a Virus Carrier

When this warning appears, you have executed an infected
file, and the virus is now trying to become resident in
memory. NVC.SYS is able to differentiate between an
uninfected TSR program and an infected TSR program,
even though both of them stay resident. You have three
choices:

Choice | Description| Result
A Solution NVC.SYS will reboot the
(Reboot) computer and flush the virus out
of memory.
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B Disable It | NVC.SYS will unhook the virus
And so that it cannot infect other files
Continue | and let you continue with your

work.

C Just NVC.SYS will let the virus go

Continue | memory resident. Do not press
(At Your this key if you are unsure.

Own Risk) | You may disable the availability
of this option by installing
NVC.SYS with the /C parameter.
See “Configuring NVC.SYS” on
page 18 for detailed information.

Note: For options A and B, although NVC.SY S has
prevented the virus from becoming resident, NVC.SY S has
not removed the virus from the infected file. To do so, use
either the scanner (see “Managing Infections” on page 74)
or NVC32X.EXE with the /CL parameter (see “Command
Line Scanning” on page 108).

NVC.SYS reacts differently in situations when Windows is
active: NVC.SYS does not offer you choices and instead
automatically performs the "B" option. See “Messages
from NVC.SYS in Windows” on page 35.

If you use the /T parameter for NVC.SYS, then NVC.SYS
will not stop the majority of viruses at the moment that they
attempt to go resident. However, NVC.SYS will detect the
virus when it attempts to infect a file or boot area.

"PROGRAM.EXT" Alter Boot Area

When this warning appears, a virus or a program
(FORMAT, FDISK, or Norton Utilities, for example) is
trying to change the contents of the hard drive's Master
Boot Sector (MBS) or System Boot Sector (SBS). The
information in these areas tells DOS how the hard drive

Copyright © 1999 Norman



Prevention « 31

was formatted and configured. Writing the wrong datato
this area can corrupt the entire hard drive. You have three
choices:

Choice | Description | Result

A Solution NVC.SYS will reboot the
(Reboot) computer and stop the virus or
program from changing the
boot area.
B Disable It And NVC.SYS will stop the
Continue attempted infection and let you

continue with your work.
Choice | Description | Result

C Just Continue¢ NVC.SYS will let the virus or
(At Your Own| program change the Master
Risk) Boot Sector or boot sector. Do
not press this key if you are
unsure.

You may disable the
availability of this option by
installing NVC.SYS with the /C
parameter. See “Configuring
NVC.SYS” on page 18.

Note: For options A and B, although NVC.SY S has
stopped the attempt to change the boot area, NVC.SY S
does not remove the virus from the infected file.

Of course, if adisk utility such as FORMAT, FDISK, or the
Norton Utilities is the cause of the alarm, then there is no
need to run avirus remover.

NV C.SY Sreacts differently in situations when Windows is
active: NV C.SY S does not offer you choices and instead
automatically performs the "B" option. See “Messages
from NVC.SYS in Windows” on page 35.
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"PROGRAM.EXT" Attempts to Format the Hard
Drive

When this warning appears, avirus or aprogram istrying
to perform alow-level physical format of the hard drive.
Even DOS's FORMAT does not perform alow-level
format, so thisis highly suspicious behavior. You have
three choices:

Choice | Description | Result

A Solution NV C.SY Swill reboot the
(Reboot) computer and stop the attempt
by the virus or program to
reformat the hard drive.

B Disablelt And| NVC.SY Swill stop the
Continue. program from reformatting the
hard drive and let you continue
with your work.

C Just Continue | NVC.SY Swill let the virus or

(At Your Own| program do its deed,

Risk) reformatting the hard drive. Do
not pressthiskey if you are
unsure.

You may disable the

availability of this option by
installing NVC.SY Swiththe/C
parameter. See “Messages from
NVC.SYS in Windows” on

page 35.

Note: For options A and B, although NVC.SY S has
stopped the attempt to reformat the hard drive, NVC.SY S
has not removed the virus from the infected file. To do this,
use either the repair function in the scanner or

NV C32X.EXE with the /CL parameter.
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NV C.SY Sreacts differently in situations when Windows is
active: NV C.SY S does not offer you choices and instead
automatically performs the "B" option. See “Messages
from NVC.SYS in Windows” on page 35.

Diskette Boot Record Is Infected

When this warning appears, you have put an infected
diskette into the diskette drive and accessed it in some
fashion (DIR A:, B:, etc.). When NVC.SYS sees a diskette
drive change, it uses an algorithm to look at the boot sector
of the diskette in order to determine if it is infected. The
algorithm does not rely on scan strings, so NVC.SYS can
detect both known and unknown boot viruses on diskettes.
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If adisketteisinfected, NVC.SY Swill issue awarning and
offer to remove the boot virus from the diskette. The
choices displayed are:

Choice | Description | Result

A *option N/A
unavail able*

B Cleanltand | NVC.SYSwill replace the
Continue. infected diskette boot record

with itsown special boot record
which contains anti-virus
routines.

If the disk iswrite-protected,
NV C.SY Swill refuse access
until the write-protect tab is
removed or option [C] is
chosen, if itisavailable.

C Just Continue | NVC.SY S lets you access the
(At Your Own| infected diskette until you
Risk) access the other diskette drive,
or any other diskette in the
same drive.
You may disable the

availability of this option by
installing NVC.SY Swiththe/C
parameter. See “Configuring
NVC.SYS” on page 18.

The boot record that NV C.SY S writes to the diskette when
you press [B] isnot bootable. Therefore, if the infected
diskette was originally bootable, it will not be bootable
after NV C.SY S removes the boot virus. To make the
diskette bootable again, use the SY S command.

If thisistoo troublesome, then do not allow NVC.SYSto
remove boot viruses from diskettes and instead use either
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the repair function in the scanner or NV C32X.EXE with
the /CL parameter.

Note: NVC.SY Ssremoval of boot viruses from diskettes
performs a bit differently when Windows is involved.

If the following conditions are met:
e NVC.SYS s active
e Windows is active
e NVCSYS.EXE or NVCW.EXE is active
» adiskette with a boot virus is accessed
» the diskette is write-enabled

In this case, you will see a dialog box like this:

= NVYC.5YS Alert

® Floppy Boot Sector Is Infected

This is a reasonable notice, but the misleading part happens
next. Since the diskette is write-enabled, NVC.SYS will
automatically remove the boot virus. So subsequent scans
of the diskette will show no infection because the virus has
already been removed.

If the same conditions as above exist, without
NVCSYS.EXE, NVCW.EXE, or NVS.EXE being active,
then you will not see the above dialog box. However,
NVC.SYS again will remove the boot virus automatically.

Messages from NVC.SYS in Windows

As we mentioned above, since NVC.SYS is a DOS device
driver, it does not have the ability to display its messages
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through Windows by itself. Instead, you may use one of
three Norman Windows programs to serve as message
handlers from NVC.SY S to Windows.

In any case, NVC.SY Swill always issueits audible alarm,
unless you are running NV C.SY S with the /S parameter.
See “Configuring NVC.SYS” on page 18.

Norman Message Control

Norman Message Control (NVCSYS.EXE) passes
messages between NVC.SYS and Windows. Norman
Message Control is a one-way message handler which takes
information from NVC.SYS and displays it in Windows.
Therefore, unlike in DOS, you will not have different
choices for next steps when NVC.SYS warns. Instead,
NVC.SYS will automatically implement the [B] option for
each virus alert incident.

Norman Message Control messages look like this:

= NVYC.5%'S Alert

® Floppy Boot Sector Is Infected

Windows Scanner and NVC.SYS Messages

Norman's Windows scanner also accepts messages from
NVC.SYS. As with Norman Message Control, this is a one-
way message street, in which NVC.SYS passes the
message to the Windows scanner, and the message is
displayed as follows:
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= NYC.5Y'S Alert

® Program Attempts To Infect

See “Messages from NVC.SYS in Windows” on page 35
for more information.

Windows Scheduler and NVC.SYS Messages

Norman's scheduler for the Windows scanner also accepts
messages from NVC.SYS. As with Norman Message
Control, this is a one-way message street, in which
NVC.SYS passes the message to the scheduler, and the
message is displayed as follows:

= NYC.5Y'S Alert

® Program Attempts To Infect

See “Scheduling” on page 115.
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Cat’s Claw

Cat’s Claw is an on-access (real-time) scanner that detects
and repairs binary file viruses and macro viruses, including
boot sector infections. This application is based on
Norman’s established virus protection technology.

Cat’s Claw will scan for viruses on boot sectorsand in files
asthey are being opened. Whenever possible, an infected
fileisrepaired before the file is handed over to the
application.

If repair isnot possible, you will receive a message and the
application is not allowed to open the infected file.

The present version of Cat's Claw can detect and remove
file and macro viruses known to NVC automatically.

Except for diskettes, Cat's Claw can not remove boot
viruses automatically, but will guide you through the
established procedure for boot sector virus removal.

Configuration Concepts

Users are not a homogenous group, and we therefore
provide you with the option of configuring Cat’s Claw to
best suit your needs. If you run Cat's Claw with the default
settings, the following options apply:
» Cat’s Claw will be loaded into memory at startup
» you will be prompted for action when a virus is
found
» you will receive a warning if Cat’s Claw is unable
to scan afile
» uncertified macros will not be removed
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The following discussion coversthe different dialogs and

their options. Cat's Claw is not equipped with default
options that necessarily provide the optimal protection for
you. One reason is that users have very different needs,
another is that regulations in some countries do not allow a
program to remove files without the user’s explicit consent.
This legal restraint is blocking our wish to set automatic
removal of viruses as default option.

About Warnings from Cat’s Claw

The following discussion will guide you through the
configuration option and thus provide you with a better
understanding on how the application works. Cat's Claw
will always warn you about what's happening by
displaying dialog boxes. You will only see a couple of
examples of warnings from Cat’s Claw. However, all
possible warnings are described, and if or when they pop
up, click on help for assistance.

Cat’s Claw Factory Settings

The factory settings in the Cat’s Claw configuration
program should not be considered as recommended
options.

From a security point of view, we strongly recommend that
you check the option [I.oad Cat’s Claw on startup in
the tabbed dialog General.

However, you should use the configuration options to make
Cat's Claw work smoothly and efficiently on your PC

anyway.
Configuration Dialogs

To access the configuration tabbed dialogs, double-click
the Cat’s Claw icon in the Norman program group, and you
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General

will see:

Cat's Claw Configuration I

General | Certified Macrnsl Behavinrl Lnggingl About I

— Start
v Start Cat's Claw automatically

— User interface
[~ Show icon on the taskbar
= | User cam dizable scanming

v Dizplay waming after automatic repair

Stop |

Cancel Help

[ ] Load Cat’s Claw on startup

If you want Cat’'s Claw to be active on your system at all
times, then run the application with this default option on to
ensure that Cat's Claw is loaded into memory when you
start your machine.

[ ] Show icon on desktop

For a visible confirmation that Cat’s Claw is
active, you can check this option to display an
=5 . i :

icon like this on your desktop

Cat's Iaw
[ ] User can disable scanning

If you’re an administrator and don’t want to allow the users
to turn off scanning, you should not check this option. The
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Certified Macros

user will then be prevented from disabling Cat’s Claw by
clicking on the Cat’s Claw icon on the desktop.

[x] Display warning after automatic repair

If you select [ [Remove virus from file (See page 45), you
will be informed when Cat’s Claw has removed a virus
from an infected file.

If Cat’'s Claw is already loaded, tiSeart button will
appear aStop.

From this dialog box you can certify the macros that Cat’s
Claw shall allow in your files. Deciding whether to certify
macros or not is a critical decision. Using this function will
protect you against new macro viruses not yet identified.
We consider this extremely important because new macro
viruses pop up every day. On the other hand, ‘healthy’ but
unknown macros can be removed and inflict damage on
files. The decision on whether to use the certify macro
function is consequently a matter of balancing security
Versus convenience.

If you certify macros, only these macros will be accepted.
See “Handling of Uncertified Macros” on page 46 for more
considerations on certified and uncertified macros.

Follow these steps to certify a macro:

1. Click on theAdd button and choose a file from the
Open file dialog.

2. If the selected file doesn’t contain any macros, the list
box will be empty. Possible macros appear in the
Certify Macros list box:
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b  Certify Macros [DAMSOFFICEATEMPLA™IALETTER™1{ELEGAN™.DOT]

Hame Type CRC32 Length Status
AUTONEY VB SESBF1DC 17 Uiral
CHECKIT B AaGADATA Ly
HOHACRO B 234DB12A 13 Uiral
UMCHECKIT B B38B7BS7 56

| Eerlily]}J | Cloze I | Help I

3. Highlight the macros you wish to include and click on
Certify. You are returned to the Certified Macros
dialog.

4. When you highlight a macro in the Certified Macros
diaog, the Delete and Comment buttons become
available.

5. Click on Add and repest step 1 through 4 to certify
more Macros.

Note: If you check the No action option in the “Handling
of uncertified macros”, you will disable the certified macro
function.

Fields in the Dialogs for Certifying Macros

There are six fields in the two dialog boxes (“Certified
Macros” and “Certify Macros”). Except for the Comments
field in the Certify Macros dialog, the information is
provided by Cat’s Claw:

Status:

There are three types of status that can appear in this field:

1. Empty: if the status field is empty, you can certify the
macro.
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Behavior

2. Certified: since thismacro is already certified, you
cannot certify it again.

3. Viral: macro viruses are made up of multiple macros.
This macro ig/has been part of avirus and cannot be
certified.

Name:

Cat's Claw will use the macro’s actual name, or as many
characters as possible if it's a long hame, to make it
possible to recognize for a user.

Cat's Claw will use the following three fields to identify a
certified macro. This is internal read-only information.

Type:
Three different types can appear in this field:
1. WB, denoting a Word 6/7 macro

2. VBAS3, denoting an Excel 5 macro
3. VBADJ, denoting an Office 97 macro

CR(C32:

A checksum established as one of the three distinguishing
marks for a macro. If the macro is changed after being
certified, the changed macro must be certified.

Length:

Like any other file, a macro has a certain length. This field
displays the macro length used by Cat’s Claw to check that
a certified macro hasn’t been changed after certification.

Comment:

Whatever information you add to a certified macro. This is
the only field available for user input.

This tabbed dialog box is divided into three sections. This
is where you instruct the application how to handle viruses,
uncertified macros, and files that cannot be scanned:
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Cat's Claw Configuration
General] Certified Macros  Behavior lLu:ugging] About ]

Handling af viuzes
O+ Ask uzer what to do

" Remave vius from file

Handling of uncertified macros
{* Do nathing

™ Ask user what to do

" Remave macros fram file

Handling of files that cannat be scanned
' Dizplay warning

" Display warning and deny access

Ok, | Cancel Help

Handling of Viruses
[ ] Ask user what to do

If you don’t want automatic removal of viruses when you
access infected files, you must check this option. When you
try to open an infected file, you'll see this dialog:

Cat’s Claw
Cat's Claw detected a virus but did nat remove it [I[i]m
becausze automatic cleaning has not been enabled.

File: C:“WSOFFICEYWINWORDATEMPLATEANORMAL DOT
Wiruz: Wil Aafazzu C

It iz safe to proceed, but access ta this file is denied.
Yiou can atternpt ta remove the vinuz by clicking on Bemove.

If wou received thiz file from another computer, pleaze wam itz
uzer about the infection,

Copyright € 1997-1392 Marman 0 ata Defenze Systems
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Manual Virus Removal Warning

You have specified [ ] Ask user what to do in the tabbed
dialog Behavior, and accessto thisfileis therefore denied.
Try to remove the virus manually by clicking on the
Remove button. Then try to access thefile again. For
automatic removal of viruses, change your configuration to
[ ] Remove virus from file.

[ ] Remove virus from file

Checking this option will automatically remove possible
viruses from infected files. You will, however, receive a
message about the infection.

Virus Removed Warning

If you check the box [ ] Don't show this message again
today in thisdialog, you will not be informed about other
possible cleaning operations until you reboot your machine.
However, you can keep track of removed viruses by
checking [ ] Viruses removed in the tabbed dialog

Logging.

Virus Not Removed Warning

In some situations Cat’s Claw cannot remove a detected
virus. When this happens, you will receive a warning.

Note that your system has not been infected, but the file
still is. You will never be granted access to an infected file,
and it istherefore safe to proceed.
A virus cannot be removed if the infected file resides on a
1. Write-protected diskette
2. CD-ROM
3. Network drive and the file is write-protected,

orif
4. Thefileisinuse (i.e., you do not have write access).
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Handling of Uncertified Macros

An uncertified macro does not necessarily contain avirus.
However, al unknown macros are possible virus carriers,
and you can therefore decide how to handle these. If you
have certified certain macros, then these are the only
macros that Cat’s Claw will accept.

[ ] Do nothing

Cat’s Claw will not touch the macro, nor inform you about
it. Remember that if the macro contains a known virus,
Cat’s Claw will take action anyway.

Note: The certify macro function is disabled if you choose
this option.

[ ] Ask user what to do

Note: If you run with this option on, ALL macros will be
removed except for previously certified macros.

With this options checked, Cat’s Claw will warn when an
uncertified macro is found.

Uncertified Macro Not Removed Warning

The detected macro is not a virus, but it does not appear on
your list of certified macros. Your choices are:

1. Click onRemove to clean the file.

2. If you want to access the file without removing the
macro, check the option [[}o nothing and try to open
the file again.

[ ] Remove macros from document

Note: If you run with this option on, ALL macros will be
removed except for previously certified macros.
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When you open afile with an uncertified macro, you will
receive the:

Uncertified Macro Removed Warning

Cat’s Claw removed macros from this file because:

1. They did not appear on the list of certified macros.

2. You checked the option [Remove macros from
document in the tabbed dialog Behavior.

With this option checked, Cat’s Claw will remove all
macros not specified in the tabbed dialog Certified Macros.

Other Messages on Uncertified Macros

Other situations may stop removal of uncertified macros
even if you have specified removal:

Cannot Remove Uncertified Macro Warning

The macro(s) cannot be removed if they reside on a:
1. Write-protected diskette
2. CD-ROM
3. Network drive and the file is write-protected,
or if
4. The file is in use (i.e., you do not have write access).

Handling of Files That Cannot Be Scanned

In some situations Cat’s Claw is unable to scan a file.
Examples are Word 8 files with password protection,
damaged files, or when internal system errors occur. The
following options decide how Cat’s Claw should react
under such circumstances.

[ ] Display warning

When you receive a warning when you access a file, you
know that this file has not been checked for viruses. You
can, however, proceed at your own risk.
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The following are possible warnings from Cat’s Claw when
you have checked the option Display warning:

Password Protected File Warning

Cat’s Claw will not deny access to this file because you
selected the option [Display warning. You can enter the
password and open the file at your own risk. Cat’s Claw
can not guarantee it’s free for viruses or uncertified macros.

Damaged File Warning

Cat’s Claw will not deny access to this file because you
selected the option [Display warning. The file is

damaged and has not been scanned. You can open the file
at your own risk. Cat’s Claw can not guarantee it’s free for
viruses or uncertified macros.

Internal Error Warning

Cat’s Claw will not deny access to this file because you
selected the option [Display warning. Due to an internal
error in Cat's Claw or Windows, the file has not been
scanned. You can open the file at your own risk. Cat’s
Claw can not guarantee it’s free for viruses or uncertified
macros.

[ ] Display warning and deny access

Checking this option involves that you are warned about an
unscanned file, and access is denied.

The following are possible warnings from Cat’s Claw when
you have checked the option Djsplay warning and
deny access:

Password Protected File Blocked Warning

You checked the option [Display warning and deny
access. Password protection stopped Cat's Claw from
scanning the file, and you cannot access it. Possible
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Logging

solution is changing your configuration to [ ] Display
warning only and access the file at your own risk.

Note: This situation will occur only when a password

protected Word 8 file is detected. Cat’s Claw can detect and
remove macro viruses from password protected files in
Word 6 and Word 7.

Damaged File Blocked Warning

You checked the option [Display warning and deny
access. Cat's Claw could not scan the file because it's
damaged, and you cannot access it. Possible solution is
changing your configuration to [Jisplay warning only
and access the file at your own risk.

Internal Error Denied Access Warning

You checked the option [Display warning and deny

access. Due to an internal error in Cat’'s Claw or Windows,
the file has not been scanned. Possible solution is changing
your configuration to [ Pisplay warning only and access

the file at your own risk, or reboot your machine and try
again.

Cat’s Claw will register vital activity in a log file. In this
dialog you can decide what kind of information the log file
should hold.
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Cat's Claw Configuration

General] Certified Macrns] Eehavior Logaing lAbDut ]

Logging

[ Winuses removed

[ Winuses not removed

[ Uncertified macros removed

[ Uncertified macros not removed
[ Files that could nat be scanned

[ Lost alams [overflow]

Log file; |

k. | Cancel | Help ‘

Asfor the other configuration dialogs, you should decide
for yourself what kind of information that isimportant to
you.

[ ] Viruses removed
L ogs path, file name and name of removed viruses.
[ ] Viruses not removed

L ogs path, file name and name of viruses detected but not
removed.

[ ] Uncertified macros removed

L ogs path and file name of removed uncertified macros.

[ ] Uncertified macros not removed

L ogspath and file name of uncertified macros not removed.
[ ] Files that could not be scanned

Logs path and file name of files that Cat’s Claw could not
scan. Cat’s Claw cannot scan files which are:
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» password protected, possibly containing macros
e corrupted

[ ] Lost alarms (overflow)

Due to limitations of system’s resources assigned to Cat’s
Claw, a maximum of, for example, 20 alarms can
accumulate waiting for user response. If the unlikely
situation should occur that you run into e.g. 25 infected
files without responding to any of the waiting messages,
then you will not be warned from infection number 21 and
upwards. This option will give you theimber of infections

that Cat’s Claw was unable to handle. If this happens, Cat’s
Claw will block access to the files rather than ask user what
to do.

Loosing alarms does therefore not represent a security risk.
Log file

Enter a valid path and file name for the log file, for example
c:\'norman\wi n16\ cl aw3l. | og.
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Boot Guard, Generic Boot
Area Protection

In addition to the Smart Behavior Blocker, NV C provides
one modul e that uses generic methods to protect the boot
area and one module that uses generic methods to protect
files.

BootGuard is not dependent on any other module, although
it will display information when it detects that the Smart
Behavior Blocker is not active. No other module depends
on BootGuard'’s presence.

BootGuard is a non-resident universal boot area search/
recognition engine which enables NV C to identify if a
master boot sector or system boot sector is infected by
known or unknown boot viruses. In addition, if used
correctly it can recover the origina boot area. Because of
BootGuard's recovery abilities, we recommend that at a
minimum, you run both NV C.SY S and BootGuard.

The method BootGuard usesis quite ssimple. An image of
the master boot sector and system boot sector is kept inside
BootGuard itself, along with specific hard drive
information which applies only to the computer in which
NV C has been installed. Afterwards, each time BootGuard
runs, it checks the information in the image within itself
against the information on your hard drive. If thereis any
discrepancy, BootGuard warns and provides choices for
updating the information within BootGuard, restoring the
original information, or ignoring the warning altogether.
Such checking provides for afast and easy way to remove
boot viruses from the boot area.
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Note: During installation, you can choose to |et the setup
program update aut oexec. bat with alinewhich cals
BootGuard, allowing BootGuard to run each time you boot
the machine. Remember that BootGuard is a non-resident
module, guaranteeing accurate information about the state
of the boot areaonly at the time that BootGuard is run.

BootGuard has aremedial amount of enforcement built in.
If NVC.SY Sisnot in memory when BootGuard runs,
BootGuard warns that memory is not protected.

If you do run BootGuard without NV C.SY S, and you find
that the boot area has been changed, |et BootGuard repair
the boot sector by pressing [B] and then reboot your
machine in order to kill the virus that isin memory.

Since BGEXE stores information within itself, you should
not use Computer A’s copy of BGEXE on Computer B,
unless the two computers have exactly the same
configuration. Always use the copy of BGEXE from the
distribution disk when you want to install on different
machines.

How to Use BootGuard

During installation, BootGuard takes a healthy "picture” of
your hard drive’s boot area and stores it within BGEXE.
However, if you choose not to scan your PC during
installation, then you are not allowed to install BootGuard.
Thisis because unless a virus scan has been run, thereisno
way of telling if the “picture” is healthy at all.

If you make legitimate modifications to your hard drive's
boot area, then you should update BG.EXE with the new
information by typing:

bg /n [Enter]

The "/N" parameter saves the boot area'’s "picture” within
BG.EXE. Therefore, it is important tmsure that your
machine is not infected before you use this command.
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See “Scanning” on page 63 for information on scanning
your machine.

Note: Because BootGuard stores an image of the boot area
within itself, each copy of BG.EXE that is run with the "/N"
parameter is machine-specific.

To ensure that BootGuard keeps track of whether or not
your boot area has changed, we recommend running
BG.EXE fromaut oexec. bat . During installation you
can let the setup procedure include BG.EXE in

aut oexec. bat automatically. This way, BootGuard
checks the boot area information each time you boot the
machine.

To check the status of your hard drive's boot area at any
time, simply type:

bg [ Enter]

Under normal circumstances, your boot area will be intact
and BootGuard simply displays:

Boot Area |s Fine.

However, when BootGuard finds something wrong, it
issues an audible and visual warning, accompanied by
options on what to do next.

Note: If the command BG /N is not run when the hard drive
is uninfected, then BootGuard cannot protect your boot
area and therefore cannot remove any boot viruses.
BootGuard knows when BG /N has not been run and
displays a message, telling the user to run BG /N.

The following sections describe BootGuard's warnings.
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BootGuard Warning: Changes Detected in Boot Area

This message means that Master Boot Sector or System
Boot Sector have been changed. You now have three
choices:

Choice| Description| Result

A Accept BootGuard accepts the changes as
changesas | valid. It does not check to seeif
valid the changes are due to boot

viruses, sinceit is programmed to
protect the boot area from all
changes. It is possible to corrupt
the hard drive by changing the
partition data without changing
the other code in the Master Boot
Sector. In this case, you would
have no infection but would have
acorrupted hard drive.

See “If You Accidentally Press
(A), Recover with
NVC32X.EXE” on page 56.
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B Discard
changes

BootGuard discards the changes
by replacing the tampered boot
areawith the previoudy stored
image. This eliminates the
changes effectively, especially if
they are due to boot viruses.
When you press [B], BootGuard
will restore the previoudy stored
image. Therefore, if you
accidentally saved an image of an
infected boot sector the last time
you ran BootGuard, the infected
boot sector will now be on your
hard drive. Thisisagood reason
for scanning your hard drive
before running BootGuard with
the"/N" parameter.

C Ignore

BootGuard ignores the changes
temporarily and passes control to
the next itemin

aut oexec. bat . Sinceno
changes were made to the boot
area, this same warning will
appear each time you boot or run
BG until you either accept or
discard the changes.

If You Accidentally Press (A), Recover with

NVC32X.EXE

If you accidentally press[A] when you meant to press [B],
the Master Boot Sector and System Boot Sector are still

recoverable:

1. Boot the computer asusual. If NVC.SY Swarns: "Boot
Virus Detected in Memory", press [B] to disableit.

2. Changeto the NORMAN directory, and at the DOS

prompt, type:
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nve32x c: /cl [Enter]

NV C32X.EXE will see the anomaly in the boot area
and attempt to repair it. If NV C32X.EXE cannot
perfectly remove the boot virus, take note of the virus
name.

Now run BootGuard again by typing the following at
the DOS prompt

bg [Enter]

When BootGuard's warning appears, press [A] to
accept it.
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Generic Detection with Canary

Canary is not dependent on any other module and not
critical for any other module’s functioning. It works well
with both the Smart Behavior Blocker and BootGuard.
However, if you have problems running aresident module
like the Smart Behavior Blocker, we recommend that you
use Canary instead.

In the old days of coal mining, miners brought canary birds
with them down into the shafts. The canaries served as
early warning signals, for they reacted quickly to dangerous
gases and lack of oxygen. If acanary died, the miners knew
that it wastime to get out.

Norman used this idea when designing our Canary
programs CANARY.COM and CANARY.EXE). The
Canary programs work as non-resident "bait" for known
and unknown file viruses that infect files with the
extensions .EXE and COM. If they become infected, they
alert you that avirusis active in your computer. Since the
Canary programs do not scan for specific viruses, they
detect even unknown viruses. And when they become
infected, they display messages on the screen and return
errorlevels.

The Canary programs are self aware and know everything
about themselves 0 their own file lengths, the

precal culated checksums, and the date and time of their
installation.

Most viruses attack a file by inserting their own program
codes into the file. When this happens, the file length
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increases, and if the file happensto be Canary, Canary
detects thisimmediately and reports " The Canary Bird is
Dead!".

Other viruses overwrite parts of the file without altering the
file length. As aresult, the program will no longer work
properly, and the checksums change. Canary will also react
to the altered checksums.

If you run Canary, and CANARY.COM and
CANARY.EXE have not been infected, you see the
following message:

EXE: The Canary Bird Lives and all is

wel | .

COM The Canary Bird Lives and all is

wel | .

If, for example, avirus has infected the .EXE file, the
message will read:

EXE: The Canary Bird is Dead!

COM The Canary Bird Lives and all is

wel | .

You can suppress these messages and report by errorlevel
instead. See “Canary's Errorlevels” on page 61.

Note: If Canary detects a virus, you can send a copy of
your CANARY.COM and CANARY.EXE files to Norman

for further study.

Because Canary uses generic methods, it will not tell you
the name of the virus it has detected. To find out, you must
use Norman's scanners. See “Scanning” on page 63 for
more information on scanners.

Using Canary

The Canary programs are 16 bit DOS programs and
therefore must be run from either the command line or
from a batch file. In addition, when you run Canary, you
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must be in the directory that holds the Canary files; or the
directory must be available in the DOS path.

For Canary to be effective, you should run it frequently.
Here are three ways to ensure maximum protection:

1. Always activate Canary after you have used a program
by inserting instructions for running Canary at the end
of each .BAT or .CMD file; or run your applications
from amenu system that activates Canary whenever
you return to the menu.

2. Implement aresident scheduling function that will start
Canary at regular intervals.

3. Develop agood habit of starting Canary manually
several times a day.

Frequent use of Canary means swift detection, and swift
detection means less damage.

In DOS, if you simply type the name of an executable
without the extension, DOS will look for the executable as
aCOM filefirst. If aCOM isnot found, it will then look for
an EXE.

The Canary programs take advantage of this fact so that
you only need to type canar y, and CANARY.COM will
run. CANARY.COM will then automatically run
CANARY.EXE.

The syntax for running Canary is.
canary [reporting level] [Enter]

Thereporting level determines how many messages will be
displayed on your screen when you use Canary. Following
isadescription of reporting levels.

Reporting Level| Function

no entry All messages from Canary are
displayed.
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1 Messageis displayed only if avirusis
detected or an error occurs.
2 No messages are displayed. Reporting

occurs only through errorlevels.

Alternate Filenames for Canary

You can rename CANARY.COM and CANARY.EXE
using any name you like, aslong as you give the two files
the same "first name" (e.g., TESTFILE.COM and
TESTFILE.EXE). This protects Canary from being
attacked by virus-writers.

Canary's Errorlevels

At the end of each run, Canary returns errorlevels which
contain the results of the run. You can use these errorlevels
in batch filesto tailor Canary’s use for your needs.

Errorlevel

Meaning

16

Communication between CANARY.COM
and CANARY.EXE isinvalid.
CANARY.EXE has been started by a
program other than CANARY.COM. You
may have avirus that uses the companion
technique. These viruses create a.COM file
with the same name as an .EXE file, taking
advantage of the fact that DOS will always
start the .COM file first. Examples of such
viruses are Aids Il and Twin351.

Not used.

Cannot open CANARY.COM or
CANARY.EXE. Canary cannot open itsown
.COM or .EXE file for examination.

Not used.
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5 CANARY.COM isinfected, and
CANARY.EXE ismissing.

4 CANARY.COM isnormal, but
CANARY.EXE is missing. Ensure that both
files exist and are available via the path.

3 CANARY.COM and CANARY.EXE have
been modified/infected.

2 CANARY.EXE is modified/infected.

1 CANARY.COM is modified/infected.

0 CANARY.COM and CANARY.EXE are

normal.
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Scanning

About Scanning

Scanning is away to identify viruses that already exist in
memory, files, or boot areas. Identifying these by name
requires that the scanner recognizes the virus, which means
that scanners must be frequently updated for information
about new viruses.

We recommend that you visit Norman’s Web site for free
downloading of updated versions of the definition file. See
“Appendix A” on page 121 for more information.

NVC includes two different virus scanners:
1. Menu-driven for Windows NVCW EXE)
2. Command line scanner NVYC32X. EXE)

The major differences among Norman's scanners are in the
interface, so what you see before, during, and after the scan

will depend on which interface you are using.

In general, Norman's command line scanners have the same

functionality as the menu-driven scanners.

Specific differences include:

» Menu-driven scanners can display files and boot

areas as hexadecimal values. Command line
scanners cannot.

* Menu-driven scanners can use "styles" to customize
scanning configurations. Command line scanners

cannot.

* Menu-driven scanners have extensive on-line help.

The command line scanner has not.
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About Repair

* The Windows scanner can operate in the
background. The command line scanner cannot.

* The Windows menu-driven scanner has drag and
drop capability in which you can drag and drop files
onto the main window or onto the minimized
scanner icon in order to automatically scan the
selected file, directory, or drive. The command line
scanners do not.

The following section about scanning is based on the
functions in the Windows scanner, which is the one most
frequently used.

When a function in the Windows scanner has a
corresponding function in the command line scanner, it's
referred to like this:

Command line parameter: /XX

In addition, all available command line parameters are
presented in the section “Command Line Scanning” on
page 108.

Note: In NVC software and documentation, “repair”,
“removal”, and “cleaning” are comparable terms. They all
refer to the process of removing viruses from files or boot
sectors, and restore the infected area to its original
condition.

The core technology in all NVC components is the
scanning engine. The scannigions reflect the

capability of the engine. In addition to detect viruses, the
engine can als@move them (epair the file or boot sector,
and thereby/ean the machine). This process is technically
more complicated than detection.
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If anything goes wrong, repairing afileisless hazardous
than repairing a boot sector. A corrupted boot sector may
render the system useless. To ensure that a failed boot
sector repair will not put you in an awkward situation, we
do not allow automatic repair of boot sectors.

If aboot sector virus is detected, you will see adialog box
that recommends that you back up the necessary datato a
diskette. If therepair fails, you can boot your machine from
therestore diskette. A dialog box complete with online help
will guide you through the process if a boot sector virusis
detected.

In addition to the protection provided for unknown viruses

by the Smart Behavior Blocker (see page 14) and the on-

access (real-time) scanning by Cat’s Claw (see page 38),
you can use the Windows scanner and the command line
scanner for on-demand and scheduled scans. The following
sections will cover the use of these scanners.

Before You Start

Whether you are using the command line scanner or the
menu-driven scanner, there is a common set of procedures
to follow in order to start a scan:

1. Select the target to be scannedrive(s), directory, or
file.

2. Select the options to use during the scan.

3. If you select the Repair option (see “Managing
Infections” on page 74), the scanner will remove file
and macro viruses known to NVC on-the-fly.
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The Windows Scanner

From the program group where the NV C icons were
installed, doubleclick on Norman Virus Control:

QR P & &

Marrnan Yirus EEETEREITE Cat's Claw Fead Me ninztall kAT
Cantral Cantrol
Scheduler

You'll see the main window called "Norman Virus
Control". From here, you can access all the main
functions.

1= Norman Yirus Control for Windows 3.1x =1
File Selectarea Yiew Options Help

= 5= BN

s =1

oo
x| X]

4 0 ] o] o]

oo mg

-

Start scan

1| Start scanning for computer viruses
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Selecting Areas to Scan

Using the Toolbar Buttons

The following toolbar buttons are shortcuts for selecting
areas for scanning:

Selects all fixed local and network drives.

Selects all fixed local drives.

Selects all network drives.

Deselects current selection.

For selecting directories, subdirectories and
files.

i) ] B8] | |

From the Menu Options

The toolbar button functions are also available from the
menu option Select area.

Select area
Fixed drives
Local drives

Network drives
Deselect drives

Directoriesffiles...
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In the Main Window

You can aso specify any combination of drives you want
to scan by checking the relevant drive letters directly in the
main window:

AR =
CK =1
D:0 =1
E:R =1
Fr =1
G:[M =]

Selecting Scanning Options

When you have decided where to scan, you can specify
how the scanning should be performed.

You access the scanning options by clicking this toolbar
button:

or from the menu option:

Options
Scanning options...

Save as style...
+ Save on exit

Scheduling options...
+ Scheduled scan on
Scheduled scan off

Styles... |
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Scanning

In either case, you'll see the tabbed dialog box with all the
scanning options grouped on five different pages.

At the bottom of each page you’ll see the following
buttons:

OK Accept the changes and returns to the main
window

Cancel Cancel all changes
Defaults Display the default settings for all the five dialogs
Help  Get online help

The first page in the Scanning options tabbed dialog is the
Scanning options page:

= Scanning Options

Lzer-specified extensions |

Managing infections Additional options
Scanning Reporting
[¥X Don't stop on virus X Memory
¥ Ignore locked filez [T Multiple dizkettes

[T Look for EXE headers [ Archive files

[ Exit upon completion [ Compreszed program files

Help I

| 1].4 I | Cancel I

Note: Options checked like this: [x] are default settings.

[X] Don’t stop on virus

Copyright © 1999 Norman



70 « Norman Virus Control for DOS and Windows 3.1x - User’s Guide

If you want a scan to complete regardless of virus
detection, check this option.

Command line parameter: /U

[X] Ignore locked files

Locked files are files presently used by the system. NVCW
cannot scan locked files and will inform you of these
instances. If you want the scan to run uninterrupted, check
this option. The scanning report includes information on
the number of files that could not be opened.

Command line parameter: /O

[ ] Look for EXE header

Many viruses look for signatures in .EXE files and make
their decision on whether or not to infect based upon what
they find (instead of simply looking for a file extension).
To detect such viruses, this parameter scans files that have
EXE headers.

Note: If you check thisoption, the scanner will look for the
EXE header in all files and therefore increase scanning
time considerably.

Command line parameter: /X

[ ] Exit upon completion

Check this option if you want to close NV CW altogether
after running a scan.

[X] Memory

When you scan the memory area, NV CW looksfor resident
viruses. You should always make sure that no viruses exist
in memory, and this option is therefore the default.
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Memory will not be scanned when you scan Directories/
filesonly.

[ ] Multiple diskettes

If you are scanning more than one diskette, then check this
option to save time. NVCW will scan memory only once,
rather than scan memory every time you insert a diskette.
The scanning results for all the scanned diskettes are
included in one single report.

Command line parameter: /R

[ ] Archive files

Many users compress large files to free space on hard

drives or diskettes. Infected files can be found within such
archive files, and you can instruct Norman’s scanners to
look inside the archive file. Norman’s scanners can use an
internal decompression method which allows us to look
inside the archive file without decompressing the files onto
a local or remote drive. This saves the extra step of deleting
the decompressed files from the local/remote drive.

If our scanner could not use its internal decompression
method, it automatically reverts to external scanning.
External scanning requires that the relevant archiving
system is present on your system and available in the path.

Command line parameter: /C

[ ] Compressed program files

Many users apply PKLITE, DIET, LZEXE or ICE, for
example, to compress program files. A compressed
program file is better protected against viruses because the
compression works almost like encryption. Still, if the
compressed program file contains a virus, then the virus is
activated whenever you run the executable. Even though
you can scan for the virus externally, the virus is still there
and will be activated the next time you run the program.
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Reporting

This option make use of a decompressor emulator which
opens and scans the file in memory.

Command line parameter:  /CP

Note: NVCW can only tell you whether or not a
compressed file isinfected. It cannot take any action on the
infected file whileit is compressed.

In this dialog you can specify if you want areport after a
virus scan, what should be included in the scanning report,
and if the report should be printed or saved as afile. The
dialog box looks like this:

= Scanning Options

Lzer-specified extensions |

Managing infections | Additional options
Scanning | Reporting
[ Report to printer @ Log infected files
+
¥ Report to file: I Scanned directoriez

+
[\WINTBANORMAN.RPT | (O Scanned files

[ Report only if infection  [¥ ODverwrite previous

I 1] 9 I | Cancel I | Defaults I | Help I

[ ] Report to printer

If you choose Report to printer, the scanner will send its
report straight to the printer that is set up through Windows.
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[X] Report to file

Thisisthe default option that will create the report
NORMAN.RPT in the directory where NVCW resides.
You may, however, specify another report name and
directory.

No report will be generated when you scan Directories/files
only.

Note: NV C now allowsthe use of UNC (Universal Naming
Convention) names and environment variables wherever
file and directory names can be entered. Please refer to the
Administrator s Guide for details.

Command line parameter:  /LF

[ ] Report only if infection

You should select this option if you don’t want a report
unless infected files are detected.

You can also choose among three reporting levels:
1. Log infected files.

This level is default and will only report the infected
files that are found.

2. Scanned directories.

This level will make a list of all the directories that
were scanned in addition to all the files that were found
to be infected.

3. Scanned files.
This level generates a list all scanned directories

and files. And infected files will be specifically
marked.

If you choose item #2, the log will be a superset of
information from items 1 and 2. Similarly, if you choose
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item #3, the log will be a superset of information from
items 1, 2, and 3.

Command line parameter:  /LQ

[X] Overwrite previous

By default, the previous report is overwritten. If you want
to keep track of previous scans on your PC, you should
uncheck this option. The report will then append to the
previous report(s).

If you are running several unattended scheduled scans, you
must specify different report names for the different styles
or uncheck this option.

Command line parameter: /LG

See also “Scheduling Scans” on page 116.

Managing Infections

When infected files are found during a scan, you can decide
how these should be treated by entering your options here:
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= Scanning Options

Scanning | Reporting

zer-specified extensions

Managing infections Additional options

[ ‘Repair files when possible!

When repair fails
@ No action
! Delete infected files [~ Overwrite then delete
! Move infected files to: I

I (1] 9 I | Cancel I | Defaults I | Help I

[ ] Repair files when possible

This option ensures that viruses detected during on-demand
or scheduled scans are removed on-the-fly, if possible. If
this option is checked, you are well protected against all
viruses known to NVC.

Command line parameter:  /CL

Note: If you choose this option, the remaining optionsin
this dialog box are valid only when repair is not possible.

[x] No action

The default option leaves you the choice to consider the
intruder before you decide how it should be dealt with.

Note: Even if you choose not to delete or move infected
filesin thisdialog, you can highlight infected files and
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delete or move them from the “Scanning for viruses”
display. See “When a Virus Is Found” on page 90.

[ ] Delete infected files

Check this option to delete infected files. Before an
infected file is deleted, you will be presented to a dialog
where you’re asked to confirm the deletion. In other words,
even though you check this option, you are allowed to
change your mind later on.

See “When a Virus Is Found” on page 90 for more
information on handling infected files.

Command line parameter:  /D-

[ ] Move infected files to:

This option instructs the scanners to move infected files to
a specified directory. The default directory is
C:\NORMAN\INFECTED. Like the delete option, this
function is not automatic, because you’'ll have to confirm
removal of infected files.

NVC cannot move files from write-protected areas, such as
a write-protected diskette.

Note: NVC now allows the use of UNC (Universal Naming
Convention) names and environment variables wherever
file and directory names can be entered. Please refer to the
Administrator s Guide for details.

Command line parameter. /MOV-:

If you have more than one instance of an infected
COMVAND. COM for example, and you choose to move
each copy into the same directory, then the scanner will
rename each instance of the file.

[ ] Overwrite then delete
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This instructs the scanner to overwrite and then delete
infected files. If you subsequently run a utility such as
UNDELETE, you can recover thefile, but it will be full of
random 1s and Os, making it unusable.

Command line parameter: /D

User-Specified Extensions

Normally, only files with pre-defined extensions are
scanned.

Please refer to the Read Me file for more detail s about pre-
defined extensions.

In the Windows scanner, you can define up to 20 new file

types from this dialog box:
= Scanning Options
Managing infections | Additional options
Scanning Reporting

User-specified extensions

Remove

I (1] 9 I | Cancel I | Defaults I | Help I

To add anew filetype:
1. Click onthe[] New file type check box.
2. Typethefile extension in the accompanying text box.
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3. Click on the Add button.

New file typeswill be saved in the NV C.INI file and will
be used every time you run the program until you delete
them.

To remove a user-specified file type, highlight the
extension you wish to remove and then click on the
Remove button.

Command line parameter:  /E[extension]

Additional Options

To further optimize the scanning, choose additional options

from this dialog box:
= Scanning Options
Scanning Reporting

lser-specified extensions
Managing infections Additional options

[  More specific viruz names [ Delay between files
[ Scan all files [X Beep upon infection

[ lgnore system areas

| 1] 4 | | Cancel | | Defaults | | Help

[ ] More specific virus names

This option allows the scanner to use secondary virus
signatures when it findsavirus, resulting in amore specific
name for the virus.
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Note that this option does not increase the number of
viruses detected but does increase scanning time.

Command line parameter: /Y

[ ] Scan all files

One of the goalsavirus hasisto infect other files. The most
efficient way of doing thisisto infect executables.
Normally, you do not have to scan files other than NVCW'’s
defaults. However, NVCW will scan al filesit findson a
drive when you use this parameter. Thisis ahelpful feature
if you suspect you have a virus and want to check all files.

Note that if you choose this option, scanning time
increases.

Command line parameter:  /AF

[ ] Ignore system areas

By default, NV C aways scans the system areas of a
diskette or aloca hard drive.

On repeated scanning on the same drive(s), you can check
this option. NVCW will only scan the system areas of the
same drive once and concentrate on the files.

Command line parameter:  /BS

[ ] Delay between files

If you are about to scan many files, you can use this option
to minimize the workload on your PC by instructing the
scanners to pause between each scanned file.

This feature has been designed specifically for networks. It
also works well in multi-tasking environments such as
Windows. The duration of the pause is 30 milliseconds by
default. This default cannot be changed in the Windows
scanner.
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Styles

Command line parameter: /W

[X] Beep upon infection

Usually during arun, NV CW beeps at the first instance of
an infected file or boot area. Uncheck this option to turn off
the beep.

Scanning options...
Save as style...
+ Save on exit

Scheduling options...

Scheduled scan off

Now that you’'ve been through the scanning options, you
may have got some ideas on how to configure your scans.
Different tasks may call for different configurations.

If you have preferences for how the scanner is to be run,
you may set those preferences, save your settinggles

and then use the styles whenever you wish. Think of styles
as templates for scanning.

The scanner is shipped with the style <NORMAL> as
default. This style can be modified but not deleted. All new
styles are based on the factory default settings. These are
the checked options in the “Scanning options” dialogs in
the previous section.

See also“Scheduling” on page 115.

In addition to customizing <NORMAL>, you may create
up to 20 additional styles.

Copyright © 1999 Norman



Scanning « 81

To customize or add styles, click on the Styles menu item
from the Options menu.

This menu option provides this dialog box:

Style names:

NOBMAL

Bemove

Modify the <NORMAL> Style

1. Click onthe <NORMAL> styleentry so that it is
highlighted and click on Edit.

2. Inthe"Style" dialog, select the drive(s) that you wish
to be scanned with this style.
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= Scanning Options

Additional options User-specified extensions
Feparting Managing infections
Style Scanning
Style Drives:
Hame: :

|
Comment:

| 1] 4 | | Cancel | | Defaults | | Help |

3. Click on the relevant tabbed dialog boxes to set your
options for this style.

4. Click on OK when you have entered your choices.

5. You are now back in the “Styles” dialog. If you wish
subsequent scans to be based on the <NORMAL>
style, then click on thapply andOK buttons. This
makes the <NORMAL> style current for all subsequent
scans. Styles other than <NORMAL> can be used as
current styles, if you wish. Click on tkapply button
and therOK to make a style current.

Note: If any other style than <NORMAL> is current, the
name of the current style appears on the title bar in the main
window.

If you wish to have a scheduled scan occur later on based
on a specific style, then you must choose
Options|&heduler options from the menu bar in order to set
the time for the scheduled scan. Alternatively, click on the
scheduler icon from the toolbar.
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Add a Style

Delete a Style

See “Scheduling” on page 115 for more details about
scheduling scans.

Click on theAdd button.

Type in a name for your styte up to 8 characters.
Follow the steps 2 - 4 above.

The new style name appears in the list box of styles.

Highlight the new style name and click on feply
andOK buttons if you want to make the new style
current.

SIS

You can enter up to 20 new styles. To check which style is
current, open the “Styles” dialog box. The highlighted style
is the current style.

The current style will also appear on the title bar in the
main window.

Note: You cannot delete the current style, so we have to
sneak up on the style that you want to delete.

1. Choose any style from the combo leaxept the one
that you wish to delete.

2. Click onApply.

3. Now highlight the style you want to delete, bumndo
activate it0 click only once.

4. Click onRemove.
The default style is <NORMAL> and cannot be deleted.

Start Virus Scanning Based on a Certain Style

1. Choose the style you want to use from the combo box.
2. Click onApply. This makes the style current.
3. Click onOK to return to the main window.
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4. Start the scanning process by clicking on Start scan.

Activating Styles from the Command Line

With the Windows scanner you can activate styles from the
command line. In other words, you can force NVCW to use
a certain style when it begins scanning. Thisis useful for
creating customized icons which result in scanning using a
particular configuration.

For example, if you wanted to have one icon for scanning
networked drives and another one for scanning local drives
during your lunch hour, you could use the following syntax
for NVCW:

NVCW / ST: [ nanme of styl e]

There must be no spaces between the parameter and the
name of the style.

For example, to create a customized icon in Windows,
choose File|[New|Program Item from Program Manager and
fill in the appropriate text boxes:

= Program Item Properties
Description: |Scan network drives | oK I

Working Directory: |t::\nulman

Browse. ..

|

Command Line: |:\norman\win1B\nvcw /stnet |
|
|

Shortcut Key: |Nune

Ll

% O Bun Minimized Lol

] Runin Separate Memory Space

If you run the style NET as shown above and add other
parameters, asin:

nvcw /st:net a: d:

the added parameters override the style. In this example,
only a: andd: are scanned.
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Note: When thisfeature is used, you will not be able to
change the configurations within the styles before the scan
begins. If you wish to change the configuration of a style,
do not use these parameters. Rather, load NVCW as you
would normally by clicking on itsicon.

Save as Style after Configuring

When you are changing the scanning options, the new
settingswill affect the current style. If you want to keep the
original style the way it was, then you can save your
changes as a new style.

From the main window, choose Options|Save as style, and
you will see thisdialog:

= Save scanning options as style
Style name: |FFARTIS (2] [ o ]
[T Make zaved style current

Typein the name of the new style.
If you intend to apply the new style now, check [ ] Make
saved style current before you click on the OK button.

Save on Exit

The menu option Optiong|Save on exit is on by default. If
you change the settings for a style, they are permanently
saved when you exit NVCW.

If Options|Save on exit is OFF, changesto a style are only
valid for the present NV CW session.
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Starting the Windows Scanner

When you have decided where and how to scan, click on
the Start scan button in the main window:

= Morman Yirus Control for Windows 3.1x -1
File Selectarea Yiew Options Help

=SS EIER

: =

o
S

4] 1) [0 o] g

g oTne

3

1| Start scanning for computer ¥iruzes

Unless you have specified otherwise, NVCW scans the
system’s memory first.

After the memory scan is completed, NVCW pops up the
“Scanning for viruses” dialog box which shows its progress
as it scans the system areas followed by files with certain
pre-defined extensions.

The dialog contains status information, an overview of
infected files, and six buttons.
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= scanning for viruses

Scanning: | EONEL | T

| 527 Help |
Mumber of files found: 14

-Scanned files Bepair file. .. I

+ * EXE: 1 + = DLL: 0 —
+ = 5Y5: 3 + Other: 2

= Total: i
Yiew report I
Mumber of files infected: 0

Infected areas:

| Yariantz: 14447 Log: ¥ Selected areas: C:

In the uppermost part of the dialog box, NVCW.EXE
displays the following information, updating it as the scan
progresses:

Scanning: this showsthe areathat is currently being
scanned.

The dialog box also contains a horizontal progress bar
which shows the percentage of the scan that has been
compl eted.

Number of files found: the number of files that have been
found in the specified scanning area so far in the process.

Scanned files: the number of files with certain extensions
which have been scanned so far in the process.
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Note: The number of filesfound in the specified directory
will almost always be different than the number of files
scanned because NV CW only scans files with the default
extensions in addition to the user-defined file types you

specify.

See the Read Me file for more information on pre-defined
file extensions.

Number of files infected: the total number of infected files
that NVCW has found so far in the process.

Below the progress bar is alist box that contains the path
and filename of all infected files along with the name of the
virus that has infected these files.

If the list of infected filesislong, you can scroll through the
list box by using the scrollbar or the [PgUp] and [PgDn]
keys.

At the bottom of the dialog box isastatusline. Thisline
summari zes three pieces of information:

Variants:
Shows the number of viruses and variants this version of
the scanner is able to recognize.

Log:
Shows you whether or not the report function is activated.
Thisfield can havethevalues Y or N.

Selected areas:
Shows what area(s) is included in the scan.

In the right hand side of the window you will find acolumn
of buttons:

Cancel/OK:
This button will contain one of two different messages,
depending on the status of the scanning.

When the program isin process, the button will appear as
Cancel. When you click on the Cancel button, you instruct

Copyright © 1999 Norman



Scanning « 89

NV CW to abort the scan. You will get a status message
about the scanned area before the scanner stopped.

Note: To abort acommand line scan, press [Esc].
Remember, however, by using the /SN parameter you can
force the scanner not to abort when a user presses[Esc].

Help

Gives direct access to the NVCW help system, whichis
context sensitive. That is, when you click the help button,
NV CW brings you directly to the help screen which
explains the use of the function you are currently using.

Repair file

If you did not check the [ ] Repair file if possible option in
the Managing Infectionstabbed dial og, this button becomes
available if avirusis detected. Highlight the infected file/
areaand click on the Repair file button.

Delete file

If you did not check the [ ] Delete infected files in the
Managing Infections tabbed dialog, then highlight the
infected filein thelist box and click on the Delete file
button

When you delete a file from the "Scanning for viruses"
dialog box, the file is not overwritten before it is deleted.

Move file

This button permits you to move selected infected file(s) --
even if you did not set the scanner to move infected filesto
aspecified directory.

To move an infected file, click once on the file (in the
"Infected areas’ list box), and then click on Move to...

The scanner will ask you to confirm that you want to move
the infected file to the directory specified in the “Managing
infections” tabbed dialog.

The default directory i€ \ NORVAN\ | NFECTED. If you
specify a different directory and the directory does not
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exist, the scanner will createit. Click on the Other dir
button to select a different directory.

You might have several infected files which happen to have
the same name. If the scanner triesto move afileto a
certain directory and finds that the filename already exists
in that directory, it will change the name of the newest file
until it is unique.

When a Virus Is Found

The option of automatic removal of known virusesis
implemented in the scanning function. During on-demand
and scheduled scans, the scanner will check for known
viruses. If avirusisfound, the scanner will try to remove it
on-the-fly.

Viruses cannot be removed in the following situations:

1. Thefileresides on awrite-protected diskette or CD-
ROM

2. Thefileresides on anetwork drive and is write-
protected,

3. Thefileisinuse (i.e, you do not have write access).

If a virus is detected during the scan, you'll be notified
about the infection. The messages you get depends on what
you specified in the “Managing infections” dialog (see page
74).

If you specified “Delete infected files”, you'll see this
dialog:

= Scanning Result

® Possible ¥irus found in scanned files!

Do pou want to delete all infected files?
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If you specified “Move infected files to”, a dialog will ask
you to confirm moving to the directory you specified:

= Scanning Result

Possible wirus found in scanned hles!

Do yvou want to move all infected files to
C:AMORMAMNXMNFECTED ?

| Yes | | Ho | | Browse...

In the future if you want NVCW to moval infected files

to a specific directory, go back to the “Managing
infections” dialog box, click on [ Move infected files to,

and type in the name of the directory to which the infected
files should be moved. When infections are found, you will
be prompted to move the infected files to the directory you
entered, or even select a new directory by clicking the
Browse button.

You might have several infected files which happen to have
the same name. If NVCW tries to move a file to a certain
directory and finds that the filename already exists in that
directory, it will change the name of the newest file until it
IS unique.

If you specified [ [No action, you will see this dialog:

= Scanning Result

® Poszsible virus found in scanned areas.

When you click orOK, you'll return to the “Scanning for
viruses” display. Note that the infected file(s) appears in the
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“Infected areas” list box with details about the virus and
where it's located.

In the “Infected areas” list box at the bottom of the
“Scanning for viruses” display, you will receive

information on infected files when you run an on-demand
scan. The scanner reports the path and name of the infected
file and the virus name.

= Scanning for viruses

Scanning: |D:\...'\TEHPLA"'1"\HEPI]HT5\

Number of files found: | 4668

~“Scanned files Bepair hle... I

= COM: 20 +=OVE | 4 -
Move file__.

+ = EXE: 300 + = DLL: 316

+ = EYG: & + Other: 122 Delete Fle. ..

= Total: 768
Yiew report I
Mumber of files infected: 0

Infected areas:

D:AOFFICEZOATEMPLA~1A\MEMOSAELEGAN~1.DOT -> WM/l +
D:AOFFICE7OATEMPLA~1A\MEMOSACONTEM ~1.D0T -> WMA |
D:AOFFICEZONTEMPLATIALETTERIAPROFES ~2.D00T -> Wi
DAOFFICEFOATEMPLA™IALETTER~1AELEGAN~2.DOT -» W
D:AOFFICEZONTEMPLA™IALETTER~1ACONTEM ~2.DOT - W

D_IKI]IEEI.I:EZI]SIEHPI A~1M FTTER~1APROFFS~1 DNT -» wWi*
- -

| Vanants: 13054 Log: ¥ Selected areas: D:

Files infected by viruses that could not be removed are
listed. Highlight the infected area by clicking oniice.

The buttonMove file andDelete file are now activated,
and you are allowed to delete or move the infected files.

TheRepair file button is activated when you highlight a
file with a virus that can be removed by the scanner.
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First, try to remove the virus by highlighting the infected
filein the list box and then click on the Repair file button.
You will see this message:

= Repair Infected Files

9 Do you want to repair the zelected hles?

Click Yes. If thefile can be repaired, it will no longer
appear in the Infected areas listbox.

Note: If an infected file resides on awrite-protected
diskette, on a CD-ROM, or on a protected area on a server,
the scanner cannot repair, move, or delete thefile.

When No Viruses Are Found
And if no virusis detected, this dialog box appears:

= Scanning Result

0 Mo viruzes found in scanned areas.

Hopefully, this is the message you’ll get most of the time!

View the Scanning Report

View report: If you have chosen either of the report
options from the tabbed dialog “Reporting”
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(Options|Scanning options), you have the opportunity to
view the report on the screen.

The Yiew report button appears grayed until the scan is
completed and remains gray if no report option is selected.

After NVCW has created the report, you can click on View
report, and it displays the contents of the report, either
through Windows Notepad or Windows Write, depending
upon the size of the report file (Notepad cannot handle a
filelarger than 32 KB).

= Notepad - NVCW.RPT x|~
File Edit Search Help
Horman Uirus Control v.4.88 for Windows 3.1x i

Scanning system areas of drive C:

Searching for files on drive C:

Could not open this file: C:A\DATANUIRUSAUE_FELGE.DOC
C:ADATANIHNTERHNETAA7 81AH7 .CON -> Cascade
C:AwDATANINTERMETAGREEHCAT .COH -> Green_Cat.1575.A-L

* & & 1 |

The HUC scanning process gave the following results:

The scanning started: 38 Hovember 1996 14:29:35
ended: 38 Hovember 1996 14:31:18

Scan summary:
Number of virus variants.... ... .............: 9783

Scan options used:

System areas scanned for known viruses.......: Yes
Scanned archive files.. ... ... .ccoiianaonanst No
Scanned compressed program files.............: Ho

S$canning results:

Total number of files found... ... ............: L3775
Number of files scanned....... .. c..ccooooaaat 1345
Number of .COM files scanned.................: 26
Number of _EXE files scanned.................: 304
Number of .0U? files scanned.................: 5]
Number of .DLL files scanned.................: 677
Number of .5YS files scanned.................: 167 |
+
e 1 [+

You can scroll through the report by using either the scroll
bar or the [PgUp] and [PgDn] keys. You can also saveit as
adifferent filename, print it, and so on.
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Report File Structure

Virus Library

The report file consists of:

» Afile header, stating the program name and
version.

* A scan report section, containing information about
directories and files scanned, and possible virus
infections.

e A summary section.

Please refer to thiddministrator s Guide for more details
about the report file structure.

In the Windows menu-driven scanner, this function is
available from_\ew/|Virus library in the main window or
by clicking on the toolbar button:

£

Computer viruses can be categorized in two distinctly
different classes: binary and macro viruses.

1. Binary, file and system viruses contain executable code,
i.e. program instructions. Binary viruses can infect
program files (frequently referred to as executables),
boot sectors, or other executable code on your PC.

2. Macro viruses do not contain executable code. They
employ the macro programming language used in most
word processors and spreadsheets. Macro viruses will
infect Word or Excel files, for example, and replicate
when infected files are accessed. Macro viruses do not
depend on specific microprocessors or operating
systems.

The virus library contains two tabbed dialogs, one for
binary viruses and one for macro viruses. Here you will
find key information for every virus in this list.

Copyright © 1999 Norman



96 « Norman Virus Control for DOS and Windows 3.1x - User’s Guide
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Thetotal number of virusesidentified is virtually
increasing by the hour, and the list is consequently quite
extensive. Because viruses are treated differently
depending on type and property, it is useful to gather as
much information as possible about the virus.

Thelist box on the | eft of the dialog box contains the names
of the viruses that the scanner can recognize. The area on
the right describes the most important characteristics of the
virus that you have chosen from the list. The complete list
is sorted al phabetically. Because of its comprehensive
nature, it may be time-consuming to use the arrow keysto
navigate through the list. Therefore, you can search for
viruses using other methods.

» Use the scrollbar to the right of the list box to move
quickly through the list. Then highlight a list item
for more information on this virus.

» If you know the first letter of the virus you are
looking for, you can simply type its first letter from
the keyboard. The first virus whose name starts with
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thisletter will appear as thefirst item in the box.
Continue pressing the same key until the desired
virus appears highlighted.

* If you know the full name of the virus you are
searching for, you can use the [Tab] key to set the
focus on the text box to the right of the list box.
Then type the name of the virus and press [Enter].

* You can narrow your search by clicking the check
boxes in the two columns under the list box. The
left hand column displays viruses by what they
infect, while the right hand column allows you to
sort viruses by how they perform.

If you check the [ List all, or check boxes, the other
options in that column are grayed out.

There are many viruses that are known by several names.

Hence, a virus you are looking for under one name may be
in this list under another name. Call us if you can't find the

virus for which you are searching...
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Binary Virus Attributes
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These are the possible attributes for binary viruses:
It has a destructive payload

While most viruses are relatively harmless, this virus will
perform destructive acts such as delete critical files, format
your hard drive, or destroy other data.

1t is a fast propagator

The virus stays in memory (goes resident) and hooks the
services used by other programs to open, read, write and/or
close files. Whenever any program opens afile, thiswill
start the virus code, infecting the opened file, or ook for
another fileto infect.

Uses encryption

The virus code itself is encrypted to avoid detection. It can
be detected anyway.

Uses stealth techniques
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The virustriesto hide itself to avoid detection. It is
normally detected anyway.

Overwrites original file

The virus code overwrites parts of the infected file. Files
infected this way cannot be cleaned, but must be replaced
from backupsin order to get rid of the virus.

Boot Sector

Infects boot sectors on diskettes and/or hard drives. Will in
most cases infect the hard drive if left in the diskette drive
when the PC is booted.

EXE, COM files

Infects mainly EXE or COM files or both.
COMMAND.COM

Infects COMMAND.COM.

OV? files

Infects overlay files. An overlay file isa part of a program
split in separate, overlayed, files.

Other files

Infects other files.

Goes resident in Low, High, UMB, Video RAM
The virus stays in memory when first activated.
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Macro Virus Attributes
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These are the possible attributes for macro viruses:
Can be repaired

Documents or template files infected by macro viruses can
in most cases be repaired. Technicaly, thisinvolves
removal of the viral macros, while legal, user defined
macros are left intact.

However, some macro viruses "snatch” user defined
macros while replicating, making each infection unique.
The user defined macros will in most cases be changed to
call the main macro in the virus. The WM/CAP family of
macro viruses is an example of viruses with this capability.
Filesinfected by thiskind of virus are repaired by
removing all macros.

It has a destructive payload
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While most viruses are relatively harmless, this virus will
perform destructive acts such as delete critical files, format
your hard drive, or destroy other data.

Is polymorphic
The virus changes itself from infection to infection.
Is a Virus

Thisisatrue virus, ableto replicate itself. Opening this
document will trigger the macros, probably infecting other
document files.

Is a Trojan

Thisisnot avirus, meaning that it doesn't replicate.
Contains other forms of malicious code.

Drops binary virus
This macro virus contains a binary virus.
Is a joke, non-infectious

This document file contains macro code that performs
harmless, sometimes visible, actions. Opening this
document will trigger the macros, but no other document
fileswill beinfected.

Contains garbage
Is inactive or damaged.

This document file contains remnants of macro viruses, or
other macros that don’t work as intended.

Infects Word?2 documents

This document file contains a macro virus that requires
Microsoft Word version 2 to replicate.

Infects OLE?2 documents

Virus needs Word6/7 (Office '95)
Virus needs Fxcel6 (Office '95)
Virus needs Word$ (Office '97)
Virus needs Fxcel6 (Office '97)
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Thisdocument file contains amacro virus that needs one of
the specified Microsoft applications to replicate.

Functions Specific to the Windows Menu-Driven

Scanner

There are afew features available in the Windows menu-
driven scanner that are not available in other Norman
scanners.

» Display file/system area

» Styles

* Fastscan

* Drag and drop

* Running in the background
» Book on viruses

Display function

File
Display file...

Display system areas...

Exit

This function is available from the main window option
File.

If you want to take a look at the contents of a file (presented
as hexadecimal values and printable characters), or if you
wish to look at the contents of the system areas on your
boot drive, you may choose the display options.

Display Files

If you choose Fe|Display file, you can pick a file from
within a window, like this:
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= Display file

File Hame: Directories:
[SETUP.TXT c\iI86
SETTO04.5E_ + = e +
SETUP.EX = 1386

SETUP.IN

SETUP16.IN_
SETUPDD._S5YS
SETUPDLL.DL_
SETUFLDR.BIN

List Files of Type: Drives:

I’.‘ Iil I =R IEI Metwork._.. I

When you have chosen afile to display, the following
dialog box appears:

[Huplry file [CURCHEAR BRI CTE ARG ETMCA]L C O

= BE dC §& BG ek @) SR B - @ N B CR SF B O BEF BRSSO B BT |8
MR H: LE 3G l; o oud 7 - WG B B 1Y AY pE B 1T q_:-r;i:‘ﬂlll-pll
WERIHE B9 3k 8N R CF B oAb pY - P OPF BR 1) Wa o BE EL E_o@ediE, Bk
WERAHE LT NP Y BN [ Y K OTE - 3k BL OER IR TV TR AV 0 RARRN 0. el 1R
WEH G BB B4 BT B PR OO0 T DH - BN B BF FF B B0 0V BN PO - spkGpSl #A0L
WEELH: FE Y 7L OB FF B AD EY FiI BE E1 &E 43 26 30 W efuk & §aOa DS
BEMLH: T G BE OF MR FT TV AY -IIIT:I!H-I:GHH:-{'HIrE.Fﬂ
BEITHT 01 C3 M B3] E1 PR OAY EE - @S a7 BC B 30 I Bl DK :J ek L T
Wi 38 i 0 FT B B2 77 B - IF B 2 m8 JC I6 27 Ei A ..hﬂ-..d:ﬂllh‘
Wi CF a4 sl ¥ E= A IR 2R if V2 522 i B I B 7 Mdil\.l!:l.i-'rl'li
diEA: OE PP ¥R a9 R OAF IR g% il WM T A% OE JE dY o CelRSRL oredk_d.
wisiF: T #E B O a8 Ok FF 5T - & IR FROER & By B "I.'. CHRTE LT
s Ak tr W [¥ Ee iFE R T - A gk wF En: AV 17 ¥ 0 PR AT O
MERilHE B HF OH B oW 52 S0 2 LF 1 EF HE B B R |j|--rl-u."_!ll -j_|l-
WHHEHS FH I UH 3F AE B - B &% 1k WM Aa gl 2N GF 100 -HE e am ||
BEFHG FI AR BE FF 16 S8 LB ER - 93 HL B OYE BT B OB GRS P B 3
s HHE) [ L |

The dialog box shows you the file contents as hexadecimal
values (left) and text (right). To maneuver up and down
within the file, use the scrollbar along the right edge of the
dialog box.

This function is especially useful when technical personnel
want to look inside afile or sector for signs of a virus
infection.

There are two buttons at the bottom of the dialog box:

OK quits from the function and returns you to the main
window.

Help gives you help on the display function.
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Display System Areas

If you choose File|Display system areas from the main
window, this screen will appear:

SR B 0 4R AT MR 2R 3H - T3 ME I3 B8 83 OHL UL S eEciem 3.07.mn, (8]
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Fmat: BE RO S O 0T F BE - ak G1 BR SR T B HE BH e PRalL RS+
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The System area includes the Master Boot Sector (MBS)
and System Boot Sector (SBS).

You have a choice of viewing the MBS area of the first
physical hard drive as well asthe SBS on drive C..

Master Boot Sector (MBS)

The MBSislocated on all physical hard drives. It contains,
among other data, information about the partition table
(information about how a physical disk is divided into
logical disks), and a short program that can interpret the
partition information to find out where the System Boot
Sector islocated. MBS is independent of type of operating
system.

System Boot Sector (SBS)

The SBSislocated on al diskettes and physical hard drives
that are formatted, and it is created with FORMAT.COM. It
contains, among other data, a program whose purpose is to
find and run an operating system (DOS, UNIX, or OS/2, for
example).
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If the program does not find an operating system to run, the
user will be prompted for a diskette with an operating
system onit.

Scanning Diskettes

You should be aware of the following situation when you
are scanning diskettes:

If aboot virusisfound on the diskette by the Windows
menu-driven scanner and the Smart Behavior Blocker is
active and the diskette is write-enabled, NV C.SY Swill
automatically remove the boot virus. Subsequent scanswill
report that the diskette is not infected with a boot virus.

Fast Scans

You can set up iconsin Program Manager to scan a specific
drive using the scanning options from the current style.

Note: Remember that the current style stores drive
information. By using this method, however, you can
override the drive information in the current style, but you
use the scanning configuration information from the current
style.

Simply create anew icon. (In Windows, click on
File]New|Program Item.) And on the command line,
specify the drive and path for NV CW.EXE. Follow it with
a space and the letter of the drive that you wish to scan.
Don't forget the ":".

For example, here is what your Program Item Properties
would look like:
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Drag and Drop

= Program Item Properties
Description: |Fast scan A: | oK I

Cancel

Working Directory: |

|
LCommand Line: |c:\nurman'\win1 Bvnvow a: |
|
|

Browse._ __

4l

Shortcut Key: |Nune
% [l Bun Minimized Change lcon...
(1 RBun in Separate Memory Space

Clicking on the resulting icon will do the following:

The Windows scanner will automatically start scanning A:.
The scanning options will be determined by the options
defined in the current style.

Note: Thisisavailable only when you use it with another
application that supports drag and drop.

You can automatically scan adrive, directory, or file by:
Ensuring that the scanner is active 0 either maximized or
minimized

Starting an application that supports drag and drop (i.e.,
File Manager in Windows)

Selecting the target drive, directory, or file and dragging it
to the Norman scanner icon (if it is minimized) or to the
Norman scanner main window (if it is maximized).

The scanner will automatically scan the selected target,
using the scanning optionsin the current style.

Running in the Background

If you are scanning a large hard drive, you can minimize
the scanner after it has started. Thiswill alow it to work in
the background while you move on to other tasks. When
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the scan is complete, you will be informed if viruses are
found.

Book on Viruses

As an extra feature, the Norman Book on Virusesis
available in the Windows help file format.

Topics include: international trends and evolution,
removing avirus, virus theory, and more. Navigate through
all thisinformation by clicking on the green entries.
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Command Line Scanning

The command line scanners are not dependent on any other
modules. They can send virus aert information to
FireBreak through IPX communications, and they can be
run from batch files. For more details, see "Norman
programs and |PX communications' in the Administrator s
Guide.

The 32 bit command line scanner is available on the
following platforms:

Platform: Exe file: Default location:

Windows 3.1x| NVC32X :\ nor man\ dos

O

Windows95 | NVC32 '\ nor man\ wi n32

c
WindowsNT | NVC32 c: \ nor man\ wi n32
0S/2 NVC32 c:\ norman\ os2

Using the Command Line Scanner

Scanning Options

The syntax is:

nvc32x [drive]:[path] [/paraneters]
[ Enter]

Note: A space must precede each parameter that you use.

Simply select the combination of parameters that you wish
to use and specify them on the command line.

From the directory where the Norman programs reside, run
the command
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nvc32x [ ?

from the command line to display alist of available
options. The following tables chart out the available
parameters and their functions. The first table presents
parameters that are relevant for the ordinary user. The
second table explains parameters that may be useful for
system administrators

Param.:| Function:

/? Show help.
[/ ALD | Scanall local disks (not diskettes or CD-
ROM).

| AD Scan all disks (not diskettes). Possible
network drives are scanned in addition to local
fixed drives.

| AF Scan al files. The default isfiles with
extensionslike. exe,. com . doc etc. The
list is continously reviewed and therefore
presented in the readme file.

/B No alarm when infections are found.

/ BS- Ignore system areas from scanning. The
system areas of the same drive will only be
scanned once if severa file specifications for
the same logical drive are specified.

| BS+ Scan system areas only.

/C Scan archivefiles. Infected files can be found
within archivefiles, and you caninstruct NVC
to look inside the archivefile.

/ CP Scan compressed program files. A
decompressor emulator will open and scan the
filein memory.

The scanner can only tell you whether or not
an archive file or a compressed program file
is infected. It cannot take any action on the
infected file while it is archived/compressed.
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Param.:

Function:

/ CL

Repair files when possible. With this
parameter, NV C will prompt you to confirm
prior to cleaning infected boot sectors and
files. When / CL isused concurrently with/ U
or / Q however, NVC will not prompt you
before cleaning.

/ D

Overwrite and delete infected files. Recovery
of an overwritten file is not possible.

| D-

Delete infected files. Infected files are
automatically deleted. Since we are not
overwriting the file before we del ete, recovery
of the infected file is possible with tools such
asthe Norton Utilities.

Ifthe /D or /D- parameters above are used
together with /CL, /CL will take precedence.
If the file cannot be repaired, it will be
overwritten and/or deleted.

/H Show help.

/ LA Log all scanned files. By default, the
command line scanner will only log names of
scanned directories and infected files. This
parameter forces the scanner to log the names
of all files that were scanned. If you wish to
specify the name of thelog file, then pair this
parameter with / LF.

/ LF: L og to specifed report file. Type in the name
immediately after the parameter (no spaces).

| LF Log to standard report file NORVAN. RPT.

/LG Append log to existing report file. Default is
overwrite.

/LQ Create report file only when infections found.

/LS Log all scanned directories.

Note that in order to produce a report, you
must specify one of the L* options above.
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Param.:

Function:

/ MOV

Move infected files to default INFECTED
directory (c: \ nor man\ i nf ect ed).

[/ MOV:

Move infected files to specified directory.

Type in the name immediately after the
parameter (no spaces). If you don't type in a
directory, NVC will create it for you relative
to where the NSE directory is located. If it is
installed inc: \ nor man\ nse, the infected
directory will bec: \ nor man\ i nf ect ed.

I'N

Suppress the default memory scan.

I NW

Don't display messages regarding the status of
your licence (for example, licence expiration).

/O Ignore files that cannot be opened. If you have
specified a log file, locked files are listed
there.

/1 Q Quiet mode, i.e. no screen output at all.
Overrules thé Oand / U parameters.

/R Repeat the scan. Useful for checking several
diskettes.

/'S Scan subdirectories. Use this option if you
have specified a directory and want to include
subdirectories in the scan. If you have
specified a drive letter, subdirectories are
automatically included in the scan.

IV Verbose mode. Display all details during scan.

/' W Wait specified number of milliseconds
between each file.

/ X Look for EXE header in all files. LikeAF,
this parameter will increase the scanning time
because all files are checked.

1Y Display detailed virus name.

/' YH Abort the scan when a virus is found and

display the path and virus name.

Copyright © 1999 Norman



112 « Norman Virus Control for DOS and Windows 3.1x - User’s Guide

The following command line parameters are useful for

system administrators:
Parameter: Function:
/ NVCADMCFG. | Override environment
NVCADMCFG where the program

looksfor nvcadnB2. cf g (if
nvc32. cf g isnot found). If no
such environment is defined, the
program will search for the file one
level up from where it is executing.

I NVCCFG

Override environment NVCCFG
where the program looks for
nvc32. cf g. If nosuch
environment is defined, the
program will search for the file one
level up from where it is executing.

/ SN

Do not allow user aborts.

| TEMP:

Override environments TEMP/
TMP. If no such environment is
defined, the program will create it
one level up from where the
directory NSE is located.

/U

Do not stop when infections are
found. Overrulesthe/ O parameter.

/ WORK:

Specify where NORMAN. RPT and
| NFECTED directory is created. If
nothing is specified, the program
will place the report file one level
up from where it is executing.

Combining Different Parameters

The command line scanner is flexible in the sense that you

can combine parameters to carry out multiple tasks in one

command.
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Here are a couple of examples on how you can combine
parameters. From the directory where nvc32x. exe is
installed, type:

nve32x a:\*.txt /n /bs- /1f

Thiswill scan all files on the diskette with the extension
. t xt , the boot sector will not be scanned, and the

nor man. r pt will be created in the directory where
nvc32x. exe isinstaled.

Then type:
nvc3Zx *.txt a: c:

toscant xt filesinthe current directory and then the boot
areas and default file extensionsona: andc: .

Note: Specifying c: \ (with adash) will scan filesonly in
the root drive, but c: (without aslash) will both scan files
and the disk’s system areas.

Command Line Scanner Errorlevels

You can automate the command line scanners by using
errorlevels in batch files. The errorlevels for the command
line scanners are:;

Errorlevel:| Meaning:

13 Licence does not allow the program to start.

12 The fileNVC32. CFGwas not found.

10 Files skipped (could not be accessed).

9 The scanner was interrupted and did not
complete its scan.

8 The scanner stopped due to an error in
logic.

6 Disk input/output error.

5 You did not enter valid scanning criteria.
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Errorlevel:| Meaning:

4 The hardware configuration has changed
since you installed the scanner.

3 The scan began without having any
scanning criteria.

2 Detected an active virus in memory.

1 Detected one or more virusesin one or
more files.

0 Scanned for viruses and did not find any.
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Scheduling

Overview

13 Many users like to have the flexibility to schedule
virus scans periodically.

From the scheduler you can define:
» which area to scan
» when scanning should start
* where to scan

This is what you do:

1. Save the scanning configuration that you wish to use
during a scheduled scan and save as a separate style.
See “Save as Style after Configuring” on page 85.

2. Determine when you wish to start the scheduled scan.
Choose between once, hourly, daily, weekly, or
monthly. You can schedule up to 8 scans to run at
different times.

Although scheduler options can be accessed through the
scanner, scheduled scans cannot commence if the scheduler
is disabled.

Make sure that the scheduler is always enabled. However,

either of the following situations will prevent a scheduled

scan from running:

1. NVCW is active. You must exit the main window
altogether in order for a scheduled scan to run.

2. Your PC in switched off.

3. The “Sdeduled scan on” option is unchecked. In this
case, the scheduler button appears grayed on the
toolbar.
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Scheduling Scans

4. Thestylefor ascheduled scan does not exist (i.e., it
was deleted after the scan was scheduled).

Note: If you enter adate and/or time before the current day
and time, the scheduler will start the scan 15 seconds after
it's been enabled.

You can access the scheduling options by clicking the
scheduler button on the toolbar

[ File

Select area View JOUDTES

=il= = Scanning options...
@III% = Save as style... g
+ Save on exit
A L
= Scheduling options... m
Cx =] Scheduled scan on
Styles...

About the scheduling menu options:

» Scheduling options brings you to the scheduler,
where you enter all the details about when and
where scanning shall take place.

* Sdceduled scan on activates the scheduler.
* Scheduled scanfofleactivates the scheduler.
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Enter a Scheduled Scan
When you enter Scheduling optionsfor thefirst time, thisis

what you see:
. Mnrms Veun Camenl Scheduler ]
oM westiss ey Man® Fam  Giple

Metovert [ | | i I I

Shrmhaled mvsnde

Ll ety e ff 3 fin f tisaiies {1 {6 I I &
C [ 1 [ | I I &
" e | I I &
= I i { 1 =
L [T 1 [ I I L
= I W I I =
o [T | [ | I I =
» ] 1 =
le Emasly prhmdubng

e ] | Gwest | | w0 | | Omeon | [_iew |

A sample weekly scan based on the <NORMAL > style
appears in gray under “Scheduled events”.

The row at the top of the screen shows details about the
next scheduled scan. You can see what time it starts (time is
displayed in 24 hour format), weekday, date, month, year,
and what style will be used for the scan.

See also “Save as Style after Configuring” on page 85.

Common to all fields

The scheduler consists of a number of fields with different
options that you can view by pressing the arrow up/down

keys on your keyboard. You can also click on the arrows to
the far right to display the alternatives for the current field.

Use the [Tab] key or mouse pointer to move from one field
to another.
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The intercorrelation between the Weekday, Day, Month,
and Year fields ensures consistency for the values you
enter.

You can define a maximum of 8 scheduled scans.

To enter a scheduled scan:

1.

Click on the[ ]Schedule check box to enter a
scheduling task. If unchecked, all fields are grayed out.
In the next field you specify the frequency of the scan.
You can choose from:

* Hourly from

* Once at

* Today at

* Daily from

*  Weekly from

e Monthly from

Enter the hour and minute that the scan should start.
The hours are presented in the 24 hour format, and the
minutes are given in 5 minute increments.

Select a weekday. If you entered “Today at” in #2
above, then weekday, date and year is grayed out and
the present day and date appears.

When you specify the frequency of a scan, the
weekday, date and year appear in their respective fields
with the current date as the default. Changing the
“Weekday” automatically updates the date field. Also,

if you change the “Day” field, the weekday changes
accordingly.

If you change the month, the numeric value in the
“Day” field remains the same, while the “Weekday”
field is corrected.

If you change the year, the month and the numeric
value in the “Day” field remains the same, while the
“Weekday” is corrected.
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8. Finally you must specify which styleto run. The
<NORMAL> styleisthe default. Usethe arrow keysto
scroll through the available styles.

Note: Remember to click the [ ]Enable scheduling check
box and OK to enable the scheduled task(s).

Also remember to exit NVCW altogether when you're
done. A scheduled scan is not allowed to start when NVCW
is active. The logic is that if you're performing a task in
NVCW, a scheduled scan would interrupt your work and
inflict loss of data.

Buttons

Click on OK to return to the main window when you have
entered your choices.

Click onCancel to return to the main window without
saving your work.

Click onUndo to remove all entries for the current input.

Click onClear all to clear all entries from the screen. If
you then click ollndo, all previously saved entries are
retrieved.

Scheduled Scan On/Off

The menu item @tions|Sbeduled scan will be turned ON
automatically if you have entered and enabled scheduled
scans. If you deactivate this option or if one of the
situations listed above is true, the scheduler will run
overdue scans next time it’s activated.

In other words, scheduled scans not yet run are queued up
for scanning like future scans are.

If several scheduled scans failed to run, the scheduler will
run one scan per specified style from the queue.

Copyright © 1999 Norman



120 « Norman Virus Control for DOS and Windows 3.1x - User’s Guide

The same principle appliesif your machine is running, but
you are using the scanner for other tasks at thetime a
scheduled scan is due. The scheduler waits until you exit
NV CW and then activates the scanner to perform the
scheduled task.

You can tell if the scheduler is activated by looking at the
toolbar. If the scheduler is active, this button will appear
with anilluminated light bulb, like this:

D

If the scheduler is not active, or if no scans have been
scheduled, it looks like this:

)

Clicking on this button will toggle between activating and
deactivating the scheduler.

Copyright © 1999 Norman



Appendix A

General information on installation/updates

Any virus scanner is only as effective as its most recent
update, so obtaining frequent virus signature updatesis
critical to maintaining a secure computing environment

There are two different kinds of updatesfor NV C:

Version update: actual program changesfor one or more of
the modules in the package. To install a version update, run
aregular install as described in the setup procedure.

Definition file update: changesto thefilesnvcbi n. def
and nvcmacr o. def (in c:\norman\nse). These files hold
the virus signatures (fingerprints of known viruses) and are
used by the scanning engine. To install a definition file
update, doubleclick on the file name and follow the
instructions on the screen.

Definition file updates are available from our Web siteon a
regular basis. We recommend that you pay usavisit at:

http://www.norman.no/update.htm
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—Symbols—

/A, NVC.SYS 19
IAF 79

/B, NVC.SYS 20
/BS- 79

/IC71

/C, NVC.SYS 27, 28, 30, 31, 32, 34
/CL 20, 29, 30, 32, 35, 75
ICP 72

D77

ID- 76

/D, NVC.SYS 21
IF, NVC.SYS 21

/L, NVC.SYS 22
ILF 73

ILG 74

ILQ 74

/M, NVC.SYS 22
IMOV 76

/070

IR71

/S, NVC.SYS 22
/ST 84

/T, NVC.SYS 23, 30
/U 70

/W 80

/X 70

Y 79

—Numerics—
32 bit disk access 21

386MAX.SYS 23
—A—

Activating styles, command line 84
Add anew file type,scanning 77

Additional Options 78

and 21

Archivefiles 71

Ask user what to do
Cat’s Claw 44

—B—
Back button 8
Backup 11
Beep upon infection, scanning 80
Behavior Blocking
Concepts 14
binary virus 95
Binary virus attributes
Boot Sector 99
COMMAND.COM 99
Destructive payload 98
EXE, COM files 99
Fast propagator 98
Goesresidentin Low, High, UMB,
Video RAM 99
Other files 99
OV? files 99
Overwrites original file 99
Uses encryption 98
Uses stealth techniques 98
BLUEMAX.SYS 23
Book on viruses 107
Boot area protection 4
Boot virus detected in memory 25
Bootable diskette 11, 12, 25
BootGuard 4, 5, 7
BootGuard for DOS 9

S g

Canary 4,5, 9
Canary bird died 59
Canary birds died 59
Cat's Claw 5, 9, 38

Ask user what to do 46

Display warning 47

Display warning after automatic

repair 41
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Display warning and deny access ~ Command line scanner 4, 6, 9, 108

48 /? 109
Do nothing 46 /AD 109
Factory Settings 39 /AF 109
Files that could not be scanned 50 /ALD 109
Log file51 /B 109
Lost alarms (overflow) 51 /BS- 109
M acro viruses not removed 50 /BS+ 109
Macro viruses removed 50 /C 109
Remove uncertified macros 46 /CL 110
Show icon on desktop 40 /CP 109
Uncertified macros not removed /D 110
50 /D- 110
Uncertified macros removed 50 /H 110
User can disable scanning 40 /LA 110
Cat’'s Claw Configuration /LF 110
Behavior 43 110
Certified Macros 41 /LG 110
claw31cf.exe 39 /LQ 110
Concepts 38 /LS 110
General 40 /MOV 111
Handling macro viruses 44 111
Handling of files that cannot be /N 111
_ scanned 47 INVCADMCFG
Handling uncertified macros 46 112
Logging 49
Cat’'s Claw warning /NVCCFG
Cannot remove uncertified macro 112
47 /NW 111
Damaged file 48 /0111
Damaged file blocked 49 /Q 111
Internal error 48 /R111
Internal error denied access 49 /S 111
Manual virus removal 45 /SN 112
Password protected file 48 [TEMP
Password protected file blocked 48 112
Uncertified macro not removed 46 /U 112
Uncertified macro removed 47 NV 111
Virus not removed 45 W
Virus removed 45 111
Cats Claw /WORK
Remove virus from file 45 112

Choose destination location display 10  /x 111
Combining different parameters 112 Y 111
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/YH 111

Scanning options 108

use 108
Compressed files 71
CONFIG.SYS7, 16, 18, 24
Configuring NVC.SYS 18
Console

server 5, 6
CRC32 43
Createicon 84
Cross-Platform Strategy 1

—D—

Daily scan 115
Decompression
external 71
internal 71
Definition file update 121
Delay between files, scanning 79
Delete infected file 89
Diskette
write-protect 12
Diskette boot record is infected 33
Display
Choose destination location 10
Files 102
System areas 104
Display function 102
Don’t stop on virus
scanning 69
DOS 1,4,6, 12
Canary 9
Command line scanner 9
Drag and drop 106

—FE—
Edit styles 82
ELFAX 23
Emergency scan diskette 8
Enter a scheduled scan 117, 118
Environment variables 73, 76
Exit upon completion

scanning 70

/IE 78

—_—F—

Fast scans 105
FDISK 30, 31
File

delete 11
file, move infected 89
Files, infected 88
files, rename infected 90
FireBreak 5, 6, 16
FORMAT 30, 31, 32,104

—G—

Generic protection 2

—_—H—
Hourly scan 115

Ignore system areas,scanning 79
Install
typical 9
Installing
step by step 8
Integrity checker 7
IPX communications 16

N —
Load Cat’s Claw on startup 40

Look for EXE header
scanning 70

—_M—
Macro type
VBA3 43
VBAS 43
WB 43
macro virus 95
Macro virus attributes
Can be repaired 100
Contains garbage 101
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Destructive payload 100

Drops binary virus 101

Inactive or damaged 101

Infects OL E2 documents 101
Infects Word2 documents 101
IsaTrojan 101

IsaVirus 101

Joke, non-infectious 101

Needs Excel6 (Office '95) 101
Needs Excel6 (Office '97) 101

Norman’s Web site 121

NVC.INI 78

NVC.SYS 5, 7, 18, 19, 20, 21, 22, 23,
24,35

NVC.SYS (Smart Behavior Blocker) 4,
5, 16, 18, 25, 26, 27, 28, 29,
30, 31, 32, 33, 34, 35, 105

NVC.SYS, configuring 18

NVC.SYS, messages in DOS 24

NVC.SYS, prevent from loading 24

Needs Word6/7 (Office '95) 101 NVC.SYS, Smart Behavior Blocker 31

Needs Word8 (Office '97) 101
Polymorphic 101
Main window 64, 83, 95, 102, 104,
106, 119
Managing infections
No action 75

NVC32X.EXE 20, 26, 29, 30, 32, 35,
57

nvchin.def 121

nvcmacro.def 121

NVCSYS.EXE 35

NVCSYS.LOG 22

Master Boot Sector 19, 30, 31, 104 NVCW.EXE 35, 72, 105

MBS 30, 104

Menu-driven scanner 3
Message handler, Windows 5
Monochrome 22

Monthly scan 115

NVS.EXE 35

—_0—
On-access scanner 38
0s/21

More specific virus names, scanning 7%verwrite previous, scanning 74

move infected file 89
Multiple diskettes, scanning 71

—N—

NetWare 1, 2
NetWare group 5, 6
NetWare Lite 23
Network printer 5, 6
NORMAL style 80
Norman Data Defense Systems
Australia 1
Germany 1
Netherlands 1
Norway 1
Sweden 1
Switzerland 1
UK 1
United States 1
Norman Ibas Oy
Finland 1

—_pP—

Parameters

combining 112
Password protected file

Word 6 49

Word 7 49

Word 8 49
PCNFS.SYS 23
Possible virus attempts to infect 28
Possible virus attempts to trace 26
Printer, network 5, 6
PROGRAM.EXT alter boot area 30
PROGRAM.EXT attempts to format

the hard drive 32

PROGRAM.EXT is a virus carrier 29
Protection

boot area 4

files 4
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—Q—
QEMM 19

—R—

Real-time scanner 38

rename infected files 90

Repair file 89

Report only if infection, scanning 73
Report to file, scanning 73

Report to printer, scanning 72
Running in the background 106

—_——
Save configuration as style 85
SBS 30, 104
Scan all files, scanning 79
Scan compressed program files 71
Scanner
command line4, 6
menu-driven 3, 6
Scanning
additional options tabbed dialog
78
based on styles 83
reporting options tabbed dialog 72
scanning
Memory 70
Scanning diskettes 105
Scanning for viruses
Windows 3.1x 92
Scanning options
add anew filetype 77
beep upon infection 80
compressed program files 71
delay between files 79
don’t stop on virus 69
exit upon completion 70
ignore system areas 79
look for EXE header 70
memory 70
more specific virus names 78
multiple diskettes 71
overwrite previous 74

report only if infection 73
report to file 73
report to printer 72
scan all files 79
Scanning report 72
Scheduled scan 119
Scheduled scan OFF 120
Scheduled scan ON 120
Scheduler 4, 5, 6, 115, 120
enter a scan 117
options 116
Scheduling 115
Server console 5, 6
SERVER.EXE 23
Setup displays
Modifying Files 10
Select Program Folder 10
Setup Type 8
Smart Behavior Blocker 2, 4, 14
Smart Behavior Blocker for DOS 9
SNMP extensions 6
Start Cat’s Claw 41
Status type
Certified 43
Empty 42
Viral 43
Stop Cat’s Claw 41
Style
add 83
current 83
delete 83
from the command line 84
modify 81
NORMAL 80
Styles 80
save as 85
scanning 83
Styles dialog 82
SYS 34
System Boot Sector 19, 30, 31, 104

—_—T—
TCP/IP 6
Typical install 9
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—_——
UNC 73, 76
Uncertified macros
messages 47

—_—\—

VBA3 macro 43
VBAS5 macro 43
Version update 121
View report 93
Virus

inthewild 11
Virusalert 5

—_W—

WB macro 43
Weekly scan 115
Windows 1, 3, 4, 6, 35
Windows 95 4, 7
Windows message handler 5
Windows NT 1
Windows scanner 64

options, 87
Write-protect 12
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