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Limited warranty

Norman guarantees that the encl osed diskette/CD-ROM and
documentation do not have production flaws. If you report a flaw
within 30 days of purchase, Norman will replace the defective
diskette/CD-ROM and/or documentation at no charge. Proof of
purchase must be enclosed with any claim.

Thiswarranty is limited to replacement of the product. Norman is not
liable for any other form of loss or damage arising from use of the
software or documentation or from errors or deficiencies therein,
including but not limited to loss of earnings.

With regard to defects or flaws in the diskette/CD-ROM or
documentation, or this licensing agreement, this warranty supersedes
any other warranties, expressed or implied, including but not limited
to theimplied warranties of merchantability and fitness for a particul ar
purpose.

In particular, and without the limitations imposed by the licensing
agreement with regard to any special use or purpose, Norman will in
no event be liable for loss of profits or other commercid damage
including but not limited to incidental or consequentia damages.

Thiswarranty expires 30 days after purchase.

Theinformation in this document as well as the functionality of the
software is subject to change without notice. The software may be
used in accordance with the terms of the license agreement. The
purchaser may make one copy of the software for backup purposes.
No part of this documentation may be reproduced or transmitted in
any form or by any means, electronic or mechanical, including
photocopying, recording or information storage and retrieval systems,
for any purpose other than the purchaser’s personal use, without the
explicit written permission of Norman.

The Norman logo is aregistered trademark of Norman ASA.

Names of products mentioned in this documentation are either
trademarks or registered trademarks of their respective owners. They
are mentioned for identification purposes only.

This documentation and software are
Copyright © 1999 Norman ASA.
All rights reserved.

March 1999
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Conventions

We use the following conventions throughout this manual:

When we give examples of what you should type in order
to use a particular program, the exampleslook like this:

format a: /s /u [Enter]
We designate certain keys by surrounding the keyname
with"[" and "]", asin:

[Ctrl]

When we describe a series of menu choices for you to
choose, we will use the following:

File|Run

This means that you should click on the "File" menu and
from there click on the "Run" menu item.

Hints and important notes appear in boxes like the one
below:

Note: Hereis a hint about how to use the scanner...

Individual words or phrases that we intend to stressarein
bold:

Thisvirusisvery dangerous and will...

System Requirements

Norman Virus Control for Windows NT can run on any
machine that runs Windows NT Workstation 3.51 and
above or Windows NT Server 3.5 and above.

The NVC NT Service requires Windows NT 3.51 with
service pack 5, or Windows NT 4.0 with service pack 3.

Copyright © 1999 Norman
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About This Version

The Scanning Engine

Live Update of NVC

The scanning engine has yet again undergone substantial
changes. The most prominent improvement is boot sector
cleaning. In previous versions, we used the DOS based
program NVCLEAN for removal of boot sector viruses. As
of this version, the scanning engine itself can repair
infected boot sectors. NVCLEAN is removed altogether.

Removing boot sector virusesis not riskier than removing a
binary file virus, for example. However, if things go wrong,
adamaged boot sector is a serious situation. For this reason

we do not allow automatic repair of boot sector viruses.
Whenever you order NV C to remove a boot sector virus,

you will be prompted for backing up your current boot

sector. We’'ll spare you the details until the situation occurs,
and guide you from there.

Other changes to the scanning engine are:
» Support for Excel Formula viruses
» Extended detection of polymorphic macro viruses

Updates to the scanning engine (definition files, DLL/VXD)
are still available from our web sites. In addition, we
introduce a polling program that automatically will check
for updated files on Norman servers. This program requires
that you're connected to the Internet, and it's available on
the Windows 32 platform (Windows 9x and Windows NT).

Please refer to “Updating NVC” on page 114 for more
information about this feature.

Copyright © 1999 Norman
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General

As always, there are a number of bug fixes and minor
changes to the program. Please refer to the readme text file
for an overview.

Copyright © 1999 Norman
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How to Use Norman Internet Update
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About Norman Virus Control
for Windows NT

Microsoft Windows™ is a familiar sight on desktops
around the world. Many organizations, however, are taking
their Windows implementation to its next level and
installing Windows NT™ for workstations and servers.
The main differences between Windows NT and Windows
are that Windows NT has full 32 bit memory addressing
and is a multi-threaded-, preemptive multi-tasking
operating system. In addition, NT isamore stable
environment.

Although the security feature is one that Microsoft
emphasizes in the marketing of NT, thereis still aneed for
an anti-virus solution for NT.

About NT Services

A servicein the Microsoft Windows NT environment isa
program that can run whenever the computer is running the
operating system. It does not require a user to be logged on.
Servicesare needed to perform user-independent tasks such
as directory replication, process monitoring, or services to
other machines on a network, such as support for the
Internet HTTP protocol.

Most System Administrators prefer to log off from the NT
console when they leave their NT machine. This means that
no unauthorized personnel have accessto the NT console,
but users may still log onto the machine viathe network. At
this stage, no applications can be executed from the
console. Service processes, however, are performed
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according to how they were set up unless the machineis
shut down.

Virus Protection for Windows NT

Thisiswhy NVC for Windows NT includesan NT service
module for virus protection. Since the user does not have to
be logged on, various kinds of virus protective operations
may take place without user interaction or attention.

Functions in NVC for Windows NT

NV C for Windows NT is comprised of several functions:
* Real-time scanner

Real-time scanning involves constant monitoring of
the file systems. Whenever a file is accessed in a
read/write operation or a program is executed, the
NVC NT Service is notified and scans the file on the
fly.

In real-time scanning, the application is
communicating with the operating system at a low
level, enabling the NT Service to “see” all activities
on the system. A real-time virus control program is
therefore allowed to check for viruses whenever
files are accessed. See “Configure Real-Time
Scanning” on page 86 for more information.

* Windows scanner

This is a true Windows NT virus scanner that takes
advantage of the Windows NT (v3.51 and above)
32 bit environment.

The scanner detects and removes all viruses
contained in the definition files NVCBIN.DEF and
NVCMACRO.DEF. The definition files are updated
frequently and available for downloading from our
Web site:

http://www.norman.no/update.htm

Copyright © 1999 Norman
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For automated downloads, see “Updating NVC” on
page 114.

You can use the Windows scanner to perform on-
demand and scheduled scans at specified intervals.

You may create your own icons which run the
scanner with a command line parameter in order to
scan using a certain "style" just by clicking on one
icon.

* Right-click scanner for on-demand scanning.
 Command Line Scanner

The command line scanner is not dependent on any
other modules. It can send virus alert information to
FireBreak through IPX communications, SNMP
traps, and it can be run from batch files. For more
details, see "Norman programs and IPX
communications"” in thddministrator s Guide.

e Scheduler

The scheduler is configurable from within the
scanner. If you wish to schedule automatic scans for
specific dates and times, use the scheduler function.
You may configure scans to run once, hourly, daily,
weekly, or monthly. You may even configure
several "styles" to run day and night.

» Virus definition files

» A configuration file

* A book on viruses in Windows help file format

» Help file for NVC for Windows NT

* Virus library

» Display functions

NVCNT.EXE and the NVC NT Service

You should be aware of the differences between the
traditional NVC scanner (NVCNT.EXE) and the NVC NT

Copyright © 1999 Norman
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Service. The two modules have overlapping functionality
for on-demand and scheduled scanning, as well asthe
possibility of defining different styles. Real-time scanning,
however, isunique for the NT service. NVCNT.EXE offers
more scanning options than the NT Service.

In this manual, the chapters on scanning options, on-
demand, scheduled scans, and styles are based on the
traditional NV C for Windows NT (NVCNT.EXE). These
common sections are:

“Configuring the Scanner” on page 28, “Saving Your
Configurations as Styles” on page 44, and “Scheduling
Concepts” on page 51.

Unless otherwise stated, the corresponding functions in the
NT Service work in the same way. The NT Service specific
considerations are covered in the section “NVC NT
Service” on page 64.

Copyright © 1999 Norman



Installing NVC

Before Installing

Step by Step

Many anti-virus products are incompatible. Therefore, if
you have aversion of an anti-virus product other than
Norman’s installed, you should uninstall this before
installing NVC.

Note: As Thunderbyte AntiVirus (TBAV) is now
integrated into NVC, an uninstall procedure for TBAV is
now available during the installation of NVC. Unless
TBAV is found on your machine during installation, the
dialog where you can choose uninstalling TBAV will not
appear.

If you abort the setup program during the installation, the
files already copied to your hard drive wibt be
automatically removed.

Note: If you receive your NVC version on CD-ROM, then
follow the installation procedure in the CD booklet.

1. Closeall applications. From Program Manager you
choose He|Run. If you are running Windows NT 4.0,
choose Start|Run program. On the command line, type:

a:setup

2. Norman Virus Control will start to install.
3. Follow the instructions on the screen.
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4.

The default installation is Typical. This choice
provides the basic level of protection and is sufficient
for most users. The following modules are included in
the Typical installation:
* Norman Virus Control (NVC), which includes

- Windows scanner

- 32 bit command line scanner

- scheduler
* NVC NT Service, which includes

- scanner

- scheduler

- real-time scanner

* Help Files for NVC
* Norman Internet Update (See number 6 below.)

Check the [ ICustom radio button and click oNext if you
want to customize your installation. Then you can choose
which modules you want to install.

Note: “Modify Settings for the NVC NT Service” on page
7 lists a set of additional options for those who wish to trim
the NVC NT Service to their particular environment. This
iS not necessary in most environments.

Currently installed components of Norman Virus Control
will be updated.

5.

If you selected [ Typical install, you can choose
directory for the NVC files from the display “Choose
Destination Location”. Click on thBrowse button and
choose directory for installation.

When you install Norman Internet Update (NIU) you
will be presented with the option of adding it to the
Startup group. If you choose Yes (default), NIU
automatically checks for upgraded definition files on
Norman servers 5 minutes after you have started the
PC. See “Norman Internet Update” on page 114.

Copyright © 1999 Norman
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7. When the ingtallation is completed, new icons are
added to the program folder you specified.

Note: If you're running Windows NT version 3.51, there
will be a separate icon for uninstalling NVC. This icon will
not be created if you're running version 4.0.

8. Setup is now complete. From the final display you can
browse the Read Me file and launch Norman Virus
Control.

Modify Settings for the NVC NT Service

This section is for the experienced user with particular
needs to integrate the NVC NT Service in their program
environment. A regular install as described on the previous
pages is sufficient in most cases.

The additional options are:

Parameter Description

nvcsrv -install| Performs normal installation of
the service (default).

nvcsrv -renmove | Performs normal removal of the
service and the real-time
components from the registry.
Note that this does not remove
the files physically. If the real-
time components was installed, a
reboot is necessary to remove the
components from memory.

nvcsrv Has the same effect as first
-reinstall removing and then installing the
service.

nvcsrv -del drv | Removes the old NVC 4.20
driver if present
(tbntdrv. sys)

Copyright © 1999 Norman
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Parameter

Description

nvcsrv -drivers

Installs real-time components
only. Thisallowsto ingtall the
real-time components if the
serviceis aready installed but
not the drivers.

nvcsrv -install
-sil ent

No echo to screen during install.

nvcsrv -install
- nodr vchk

Suppresses the checking of the
presence of the NV C 4.20 driver.

nvcsrv -install
-nodrvs

Installs the service but not the
real-time components.

Copyright © 1999 Norman
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Detection

About Scanning

Scanning is away to identify viruses that already exist in
memory, files, or boot areas. Identifying these by name
requires that the scanner recognizes the virus, which means

that scanners must be frequently updated for information

about new viruses. See “Updating NVC” on page 114 for
information on how to get hold of updated files, or you can
visit our web sitevww.norman.no.

The 32-bit scanner can detect and remove unknown macro
viruses using heuristic methods. Unknown boot sector
viruses and polymorphic viruses are also disclosed by
means of this method. When the scanner detects an
unknown Word 6/7 macro virus, the virus name will be
reported as WM/GENERIC. If the 'Repair file if possible’
option is ON, all macros in the document are removed.
Through internal testing it has been established that the
detection rate for unknown macro viruses is about 80%.

With NVCNT you can scan from the menu-driven
Windows scanner, the Right-click scanner, or from the
command prompt.

In general, Norman's command line scanner have the same
functionality as the menu-driven scanner.

Specific differences include:
* The Windows scanner can display files and boot
areas as hexadecimal values. The command line
scanner cannot.

* The Windows scanner has extensive on-line help.
The command line scanner does not.

Copyright © 1999 Norman
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About Repair

* The Windows scanner can operate in the
background. The command line scanner cannot.

* The Windows scanner has drag and drop capability
in which you can drag and drop files onto the main
window or onto the minimized scanner icon in order
to automatically scan the selected file, directory, or
drive. The command line scanner do not.

See also “Real-Time Scanning” on page 85.

The following section about scanning is based on the
functions in the Windows scanner, which is the one most
frequently used.

Note: The NT Service also features the most important
scanning options from within the service. You should
therefore refer to this section for an explanation of the
different options if you're scanning your machine using the
NT Service.

When a function in the Windows scanner has a
corresponding parameter in the command line scanner, it’s
referred to like this:

Command line parameter:  /[parameter]

In addition, all available command line parameters are
presented in a chart in the section “Command Line
Scanning” on page 56.

Note: In NVC software and documentation, “repair”,
“removal”, and “cleaning” are comparable terms. They all
refer to the process of removing viruses from files or boot
sectors, and restore the infected area to its original
condition.

Copyright © 1999 Norman



The core technology in all NV C componentsisthe
scanning engine. The scanning options reflect the
capability of the engine. In addition to detect viruses, the
engine can also remove them (repair the file or boot sector,
and thereby clean the machine). This processis technically
more complicated than detection.

Boot Sector Repair

If anything goes wrong, repairing afileisless hazardous
than repairing a boot sector. A corrupted boot sector may
render the system useless. To ensure that a failed boot
sector repair will not put you in an awkward situation, we
do not allow automatic repair of boot sectors.

If aboot sector virus is detected, you will see adialog box
that recommends that you back up the necessary datato a
diskette. If therepair fails, you can boot your machine from
the backup diskette. A dialog box complete with on-line
help will guide you through the process if a boot sector
virusis detected.

Before You Start

In order to start a scan:

1. Select the target to be scanned - drive(s), directory, or
file.

2. Select the options to use during the scan.

The Scanning Process
The Right-click Scanner

Note: The Right-click scanner is only available for
Windows NT with Explorer shell (not Program Manager),
version 4.
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The purpose of the Right-click

Explore scanner isto make scanning easier
Hpen and more available. You can useit
Eind... . . .
| to scan file system objects, like
drives, directories, and files. Many
Send To * | usersconsider virus scanning a
Cut necessary evil. Making virus control
Copy easier to perform, we believe that
Paste the average user will be encouraged
Create Shortout to' scan more frequently. The Right-
Delete click scanner does not require
Bename double-clicking anicon or an
— executable file. Simply select the
Properties areayou want to scan, for example

from Explorer or My Computer, and
choose Virus Control from the pop-up menu. The Right-
click scanner employs the same scanning engine as the
other NV C scanners, and therefore provides the same
protection as any other Norman scanner.

Using the Right-click Scanner

1. Highlight the object you want to scan, for example a
drive, directory, or file. To select more than one object,
press the [Ctrl] key and highlight all objects you wish
to include in the scan.

2. Click on your right mouse button.

3. Sdlect Virus Control from the pop-up menu, and the
following screen appears:

Copyright © 1999 Norman
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i Horman ¥irus Control _ (O}
C:hdatahs *
teszage | Location | Wirlz

1 |

¥ Scan subdirectories
[ Scan archive files

[ Scan erecutable files only

Copyright € 1938 Morman D ata Defenze Spstems

Your options include:
[x] Scan subdirectories

If you have selected a drive or directory, check this option
to include subdirectories in the scan.

[ ] Scan archive files

Check this option to include archived filesin the scan. In
this version, only ZIP and ARJ files are supported.

[ ] Scan executable files only

Check this option if you only want to scan executable files.

4. Click onthe Scan button when you've made your
choices.

5. If no viruses are found, the message section of the
scanning dialog will inform you about the number of
files scanned, files that couldn’t be scanned, etc.

6. If viruses are detected, you will see:

Copyright © 1999 Norman
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+ Norman ¥irus Control

Infectionz: 3 Repared: 0 Deleted: 0 Mowed: 0

Location

| Wirug

ORGEIR.DOT
B.COM

Wikd M azau.C
Cazcade based
Wikd M azau.C

— Selected files that cannot be repaired

¥ Do nothing
" Delete

 Move to:

Copyright € 1333 Narman Data Defense Systems

<< Back

The infected files are highlighted, so you can click on the
Clean button right away to remove the viruses. When afile
has been cleaned, it will appear with a green checkmark in
the list box. You will also find information on the number
of fileswhich are infected, repaired, deleted, or moved.

Note that the scanner will alwaystry repair first. Then, if
repair fails, it will perform your selection in the section

" Selected files that cannot be repaired”. Infected files that
cannot be repaired, will therefore be treated in accordance
with your choice among the options [ ] Do nothing,

[ ] Delete, and [ | Move to.

i Norman Virug Control

Infectionz: 0 Repaired: 3 Deleted: 0 Moved: 0

4

Location | Winug

v CivdataATHORGEIR.DOT ‘it Aidazzu. C
+ Chdatah17014HB.COM Cazcade.based
+ ChdataConf.dot it A azzu C

NORMAN
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Viruses cannot be removed in the following situations:

1. Thefileresideson awrite-protected floppy or CD-
ROM.

2. Thefileresideson anetwork drive and is write-
protected.
3. Thefileisinuse(i.e., you do not have write access).

Note: You can treat the files individually by highlighting
certain files for cleaning, othersfor deletion, etc.

When the Back button is activated, you can go back to the
scanning dialog to view statistics and possible messages.

Click on Close to exit the Right-click scanner.

The Windows Scanner

In this section, we give examples of how a normal scan
appears. We used all the default options and asked the
scanner to scan the entire C: drive.

From the main window, check the C: drive and then click
the Start scan button:

= Norman ¥irus Control for Windows NT n
File Selectarea Yiew Options Help

A _| =T |- [I@m

C: Vv = ol ==
D: ol = ¥ Bl ==
E: | =W _| =
N =l =

HNIES NN IES %
P: ol = 2 s Start scan
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The scanner pops up a dialog box called " Scanning for
viruses" which showsthe progressasit scansfileson the C:
drive.

See the Read Me file for a discussion of default file
extensions and “Configuration Concepts” on page Zé#
more information on configuring the scanner.

In the uppermost part of the dialog box, the scanner
displays the following information, updating it as the scan

progresses:
= Scanning for viruses n
Scanning: |E:\WINNT35\SYSTEM32
“  EEEEEEEN h |
~Murnber of files found: == =
Seanned files: Hepair file
* COk: 7 +*00% 2
+* ExE: 90 +*DLL: 136 \E.
+ % 55 [ + Other: 5 Delete fils
= Total: 299 ;
~Hurmber of infected fles: -m
| i
Infected areas: | hirug: | Statusz: |

W ariants: |1444F Log: IY Selected areas: C

Files: the number of files found in the specified location so
far in the process.

Scanned: the number of files that have been scanned so far
in the process.
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The number of files found in the specified directory will
almost always be different than the number of files scanned
because the scanner only scans files with certain (default)
extensions in addition to the user-specified extensions you
specify. Please refer to the Read Me file for more
information on which extensions are scanned.

COM:, EXE:, SYS:, OV?:, DLL:, Others: how many
files of these different extensions that have been found and
scanned for viruses. The total of all these will be equal to
the total number of files scanned.

Infected: the total number of infected files that the scanner
has found so far in the process.

Scanning: this shows the areathat is currently being
scanned.

The dialog box aso contains a progress bar which shows
the percentage of the scan that has been compl eted.

The list box at the lower part of the screen displays the path
and filename of possibly infected files and/or boot areas
along with the name of the virus that has infected these
areas. In our example, no infections were found.

If thelist of infected filesislong, you can scroll through the
list box by using the scrollbar or the [PgUp] and [PgDn]
keys.

At the bottom of the dialog box is a status line, which
summarizes three pieces of information:

Variants: shows the number of viruses and variants this
version of the scanner is able to recognize. See “Finding
Out More About Viruses” on page 99.

Log: shows you whether or not the report function is
activated. This field can have the valjésrN.

Selected areas: displays the areas that you have selected
for the scan.
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If you are using a style other than the <NORMAL> style
for the scan, the name of the style will appear in thetitle bar
of this screen.

Buttons

The following buttons are available in the “Scanning for
viruses” display:

Help

Gives direct access to the scanner’s help system, which is
context sensitive. That is, when you click the help button,

the scanner brings you directly to the help screen which
explains the use of the function you are currently using.

Cancel/OK

This button will appear either &ancel or OK, depending
on the status of the scanning.

During scanning, the button will appear@ancel. When
you click on theCancel button, you instruct the scanner to
abort the scan, and the following dialog box will appear:

= Norman ¥Yirus Control for Windows NT

9 Do wou want to abort the scan?

If you answeflYes, the scanner will abort the scanning
process, and the "Scanning"” area will now appear as
follows:

= Scan was aborted when 26% was done = |

If you answeiNo, the scanner will continue scanning.
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When you abort an ongoing scan or when the scan is
completed, the button will appear as OK. Clicking on the
OK button closes the dialog box and returns you to the
main window.

You may also abort a scan by pressing the [Esc] key.

The remaining buttons are to be used after ascanis
complete. But before we describe them, there are afew
more dialog boxes to review...

If the scanner finds avirus, it pops up one of two dialog
boxes:

= Scanning results

Y

Pozzible viruz found! Click. 'Help' for tips on wirus removal.

Lok ][ fee |

or

= Possible virus found

&

Poszzible virus found in: C:hdatabwirushGREENCAT.COM -»
Green_Cat.1575.4-L

Cancel scan I

And if the scanner does not find avirus, it pops up this
diaog:
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= Scanning results

@

No viruses were found in the scanned areas

ok [ tew |

If the scanner finds an infected file, the following three
buttons will be available on the " Scanning for viruses"
dialog box when you highlight the infected file:

Repair file

If you did not check the [ ] Repair file if possible optionin
the Managing Infections tabbed dial og, this button becomes
available if avirusis detected. Highlight the infected file
and click on the Repair file button.

Note: NV C does not allow automatic repair of boot sector
viruses. See “About Repair” on page 10 for more
information.

Delete file

If you did not check the [Delete infected files in the
Managing Infections tabbed dialog, then highlight the
infected file in the list box and click on tielete file
button:
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= Delete infected files

Pozzible vinug detected in the scanned areas.

[elete the infected file(z) if possible?

Click on OK.

When you delete a file from the " Scanning for viruses®
dialog box, the file isnot overwritten before it is del eted.

Move to...:

This button permits you to move selected infected file(s) --
even if you did not set the scanner to move infected filesto
aspecified directory.

To move an infected file, click once on the file (in the
"Infected areas’ list box), and then click on Move to...

The scanner will ask you to confirm that you want to move
the infected file to the directory specified in the “Managing
infections” tabbed dialog.

= Move infected files

Pozzible viruz detected in the scanned areas.

tove infected filefz) to

C:AMORMAMMMFECTED?

I ik I| Cancel I| Other dir... I

The default directory i€: \ NORVAN\ | NFECTED. If you
specify a different directory and the directory does not
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exist, the scanner will createit. Click on the Other dir
button to select a different directory.

You might have several infected files which happen to have
the same name. If the scanner triesto move afileto a
certain directory and finds that the filename already exists
in that directory, it will change the name of the newest file
until it is unique.

Renaming Infected Files

The technique that the scanner uses increments the first
eight characters of thefile’'sname only -- extensions are | eft
untouched. Firgt, if the name islessthan eight characters, it
is padded with " @" to achieve full length. Then characters
areincremented until they reach"Z" -- starting with the last
character, going forward.

For example, say you have an infected file named
COVIVAND. COM and the scanner movesit to the

C:. \ NORMAN\ | NFECTED directory. Then the scanner
finds another copy of COMVAND. COMthat isinfected and
movesit to the C: \ NORVAN\ | NFECTED directory. The
second instance of COMVAND. COMnow becomes
COVIVAND@ COM The third instance would become
COVIVANDA. COM the fourth would be COMVANDB. COM
and so on until you reach CZZzZzZzZ7Z. COM (But let’'s hope
that you don't have this many.)

View report

If you have chosen either of the report options from the
"Reporting” tabbed dialog box in the Scanning options
dialog (see “Reporting” on page 82), you have the
opportunity to view the report on the screen.

This button appears grayed until the job is done or if the
report option is not selected.
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After the scanner has created the report, you can click on
the View report button, and Notepad will display the

report.

=

File Edit Search Help

Notepad - NORMAN.RPT EE

<

Horman Virus Control for Windows HT Ver 4.30 Corporate +
Scanning system areas on A

Searching for files on A
Scan completed

<
The HVC =scanning process gave the following results:

Scan SUMMaIry:

Scanning results:

The following options were used:
— Ezecutable program files were scanned for known viruses
— The boot area was scanned

Copyright (o) 1993-97 Horman Data Defense Systemn=s i

The s=canning process was started at September 5. 12:10
and was finished at September 5. 12:10
Humber of wirus wariants. . .. ..., ... ..........: 14447

Total number of files found. ... . ... ... .......: 10
Humber of files scanned. . ... ... ... ...........: &
Humber of .COM files found and scanned. ... ... : 2
Humber of .EXE files found and scanned. ... .. .: 1]
Humber of OW? files found and scanned. ... .. . : a
Humber of DLL files found and scannsed. ... ... : a
Humber of .SY5 files found and scanned. ... .. . : a
Humber of .DO? files found and scanned. ... ... : 2
Humber of .EL? files found and scanned. ... ... : 0
Humber of other file types found and scanned. : 2
Humnber of filesz that could not be opened. . . . . : 0
Humber of infections. ... ... ... .. .. ..... ... .. 0

You can scroll through the report by using either the scrall
bar or the [PgUp] and [PgDn] keys. You can also saveit as
adifferent filename, print it, and so on.

Report File Structure

The report file consists of:

A file header, stating the program name and
version.

A scan report section, containing information about
directories and files scanned, and possible virus
infections.

A summary section.
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Please refer to the Administrator s Guide for more details
about the report file structure.

Configuration Concepts

To make the most out of the scanner, you should have a
strong understanding of how it can be configured. Before
you start a scan, you should set configurations from 3
functional areas:

* Where do you want to scan?

* How, specifically, do you want to do the scan?

» What do you want the scanner to do if it finds a
virus?

Each section below describes how to select where to scan,
what to do during the scan, and what to do if a virus is
found.

Choosing Where to Scan

The easiest choice to make is to determine where the
scanner should scan. The scanner automatically detects all
available physical and logical drives and displays them on
the left side of the main window.

There are several methods for selecting a drive which is to
be scanned. Either:

» click on its associated check box

A ol =l
c: )=l
D: 1l =
E: Bl =
F: ] =l
G: 1 =

or
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* click on Slect area and then choose from the list

Morman Virus Control for Windows NT
BRI GEN Yiew DOptions Help

)| Fixed drives % ‘ﬂl ? |ﬂ

= All local drives
. Network drives
A Deselect drives m

C: v Directoriesffiles

* or click on a toolbar button.

= MNorman ¥irus Control for Windows NT n
File Selectarea Yiew Options Help

=)= o7 |
A8 [Fvo aives} = 5] NORMAN
C: v = u: | ==

Your choices include:

» Local and network hard drives

* Local hard drives

* Network hard drives

» Remove all selections and let you to choose any
combination of drives to be specified for scanning.

» Select area|Dectories/files (use this when you wish
to only scan certain directories or files)

Note: When you select network drives, the boot areas of
these drives are not scanned.

To deselect a drive, click on the drive's associated check
box, and either click onefect area|Dselect drives or click
on this toolbar button:
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= Norman ¥irus Control for Windows NT n
File Selectarea Yiew Options Help

EEERE B
B =T | Deselect drives m

If you choose "Directories/files’, then you can:

= Scan directory or file

Directomny or filenarne: I

[% Scan subdirectonies

l_ﬁtart zCan I | Findgi[...%| | Cancel I | Help I

» type in the name of the directory or file that you
wish to scan

» clear the [ [Scan subdirectories checkbox if you
donot wish to scan directories underneath the
directory you specify. Thisption is turned on by
default.

» find the file or directory to scan by clicking on the
Find dir button:
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= Find directory
[+ | winnt +
= | WINNT35 ]

| (] 4 I

E
B | system
[
M

- | repair

1| MSAPPS

----- | 7 grc.ese

----- | 7 WRITE.EXE
----- | 7 ARGYLE.BMP

N

FRINTER.RI

| " 2ECrO) OF PP

Drirectary narme:
I CAWAMMT 28N OTERAD EXE

Click on the OK button when you have made your choices.

When you click on Start scan back in the “Scan directory

or file” display, then the scan will start with the current
configurations. These may not be the settings that you
wished for this scan. Therefore, when you wish to use the
"Directories/files" feature, be sure to set all configurations
before you select "Directories/files"
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Configuring the Scanner

Once you have chosen where you wish to scan, you should
determine how you want the scan done.

You can configure the scan using one of two methods:

» click on Options|Scanningmions to use the
Scanning options dialog box:

Select area Yiew EANNES

0 [— i =W F GScanning options ﬂ
— [=L | —=1 ] & [ o }
‘ = 2] B Save as style...

A | o= T + Save on exit Em

Scheduler options

C: I = u: _| s~ Scheduled scan on
D: | =¥ | =~ + Scheduled scan off
E: | =Jdw | Styles...

F: Ol =1 % O] 5=

G: ol 5= i ol 5= %
P: ol 5= 2 1l 5= Start scan

“iew or change scanning options

Go to the section “Scanning Options” on page 30 for a
more detailed discussion of this dialog box.
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Configuring the Scanning Process

= Scanning options

Additiohal optionz

Scanning |

[¥ Con't stop on vinus
[¥ Ignore locked files

[ Look far EXE header

[ Exit upon completion

| Izer defined file extensions |

R eparting | i anaging infectionz |

[ Multiple diskettes
[ Scan archive files

[ Compressed Program Files

ok ||

Cancel | |

Help

These five dialog boxes contain tabs for configuration
screens relating to:

e scanning
* reporting

* managing infections
e additional options
» user defined file extensions

The default settings are:
* Don't stop when a virus is found
» Ignore locked files

» Save results to a log file called NORMAN.RPT in
the directory in which the scanner resides

» Overwrite previous report(s)
* Log infected files

Take no action when a virus is found
Beep when an infection is found
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Scanning Options

In the following discussion on scanning options, all default
settings are marked like this: [x] Don't stop on virus.

When a function has a corresponding command line
parameter, it's referred to like this:

Command line parameter:  /[parameter]

= Scanning options

Additional options I Ilzer defined file extensions I

Scanning | Reporting I kM anaging infections

[X Don't stop on vius [T Multiple diskettes
X Ignore locked files [T Scan anchive files

[T Look for EXE header [T Compressed Program Files

[~ Exit upon completion

| ak, | Cancel D efaults Help .

Available options include:

[x] Don't stop on virus

Click on this option when you do not want to sit and watch
the scanner working. This is especially useful when
scanning a network. Usually, when the scanner detects a
virus, it asks for keyboard input, but in this mode, the
scanner does not require keyboard input when a virus is
found and proceeds until the scan is done.

Command line parameter. /U
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[x] Ignore locked files

During normal use, the scanner will stop processing if it
cannot open afile. You will see adialog box showing you
which fileislocked. At this point, you may press Cancel in
order to continue the scan but ignore all subsequent locked
files.

To avoid error messages when locked files are found, turn
this option on.

If you have logging turned on (either report to file or report
to printer), then the log will contain the name(s) of the
locked file(s).

Command line parameter: /O

[x] Look for OLE2 header

Files generated in MS Word and Excel can be renamed and
thusreceivefile types other than .doc and .xIs, for example,
which the scanner is always looking for. However, these
files can be identified by their header, which will be OLE2.
To detect camouflaged Word and Excel files, which are
possible macro virus carriers, this option instructs the
scanner to scan files that have OLE2 headers.

[ ] Multiple diskettes

If you have severa diskettes that you want to check during
one scanning session, check this option. You may click on
Cancel any time you wish to stop.

Any reporting done when this option is checked will result
in one report for all diskettes scanned instead of separate
reports.

Command line parameter: /R

[ ] Scan archive files
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Archiving filesis an efficient way to transfer files as well
as freeing up space on your hard drive, afloppy disk, or a
server. Since many viruses attach themselves to programs,
it is possible to archive an infected file. We provide this
option to temporarily uncompress an archived file and scan
the files within.

Note: When afileis archived, the scanner can only tell you
whether or not it isinfected. It cannot take any action onthe
infected file whileit is archived.

The scanner will scan .ZIP and .ARJfiles internally. This

task is performed by the scanner’s internal decompression
system. The .ZIP and .ARJ files will therefore not be
decompressed into “TMP” or “TEMP”.

If the archived files are other types than .ZIP and .ARJ,
then the scanner automatically revertsxtrnal
decompression, assuming that you have the archive system
necessary for decompressing the archive files you want to
scan. It also assumes that these programs are available in
your path. If they are not in your path, then the scanner
cannot decompress the files.

When archived files are being scanned,@aacel button
in the 'Scanning for viruses’ display is unavailable.

Command line parameter: /C

[ ] Compressed program files

Many users apply PKLITE, DIET, LZEXE or ICE, for
example, to compress executable files. A compressed
executable is better protected against viruses because the
compression works almost like encryption. Still, if the
compressed executable contains a virus, then the virus is
activated whenever you run the executable. Even though
you can scan for and detect the virus externally, the virus is

Copyright © 1999 Norman



Detection « 33

still there and will be activated the next time you run the
program.

This option makes use of a decompressor emulator to open
and scan thefile in memory. Scanning compressed program
filesis more time-consuming than scanning archive files.
Thisisagood reason for not choosing this option unless
you have strong reason to believe that a compressed
executable is infected.

Command line parameter:  /CP

[ ] Exit upon completion

Thisis ahandy when you wish to terminate the scanning
session when the scan is complete.

For maximum efficiency, use this option along with the
"Minimize while scanning” and "Report only if infection”
options. With all these options turned on, the scanner will
appear as aminimized icon while the scan progresses, a
report will be generated only if avirusisfound, Notepad
will display the report (if it exists), and the scanner will exit
when the scan is complete.

See the section "Additional Options"” for more
information.
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Reporting Options

al_________ Scamningoptions __

Additional options | Jzer defined file extenzions |
Scanning Heporting | tanaging infections |
[ Beport ko printer (8 | oginfected files
+
[¥ Feport tofile: (! Scanned directories
+
|NEIF|M.¢‘-.N.F|F'T (! Scanned files

[ Feport only if infection [ Owenwite previous

| (1] | | Cancel | | Defaultz | | Help |

If you want the scanner to give you a status report after a
scan, you must choose the [ ] Report to printer and/or
[X] Report to file button(s).

[ ] Report to printer

The scanner will send its report to the default printer that is
set up through NT.

[X] Report to file

Thisdefault option will create the report NORMAN.RPT in
the directory where the scanner resides. You may, however,
specify another report name and directory.

Note: NV C now allowsthe use of UNC (Universal Naming
Convention) names and environment variables wherever
file and directory names can be entered. Please refer to the
Administrator s Guide for details,

Command line parameter:  /LF
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[x] Overwrite previous

By default, the previous report is overwritten. If you want
to keep track of previous scans on your PC, you should
uncheck this option. The report will then be appended to
the previous report(s).

If you are running several unattended scheduled scans, you
should specify different report names for the different
styles or uncheck this option.

See also “Scheduling Several Unattended Scans” on page
55.

If reporting to a file is disabled, then theQ}erwrite
previous option will be grayed.

[ ] Report only if infection

The report will only be generated if an infection is found. If
this is turned on, then the only reporting level available is
[] Log infected files. See the list below for more details on
reporting levels.

Command line parameter:  /LQ

You may choose among three reporting levels:
1. [x] Log infected files
This level will only report the infected files that are
found. The report is short and concise.
This level is the default.
2. |[] Scanned directories
This level will make a list of all the directories that

were scanneth addition to all the files that were found
to be infected.

3. [] Scanned files

This level generates a list of all scanned directories and
files. Infected files will be specifically marked. Of
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course, if you scan many files, this report will be quite
long.

The "plus’ signs between these reporting levels means that
when you choose higher levels of reporting, the
characteristics of the lower level(s) will be included.

You will seethat the reporting level choices on the right
side of the dialog box are only availableif reporting to file
or printer isturned on.

Provided that you selected one of the reporting options, you
may at any time view the last report that the scanner
generated. Click on View|Report from the main window.

Managing Infections Options

= Scanning options

Additional options | Izer defined file extensions

Scanning | Reparting | Managing infections

[ Repair file if possible

“wfhen repair is not poszible

) Delete infected files

1 Move infected files to: I

I k. I| Cancel || Defaults || Help I

There are five options regarding what action the scanner
should take when an infected file isfound:

The options are:
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[ ] Repair file if possible

This option ensures that viruses detected during on-demand
or scheduled scans are removed on-the-fly, if possible. If
this option is checked, you are well protected against
viruses known to NVC.

The present version of the scanner defects and removes
known viruses. The 32-bit scanner can a so detect and
remove unknown macro Vviruses using heuristic methods.
When the scanner detects an unknown Word 6/7 macro
virus, the virus name will be reported as WM/GENERIC. If
the 'Repair file if possible option is ON, al macrosin the
document are removed.

Through internal testing it has been established that the
detection rate for unknown macro viruses is about 80%.

Command line parameter:  /CL

Viruses cannot be removed in the following situations:

1. Thefileresideson awrite-protected floppy or CD-
ROM,

2. Thefileresides on anetwork drive and iswrite-
protected,

3. Thefileisinuse(i.e., you do not have write access).

Note: If you choose this option, the remaining optionsin
this dialog box are valid only when repair is not possible.

[x] No action (default)

If you wish to leave infected files alone at the time they are
detected, then use this option and view the scanning report
for details about possible infections.

[ ] Delete infected files

This option isfor deleting infected files asthey are
discovered.
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Command line parameter:  /D-

[ ] Move infected files to:

If you want to analyze possible viruses, you can choose this
option and enter the path to the directory where you want to
guarantine them. The scanner will create the directory if
you specify a non-existent directory. Otherwise, the
scanner will move infected filesinto the directory
C:\NORMAN\INFECTED.

Note: NV C now allowsthe use of UNC (Universal Naming
Convention) names and environment variables wherever
file and directory names can be entered. Please refer to the
Administrator s Guide for details,

In a network environment, the area that you specify for
storing infected files should be off-limits to everyone but
the Supervisor.

If you have more than one instance of an infected
COMVAND. COM for example, and you choose to move
each copy into the same directory, then the scanner will
rename each instance of the file as described in the section
“Renaming Infected Files” on page 22.

Command line parameter. /MOV

Note: Even if you choose not to repair, delete, or move
infected files in this dialog, you can highlight infected files
and handle them from the "Scanning for Viruses" display.
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Additional Options

There are a handful of options that need not be used by
everyone, and so we have placed them here:

= Scanning options

Scanning | Reparting | Managing infections |

Additional options | User defined file extensions |

[ More specific vius namez[ | Delay between files

[ Scan all files [¥ Beep upon infection
[ lanore spstem areas [ Minimize while scanning
| ] | | Cancel | | Defaults | | Help

[ ] More specific virus names

This option alows the scanner to use secondary virus
signatureswhen it finds avirus, resulting in amore specific
name for the virus.

This option does not increase the number of viruses
detected but does increase scanning time.

Command line parameter: /Y

[ ] Scan all files

One of the goalsavirus hasisto infect other files. The most
efficient way of doing thisisto infect datafiles and
executables. Normally, you do not have to scan files other
than the defaults. However, when you use this option, the
scanner will scan all filesit finds on the specified drive(s).
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Thisisahelpful feature if you suspect you have avirus and
want to check all files.

Scanning time increases when you use this option.

Command line parameter:  /AF

[ ] Ignore system areas

By default, the scanner scans the system areas (see below
for definition) of afloppy disk or alocal hard drive.
However, in NT, ascan of the system area of the hard drive
isnormally only allowed by NT when the scanisinitiated
by auser with administrator permission on the system.

Note: However, any user can scan system areas on
diskettes.

In cases where system areas have been severely corrupted,
scanning them may cause the scanner to fail with an error.
This option instructs the scanner to skip these areas and
simply scan files.

The system areaincludes the Master Boot Sector (MBYS)
and System Boot Sector (SBS).

Master Boot Sector (MBS)

The MBSislocated on all physical hard drives.

The MBS contains, among other data, information
about the partition table (information about how a
physical disk isdivided into logical disks), and a short
program that can interpret the partition information to
find out where the System Boot Sector islocated.

MBS isindependent of type of operating system.

System Boot Sector (SBS)
The SBSislocated on all floppy disks and physical
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hard drives that are formatted, and it is created with
FORMAT. COM

The SBS contains, among other data, a program whose
purpose isto find and run an operating system (DOS,
UNIX, or OS2, for example).

If the program does not find an operating system to run,
the user will be prompted for afloppy disk with an
operating system on it.

Command line parameter:  /BS

[ ] Look for EXE header

More and more often, we encounter viruses that keep track
of all activitiesinindividual files. Many look for signatures
in .EXE files and make their decision on whether or not to
infect based upon what they find (instead of simply looking
for afile extension). To detect such viruses, this option
instructs the scanner to scan filesthat have .EXE headers.

Note: If you check this option, the scanner will 1ook for the
EXE header in all files and therefore increase scanning time
considerably.

Command line parameter: /X

[ ] Delay between files

If you instruct the scanner to scan many files, you can use
this option to minimize the I/O (read/write from/to disk)
load by pausing about half a second between each scanned
file.

Command line parameter: /W

[x] Beep upon infection
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By default, the scanner beeps each time it detects an
infected file or boot area. Clicking on this check box
toggles between turning the beep on and off.

Command line parameter: /B turns the beep off

[ ] Minimize while scanning

If you wish to have the scanner minimized while it
performs a scan, then click on this option. When the scan
starts, the scanner will appear as an icon in the lower left
corner of your screen.

If the scanner is minimized and you wish to view the
results, then you may double click ontheicon, and you will
see the " Scanning for viruses' dialog box.

User Defined File Extensions

By default, the scanner will scan fileswith certain
extensions. These are file types that we know are exposed
to viruses. The scanner checks files with these default
extensions in addition to the user-specified extensions you
specify. Please refer to the Read Mefile for more
information on which extensions are scanned.

If you wish to add files with other extensions for scanning,
you may use the dialog box shown below to instruct the
scanner to look for up to 20 additional extensions.
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= Scanning options
Scanning | Reparting | b anaging infections |
Additional optians Uszer defined file extensions |

=

I k. || Cancel || Defaults || Help |

To add a new user defined file extension:
1. Click onthe[ ] New type check box
2. Typethefile extension in the accompanying text box.

All file extensions are limited to 3 characters.
3. Click onthe Add button.

The scanner will save these new extensionsin the Registry
as a part of the current style.

If you would like to have these extensions included in all of
your scans, specify them as a setting within the
<NORMAL> style.

If you would like these extensions to be used during only
some of your scans, specify them as a setting within astyle
other than <NORMAL>.

For more information about styles, see “Saving Your
Configurations as Styles” on page 44.

To remove a user defined file extension, click once on the
extension you wish to delete and then click onRbmove
button.

Copyright © 1999 Norman



44 « Norman Virus Control for Windows NT - User’s Guide

Saving Your Configurations as Styles

You can save yourself time by saving your configurations
as styles. For example, if your goal isto run scansin certain
combinations (scan floppies and delete infected files; scan
local drives and move infected files to a specific location,
for example), then you can ssimply configure both types of
scans as different styles and have the scanner use the
appropriate style at the appropriate time.

Note: NV C now allowsthe use of UNC (Universal Naming
Convention) names and environment variables wherever
file and directory names can be entered. Please refer to the
Administrator s Guide for details,

To access the styles function, click on Options|Styles. You
will then see adialog box titled "Edit styles'.

= Edit styles
Current style: <HORMAL
-Edit zhyle
P Nev MYSTYLE | [ Add siyle
Styles: <MORMAL
STYLET | Delete st
FLOPP
-Define style
Select dives: |4 | Configure. ..
C
o | M ake curment
E:
Drives: | Update
ok || Hew
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Add a Style

The scanner is shipped with one style called the
<NORMAL> style. The <NORMAL> style will always be
available. You can customize it in any way you wish as
well as create up to 20 additional styles, but you cannot
delete the <NORMAL > style.

Click on the check box marked [ ] New.

A new style is always based on the factory default
settings.

Givethe new style a name.

Do this by entering the new name in the text box

located to theright of the control box. The name can be
up to 8 characters long.

Click your mouse on the Add style button.

Your style's name is added in the list box “Styles” and
is now available as an alternative to the <NORMAL>
style.

Highlight the new style by clicking it once. Select
drive(s) from the “Select drives” list box by
highlighting the drive letter(s).

Click theConfigure button.

Enter your choices in the tabbed dialog “Scanning
options”. When you click o®K, a pop up dialog box
will inform you that the style has changed.

Click onUpdate.

If you wish to make this new style current now, then
click on theMake current button.

When you make a style current, the scanner will be
configured with the options that are associated with that
style until you choose different options for that style or
until you make another style current.
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Delete a Style

Save as Style

1. Choose the style you wish to delete from the “Edit
styles” dialog by clicking it once.

2. Click on theDelete style button. Before the style is
deleted, you will be asked to confirm the deletion of the
specific style.

3. To complete the operation, click on Hipdate button.

You cannot delete a style if it is current. You must first
make another style current, select the desired style name
from the list box, and then click ddelete style.

If a style is specified for a scheduled scan, you'll receive an
error message if you try to delete it.

There will always be a current style. Unless you have
specified otherwise, <NORMAL> is current.

When you are working with the scanning options, you are
therefore editing the current style. If you want to keep the
current style as it iand the present changes, you should
choose @tions|Sae as style and save your changes from
this dialog box:

[ o ]
[T take saved style cument
Help |

Stule name: I bS5 T'LE]

See the next section, “Save on Exit”, for more information
about saving scanning options in styles.
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Save on Exit

The menu option Options|Save on exit is on by default. If
you change the settings for a style, they are permanently
saved when you exit the scanner.

If Options|Save on exit is OFF, changesto a style are only
valid for the present scanning session.

Unless you specify otherwise, the <NORMAL > styleisthe
default style. Any configuration changes that you make
while the <NORMAL> styleis current will become part of
the <NORMAL > style, regardless of whether or not you
make the configuration changes from the "Edit styles’
dialog box.

When astyle other than the <NORMAL> styleis current,

the name of the style will appear in thetitle bar of the main
window, in thetitle bar of the "Scanning for viruses' dialog
box, and right under the title bar in the “Edit styles” dialog
box.

= Morman ¥irus Control for Windows NT - MYSTYLE n
File Selectarea ¥Yiew Options Help

Modify the <NORMAL> Style

You cannot change the <NORMAL> style from the “Edit
styles” dialog box. To change this style:

1. Make sure that <NORMAL> is the current style.

2. Make sure that dions|Sae on exit is on. This is the
default setting.

3. Configure your scanning options from the
Options|Scanningpiions tabbed dialog boxes.

4. Click on OK when you've made your choices.
5. You have now changed the <NORMAL> style
permanently.

Remember that all new styles are based on the original
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<NORMAL> style

When no other style is specified, the <NORMAL> style

will be used. You may specify styles for both on-demand

scans and scheduled scans. See “Scheduling Concepts” on
page 51 for more information on scheduled scanning.

Specifying Files or Directories As Styles

You can identify drives for scanning by specifying the
target areas with scanning options from the “Edit styles”
dialog. You cannot specify individual files or directories in
the same manner.

You can, however, use the DOS commantst to solve
this problem.

Task: to scan directory: \ dat a\ i nt er net only.
1. From the command prompt, type:

subst z: c:\data\internet

wherez: is a virtual drive. If a ‘z:’ drive exists on your

system, you must select another drive letter.

2. Select @tions|Styes and add the new style
INTERNET:
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= Edit styles
Current style: <HORMAL
Edit styles
P Mew | |
Styles: <MORMAL
FLOPPY
Define style
Select dnves:
Dirives: £
oK | e |

Note that the virtual drivez: now appearsin the Select
drives list box.

3. Highlight the new style.
4. Selectthez: drive from the box.
5. Click on Configure to determine the scanning options.

You have now created a style for scanning a specific
directory. Like all styles, it is eligible for scheduled scans.

Note: You must run the subst command again to create
thevirtual drive if you have turned off or rebooted your PC.

See also the following section for an aternative way of
scanning a specific directory.
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Activating Styles From the Command Line

Itis possible to create different icons onthe NT desktop for
different scanning purposes. For example, you might want
to have one icon for scanning network drives on demand
and another one for scanning particular directories during
your lunch hour. To do this, smply create a new Program
Item, select the desired icon, and specify the style you wish
to use asfollows:

= Program Item Properties

Description: |Scan only the C: dnve
Command Line: |NVENT I5T:5CAN

|
|
Working Directory: |t::\nulman |
|

114

Cancel

Shortcut Key: |Nune Browse.__.
Ei [] Run Minimized Change lcon...
4

till

In this example, we are loading the SCAN style and asking
NVCNT to start scanning immediately after we click on
thisicon.

The syntax for thisfeature is as follows:
NVCNT /ST:[name of style]

There must be no spaces between the parameter and the
name of the style.

If you run the style SCAN as shown above and add other
parameters, like:

nvent /st:scan a: d:

the added parameters override the style. In this example,
only a: andd: are scanned.

When this feature is used, users will not be able to change
the configurations within the styles before or after the scan
begins. If you wish to change the configuration of astyle,
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do not use these parameters. Rather, load NVCNT as you
would normally by clicking on itsicon. Then follow the
instructions in “Configuring the Scanner” on page 28.

You can specify a directory for scanning and put it on the
desktop. This is an example:

= Program ltem Properties
Description: |Scan single directory | oK I
Command Line: |an\win32\nvcnt c:wdatakinternet

Cancel

|
|
Working Directory: |c:\nulman |
|

Shortcut Key: |Ngne Browse._.
@ [] Bun Minimized Change lcon...
B Run in Separate Memory Space

pillk

On the command line, you enter:
c:\norman\wi n32\ nvcnt c:\data\internet

Note: Before you doubleclick this icon, make sure that the
scanner is not active and that you made the desired style for
this scan current before you exited the scanner.

Scheduling Concepts

Not only does the scanner perform on-demand scans, it can
also scan at scheduled times. You may configure scheduled
scans from several different locations:

» click on the pocketwatch icon on the toolbar

» click on Options|®heduler options
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Select area View EUNNES

0 |— i = Scanning options

— (|| —L | —L . Bt

‘ =)=t E Save as style... ﬂ
+ Save on exit
A | =T _|sH \ i
E 0 E 1] 1

Gl =lu_ |- Scheduled scan on
D: | =¥ | = + Scheduled scan off
E: | =4 | s Styles...

Whether you access the Scheduler from the icon or from
the "Options' menu, you can set the following:

» the time a virus scan will begin
» how often the process is to be run
» what type of style to use

You can schedule multiple scans, ranging from once,
hourly, daily, weekly or monthly.

Note: If you schedule a combination of hourly, daily,
weekly, and monthly scans, make sure that such repetitive
scans are set to begin at different intervals within the hour.
For example, if you schedule hourly scans to start at
(hour):00, ensure that daily scans are scheduled for
(hour):15 etc. If two or more scans are scheduled at the
same minute interval, only one scan will be performed.

The dialog box from which you configure the scheduled
scan looks like this:
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Schedule a Scan

= Scheduled scan

rMest scan at
at: |12 :|15 |<NDHMAL>

I 5. September 1997

~Add scheduling tazk:

When: Hour:  Minutes: Styles:
IDnce at :l |DD |£|: |DD |$| |<NDF|MAL> |3| Add |
rScheduled task:
‘wher: | Hour: | Minutes: | Style: Bemave I
@ Daily 5 September 1997 12 15 <MORMAL>
@l Weekly 5 September 1937 16 a0 INTERMET
i Monthip 30, September 1997 15 30 M YSTYLE

ok I | Cancel I | Deachvate I Help I

To schedule a scan, first set the frequency of the scheduled
scan from the “Add scheduling task” section of the display.
Click the [ ]When combo box and choose from:

* Once

* Hourly

* Daily

*  Weekly
*  Monthly

When you seledDnce, Hourly, or Daily, today’s date is
automatically selected.

If you selectWeekly, then you may choose the day of the
week on which the scan should occur.

If you click onMonthly, the combo box changes to list the
numbers 1 through 31. If you choose "5", for instance, then
the scheduled scan will occur on the 5th of each month at
the time you have specified. If you choose "31", and there
are only 30 days in a particular month, then the Scheduler
will begin the scan on the 1st of the following month.
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Then:

1.

Click on the [ ] Hour combo and select the hour you
wish. Hours are listed in 24 hour format.

Click on the [ ] Minutes combo and select the minutes
you wish. Minutes are given in 15 minute increments.
Click onthe[ ] Styles combo and select the style you
wish to use for this particular scheduled scan.

Click on the Add button, and the scheduled scan
appears in “Scheduled tasks” list box.

Once you have set 20 daily scans, the Add button
becomes inaccessible.

When you add a scheduled scan, it pops up in the
“Scheduled tasks” list box and activates the scheduler.

You cannot change a scan after it's been scheduled.
You must highlight the scheduled task by clicking it
once, then click thRemove button and enter a new
scan.

The first scheduled scan to be run appears at the top of
the list in the “Scheduled tasks” list box, as well as at
the top of the display in the list box “Next scan at:”.

The “Scheduled tasks” list box provides information on
future scans. The watch to the left of the scheduled scan
tells you that a scan is scheduled:

Scheduled task

Wwhern: | Hour: | Minutes: | Style:
di Daily 25. Movember 1995 16 15 STYLE1

Click on the OK button when you have entered all your
scheduled scans.

Make sure that the scheduler is active. The scheduled scan
is on by default. You can turn the scheduler on and off from
the Options menu or from the scheduler status button on the
toolbar.
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Note: In order for a scheduled scan to occur, scheduled
scanning must be ON and the scanner must be active.

When scheduled scan is on, the toolbar button is depressed
and looks like this:

2

When scheduled scan is off, the toolbar button looks like
this:

If no scans are scheduled, the toolbar button is al grayed
out:

If a scan failed to run at the scheduled time, you'll see this
message the next time you access the scheduler:

= Norman Virus Control for Windows NT

9 Unable to initiate scan at scheduled time. Start virus scan now?

Scheduling Several Unattended Scans

Like on-demand scans, scheduled scans require user action
when the scan is complete. A scan will either inform you
that no infected areas were found, or that a possible
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infection is detected. In either case, you need to take some
action to remove the messages.

However, if amessage not responded to is blocking an
upcoming scheduled scan, NV C will remove the message
some 30 seconds before the scheduled scan is due to run.

There are nevertheless a couple of options you must be
aware of when you're scheduling more than one scan to run
unattended at night, for example:

1. Donot check the [ Exit upon completion option in
the tabbed dialog “Scanning options”. If you do, the
scanner will close and consequently not run the
remaining scheduled tasks.

2. Youmust check the [ Jgnore locked files option in
the tabbed dialog “Scanning options”. If you don't, the
scan will be blocked by messages about locked files
that could not be opened. In Windows NT, this will
always be the case with PAGEFILE.SYS.

3. Make sure that you specify different names for the
reports for the various styles. Alternatively, uncheck
the [ ] Overwrite previous option in the
Options|Scanningpions tabbed dialog Reporting. If
you use default option, you’ll only get the report from
the last scan.

Command Line Scanning

The scanner also provides the possibility for scanning from
the command line. When the scanner is activated this way,
it will perform the scanning according to the parameters
and is terminated when the scan is done.

However, like the rest of the NVC products, NVC for
Windows NT is provided with a separate command line
scanner. The command line scanners are not dependent on
any other modules. They can send virus alert information to
FireBreak through IPX communications, SNMP traps
(except for the Windows 3.1x version), and they can be run
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from batch files. For more details, see "Norman programs
and IPX communications" in the Administrator s Guide.

The 32 bit command line scanner is available on the
following platforms:

Platform: Exe file: Default location:
Windows 3.1x| NVC32X -\ nor nan\ dos
Windows 95 | NVC32 c:\ norman\ wi n32
WindowsNT | NVC32 c:\ norman\ wi n32
0s/2 NVC32 c:\ norman\ 0s2

O

Using the Command Line Scanner
The syntax is:

nvc32 [drive]:[path] [/paraneters]
[ Enter]

Note: A space must precede each parameter that you use.

Simply select the combination of parameters that you wish
to use and specify them on the command line.

Scanning Options

From the directory where the Norman programs reside, run
the command

nvc32 /?

from the command line to display alist of available
options. The following tables chart out the available
parameters and their functions. The first table presents
parameters that are relevant for the ordinary user. The
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second table explains parameters that may be useful for
system administrators

Param.:| Function:

/? Show help.
[ ALD | Scan all local disks (not floppies or CD-
ROM).

| AD Scan all disks (not floppies). Possible network
drives are scanned in addition to local fixed
drives.

| AF Scan all files. The default is fileswith
extensonslike. exe,. com. doc etc. The
list is continuously reviewed and therefore
presented in the readmefile.

/B No alarm when infections are found.

/ BS- Ignore system areas from scanning. The
system areas of the same drive will only be
scanned once if severa file specifications for
the samelogical drive are specified.

/ BS+ | Scan system areas only.

/C Scan archive files. Infected files can be found
within archivefiles, and you can instruct NVC
to look inside the archivefile.

/| CP Scan compressed program files. A
decompressor emulator will open and scan the
filein memory.

The scanner can only tell you whether or not
an archive file or a compressed program file
is infected. It cannot take any action on the
infected file while it is archived/compressed.

/ CL Repair files when possible. With this
parameter, NV C will prompt you to confirm
prior to cleaning infected boot sectors and
files. When / CL isused concurrently with/ U
or / Q however, NVC will not prompt you
before cleaning, except for boot sector viruses.
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Param.:| Function:

/D Overwrite and delete infected files. Recovery
of an overwritten file is not possible.
| D Delete infected files. Infected files are

automatically deleted. Since we are not
overwriting the file before we delete, recovery
of the infected file is possible with tools such
asthe Norton Utilities.

Ifthe /D or /D- parameters above are used
together with /CL, /CL will take precedence.
If the file cannot be repaired, it will be
overwritten and/or deleted.

/H Show help.

/ LA Log all scanned files. By default, the
command line scanner will only log names of
scanned directories and infected files. This
parameter forces the scanner to log the names
of all filesthat were scanned. If you wish to
specify the name of the log file, then pair this
parameter with / LF.

/ LF: L og to specified report file. Typein the name
immediately after the parameter (no spaces).

| LF L og to standard report file NORMAN. RPT.

/LG Append log to existing report file. Default is
overwrite.

/LQ Create report file only when infections found.

/LS Log all scanned directories.

Note that in order to produce a report, you
must specify one of the L* options above.

/ MOV | Move infected filesto default INFECTED
directory (c: \ nor man\ i nf ect ed).
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Param.:

Function:

[/ MOV:

Move infected files to specified directory.

Type in the name immediately after the
parameter (no spaces). If you don't type in a
directory, NVC will create it for you relative
to where the NSE directory is located. If it is
installed inc: \ nor man\ nse, the infected
directory will bec: \ nor man\ i nf ect ed.

I'N

Suppress the default memory scan.

I NW

Don't display messages regarding the status of
your licence (for example, licence expiration).

/10O

Ignore files that cannot be opened. If you have
specified a log file, locked files are listed
there.

IQ

Quiet mode, i.e. no screen output at all.
Overrules thé Oand / U parameters.

/IR

Repeat the scan. Useful for checking several
diskettes.

/'S

Scan subdirectories. Use this option if you
have specified a directory and want to include
subdirectories in the scan. If you have
specified a drive letter, subdirectories are
automatically included in the scan.

IAY%

Verbose mode. Display all details during scan.

/' W

Wait specified number of milliseconds
between each file.

/X

Look for EXE header in all files. LikeAF,
this parameter will increase the scanning time
because all files are checked.

1Y

Display detailed virus name.

/' YH

Abort the scan when a virus is found and
display the path and virus name.
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The following command line parameters are useful for
system administrators:

Parameter: Function:
/ NVCADMCFG: | Override environment
NVCADMCFG where the program

looksfor nvcadnB2. cf g (if
nvc32. cf g isnot found). If no
such environment is defined, the
program will search for the file one
level up from whereit is executing.
I NVCCFG Override environment NVCCFG
where the program looks for
nvc32. cf g. If nosuch
environment is defined, the
program will search for the file one
level up from whereit is executing.
/ SN Do not alow user aborts.

| TEVP: Override environments TEMP/
TMP. If no such environment is
defined, the program will create it
one level up from where the
directory NSE is located.

/U Do not stop when infections are
found. Overrulesthe/ O parameter.
[ WWORK: Specify where NORMAN. RPT and

| NFECTED directory is created. If
nothing is specified, the program
will place the report file one level
up from where it is executing.

Combining Different Parameters

The command line scanner is flexible in the sense that you
can combine parameters to carry out multiple tasks in one
command.
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Here are a couple of examples on how you can combine
parameters. From the directory wherenvc32. exe is
installed, type:

nvc32 a:\*.txt /n /bs- /1f

Thiswill scan dl files on the diskette with the extension
. t xt , the boot sector will not be scanned, and the

nor man. r pt will be created in the directory where
nvc32x. exe isinsaled.

Then type:
nvc32 *.txt a: c:

toscant xt filesin the current directory and then the boot
areas and default file extensonsona: andc: .

Note: Specifyingc: \ (with aslash) will scan filesonly in
the root drive, but c: (without a dash) will both scan files
and the disk’s system areas.

Command Line Scanner Errorlevels

You can automate the command line scanners by using
errorlevels in batch files. The errorlevels for the command
line scanners are::

Errorlevel:| Meaning:

13 Licence does not allow the program to start.

12 The fileNVC32. CFGwas not found.

10 Files skipped (could not be accessed).

9 The scanner was interrupted and did not
complete its scan.

8 The scanner stopped due to an error in
logic.

6 Disk input/output error.

5 You did not enter valid scanning criteria.
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Errorlevel:| Meaning:

4 The hardware configuration has changed
since you installed the scanner.

3 The scan began without having any
scanning criteria.

2 Detected an active virus in memory.

1 Detected one or more virusesin one or
morefiles.

0 Scanned for viruses and did not find any.
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NVC NT Service

Please refer to the sections “About NT Services” on page 1
and “Virus Protection for Windows NT” on page 2 for
background information on the NVC NT Service.

NVC NT Service v4.70 features the following functions:
1. On-demand scanning

You can start the scan, and if you log off, the scanning
will not be aborted.

Due to the nature of the NT Service, non-local drives
(like network drives, for example) are not visible to the
Service. Please refer to “Configuring the Scanning
Process” on page 29 for details on scanning.

2. Scheduled scanning

You can setup several scheduled scans, which will be
executed in the background. Virus alerts from
scheduled scans are always logged in the NT
Application Event Log, to the report file (if specified),
and in pop-up dialogs (if selected).

Please refer to “Schedule a Scan” on page 53 for details
on scheduled scanning.

3. Real-time scanning

Real-time scanning involves constant monitoring of the
file systems. Whenever a file is accessed in a read/write
operation or a program is executed, the NT Service is
notified and scans the file on the fly.

In real-time scanning, the application is communicating
with the operating system at a low level, enabling the
application to “see” all activities on the system. A real-
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time virus control program istherefore allowed to

check for viruses whenever files are accessed. See
“Configure Real-Time Scanning” on page 86 for more
information.

Modules in the NVC NT Service

The NVC NT Service is currently made up of the following
modules:
1. NVC NT Service —
the center of all scanning service-related activities.
2. Command line configuration module —
if you prefer to work from the command line.
3. GUIl-based configuration module —
the traditional Windows NT interface.
4. Popup message service for notification when a virus is
detected.

Note that some options available in the GUI version are not
available from the command line. Please refer to “Scanning
Options not Available from the Command Line” on page 72

for more details about the differences.

The NVC NT Service Module

To configure the NVC NT Service you must have
Administrator’s privileges.

A common place to administer all kinds of NT Services is
via the Services applet in the NT Control Panel. When the
NVC NT Service has been installed, it will appear like this
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in the Services applet:
Service Status Startup
Messenger Started Automatic +
Met Logon Manual
Metware Meszage PopUp Service Started Automatic:
Metwork DDE Matual
|Wetwark DDE DSDM Marwal
Morman Yirus Control Started Automatic
MT LM Secunty Support Prowvider Maral
OLE Started Autornatic Lontinue
Remate Procedure Call [RPC) Locator Manual +
Startup Parameters:
| | [heb ]

Basic administrative actions like starting and stopping the
NVC NT Service can be done here. The NVC NT Service
is started automatically when the system boots.

A service that has been started will survive alogoff. This
means that the service will be running even if nobody is
logged into the console.

To makeit easy to see that the NVCNT serviceis running,
the NVCNT service will identify itself viaan icon on the
notification areaon NT 4 machines. Thisis done by the
nvcpop-up program on behalf of the NVCNT service. On
NT 3.51 machines, thisfeature is not available.

In earlier versions you had to enter the services applet in
the control panel, or (if you had administrators rights) enter
the ncfgw or ncfg applications to get this information.

Double-clicking the icon will display NV CPOPUP. Tool-
tip text for theicon is "NV C Service loaded".

Note: You can also start the NVC NT Service from the
command prompt in the home directory, which home
directory isc: \ nor man\ wi n32 by default:

ncfg -start

The NVC NT Service module isthe center for anumber of
activities:
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Controlling On-Demand and Scheduled Scans

The NVC NT Service will feed the scanning engine with
filenames and system areas to be scanned. Scanning can be
either on-demand or scheduled.

The scheduling functioninthe NVC NT Serviceisidentical
to the corresponding function in NV C v4.70 for Windows
NT. However, N\VCNT. EXE is not required for the service
to function properly.

Each scheduled scan is associated with a style, and you can
schedule up to 10 different tasks. You cannot transfer a
previously defined style from NVCNT. EXE tothe NVC NT
Service or vice versa.

To schedule a scan from the command line:
ncfg -at:13:00 -check:c,d:,e:

The the specified drives will be scanned daily starting at
13:00 with the settings in the current style. These settings
are stored in the automatically created style AT1300.
Changing the drive information will not affect the style.
This scheduled task is visible from Scheduled scansin
NCFGW.

To remove this scheduled scan from the command line:

ncfg -remat:13:00

The scheduled scan AND the style AT1300 are removed.
Note that only styles generated during command line
scheduling will be removed. Styles generated from within
the GUI are not affected.

See also “Scheduled Scans” on page 93 for more
information.
Interface to the NT Registry

The NVC NT Service module is responsible for various
kinds of communication with the NT Registry. When the
administrator changes the configuration via the NVC
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configuration programs (NCFGW and NCFG), the NVC
NT Service will update the Registry on behalf of the
configuration program. The current configuration datais
stored within the NVC NT Service structures.

Neither configuration program will ever manipulate the
Registry directly. Instead, the NVC NT Service updates the
Registry through the configuration program with the
current configuration.

Interface to the NT Event Log

The NT Application Event Log offers a standardized way

of presenting various kinds of messages to an

Administrator. The NVC NT Service will store alert
messages in the Event Log whenever viruses are found.
Thisfunction is configurable from the real-time scanning
options. Please refer to “Configure Real-Time Scanning”
on page 86 for more detalils.

If a virus is found, you will see this message in the Event
Viewer:
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= Ewvent Detail
Date: 0a.04.97 Event ID: 1
Time: 171936 Source:  MVCSRV
User: A, Type: W arning
Computer: TCI FC Category: Mone
Description:
MWCSRY: Pozsible vinz found! See logfile: D:wntzerdciM ORMAN RPT for |4
details

+*
Data: @ﬂvtes Dﬂulds

+

+
« | -
I Cloze I |Ereviuus| ‘ Hext I | Help I

Produce Standard NVC Report File

When you run on-demand or scheduled scans, the NVC NT
Service will produce areport file consistent with the
standards used in the NV C version 4.x modules.

Please refer to the Administrator s Guide for more details
about the report file structure, and to “Reporting” on page
89.

Configuration Module - Command Line Version

The command line configuration program provides an easy
and flexible way of configuring the NVC NT Service. From
the command prompt, it is possible to perform various tasks
by using the following syntax:
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ncfg <-paraneter> [ <-paraneter>]
The following command startsthe NVC NT Service:

ncfg -start

You only have to start the NVC NT Service using this
command the first time you start the service after it's been

installed.

These parameters are currently available The first five
parameters must be executetbr to starting the NVC NT

service:

Parameter:

Explanation:

-delayrtstart:x

Delay startup of the drivers,
where X’ denotes number of
minutes.

-rtdisable Disable real-time components
when the service starts.

-rtenable Re-enable real-time components
when the service starts.

-manualstart Change startup mode to manual.

-autostart Reset startup mode to automatic.

-abort Abort an ongoing scan.

-arc Scan inside .ZIP and .ARJ

archive files.

-at:<hour>:<min>[,...

| Scan drive(s) at scheduled
time(s). Only daily scans can be
specified.

-check:<drive>:

Start scanning drive(s).

[<drive>...]
-defaults Reset all options to defaults.
-hipri Run scanning thread at high

priority.

Copyright © 1999 Norman



NVC NT Services 71

Parameter: Explanation:

-log:<filename> Override default log filename
(NORMAN.RPT). Must be an
existing filename.

-logdirs Include scanned directoriesin
log.

-logfiles Include scanned filesin log.

-machine:<name> Send commands to any machine
in the network.

-mov:<directory> Move al infected filesto
<directory>. Must be an existing
directory.

-nolog Do not produce log file while
scanning.

-query Query NVC NT Service status.

-remat:<hour>:<min>| Remove a scheduled scan.

-rtonreadonly Real-time components scan on
read operations only.

-rtonwriteonly Real-time components scan on
write operations only.

-rtscanon Start the real-time scanner.

-rtscanoff Stop the real-time scanne.

-start Start the NVC NT Service.

-stop Stop the NVC NT Service.

-ver Display NVC NT Service
version information.

:Default Options

Scanning: Files with certain extensions will always be
scanned. Please refer to the readme file for a complete list.

Reporting: Report to file

c: \ nor man\wi n32\ nor man. r pt (if you chosethe
default option during installation), log infected files only
and append report to any previous instance of thefile.
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Managing infections: No action when avirusis found.
Examples:

To start avirus scan on drives c;, d: and e, typein the
following command:

NCFG -check: c:, d:, e:

Note that the scanning options in the current style will be
used. Usethe- quer y parameter to check which styleis
current.

To start virus scan at 02:30, type in the following
command:

NCFG -at: 02: 30

Note: Command line parameters will always override
corresponding settings in a style, including drive selection.

Please refer to “Save as Style” on pagdotGnore
information on styles.

Scanning Options not Available from the
Command Line

The command line version is designed to handle basic tasks
related to virus control and does therefore not contain some

of the more sophisticated functions avail able from the GUI-
based version. Thisincludes most of the options found in

the four tabbed dialog boxes in the GUI-based version’s
menu option @tions|Scanningpiions. See “Scanning
Options - On-Demand And Scheduled Scanning” on page
77.

However, if options are defined in a style from the GUI
configuration program, they will be executed when that
particular style is applied in a scan from the command line
version.
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Distribution with N_DIST

A major advantage of the command line configuration
program isto use it with N_DIST, the Norman distribution
program. Combining these two programs makesit possible
for an administrator to configure alarge number of NVC
NT Service installations from one single point.

Since an NT Service requires Administrator’s privileges to
install and configure, the NVC NT Service, when

distributed via N_DIST, will skip all workstations with
restricted user access. You should therefore make sure that
you log in as an Administrator on the workstations where
you want to install the NVC NT Service.

The N_DIST script created during an Administrator’s
install, will include the copy functions for the various
modules of the service.

Please refer to thidministrator s Guide for more
information about N_DIST.

Configuration Module - GUI Version

The preferred way of configuring the NVC NT Service is
probably from NCFGW.EXE, the GUI based configuration
program. You need Administrator’s privileges to configure
the service.
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Thisisthe main window:

= NYC NT Service Configuration Program n

Service Yiew Options Scannow Help

Oi®l| X85 B2 #
Q Current complter: IW. : ' {‘lTI rﬂ:

Current uzer; Adrmiristrator

ﬁ User access: Full access

@ Service status: IFiunning 8
% RT-Scan status: I.-'i‘-.ctive

Engine werzion: | 4.62

Signature date:  |1999/01/22

Feady

Main Window Information

The boxes in the main window display useful information:

Current computer

The name of the computer currently selected. Click on the
browse button to the right of the computer name. The
Select computer dialog appears. You can administer several
instances of NVC NT Service on different machines from
one machine. From any workstation in the network, you
can administer a Windows NT server.

Current user / User access

Thetype of access this user has to the resources within the

NVC NT Service. User access is either “Full access” for the
Administrator or “RESTRICTED!” for the non-
Administrator. When “RESTRICTED!” is displayed, the
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fields Service status and RT-Scan service will display
status "Unknown". The traffic light will not appear.

Without full rights on the system, the front-end
configuration program is not allowed make any inquiry to
the service (for security reasons).

Service status

The possible status of the NVC NT Serviceis:
e Unknown
* Not installed

* Installed

e Starting

* Running

* Scanned xx%
» Stopping

» Stopped

* Pausing

» Paused

» Continuing

RT-Scan service

The possible status of the real-time scanning is:
* Active
* Passive
«  Empty
* Incompatible
* Notinstalled
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The Button Bar

Select Computer

Engine version / Signature date

Which NV C version you are running, and the date of the
current virus definition files (nvcbi n. def and
nvcmacr 0. def ). The date format is yyyy/mm/dd.

startfstop Scheduled  Scanning  On-demand  Help

the ?ewice scanls anfoff Dpltinns slcan |
Ol@ | X |88 B 7|9
I [ 1
i i
Scsﬁnenai'hgrgﬁmﬁ Abl:||rt scan Sﬁgﬁfﬁfr relsgurt E}|{it

These options are also available from the pull-down menus.

From the menu or the toolbar buttons, it is possible to
change to different administrative screens:
» Configure scanning options, including styles
» Configure scheduled scans
» Configure real time scanning
» Select areas for on-demand scanning

» Various pieces of status information (report file,
scanning history, configuration)

Before you start configuring the scanner, make sure that
you are logged in on the desired server. In the main window
you can see the name of the currently selected computer.
To change computer, click on the browse button to the right
of the Current computer field, or choose the menu option
Service|Selectamputer. The following dialog appears:
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= Select computer _

| OF. Il Cancel ” Help I

Computer: INSS'I

% Metware Services

-

- Microzaft Windowes Metwark, —
=, DOMAIN
Y C

-y HOLD
ol ik, EXCHANGE

g NORMAN 3

- 1 computer]s] found. /ﬁ

Ncfgw will always display the local computer first. Click
on OK or choose another computer from the Explorer-like
interface in the lower part of the display.

When you have selected a computer and clicked on OK,
you will see the main window with the information
described above.

Note: When you have selected a remote computer all
configuration settings, available drive letters, etc. apply to
the specified computer. You arein fact working "locally”
on the remote computer. Networked drives are therefore
not visible.

Scanning Options - On-Demand And Scheduled
Scanning

See “Configuring the Scanner” on page 28 for
configuration hints.
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Note: These scanning options only work with on-demand
and scheduled scans. See “Configure Real-Time Scanning”
on page 86 for real-time scanner options.

When you choose fidions|Scanningpiions from the main
window, you'll see a dialog prompting you to choose
between real-time and on-demand scanning options. This
has been done to ensure that real-time scanning is not
confused with on-demand scanning and vice versa.

You can choose from a number of different scanning
options. Use these options for optimizing the scanning
process. Click 0®K when you have made your choices in
all the tabbed dialog boxes. The settings are stored in the
current style.

Click onDefaults to reset the options to factory settings.
You can access the scanning options from the toolbar or
from Options|Scanningpiions:

= Configure <NORMAL >

Seanhing | Reporting I b anaging infections I File extenzions I

[ dgnore spstem areas [ Scan arghive files
[T Look for EXE header [ Llze extemal dearchiver
[T Lock for OLEZ keader [~ Compressed program files
[ More specific virus namez[— Scan all files

[T Fun at high priorty

I k. I| Cancel || Defaults || Help I
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[] Ignore system areas

By default, the scanner scans the system areas of a floppy
disk or alocal hard drive. However, in NT, a scan of the
system area of the hard drive is normally only allowed by
NT when the scan isinitiated by a user with administrator
permission on the system.

Note: However, any user can scan system areas on
diskettes.

In cases where system areas have been severely corrupted,
scanning them may cause the scanner to fail with an error.
This option instructs the scanner to skip these areas and
simply scan files.

[] Look for EXE header

Many viruses look for signaturesin .EXE files and make
their decision on whether or not to infect based upon what
they find (instead of simply looking for afile extension).
To detect such viruses, this option instructs the scanner to
scan files that have .EXE headers.

Note: If you check this option, the scanner will look for the
EXE header in all files and therefore increase scanning
time considerably.

[] Look for OLE2 header

Files generated in MS Word and Excel can be renamed and
thusreceivefile types other than .doc and .xIs, for example,
which the scanner is always looking for. However, these
files can be identified by their header, which will be OLE2.
To detect camouflaged Word and Excel files, which are
possible macro virus carriers, this option instructs the
scanner to scan files that have OLE2 headers.
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Note: If you check this option, the scanner will ook for
OLEZ2 header in all files and therefore increase scanning
time considerably.

[ ] More specific virus names

This option allows the scanner to use secondary virus
signatures when it findsavirus, resulting in amore specific
name for the virus.

[ ] Run at high priority

The operating system will grant the scanner more system
resources — sometimes at the expense of other tasks. Not
recommended for ordinary scans.

[] Scan archive files /[ ] Use external dearchiver

It is possible to archive an infected file. We provide this
option to temporarily decompress an archived file and scan
the files within.

Scanning archive files involves unarchiving the file to a
subdirectory of the temporary directory and then
performing the scan. The subdirectory will be named with
the first 8 characters of the archive file, and its extension
will be .NVC. If you turn off the machine or if you run out
of disk space during the scanning of an archive file, the
subdirectory will not be deleted as it normally would, even
though it may be empty. Next time you scan this particular
archive file, it will not be scanned because a subdirectory
exists with an identical name. Therefore, if an NVC
subdirectory exists, you must delete it manually.

Note: When afile is archived, the scanner can only tell you
whether or not it is infected. It cannot take any action on the
infected file while it is archived.
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The scanner will by default scan .ZIP and .ARJfiles
internally. This task is performed by the scanner’s internal
decompression system. The .ZIP and .ARJ files will
therefore not be decompressed into the “TMP” or “TEMP”
directory.

If the archived files are other types than .ZIP and .ARJ,
then the scanner automatically revertsxternal
decompression, assuming that you have the archive system
necessary for decompressing the archive files you want to
scan. It also assumes that these programs are available in
your path. If they are not in your path, then the scanner
cannot decompress the files.

If you check both these options, the scanneroaily
decompress using external decompression.

[ ] Compressed program files

Many users apply PKLITE, DIET, LZEXE or ICE, for
example, to compress executable files. A compressed
executable is better protected against viruses because the
compression works almost like encryption. Still, if the
compressed executable contains a virus, then the virus is
activated whenever you run the executable. Even though
you can scan for and detect the virus externally, the virus is
still there and will be activated the next time you run the
program.

This option makes use of a decompressor emulator to open
and scan the file in memory. Scanning compressed program
files is more time-consuming than scanning archive files.
This is a good reason for not choosing this option unless
you have strong reason to believe that a compressed
executable is infected.

[] Scan all files

One of the goals a virus has is to infect other files. The most
efficient way of doing this is to infect data files and
executables. Normally, you do not have to scan files other
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than the defaults. However, when you use this option, the
scanner will scan all filesit finds on the specified drive(s).
Thisisahelpful feature if you suspect you have avirus and
want to check all files.

Scanning time increases when you use this option.

Reporting

= Configure <NORMAL >

Scanning Reporting | b anaging infeu:tiu:-nsl File e:-:tensiu:unsl

[T Feport to printer ® Log infected files
+
[ Feport ta file: ) Seanned directaries
+
ID:HnDrmanHwiHSEHNDHM ) Scanned files

[ Beport anly if infection [ Qwenarite previous

I k. I| Cancel || Defaults || Help I

When you are performing scans running in the background
or at scheduled times, you probably want to know what
happened during the scanning process.

The report option offers the opportunity to seeif viruses
were found, and if so provide the name and location of the
virus. You can also see how many files and which file types
were included.

From the tabbed dialog “Reporting” under the menu option
Options|Scanningpdions you can define:

* use pop-up program (to display virus warnings)
* report to printer
» report to file (and enter the path and report name)
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* report only if infected
* log infected files/directories/scanned files
» overwrite the previous report

You can, of course, setup different reporting options for the
different styles. We recommend that you assign different
report names for the various styles in order to make it easier
to tell one from the other. For example, specify a report
name identical to the style name.

Regardless of what you choose for a report name, the
scanning report includes the name of the style used in a
scan.

Make sure that you don’t check the()yerwrite previous
option if you use the default directory and report name
(c:\'nor man\ wi n32\ nor man. r pt ). If you do, only
the latest report will be available.

Managing Infections

Use the tabbed dialog Managing infections
(Options|Scanningpiions) to decide how the NT Service
should handle virus infections:

= Configure <NORMAL >

Scanningl Fleporting  Managing infections | File e:-:tensiu:unsl

[ Hepair file when possible

YWhen repair fail
® Mo action when viruz found
! Delete infected files
O Move infected files to: IDZI"-NDHM-":"-N"JNFEETED

I k. ” Cancel Il Defaultz Il Help I
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The options are:

[ ] Repair file when possible

This option ensures that viruses detected during on-demand
or scheduled scans are removed on-the-fly, if possible. If
this option is checked, you are well protected against all
viruses known to NVC.

Viruses cannot be removed in the following situations:
1. Thefileresides on awrite-protected floppy or CD-
ROM,
2. Thefileresides on a network drive and iswrite-
protected,
Thefileisin use (i.e., you do not have write access).
4. It's a boot virus. To remove boot viruses, you must run

the Windows or command line scanner against the
infected area.

w

Note: If you select the repair file option, the remaining
options in this dialog box are valid only when repair is not
possible.

[x] No action (default)

If you wish to leave infected files alone at the time they are
detected, then use this option and view the scanning report
for details about possible infections.

[ ] Delete infected files

This option is for deleting infected files as they are
discovered.

[ ] Move infected files

If you want to analyze possible viruses, you can choose this
option and enter the path to the directory where you want to
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File Extensions

guarantine them. The servicewill create thedirectory if you
specify anon-existent directory.

By default, the scanner will scan files with certain
extensions. These are file types that we know are exposed
to viruses. The scanner checks files with these default
extensions in addition to the user-specified extensions you
specify.

See the readmetext file for more information on default file
extensions.

If you wish to add files with other extensions for scanning,
you may use the dialog box to instruct the scanner to look
for up to 20 additional extensions. Note that you cannot
change the default file extensions for the real-time scanner.

To add a new user-defined file extension:
1. Click onthe[ ] New type check box.
2. Typethefile extension in the accompanying text box.

All file extensions are limited to 3 characters.
3. Click onthe Add button.

The scanner will save these new extensionsin the Registry
as a part of the current style.

If you would like these extensions to be used during only
some of your scans, specify them as a setting within astyle
other than <NORMAL>.

To remove a user-defined file extension, click once on the
extension you wish to delete and then click on the Remove
button.

Real-Time Scanning

While on-demand and scheduled scans are performed upon
specific user request, real-time scanning is activated
whenever afileisaccessed. Therefore it isimportant to be
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aware of what the real-time scanner isdoing. The following
sections cover configuration of the real-time scanner, and
what happens when avirusis found.

The real-time scanner is ON by default and activated with
the default options. The toolbar button appears depressed
and in color. If you remove the al options for real-time
scanning without turning it OFF, the button will still be
depressed and grayed out and the RT-Scan status field will
be “Empty”. You can turn real-time scanning off in three
different ways:

1. From the main window, click on the real-time scan on/
off button:

®

2. From the main window, chose the menu option
Service|Stopeal time scanner.

3. From the command linecf g -rtscanoff

We recommend that you run real-time scanning at all times
to ensure constant monitoring of all system activity.

When the real-time scanner is active, you will see a little
green light in the information area on your desktop (lower
right corner). This feature is only available for NT version
4 or later.

Configure Real-Time Scanning

You can configure the real-time scanner from
Options|Scanningmions. This dialog is made up of three
tabbed dialog boxes:

e Scanning
* Reporting
* Managing infections
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Scanning

= Realtime scanner options

Scahning | Hepu:urtingl bdanaging infeu:tiu:unsl

[X Enable realtime scanner

~Scan when:
[X Beading [ wiriting
[ Look for OLEZ header

-On initial dizkette acoess:
[T Scan boot zector [T Scanfiles

| 1] I | Cancel I | Defaults I | Help I

[x] Enable real-time scanner

Check this option to ensure that real-time scanning always
isactive.

Scan when:

[x] Reading / [x] Writing:

Note: The default settings are different for workstations
and servers: [X] Writing for servers and [X] Reading for
workstations. Thisis done to avoid that a high 1/O activity
affects your system performance. If you check both
options, they will be reset to their original value after a
reboot.

Scanning files on read/write operationsinvolves checking a
file on access. The following are examples of situations
when files are being accessed:

Copyright © 1999 Norman



88 « Norman Virus Control for Windows NT - User’s Guide

» Copy or move files from one drive to another. In
this case it's a read operation on the source drive
and a write operation on the target drive.

» Copy or move files between directories on the same
drive.

» Start a program. In this case, files are accessed in a
read operation.

» Copy or move file to or from a floppy. This is a read
and write operation.

» Save files to a server drive. This is a write
operation.

* Open document.
e Save document.

To complicate matters, there are different tools available
for copy, move, and rename of files. The technical
implementation of the individual tools decides if a move
file command, for example, involvescessing the file.

Note that a file igior accessed during renaming or moving
within the same drive.

Write/read operations on a HPFS file system will not be
recognized by the real-time scanner.

[x] Look for OLLE2 header

Files generated in MS Word and Excel can be renamed and
thus receive file types other than .doc and .xls, for example,
which the scanner is always looking for. However, these
files can be identified by their header, which will be OLE2.
To detect camouflaged Word and Excel files, which are
possible macro virus carriers, this option instructs the
scanner to scan files that have OLE2 headers.

On initial diskette access:

Note: A new diskette wilkzor be checked before yaucess
the diskette drive by clicking on the drive letter from
Explorer/File Manager, or by entering the command
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di r a:.Subsequent accesses on the SAME diskette will
not be notified an thus not checked. To check the same
diskette again you must either do an on-demand scan on the
diskette or remove it, insert another one which is accessed,
and then re-insert the original diskette.

[ ] Scan boot sector

If you check this option, the real-time scanner will check
the boot sector on a diskette inserted into the diskette drive.

[ ] Scan files
If you check this option, the real-time scanner will check all
files on the diskette you are inserting.

Reporting

= Realtime scanner options

Scanning Reporting | bdanaging infeu:tiu:unsl

X Feport ta spstem's event log

[X Lse pop-up program
[® Append to file:
ID:'xNDHM&N&WINSE\NDHM&N.HPT

[T Eeport to printer

| 1] I | Cancel I | Defaults I | Help I

[x] Report to system’s event lo
P y g

The NT Application Event Log offers a standardized way
of presenting various kinds of messagesto an
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Managing Infections

Administrator. The NVC NT Service will store alert
messages in the Event Log whenever avirusis found.

[x] Use pop-up program

If you want to be notified as soon as an infected file is
detected, choose this option.

[x] Append to file

You can specify a separate report for the real-time scanner.
Thisoption isuseful if you want to keep the information
from the real-time scanner in afile different from the on-
demand and scheduled scanning report.

[ ] Report to printer

The real-time scanner sends the report file to the default
printer that is set up through NT.

See the section “When A Virus Is Found” on page 94 for
information on how to handle infected files.

Use these options to decide how the real-time scanner
should handle virus infections:
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= Realtime scanner options

Scanningl Reporting  Managing infections I

[ Hepair file when possible

“ethen repair fails:
® Mo action when virus found
C Delete infected files

1 Move infected files to;

ID:hNDHM.&NhWINEE'\INFEETED

| 1].8 I | Cancel I | Defaults I | Help I

There are four options regarding what action the scanner
should take when an infected fileis found:

The options are:
[ ] Repair file when possible

This option ensures that viruses detected are removed on-
the-fly, if possible. If thisoption is checked, you are well
protected against al viruses known to NVC.

Note: If you choose this option, the remaining optionsin
this dialog box are valid only when repair is not possible.

[x] No action

If you wish to leave infected files alone at the time they are
detected, then use this option and view the scanning report
for details about possible infections.

[ ] Delete infected files

This option isfor deleting infected files as they are being
discovered.
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[ ] Move infected files to:

If you want to analyze possible viruses, you can choose this
option and enter the path to the directory where you want to
guarantine them. The scanner will create the directory if
you specify a non-existent directory. Otherwise, the
scanner will move infected filesinto the directory
C:\NORMAN\INFECTED.

In a network environment, the area that you specify for
storing infected files should be off-limits to everyone but
the Supervisor.

If you have more than one instance of an infected
COMVAND. COM for example, and you choose to move
each copy into the same directory, then the scanner will
rename each instance of the file as described in the section
“Renaming Infected Files” on page 22.

On-Demand Scans

You can start on-demand scans by clicking the toolbar
button or choosing the menu option Scawnin either
case, the following dialog appears:

= On-demand scan using style {NORMAL>
Fixed Removable Deselect Help Exit

k= NORMAN
c:hv =
D: | =l
E: | =]

Start scan |

The drives specified in the current style are checked. Note
that the current style is specified in the title bar. You can
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group drivesin fixed or removable drives, or choose
Deselect to clear all drives and specify any combination
you wish.

Remember that no remote drives are available, even though
you may be running ‘locally’ on a remote machine.

Click on Start scan.

Note: If you change the drive information in this dialog,
these changes will be reflected in the current style.

Scheduled Scans

Scheduled scanning is an ideal NT service function. Simply
specify when and how the scan shall be performed. Click
on the toolbar button or choose the menu option
Options|&heduler options and enter the requested
information in this dialog box:

= Scheduled scan

rMext zoan at

I 1. Map 1937 at: I‘IS :IDD |<NDF|MAL>

rédd scheduling task:

‘wWhen: Dray: Hour: Minutes: Shyles:
| Marthly starting st [#] [02 |2] [oa [#] 15 [2] [scen &

~Scheduled task.

when: | Hour: | Minutes: | Stule: Remove I
4l Monthly 1. May 1997 14 it} <MORMAL:
4l Monthly 2. May 1997 04 15 SCAM

| Ok I | Cancel I | Deactivate I | Help I

Please refer to the section “Scheduling Concepts” on page
51 for more information on this functionality.
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The Scanning Process

When you're performing an on-demand or scheduled scan,
theService status field will display the status of the current
scan as a percentage. A progress bar to the lower right
provides the same information:

= NYC NT Service Configuration Program n

Service Yiew Options Scannow Help

oot XB el B2
=) Curent computer: g : ' {HTJ rﬂ:

€ Cunent user Adrniristratar
ﬁ User access: Full access
@ Service status: IScanned 3% 8

% RT-Scan status: IEmpt_l,l
Engine werzion: | 4.50
Signature date:  |1998/01/22 ll

Feady

Note: Real-time scanning is temporarily disabled during
on-demand and scheduled scanning.

When A Virus Is Found

When a virus is found, you can be notified about the
incident in three different ways, depending on your
configuration options:

e Pop-up program
« NT Event Log
* Report file

All alert types are available for on-demand, scheduled and
real-time scanning.
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The most visible notification is a pop-up program that
appears when the real-time scanner detects a virus.

. = P
= onDuD v || -

Pozzible viuz found.
@ Choose ‘Help' for fulther asziztance. NORMAN
Cloze I
Infected areas: | irus: | Statuz: |
@ D:nempBESMET.DOC Wk AAppder.d, Infected

Thisisadialog box with the necessary information on the
infected file. You can grab the dialog with your pointing
device and minimize, maximize, or move it around on the
screen. You can aso resize the columns inside the dialog.

If you want to remove the dialog after you recorded the
information on infections, then click on Close.

To view the real-time scanning report, you must go back to
the configuration program and view the report from there.

A report is generated if you checked the report to file

option and specified a file name in the dialog “Real-time
scanner options”. If you do not close the dialog, possible
new virus detections will be added to the list.

You cannot manage infected files from this dialog — it is
displayed for informational purposes only:

Infected areas: the path and the name of the infected file.
Virus: the name of the virus.
Status: how the infected file(s) was handled.
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First of all you should check the starus of the infected file.
The alternatives are:

Status: Reason:
~Repaired Under ptions[Feal-time scanning
options you checked the [Repair file
when possible option for automatic
removal of viruses.

Deleted You did not check the repair option,
and/or the infected file could not be
repaired. You also specified that
infected files should be deleted.
Moved to... You did not check the repair option,
and/or the infected file could not be
repaired. You also specified that
infected files should be moved.
Infected You did not check the repair option,
and/or the infected file could not be
repaired, and/or you specified Np
action when virus found.

If the status is “Repaired” or “Deleted”, the virus is already
taken care of. Note that the file name and location is
displayed. This information is also available in the NT
Event Log and in the report file.

If the status is “Moved to...” or “Infected”, you still have
one or more infected files on your machine. Remove the
virus(es) by running the scanner with the op{igiRepair
file when possible ON, or highlight the virus in the list box
and click theRepair button.

If NVC cannot remove the virus(es), you should delete the
file(s) altogether.

Note: If an infected file resides on a write-protected floppy
or a protected area on a server, the NVC NT Service cannot
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View Report

repair, move, or delete the file. When thisis the case, the
status for the file will always be listed as “Infected”.

When you select Mw|Report from the NT Service’s main
window, you will see a list of all report file names. If you
specified separate report files for the different styles (see
“Saving Your Configurations as Styles” on page 44), you
can access any of these from this dialog:

= NYC NT Service: Show report |
Salsct report fle to view:
[ ok ]| cancel |
Repoart file | Madified |

0 Snormantsin a2y DR RMAH. B PT 1998/03/26 10:14
[ hnarmanwin32SFLOPFY . RPT Irused
D hnormantwin3d2W M TERMET .RPT Inused

- 3 known report filefz].

The path and names of the report files are displayed
together with the date and time when the report was last
updated.

Highlight the report file you want to see and click@K.
The report is displayed as plain text in a separate window.

If you have specified a specific report file for a certain style
that hasn’t been applied yet, the report file will appear in
the list with status 'Unused’ in the column Modified.
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If areport file cannot be displayed because an on-demand
or scheduled scan iswriting to the file, the Modified
column will signify 'In use’.

Styles in NVC NT Service

You cannot use styles from NVCNT with the NVC NT
Service or vice versa, because the configuration options are
different for the two modules. Therefore, you must define
separate styles for NVC NT Service. However, the
procedures for setting up and editing styles are identical.
Please refer to “Saving Your Configurations as Styles” on
page 44 for detalils.

Copyright © 1999 Norman



Other Functions

Finding Out More About Viruses

There are severa functions within the scanner which allow
you to learn more about viruses.

Virus Library gives an overview of names and
characteristics of the viruses that the scanner can recognize.
You can access Virus Library through View|Virus Library
or by clicking on this toolbar button:

&

Computer viruses can be categorized in two distinctly
different classes: binary and macro viruses.

1. Binary, file and system viruses contain executable code,
i.e. program instructions. Binary viruses can infect
program files (frequently referred to as executables),
boot sectors, or other executable code on your PC.

2. Macro viruses do not contain executable code. They
employ the macro programming language used in most
word processors and spreadsheets. Macro viruses will
infect Word or Excel files, for example, and replicate
when infected files are accessed. Macro viruses do not
depend on specific microprocessors or operating
systems.

The virus library contains two tabbed dial ogs, one for

binary viruses and one for macro viruses. Here you will
find key information for every virusin thislist.
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Wirug Library B

Macra wiruzes  Binary, File and System Yiuzes |

List af wiruses r Find wius——————
AntiCad BactAD o ; ;
AniiCad BaotE4 AntiCad. 2224-4036 [38 wvariant(z])
i:::gﬁgc[l‘lm - Has a destructive payload
AntCMOS AT - |z a fast propagator
AnHCMOS B [Lixiibin) G dert
AntiCMOS D 0es residen
Antiem - Infects .COM files
Anti_ETA.4/B ’
ANKERE AF - Infects EXE files
AntiFart

AntiGus

Antitd|T.764/770 =
Infection targets Other charactenstics

List all, or List all, or

[~ COM and EXE I Destructive

[~ Boat sectar I~ Fast propagatars

- Other files I Besident and stealth

Total number of virug warants: 15213

LCloze Help
| |

Thetotal number of virusesidentified is virtually
increasing by the hour, and the list is consequently quite
extensive. Because viruses are treated differently
depending on type and property, it is useful to gather as
much information as possible about the virus.

Thelist box on the | eft of the dialog box contains the names
of the viruses that the scanner can recognize. The area on
the right describes the most important characteristics of the
virus that you have chosen from the list. The complete list
is sorted al phabetically. Because of its comprehensive
nature, it may be time-consuming to use the arrow keysto
navigate through the list. Therefore, you can search for
viruses using other methods.

* Use the scrollbar to the right of the list box to move
quickly through the list. Then highlight a list item
for more information on this virus.

» If you know the first letter of the virus you are
looking for, you can simply type its first letter from
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the keyboard. Thefirst viruswhose name startswith
thisletter will appear as thefirst item in the box.
Continue pressing the same key until the desired
virus appears highlighted.

* If you know the full name of the virus you are
searching for, you can use the [Tab] key to set the
focus on the text box to the right of the list box.
Then type the name of the virus and press [Enter].

* You can narrow your search by clicking the check
boxes in the two columns under the list box. The
left hand column displays viruses by what they
infect, while the right hand column allows you to
sort viruses by how they perform.

If you check the [ List all, or check boxes, the other
options in that column are grayed out.

There are many viruses that are known by several names.

Hence, a virus you are looking for under one name may be
in this list under another name. Call us if you can't find the

virus for which you are searching...

Binary Virus Attributes
These are the possible attributes for binary viruses:
It has a destructive payload

While most viruses are relatively harmless, this virus will
perform destructive acts such as delete critical files, format
your hard drive, or destroy other data.

1t is a fast propagator

The virus stays in memory (goes resident) and hooks the
services used by other programs to open, read, write and/or
close files. Whenever any program opens a file, this will
start the virus code, infecting the opened file, or look for
another file to infect.
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Uses encryption

Thevirus code itself is encrypted to avoid detection. It can
be detected anyway.

Uses stealth techniques

Thevirustriesto hideitself to avoid detection. It is
normally detected anyway.

Overwrites original file

The virus code overwrites parts of the infected file. Files
infected this way cannot be cleaned, but must be replaced
from backupsin order to get rid of the virus.

Boot Sector

I nfects boot sectors on diskettes and/or hard-drives. Will in
most cases infect the hard drive if left in the floppy drive
when the PC is booted.

EXE, COM files

Infects mainly EXE or COM files or both.
COMMAND.COM

Infects COMMAND.COM.

OV? files

Infects overlay files. An overlay fileis apart of a program
split in separate, overlayed, files.

Other files

Infects other files.

Goes resident in Low, High, UMB, Video RAM
The virus stays in memory when first activated.

Copyright © 1999 Norman



Other Functions « 103

Macro Virus Attributes

Wirug Library x|

Macra viruses I Binary. File and System Yinises I
r List of viruses r Find wirug
it AABCA ﬁl |

i Adlem T

wid Alem B Tw - - -
Wik Adlem T Tw it Jalien. D1 [3 wariant(z]]
Wi AAlen D Tw Canbedl ’
Wi Adlen BT - Can be cleans

i Alien. s ladng

Wit LAlien B - Infects OLE2 documents

A Adlien. C

i AAlien.D) - Wirug needs Wards/7 [OFS95)
W Alien.E
i Alien. F
Wi Adlien. G

i Adlien.H

Wi Atlliance & ||

Infection targets Other charactenztics
W List all, or v List all, ar
¥ ‘word 6.7 V¥ Destructive
7 Ward 8 [VEAB, Oifice’s?) I I.ro|ans Conzists of 3 different macrals).
¥ Excel 5 [VBAT) 7 Winises 3 macrofg] needed for
¥ Egcel 6 [VBAS, Office'd?) W Jokes detection.

¥ Droppers
Total number of viruz wariants: 2414

Cloze Help
I I

These are the possible attributes for macro viruses:

Can be repaired

Documents or template files infected by macro viruses can
in most cases be repaired. Technically, thisinvolves
removal of the viral macros, while legal, user defined
macros are | eft intact.

However, some macro viruses "snatch” user defined
macros while replicating, making each infection unique.
The user defined macros will in most cases be changed to
call the main macro in the virus. The WM/CAP family of
macro viruses is an example of viruses with this capability.
Filesinfected by this kind of virus are repaired by
removing all macros.
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It has a destructive payload

While most viruses are relatively harmless, this virus will
perform destructive acts such as delete critical files, format
your hard drive, or destroy other data.

Is polymorphic
The virus changes itself from infection to infection.
Is a Virus

Thisisatruevirus, ableto replicate itself. Opening this
document will trigger the macros, probably infecting other
document files.

Is a Trojan

Thisisnot avirus, meaning that it doesn't replicate.
Contains other forms of malicious code.

Drops binary virus

This macro virus contains a binary virus. See Binary
viruses on page 99.

Is a joke, non-infectious

This document file contains macro code that performs
harmless, sometimes visible, actions. Opening this
document will trigger the macros, but no other document
fileswill be infected.

Contains garbage
Is inactive or damaged.

This document file contains remnants of macro viruses, or
other macros that don’t work as intended.

Infects Word?2 documents

This document file contains a macro virus that requires
Microsoft Word version 2 to replicate.

Infects OLE2 documents
Virus needs Word6/7 (Office '95)
Virus needs Fxcel6 (Office '95)
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Virus needs Word$ (Office '97)
Virus needs Fxcel6 (Office '97)

This document file contains a macro virus that needs one of
the specified Microsoft applications to replicate.

Book on Viruses

As an extra feature, the Norman Book on Viruses iS
available in the Windows help file format.

Topics include: evolution, virustheory, and more!

Navigate through all thisinformation by clicking on the
green entries.

The Display Feature

The Display feature displays data from files and system
areas as hexadecimal values and printable characters.

You can access this function from the File menu.

If youwant to take alook at the contents of afile (presented
as hexadecimal values and printable characters), or if you
wish to look at the contents of the system areas on your
boot drive, you may choose the "Display" menu option.

= Norman ¥irus Control for Windows NT
Select area Yiew Options Help

Display File...
Display System Area. % |ﬁ| ? |ﬂ
et NORMAN

Display File

If you choose Display file, you will be prompted to choose
afile from within afile window.
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“

File Hame: Directories:
= ch
AUTOEXEC.000 =

AUTOEXEC. .00

AUTOEXEC.D02
AUTOEXEC.BAT
COMMAND.COM

£ ACROREAD
£ atm

CONFIG.5YS £ data
FONTER.ZIP £ div
NTLDR £ 1386
List Files of Type: Drives:

| |i| | e |i| Network...

When you have chosen to display afile, the following
dialog box appears:

= CANTLDR

9EEEE: E9 F2 81 G2 B2 &8 BE 68 — B7 22 DB 8B 4C GF C7 45  G%ORSh. '-WilezE 1
pEe1E: BA 08 6@ 29 40 @2 2B 44 - BB 2D 20 08 FE IF E1 BE . ..EMEIDI=C.uTOE
BEGZE: 20 OB FF B0 B4 B9 &2 B0 - 7@ OF 22 DB 2B 44 6B 20 C..JeYh.p-H@iD2-
BEESE; S0 B8 51 C1 S8 80 59 40 - B85 82 55 OR 809 FF 5D 84 C.uth eMEal. .. 1+
BEA4E: SA 32 DB BE B8 6@ SE E@ - B2 B8 70 SE EE GBE 67 B4 ZofE. " A0E. pEpH-
BEESE; 5@ 52 SH 44 B2 2A &4 B2 - 83 FA FF 7S 85 SH SR E9 CREDO#®JOS- (usild
BEASE: 94 @1 8B CH ES BY BE 41 - 3B 01 75 11 88 FC B8 75 GBi*pa.A; BudG? oy
BAAYAE: B4 B4 2@ EE B8 AZ 44 B2 - 2A 64 B2 EB EE 59 52 8B ] FUQSDE*d@0&EYRT
BAE2AE: 01 B9 BA @A 53 5@ 52 51 - FF 10 72 72 B2 61 88 3A fl..SPRO. #ssEE. &
BAA9AE: 44 19 CO 12 33 CA BA 44 - 19 CO 13 33 CA 42 75 FO D513 RED=NE SHUE
BABAGE: 59 EA 52 EE 42 V5 OO BE - IF BE BC @A AC BA CA 74 YZX[IulA¥E . %, 't
BEOEE: ©3 B4 GE BE ©F @0 CD 10 - EE FZ EE FE 4E B4 4C 44 . f - .=k=0=NTLD
BEECE: B2 2H 2@ 49 ZF 4F 28 &5 - P2 V2 6F 72 20 72 €E &1 R: I-0 error rea
BAA0GE: &4 &9 EE &7 28 &4 62 ¥3 - 6B B0 BA 28 260 28 268 28 ding disk..

DEOEG: 20 28 E@ &C €5 &1 ¥2 & - 2B &9 6E V2 6E Y2 T4 2@ Flease insert

L]

ESIE IR

The dialog box shows you the file contents as hexadecimal
values (left) and text (right). To maneuver up and down
within the file, use the scrollbar along the right edge of the
dialog box.

Thisfunction is especially useful when technical personnel
want to look inside afile or sector for signs of avirus
infection.

There are three buttons at the bottom of the dialog box:
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Close quits from the function and returns you to the main

window. Print permitsyou to send the displayed file to the
printer that is set up through Windows. Help givesyou help
on this function.

Display System Areas

If you choose the Display system area menu choice, this
screen will appear:

D oipoyMaserBontsee
BEEEE: 22 ED 2E DE BC 68 14 BE - 19 7C 8E CE 8E DD BF 19 2va'4.9¥LiEtAi04 1
BoalE: B8 EE 57 2B CF FC F2 A4 - CB BZ €@ B4 60 CD 12 B4 +UWIH*%imetH .= |
BEEzE: @2 CO 12 72 27 26 De 22 - F& 42 89 16 12 12 82 El DFlrFaiz2+Be.tt3E
BEEsE: 3F 89 BE 16 18 BE ©1 B2 - Bl Bl BA 89 B0 BE 80 14 TR tHEO@EG|C.9.1
HEE4E: BE BY CO 13 72 16 FE B6 — AR A7 ES O3 88 83 H5 BC H«=llr_ma«pE. 544
BEEcE: @7 18 9B 36 BC 67 21 FE - EE 15 ¥& B3 E9 DZ 88 A - kicY-lm " EumiE, &
HEEcE: 44 B4 24 EF 3C 61 74 BA — 3C BE 74 @6 BC B2 3C 86 Des" <Gt <At+FE{4
BEAFA: 75 O2 FE B6 AR B7 BS B1 — B2 2A 74 @1 8B 4C B2 89 uIiss-EEEELEILEE
BAaSE: BE BC 18 88 36 12 18 B2 - 868 BE 8@ 16 CO 13 72 BA HFtELHHECT . .=Ir|
BEE9E: AB B0 16 FE C2 72 B3 BS — B2 @A FF7 26 16 16 8B BE  S. =™y [B8. -.. i
BAaAE: BE 16 89 BE A4 18 B3 C& - 13 D5 82 BE 63 18 89 16 H.SAste=l'EmtEL
BoEEd: GA 12 A1 11 16 Bl &4 D2 - E2 AS 16 18 8B CE Al 858 .tid-g@eEparti=il
BEECE: 12 2B 16 BA 12 1E 67 BB - 20 18 E2 75 8@ 1E 87 58  ti..tk-7 thu.4-F
Baa0E: 52 51 BS 16 @8 BB 28 18 - 8B FS BF AD 67 51 Bl BE RGOl k.l 11i%0 - 083
BAEEE: FC F2 A& 74 BE 59 22 C2 - Z0 EZ ED 5% EA B2 EZ D5  FhREcAVAF OFYZRG' ||

hd

‘ Ok, ‘ | b_elpz | ‘ Prrirt ‘ (@ Master Boot Sectar (O Systern Boaot Sectar: ’é—%

The System areaincludes the Master Boot Sector (MBS)

and System Boot Sector (SBS).

You have a choice of viewing the MBS area of the first
physical hard drive as well asthe SBSon drive C.. In
addition, you can view the SBS on all floppy drives.

See the sections “Master Boot Sector (MBS)” and “System
Boot Sector (SBS)” on page 40 for an explanation of these
terms.
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Examples of Common Uses of
the Scanner

Because of the scanner’s configuration flexibility, there are
many ways to run scans. You will no doubt find the best
methods for your organization's needs. To get you started,
here are several techniques that might be helpful.

Automatically Scan Different Areas at Different

Times

Goals: To automatically scan the entire hard drive in the
beginning of the day, to automatically scan only the
C:\FINANCES directory during lunch, and to
automatically scan only the C:\WORDS directory at the
end of the day. If any infected files are found, repair
infected files if possible, or move them to the
C:\NORMAN\INFECTED directory.

What we will use: Styles and the scheduler.

Steps:

1. Setup 3 styles: ALLOFC, $ONLY, WORDONLY (for
example), and configure each style accordingly for
scanning areas, scanning options, reporting options,
etc.

2. Inthe scheduler, specify the day and the hours at which
to run each of the styles.

3. Remember to click oAdd andOK before exiting the
"Scheduled scan” dialog box.

4. Exit the scheduler dialog box.

5. Donot exit NVCNT.
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Decrease Screen Output During Scan

Goal: To have the scanner run once and display only
critical messages on the screen.

We will use the following options:

[X] Report to file and/or [X] Report to printer,
[X] Report only if infection,

[X] Exit upon completion,

[X] Ignore locked files,

[X] Minimize while scanning, and

[X] Don't stop on virus

Steps:

1. Start the scanner.

2. Click on Options|Scanning options.

3. Inthe"Scanning" tabbed dialog box, ensure that

[ ] Don't stop on virus is checked.

4. Inthe"Scanning" tabbed dialog box, ensure that
[ ] Exit upon completion is checked.

5. Inthe"Scanning" tabbed dialog box, ensure that
[ ] Ignore locked files is checked.

6. Inthe"Reporting” tabbed dialog box, ensure that
[ ] Report to printer and/or [ ] Report to file are
checked.

7. Inthe"Reporting” tabbed dialog box, ensure that
[ ] Report only if infection is checked.

8. Inthe"Additional options' tabbed dialog box, ensure
that [ ] Minimize while scanning is checked.

When dl of thisis done, the scanner will run as a
minimized icon, and you will only see areport on the
screen if an infection is found. Otherwise, the scanner will
exit when it has finished scanning.

This method is great for running a single scan at night. If
you leave your NT machine on during the night and use this
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method, the next morning you will see areport on the
screen if avirus was found.

Note: If you are running more than one nightly scan, please

refer to the section “Scheduling Several Unattended Scans”
on page 55 for details about scheduling more than one
nightly scan.

Consequently, any user who wishes to use the machine in
the morning will see this notification. If no virus was

found, then nothing is displayed on the screen, and the user
can continue as normal.

Remember: if you have set the scanner up to always
report to a file, then you can always view the most
recent report by clicking on View|Report.

Create Icons and Customize the Scan

Goal: To create icons that sit on the Desktop and perform
customized scans on demand. By doing so, you can bypass
clicking on the scanner’s icon and spending time
configuring your scan. Instead, you can configure your scan
beforehand and then click on your customized icon when
you wish to perform the scan. For instance, if you would

like to scan the C:\DOS directory on demand simply by
clicking on an icon, follow the steps outlined below.

What we will use: Styles and the parameter associated
with styles.

Steps:

1. Create a style that you wish to use for this purpose. For
the example that we gave above, we would create a
style named DOSONLY, we would choose the C:\DOS
directory as the search area, and then we would select
other configurations such as reporting, etc.
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2.

Switch to Program Manager and either create a new
group and then make anew item or create anew itemin
an existing group.

For the new item’s properties, you can utilize the
parameter /ST:. Then the scanner will launch the scan
immediately after you click on theicon.

The syntax for the command lineis:
drive: pat h\nvcnt . exe st:[nane of
styl e]

For example, if NVCNT.EXE residesin the
C:\NORMAN\WIN32 directory and you wish the icon
to start scanning immediately using the DOSONLY
style, then your command line for the new program
item will be:

c:\norman\wi n32\ nvcnt / ST: DOSONLY

You can, of course, combine this method with the

configuration described in “Decrease Screen Output During

Scan” above by altering the settings in the style.

Scan Automatically after Downloading Programs

Goal: To automatically scan programs that you have
downloaded onto your PC.

What we will use: A batch file and styles. The batch file
will run your communications software (CompuServe,

AmericaOnLine, etc.) and then run the scanner against the

files that you have downloaded.

Steps:

1.

If possible, set up your communications software to
store all downloaded files in one directory. (If you
cannot do this, then find out where the downloaded
files are stored by default.)

Create a style for this purpose and configure it

accordingly. For the search area, you must specify the

directory in which your downloaded files are stored.
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And since afair number of downloaded files are
archived, you should use the "Scan archive files'
option.

Create a batch file which first runs your
communications software and then NVCNT /ST: with
the style you have created.

For example:

DOWNSCAN.BAT

rem the next 1line runs PCPLUS.

pcplus

rem the next line runs NVCNT immediately
rem after PCPLUS exits.
c:\norman\win32\nvent /ST:DWNLOAD

rem the above line tells NVCNT to use the
rem DWNLOAD style. I have set PCPLUS to
rem put all my downloads into the

rem C:\PCPLUS\SCANME directory.

rem Therefore, in the DWNLOAD style, T
rem have specified the search area to be
rem C:\PCPLUS\SCANME.

...etc

Now you can create an icon that runs this batch file
from the Desktop.

Shortcut for Scanning Floppies

Goal: Use a shortcut when you want to scan floppy disks
for viruses.

What we will use: NVCNT and your mouse.

Steps:
1. Place the mouse-pointer anywhere inside the main

window of the scanner.

2. Click the right mouse button, and you will see this

dialog box:
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Scan i

Caricel I

3. You can only choose one floppy drive at atime. When
thisis done, click the OK button and the scanner will
use the current style to start scanning the disk in the
selected floppy drive.
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Updating NVC

Any virus scanner is only as effective as its most recent
update, so obtaining frequent virus signature updatesis
critical to maintaining a secure computing environment

There are two different kinds of updates for NV C:

Version update: actual program changes for one or more of
the modulesin the package. To install aversion update, run
aregular install as described in the setup procedure.

Definition file update: changesto thefilesnvcbi n. def
and nvcrmacr o. def (in c:\norman\nse). These files hold
the virus signatures (fingerprints of known viruses) and are
used by the scanning engine. To install a definition file
update, doubleclick on the file name and follow the
instructions on the screen.

Definition file updates are available from our Web site on a
regular basis:

http://www.norman.no/update.htm

Norman Internet Update

The polling program Norman Internet Update
automatically checks for updated files to the scanning
engine (definition files, DLL/VXD) on Norman servers and
it's available for Windows 9x and Windows NT.

NIU will appear as a separate item in the Norman group. To
run NIU, you need a TCP/IP (Internet) connection. You can
start the program by placing it in the Startup group or
doubleclicking the icon in the Norman group. When you
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run NI1U, the program will check a Norman server for
updated virus definition files. These files reside in the NSE
directory.

Configuration Settings

When Norman Internet Updateisinstalled, the section NSE
Update is added to the configuaration file (nvc32. cf g).

The default settings that apply if you accepted to place NIU
in the Startup group, or when you run the program
manually bly doubleclicking the icon, are:

-hidden -wait:5

Hi dden: without appearing on the screen, the program
checks the validation key and the time stamps on your files
in the NSE directory versus the time stamps on the
availablefiles on the Norman server. You will be notified if
the validation key is missing or wrong, if updated files are
available, or if any problems occur.

Wi t : after the program has started, it waits for 5 minutes
beforeit startsworking. The- wai t parameter requiresthe
- hi dden parameter.

Note: NIU will not be invoked on a PC that is running
continoudly. In such instances you can use the scheduler in
Windows 98 or Windows NT to invoke the program. On
Windows 95, however, you'll have to log out and in, or
start NIU manually.

Note well:

If you're running NIU with a modem, make sure that you
hang up when a download is completed. You may configure
your dialer to hang up two minutes after a download is
complete, for example.
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How to Use Norman Internet Update

1. Enter the CD key in the Authentication field.

2. Click on Validate. The CD key you entered is checked
by aNorman server, as well as the time stamp on the
virus definition files.

3. When the key isvalidated, the Download button is
activated if there are updated files available.

4. Click Download for fetching the package with the
latest updates. The new fileswill replacethe old files at
next reboot.

For network administrators. see the Administrator s Guide
for more details.
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