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Supplied with madeSafe

madeSafe CD-ROM

madeSafe Feature L eaflet

madeSafe Cover L eaflet

madeSafe Sticker

Tiscali Fast internet Access— Tiscali offers the very best in internet access and services.
Offering email ,website hosting, multimedia content, and the latest in browser technology.
Click the “Additional Software” shortcut in the Solarsoft directory. — PLEASE BE
AWARE YOU WILL NEED INTERNET ACCESS TO REGISTER madeSafe.
PC-cillin 2002 (Trial Version)- A complete internet-era virus and hacker security solution
for your computer and PDA.

Ability Office—all the software your business needs ... it offers you a powerful word
processor; spreadsheet; relational database; and photo editor.

madeSafe Security Companion SE
This edition of madeSafe is part of a wider range referred to in this manual. Whichever

edition you choose, upgrades and services are available via the Essential Services and
Upgrade buttons along the top of madeSafe’s Companion player interface

This edition has Secure Email & Active Stealth Technology available as an upgrade
£9.99

Extra online storage is also available for Vault £9.99

Internet Content Filtering is standard to the Home Edition, or available as an
upgrade £19.99
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Chapter 1 Getting started with madeSafe Companion

What does madeSafe do?

= Keep your persona and business information safe, secure & hidden.

= Protect your PC against hackers.

= Send completely private e-mails.

= Accept your voice commands.

= Manage and monitor your security needs from one simple-to-use interface.

= Keep your children safe on the Internet.

= Store and retrieve any secure files wherever you are in the world...even if your PC is stolen!

»  Use madeSafe’ s multi- user capability...adds additional users at any time to keep your business
or family safe.

= Choose from arange of additional features & upgrades to personalise madeSafe for your
specific needs.

= Enhance your security environment at any time...take advantage of our comprehensive range
of services & options.

We are committed to ensuring madeSafe gives you the very best in data protection and security. madeSafeis
aworld leading encryption software application that uses artificia intelligence to help you define and create

your own personal space or cell. It's unique to you and is capable of evolving with you to deal with the ever
more sophisticated nature of threat.
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Your Security Companion

The madeSafe Security Companion™ is a console that is designed to bring together encryption in
one easy to use environment. You are only ever one click away from the products and services that
make your PC safe and gives you total peace of mind.

The madeSafe Security Companion™ has four distinct areas of functionality. Grouped together in a
logical format, they secure your data and optimise your PCs performance

» Profile & Enhancement Buttons

» Optimisation & Storage Utilities

» File, Drive & Directories Windows
» Encryption
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Single click, super fast, world leading 448-bit encryption. Fully adjustable for speed or encryption
strength. Protect your personal and professional confidential information from hackers or
unauthorized users.

Encryption

Secur e e-mails

Send super encrypted e-mail attachments across the world with total peace of mind. The recipient
can decrypt the message without having to have their own copy of madeSafe.

Power ful Utilities
A powerful set of security tools: -

Scan — Scan your chosen drive for material you deem forbidden.

Clean — Erase disused file clusters (free up extra hard drive space) and erase keystroke history (to
prevent hackers discovering safe files, new files and file dates).

Shred — Securely erase any file or document beyond trace or recovery.

Stealth — For the ultimate in security, use madeSafe’ s unique Active Stealth Technology to cloak
(hide) your most important encrypted data from view.

Internet Content Filtering — madeSafe Shield

Some of the key features of SHIELD are:

Blocks distasteful web sites.
Sites filtered using URL Database and Meta Tags |.E: - (Keyword & Description).

URL Database of blocked sites constantly updated.

The ability to disable window pop ups.

Compl ete parental/administrator control (Software cannot be disabled by regular users).
The ability to add custom URL’ s and Keywords.

Monitors users trying to access blocked sites.

The Program runs discreetly in the taskbar.

AN N NN Y U N NN

Logs dl Internet traffic (sites visited, times and users).
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Ultra-Secure Storage & Retrieval
Use vault to mirror your most important confidential information on our ultra-secure
madeSafe website. Secure data back up and retrieval, worldwide, 24 hours a day, 365days
of the year. Only you have access.

Multi-user Cells— Network ready
Additional user licences — Company-wide data protection and security.

Extend your existing madeSafe Business to include other users. Each upgrade comes in increments
of three users.

Services & Options

For total peace of mind we provide awide range of services. -

Lost Password Protection

If you are worried about losing your secure data passwords, then let us store them for you in our
secure encrypted vault.

Security Audit
Download our security audit software and find out how secure your PC or network really is.

Theft Detect

If your PC is stolen, this utility will automatically e-mail you as soon as someone is connected to
the Internet, to let you know it has been stolen.

©

madeSafe Care

Telephone Support — Let us give you the very best in technical support and help you get the most
from your madeSafe product.

.1

Insurance — Take full advantage of our fully comprehensive, worldwide insurance cover for your
laptop or PC.

madeSafe Cover
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Upgrades & Updates

A lifetime of security — For product enhancements, free updates, savings discounts and special
offers.

Vault Upgrade — Tell us how much data storage you need and add to it anytime.

Internet Filtering Upgrade — Get regular updates to your Internet content filtering product,
keeping up-to-date and safe from objectionable material.

I nstalling madeSafe

Systems Requirements

madeSafe operates in the Microsoft Windows environment. Users already familiar with using
Windows will appreciate that the madeSafe Security Companion is designed to compliment your

current desktop.
To complete your madeSafe instalation, make sure you have the following minimum system
requirements:

The minimum system requirements for installing madeSafe are:

IBM™ PC or Compatible

MicrosoftO Windows 95, 98, 2000, NT, ME or Windows XP
486 Processor or higher

16MB RAM

100MB Hard Drive Space

A Web Browser (Preferably |E4 or Netscape 4 or above)
VGA or higher with 256 Colours

CD-ROM

Internet access with a VValid Email account

Sound card & Microphone (Optional)



Installation

Follow these steps to install your madeSafe product
To ingtall:

1 Start Windows (if not aready running).

2 Insert the madeSafe CD into the CD-ROM drive.
3 In the opening screen, click Install madeSafe and follow the on-screen instructions.
4

| nstallation & Registration

Once installed, the program will require you to set up a Master\Administrator account. Simply fill in
your name, your email address and a confirmed min 8-character password. IMPORTANT! DO
NOT FORGET YOUR PASS PHRASE) and then enter the CD Key to register.

Register madeSafe

Pleass configure the Master User Aceount

Name |Phil Cullum

Pass Phrase

E-Mail Addrass Iphil@mysite.com
CD Key IFFSSS| Register

An Activation Code will be sent to the E-Mail address specified above

) e Yy
S—
7
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This information will prompt our server to issue you with an activation code (In a secure email).
Just enter the code into the activation box, (best done with copy and paste) then click activate. This
will download vital components to enable you to use you product.

Activation Details

Your registration information has been sent to solarSoft. Shortly you will
receive an activation code at:

phil@mysite.com
Please enter your activation code below.

Activation Code

Activate madeSafe Companion ]

Re-Register =

mar chcking ‘Activate”, madeSafe Companion will commence downloading it's program
5.
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Chapter 2 Security Companion Configuration

User Security  Services
Profiles  Prafiles

User Details

I'I-Master RE vl

Mame |PHil Cullurn

Pass Phrase

Verify Pass Phrase |
Apply change =l
Delete selacted user [
Finished k=

@ hep

Egj Send Secure Email

o 7, Apply.
Ve /5 Stealth
Remaove & ] /J
‘Stealth

"S-

The master user will have been set during the installation and registration.

The master pass phrase cannot be changed but the name can. To do this smply highlight the name,
type in the new one then click apply change.

To add a user, click on the user drop down menu, select a new user, then enter the name and pass
phrase. Once complete click apply changes.

To delete auser isjust as smple. Select the user from the drop down menu and click delete selected
user. Click finish to return to the main menu.

The master user will have total access to other user files.

Business Set-up

The master user must install & activate madeSafe Companion on the master users computer. The
master user then must install madeSafe Companion onto the sub users computers. This time during
the installation, instead of inserting the CD Key the master user typesin “Network” and clicks
activate.

This will prompt the master user to browse the network for the location of the master users
installation.

IE WAdmin\C \ProgramFiles\sol arsoft\madesafe.

Note — Please ensure that the drive on the master users computer is shared.

Once the directory has been located, click “OK” to complete the installation.

The master user can then administer al accounts from their computer.

The master user can then log into any computer (Using a second or third user name and password),
that madeSafe isinstalled on, and access any encrypted data.

WARNING: - DO NOT ATTEMPT TO DECRYPT ANY DATA THAT YOU DID NOT

ENCRYPT!!!
I.E - SECOND USER TRIESTO DECRYPT A FILE ENCRYPTED BY THE MASTER USER, THISWILL RESULT
IN THE FILE BEING DESTROYED!!!

10
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Security Profiles

To change default encryption strength v speed click here (this is currently
optimised at 448bit).

k] Fitering setup

Enable/Disable/Manage Internet filtering.

E Database

To set up secure content database facility.

@
Decrypt -
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Remove '
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Three options are presented here, Encryption set-up, Filtering and database.

Encryption set-up has two slider bars (see below), which can determine either the strength or speed
of the encryption. If you increase the power of the encryption the speed will reduce. As with the
encryption, if you increase the speed the encryption strength will reduce.

Encryption Strength

k)
Encryption Speed
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Internet Content Filtering

Filtering Set-up — Y ou can completely customise the way your computer surfs the Internet with
these options. Only the master user can configure the filtering options

Shield Settingz Blocked Kewwords

[~ EBlock Chatrooms

I_ Dizable Blocker

[~ Disable Keyward filkering
|_ Start when Windows starts

[~ Funin Stealth Mode ' '

[T ‘window alwayz on top

Change Faszword Blocked Sites
Current I
Fazzword
[ I
Fazzword
Confirm I
Fazzword
Change Pazzward B\ . '

SHIELD OPTIONS . SHIELD LOG

- solarsoft ™

When accessing the Shield from the task bar, you will be prompted for a password. The default
password is Password. This should be modified at a suitable time.

Filtering Options

Block pop-up Windows — Enable this function to stop annoying advertising windows.
Block Chat rooms — Thiswill deny accessto all chat rooms.

Disable Blocker — Thiswill smply disable the filtering program.

Disable Keyword Filtering - This gives you the freedom to disable the keyword blocker.
Windows Start up — This function will load the filter automatically with windows.
Stealth — This enables the program to run discreetly in the background.

Windows aways on top — This makes shield remain in the foreground of any window.

Blocked Keywords — madeSafe has a built-in list of keywords; you may add keywords to this
database to your own preference.

Blocked Sites— This option alows you to add web sites you deem forbidden.

Shield Log — This lets you view Internet activity on the computer. Information stored is name, date,
time and sites accessed.
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Security Database

This function will enable the master user to customise security settings. If for example, your
business deals with car sales and you do not wish people to know profit margins, you would simply
add, “profit margins’ to your database and madeSafe would deny access to any file regarding
“profit margins’ apart from the master user. Any amount of keywords can be added to the database
for total piece of mind.

Encrypting

Encrypting could never be easier, Simply select your drive, then the folder the fileisin, and finally
select the file\files you wish to encrypt and then click the encrypt button.

AUTOEXEC BAK
ALUTOEXEC BAT
AUTOEREC . D05
aukoname.dat
blank. html
CAPTURE.AYI
card.ini
COMMAND, COM

A Agthenticode commands. dat
(A drivers COMNFIG.BAK
CJEDFREADR CONFIG.DOS

Cinetsdk CONFIG,5YS

GKPCMS .- debuglag. kxt :
(aliz9gen : FILEOOOD. DD d|
£l

N O e = :
£ ) —— mel®  Send Secure Email

e ‘Apply

f # " Steallh.
kemnéf? / )]

= Stealth - __/ solarSoft #

em— e e T O N

That's it! Now those files are only accessible to you.

To unlock (decrypt) any filesis just as simple. Select the encrypted files, and then click decrypt.
Encrypted files can be identified by their .ENC extension

13
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For the ultimate in security you can apply Stealth to your encrypted files. This will make encrypted
filesinvisible to casual browsing of hard drives. Simply select the folder the encrypted files are
located in, and then click apply Stealth. The encrypted files will now be hidden from view.

Stealth

To view cloaked files, smply select the directory they are located in, and press the Remove Stealth
button.

Stealth only hides encrypted files; non encrypted files will remain visible in the folder.

Scan

This function will scan your hard drive for a number of different types of objectionable material.
Y ou can scan for images, video and text in fact any type of file you feel is objectionable or arisk.

”ﬁs ' Select Drive to SCAN:
DdIC | o
Seanney - —

% SpanForlmages
¥ sllimages
[~ Objectionable Mames

[ mumerical Mames

" Sean for Multimedia
R video
B rfudio

{7 Seanfor Text
¥ Ohjectionable Mames
[ Objectionable Content

™ Soan for Spywiare
B Cockics
B Frograms and Soripts

SCANNER OPTIONS SCANNERMISUAL CUTPUT SCANMNER FILE OUTPUT

[ Labell
- - -~ 2 R 5 P - 5

-
SolarSoft
=~

Just select the type of scan you want and click start. The centre window will display files found, this
process can be slowed to view the files. In the right hand window, a list of found files will be
displayed and can be viewed at leisure.

14
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This function will securely clean and free up drive space on your computer. It erases disused file
clusters and removes keystroke history to prevent hackers from discovering passwords and files.
This function is ideally used after shredding a file\files. Because this function is so thorough, it may
take some time to compl ete, depending on the clean option selected.

. Select Drive to CLEAN: |
R LT | [ —
—— :I I“' A g

¥

% Clean Free Dizk Space
¥ FreeSpace
[ Cluster Tips

{7 Clean Temporany Files
[T windows TEMP
¥ Temparary Internet Files
[= Hizron Files
¥ Cookisz
[ Storage Canhes

{7 Clean Directories
[E Program wWorking Files

7 CLEAN ALL

CLEANER OPTIONS CLEANER RESULTS WINDOW

™ S CLEANER OPERATIONAL OUTPUT Sotarsoft

e e T s — L aid -
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Shred

A very powerful tool for destroying any file on your computer. Before applying shred to any file,
please understand that any file shredded can never be recovered.

This will securely erase any
file or document beyond
frace or recovery.

uthenticode

drivers
ECFREADR
[ inetsdk
KPCMS
[ liz96en

En:r\fp'l

)) : Send Secure Email
““—' = Apply

Stealth

IT.emovﬂ ‘,
Stealth
ot

— e e

solarSoft =

-

Y ou will be prompted to make sure you are sure you want to erase thisfile.

16
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Secure E-Mall

¥ High Security - Large File
[ Low Security - Small File

7 Create Firewall wWrapper
¥ To:E-maill

[ T0:Floppy Disk
B To:FTP

[_

WRAPPER ﬂP‘EFI.l.'I'IDHAL OUTPUT Solarfoft -

r

This procedure will allow you to send super encrypted files to anyone in the world, without the need
for the recipient to have madeSafe installed on their computer. To use this function, select your
security requirement (High or Low Security). Y ou will now be prompted to select the email
attachment you wish to secure; the madeSafe Genie will guide you through the entire process.
Within the email sent, there will be instructions on how to retrieve the mail. (This will require the
recipient to have WinZip installed on their computer). The recipient will require a password from
you to decrypt the attachment.

17
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Vault is very easy to use. Once you have entered your user name and password, you will be
presented with the above screen. There are 10 drawers to use; each can be renamed to anything you
wish.

To open adrawer, simply click the corresponding green light, this will display the contents of that
drawer.

Vault Instructions

To send files to your vault, ssimply drag and drop files into the open drawer. You will be asked if
you wish to send the files now or later. If you select to send your files later, the files will be queued,
when you have finished selecting your files, simply click the send files button. The procedure is
reversed for retrieving files. Select the files within the vault and click the receive files button.
Asyou fill your vault with files the capacity indicator will move accordingly to show how much
space is left. Once the vault becomes 85% full you will be prompted to purchase more vault space.
The prompt will take you to our web site for further instructions.

— -
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To access madeSafe Vault remotely

Remember: You do not require a copy of madeSafe to access your madeSafe Vault
To access your madeSafe Vault worldwide. 24/7, simply following the following steps:

1) Open your Internet browser and type in www.madesafevault.com

2) Enter your CD key (the number originally supplied on the CD sleeve for installation). The input your
current Vault password.

3) If you want to retrieve and decrypt secure files you will need to download the three files specified on
the Welcome to your Vault page.

4) You will need to do this for each PC you use to access madeSafe Vault.

19
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Chapter 3 What Does Being Safe Mean to you?

The dominant issue of the 21% Century

In today’ s electronic age, the storage of sensitive personal and corporate data is becoming
increasingly vulnerable to malicious threat (theft, fraud and destruction) from evermore-
sophisticated intrusion.

The commercia necessity for electronic centralisation of sensitive datais creating obvious and
identifiable points of attack for would-be hackers and cyber-terrorists.

The emotional and financial disruption caused by such breaches can be catastrophic, and to make
matters worse according to recent well-publicized findings from the FBI most fraud or threat occurs
within an organization.

Everyoneisat risk!

It is not just businesses that are vulnerable to cyber-threat. Every time you connect to the Internet
from home you could be inviting intruders into your PC, exposing persona and private information,
which could be used for inappropriate purposes.

The risks to businesses and individuals alike are increasing rapidly.

Current Security Solutions

Current defence against threat falls into three categories:
Firewall, anti- virus and ssimple encryption products.

Anti-virus software is a clear necessity for both individuals and companies. The frequency and
growing sophistication of viruses that can disable PC’s disrupt applications and replicate by e-mail
makes such software a must. But anti- virus software does little to actually protect data integrity.

Firewalls (both hardware and software) have historically proven to be relatively insecure against a
dedicated hacker, and can be sometimes no use at all as protection against unauthorized access from
within an organization.

Whilst encryption of datawould seem to be the obvious solution to protect against such attacks,
current offerings can be over complicated to use, or not very secure.

Current solutions are insufficient protection against increasingly sophisticated and very real threats.

New thinking and new technologies are needed to counter these threats...

The answer is; -
“s:Safe
=
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Imagine the following scenario:

Y ou have been a good security administrator and have implemented the finest security measures on
your network. The firewall isin place and has al of the latest patches. The routers are configured
correctly. And al of the user and group permissions have been audited and verified. One day the
CEO calls you into his office to report to you that several customers have called to complain that
their credit card numbers have unauthorized charges on them. To make matters worse he aso tells
you that the company credit card also has about £15,000 of unauthorized charges on it. A detailed
ingpection of the log files shows a few intrusion attempts, but no successes. After going over them a
second and third time your only conclusion can be that it is someone from the inside. Y ou check the
logins on the server that holds customer data and the only logins that are there are yours. Y ou then
go to the server that holds your company financial data and the only logins there are for the CEO
himself. By looking at the login time stamp you see that there is alogin for the CEO when you
know that he was away at a conference and at least one of your own logins was during a time that
you werein an al day meeting with the IT department head. Someone had physical access to your
servers and stolen user information including user names and passwords.

Thisis afictitious event, but one that happens all of the time in the real world. If someone can gain
physical access to your server then they can get any and all of the information that they want. They
can crack their way into your entire network and steal or copy any information. The only way to
stop this from happening is to restrict access to your servers. Of course physical security is not just
limited to servers. It also applies to laptops, and workstations. This affects you, the customer, and

the I T professional. The answer is: -

U
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Chapter 4 Troubleshooting

MOST FREQUENTLY ASKED QUESTIONS

1) How do | encrypt a personal file?
Simply open your companion, select the location of the file from the drive list, Select the directory
the file is located in then highlight the file you wish to encrypt. Once the file is highlighted simply
click the encrypt button. The file is now only visible to you.

2) How do I identify/Decrypt an encrypted file?

Y our encrypted files will have an .ENC extension. Simply highlight them and click “Decrypt” to
unlock these files

3) | have encrypted somefilesnow | cannot find them. How do | find them?

Y ou may have applied Stealth when you encrypted the files. Select your Directory then click
remove Stealth. This will remove Stealth from ALL encrypted files.

4) | have forgotten my password, how do | recover my data?
Solarsoft strongly recommends that you take out the password protection plan to avoid this
situation. If you have protection simply follow the lost password procedure to recover your

password. If you don’t have password protection the files are unrecoverable.

5) | have some sensitive information | wish to per manently remove from my computer
how do | do this?

Within the companion you will notice a button named “ Shred” . Highlight the file you wish to
PERMANENTLY remove then click “Shred”. This will destroy the file beyond recovery.

6) | have got madeSafe Home and wish to have a Vault of my own. How do | do this?

To purchase Vault, ssimply click on the upgrade button within the companion and follow the on
screen instructions.

7) Thekids are complaining that the Internet doesn’t work, what is wrong?

Some Internet pages popup in a new window. This function is enabled by default, to disable this
function ssimply click the icon in the tool bar and check “Disable popup windows’.

8) Can | send an encrypted email if the recipient does not have madeSafe?
Yes, Simply click the “ Send Secure Email” button, and the madeSafe genie will guide you
through the process.
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Chapter 5 Glossary

Active Stealth Technology ™
madeSafe’ s Active Stealth Technology allows the user to hide already encrypted data in such away
that a hacker or intruder will find no single complete source or point of entry.

Algorithm (Encryption)
A set of mathematical rules (logic) used in the processes of encryption and decryption.

Algorithm (Hash)
A set of mathematical rules (logic) used in the processes of message creation and key/signature
generation.

Anti-Virus
Software that protects a PC from Internet based viruses. Typically, such viruses corrupt or harm

PC’sin away that can be both disruptive and costly.

Artificial Intelligence
A branch of computer science aming to produce technology, which can imitate intelligent human
behaviour

Asymmetric Keys

A separated but integrated user key-pair, comprised of one public key and one private key. Each
key is one way, meaning that a key used to encrypt information cannot be used to decrypt the same
data

Authentication
The process of determining the identity of a user who is attempting to access a system.

Authorization
To convey official sanction, access or legal power to an entity.

Blind Signature
An ability to sign documents without knowledge of content, similar to a notary public.

Block cipher
A symmetric cipher operating on blocks of plain text and cipher text, usually 64 bits.

Blowfish
An enhanced block cipher, symmetric agorithm.

Certificates
A digital ID issued by a Certifying Authority (CA) to authenticate and vaidate Internet data
transfer.
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Certifying Authority

An organization, which issues digital certificates proving the identity of the sender of an e mail
message or file.

Cipher Text
Plain text converted into a secretive format through the use of an encryption algorithm. The original
plain text can be unlocked from cipher text with an encryption key.

Clean Facility
madeSafe’ s Clean feature securely cleans and tidies your hard drive, freeing valuable space

Client

A computer requesting a service from another computer called the server. For example, if you are
connecting to an ISP or company network computer, your computer is the client and the ISP or
company network computer is the server.

Companion™
madeSafe Security Companion is an easy to use interface or player that provides the user with a
single environment from which madeSafe’ s products, upgrades and services can be accessed.

Content Filtering Facility
Internet content filtering is a standard feature of madeSafe Home and an upgrade with madeSafe
Mobile and Business.

Cookie

A small piece of information which a web server can store through your web browser onto your
hard drive disk, and later read back from your browser.

Web sites collect this information from you based on a utility referred to as a Cookie. Cookie
programs can collect information on where you have been on the Net. They are built-in
automatically to both Netscape Navigator and Microsoft's Internet Explorer, but may be disabled.
The information they collect is stored on your hard drive. Whenever you visit a site more than once,
that site accesses your cookie file to see what you viewed before in order to know more about what
you are interested in.

Cracker
Someone who removes or bypasses copy protection on software, generaly by modifying the
software.

Cryptography
The art and science of creating messages thet have some combination of being private, signed,
unmodified with non-repudiation.

24
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Data Integrity

A method of ensuring information has not been atered by unauthorized or unknown means.

Decoding
Unprotect an e-mail message and its supporting documents.

Decryption
A method of unscrambling encrypted information so that it becomes legible again. The recipient’s
private key is used for decryption.

Digital Certificates

Documents issued by Certifying Authorities proving the authenticity of aweb document or URL. A
digital certificate is a password-protected, encrypted data file that contains message encryption and
user-identification in addition to the message being sent. Though any computer on the Internet
could still access the file in transit, only the intended receiver may decrypt and read the message.

Digital Signature
A security technique for uniquely identifying the source of a document or an application.

DES (Data Encryption Standard)
A 64-bit block cipher, symmetric algorithm also known a Data Encryption Algorithm (DEA) by
ANS| and DEA-1 by I1SO. A widely used standard.

Encoding
Protect an email message and any of its sensitive documents.

Encryption

A security technique to prevent access to information by converting it to cipher text (scrambled,
unreadable text). The cipher text must then be decoded by the Internet user before it can be read.
Encryption can be used to secure everything from sensitive computer files to the transmission of
financial data across the Internet to calls made on digital cellular telephones.

EES (Escrowed Encryption Standard)
A proposed U.S. government standard for escrow private keys.

Extranet

Extranets are networks that connect enterprise intranets to the global Internet.

Extranets are designed to be used by enterprise vendors and other trusted trading partners to
expedite the exchange of products, services and other information key to the operation of the
business.
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File Transfer Protocol (FTP)
FTP is a program used to transfer files between computers either through the Internet or between
PCs on a network.

Firewall

A security process which programs one computer system to control the flow of information between
the Internet and other Intranet computers. The computer system barrier prevents outsides from
accessing an enterprise’s internal network: the internal network, then, accesses the Internet
indirectly through the firewall system. See Proxy Server. .

Hacker
A user who penetrates computers without authority. See Cracker

Hyperlink
A word or phrase underlined or otherwise accentuated to classify its ability to link to another
document when clicked with a mouse.

Hyper Text Mark-up Language (HTML)
The authoring language used to develop web pages and e-mail messages.

Hyper Text Transfer Protocol (HT TP)
The protocol used for transporting HTML documents on the Internet.

HTTPS
Indicates a secure Internet server. It is the secure protocol used for transporting HTML documents
on the Internet.

Integrity
Assurance that data is not modified (by unauthorized persons) during storage or transmittal.

Internet
The world's largest computer networks, connecting many campus, state, regiona, national and
enterprise computer networks.

Internet Content Filtering
In order to prevent children or employees viewing objectionable or harmful web sites whilst online,
there are a number of software products that filter out material. See Content Filtering

Intranet
Aninternal Internet encased behind an enterprise's firewall.

Internet Service Provider (1SP)

A company which provides access to the Internet for dial-up users and/or corporate networks. It
rents access to customers on a type of service basis.
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I SO (International Organization for Standardization)
A body responsible for a wide range of technology standards.

Key
A digital code used to encrypt, sign, decrypt and verify messages as well as files. Keys come in key
pairs and are stored on key rings.

Key Length
The number of bits representing the key size. The longer the key, the stronger it is.

Keyring
A set of keys. Each user has two types of keyrings: a private and a public keyring.

Key M anagement

The process and procedure for safely storing and distributing accurate cryptographic keys, the
overall process of generating and distributing cryptographic key to authorized recipients in a secure
manner.

M essage Authentication
The process of validating the sender and recipient of an e-mail message.

Pass Phrase
An easy-to-remember phrase is used for stronger security than a single password; key crunching
converts it into arandom key.

Password
A sequence of characters or a word that a subject submits to a system for purposes of
authentication, validation, or verification.

Plain Text
Characters in a human readable form or bits in a machine-readable form.

PGP

Stands for ‘Pretty Good Privacy.” A public-private key cryptography system which comprises of
two keys; one is a public key that you disseminate to anyone who you want to receive a message.
The other is a private key that you use to decrypt messages that you receive.

PK1 (Public Key Infrastructure)
A widely available certificate system for obtaining an entity’s public key with a high level of
certainty that you have the “right” key and that it has not been revoked.

Private Key

A secret portion of a key pair used to sign and decrypt information. A user’s private key should be
kept secret, known only to the user.
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Proxy (server)

A server that acts as a firewall (barrier), mediating traffic between a protected network and the
I nternet.

Public Key
Data used to encrypt messages in Public Key Encryption. The public key cannot be used to decrypt
any message; it is safe to pass this out in public, as the name implies.

Random Number
A means of generating a unique key(s) that is unpredictable to an intruder.

Scan Facility
madeSafe’ s Scan feature, scans your chosen drive for material the master user deems forbidden.

Search Engine
Programs that automatically search the Internet for user-specified information.

Secure Cellular Architecture™

madeSafe personal products (Home & Mobile) provide a secure encrypted 448-bit cell around the
data or file(s) you choose. This provides secure multi- user access, authorised and controlled by the
master user.

madeSafe Business provides a master user cell with additional cells for users they nominate. Each
cell provides the same levels of encryption and functionality. However, the master user has overal
access and control.

Secur e Channel
A web site which guarantees the secure transmission of any information sent to it.

Secur e Electronic Transactions (SET)
Secure Internet protocols for processing electronic money.

Secure Multipart Internet Mail Encoding (SMIME)
The protocol used to send secure e-mail messages.

Secure Socket Layer (SSL)
Netscape's interral program security technology designed to clearly identify the sender and
recipient of Internet transmitted information.

Security
Methods to protect computers resources, including data, hardware, telecommunications lines and
software applications from unauthorized access.

Server

A computer which provides information or connections with other computers on a network. See
Client.
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Shred Facility

madeSafe’ s Shred feature, will securely erase any file or document beyond trace or recovery

Single Line Internet Protocol (SLIP)
An older communications protocol for dial-up seria Internet connections.

Simple Mail Transport Protocol (SMTP)
An Internet protocol for sending e- mail.

SMIME
See Multipurpose Internet Mail Extensions (MIME).

Smart Encryption™

madeSafe’ s encryption technology, combined with artificial intelligence is termed Smart
Encryption™. madeSafe’ s products are configured to default to 448-bit dual end super encryption.
The level of encryption can be reduced (i.e. perhaps to speed up performance) within the Security
Profile of madeSafe Companion. ™

Steganogr aphy
The process of hiding datainside other data. For example, atext file could be hidden “inside” an
image or a sound file. By looking at the image, or listening to the sound, you would not know

Symmetric Key
A conventional, secret key and single key algorithm where the encryption and decryption key are
either the same or can be calculated from one another. madeSafe uses a symmetric key.

Time Stamping
Recording the time of creation or existence of information

Transmission Control Protocol/Internet Protocol (TCP/IP)
The set of standards (Protocol) for data transmission and error correction that allows the transfer of
data from one Internet-linked computer to another.

Two Fish
A block cipher, symmetric algorithm.

The World Wide Web
(ak.a, WWW, W3, The Web) A distributed Internet hypertext information system based on the
HTTP protocol and the HTML language.

Uniform Resour ce Locator (URL)

The site address used to specify the location of a web page (HTML document). This is the formal,
technical name of atext string that supplies an Internet address, and the method by which it can be
accessed.
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validity

Indicates the level of confidence that the key actually belongs to the alleged owner.

Vault™

Vault alows you to mirror your encrypted data on our madeSafe ultra secure web site, giving you
data back-up, worldwide, 24 hours a day, 365 days of the year. madeSafe Vault is upgradeable in
5MB increments.

Verification
Comparing a signature created with a private key to its public key.

VPN (Virtual Private Network)
Usually an Intranet based private network that spans a public network (Internet) to another network
of choice.
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Chapter 6 Technical Support

Solarsoft is committed to excellent service and support. Our aim is to provide you with all necessary

professional assistance in the use of our madeSafe software and services.

Registration
Registering your madeSafe product qualifies you for web support, as well as updates and special

offers.

Customer Service
There is an extensive range of information about madeSafe on our web site at www.madesafe.com
Alternatively, Email us at sales@madesafe.com.

Free Web Support
Free Web Support is available through the Help button on the madeSafe Companion. Or you can
access is directly via www.madesafe.com/support. This is available 9AM-5PM Monday to Friday.

Telephone Support
Solarsoft provides fee-based telephone technical support for al its madeSafe products. Customers

can access this viatheir Services & Options button on your madeSafe Companion
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Chapter 7 Copyright Notice & Trademarks

SOLARSOFT LIMITED. ALL RIGHTSRESERVED.
Published 2001 by Solarsoft Limited.
Copyright ©2001 Solarsoft Limited.

This software is intended for the use by the original purchaser only and for the use of building a single secure cell. In
the case of the madeSafe Business product, two additional ‘worker’ cells are provided as part of the license. Lawful
users of this software are hereby licensed only to read the software on the enclosed CD from their medium into the
memory of a computer solely for the purpose of executing it. Selling or otherwise distributing this software is a

violation of the law.

This manual is copyrighted and all rights reserved. This manual may not, in whole or part, be copied, photocopied,
reproduced, translated, or reduced to any electronic medium or machine-readable form without prior written consent

from Solarsoft Limited. We reserve the right to make changes to this document and/or product without notice.

Solarsoft Limited warrants that the CD media on which the software is furnished will be free from defects in materials
and workmanship, and the software will perform substantially in accordance with the specifications stated in the
accompanying written materials. Otherwise, Solarsoft Limited makes no warranty and representation, either implied or
expressed, with respect to the software and the documentation, quality, performance, merchantability, or fitnessfor a
particular purpose. Further, Solarsoft Limited does not warrant that the software will work properly in al environments
and applications. Solarsoft Limited reserves the right to make changes to the software and User's Guide content without

obligation to notify any person or organization of the revision or change.

madeSafe, Smart Encryption, Active Stealth Technology, Secure Cellular Architecture, Companion and Vault are all
registered trademarks owned by Solarsoft Ltd M icrosoftO Windows 95/98/Me/NT/2000/XP are registered trademarks

of Microsoft Corporation. All other trademarks acknowledged. SolarsoftO2001. All rights reserved.
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Chapter 8 Contact Details

We are aways pleased to hear from our customers. If you need to contact us than telephone us. If
you need to keep updated or require support then take alook at our web site.

Solarsoft Limited
Phillips House, Station Road, Hook, Hampshire, United Kingdom. RG27 9HD

Tel: +44 (0) 870 872 8210 Fax: +44 (0) 1256 769770
Web: http: www.madeSafe.com
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Chapter 9 Genie Help Information

Click here for madeSafe help afl ey |
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When the help Genie is visible the functionality of the buttons will be disabled. To get information on any
of the functions simply click the button you require help with. The madeSafe Genie will explain that
function.

Once you have had the explanation either right click the Genie and select hide, or press the escape button
to close the Genie.



Chapter 10 Quick reference Guide
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