examination, documents prepared by another party, it might be difficult to
maintain that the first participant intended to comply with a boycott by passing
on information contained in the unexamined documents. Resolution of such
intent questions, however, depends upon an analysis of the individua facts
and circumstances of the transaction and the Department will continue to
engage in such analysis on a case-by-case basis.

Thisinterpretation, like all othersissued by the Department discussing appli-
cations of the antiboycott provisions of the EAR, should be read narrowly.
Circumstances that differ in any material way from those discussed in this
interpretation will be considered under the applicable provisions of the Regu-
lations.

Supplement No. 16 to Part 760 — Interpretation
Pursuant to Articles 5, 7, and 26 of the Treaty of Peace between the State of
Isragl and the Hashemite Kingdom of Jordan and implementing legislation
enacted by Jordan, Jordan’'s participation in the Arab economic boycott of
Israel was formally terminated on August 16, 1995.

Onthebasisof thisaction, it isthe Department’s position that certain requests
for information, action or agreement from Jordan which were considered boy-
cott-related by implication nhow cannot be presumed boycott-related and thus
would not be prohibited or reportable under the regulations. For example, a
request that an exporter certify that the vessel on which it is shipping its goods
is eligible to enter Hashemite Kingdom of Jordan ports has been considered
a boycott-related request that the exporter could not comply with because
Jordan has had a boycott in force against Israel. Such a request from Jordan
after August 16, 1995 would not be presumed boycott-related because the
underlying boycott requirement/basis for the certification has been eliminated.
Similarly, a U.S. company would not be prohibited from complying with a
request received from Jordanian government officias to furnish the place of
birth of employees the company is seeking to take to Jordan because there is
no underlying boycott law or policy that would give rise to a presumption that
the request was boycott-related.

U.S. persons are reminded that requests that are on their face boycott-related
or that are for action obviously in furtherance or support of an unsanctioned
foreign boycott are subject to the regulations, irrespective of the country of
origin. For example, requests containing referencesto ** blacklisted companies”,
“lsrael boycott list”, “‘non-lsragli goods” or other phrases or words indicating
boycott purpose would be subject to the appropriate provisions of the Depart-
ment’s antiboycott regulations.

PART 762
RECORDKEEPING

762.1  Scope.

762.2  Records to be retained.

762.3  Records exempt from recordkeeping requirements.
762.4  Original records required.

7625 Reproduction of original records.

762.6  Period of retention.

762.7  Producing and inspecting records.

AUTHORITY: 50 U.S.C. app. 2401 et seq. 50 U.S.C. 1701 et seq. E.O.
12924, 59 FR 43437, 3 CFR, 1994 Comp., p. 917; E.O. 13026, 3 CFR, 1995
Comp., p. 228; Notice of August 15, 1995, 3 CFR, 1995 Comp., p. 501;
Notice of August 14, 1996, 3 CFR, 1996 Comp., p. 298; and Notice of August
13, 1997 (62 FR 43629, August 15, 1997).

§762.1 Scope.

In this part, references to the EAR are references to 15 CFR chapter VII,
subchapter C.

(a) Transactions subject to this part. The recordkeeping provisions of this part
apply to the following transactions:

(2) Transactions involving restrictive trade practices or boycotts described
in part 760 of the EAR,;

(2) Exports of commodities, software, or technology from the United States
and any known reexports, transshipment, or diversions of items exported from
the United States;

(3) Exports to Canada, if, at any stage in the transaction, it appears that a
person in a country other than the United States or Canada has an interest
therein, or that the item involved is to be reexported, transshipped, or diverted
from Canada to another foreign country; or

(4) Any other transactions subject to the EAR, including, but not limited
to, the prohibitions against servicing, forwarding and other actions for or on
behalf of end-users of proliferation concern contained in 88734.2(b)(7) and
744.6 of the EAR. This part also applies to all negotiations connected with
those transactions, except that for export control matters a mere preliminary

inquiry or offer to do business and negative response thereto shall not constitute
negotiations, unless the inquiry or offer to do business proposes a transaction
that a reasonably prudent exporter would believe likely to lead to a violation
of the EAA, the EAR or any order, license or authorization issued thereunder.

(b) Persons subject to this part. Any person subject to the jurisdiction of
the United States who, as principal or agent (including a forwarding agent),
participates in any transaction described in paragraph (a) of this section, and
any person in the United States or abroad who is required to make and maintain
records under any provision of the EAR, shall keep and maintain al records
described in §762.2 of this part that are made or obtained by that person and
shall produce them in a manner provided by 8762.6 of this part.

§762.2 Records to be retained.
(8) Records required to be retained. The records required to be retained under
this part 762 include the following:

(1) Export control documents, as defined in part 772 of the EAR,;

(2) Memoranda;

(3) Notes;

(4) Correspondence;

(5) Contracts;

(6) Invitations to hid;

(7) Books of account;

(8) Financial records;

(9) Restrictive trade practice or boycott documents and reports, and

(10) Other records pertaining to the types of transactions described in Sec.
762.1(a) of this part, which are made or obtained by a person described in
Sec. 762.1(b) of this part.

(b) Recordsretention references. Paragraph (a) of this section describesrecords
that are required to be retained. Other parts, sections, or supplements of the
EAR which requiretheretention of recordsor contain recordkeeping provisions,
include, but are not limited to the following:

(2) Part 736, Generd Prohibitions;

(2) Sec. 732.6, Steps for other requirements;

(3) Sec. 740.1, Introduction (to License Exceptions);

(4) Sec. 742.12(a)(3), High Performance Computers;

(5) Supplement No. 3 to part 742 High Performance Computers, Safeguards
and Related Information;

(6) Section 742.15;

(7) Sec. 740.7, Humanitarian donations (NEED);

(8) Sec. 748.4(a), Disclosure and substantiation of facts on license appli-
cations;

(9) Sec. 748.6, Genera instructions for license applications;

(10) Sec. 748.9, Support documents for license applications;

(11) Sec. 748.10, Import and End-user Certificates;

(12) Sec. 748.11, Statement by Ultimate Consignee and Purchaser;

(13) Sec. 748.13, Delivery Verification (DV);

(14) Sec. 748.2(c), Obtaining forms; mailing addresses;

(15) Sec. 750.7, Issuance of license;

(16) Sec. 750.8, Revocation or suspension of license;

(17) Sec. 750.9, Duplicate licenses;

(18) Sec. 750.10, Transfer of licenses for export;

(19) Sec. 752.7, Direct shipment to customers;

(20) Sec. 752.9, Action on SCL applications;

(21) Sec. 752.10, Changes to the SCL;

(22) Sec. 752.11, Internal Control Programs,

(23) Sec. 752.12, Recordkeeping requirements,

(24) Sec. 752.13, Inspection of records;

(25) Sec. 752.14, System reviews;

(26) Sec. 752.15, Export clearance;

(27) Sec. 754.2(j)(3), Recordkeeping requirements for deep water ballast ex-
change;

(28) Sec. 754.4, Unprocessed western red cedar;

(29) Sec. 758.1(b)(3), Record and proof of agent’s authority;

(30) Sec. 758.3, Shipper’s Export Declaration;

(31) Sec. 758.6, Destination control statements;

(32) Sec. 760.6, Restrictive Trade Practices and Boycotts;

(33) Sec. 762.2, Records to be retained;

(34) Sec. 764.2, Violations,

(35) §764.5, Voluntary self-disclosure;

(36) §766.10, Subpoenas; and

(37) 8743.1, Wassenaar reports.

§762.3 Records exempt from recor dkeeping requirements.
(a) The following types of records have been determined to be exempt from
the recordkeeping requirement procedures:
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(1) Export information page;

(2) Special export file list;

(3) Vessdl log from freight forwarder;

(4) Inspection certificate;

(5) Warranty certificate;

(6) Guarantee certificate;

(7) Packing material certificate;

(8) Goods quality certificate;

(9) Notification to customer of advance meeting;

(10) Letter of indemnity;

(11) Financia release form;

(12) Financial hold form;

(23) Export parts shipping problem form;

(14) Draft number log;

(15) Expense invoice mailing log;

(16) Financial status report;

(17) Bank release of guarantees,

(18) Cash shest;

(19) Commission payment back-up;

(20) Commissions payable workshest;

(21) Commissions payable contral;

(22) Check request forms;

(23) Accounts receivable correction form;

(24) Check request register;

(25) Commission payment printout;

(26) Engineering fees invoice;

(27) Foreign tax receipt;

(28) Individual customer credit status,

(29) Request for export customers code forms;

(30) Acknowledgment for receipt of funds;

(31) Escalation development form;

(32) Summary quote;

(33) Purchase order review form,

(34) Proposal extensions;

(35) Financial proposal to export customers;
and

(36) Sales summaries.

(b) [Reserved]

§762.4 Original records required.

The regulated person must maintain the original records in the form in which
that personreceivesor createsthem unlessthat person meetsall of the conditions
of Sec. 762.5 of this part relating to reproduction of records. If the original
record does not meet the standards of legibility and readability described in
Sec. 762.5 of this part and the regulated person intends to rely on that record
to meet the recordkeeping requirements of the EAR, that person must retain
the original record.

§762.5 Reproduction of original records.
(a) The regulated person may maintain reproductions instead of the original
records provided all of the requirements of paragraph (b) of this section are met.

(b) In order to maintain the records required by Sec. 762.2 of this part, the
regulated persons defined in Sec. 762.1 of this part may use any photographic,
photostatic, miniature photographic, micrographic, automated archival storage,
or other process that completely, accurately, legibly and durably reproduces
the original records (whether on paper, microfilm, or through electronic digital
storage techniques). The process must meet all of the following requirements,
which are applicable to all systems:

(1) The system must be capable of reproducing all records on paper.

(2) The system must record and be able to reproduce all marks, information,
and other characteristics of the original record, including both obverse and
reverse sides of paper documents in legible form.

(3) When displayed on aviewer, monitor, or reproduced on paper, therecords
must exhibit a high degree of legibility and readability. (For purposes of this
section, legible and legibility mean the quality of aletter or numeral that enable
the observer to identify it positively and quickly to the exclusion of all other
letters or numerals. Readable and readability mean the quality of a group of
letters or numerals being recognized as complete words or numbers.)

(4) The system must preserve the initial image (including both obverse and
reverse sides of paper documents) and record all changes, who made them and
when they were made. This information must be stored in such a manner that
none of it may be atered once it is initialy recorded.

(5) The regulated person must establish written procedures to identify the
individuals who are responsible for the operation, use and maintenance of
the system.

(6) The regulated person must establish written procedures for inspection
and quality assurance of recordsin the system and document theimplementation
of those procedures.

(7) The system must be complete and contain all records required to be kept
by this part or the regulated person must provide a method for correlating,
identifying and locating records relating to the same transaction(s) that are
kept in other record keeping systems.

(8) The regulated person must keep a record of where, when, by whom,
and on what equipment the records and other information were entered into
the system.

(9) Upon request by the Office of Export Enforcement, the Office of Antiboy-
cott Compliance, or any other agency of competent jurisdiction, the regulated
person must furnish, at the examination site, the records, the equipment and,
if necessary, knowledgeable personnel for locating, reading, and reproducing
any record in the system.

(c) Requirements applicable to systems based on the storage of digital images.
For systems based on the storage of digital images, the system must provide
accessibility to any digital image in the system. With respect to records of
transactions, including those involving restrictive trade practices or boycott
requirements or requests. The system must be able to locate and reproduce all
records relating to a particular transaction based on any one of the follow-
ing criteria

(1) The name(s) of the parties to the transaction;

(2) Any country(ies) connected with the transaction; or

(3) A document reference number that was on any original document.

(d) Requirements applicable to a system based on photographic processes.
For systems based on photographic, photostatic, or miniature photographic
processes, the regulated person must maintain a detailed index of al records
in the system that is arranged in such a manner as to alow immediate location
of any particular record in the system.

§762.6 Period of retention.
(a) Five year retention period. All records required to be kept by the EAR
must be retained for five years from the latest of the following times:

(1) The export from the United States of the item involved in the transaction
to which the records pertain or the provision of financing, transporting or other
service for or on behaf of end-users of proliferation concern as described in
88736.2(b)(7) and 744.6 of the EAR;

(2) Any known reexport, transshipment, or diversion of such item;

(3) Any other termination of the transaction, whether formally in writing or
by any other means; or

(4) In the case of records of pertaining to transactions involving restrictive
trade practices or boycotts described in part 760 of the EAR, the date the
regulated person receives the boycott-related request or requirement.

(b) Destruction or disposal of records. If the Bureau of Export Administration
or any other government agency makes a formal or informal request for a
certain record or records, such record or records may not be destroyed or
disposed of without the written authorization of the agency concerned. This
prohibition applies to records pertaining to voluntary disclosures made to BXA
in accordance with Sec. 765.5(c)(4)(ii) and other records even if such records
have been retained for a period of time exceeding that required by paragraph
(a) of this section.

§762.7 Producing and inspecting records.

(a) Persons located in the United States. Persons located in the United States
may be asked to produce records that are required to be kept by any provision
of the EAR, or any license, order, or authorization issued thereunder and to
make them available for inspection and copying by any authorized agent,
official, or employee of the Bureau of Export Administration, the U.S. Customs
Service, or any other agency of the U.S. Government, without any charge or
expense to such agent, official, or employee. The Office of Export Enforcement
and the Office of Antiboycott Compliance encourage voluntary cooperation
with such requests. When voluntary cooperation is not forthcoming, the Office
of Export Enforcement and the Office of Antiboycott Compliance are authorized
to issue subpoenas for books, records, and other writings. In instances where
a person does not comply with a subpoena, the Department of Commerce may
petition a district court to have a subpoena enforced.

(b) Persons located outside of the United Sates. Persons located outside of
the United States that are required to keep records by any provision of the
EAR or by any license, order, or authorization issued thereunder shall produce
all records or reproductions of records reguired to be kept, and make them
available for inspection and copying upon request by an authorized agent,
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official, or employee of the Bureau of Export Administration, the U.S. Customs
Service, or a Foreign Service post, or by any other accredited representative
of the U.S. Government, without any charge or expense to such agent, official
or employee.

PART 764
ENFORCEMENT AND PROTECTIVE MEASURES
Sec.
764.1  Introduction.
764.2  Violations.
764.3  Sanctions.
764.4  Reporting of violations.
7645 Voluntary self-disclosure.
764.6  Protective administrative measures.
Supplement No. 1 to Part 764 — Standard Terms of Orders Denying Export Priv-
ileges
Supplement No. 2 to Part 764 — Denied Persons List

AUTHORITY: 50 U.S.C. app. 2401 et seq.; 50 U.S.C. 1701 et seq.; E.O.
12924, 3 CFR, 1994 Comp., p. 917; Notice of August 15, 1995 (60 FR 42767,
August 17, 1995).

§764.1 Introduction.

In this part, references to the EAR are references to 15 CFR chapter VII,
subchapter C. This part specifies conduct that constitutes a violation of the
Export Administration Act (EAA) and/or the Export Administration Regulations
(EAR) and the sanctions that may be imposed for such violations. Antiboycott
violations are described in part 760 of the EAR, and the violations and sanctions
specified in part 764 also apply to conduct relating to part 760, unless otherwise
stated. This part describes administrative sanctions that may be imposed by
the Bureau of Export Administration (BXA). This part also describes criminal
sanctions that may be imposed by a United States court and other sanctions
that are neither administrative nor criminal. Information is provided on how
to report and disclose violations. Finally, this part identifies protective adminis-
trative measures that BXA may take in the exercise of its regulatory authority.

§764.2 Violations.

(a) Engaging in prohibited conduct. No person may engage in any conduct
prohibited by or contrary to, or refrain from engaging in any conduct required
by, the EAA, the EAR, or any order, license or authorization issued thereunder.

(b) Causing, aiding, or abetting a violation. No person may cause or aid, abet,
counsel, command, induce, procure, or permit the doing of any act prohibited,
or the omission of any act required, by the EAA, the EAR, or any order, license
or authorization issued thereunder.

(c) Solicitation and attempt. No person may solicit or attempt a violation of
the EAA, the EAR, or any order, license or authorization issued thereunder.

(d) Conspiracy. No person may conspire or act in concert with one or more
persons in any manner or for any purpose to bring about or to do any act that
congtitutes aviolation of the EAA, the EAR, or any order, license or authoriza-
tion issued thereunder.

(e) Acting with knowledge of a violation. No person may order, buy, remove,
conceal, store, use, sell, loan, dispose of, transfer, transport, finance, forward,
or otherwise service, in whole or in part, any item exported or to be exported
from the United States, or that is otherwise subject to the EAR, with knowledge
that a violation of the EAA, the EAR, or any order, license or authorization
issued thereunder, has occurred, is about to occur, or is intended to occur in
connection with the item.

(f) Possession with intent to export illegally. No person may possess any item
controlled for national security or foreign policy reasons under sections 5 or
6 of the EAA:

(2) With intent to export or reexport such item in violation of the EAA, the
EAR, or any order, license or authorization issued thereunder; or

(2) With knowledge or reason to believe that the item would be so exported
or reexported.

(9) Misrepresentation and concealment of facts.

(1) No person may make any false or misleading representation, statement,
or certification, or falsify or conceal any material fact, either directly to BXA,
the United States Customs Service, or an official of any other United States
agency, or indirectly through any other person:

(i) Inthe course of an investigation or other action subject to the EAR,; or

(ii) In connection with the preparation, submission, issuance, use, or
maintenance of any export control document or restrictive trade practice or
boycott request report, as defined in §760.6 of the EAR; or

(iii) For the purpose of or in connection with effecting an export, reexport
or other activity subject to the EAR.

(2) All representations, statements, and certifications made by any person
are deemed to be continuing in effect. Every person who has made any represen-
tation, statement, or certification must notify BXA and any other relevant
agency, in writing, of any change of any material fact or intention from that
previously represented, stated, or certified, immediately upon receipt of any
information that would lead areasonably prudent person to know that a change
of material fact or intention has occurred or may occur in the future.

(h) Evasion. No person may engage in any transaction or take any other action
with intent to evade the provisions of the EAA, the EAR, or any order, license
or authorization issued thereunder.

(i) Failure to comply with reporting, recordkeeping requirements. No person
may fail or refuse to comply with any reporting or recordkeeping requirement
of the EAR or of any order, license or authorization issued thereunder.

(j) License alteration. Except as specificaly authorized in the EAR or in
writing by BXA, no person may alter any license, authorization, export control
document, or order issued under the EAR.

(k) Acting contrary to the terms of a denial order. No person may take any
action that is prohibited by a denial order. See §764.3(a)(2) of this part.

§764.3 Sanctions.

(a) Administrative.* Violations of the EAA, the EAR, or any order, license or
authorization issued thereunder are subject to the administrative sanctions
described in this section and to any other liability, sanction, or penalty available
under law. The protective administrative measures that are described in §764.6
of this part are distinct from administrative sanctions.

(1) Civil penalty.

(i) A civil penalty not to exceed $10,000 may beimposed for each violation,
except that a civil penalty not to exceed $100,000 may be imposed for each
violation involving national security controls imposed under section 5 of the
EAA.

(if) The payment of any civil penalty may be made a condition, for a
period not exceeding one year after the imposition of such penaty, to the
granting, restoration, or continuing validity of any export license, License
Exception, permission, or privilege granted or to be granted to the person upon
whom such penalty is imposed.

(iii) The payment of any civil penalty may be deferred or suspended in
wholeor in part during any probation period that may beimposed. Such deferral
or suspension shall not bar the collection of the penalty if the conditions of
the deferral, suspension, or probation are not fulfilled.

(2) Denial of export privileges. An order may be issued that restricts the
ability of the named persons to engage in export and reexport transactions
involving items subject to the EAR, or that restricts access by named persons
toitemssubject tothe EAR. An order denying export privileges may beimposed
either as a sanction for a violation specified in this part or as a protective
administrative measure described in 8764.6(c) or (d) of this part. An order
denying export privileges may suspend or revoke any or all outstanding licenses
issued under the EAR to a person named in the denial order or in which such
person has an interest, may deny or restrict exports and reexports by or to
such person of any item subject to the EAR, and may restrict dealingsin which
that person may benefit from any export or reexport of such items. The standard
terms of a denial order are set forth in Supplement No. 1 to this part. A non-
standard denial order, narrower in scope, may be issued. Authorization to
engage in actions otherwise prohibited by a denial order may be given by
the Office of Exporter Services, in consultation with the Office of Export
Enforcement, following application by a person named in the denial order or
by a person seeking permission to deal with a named person.

(3) Exclusion from practice. Any person acting as an attorney, accountant,
consultant, freight forwarder, or in any other representative capacity for any
license application or other matter before BXA may be excluded by order from
any or al such activities before BXA.

* In the event that any part of the EAR is not under the authority of the EAA, sanctions shal be limited to those provided for by such other authority, but the provisions of this part and

of part 766 of the EAR shall apply insofar as not inconsistent with that other authority.
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