
Export Administration RegulationsG-18 Supp. No. 3 to Part 732

Supplement No. 3 to Part 732 — BXA’s ‘‘Know Your Customer’’ Guidance 3. The product ordered is incompatible with the technical level of the country
to which the product is being shipped. For example, semiconductor manufactur-and Red Flags

‘‘Know Your Customer’’ Guidance ing equipment would be of little use in a country without an electronics industry.
4. The customer has little or no business background.Various requirements of the EAR are dependent upon a person’s knowledge

of the end-use, end-user, ultimate destination, or other facts relating to a 5. The customer is willing to pay cash for a very expensive item when the
terms of the sale call for financing.transaction or activity. These provisions include the nonproliferation-related

‘‘catch-all’’ sections and the prohibition against proceeding with a transaction 6. The customer is unfamiliar with the product’s performance characteristics
but still wants the product.with knowledge that a violation of the EAR has occurred or is about to occur.

7. Routine installation, training or maintenance services are declined by
(a) BXA provides the following guidance on how individuals and firms should the customer.
act under this knowledge standard. This guidance does not change or interpret 8. Delivery dates are vague, or deliveries are planned for out-of-the-way desti-
the EAR. nations.

(1) Decide whether there are ‘‘red flags’’. Take into account any abnormal 9. A freight forwarding firm is listed as the product’s final destination.
circumstances in a transaction that indicate that the export may be destined 10. The shipping route is abnormal for the product and destination.
for an inappropriate end-use, end-user, or destination. Such circumstances are 11. Packaging is inconsistent with the stated method of shipment or desti-
referred to as ‘‘red flags’’. Included among examples of red flags are orders nation.
for items that are inconsistent with the needs of the purchaser, a customer 12. When questioned, the buyer is evasive or unclear about whether the
declining installation and testing when included in the sales price or when purchased product is for domestic use, export or reexport.
normally requested, or requests for equipment configurations that are incompati-
ble with the stated destination (e.g., 120 volts in a country with 220 volts).
Commerce has developed lists of such red flags that are not all-inclusive but PART 734
are intended to illustrate the types of circumstances that should cause reasonable SCOPE OF THE EXPORT ADMINISTRATION REGULATIONS
suspicion that a transaction will violate the EAR. Sec.

(2) If there are ‘‘red flags’’, inquire. If there are no ‘‘red flags’’ in the 734.1 Introduction.
information that comes to your firm, you should be able to proceed with a 734.2 Important EAR terms and principles.
transaction in reliance on information you have received. That is, absent ‘‘red 734.3 Items subject to the EAR.
flags’’ (or an express requirement in the EAR), there is no affirmative duty 734.4 De minimis U.S. content.
upon exporters to inquire, verify, or otherwise ‘‘go behind’’ the customer’s 734.5 Activities of U.S. and foreign persons subject to the EAR.
representations. However, when ‘‘red flags’’ are raised in information that 734.6 Assistance available from BXA for determining licensing and other
comes to your firm, you have a duty to check out the suspicious circumstances requirements.
and inquire about the end-use, end-user, or ultimate country of destination. 734.7 Published information and software.
The duty to check out ‘‘red flags’’ is not confined to the use of License 734.8 Information resulting from fundamental research.
Exceptions affected by the ‘‘know’’ or ‘‘reason to know’’ language in the 734.9 Educational information.
EAR. Applicants for licenses are required by part 748 of the EAR to obtain 734.10 Patent applications.
documentary evidence concerning the transaction, and misrepresentation or 734.11 Government-sponsored research covered by contract controls.
concealment of material facts is prohibited, both in the licensing process and 734.12 Effect on foreign laws and regulations.
in all export control documents. You can rely upon representations from your Supplement No. 1 to Part 734 — Questions and Answers — Technology and
customer and repeat them in the documents you file unless red flags oblige Software Subject to the EAR
you to take verification steps. Supplement No. 2 to Part 734 — Calculation of Values for de minimis Rules

(3) Do not self-blind. Do not cut off the flow of information that comes to
your firm in the normal course of business. For example, do not instruct the

AUTHORITY: 50 U.S.C. app. 2401 et seq.; 50 U.S.C. 1701 et seq.; E.O.
sales force to tell potential customers to refrain from discussing the actual end- 12924, 59 FR 43437, 3 CFR, 1994 Comp., p. 917; E.O. 12938, 59 FR 59099,
use, end-user, and ultimate country of destination for the product your firm is 3 CFR, 1994 Comp., p. 950; Executive Order 13026 (November 15, 1996,
seeking to sell. Do not put on blinders that prevent the learning of relevant 61 FR 58767); Notice of August 15, 1995 (60 FR 42767, August 17, 1995);

and Notice of August 14, 1996 (61 FR 42527).information. An affirmative policy of steps to avoid ‘‘bad’’ information would
not insulate a company from liability, and it would usually be considered an

§734.1 Introduction.aggravating factor in an enforcement proceeding.
(a) In this part, references to the Export Administration Regulations (EAR)(4) Employees need to know how to handle ‘‘red flags’’. Knowledge possessed
are references to 15 CFR chapter VII, subchapter C. This part describes theby an employee of a company can be imputed to a firm so as to make it liable
scope of the Export Administration Regulations (EAR) and explains certainfor a violation. This makes it important for firms to establish clear policies
key terms and principles used in the EAR. This part provides the rules youand effective compliance procedures to ensure that such knowledge about
need to use to determine whether items and activities are subject to the EAR.transactions can be evaluated by responsible senior officials. Failure to do so
This part is the first step in determining your obligations under the EAR. Ifcould be regarded as a form of self-blinding.
your item or activity is not subject to the EAR, then you do not have any(5) Reevaluate all the information after the inquiry. The purpose of this
obligations under the EAR and you do not need to review other parts of theinquiry and reevaluation is to determine whether the ‘‘red flags’’ can be ex-
EAR. If you already know that your item or activity is subject to the EAR,plained or justified. If they can, you may proceed with the transaction. If the
you do not need to review this part and you can go on to review other parts‘‘red flags’’ cannot be explained or justified and you proceed, you run the risk
of the EAR to determine your obligations. This part also describes certain keyof having had ‘‘knowledge’’ that would make your action a violation of the EAR.
terms and principles used in the EAR. Specifically, it includes the following(6) Refrain from the transaction or advise BXA and wait. If you continue
terms: ‘‘subject to the EAR,’’ ‘‘items subject to the EAR,’’ ‘‘export,’’ andto have reasons for concern after your inquiry, then you should either refrain
‘‘reexport.’’ These and other terms are also included in part 772 of the EAR,from the transaction or submit all the relevant information to BXA in the form
Definitions of Terms, and you should consult part 772 of the EAR for theof an application for a license or in such other form as BXA may specify.
meaning of terms used in the EAR. Finally, this part makes clear that compliance
with the EAR does not relieve any obligations imposed under foreign laws.(b) Industry has an important role to play in preventing exports and reexports

contrary to the national security and foreign policy interests of the United
States. BXA will continue to work in partnership with industry to make this (b) This part does not address any of the provisions set forth in part 760 of

the EAR, Restrictive Trade Practices or Boycotts.front line of defense effective, while minimizing the regulatory burden on
exporters. If you have any question about whether you have encountered a
‘‘red flag’’, you may contact the Office of Export Enforcement at 1-800-424- (c) This part does not define the scope of legal authority to regulate exports,

including reexports, or activities found in the Export Administration Act and2980 or the Office of Exporter Services at (202) 482-4532.
Red Flags other statutes. What this part does do is set forth the extent to which such

legal authority has been exercised through the EAR.Possible indicators that an unlawful diversion might be planned by your
customer include the following:

1. The customer or purchasing agent is reluctant to offer information about §734.2 Important EAR terms and principles.
(a) Subject to the EAR — Definition.the end-use of a product.

2. The product’s capabilities do not fit the buyer’s line of business; for (1) ‘‘Subject to the EAR’’ is a term used in the EAR to describe those items
and activities over which BXA exercises regulatory jurisdiction under the EAR.example, a small bakery places an order for several sophisticated lasers.

Official Export Guide /  PRIMEDIA Information Inc. 1998



Export Administration Regulations G-19Sec. 734.3

Conversely, items and activities that are not subject to the EAR are outside (8) Export or reexport of items subject to the EAR does not include shipments
among any of the states of the United States, the Commonwealth of Puertothe regulatory jurisdiction of the EAR and are not affected by these regulations.

The items and activities subject to the EAR are described in §734.2 through Rico, or the Commonwealth of the Northern Mariana Islands or any territory,
dependency, or possession of the United States. These destinations are listed§734.5 of this part. You should review the Commerce Control List (CCL) and

any applicable parts of the EAR to determine whether an item or activity is in Schedules C & E, Classification of Country and Territory Designations for
U.S. Export Statistics, issued by the Bureau of the Census.subject to the EAR. However, if you need help in determining whether an item

or activity is subject to the EAR, see §734.6 of this part. Publicly available (9) Export of encryption source code and object code software.
(i) For purposes of the EAR, the export of encryption source code andtechnology and software not subject to the EAR are described in §734.7 through

§734.11 and Supplement No. 1 to this part. object code software means:
(A) An actual shipment, transfer, or transmission out of the United(2) Items and activities subject to the EAR may also be controlled under

export-related programs administered by other agencies. Items and activities States (see also paragraph (b)(9)(ii) of this section); or
(B) A transfer of such software in the United States to an embassy orsubject to the EAR are not necessarily exempted from the control programs

of other agencies. Although BXA and other agencies that maintain controls affiliate of a foreign country.
(ii) The export of encryption source code and object code software con-for national security and foreign policy reasons try to minimize overlapping

jurisdiction, you should be aware that in some instances you may have to trolled for EI reasons under ECCN 5D002 on the Commerce Control List (see
Supplement No. 1 to part 774 of the EAR) includes downloading, or causingcomply with more than one regulatory program.

(3) The term ‘‘subject to the EAR’’ should not be confused with licensing the downloading of, such software to locations (including electronic bulletin
boards, Internet file transfer protocol, and World Wide Web sites) outside theor other requirements imposed in other parts of the EAR. Just because an item

or activity is subject to the EAR does not mean that a license or other requirement U.S., or making such software available for transfer outside the United States,
over wire, cable, radio, electromagnetic, photooptical, photoelectric or otherautomatically applies. A license or other requirement applies only in those

cases where other parts of the EAR impose a licensing or other requirement comparable communications facilities accessible to persons outside the United
States, including transfers from electronic bulletin boards, Internet file transferon such items or activities.
protocol and World Wide Web sites, unless the person making the software
available takes precautions adequate to prevent unauthorized transfer of such

(b) Export and reexport. code outside the United States. Such precautions shall include:
(1) Definition of export. ‘‘Export’’ means an actual shipment or transmission (A) Ensuring that the facility from which the software is available

of items subject to the EAR out of the United States, or release of technology controls the access to and transfers of such software through such measures as:
or software subject to the EAR to a foreign national in the United States, as (1) The access control system, either through automated means or
described in paragraph (b)(2)(ii) of this section. See part 772 of the EAR for human intervention, checks the address of every system requesting or receiving
the definition that applies to exports of satellites subject to the EAR. See a transfer and verifies that such systems are located within the United States;
paragraph (b)(9) of this section for the definition that applies to exports of (2) The access control system, provides every requesting or receiving
encryption source code and object code software subject to the EAR. party with notice that the transfer includes or would include cryptographic

(2) Export of technology or software. (See paragraph (b)(9) for provisions software subject to export controls under the Export Administration Act, and
that apply to encryption source code and object code software.) ‘‘Export’’ that anyone receiving such a transfer cannot export the software without a
of technology or software, excluding encryption software subject to ‘‘EI’’ license; and
controls, includes: (3) Every party requesting or receiving a transfer of such software

(i) Any release of technology or software subject to the EAR in a foreign must acknowledge affirmatively that he or she understands that the crypto-
country; or graphic software is subject to export controls under the Export Administration

(ii) Any release of technology or source code subject to the EAR to a Act and that anyone receiving the transfer cannot export the software without
foreign national. Such release is deemed to be an export to the home country a license; or
or countries of the foreign national. This deemed export rule does not apply (B) Taking other precautions, approved in writing by the Bureau of
to persons lawfully admitted for permanent residence in the United States and Export Administration, to prevent transfer of such software outside the U.S.
does not apply to persons who are protected individuals under the Immigration without a license.
and Naturalization Act (8 U.S.C. 1324b(a)(3)). Note that the release of any
item to any party with knowledge a violation is about to occur is prohibited §734.3 Items subject to the EAR.
by §736.2(b)(10) of the EAR. (a) Except for items excluded in paragraph (b) of this section, the following

(3) Definition of ‘‘release’’of technology or software. Technology or software items are subject to the EAR:
is ‘‘released’’ for export through: (1) All items in the United States, including in a U.S. Foreign Trade Zone or

(i) Visual inspection by foreign nationals of U.S.-origin equipment and moving intransit through the United States from one foreign country to another;
facilities; (2) All U.S. origin items wherever located;

(ii) Oral exchanges of information in the United States or abroad; or (3) U.S. origin parts, components, materials or other commodities incorpo-
(iii) The application to situations abroad of personal knowledge or technical rated abroad into foreign-made products, U.S. origin software commingled

experience acquired in the United States. with foreign software, and U.S. origin technology commingled with foreign
(4) Definition of reexport. ‘‘Reexport’’means an actual shipment or transmis- technology, in quantities exceeding de minimis levels as described in §734.4

sion of items subject to the EAR from one foreign country to another foreign and Supplement No. 2 of this part;
country; or release of technology or software subject to the EAR to a foreign (4) Certain foreign-made direct products of U.S. origin technology or soft-
national outside the United States, as described in paragraph (b)(5) of this ware, as described in §736.2(b)(3) of the EAR. The term ‘‘direct product’’
section. See part 772 of the EAR for the definition that applies to reexports means the immediate product (including processes and services) produced
of satellites subject to the EAR. directly by the use of technology or software; and

(5) Reexport of technology or software. Any release of technology or source (5) Certain commodities produced by any plant or major component of a
code subject to the EAR to a foreign national of another country is a deemed plant located outside the United States that is a direct product of U.S.-origin
reexport to the home country or countries of the foreign national. However, technology or software, as described in §736.2(b)(3) of the EAR.
this deemed reexport definition does not apply to persons lawfully admitted
for permanent residence. The term ‘‘release’’ is defined in paragraph (b)(3) of (b) The following items are not subject to the EAR:

(1) Items that are exclusively controlled for export or reexport by the follow-this section. Note that the release of any item to any party with knowledge or
reason to know a violation is about to occur is prohibited by §736.2(b)(10) of ing departments and agencies of the U.S. Government which regulate exports

or reexports for national security or foreign policy purposes:the EAR.
(6) For purposes of the EAR, the export or reexport of items subject to the (i) Department of State. The International Traffic in Arms Regulations

(22 CFR part 121) administered by the Office of Defense Trade Controls relateEAR that will transit through a country or countries or be transshipped in a
country or countries to a new country or are intended for reexport to the new to defense articles and defense services on the U.S. Munitions List. Section

38 of the Arms Export Control Act (22 U.S.C. 2778).country, are deemed to be exports to the new country.
(7) If a territory, possession, or department of a foreign country is not listed (ii) Treasury Department, Office of Foreign Assets Control (OFAC). Regu-

lations administered by OFAC implement broad controls and embargo transac-on the Country Chart in Supplement No. 1 to part 738 of the EAR, the export
or reexport of items subject to the EAR to such destination is deemed under tions with certain foreign countries. These regulations include controls on

exports and reexports to certain countries (31 CFR chapter V). Trading withthe EAR to be an export to the foreign country. For example, a shipment to
the Cayman Islands, a dependent territory of the United Kingdom, is deemed the Enemy Act (50 U.S.C. app. section 1 et seq.), and International Emergency

Economic Powers Act (50 U.S.C. 1701, et seq.)to be a shipment to the United Kingdom.
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(iii) U.S. Nuclear Regulatory Commission (NRC). Regulations adminis- (d) Except as provided in paragraph (a) of this section for certain computers,
for all other countries not included in paragraph (b) of this section the followingtered by NRC control the export and reexport of commodities related to nuclear

reactor vessels (10 CFR part 110). Atomic Energy Act of 1954, as amended reexports are not subject to the EAR:
(1) Reexports of a foreign-made commodity incorporating controlled U.S.-(42 U.S.C. part 2011 et seq.).

(iv) Department of Energy (DOE). Regulations administered by DOE origin commodities valued at 25% or less of the total value of the foreign-
made commodity;control the export and reexport of technology related to the production of

special nuclear materials (10 CFR part 810). Atomic Energy Act of 1954, as (2) Reexports of foreign-made software incorporating controlled U.S.-origin
software valued at 25% or less of the total value of the foreign-made software; oramended (42 U.S.C. section 2011 et seq.).

(v) Patent and Trademark Office (PTO). Regulations administered by (3) Reexports of foreign technology commingled with or drawn from con-
trolled U.S.-origin technology valued at 25% or less of the total value of thePTO provide for the export to a foreign country of unclassified technology in

the form of a patent application or an amendment, modification, or supplement foreign technology.
thereto or division thereof (37 CFR part 5). BXA has delegated authority under
the Export Administration Act to the PTO to approve exports and reexports (e) For purposes of determining de minimis levels, technology and source code
of such technology which is subject to the EAR. Exports and reexports of such used to design or produce foreign-made commodities or software are not
technology not approved under PTO regulations must comply with the EAR. considered to be incorporated into such foreign-made commodities or software.

(2) Prerecorded phonograph records reproducing in whole or in part, the Commodities subject only to short supply controls are not included in calculat-
content of printed books, pamphlets, and miscellaneous publications, including ing U.S. content.
newspapers and periodicals; printed books, pamphlets, and miscellaneous publi-
cations including bound newspapers and periodicals; children’s picture and (f) You are responsible for making the necessary calculations to determine
painting books; newspaper and periodicals, unbound, excluding waste; music whether the de minimis provisions apply to your situation. See Supplement
books; sheet music; calendars and calendar blocks, paper; maps, hydrographical No. 2 to part 734 for guidance regarding calculation of U.S. controlled content.
charts, atlases, gazetteers, globe covers, and globes (terrestrial and celestial);
exposed and developed microfilm reproducing, in whole or in part, the content (g) See §770.3 of the EAR for principles that apply to commingled U.S.-origin
of any of the above; exposed and developed motion picture film and soundtrack; technology and software.
and advertising printed matter exclusively related thereto.

(3) Publicly available technology and software, except software controlled (h) Notwithstanding the provisions of paragraphs (c) and (d) of this section,
for EI reasons under ECCN 5D002 on the Commerce Control List, that: U.S.-origin technology controlled by ECCN 9E003a.1 through a.12, and .f,

(i) Are already published or will be published as described in §734.7 of and related controls, and encryption software controlled for ‘‘EI’’ reasons under
this part; ECCN 5D002 or encryption technology controlled for ‘‘EI’’ reasons under

(ii) Arise during, or result from, fundamental research, as described in ECCN 5E002 do not lose their U.S.-origin when redrawn, used, consulted, or
§734.8 of this part; otherwise commingled abroad in any respect with other software or technology

(iii) Are educational, as described in §734.9 of this part; of any other origin. Therefore, any subsequent or similar software or technology
(iv) Are included in certain patent applications, as described in §734.10 prepared or engineered abroad for the design, construction, operation, or mainte-

of this part. nance of any plant or equipment, or part thereof, which is based on or uses
any such U.S.-origin software or technology is subject to the EAR.Note to paragraphs (b)(2) and (b)(3) of this section: A printed book or

other printed material setting forth encryption source code is not itself subject
to the EAR (see§734.3(b)(2)). However, notwithstanding §734.3(b)(2), en- §734.5 Activities of U.S. and foreign persons subject to the EAR.
cryption source code in electronic form or media (e.g., computer diskette or The following kinds of activities are subject to the EAR:
CD ROM) remains subject to the EAR (see §734.3(b)(3)).

(4) Foreign made items that have greater than the de minimis U.S. content (a) Certain activities of U.S. persons related to the proliferation of chemical
based on the principles described in §734.4 of this part. or biological weapons or of missile technology as described in §744.6 of

the EAR.
(c) ‘‘Items subject to the EAR’’ consist of the items listed on the Commerce
Control List (CCL) in part 774 of the EAR and all other items which meet (b) Activities of U.S. or foreign persons prohibited by any order issued under
the definition of that term. For ease of reference and classification purposes, the EAR, including a Denial Order issued pursuant to part 766 of the EAR.
items subject to the EAR which are not listed on the CCL are designated
as ‘‘EAR99.’’ (c) Technical assistance by U.S. persons with respect to encryption commodities

or software as described in §744.9 of the EAR.
§734.4 De minimis U.S. content.
(a) There is no de minimis level for the export from a foreign country of a §734.6 Assistance available from BXA for determining licensing and
foreign-made computer exceeding 7000 MTOPS containing U.S.-origin con- other requirements.
trolled semiconductors (other than memory circuits) classified under ECCN (a) If you are not sure whether a commodity, software, technology, or activity
3A001 or high speed interconnect devices (ECCN 4A003.g) to Computer Tier is subject to the EAR, or is subject to licensing or other requirements under
3 and 4 countries described in §742.12 of the EAR. the EAR, you may ask BXA for an advisory opinion, classification, or a

determination whether a particular item or activity is subject to the EAR. In
(b) There is no de minimis level for the reexport of foreign-origin items that many instances, including those where the item is specially designed, developed,
incorporate the following: configured, adapted, or modified for military application, the item may fall

(1) Items controlled by ECCN 9A004.a; or under the licensing jurisdiction of the Department of State and may be subject
(2) ‘‘Information security’’ systems and equipment, cryptographic devices, to the controls of the International Traffic in Arms Regulations (22 CFR parts

software and components specifically designed or modified therefor, and related 120 through 130) (ITAR). In order to determine if the Department of State
technology controlled for ‘‘EI’’ reasons under ECCN, 5A002 ECCN 5D002, has licensing jurisdiction over an item, you should submit a request for a
and 5E002. Certain mass market encryption software may become eligible for commodity jurisdiction determination to the Department of State, Office of
de minimis only after a one-time BXA review (refer to §742.15(b)(1)). Defense Trade Controls. Exporters should note that in a very limited number

of cases, the categories of items may be subject to both the ITAR and the
EAR. The relevant departments are working to eliminate any unnecessary(c) Except as provided in paragraph (a) of this section for certain computers,
overlaps that may exist.the following reexports are not subject to the EAR when made to either an

embargoed country listed in part 746 of the EAR or to a terrorist-supporting
(b) As the agency responsible for administering the EAR, BXA is the onlycountry as described in part 742 of the EAR:
agency that has the responsibility for determining whether an item or activity(1) Reexports of a foreign-made commodity incorporating controlled U.S.-
is subject to the EAR and, if so, what licensing or other requirements applyorigin commodities valued at 10% or less of the total value of the foreign-
under the EAR. Such a determination only affects EAR requirements, and doesmade commodity;
not affect the applicability of any other regulatory programs.(2) Reexports of foreign-made software incorporating controlled U.S.-origin

software valued at 10% or less of the total value of the foreign-made software; or
(3) Reexports of foreign technology commingled with or drawn from con- (c) If you need help in determining BXA licensing or other requirements you

may ask BXA for help by following the procedures described in §748.3 oftrolled U.S.-origin technology valued at 10% or less of the total value of the
foreign technology. the EAR.
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§734.7 Published information and software. (4) The initial transfer of information from an industry sponsor to university
researchers is subject to the EAR where the parties have agreed that the sponsor(a) Information is ‘‘published’’ when it becomes generally accessible to the

interested public in any form, including: may withhold from publication some or all of the information so provided.
(See Supplement No. 1 to this part, Question D(2).)(1) Publication in periodicals, books, print, electronic, or any other media

available for general distribution to any member of the public or to a community (5) University based research is not considered ‘‘fundamental research’’ if
the university or its researchers accept (at the request, for example, of anof persons interested in the subject matter, such as those in a scientific or

engineering discipline, either free or at a price that does not exceed the cost industrial sponsor) other restrictions on publication of scientific and technical
information resulting from the project or activity. Scientific and technicalof reproduction and distribution (See Supplement No. 1 to this part, Questions

A(1) through A(6)); information resulting from the research will nonetheless qualify as fundamental
research once all such restrictions have expired or have been removed. (See(2) Ready availability at libraries open to the public or at university libraries

(See Supplement No. 1 to this part, Question A(6)); Supplement No. 1 to this part, Question D(7) and D(9).)
(6) The provisions of §734.11 of this part will apply if a university or its(3) Patents and open (published) patent applications available at any patent

office; and researchers accept specific national security controls (as defined in §734.11 of
this part) on a research project or activity sponsored by the U.S. Government.(4) Release at an open conference, meeting, seminar, trade show, or other

open gathering. (See Supplement No. 1 to this part, Questions E(1) and E(2).)
(i) Aconference or gathering is ‘‘open’’ if all technically qualified members

(c) Research based at Federal agencies or FFRDCs. Research conducted byof the public are eligible to attend and attendees are permitted to take notes
scientists or engineers working for a Federal agency or a Federally Fundedor otherwise make a personal record (not necessarily a recording) of the proceed-
Research and Development Center (FFRDC) may be designated as ‘‘fundamen-ings and presentations.
tal research’’ within any appropriate system devised by the agency or the(ii) All technically qualified members of the public may be considered
FFRDC to control the release of information by such scientists and engineers.eligible to attend a conference or other gathering notwithstanding a registration
(See Supplement No. 1 to this part, Questions D(8) and D(11).)fee reasonably related to cost and reflecting an intention that all interested

and technically qualified persons be able to attend, or a limitation on actual
(d) Corporate research.attendance, as long as attendees either are the first who have applied or are

(1) Research conducted by scientists or engineers working for a businessselected on the basis of relevant scientific or technical competence, experience,
entity will be considered ‘‘fundamental research’’ at such time and to theor responsibility (See Supplement No. 1 to this part, Questions B(1) through
extent that the researchers are free to make scientific and technical informationB(6)).
resulting from the research publicly available without restriction or delay based(iii) ‘‘Publication’’ includes submission of papers to domestic or foreign
on proprietary concerns or specific national security controls as defined ineditors or reviewers of journals, or to organizers of open conferences or other
§734.11(b) of this part.open gatherings, with the understanding that the papers will be made publicly

(2) Prepublication review by the company solely to ensure that the publicationavailable if favorably received. (See Supplement No. 1 to this part, Questions
would compromise no proprietary information provided by the company toA(1) and A(3)).
the researchers is not considered to be a proprietary restriction under paragraph
(d)(1) of this section. However, paragraph (d)(1) of this section does not(b) Software and information is published when it is available for general
authorize the release of information to university researchers where the researchdistribution either for free or at a price that does not exceed the cost of
results are subject to prepublication review. (See Supplement No. 1 to thisreproduction and distribution. See Supplement No. 1 to this part, Questions
part, Questions D(8), D(9), and D(10).)G(1) through G(3).

(3) Prepublication review by the company solely to ensure that prepublication
would compromise no patent rights will not be considered a proprietary restric-(c) Notwithstanding paragraphs (a) and (b) of this section, note that encryption
tion for this purpose, so long as the review causes no more than a temporarysoftware controlled under ECCN 5D002 for ‘‘EI’’ reasons on the Commerce
delay in publication of the research results.Control List (refer to Supplement No. 1 to part 774 of the EAR) remains

(4) However, the initial transfer of information from a business entity tosubject to the EAR even when publicly available.
researchers is not authorized under the ‘‘fundamental research’’provision where
the parties have agreed that the business entity may withhold from publication§734.8 Information resulting from fundamental research.
some or all of the information so provided.(a) Fundamental research. Paragraphs (b) through (d) of this section and

§734.11 of this part provide specific rules that will be used to determine whether
(e) Research based elsewhere. Research conducted by scientists or engineersresearch in particular institutional contexts qualifies as ‘‘fundamental research’’.
who are not working for any of the institutions described in paragraphs (b)The intent behind these rules is to identify as ‘‘fundamental research’’ basic
through (d) of this section will be treated as corporate research, as described inand applied research in science and engineering, where the resulting information
paragraph (d) of this section. (See Supplement No. 1 to this part, Question D(8).)is ordinarily published and shared broadly within the scientific community.

Such research can be distinguished from proprietary research and from industrial §734.9 Educational information.
development, design, production, and product utilization, the results of which

’’Educational information’’ referred to in §734.3(b)(3)(iii) of this part is not
ordinarily are restricted for proprietary reasons or specific national security

subject to the EAR if it is released by instruction in catalog courses and
reasons as defined in §734.11(b) of this part. (See Supplement No. 1 to this

associated teaching laboratories of academic institutions. Dissertation research
part, Question D(8)). Note that the provisions of this section do not apply to

is discussed in §734.8(b) of this part. (Refer to Supplement No. 1 to this part,
encryption software controlled under ECCN 5D002 for ‘‘EI’’ reasons on the

Question C(1) through C(6)). Note that the provisions of this section do not
Commerce Control List (refer to Supplement No. 1 to part 774 of the EAR).

apply to encryption software controlled under ECCN 5D002 for ‘‘EI’’ reasons
on the Commerce Control List (refer to Supplement No. 1 to part 774 of(b) University based research.
the EAR).(1) Research conducted by scientists, engineers, or students at a university

normally will be considered fundamental research, as described in paragraphs §734.10 Patent applications.
(b) (2) through (6) of this section. (‘‘University’’ means any accredited institu- The information referred to in §734.3(b)(3)(iv) of this part is:
tion of higher education located in the United States.) (a) Information contained in a patent application prepared wholly from foreign-

(2) Prepublication review by a sponsor of university research solely to insure origin technical data where the application is being sent to the foreign inventor
that the publication would not inadvertently divulge proprietary information to be executed and returned to the United States for subsequent filing in the
that the sponsor has furnished to the researchers does not change the status of U.S. Patent and Trademark Office;
the research as fundamental research. However, release of information from a
corporate sponsor to university researchers where the research results are subject (b) Information contained in a patent application, or an amendment, modifica-
to prepublication review, is subject to the EAR. (See Supplement No. 1 to this tion, supplement or division of an application, and authorized for filing in a
part, Questions D(7), D(9), and D(10).) foreign country in accordance with the regulations of the Patent and Trademark

(3) Prepublication review by a sponsor of university research solely to ensure Office, 37 CFR part 5;1 or
that publication would not compromise patent rights does not change the status
of fundamental research, so long as the review causes no more than a temporary (c) Information contained in a patent application when sent to a foreign country

before or within six months after the filing of a United States patent applicationdelay in publication of the research results.

1 Regulations issued by the Patent and Trademark Office in 37 CFR part 5 provide for the export to a foreign country of unclassified technical data in the form of a patent application
or an amendment, modification, or supplement thereto or division thereof.
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for the purpose of obtaining the signature of an inventor who was in the United prepublication clearance by DOE. Does that make any difference under the
Export Administration Regulations?States when the invention was made or who is a co-inventor with a person

residing in the United States. Answer: No, the transaction is not subject to the EAR. But if you published
in violation of any Department of Energy controls you have accepted in the

§734.11 Government-sponsored research covered by contract controls. grant, you may be subject to appropriate administrative, civil, or criminal
(a) If research is funded by the U.S. Government, and specific national security sanctions under other laws.
controls are agreed on to protect information resulting from the research,
§734.3(b)(3) of this part will not apply to any export or reexport of such Question A(5): We provide consulting services on the design, layout, and
information in violation of such controls. However, any export or reexport of construction of integrated circuit plants and production lines. A major part of
information resulting from the research that is consistent with the specific our business is the publication for sale to clients of detailed handbooks and
controls may nonetheless be made under this provision. reference manuals on key aspects on the design and manufacturing processes.

A typical cost of publishing such a handbook and manual might be $500; the
(b) Examples of ‘‘specific national security controls’’ include requirements for typical sales price is about $15,000. Is the publication and sale of such hand-
prepublication review by the Government, with right to withhold permission books or manuals subject to the EAR?
for publication; restrictions on prepublication dissemination of information to Answer: Yes. The price is above the cost of reproduction and distribution
non-U.S. citizens or other categories of persons; or restrictions on participation (§734.7(a)(1) of this part). Thus, you would need to obtain a license or qualify
of non-U.S. citizens or other categories of persons in the research. A general for a License Exception before you could export or reexport any of these
reference to one or more export control laws or regulations or a general reminder handbooks or manuals.
that the Government retains the right to classify is not a ‘‘specific national
security control’’. (See Supplement No. 1 to this part, Questions E(1) and E(2).) Question A(6): My Ph.D. thesis is on technology, listed in the EAR as requiring

a license to all destinations except Canada, which has never been published
§734.12 Effect on foreign laws and regulations. for general distribution. However, the thesis is available at the institution from
Any person who complies with any of the license or other requirements of the which I took the degree. Do I need a license to send another copy to a
EAR is not relieved of the responsibility of complying with applicable foreign colleague overseas?
laws and regulations. Conversely, any person who complies with the license Answer: That may depend on where in the institution it is available. If it is
or other requirements of a foreign law or regulation is not relieved of the not readily available in the university library (e.g., by filing in open stacks
responsibility of complying with U.S. laws and regulations, including the EAR. with a reference in the catalog), it is not ‘‘publicly available’’ and the export

or reexport would be subject to the EAR on that ground. The export or reexportSupplement No. 1 to Part 734 — Questions and Answers — Technology
would not be subject to the EAR if your Ph.D. research qualified as ‘‘fundamen-and Software Subject to the EAR
tal research’’ under §734.8 of this part. If not, however, you will need to obtainThis Supplement No. 1 contains explanatory questions and answers relating
a license or qualify for a License Exception before you can send a copy outto technology and software that is subject to the EAR. It is intended to give
of the country.the public guidance in understanding how BXA interprets this part, but is only

illustrative, not comprehensive. In addition, facts or circumstances that differ
Question A(7): We sell electronically recorded information, including softwarein any material way from those set forth in the questions or answers will be
and databases, at wholesale and retail. Our products are available by mail orderconsidered under the applicable provisions of the EAR. Exporters should note
to any member of the public, though intended for specialists in various fields.that the provisions of this supplement do not apply to encryption software
They are priced to maximize sales to persons in those fields. Do we need a(including source code) transferred from the U.S. Munitions List to the Com-
license to sell our products to foreign customers?merce Control List consistent with E.O. 13026 of November 15, 1996 (61 FR

Answer: You would not need a license for otherwise controlled technology58767) and pursuant to the Presidential Memorandum of that date. See §742.15
or software if the technology and software are made publicly available at aof the EAR. This Supplement is divided into nine sections according to topic
price that does not exceed the cost of production and distribution to the technicalas follows:
community. Even if priced at a higher level, the export or reexport of theSection A: Publication of technology and exports and reexports of technology
technology or software source code in a library accessible to the public is notthat has been or will be published.
subject to the EAR (§734.7(a) of this part).Section B: Release of technology at conferences.

Section C: Educational instruction.
Section B: ConferencesSection D: Research, correspondence, and informal scientific exchanges.
Question B(1): I have been invited to give a paper at a prestigious internationalSection E: Federal contract controls.
scientific conference on a subject listed as requiring a license under the EARSection F: Commercial consulting.
to all countries, except Canada. Scientists in the field are given an opportunitySection G: Software.
to submit applications to attend. Invitations are given to those judged to beSection H: Availability in a public library.
the leading researchers in the field, and attendance is by invitation only. Atten-Section I: Miscellaneous.
dees will be free to take notes, but not make electronic or verbatim recordings
of the presentations or discussions. Some of the attendees will be foreigners.Section A: Publication
Do I need a license to give my paper?Question A(1): I plan to publish in a foreign journal a scientific paper describing

Answer: No. Release of information at an open conference and informationthe results of my research, which is in an area listed in the EAR as requiring
that has been released at an open conference is not subject to the EAR. Thea license to all countries except Canada. Do I need a license to send a copy
conference you describe fits the definition of an open conference (§734.7(a)to my publisher abroad?
of this part).Answer: No. This export transaction is not subject to the EAR. The EAR

do not cover technology that is already publicly available, as well as technology
Question B(2): Would it make any difference if there were a prohibition onthat is made public by the transaction in question (§§734.3 and 734.7 of this
making any notes or other personal record of what transpires at the conference?part). Your research results would be made public by the planned publication.

Answer: Yes. To qualify as an ‘‘open’’ conference, attendees must be permit-You would not need a license.
ted to take notes or otherwise make a personal record (although not necessarily
a recording). If note taking or the making of personal records is altogetherQuestion A(2): Would the answer differ depending on where I work or where
prohibited, the conference would not be considered ‘‘open’’.I performed the research?

Answer: No. Of course, the result would be different if your employer or
Question B(3): Would it make any difference if there were also a registration fee?another sponsor of your research imposed restrictions on its publication (§734.8

Answer: That would depend on whether the fee is reasonably related to costsof this part).
and reflects an intention that all interested and technically qualified persons
should be able to attend (§734.7(a)(4)(ii) of this part).Question (A)3: Would I need a license to send the paper to the editors of a foreign

journal for review to determine whether it will be accepted for publication?
Question B(4): Would it make any difference if the conference were to takeAnswer: No. This export transaction is not subject to the EAR because you
place in another country?are submitting the paper to the editors with the intention that the paper will

Answer: No.be published if favorably received (§734.7(a)(4)(iii) of this part).

Question A(4): The research on which I will be reporting in my paper is Question B(5): Must I have a license to send the paper I propose to present
at such a foreign conference to the conference organizer for review?supported by a grant from the Department of Energy (DOE). The grant requires
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Answer: No. A license is not required under the EAR to submit papers to Question D(3): My university will host a prominent scientist from the PRC
who is an expert on research in engineered ceramics and composite materials.foreign organizers of open conferences or other open gatherings with the

intention that the papers will be delivered at the conference, and so made Do I require a license before telling our visitor about my latest, as yet unpub-
lished, research results in those fields?publicly available, if favorably received. The submission of the papers is not

subject to the EAR (§734.7(a)(4)(iii) of this part). Answer: Probably not. If you performed your research at the university, and
you were subject to no contract controls on release of the research, your research
would qualify as ‘‘fundamental research’’ (§734.8(a) of this part). InformationQuestion B(6): Would the answers to any of the foregoing questions be different
arising during or resulting from such research is not subject to the EARif my work were supported by the Federal Government?
(§734.3(b)(3) of this part).Answer: No. You may export and reexport the papers, even if the release

You should probably assume, however, that your visitor will be debriefedof the paper violates any agreements you have made with your government
later about anything of potential military value he learns from you. If you aresponsor. However, nothing in the EAR relieves you of responsibility for con-
concerned that giving such information to him, even though permitted, couldforming to any controls you have agreed to in your Federal grant or contract.
jeopardize U.S. security interests, the Commerce Department can put you in
touch with appropriate Government scientists who can advise you. Write toSection C: Educational Instruction
Department of Commerce, Bureau of Export Administration, P.O. Box 273,Question C(1): I teach a university graduate course on design and manufacture
Washington, DC 20044.of very high-speed integrated circuitry. Many of the students are foreigners.

Do I need a license to teach this course?
Question D(4): Would it make any difference if I were proposing to talk withAnswer: No. Release of information by instruction in catalog courses and
a PRC expert in China?associated teaching laboratories of academic institutions is not subject to the

Answer: No, if the information in question arose during or resulted fromEAR (§734.9 of this part).
the same ‘‘fundamental research.’’

Question C(2): Would it make any difference if some of the students were
Question D(5): Could I properly do some work with him in his researchfrom countries to which export licenses are required?
laboratory inside China?Answer: No.

Answer: Application abroad of personal knowledge or technical experience
acquired in the United States constitutes an export of that knowledge and

Question C(3): Would it make any difference if I talk about recent and as yet experience, and such an export may be subject to the EAR. If any of the
unpublished results from my laboratory research? knowledge or experience you export in this way requires a license under the

Answer: No. EAR, you must obtain such a license or qualify for a License Exception.

Question C(4): Even if that research is funded by the Government? Question D(6): I would like to correspond and share research results with an
Answer: Even then, but you would not be released from any separate obliga- Iranian expert in my field, which deals with technology that requires a license

tions you have accepted in your grant or contract. to all destinations except Canada. Do I need a license to do so?
Answer: Not as long as we are still talking about information that arose

Question C(5): Would it make any difference if I were teaching at a foreign uni- during or resulted from research that qualifies as ‘‘fundamental’’ under the
versity? rules spelled out in §734.8(a) of this part.

Answer: No.

Question D(7): Suppose the research in question were funded by a corporate
Question C(6): We teach proprietary courses on design and manufacture of sponsor and I had agreed to prepublication review of any paper arising from
high-performance machine tools. Is the instruction in our classes subject to the research?
the EAR? Answer: Whether your research would still qualify as ‘‘fundamental’’ would

Answer: Yes. That instruction would not qualify as ‘‘release of educational depend on the nature and purpose of the prepublication review. If the review
information’’ under §734.9 of this part because your proprietary business does is intended solely to ensure that your publications will neither compromise
not qualify as an ‘‘academic institution’’ within the meaning of §734.9 of this patent rights nor inadvertently divulge proprietary information that the sponsor
part. Conceivably, however, the instruction might qualify as ‘‘release at an has furnished to you, the research could still qualify as ‘‘fundamental.’’ But
open * * * seminar, * * * or other open gathering’’ under §734.7(a) of this if the sponsor will consider as part of its prepublication review whether it
part. The conditions for qualification of such a seminar or gathering as ‘‘open’’, wants to hold your new research results as trade secrets or otherwise proprietary
including a fee ‘‘reasonably related to costs (of the conference, not of producing information (even if your voluntary cooperation would be needed for it to do
the data) and reflecting an intention that all interested and technically qualified so), your research would no longer qualify as ‘‘fundamental.’’ As used in these
persons be able to attend,’’ would have to be satisfied. regulations it is the actual and intended openness of research results that

primarily determines whether the research counts as ‘‘fundamental’’ and so is
not subject to the EAR.Section D: Research, Correspondence, and Informal Scientific Exchanges

Question D(1): Do I need a license in order for a foreign graduate student to
work in my laboratory? Question D(8): In determining whether research is thus open and therefore

Answer: Not if the research on which the foreign student is working qualifies counts as ‘‘fundamental,’’ does it matter where or in what sort of institution
as ‘‘fundamental research’’ under §734.8 of this part. In that case, the research the research is performed?
is not subject to the EAR. Answer: In principle, no. ‘‘Fundamental research’’ is performed in industry,

Federal laboratories, or other types of institutions, as well as in universities.
The regulations introduce some operational presumptions and procedures thatQuestion D(2): Our company has entered into a cooperative research arrange-
can be used both by those subject to the regulations and by those who administerment with a research group at a university. One of the researchers in that group
them to determine with some precision whether a particular research activityis a PRC national. We would like to share some of our proprietary information
is covered. Recognizing that common and predictable norms operate in differentwith the university research group. We have no way of guaranteeing that this
types of institutions, the regulations use the institutional locus of the researchinformation will not get into the hands of the PRC scientist. Do we need to
as a starting point for these presumptions and procedures. Nonetheless, itobtain a license to protect against that possibility?
remains the type of research, and particularly the intent and freedom to publish,Answer: No. The EAR do not cover the disclosure of information to any
that identifies ‘‘fundamental research,’’ not the institutional locus (§734.8(a)scientists, engineers, or students at a U.S. university in the course of industry-
of this part).university research collaboration under specific arrangements between the firm

and the university, provided these arrangements do not permit the sponsor to
withhold from publication any of the information that he provides to the Question D(9): I am doing research on high-powered lasers in the central

basic-research laboratory of an industrial corporation. I am required to submitresearchers. However, if your company and the researchers have agreed to a
prohibition on publication, then you must obtain a license or qualify for a the results of my research for prepublication review before I can publish them

or otherwise make them public. I would like to compare research results withLicense Exception before transferring the information to the university. It is
important that you as the corporate sponsor and the university get together to a scientific colleague from Vietnam and discuss the results of the research with

her when she visits the United States. Do I need a license to do so?discuss whether foreign nationals will have access to the information, so that
you may obtain any necessary authorization prior to transferring the information Answer: You probably do need a license (§734.8(d) of this part). However, if

the only restriction on your publishing any of that information is a prepublicationto the research team.

Official Export Guide /  PRIMEDIA Information Inc. 1998



Export Administration RegulationsG-24 Supp. No. 1 to Part 734

review solely to ensure that publication would compromise no patent rights Answer: Software in machine readable code is publicly available if it is
available to a community at a price that does not exceed the cost of reproductionor proprietary information provided by the company to the researcher your

research may be considered ‘‘fundamental research,’’ in which case you may and distribution. Such reproduction and distribution costs may include variable
and fixed allocations of overhead and normal profit for the reproduction andbe able to share information because it is not subject to the EAR. Note that

the information will be subject to the EAR if the prepublication review is distribution functions either in your company or in a third party distribution
system. In your company, such costs may not include recovery for development,intended to withhold the results of the research from publication.
design, or acquisition. In this case, the provider of the software does not receive
a fee for the inherent value of the software.Question D(10): Suppose I have already cleared my company’s review process

and am free to publish all the information I intend to share with my colleague,
though I have not yet published? Question G(3): Is the export or reexport of software subject to the EAR if it

is sold at a price BXA concludes in a classification letter to be sufficientlyAnswer: If the clearance from your company means that you are free to
make all the information publicly available without restriction or delay, the low so as not to subject it to the EAR?

Answer: In response to classification requests, BXA may choose to classifyinformation is not subject to the EAR. (§734.8(d) of this part)
certain software as not subject to the EAR even though it is sold at a price above
the costs of reproduction and distribution as long as the price is nonethelessQuestion D(11): I work as a researcher at a Government-owned, contractor-
sufficiently low to qualify for such a classification in the judgment of BXA.operated research center. May I share the results of my unpublished research

with foreign nationals without concern for export controls under the EAR?
Answer: That is up to the sponsoring agency and the center’s management. Section H: Available in a Public Library

Question H(1): Is the export or reexport of information subject to the EAR ifIf your research is designated ‘‘fundamental research’’ within any appropriate
system devised by them to control release of information by scientists and it is available in a library and sold through an electronic or print service?

Answer: Electronic and print services for the distribution of informationengineers at the center, it will be treated as such by the Commerce Department,
and the research will not be subject to the EAR. Otherwise, you would need may be relatively expensive in the marketplace because of the value vendors

add in retrieving and organizing information in a useful way. If such informationto obtain a license or qualify for a License Exception, except to publish or
otherwise make the information public (§734.8(c) of this part). is also available in a library—itself accessible to the public—or has been

published in any way, that information is ‘‘publicly available’’ for those reasons,
and the information itself continues not to be subject to the EAR even thoughSection E: Federal Contract Controls
you access the information through an electronic or print service for whichQuestion E(1): In a contract for performance of research entered into with the
you or your employer pay a substantial fee.Department of Defense (DOD), we have agreed to certain national security

controls. DOD is to have ninety days to review any papers we proposed before
they are published and must approve assignment of any foreign nationals to Question H(2): Is the export or reexport of information subject to the EAR if
the project. The work in question would otherwise qualify as ‘‘fundamental the information is available in an electronic form in a library at no charge to
research’’ section under §734.8 of this part. Is the information arising during the library patron?
or resulting from this sponsored research subject to the EAR? Answer: Information available in an electronic form at no charge to the

Answer: Under §734.11 of this part, any export or reexport of information library patron in a library accessible to the public is information publicly
resulting from government-sponsored research that is inconsistent with contract available even though the library pays a substantial subscription fee for the
controls you have agreed to will not qualify as ‘‘fundamental research’’ and electronic retrieval service.
any such export or reexport would be subject to the EAR. Any such export
or reexport that is consistent with the controls will continue to be eligible for Question H(3): Is the export or reexport of information subject to the EAR if
export and reexport under the ‘‘fundamental research’’rule set forth in §734.8(a) the information is available in a library and sold for more than the cost of
of this part. Thus, if you abide by the specific controls you have agreed to, reproduction and distribution?
you need not be concerned about violating the EAR. If you violate those Answer: Information from books, magazines, dissertations, papers, electronic
controls and export or reexport information as ‘‘fundamental research’’ under data bases, and other information available in a library that is accessible to
§734.8(a) of this part, you may subject yourself to the sanctions provided for the public is not subject to the EAR. This is true even if you purchase such
under the EAR, including criminal sanctions, in addition to administrative and a book at more than the cost of reproduction and distribution. In other words,
civil penalties for breach of contract under other law. such information is ‘‘publicly available’’ even though the author makes a profit

on your particular purchase for the inherent value of the information.
Question E(2): Do the Export Administration Regulations restrict my ability
to publish the results of my research? Section I: Miscellaneous

Answer: The ExportAdministration Regulations are not the means for enforc- Question I(1): The manufacturing plant that I work at is planning to begin
ing the national security controls you have agreed to. If such a publication admitting groups of the general public to tour the plant facilities. We are
violates the contract, you would be subject to administrative, civil, and possible concerned that a license might be required if the tour groups include foreign
criminal penalties under other law. nationals. Would such a tour constitute an export? If so, is the export subject

to the EAR?
Section F: Commercial Consulting Answer: The EAR define exports and reexports of technology to include
Question F(1): I am a professor at a U.S. university, with expertise in design release through visual inspection by foreign nationals of U.S.-origin equipment
and creation of submicron devices. I have been asked to be a consultant for and facilities. Such an export or reexport qualifies under the ‘‘publicly avail-
a ‘‘third-world’’ company that wishes to manufacture such devices. Do I need able’’ provision and would not be subject to the EAR so long as the tour is
a license to do so? truly open to all members of the public, including your competitors, and you

Answer: Quite possibly you do. Application abroad of personal knowledge do not charge a fee that is not reasonably related to the cost of conducting the
or technical experience acquired in the United States constitutes an export of tours. Otherwise, you will have to obtain a license, or qualify for a License
that knowledge and experience that is subject to the Export Administration Exception, prior to permitting foreign nationals to tour your facilities (§734.7
Regulations. If any part of the knowledge or experience your export or reexport of this part).
deals with technology that requires a license under the EAR, you will need to
obtain a license or qualify for a License Exception. Question I(2): Is the export or reexport of information subject to the EAR if

the information is not in a library or published, but sold at a price that does
Section G: Software2 not exceed the cost of reproduction and distribution?
Question G(1): Is the export or reexport of software in machine readable code Answer: Information that is not in a library accessible to the public and that
subject to the EAR when the source code for such software is publicly available? has not been published in any way, may nonetheless become ‘‘publicly avail-

Answer: If the source code of a software program is publicly available, then able’’ if you make it both available to a community of persons and if you sell
the machine readable code compiled from the source code is software that is it at no more than the cost of reproduction and distribution. Such reproduction
publicly available and therefore not subject to the EAR. and distribution costs may include variable and fixed cost allocations of over-

head and normal profit for the reproduction and distribution functions either
in your company or in a third party distribution system. In your company, suchQuestion G(2): Is the export or reexport of software sold at a price that does

not exceed the cost of reproduction and distribution subject to the EAR? costs may not include recovery for development, design, or acquisition costs

2 Exporters should note that these provisions do not apply to software controlled under the International Traffic in Arms Regulations (e.g., certain encryption software).
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of the technology or software. The reason for this conclusion is that the provider standard, or conventions you use in the operation of your business, you may
not depreciate the fair market values reported or otherwise reduce the fairof the information receives nothing for the inherent value of the information.
market values by other accounting conventions such as depreciation. You may
rely upon the de minimis exclusion from the commingled rule only to theQuestion I(3): Is the export or reexport of information contributed to an elec-

tronic bulletin board subject to the EAR? extent you have reported the relevant calculations, values, assumptions, and
the basis or methodologies for the calculations. These values may be historicAnswer: Assume each of the following:

1. Information is uploaded to an electronic bulletin board by a person that or projected. You may rely on projected values only to the extent that and for
so long as they remain consistent with your report or future values reduce theis the owner or originator of the information;

2. That person does not charge a fee to the bulletin board administrator or U.S.-content under your reported assumptions, basis, and methodologies. You
are not required to file the above report if you do not choose to take advantagethe subscribers of the bulletin board; and

3. The bulletin board is available for subscription to any subscriber in a of the de minimis exclusion from the commingled rule.
(2) Export price. The report must include a description of the U.S.-contentgiven community regardless of the cost of subscription.

Such information is ‘‘publicly available’’ and therefore not subject to the including its classification on the Commerce Control List, its performance
characteristics and features, and the method of calculating its fair market value.EAR even if it is not elsewhere published and is not in a library. The reason

for this conclusion is that the bulletin board subscription charges or line charges The fair market value shall be the arms-length transaction price, if it is available.
If an arms-length transaction price is unavailable, then the report will describeare for distribution exclusively, and the provider of the information receives

nothing for the inherent value of the information. the valuation method chosen to calculate or derive the fair market value. Such
methods may include comparable market prices or costs of production and
distribution. This rule does not require calculations based upon any one account-Question I(4): Is the export or reexport of patented information fully disclosed

on the public record subject to the EAR? ing system or U.S. accounting standards. However, you must specify the ac-
cepted accounting standards you have chosen, and cost-based methods ofAnswer: Information to the extent it is disclosed on the patent record open

to the public is not subject to the EAR even though you may use such information valuation must be based upon records you maintain in the normal course of
business. You should also indicate whether reported values are actual arms-only after paying a fee in excess of the costs of reproduction and distribution.

In this case the seller does receive a fee for the inherent value of the technical length market prices or derived from comparable transactions or costs of
production, overhead, and profit. For example, if you chose to make calculationsdata; however, the export or reexport of the information is nonetheless not

subject to the EAR because any person can obtain the technology from the under the transfer pricing rules of the United States Internal Revenue Code at
section 482, your report should indicate that this is the source for your methodol-public record and further disclose or publish the information. For that reason,

it is impossible to impose export controls that deny access to the information. ogy, and you should also indicate which of the several methodologies in these
transfer pricing rules you have chosen.

(3) Future software sales. For calculations of U.S.-content in foreign software,Supplement No. 2 to Part 734 — Calculation of Values for De Minimis Rules
(a) Use the following guidelines in determining values for establishing exemp- you shall include your historic and estimated future software sales in units and

value along with the rationale and basis for those estimates in the report. Unliketions or for submission of a request for authorization:
(1) U.S. content value. parts incorporated into commodities, the cost of U.S. software code will be

attributed or allocated to the future sales of foreign-made software incorporating(i) U.S. content value is the delivered cost to the foreign manufacturer
of the U.S. origin parts, components, or materials. (When affiliated firms have the U.S. code, to determine the percentage of U.S. controlled content. In making

this calculation for foreign-made software, you must make an estimate of futurespecial arrangements that result in lower than normal pricing, the cost should
reflect ‘‘fair market’’prices that would normally be charged to similar, unaffilia- software sales of that foreign software if it is commingled with or incorporated

with the U.S. code. The value of the U.S. code commingled with or incorporatedted customers.)
(ii) In calculating the U.S. content value, do not include parts, components, into the foreign made software shall be divided by the total selling price of

all foreign-made software units already sold, plus the total selling price of allor materials that could be exported from the United States to the new country
of destination without a license (designated as ‘‘NLR’’) or under License foreign-made software units estimated for future sales.

(4) Foreign technology and software. For calculations of U.S.-content inException GBS (see part 740 of the EAR) or under NLR for items classified
as EAR99. foreign technology and software, you shall include in the report a description

of the foreign technology or software and a description of its fair market value(2) The foreign-made product value is the normal selling price f.o.b. factory
(excluding value added taxes or excise taxes). along with the rationale and basis for the selection and valuation of such foreign

software or technology. The report does not require information regarding(3) To determine the value of the U.S.-origin controlled content, you should
classify the U.S.-origin content on the Commerce Control List, determine those destinations and end users for reexport. The purpose of the report is solely to

permit the U.S. Government to evaluate the reasonableness of U.S.-content cal-items that would require a license from BXA for reexport to the ultimate
destination of the foreign-made product if such parts, components, or materials culations.

(5) Report and wait. If you have not been contacted by BXA concerningwere reexported to that destination in the form received, and divide the total
value of the controlled U.S. parts, components, and materials incorporated into your report within thirty days after filing the report with BXA, you may rely

upon the calculations in your report and the de minimis exclusions for softwarethe foreign-made item by the sale price of the foreign-made item.
(4) If no U.S. parts, components or materials are incorporated or if the and technology for so long as you are not contacted by BXA. BXA may contact

you concerning your report to inquire of you further or to indicate that BXAincorporated U.S. parts, components, and materials are below the de minimis
level, then the foreign-made item is not subject to the EAR by reason of §734.4 does not accept the assumptions or rationale for your calculations. If you

receive such a contact or communication from BXA, you may not rely uponof this part, the classification of a foreign-made item is irrelevant in determining
the scope of the EAR, and you should skip Step 4 in §732.2(d) and go on to the de minimis exclusions for software and technology in §734.4 of this part

until BXA has indicated whether or not you may do so in the future. You mustconsider Step 6 in §732.2(f) of the EAR regarding the foreign-produced direct
product rule. include in your report the name, title, address, telephone number, and facsimile

number of the person BXA may contact concerning your report.Note to paragraph (a)—U.S. origin peripheral or accessory devices that are
merely rack mounted with or cable connected into foreign equipment are not
deemed to be incorporated components even though intended for use with

PART 736products made abroad. Rather, such items are treated as U.S. items that retain
GENERAL PROHIBITIONStheir identity and remain subject to the EAR.

Sec.
736.1 Introduction.(b) One-time report prior to reliance upon the de minimis exclusion.
736.2 General prohibitions and determination of applicability.(1) Report requirement. Before you may rely upon the de minimis exclusion
Supplement No. 1 — General Ordersfor foreign software and technology commingled with U.S. software or technol-
Supplement No. 2 — Administrative Ordersogy, you must file a one-time report for the foreign software or technology. The

report must include the percentage of U.S.-content by value and a description of
AUTHORITY: 50 U.S.C. app. 2401 et seq.; 50 U.S.C. 1701 et seq.; E.O.your calculations including relevant values, assumptions, and the basis or
12924, 59 FR 43437, 3 CFR, 1994 Comp., p. 917; Executive Order 13026methodologies for making the percentage calculation. The three criteria im-
(November 15, 1996, 61 FR 58767) Notice of August 15, 1995 (60 FR 42767,portant to BXA in its review of your report will be the export price of the
August 17, 1995); and Notice of August 14, 1996 (61 FR 42527).

U.S.-content, the assumption regarding future sales of software, and the choice
of the scope of foreign technology. Your methodologies must be based upon §736.1 Introduction.

In this part, references to the EAR are references to 15 CFR chapter VII,the accounting standards used in the operation of your business, and you must
specify that standard in your report. Regardless of the accounting systems, subchapter C. A person may undertake transactions subject to the EAR without
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