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Technote 1186

How To Bea Good Multiple Users Citizen

CONTENTS T
his Technote describes the new APIs provided by the
Multiple Users technology introduced in Mac OS 9.0. It aso

Where s that Folder?

Not All Users are Equal answers the most frequent questions from developers and
provides afew workarounds for commonly encountered

Not All Applications are Equal problems.

Is Multiple Users Installed? This Note is directed at application developers who are
accessing folders within the System Folder or using the

Is Multiple Users Running? Fi ndFol der API and need to pay extra attention to the

access privileges of those folders.
Whois Logged In?

At Ease and Macintosh Manager were previous similar
User Names and Passwords products and al the information provided in thisNote is also
relevant for those technologies.

Additional Notes & Warnings

Summary

Whereisthat Folder?

TheFi ndFol der routine alows callers to determine the location of foldersthat have a specid purpose.
For example, Fi ndFol der can be used to |locate the Preferences folder& emdash;the appropriate location
for applicationsto store their preference files. In the beginning, Fi ndFol der 'smain utility was the fact that
it would always find the appropriate folder even when a different language system wasiin effect: in these
cases, folder names were often spelled differently or may have been named using non-Roman character
encodings. Now, with the advent of Multiple Users, not only may the folders returned by Fi ndFol der be
named in many different ways according to the language in effect, but their location may be different than
what is expected.

The Multiple Users technology manages a group of redirected folders associated with each User who may
be logged in. If the Owner of the computer islogged in, then no redirection occurs and al folders are
accessed asif the Multiple Users technology was not there. However, if any other User islogged in then
those redirected (one of each per User) folders are accessible with the Fi ndFol der API using the
constants:

kDeskt opFol der Type,

kTr ashFol der Type,

kPri nt Moni t or DocsFol der Type,

kSt art upFol der Type,

kAppl eMenuFol der Type,

kPr ef er encesFol der Type,

kLauncher |t ensFol der Type,

kShut downl t emsFol der Type,

kSt artupl t ensDi sabl edFol der Type,
kShut downl t enmsDi sabl edFol der Type,
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kl nt er net Sear chSi t esFol der,
kControl Stri pMdul esFol der,
kDeskt opPi ct ur esFol der Type,
kFavorit esFol der Type,
kALM_ocat i onsFol der Type,
kSpeakabl el t ensFol der Type,
kKeychai nFol der Type,

Note:

In the case of remote access (i.e., when using Macintosh Manager), the desktop folder

(kDeskt opFol der Type) and the PrintMonitor folder (kPr i nt Moni t or DocsFol der Type) will be
redirected to the local startup volume instead of the remote volume where user preferences would
normally be. Thus, when logged into Macintosh Manager, the preference structure would look like this:

Startup Volume
Users
<username>
Desktop Folder
PrintMonitor Documents
Remote VVolume
Users
<username>
Preferences Folder
Startup Items
etc

However, developers should never assume that the location of the desktop folder is at a certain location as
this may change in the future. Instead use the vRef Numand di r | D from theFi ndFol der call to locate all
redirected folders.

If you need to access the non-redirected folders (not all of them are accessible), you may do so using the
following constants:

® kSyst enDeskt opFol der Type
® kSyst enilrashFol der Type
® kSyst enPref erencesFol der Type

Additionally, there are new constants defined to locate the User's folders:

kUser sFol der Type: "Users' folder, contains one folder for each user.

kCur r ent User Fol der Type: The folder for the currently logged on user.

kCur r ent User Renot eFol der Locat i on: The remote folder for the currently logged on user
kCur r ent User Renot eFol der Type: The remote folder location for the currently logged on user
kShar edUser Dat aFol der Type: A Shared "Documents’ folder, readable & writeable by al users
kVol uneSet t i ngsFol der Type: Volume specific user information goes here

However, location of those specia foldersis unfortunately not the last word of the story ...

Back to top
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Not All Usersare Equal

After the boot process completes, Multiple Users displays alogin dialog. To login, auser must have an
account (usually set up by the owner of the computer). The user may have to enter a password to login.
Whilethelogin dialog is displayed, background-only applications (i.e., type' appe' , or any application
with the background-only bit set in the SI ZE resource) are allowed to run, but normal applications are not.

When the user isfinished, they choose L ogout from the Special menu. This begins the logout process.
First, al normal applications are sent quit Apple Events until they quit. (Note that once the user has
confirmed the logout, there is no way to abort it& emdash;an application will be sent aquit event every few
seconds until it actualy quits.) Next, alogout notification is sent to all registered programs. Finaly, the
Folder Manager istold to stop redirecting the per-user folders. Once logout is complete, the login didog is

displayed.

Note:
If the user chooses Restart or Shutdown from the Special menu, the logout notifications will also
occur in the same manner.

Applications usually need to write two different kinds of data: the user data, such as documents, or user's
preferences, and application data, such as hardware configuration, or dictionaries. The former typically
needs to be stored in one of the redirected folder, the latter needs a non-redirected folder. The problem
comes from the fact that some environments (Limited and Panels) will forbid write-accessto all
non-redirected folders but one: the Application Support folder that you can locate through the constant:
kAppl i cati onSupport Fol der Type.

Therefore, if your application is currently writing datain any other folder, you will have to make that
change in order to be compatible with the Multiple Users technology. In particular, as with Netboot, you
can't even be sure that your application's folder is going to be writable.

To determineif you have write accessto a given folder, check thei oACUser field inthe Cl nf oPBRec struct
after acall to PBGet Cat | nf 0. There isone exception to that rule, though. To provide some level of security
for the Application Support folder and its subfolders and to prevent the Finder, Panels, Standard File
Package, and Navigation Services to write to the Application Support folder, and since those processes
check for it, PBGet Cat | nf o will always return that you don't have write access to those folders. But, in
fact, just for those folders, and since most of the current applications never bother to check the permissions
first, you can write to them. That means that you should always check for write permission for afolder
except for the Application Support folder and its subfolders.

Or, if you prefer, do not check in advance if you can write to afolder, but be ready to handle
af pAccessDeni ed (- 5000) errors when you attempt to read from or write to any folder.

Y ou aso have to pay attention to the f oundVRef Numvalue returned by Fi ndFol der because it may not be

the same as the vRef Numvalue you passed in. Some of the redirected folders may be on another volume
and even on aremote volume. So always use both the f oundVRef Numand f oundDi r | D values returned.

Back to top

Not All Applications are Equal

If you're writing a classic Macintosh application, aside from using Fi ndFol der to locate the folders you
need and checking the write access of those folders, it's business as usual. The Multiple Users
technology redirects the folders and that's fairly transparent. These applications never "see" the login, and
they receivethe' qui t' Apple Event whenever thereisalogout.

But if you're writing a background-only application (type' appe' ) or some kind of system extension
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which is aways loaded, then you have to be aware of the login/logouts as they occur.
All the following APIs are found in Folders.h.

Y ou can register for the following notifications:

kFol der Manager Noti fi cati onMessageUser Logl n

Sent when a user has logged in. When you receive this message Fi ndFol der will return the vRef Num
and di r I D of the user's redirected folders (see list of redirected folders, above) until the user logs out.
This message can be used to |oad the new user's preferences.

kFol der Manager Noti fi cati onMessagePr eUser Logl n

Sent just prior to redirecting Fi ndFol der to the user'sfolders. Calling Fi ndFol der when receiving this
notification will return the vRef Numand di r I D of the system folders. This message can be used to
update the owner's preference files prior to Fi ndFol der being redirected.

kFol der Manager Noti fi cati onMessageUser LogQut

Sent when a user haslogged out. Thisisthelast time Fi ndFol der will return user's
folders& emdash;after this notification Fi ndFol der will return the vRef Numand di r | D of system
folders. This message can be used to update a user's preference files during logout.

kFol der Manager Noti fi cati onMessagePost User LogCQut

Sent just after Fi ndFol der has been restored to return the vRef Numand di r | D of system folders. This
message can be used to |oad the owner's preferences.

Use the following APIsto register and unregister your notifications:

OSErr Fol der Manager Regi st er Noti fi cati onProc(
Fol der Manager Not i fi cati onUPP noti fyProc,
void * refCon,
U nt 32 options);

CSErr Fol der Manager Unr egi st er Not i fi cati onProc(
Fol der Manager Not i fi cati onUPP noti fyProc,
void * refCon);

Use Fol der Manager Regi st er Not i fi cat i onPr oc to register your notification function with the Folder
Manager. Thenot i f yPr oc parameter isthe pointer or UPP to your notification function. Ther ef Con

parameter isfor your own use& emdash;this value will be passed to your notification function each time it

is caled. The options parameter specifies registration options.

Currently, the only option is specified by the kDoNot RemobveWhenCur r ent Appl i cati onQui t sBi t

constant. By setting this bit, you tell the Folder Manager to not remove your notification function when
the current application quits. Otherwise, a notification function registered within an application's context
will be automatically removed when that application quits. Programs that register notifications at system

startup should set thisbit. Most likely you will need to set this bit, since applications won't normally need

to receive Folder Manager notifications.

Use Fol der Manager Unr egi st er Not i fi cat i onPr oc to remove your notification function from the
Folder Manager's queue. Thenot i f yProc parameter isthe pointer or UPP to your notification function
that you passed to the Fol der Manager Regi st er Not i fi cati onPr oc function. Ther ef Con parameter

Page: 4
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should be the same value that you passed to the Fol der Manager Regi st er Not i f i cati onPr oc function.

The prototype of your notification function should be:

t ypedef OSStatus (*Fol der Manager Noti ficati onProcPtr) (
OSType nessage,
void * arg,
void * userRef Con);

Thisfunction will be called for al Folder Manager notifications. The message parameter will contain the
type of notification (user login, user logout, etc.), thear g parameter will contain a pointer to additional
information (if any), and the user Ref Con parameter is avalue provided when the function was registered.
Theuser Ref Con isfor your own use and can be any value you want (such as a pointer to your globals or
other state information).

In the case of the four notifications cited above, the arg parameter is a pointer to a
Fi ndFol der User Redi recti ond obal s structure:

struct Fi ndFol der User Redi recti ond obal s {
U nt 32 version;
U nt32 flags;

Str31 user Nane;
short userNaneScri pt;

short current User Fol der VRef Num
| ong current User Fol derDi r I D;

short renoteUser Fol der VRef Num
| ong renot eUser Fol derDi r | D,

Thereisan additiona fifth notification which is very different from the first four and will be of use only to
afew developers.

kFol der Manager Noti fi cati onDi scar dCachedDat a

Sent by third-party software when the entire Folder Manager cache should be flushed

In that case, ar g is undefined.

Back to top

|s Multiple UsersInstalled?

If you wish to be more than just compatible with the Multiple Users technology then it is crucia to know
whether it isinstalled on your users system of not. In order to check, usethe Gest al t APl and the defined
constantgest al t Mul ti pl eUsersState (' nfdr'):

Page: 5



Cestal t RecHand result;

if ( Gestalt(gestaltMiltipleUsersState,

(*result)->gi Version > 0)

{
/!l do stuff
}
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(long*) &result) == noErr &&

Note that the result of the Gest al t call isahandle to the following structure. Do not dispose of this

handle.

The current version of the Gest al t RecHand structure for Multiple Usersis 6
(gestal t Ml ti pl eUser sSt at eVer s) and the structure itself is defined as:

#pragma options align=mac68k
#pragma options align=reset

typedef struct { // gestalt info structure

// Version 1 fields

short gi Versi on

short gi Reserved0;
short gi Reservedl
short gi Reserved2
short gi Reserved3;
FSSpec gi Reserved4;

/!l Version 2 fields

short gi DocsVRef Num

| ong gi DocsDirl D
short gi For ceSaves;
short gi For ceOpens;
Str31 gi Wor kgr oupNane;
Str31 gi User Nane;
Str31 gi Fr ont AppNane;
short gi Reserved5
short gi I sOn;

structure version;
(0 = invalid)

[ OBSOLETE]
[ OBSOLETE]
[ OBSOLETE]
[ OBSOLETE]
[ OBSOLETE]

vref num of user's docunents
location (only valid if not
on fl oppy)

directory id of user's
docunents folder (only valid
if not on floppy)

true if user is forced to
save to their docunents
f ol der

true if user is forced to
open fromtheir docunents
f ol der

nane of current workgroup
(for Maci ntosh Manager)

nane of current user

nane of the frontnost
application

[ OBSOLETE]
true if Miultiple Users or

Maci nt osh Manager is on
ri ght now

Page: 6
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/!l Version 3 fields. - There were no additional fields for version 3

/!l Version 4 fields

short gi User Logged| nType
char gi User Encr ypt Pwd[ 16] ;
short gi User Envi ronment ;

| ong gi Reserved6

| ong gi Reserved?7

Bool ean gi Di sabl eScr nShot s;

/!l Version 5 fields

Bool ean gi Support sAsyncFSCal | s;
short gi Pr ef sVRef Num

| ong gi PrefsDirl D

unsi gned | ong gi User Logl nTi ne;

Bool ean gi Usi ngPri nt Quot as;
Bool ean gi Usi ngDi skQuot as;

/!l Version 6 fields

Bool ean gi I nSyst emAccess;
Bool ean gi User Fol der Enabl ed;
short gi Reserved8

| ong gi Reserved9

Bool ean gi I nLogi nScr een

/1

Il

Il
I

/1
I

/1
11

Il
/1

I
/1
11

11
/1

I

11

/1

/1
11

11
/1
Il

11
/1
I

/1
11

11
/1

/1 May have nore fields added in future,
/'l so never check for sizeof (CGestaltRec)

/1

| ogged in user type

encrypted user password
(our digest form

envi ronnent that user has
| ogged into

[ OBSOLETE]
[ OBSOLETE]

true if screen shots are not
al | oned

Fi nder uses this to tell if
our patches support async
trap patches

vref num of preferences

dirlD of the At Ease ltens
fol der on preferences vol unme

time in seconds when user
logged in (0 or 1 mean not
| ogged in)

true if logged in user is
using printer quotas

true if logged in user has
di sk quotas active

true if systemis in System
Access (i.e., owner |ogged
in)

true if FindFolder is
redirecting folders (uses
gi User Name for user)

[ OBSOLETE]
[ OBSOLETE]

true if no user has | ogged
in (including owner)

} GestaltRec, *CGestaltRecPtr, **GestaltRecHand;

/| Possible values for gi UserLoggedl nType

/'l (only applicable for AEFWMM not Miltiple Users)

enum {

kMJUser TypeNor nal =0, /! default

is a normal user
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kMJUser TypeWGAdm n
kMJUser Typed obal Admi n

1, // Workgroup Adm nistrator type
2 |/ G obal Admnistrator type (superuser)

/1 Possible values for gi UserEnvironnent
enum {
kMUEnvi r onmrent Panel s

0, // Panels environnment
kMJUEnvi r onnent Fi nder 1

, I/ Normal (or Unrestricted Finder)
/'l environment

2 // Limted (or Restricted Finder)
/1 environnment

kMJUEnvi r onment Fi nder Secur e

s

Note:

At Ease and the Macintosh Manager also register the' nf dr' Gest al t constant but use earlier versions
of theGest al t Rec structure. Be sure to always check its version (gi Ver si on) field before accessing the
other fields.

Back to top

|sMultiple Users Running?

In order to determine whether Multiple Usersis active on your users machine, check for the existence of
the Multiple Users Gest al t and look at the gi | sOn field to see if Multiple Usersis active.

Bool ean I sMul ti pl eUsersOn (void)
Gestal t RecHand resul t;

if (CGestalt (gestaltMiltipleUsersState, (long *) &esult) == noErr &&
(*result)->gi Version >= 2 & (*result)->gilsOn)
return true;

el se
return false;

Back to top
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WhoisLogged In?

How can | tell if no user iscurrently logged in?

Y ou should make sure Multiple Usersis active and then look at the gi | nLogi nScr een field to seeif the
machineis currently in the login screen. Or register your notification function, and in between alogin
notification and alogout notification, you know that auser islogged in.

How can | tell if a User other than the Owner islogged in?

UsetheGest al t APl asdescribed above. If gi User Logl nTi e is> 1 then aUser other than the Owner

islogged in. If the Owner islogged in, then gi User Logl nTi me will be 0 and gi | nSyst emAccess will be
true.

Bool ean | sUser Loggedl n (voi d)
Gestal t RecHand result;

if (CGestalt (gestaltMiltipleUsersState, (long *) &esult) == noErr &&
(*result)->giVersion >= 5 & (*result)->gilsOn &&
(*result)->gi UserLogl nTime > 1)
return true;
el se
return fal se;

Back to top
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User Names and Passwor ds

Many devel opers may be interested in knowing what their user's name and password are, and how secure
the password is.

In order to get the user name, check the gi User Logi nTi ne field to make sureit's greater than 1. If so,
then check the gi User Narre field to obtain the user's name. Alternatively, you can register your
notification function and catch the login notification, which will indicate the user namein the

Fi ndFol der User Redi r ect i ond obal s. However, you should note that when the owner logsin, the
globals structure will indicate an empty string for the user name in this case.

voi d CGet User Name (Str255 user Nane)
Gestal t RecHand resul t;

userName [0] = O;
if (Cestalt (gestaltMiltipleUsersState, (long *) &esult) == noErr &&
(*result)->gi Version >= 5 & & (*result)->gilsOn &&
(*resul t)->gi UserLogl nTine > 1)
Bl ockMbveData ((*result)->gi User Name, user Naneg,
(*result)->gi UserNane [0] + 1);

With regards to the security of the password, it is stored hashed in the Multiple User database and is
never in aform that can be decrypted. If you are using any alternate password plugins, it isthe
responsibility of the plugin manufacturer to ensure that the information is stored securely.

NOTE: The user's password is not available.

Back to top
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Additional Notes & Warnings

e If you are agood NetBoot citizen (see Technote 1151) then you have agood chanceto be a
good Multiple Users citizen.

e Thefollowingisnot aMultiple Users problem per se but isimportant to al applications. The
very first application launched by the system after the boot can be either the Finder, At Ease,
Login, or Panels and isreferred hereby as the shell:

o Some processes are alocating memory to store data or code in the shell's heap, or in
some cases, the heap of the first processto launch, or making a copy of state variables,
such asthe A5 value of this other process.

o Usually, this particular process is the Finder and it does not go away until the User
chooses Restart or Shut Down which iswhy this practice hasn't been a huge problem
in the past.

o When Multiple Usersis running, the shell or the firstprocess to launch is going to go
away as soon as the User logsin.

o So any memory allocated in that heap is going to be purged. If datais stored there, it's
going to belogt, if codeis stored there, it's going to cause a crash as soon as the process
who installed it isgoing to try to execute it.

o Therefore, alocate memory only in your heap if it's going to be around long enough, or
in the System heap if you can't help it but do NOT alocate memory in the shell or in the
first process to launch any more and do not assume that you can keep avalid copy of
state variables of this process.

e When using Macintosh Manager, the Preferences folder is redirected to a server volume. All
connected machines may not be using the same version of a particular application. The different
versions of that application may be using a different preferences file format. That fileis going to
be rewritten each time by the different versions. That fileis also going to be read by the different
versions. That means that the application has to be ready to deal gracefully, not only with
previous formats but also with newer formats.

Back to top

Summary

To be compatible with the Multiple Users technology, always use the Fi ndFol der API (using al
returned values) and either be ready to handle af pAccessDeni ed (- 5000) errors when you attempt 1/0O
cals, or test beforehand the read/write permission of the folder. Additionaly, do not assume that the
Finder is always running, or that any Finder information you got at one time is still valid later on.

To take advantage of the Multiple Users technology, register the new natification functions, and use the
Gestdt call withthegest al t Mul ti pl eUser sSt at e parameter.

Further References

o Technote 1151: Creating NetBoot Server-Friendly Applications
o Technote 1134: The Preferences Problem

Back to top
Downloadables

FOF
H Acrobat version of this Note (K).
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