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WWW Server (Apache)

ne Web Server LLUOOOOOLLO Web Server
OO0 oooooooooooouddt

HUHooooddd port 80
ne UL OOOOOOOOOOOOOOOOO Module

P module (UL OUO Microsoft ASP),
e, SSL Module

HOoddooddood SSL (Port 443)
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Configuration File

® /usr/local/etc/httpd/conf/httpd.conf
— Server Type, Port
— ScriptAlias
— Addhandler
— Directory
— Accessfile
— Virtualhost

B /usr/local/etc/httpd/conf/mime.types
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WWW Server Linux-SIS

m /usr/local/etc/httpd
— bin/httpd.org httpd OO0 OO0

— bin/httpd.php httpd OO OO0
JOoOododododn PHP

_ htdoce
OO000000000d HTML

— cgi-bin/
JO00odod Cal script

®m /usr/local/etc/httpsd Web Server
OOo00o00o0dod ssL

B = Jusr/local/etc/webadmintool Web Admin Tool
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web htaccess

U000 httpd.conf LOOOO AllowOverride All OO restart
httpd

JOo0odoodoobododoooodooootooooboad
JOO0040 htaccess UL .htpasswd LU L0
OJOo0000odoooooodn

— Jusr/local/etc/webadmin/htdocs/ TM P/

OO000o00oo
/usr/local/etc/webadmin/bin/htpasswd .htpasswd <user>
O0O000000o000o00o0ao

00000 Permission LU0 .htaccess OO .htpasswd [0
OOO0000 nobody OOOOOOMO
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CGl

® OO0 /usr/local/etc/httpd/
— cd cgi-bin
— Ccp examples/date .

100000000000000 Web Site
nttp://linux.intranet/cgi-bin/date

100000000000880 http:/linux.intranet/
10000000 script DOOOO0000OOO
Addressbook
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PHP3

HUOood GGl bbuudupouudbooiuduoot
HUooodd pPHP3 L UUHOUODDOUOHUODOUUOUN
Script UUOOOOOOO0O html OOOOOO

000000000 seript PHP 0000 00000
00000000000 .php3

Joo00ooddooodooodooodoodn
htdocs/php _examples/

JOo0odoododoodd PHP OO
http://linux.intranet/news
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10000 WWW Directory
nttp://linux.intranet/training/ OO OO0
1O0000000ooo00dduddoooon
manager JUUOOOO00000000

| 100 00000ddoooon oo
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Web-based E-mall:
Roxen+IMHO

B (0000000000000 E-mall 0OOO Maill Reader
JUHuuoboooot

U0 Linux-SIS 3.1 HOOOO0O0O00OUO Web-
based E-mail OO OOOOO0O00 IMHO OO0
HO0000od Web Server JUOOOMNO Roxen

OO0oddoddoddoooogoodoodoodoad
OO0 dUoOooddd chmod +x /ete/re.d/re.roxen

HOoOoododoooododnt http:/linux.intranet/
HO00 Click OO0 Web-based E-mail
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0000004 Web-based E-mall
HibooyyooodyuooL boo
attached LU OOOOOLM
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Proxy/Cache Server

Proxy/Cache OO OOOOH
100000000000 Parent/Sibling
Hit/Miss

1000000 Bandwidth OOOOOE 30-40

% 0000000 Cache Level L1010 1 OO
20-25% L0000 Level OO0 2
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Squid

HiEEninn
NN

Linux [
Transparent

RN NN

HUbgubgbiibdd © gugud 2542

Hodooogooooogn
Hodooodogodogodod

—ree/Open Source Cache Proxy Server
nttp://squid.nlanr.net/

HiNEninn
OO OOoooon 2

U HHOooodyyoooodt
Proxy LU0 (DOOOO0O0OUn
000 set OOQUOOO)
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Sguid Configuration

Add user OO0 squid
OOO00ooddooddooddooddoddd cache DOOOOOO log
file DOOO0O owner OOOO squid U0 Linux-SIS OOOOOO

_ lusr/local/etc/squid/cache COOO link OOOOMO /data/cachel

_ Jusr/local/etc/squid/logs OO0 links OOOO0O /var/fadm/squid_logs/

HUbodtubotdbbgdbbgtoogtbod dbbodood
HO0000ododouooon log file

s OO00O000D0O0O0O0O0000o0ood Initialize Cache Space
000 (squid -2)

00 Linux-SIS O0O0OO00O00O000000DO0000000000
oo
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Squid Configuration File

m JUO0O0000000 /usr/local/etc/squid/etc/squid.conf
OOO00000d parent OOO sibling OO00O000O0O0
Oooodudoon

— cache _peer hostname type http_port icp_port options

LOOO000 Access Control List OUOOOO0O0O0O0O0OOO
NN

— acl computer_room src 203.150.154.0-
203.150.154.255/255.255.255.0

— http_access allow computer_room
— Icp_access allow computer_room
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B HO000000bodbodbobobbott
JOOUOO port 80 (default setting)
— acl local-servers dstdomain schoolname.ac.th
— never_direct deny local-servers
— never_direct allow all

B OUUboUood Transparent Proxy LILILIL
HiNINNn

— httpd_accel uses host_header on
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Squid

/usr/local/etc/squid/bin/squid &
(1] /etc/re.d/rc.squid

Hoooodddooooat

— /var/fadm/squid _logs/cache.log

B HHODooddgoboodddobooadan
Hoboodydooon

— /var/fadm/squid_logs/access.log
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Web Site

(1 Redirector
0 1.1 000000 lan Lee

Linux-SIS 3.1 LIOO OO OO

uRL 1000000 block LU
/usr/local/etc/sqwd/etc/acl -url.conf
¥ Restart Squid
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B HUOOO0O Sguid Cache Server LU

! Jooooodoood cient OO0 1P
192.168.1.199 LU UHHHH
]

I UHHOD oo ooo o
1000000 Web Site

nttp://www.hotmail.com/ (U OO OO OO
10000)
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DNS Server: bind

er JUUDO Server LOOOOOOOON
Hooooooo
LU ?

1 bind U O0OOOO00O000OO0
DNSServer DDDDDDDDDDDDDDD[D

= 00 Linux-SISO0000000000000 bind
(process 1000 named) 0000000000000
0000 0000000000000 DNS Cache Server

| OO 9g
OO 2
|||||(§
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Configuration File

B 00 ddd0 /ete/named.conf
" O0000000000ggoog ivarlnamed/

0000000000000 © 000000 2542 - :
\*//- ISTHOON wINE(]
OO0t odooooatd 5 THANAND @ 1509

EEEEEE

Hubgoubgbogbgoodon



DNS Cache Server

®m [][] /etc/named.conf
zone“.” In{
type hint,
file “ root.cache”’ ;

}’.
B (0000000 root.cache

— dig @rs.internic.net . ns >
/var/named/root.cache
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Secondary DNS Server

B ][] /etc/named.conf
zone “thai.net” in{

type slave;
file “ slave/thal.net” ;
masters{ 202.44.202.2; },
b
" 0oouoytdgodoooooddddon
/var/named/slave UL L
Ooooogoooooob o 0obooon 2542 =y P
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Primary DNS Server - Forward

m [][] /etc/named.conf

— zone “schoolname.ac.th.” in{
o type master;
o file“master/schoolname.ac.th”
-}

B 100000000 /var/named/master/schoolname.ac.th
HOOoodtobooodddobooodddbobooddtnoh
|P Address LU OOO0OO0OO0OO0OO0OOOOOON
188-189
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Primary DNS Server - Reverse

m (JUO0O00 /ete/named.conf

zone “ 1.168.192.in-addr.arpa” in{

type master,
file “master/192.168.1" ;

}’.
B (OHDObUbOooabDan

/var/named/master/192.168.1 U LU OO0 OO
HUUooooguguon 189-190
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10000 Configuration default UL
100 Linux-SIS 3.1 OO0OOOoooon
nost L1010 nslookup LOOOOOOOM
O000000Ug oooooooooooooo
U0 host news.intranet LUOOMO 1P
192.168.1.9 L0000 (UUUO Reverse
00O Forward)
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SMTP Server Sendmail

= SM

HUbgubgbiibdd © gugud 2542

TP Server LLHOOODOOOOOOOOME
1000 E-mall (DD O0000ooodn
NN EEEnne

) 0000
n00o0C

Hnnn

[1 E-mal

Client

Outgoing E-mal
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POP/IMAP POP/IMAP
Server
AN "
2 Read/Delete ReadDelete
L. O
= Mailbox Ve =
User Send Send User
(E-mail Client) E-mail Client
\ AN R y/ el
k Company A j K Company B )
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MX DNS Record

m DNSMX Record DOOOO0OO0O0OOO0O0O E-mail OOOOO0OO
OO00o SMTP Server UUOOOOOOOOOOO0 ODOOO OOO
00000000000 ott@school.net.th SMTP Server OO0
OO00000o0oodoododdod DNSMX Record OO0
school.net.th OOOO0000000O00O (user.school.net.th) CICI0]
OO00 DOoOoododdodbodoodoodod user.school.net.th

m 000000000 user.school.net.th OOOOOOOO SMTP Server
Huoogyoogt

OO0000000000d DNS MX Record: host -t mx school.net.th

HO000000 MX Record U0 check DOOOO0OO0OOMO
HUOooobodbbidn bogtbodbbodoth oggbooduod
U0 error UOUOOOOOOOOOOO
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E

[]

1] E-mail Address

mail
HEEENnnEe
00000 0don

]
HNEn

L SMTP Server

— QO0o0godoodo 1P Range UL Client OO
HUooogduoooddoooddt SMTP Server U
RN

 /etc/mail/relays-domains

HUbgubgbiibdd © gugud 2542 /fb
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SMTP Server
E-mall

(1000 connection 0 SMTP Server 10O

OO0 0doooddoodddoooddoooddooodsn]
OO0 0doooddoooddoooddooodddooaddnot
OO0 OOoUddooddooddoo oodooddoodd Reect

00 SMTP Server OO0 set OOOO0O0O00000000 OO0
JOo0odoododoodo ooouoooobodooboooodo
00 spam E-mail

OJO000000000: DoOodoooodoooodoooooodo
OJO0000000000o0o0oobooooooooooa

_ Jetc/sendmail.cw
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Configuration

B /etc/aliases

[ aias OOOOUO mailing list OOO OO

OO 0O0boobodgboon
postmaster:  root
userl: userl@school .net.th
user?: \user2, user2@cnn.com
list]: ‘include:/etc/mail/listl

— JOO0o0oodoododdn newaliases
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/etc/access

s 00000000000000, 00000 000000000
N000000000000000000 (0000 000000000
Spam E-mail 00)

m (1H0000oooooogn
— Jetc/mail/access

o Spammer@aol.com REJECT
« Cyberspammer.com REJECT
o 206.117.147 REJECT

m JO00000000ooddddoooood OO0 restart sendmail
— cd/etc/mail ; makemap hash access < access
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/etc/mail/domaintabl e

HHHOOooOddaooooddioDn
000 SMTP Server LD DDOOOO OOOOO

—orward OO 00U
— domainl.co.th domain2.co.th

B HOO00OO0t
— cd mail ; makemap hash domaintable <

domaintable
— restart sendmail
UUOO000o0doodd © guduon 2542
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[etc/virtusertable

 [UDOODoooooooooooudddduoy E-
mall L0000 JU0o00odoodoodoodoodn
HiERRINININEE .

OHDObdbOooaDan
— ott@domainl.co.th pattara@domain2.co.th

B DDoodddn

— cd /etc/mail ; makemap hash virtusertable <
virtusertable

— restart sendmail
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Sendmall

® Tenet [

— ooy
HiNnn

i

— 0
L0

[]

HUbgubgbiibdd © gugud 2542
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L0

i
[1[]

1L

Hodooodogodogodod

nort 25
O000oooooog

LU0 203-204

100 sendmail -bt

U0
000U 204-205
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B (O00dOoo00don /ete/mail/relay-domains L
0000 1P O00O0000O00 Client PC OOOOO
0000 000o00o ooodooodooodood rC
O0O000000000000000o00od
O0O00000000000000000000000000000

OO00000o0oogood /ete/mail/virtusertable OO0
000000 forward E-mall DOOO0OOO0OOOOOO
userl@linux.intranet L OOOO00O0O0
user2@linux.intranet L0 000000000000
000 sendmail -bt
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POP LD HOUOHUOOOUOHHOOOOOUooog
U Uidooooooouuddyoon
HOoOoododo mal D00O0odod godgo
Server UUUUOOOOOOOOOOUN

IMAP OO 0DHOUHHHOOObooooddy booood
JOO0dooddoo oodooudooddod header
U0 E-mall OOOO0OUO OOddooddod oddo
OO00oooood Server QOO
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= [JO0O000 Linux Version JOOOOOOOOO0OOO
HOOoooodod POPAIMAP Server U OOOOOOM
NN

B 000000004 /etc/inetd.conf O OO0O0OOOOOM
pop UL imap UOOOOO00O0 comment LI

m JU0O0O0O000O0000ooobooooodd tednet OOOO
port 110 (pop), 143 (imap)
— OJO0gooddooddboodd 207-208 OOO0000H0

OUdoooooboodin e uguon 2542 _?m
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" OOoodooooddood E-mal OO0
oood POP OUO IMAP OOOO Linux-
SIS Server LUOOOOOOOUOHOOOOOONH

I UHHOooUUooooUdn dudooo

HOboodtibooddooooat
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Radius Server

m RADIUS = Remote Authentication Did In User Service
s 00000000000000C000o0oodoooooooooooogooagooa

_ 0000000 Add User OO0 Terminal Server (uln]uln
000 000000000000000000)
_ 000 Slirp (0OO

OO00000oooobdon boobooood tenet, DOOOO 1P OOOO

00000000000 Server)

m RADIUS
HUooudobgodobood RADIUS Server ULOOOOO
Terminal Server 1O OO0ODOODDO0O0DOOODOOODOOOOOODOOO RADIUS

Client
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Radius Client

B 000000 Terminal Server, Access
Server OO OOOOOO OO
OO0000 RADIUS Protocol LI

oot ogygdooodyyoon

RADIUS Server
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RADIUS Server

B 000000000o0dodoodododnod Livingston Radius
HOO000ouo Livingston (UOOODOLUO Lucent)

OOo00odooodoodoodoodoodoodootoodood
B Server -> Authentication Server, Accounting Server

HoodHoHHooooooo
— ugtbogtbodbbodbbodbod
— Uobodbbid User UOOOopoodoo

— RADIUS Proxy
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Free Radius Software

B http://www.livingston.com/tech/docs/
radius/

B http://lwww.freeradius.org/

B http://www.miquels.cistron.nl/radius/
B ftp://ftp.cheapnet.net/pub/icradius/

B http://www.xtradius.com/
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Common Configuration Files

B Radius DB: /etc/raddb , /usr/local/etc/raddb

— clients 00000000 Radius
Client

— dictionary OO0 OO
00000 Code LOOOM

— users O000ooooooddoo
Ooooaon
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Radius Server

B Radpwtst

— radpwitst -1 <client P> -d “/etc/raddb” -s <radius-
server-ip> -w “password” username

B HDooddyguooooddddoooooddun
000000000 Radius Server
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