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FTP Server: wu-ftpd

m 00000000000 UNIX DO00 o0oodoodoodod
m 00000000 /etc/inetd.conf OO /etc/hosts.deny
m Configuration files;
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/etc/passwd
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/etc/ftpaccess
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[etc/ftpgroups

/etc/ftpusers User OO0
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letc/shells Shell
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Anonymous FTP Server
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s 0000000000 ftp 00 Jetc/passwd

® Homedirectory LOOUUOOOO ftp UOOUOUO Home LU
Anonymous FTP user LOOOOOO OUOOO0 Home Directory
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JUUoooguduooot

B 00O000oodo fip bododooddodod Home DO
HO00000dod Directory / OO
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— OO0O00 group OO0 user DOOOOOO0OO0 OOOOOOOO
[etc/ftpaccess (guestgroup)

— 00O Home DOOO0OOOOOOOOOOODOO OOOOOODO
OO0 bin/ls (static version - OO OO O0O0O0O00O00O0OO
Anonymous User)
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Webmin
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— DNS Server

— Cron

— Apache

— Printer, PPP, Process, Disk partition, ..., etc.
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00, 0000 user, password)
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— Physical Security
— Host Security
— Network Security

-, Security Policy
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Physical Security
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Host Security

m User Account Security

HUobogddbboogdtbobogdyobogddboood
HUooogudbbogddbboogduoood
DO0000000onooobdouon tenet 0OOO0OO00OOOO

0000000000000 guest OOO0O OOOOO0O00O0O0OOO
Password

HUoooguduobogddobogddbboogduooot
Jouoooggt

LU0 root UL OHHOOOOOO OUOUDOOOOOUOOLDO su

HiNENEnEn
0000000000000 © 000000 2542 =7/, .
& é} SexmeondaNEr
00000000000000 VE  THAILAND @1309

Hodooodogodogodod




Service Security

— bouiubbogdbbobbgdybobogddbobod
Hutuoogn

« /etcinetd.conf
» Startup Process

File OO0 File System Security

— Ooooobooooodbooodd Permission OOOOOOO0O0OOO
— Ooooddgooo suUlb, SGID

— oboodgobobodddoboooddoboooddon

— 0Ooodoooodbooddoooooddd MDS5, Tripwire
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m Password OO Encryption Security

(1000 Shadow Password
L1010 One-time Password

U000 Crack JOOODOOOO0ODODOOOO00O0OOOOO
Huoogug
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m Kernd Security
— 0O000 Options OOOOOOOOO Security OO0 Source
routed frame, Sync Cookie
m Network Security

— gtubodtbodbbgdbogdboogtoodb oo ogd
Hooodbbgdbobgdboogtboogtbodbbodoo

_ Packet Sniffer
. UO0O0O0DOODO0ODOODODOOO Sniffer

o 000 Switch OOO Hub
o OO One-time password, SSH
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B DpUiboddooddooodiboyuDm

— http://www.securityportal .com/

— http://www.securityfocus.com/

— http://www.cert.org/

— Linux Security, Firewall HOWTO
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TCP Wrappper

B Server (LOOO Service) LOOON
LOoodotn 2 0t
— Stand Alone
— O0do inetd

" OOO0o00oooogoooooooodon
Service UOOO0O OOOOOOOOOOO inetd
(/etc/inetd.conf)
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TCP Wrapper
[etc/inetd.conf

ftp  stream tcp nowalit root /usr/sbin/tcpd
wu.ftpd -I - -a

telnet stream tcp nowait root
fusr/sbin/tcpd In.telnetd

pop3 stream tcp nowait root
fusr/sbin/in.pop3d In.pop3d

0000000000000 © 000000 2542 - :
\‘//;Q SexeondaNEr
00000000000000 /5 TRAIAND @1399

NECTEC

Hubgoubgbogbgoodon



[etc/hosts.deny
[etc/hosts.allow

- hosts.allow 0000000000 000O00DO0O0O0OO0O0OO0OO0O
Hoodobbbogtdddguoon ogubodbogotdot
OO0000000doood (@b 1P 0000 host) DOOOOO
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hosts.allow hosts.deny

<{JUbOoooouoouods: <guuuuodoodood
Jopuboyd>

Jootdiudoooooyn duoodydoodutn
oot oo dddudtn

— letc/hosts.allow DO OOO0OOOOOOON

— /letc/hosts.deny OO OOOOOO0000000OO0O0OOO
o in.telnetd:ALL EXCEPT 192.168.1.1
o in.ftpd: ALL EXCEPT 192.168.1.1 nectec.or.th
o ALL: ALL EXCEPT .utcc.ac.th
« ALL EXCEPT wu.ftpd: .nectec.or.th
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tel net/ftp/po
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Firewall: ipfwadm
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Firewall
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Firewall

® Filtering Firewall
¥ Proxy Server
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Firewall

00000 Frrewall --> OOOO00O00OOO

OO oooo
I)

Hoodo/odoodd FHrewall

— Security Policy

— Network Design: Network OUOOHOO OOOOOOO
HUHHoooooooguddduoooooooudt

HOOdoddod Frewall OOOOOOOM
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Firewall
L 1nux

Linux 2.0.X
— CompileKernd 00000000000
— Uoooddooodooodooddoo ipfwadm

Linux 2.2.X

— Compile Kernel DOOOOO0O0OOO

— 0Oooddooddooodooddoo ipchains
OO00oooooooooogggooooooooooooood

Firewdl OOOOO00O0O0OO0OO0 2 Network Interface
(UOOO0O0O 2 Ethernet Card, 1 Ethernet Card + 1 Modem)
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Kernel Rebuild

1. 00000000 General setup
a. Networking Support ON
2. JOOO0O0OO Networking Options
a. Network firewalls ON
b. TCP/IP Networking ON
c. |P forwarding/gatewaying ON
d. Firewalling ON
e. Firewall packet logging ON (LUOUO0O0O00O040O

OOo0on)
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f. IP. masquerading ON (LD OOOO0O0OOOO0 1P
Masguerade)

g. IP: accounting ON

h. IP: tunneling OFF

I. |P: aliasing OFF

]. 1P: PC/TCP compatibility mode OFF
K. IP: Reverse ARP OFF

|. Drop source routed frames ON
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3. 00000000 Network device support
a. Network device support ON
b. Dummy net driver support ON
c. Ethernet (10 or 100Mbit) ON
d. JOO0O0O Ethernet Card DOODOOOO

= JOD0O000O000O00 2 Ethernet Card
_  Uoboooogobbr append=“ether=0,0,ethl” 0 /etc/lilo.conf DOUOOOO /shin/lilo
_  Ooooodioobood IrRQ OnDounn Cad DOOODOOOOO

_ OOOooodoonb Plug & Play card DD OOOOO0OOO0OOOO BIOS DOOOOOO IRQ
UUUon 0ooobgodoboodd 1SA 0ot tgndoboboobgndonoodo
IRQ UULL DOUOIUDOLOODOLUIIDOLUIOLOLUO ObUubobuuod LAN
Card UOOOOOOOO
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Ipfwadm

B ;pfwadm -A command parameters [ options]
B ;pfwadm -1 command parameters [ options]
B ;pfwadm -O command parameters [ options]
B jpfwadm -F command parameters [ options]
® ;pfwadm-M [ -1 | -s] [options]
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® Command

— -a[policy] append

— -1 [policy] insert

— -d [policy] delete

— - [policy] list

— -p [policy] default policy

— L Reset Counter

—-f flush
S JA  Sewoiin
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— -stcp tepfin udp
timeout

—-C

—-h
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check
help
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¥ Parameter
— -P protocol (tcp, udp, icmp 0000 al)
— -S address/[ mask] [port]
— -D address/[ mask] [port]

— -V Address | nterface
Address
- — -W name |nterface
Name
. UUOO000o0doodd © guduon 2542 \:/;;; S@ME‘;N@F
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B Extra Options

—-m masquerade
— -r [port] redirect
—-0 OO0 log
— -V Verbose
.
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® Fushall rules
— ipfwadm -| -f
— Ipfwadm -O -f
— Ipfwadm -F -f
B [JUUOOO Default JOOOOOO deny
HEEn

— Ipfwadm -1 deny
— Ipfwadm -O deny
T — Ipfwadm -F deny
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— Ipfwadm -l -aaccept -V 192.168.1.1 -S 192.168.1.0/24 -D
0.0.0.0/0

— Ipfwadm -l -a accept -W eth0 -S 192.168.1.0/24 -D 0.0.0.0/0

— Ipfadm -O -aaccept -V 192.168.1.1 -S0.0.0.0/0-D
192.168.1.0/24

— Ipfwadm -O -adeny -5 0.0.0.0/0 -D 0.0.0.0/0 -0
— Ipfwadm -F |
— Ipfadm -F -am -S 192.168.1.0/24 -D 0.0.0.0/0
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Application UOOOOOO0OOOO0O0O0OOON

— Jbogtboogtboodd dbbudbbodtbooddd
Huoogdoogdobodbbouun

— UOo0ododododododod Wingate, Winproxy
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|P Masquerade
n UOHHOoOooobodbodod
— Packet Filter Firewall
— Proxy Server Firewall
® |P Masguerade
— OO0 Proxy Server Firewall JOOOOU0O Kernel
— JO00000ooUn oodoodoodood Internet
]
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Frewall JUOOOOOOOOOOOO
evelopment and/or incomplete code/drivers (CONFIG_ EXPERIME

Ing (CONFIG_IP_ MASQUERADE): YES
au masquerade support (CONFIG _IP. MASQUERADE IPAUTOFRFW

Kernel Rebuild
= JO00000000000000000
pt

uerading (CONFIG_IP_ MASQUERADE_ICMP): YES
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Startup file /etc/rc.d/rc.firewall

= U module OOOOOHOOOM
/sbin/depmod -a
/sbin/modprobe ip_masg ftp
/shin/modprobe ip_masg raudio
/sbin/modprobe ip _masqg Irc
/shin/modprobe ip masg cuseeme
/sbin/modprobe ip _masg vdolive
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m Frewdl Rules (UOOOO0OOO0O00OOOOM)
— #Flush all rules
— [shbin/ipfwadm -| -f
— /sbin/ipfwadm -O -f
— [shin/ipfwadm -F -f
— # Set the default Input and Output policy to "accept”
— /sbin/ipfwadm -I -p accept
— Ishin/ipfwadm -O -p accept
— # Set the default Forward policy to "deny"
— [Ishbin/ipfwadm -F -p deny
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— # Accept traffic to our own web server

— /sbin/ipfwadm -| -a accept -P tcp -S192.168.1.0/24
-D192.168.1.1/32 80

— # Redirect Web Traffic to proxy (Transparent proxy)

— /sbin/ipfwadm -1 -a accept -P tcp -r 81 -S192.168.1.0/24
-D/0.0.0.0/0 80

— #|P Masguerade for 192.168.1.0/24 (Internal Network)
— /sbin/ipfwadm -F -am -S192.168.1.0/24 -D 0.0.0.0/0
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10 Hrewall Rules LIOOLH
1000000 1P Masguerade
100 Client PC OLO

Himinn
UHOoooUooo oot

= O O

L L]

I e
||||||Q|_||_|
OO0 000
OO0 00
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Transparent Proxy

B [[O00000000000000000 Cache/Proxy Server
JUHUoooooogudduooooot

B Ooooouddddbobn User HOOHUOOOOOO
Browser Setting OO0 O0OOO0O0OM

® 10U Transparent Proxy

— JOOoO000do Request web UL user UL Redirect L0
00 Proxy Server O OOHOOOOOOMO

— 0000000 Linux-SIS Server JOOOOO0OO0OOO
000 gateway OOUOO Squid Proxy/Cache Server
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Redirect Traffic UL ODUOOOOOOOOL squid.conf
— httpd_accel _host virtual
— httpd_accel _port 80
— httpd_accel _with _proxy on
— httpd _accel uses host_header on
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Pfe%é’ d/rc.firewall
— Ipfwadm -1 -a accept -P tcp -r 8080 -S192.168.1.0/24
-D0.0.0.0/0 80
B UOO00ooo0 squd Dooooooooooo
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] Firewall Rule L0

NN

]

| Transparent Proxy

HOooddoodd Client PC

HiEnn

]

0 www LI

ransparent Proxy LU UUOUODOOMO
OO0000000 Browser Setting

UL Proxy server LILILIL

L www LU OO HHHL
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One-Time Password
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100 telnet/ftp UU L DD OOOO0O0O00OO
_ogln HiNN [

DDDDDDD Hinnn
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L OUHuoon

] Snlffer
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telnet/ftp

: Client
_ (login)
Login: — | (password)
Password: L
Hacker/Cracker
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telnet/ftp One-
Time Password

— E'
——

== [
Server Client
login: < — One Time Password
<Challenge> o
Response: s
o MD4/
MD5
I ' (login)
— Challenge + (password)
- [—]"=
Hacker/Cracker
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One-Time-Password

® Algorythm: MD4/MD5

= Server:
— SIKEY
— OPIE
— Log Daemon

B Client

— 00000 OTP Calculator JOOOOOOOOOOO
Windows/Mac/UNI X/Java
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Linux-SIS 3

= hoddubooddibn source

— cd /usr/local/src/opie-2.32

— make instal

— opiepasswe
Jooodn

L UNIX
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® OTP Password OO0 OOOOOOOOON

Password
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000000 OPIE OTP UL
OO00000000o0aaan
telnet

OO0004dn Winkey LU0
HOoddooodoon Chent PC

OUo0oodoododd © oUoaun 2542 7/ P
2 SecordalNw
N0000000000000 VE T Thananp@ises

Hodooodogodogodod




	เอกสารประกอบการอบรมหลักสูตร Linux-SIS
	Slide 2
	การติดตั้งและใช้งาน Internet Server (ต่อ)
	FTP Server: wu-ftpd
	Anonymous FTP Server
	การบังคับให้ Home ของ User เป็น FTP / Directory
	แบบฝึกหัด
	Webmin
	วิธีติดตั้งและใช้งาน สำหรับ Linux-SIS 3
	Slide 10
	Linux Security
	ความปลอดภัยของระบบเบื้องต้น
	Physical Security
	Host Security
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	TCP Wrappper
	TCP Wrapper และ /etc/inetd.conf
	/etc/hosts.deny และ /etc/hosts.allow
	วิธีการระบุในไฟล์ hosts.allow และ hosts.deny
	Slide 23
	Firewall: ipfwadm
	แผนผังของเครือข่ายที่มี Firewall อย่างง่าย
	ชนิดของ Firewall
	ก่อนจะใช้ Firewall
	สร้าง Firewall ใช้เองด้วย Linux
	Kernel Rebuild
	Slide 30
	Slide 31
	ipfwadm
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	ตัวอย่างการใช้งาน
	Slide 38
	IP Masquerade
	Slide 40
	Startup file /etc/rc.d/rc.firewall
	Slide 42
	Slide 43
	Slide 44
	Transparent Proxy
	การติดตั้ง Transparent Proxy
	แบบฝึกหัด
	One-Time Password
	การ telnet/ftp ปกติ
	การ telnet/ftp ด้วย One-Time Password
	One-Time-Password
	การใช้งานบน Linux-SIS 3
	Slide 53

