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FTP Server: wu-ftpd

B Configuration files:

/etc/passwd
/etc/ftpaccess
/etc/ftpconvertions
/etc/ftpgroups
/etc/ftpusers

/etc/shells
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Shell Yo 3¢ lsngon 1111013 fip
_=—_:-_.f.:? |E
\/7&; SeroondaNir

NECH= TRANIAND @1309




_

- Anonymous FTP Server

m ial éﬂ #1ae) au150u1A1% Tvan (ay o 1vian) doya ld
a9 Glle /etc/passwd

B Home directory YA 19 fip 91111 Home 04 Anonymous FTP

o’wd

user IFUNY 71811 Home Directory i lvlagadl

— bin/ls (@AilUIBTH¥U Statically-linked)

— etc/passwd (¥14191 System /etc/passwd mll’fluumwum)

— pub (ﬁ’J‘L!Gl‘I’iﬂl‘L!EJJJl,ﬂ‘UllT\lﬂTlGl@QﬂﬁLNElLLWillﬂclﬁu)
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- Webmin
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_ Cron
— Apache

— Printer, PPP, Process, Disk partition, ..., etc.
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— Physical Security
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Physical Security

W Lock quainTo PC
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- Host Security

_ svarudeslinnuilasans

B User Account Security
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M Service Security

B File 1oy File System Security

A | 1 091)
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» Jetcinetd.conf

« Startup Process

— ‘I/‘])m’ﬂmslgﬁclﬁ]ﬁﬂ Permission ’f)EJ'Nazlﬁﬁlﬂ
(Y] J
— s¢3494d suID, SGID

— dsosdoyaoddinane

~ l¥n3e9iia%280819 MD5, Tripwire
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W Password Llag Encryption Security
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B Kernel Security
i

~ AnEN Options NINaND Security 1¥U Source routed frame, Sync Cookie

B Network Security

HHH . Glﬂf One-time password, SSH
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— Packet Sniffer

o Switch UNU Hub
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— TCP Wrapper A2UANUTM N 1AnUR 19
|

~ Linux Security, Firewall HOWTO

— Firewall

B ANHIHIANNSINUA

— http://www.securityportal.com/
— http://www.securityfocus.com/

— http://www.cert.org/
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TCP Wrappper

B Server (1130 Service) A197 1191011 2 Triwa
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(/etc/inetd.conf)
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TCP Wrapper (12 /etc/inetd.conf

ftpo  stream tcp  nowait root /usr/sbin/tcpd wu.ftpd -l -i -a
J mm

telnet stream tcp  nowait root /usr/sbin/tcpd in.telnetd

’ pop3 stream tcp  nowait root /usr/sbin/in.pop3d in.pop3d
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TRAILAND @ 1509

=




_

/etc/hosts.deny LI /etc/hosts.allow

I~ saq Y o Y X 1
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HHH ’J‘ﬁmiizuiull‘l/\lﬂ hosts.allow Q& hosts.deny

d' = dﬁ 9J A
B <519%ouTns> <Nou lulumsliuims>
m\ H o = =\ ] o H [o] I~
B MFiuuzihne Yauimsnneds udadlanduiu

_ Jetc/hosts.allow ludosldosls

— Jetc/hosts.deny AR NADINTIHY

* in.telnetd:ALL EXCEPT 192.168.1.1

« in.ftpd: ALL EXCEPT 192.168.1.1 nectec.or.th

_

ALL: ALL EXCEPT .utcc.ac.th

« ALL EXCEPT wu.ftpd: .nectec.or.th
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B naaeasamily fete/hosts. deny Ha171A3 94 Client PC U091
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- Firewall: ipfwadm

® do1d0: Single Point of Failure, JszanTaneiag
]
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i Router
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Firewall
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W Filtering Firewall

1 YUAVDN Firewall

B Proxy Server
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uuumum nouae 4 Firewall

1 (¥ 1 s v Y | ' \
B na1AUI Firewall > gilnsaingouuda ldquaniga 2

B N9UIZINYYIAN Firewall

— Security Policy

— Network Demgn Network muuaﬂ naza U luUeInIuY mawuan
@]@ﬂl&@]iﬂ%ﬂ“ﬂ Firewall GNE]EJL'VH‘L!‘L!
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4519 Firewall 14199878 Linux

_

B Linux 2.0.x
— Compile Kernel Taue U

— gausaunuTsunsy ipfwadm

’ M Linux 2.2.x

— Compile Kernel Tadue U

— lausiunuTalsunsy ipchains
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B (A503A0UNUADTNIIHUIN Firewall 993108191108 2 Network
<

Interface (919111 2 Ethernet Card, 1 Ethernet Card + 1 Modem)
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a. Network firewalls ON

1. lu3® General setup

a. Networking Support ON

2. luiate Networking Options

b. TCP/IP Networking ON
c. [P forwarding/gatewaying ON
d. Firewalling ON

e. Firewall packet logging ON (lugnudluuanuziin
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|
f. IP: masquerading ON (5}1@9]} 93015 1% IP Masquerade)

g. [P: accounting ON

h. IP: tunneling OFF

! i, IP: aliasing OFF

j. IP: PC/TCP compatibility mode OFF

k. IP: Reverse ARP OFF

1. Drop source routed frames ON
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3. Tutii9e Network device support

— ©19ADUNY append=“ether=0,0,eth1” 11 /etc/lilo.conf a5 /sbin/lilo

a. Network device support ON

b. Dummy net driver support ON
c. Ethernet (10 or 100Mbit) ON
d. 1a0n Ethernet Card U9IN1

B 19171311 2 Ethernet Card

' 4
~ 5¢395049 TRQ Y0Naa@03 Card 1 liasuny

— 10 1419 Plug & Play card 019803411111 BIOS 61971 IRQ 1iuq 1agn 14l Tae
1SA uan wive lailvinieqin IRQ 1u liuanlinuginsaioudn deazsild LAN

a Card 1913718

8IUAENT © AaAN 2542 5—7’? :

‘HHH‘HHH ‘ audinalulafdiinniefinduaznanfiiaaiunima }é;-g - %ﬁ&iﬁ@mg
| a5



ipfwadm

ipfwadm -A command parameters [options]

ipfwadm -1 command parameters [options]

ipfwadm -O command parameters [options]

ipfwadm -F command parameters [options]

ipfwadm -M [ -1 | -s | [options]
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— -a[policy] append
| el
— -d [policy] delete
. .
— -1 [policy] list
— -p [policy] default policy
L/ Reset Counter
0 — f flush
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— -s tep tepfin udp
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A4A1 timeout
check

help
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® Parameter

_

— -P protocol (tcp, udp, icmp 130 all)

— -S address/[mask] [port]

— -D address/[mask] [port]

— -V Address Interface Address

— -W name Interface Name
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M Extra Options

- m masquerade
ot e
| d
- 1N log
- Verbose
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19819015 M9

!
B a6 Default 15l deny Waviue

I ~ ipfwadm -F deny

B Flush all rules
- tpfwadm -1 -

— ipfwadm -O -f

— 1pfwadm -F

— 1ipfwadm -I deny
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CRRERN T

ipfwadm -I -a accept -V 192.168.1.1 -S 192.168.1.0/24 -D 0.0.0.0/0
ipfwadm -I -a accept -W eth0 -S 192.168.1.0/24 -D 0.0.0.0/0
ipfadm -O -a accept -V 192.168.1.1 -S 0.0.0.0/0 -D 192.168.1.0/24
ipfwadm -O -a deny -S 0.0.0.0/0 -D 0.0.0.0/0 -o

ipfwadm -F -1

ipfadm -F -am -S 192.168.1.0/24 -D 0.0.0.0/0




- IP Masquerade

B {oduazdoideund
— Packet Filter Firewall

— Proxy Server Firewall

B IP Masquerade
— 111 Proxy Server Firewall lus2Av Kernel

Yq 9 9 . . Y '
— Algmelu awnsaleau Internet Application ldtaiiousgnigusn

— ad1eTdsunsudImIn Wingate, Winproxy

— AlFnnmeuen liaunsodhnldaunsmsnelula
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A A , | 4
B WUANNNTIUVDN Firewall HIVDNLAY

i Kernel Rebuild

Prompt for development and/or incomplete code/drivers (CONFIG EXPERIMENTAL): YES
IP: masquerading (CONFIG_IP. MASQUERADE): YES

IP: ipautofw masquerade support (CONFIG _IP. MASQUERADE IPAUTOFW): YES

IP: ICMP masquerading (CONFIG _IP. MASQUERADE_ICMP): YES
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~ Startup file /etc/rc.d/rc.firewall

-

B 1+iae module N384

/sbin/depmod -a

/sbin/modprobe ip masq_ftp
/sbin/modprobe ip masq raudio
/sbin/modprobe 1ip masq_irc
/sbin/modprobe ip masq cuseeme

/sbin/modprobe ip masq vdolive

a a £
aaaaaaaaa © aaau 2542

emeondaNer

TRAILAND @ 1509




. Firewall Rules (@]’JE)EJNLL‘]J‘]N”IEJ)

— /sbin/ipfwadm - -
.

— # Flush all rules

— /sbin/ipfwadm -O -f

- Isbinvipfwadm -F -

— # Set the default Input and Output policy to "accept"

— /sbin/ipfwadm -I -p accept

~ Isbiipfiadm -0 -p aeept
— # Set the default Forward policy to "deny"

— /sbin/ipfwadm -F -p deny
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— # Accept traffic to our own web server

— /sbin/ipfwadm -I -a accept -P tcp -S192.168.1.0/24 -D192.168.1.1/32 80
— # Redirect Web Traffic to proxy (Transparent proxy)

— /sbin/ipfwadm -I -a accept -P tcp -r 81 -S192.168.1.0/24 -D/0.0.0.0/0 80
— # IP Masquerade for 192.168.1.0/24 (Internal Network)

— /sbin/ipfwadm -F -am -S 192.168.1.0/24 -D 0.0.0.0/0
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. Transparent Proxy

| 1519 19N T 1UAUAIT Cache/Proxy Server Hudsidlse Tages

4 . 3 .
— 1nT04 Linux-SIS Server 3A034219U21941] 1 gateway LS v Squid

_

[] ummimmﬂw User manafm Browser Setting f)”lft]'lﬂJﬁEJ‘L!ﬂ

B 5¥UU Transparent Proxy
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— ANUBYA Request web 310 user L0E Redirect 1a)1% Proxy Server Tagy
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H\ NIAA G] 1 Transparent Proxy

squid.conf

M /etc/rc.d/rc.firewall

— 1pfwadm -I -a accept -P tcp -r 8080 -S192.168.1.0/24 -D0.0.0.0/0 80
Y

B @919 Squid 1H5U3N5 Redirect Traffic 11 Tagtiy 1y

— httpd_accel host virtual
— httpd accel port 80

— httpd accel uses host header on
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B N3 telnet/ftp UnAazUNTad Login uaz svaru 11 lunTovne

Tae liainsmnsyialas

B Aliseaedafiodluszniiens aunsadndeya’lyld wu
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- M9 telnet/fip Unh

i ]
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_A1mnning —T
e | E
' | (login)
assword:

------

Hacker/Cracker
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Y .
N7 telnet/ttp AIY One-Time Password
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One-Time-Password

_

B Algorythm: MD4/MD5

W Server:

|

— OPIE

— Log Daemon

] 9y
9 = R A

— @841 OTP Calculator BIUNIVU Windows/Mac/UNIX/Java
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9J
B TAfinAer U source

i M5 1HNUDY Linux-SIS 3

— cd /usr/local/src/opie-2.32

— make install

— opiepasswd {todas1 OTP uawzﬂaauiuﬂﬁmaq 4]

ord 3z uANazfIAY UNIX Password
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