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- WWW Server (Apache)

| B Apache Web Server 99311811 Web Server fifldmutlananaunndi

!
B Apache @10139M191U 594NU Module 151 PHP module (f a1

aalulan

B 1A port 80

Microsoft ASP), Perl Module, SSL Module
B a0 luIvua SSL (Port 443)
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M /usr/local/etc/httpd/conf/httpd.conf
- Server Type, Port

— ScriptAlias

- B /usr/local/etc/httpd/conf/mime.types

_
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— Directory
— Accessfile

— Virtualhost
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M /usr/local/etc/httpd
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bin/httpd.org
— bin/httpd.php

— htdocs/

— cgi-bin/

B /usr/local/etc/webadmintool

a a £
RIIBRVENT © URRAEY 2542

6 Aa & a 6 a |4 ' a
gmﬂ LY]ﬂT,‘NIﬂ YALANNIDUNKLUISADNNILADILHEIVIG

- WWW Server 611,! Linux-SIS

hitpd A21na

httpd AINTUVAYUNIYY PHP
3 A

INUIHO1Y HTML

w'lid cGI script
Web Server 119711 11 I1Hua SSL
Web Admin Tool

emeondaNer

TRAILAND @ 1509




9 Y
f]”liié]’J‘]Jii]llfﬂ'i!fll”l@l web £78 .htaccess
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m g ﬁﬁ"% 1 /usr/local/etc/webadmin/bin/htpasswd .htpasswd <user>

B 1A% httpd.conf 1N AllowOverride All 1187 restart httpd

Taisnno3idesnsssainaulitlad 1ud htaccess uas
htpasswd 13 gdn0819 1a91n U

— /usr/local/etc/webadmin/htdocs/TMP/
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B 52793 Permission UBN .htaccess L1 .htpasswd N0 11 nobody

1 11 9J
I
SNURTANT © aay 2542 = .
i T2  Senooudaller
\HHHHHHHHM Hm audinalulaiididnniafinduazaaufiaaasuiind N A= THAILAND @ 1509



] Ulﬂﬁ /usr/local/etc/httpd/

umumm\ ‘V]ﬂﬂ@ﬂﬂﬁm CGI

— c¢d cgi-bin

— cp examples/date .

B naaewson i Web Site http://linux.intranet/cgi-bin/date

B 003411197 http:/linux.intranet/ tlag AN script 114 Tudu
Addressbook
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mu maaﬂ%’qm PHP3

Ll d10819 198 11 larsnne3 htdocs/ php_examples/

B 0519 Gl sutludesiviarsIng auily PHP3 awsodaiion
¥94 Script 1311198 htmi 108

m &A1 script PHP og Tvitivwanailu php3

B Any1n151WeY PHP 11 http:/linux.intranet/news
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- Web-based E-mail: Roxent+IMHO

n Y 1 ol . = '
| B 11903 159U E-mail #14 Mail Reader 11A210¢9810

. N
B nsomrualimaulunoudads 15od9 chmod +x

Y

B 1 Linux-SIS 3.1 223N1TAAAY Web-based E-mail #191%0 IMHO

FIN19IUVY Web Server 130 Roxen

/etc/rc.d/rc.roxen

B 1Faui5en 199 hetp:/linux.intranet/ 11873 Click 759 Web-based

N E-mail
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B Proxy/Cache fiooz |3
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B ANUdURUT Parent/Sibling

B Hit/Miss

B 1J52%ida Bandwidth 1809 30-40 % d1%5U Cache Level 1 1 11ae
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W Free/Open Source Cache Proxy Server

B http://squid.nlanr.net/

B VY Linux a131599%1907% 1 1viua Transparent Proxy 18 (pflq;”ly

B iszansnna
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Squid Configuration

— /usr/local/etc/squid/logs 14 links 1A /var/adm/squid_logs/

B = 1y Linux-sTS 1g¥asfinanunldvuauda

_

M Add user %9 squid
o v < < [~
B o319 laisnnesdmsuny cache azn log file 194 owner 13U
. . [~
squid 14 Linux-SIS 2211)u

— /usr/local/etc/squid/cache @1 link 119 /data/cache/

o 1 1 =
B 51902100aA01391191UA 199 az0g U lalsnneT NN log file

9
Y v Y “ e g ! .
B 590 l¥uATILINADY Initialize Cache Space NOU (squid -2)
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- Squid Configuration File

B 111uA Access Control List iNeA2au3 19411

m ii1vldiRen /usr/local/etc/ squid/etc/squid.conf

B (WA parent LAY sibling T1WHTUHUIGNIUVDINIY

— cache_peer hostname type http_port icp_port options

— acl computer _room src 203.150.154.0-203.150.154.255/255.255.255.0

~ Jip_aceess allow compuer_room

_

— icp_access allow computer room
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B I¥unaieuieniinisila port 80 (default setting)

— acl local-servers dstdomain schoolname.ac.th

— never_direct deny local-servers

— never direct allow all

9 A
ansparent Proxy 919NN

— httpd accel uses host header on
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uuumum m3ien ey Squid

ms ‘L!ll‘l/\lﬁ /usr/local/etc/squid/bin/squid & YERTEIN /etc/re.d/re.squid

B a510az0oanstau lan

— /var/adm/squid_logs/access.log

m/squid_logs/cache.log

[] AI1uas L@ﬂﬂﬂ?ﬁiﬂ)’x‘ﬂlﬁﬂﬂ@’mﬂqﬂ%

a a £
RIIBRVENT © URRAEY 2542

emeondaNer

TRAILAND @ 1509

6 Aa & a 6 a |4 ' a
gl%&l LY]ﬂI%Iﬂ YALANNIDUNKLUISADNNILADILHEIVIG




s
[ ] Gl‘%}j‘]_l JUNTY Redirector 1IDTHU 1.1 YD ﬂ o Ian Lee

o Restart Squid
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ﬁﬂﬁ\i Squid Cache Server cl‘l/i”t)°L!ﬂl”|mf|%‘1/\l”lw client ‘Vm IP
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- DNS Server: bind

< Ao & A A 1 A v
| B DNS Server 11U Server N3 uungaluniovigdaumosiia 2

1% Tagvhanaiiu DNS Cache Server

S & . v o R 4 ~ ' A
[] CIf’E]‘I/\IG]L!,’Ji bind %mﬂu%Wmmi DNS Server TlllW'i‘Viﬁ"lfJT]?!ﬂ

Y |
. S Y . Y o '
B 11 Linux-SIS 92 Un15AAA1 bind (process ¥® named) 111191108
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Configuration File

® lvldvdn fetc/named.conf

B N ’Sﬂ%@fﬂu /var/named/

=
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DNS Cache Server

— dig @rs.internic.net . ns > /var/named/root.cache
]

_

B 1y /etc/named.conf

in {
!

type hint;

O ﬁ’iqulv\la root.cache

file “root.cache”;

a a £
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B Ty Jeto/named.conf

_

Secondary DNS Server

zone “thai.net” in {

type slave;

file “slave/thai.net”;

masters { 202.44.202.2; };
a

Y 1 ! '
m Milanilasnnes /var/named/slave 0g
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- Primary DNS Server - Forward

| B Ty Jeto/named.conf

i

— zone “schoolname.ac.th.” in {

* file “master/schoolname.ac.th”

N ﬁiN"h/\Ia /var/named/master/schoolname.ac.th 1ANUgIUTDYA

%ﬂlﬂﬁﬂﬂllﬁu IP Address @jﬁ’)@ﬂNil&‘ﬁH\?ﬁ@ﬁHT 188-189
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® Tulld fetcamed.conf

i anary DNS Server - Reverse

ne “1.168.192.in-addr.arpa’ in {

pe mastr

m o GlﬁﬁﬁN“l‘V\la/Var/named/master/192 168.1 N0 11

file “master/192.168.1";

‘wmﬁawm 189-190
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N1 Configuration default ‘mﬂﬂ“lJ Linux-SIS 3.1 Gl,‘?b’ﬂ”l’d J host

1 e nslookup B IUNITIATIE ‘l’? Hag Gl‘lfiﬁfNL‘WiJ‘fb’ﬂ host

news.intranet 1973 TP 192.168.1.9 19111) (11 Reverse 113
Forward
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B SMTP Server 9290 1% 1unN135ULAz AN E-mail (ua 1 lsn15e1u)

AFfununsetsdumeiiia

1 SMTP Server Sendmail

B 11119 E-mail Client 92i58n13]%4 Outgoing E-mail Server
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POP/IMAP
Server
e
Read/Delete
% /
User
'\ Mailbox

User Send
(E-mail Client) \

k Company A
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MX DNS Record
I

L] ﬁm?a J user.school.net.th fd]’g]} 991 SMTP Server 1114 TL.!’EJQ'

- ) 8115197 error ndVMIMAE Y

B DNS MX Record 9211u@a1uon 31 E-mail 3zgndliléa SMTP
Server Ua1en19a7 11y 1951 d99avuie 1199 ott@school.net.th
SMTP Server fUa4 N921111379579891U1 DNS MX Record
VO school.net.th L‘]cju!,ﬂ%iﬂﬂllﬂu (user.school.net.th) mﬂﬂs’)u Ao

d4910 1Udan3T 04 user.school.net.th

U DNS MX Record: host -t mx school.net.th

B 10135 MX Record 92 check 31sTuaoinsoanise 1 g1 148 a4

SeroondaNer
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 SMTP Server 1HUNUINHINNTS E-mail

| B 5U E-mail 910 115unsuvesd1d uage a1 E-mail Address dane

matlunle vazdese ' 11§e SMTP Server Yatanis

B N15AA9

) ' . { ) &
— 9332YA1 IP Range VB Client Naza w150 145 1T UAD SMTP Server

waqla

+ /etc/mail/relays-domains
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. SMTP Server lUUNUINAITY E-mail

A

vousnIoli 11575013 1114 Reject

51 connection 91 SMTP Server VIE

9
AT UIIAMLBUUADINTIZAIDNA 1F TunNuSDHATD U

Y| 1 19 138 o I~
U9 SMTP Server 9 set Mog1vazran 1y lulsasunua i

IMEDVDININYOV A spam E-mail

A o . Yy A 9Yq '
NI1IAPFIN; 33‘].!’311@&%1!@8151]131/]&‘].]1!61]@\1@1%11!141!’38%11!&51

AN

- — /etc/sendmail.cw

_
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Configuration LR

B /etc/aliases

v S
— @3N alias 33NN mailing list DYINIY

N PREANTRIY
* userl: user 1 @school.net.th
user2: \user2, user2@cnn.com
. listl: ‘include:/etc/mail/list]

~ uunda 19 d e newaliases

a a £
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/etc/access

HH 3 A 999 ~ 1 Y v Y
[] !,ﬂ‘]J‘fI)"OﬁGlGD', Tasuu V]LﬁWhliJﬁ@QﬂTiiUfﬂﬂﬁjﬂﬂhlﬂ (LFU WINVOU
&4 Spam E-mail 1)

9J
B dodation

’ — /etc/mail/access
e spammer@aol.com REJECT
. cyberspammercom REJECT
« 206.117.147 REJECT

] 9
B ud luud i deaedl 1ay restart sendmail

— cd /etc/mail ; makemap hash access < access
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: <
B Apams linTeaneily SMTP Server Y941 a189) Tay

1 /etc/mail/domaintable

Y

B Forward 149 laay

— cd mail ; makemap hash domaintable < domaintable

domain2.co.th

B o) ludn

— restart sendmail
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~ /etc/virtusertable

ﬁmmwmaw“l%"lﬂmaﬂ E-mail 1114 8131505 ‘u”lmﬂmwﬂu

i

i lgia A

[] @]’J’f)ﬂN!l!’fJ“lﬂ

— ott@domainl.co.th pattara@domain?2.co.th

— restart sendmail

9 9
moud luudn

— cd /etc/mail ; makemap hash virtusertable < virtusertable

amua“na‘nﬁ © URRAEY 2542
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W Telnet 191 port 25

_

1 fj% N1IINATOU Sendmail

— @15ewa0819 lunilsdeniin 203-204

ol sondmai

— @ 5ewA0819 Tunilsdeniin 204-205
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- uuyd

| B naaoaud g Jete/mail/relay-domains 19331 1P v A3 04

B nNaaad fg{ FEET f{ /etc/mail/virtusertable 611?{1/3 1N17 forward E-mail

_

Client PC 151008 N1 NAAEUIINAGEY PC NdIdnsn
duannediannsetindoon laonnie lu

4 1 . . 9y % . .
Nz aa 1193 userl @linux.intranet 191 la)és user2(@linux.intranet

UNU LAINATOUAIEIT sendmail -bt
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- POP/IMAP Server

o Y . A d N
| B 1S weanudzaniudlFlumseiusarunediannseilnd

M IMAP "l]giflﬂmﬁﬂJ‘]Jﬁ@NG] NFUFDUNINAI AINITDARNIL

aAan o A 1 1 A Y d
B POP 22395 MSMOuUNdenIi ueaziaon lauaazaidy 1van
. A 1 Qy A 1
mail ¥1159 13 92aVUY Server N4 1 aevi5o li

header U949 E-mail Nou 1@ aenav 1@ a3 1auilulniuy Server
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| NUNN Linux Version Glu“ﬂfﬂfﬂﬂufﬂ NN ﬁﬂﬁﬁ POP/IMAP

_

Server miwaﬂum

. ' o . n ¥
B a3529a0U U /etc/inetd.conf MMUTTNAVD pop LAY imap 11 1AQN

9
comment 11’3

NATOUNST 15UA8TT telnet 191 port 110 (pop), 143 (imap)

— @ABMIMNTT 207-208 Tuvitiado
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B 1aa0991ULaza E-mail A283% POP 1ay IMAP M1 Linux-SIS

| 51 ‘]J

Server a0dd/5sUs U e na et uog1a s uuy Imuimuz sy
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Radius Server

B RADIUS = Remote Authentication Dial In User Service

Y 9 A J <3 =
L] 531]1]ﬂTiT‘V]ﬁL"U"IGlG]f\ﬂuEﬂTﬂ@ulﬂﬂiluﬁiuaﬂﬁ
— 1935 Add User i Terminal Server (g0 Ugudoyanaroi)
— 14 Slirp (M3 In519169810 ADIUNT telnet, 1l TP 939

TvianaIAIe9 Server)

_

B RADIUS

~ g1udeyaeyi RADIUS Server A0

. A o Y} 4 o 9 A .
— Terminal Server V]iiJIV]iﬁWVH]%‘VH‘Viu”mLﬂ‘LJ RADIUS Client
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Radius Client

s 5 5
L 1/n59 Terminal Server, Access Server Tuila WU WAUHUTYU
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RADIUS Server

Y o A J Jd _ .. . Aa o
[ ] ﬁuﬂnlluﬂuqfﬂﬂlﬂc]fﬂw\lﬁlmi Livingston Radius YDJUTHN
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B Server -> Authentication Server, Accounting Server
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B http://www.livingston.com/tech/docs/radius/
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i Free Radius Software

B http://www.freeradius.org/

B http://www.miquels.cistron.nl/radius/

ftp://ftp.cheapnet.net/pub/icradius/
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Common Configuration Files
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B Radius DB: /etc/raddb , /usr/local/etc/raddb
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B Radpwtst

— radpwtst -1 <client IP> -d ““/etc/raddb” -s <radius-server-ip> -w

“password” username
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