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Overview

Thisisageneric CMS (Cryptographic Message Standard formely PKCS7) signing/verification/encryption/decryption
api. It can be used for creating S'MIME messages when combined with aMIME library. To do so usethe
SecSMIME domain for all operations thiswill assure that all attributes required by SIMIME are automatically added
and or validated. Most email programs wanting to use this library to add secure email to their capabilities will aready
have MIME support.

When creating signed messages there is the option of creating detached signatures. Thisis useful because you can
send along the original datain plain text (or differently encoded) form so that nonn S'MIME capably mailclients can
till read the body of the message. When doing so the signing routines do not include the data passed in in the
outputstream. Whenverifying with detached data the datais not extracted (since it is already seperate) thus no
outputstream is required.

Thislibrary is designed to be Objected-Oriented-like just like CoreFoundation (CF). We srongly suggest reading the
documentation that comes with CF before reading this document since we use the classes and concepts explained
there. Even though C is not an object oriented language you should consider the different parts of this APl as
different classes of wich you can create instances (objects). All classes derived from a base "class' called SecType (a
reference to it is called SecTypeRef).

Each class has it own typel D which you can use to determine which classit was that was passed in to a certain
function. To do so use SecGetTypel D (object) and the Sec<classname>GetTypel D (). Y ou can use == to compare
typelD's.

There are anumber of polymorphic functions that are defined for all SecType objects. These functions are described
in the "Overloaded functions that work for all classes’ section. The most notable one is SecRel ease which should be
used to get rid of objects you Created or Copied.

Whenever you create a SecType object using a Sec<classname>Create<arguments> function or
Sec<classname>Copy<arguments> function you should call SecRelease of the object returned when you no longer
need it. If you obtain an object reference though a different method you should call SecRetain on it until you no
longer need it and then call SecRelease. Thiswill prevent the object from going away whileitisin use.

The API breaks down into the following classes:

Class Name Used By Description

CmsEncoder caler M essage encoding object

CmsDecoder caler M essage decoding object

Stream all messages Input or Output stream. Backed by file or memory
Signer sign/verify Someone who is signing or signed a message
Attributes signer The attributes of a signer

The functions on each class are covered in the sections bel ow.

Example usage of the API for file signing

Example: creating a PKCS7 format signed file.

void SignFile (short infile, short outfile, KCltenRef signingCert)
{

SecCnsEncoder Ref cnsEncoder;
SecStreanRef i nStream out Stream
SecMut abl eSi gner Ref si gner;
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CFMut abl eDat aRef i nput ;

SecStreanCreateQutputFile (outfile, &outStream;
SecCnsEncoder Create (fal se, outStream kSecRawPKCS7, &cmsEncoder);
SecRel ease (out Strean;

SecSi gner Creat eMut abl e (si gningCert, kKCAl gSHAlL, true, &signer);
SecCnsEncoder AddSi gner (cnsEncoder, signer, TRUE);
SecRel ease (signer);

/* Create an inputFileStreamon the open input file. */
SecStreanCreatelnputFile (infile, & nStream;

/* Create a mnutabl eData object that will serve as a bridge
bet ween the input Steam and the cnmsEncoder. */

i nput = CFDat aCr eat eMut abl e (NULL, O0);

/[* Clear out input. */

CFDat aSet Length (i nput, 0);

/* Read all available data frominStreaminto input. */

SecStreanmReadData (inStream O, input);

/* Hand off input to the cmsEncoder. */

SecCnsEncoder ProcessDat a (cnmsEncoder, input);

/[* W are done with input so release it. */

CFRel ease (input);

/* W are done with inStreamso release it. */
SecRel ease (inStream;

[* Tell cmsEncoder we are done passing in data. */
SecCnsEncoder Fi ni sh (cnmsEncoder);

/* We are done with cnsEncoder so release it. */
SecRel ease (cmsEncoder);

TBD.

CMS routines

Creating a cms message

0SSt at us SecCnsEncoder Cr eat eFor Si gn (Bool ean i ncl udeDat a,
Bool ean content Only,
SecCnsEncoder Ref parent CrsEncoder,
SecStreanRef out put St ream
SecMsgDonai n donai n,
SecCnhsEncoder Ref * pCrsEncoder)

i ncl udeDat a Whether to create a externa signature:
- FAL SE means create a external signature (do not include the data
being signed in the generated PKCS7 data).
- TRUE means create a contentl nfo with the data embedded the data
(the generated PKCS7 data will contain an embedded copy of the
supplied data).
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contentOnly Whether to create only the inner content object:
- FAL SE means create a compl ete cms message.
- TRUE means create only the content part of the cms message.
par ent CnsEncoder If non NULL outputStream must be NULL and the output will actually be
the input to the parentCmsEncoder thus allowing creation of asigned and
encrypted message in a single pass.

out put St ream Thisiswhere the resulting PKCS7 datawill be written to.
domai n The domain this object operates on.

pCnsEncoder Qut put : A pointer to an unintialized SecCrs Encoder Ref .
DESCRIPTION

Createsa SecCnsEncoder object. Thisfunction will not put up any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.
err Secl nval i dPoi nt er -TBD cmsEncoder was not avalid pointer.

err Seclnval i dSt ream -TBD The outputStream passed in is not valid.

0SSt at us SecCrsEncoder Cr eat eFor Encrypt (SecAl gorithm d encrypti onAl gorithm
U nt 32 keySi zel nBits,
Bool ean content Onl y,
SecCnsEncoder parent CrsEncoder,
SecStreamnRef out put Stream
SecStreanmRef ci pher Text Stream
SecCnsEncoder Ref * pCnsEncoder)

encrypti onAl gorithm Encryption algorithm to use.
keySi zel nBits Keysizein bits for session key.
contentOnly Whether to create only the inner content object:
- FAL SE means create a compl ete cms message.
- TRUE means create only the content part of the cms message.
par ent CnsEncoder If non NULL outputStream must be NULL and the output will actually be
the input to the parentCmsEncoder thus allowing creation of an encrypted
and signed message in asingle pass.

out put Stream Thisiswhere the resulting PKCS7 datawill be written to.

ci pher Text Stream Thisiswhere the cipherText will be written to.

domai n The domain this object operates on.

pCnsEncoder Qut put: A pointer to an unintialized SecCrs Encoder Ref .
DESCRIPTION

Createsa SecCnsEncoder object. Generate arandom session key of keySi zel nBi t s bitsusing
encrypti onAl gorithm Ifci pher Text Streamis NULL the CMS message written to
outputStream will contain the cipherText embedded. If itisnon NULL adetached envelopedDatawill be
created and the cipherText will go to ciperTextStream. This function write a PK CS7 Contentlnfo of type
EnvolopedData to outputStream as input is provided though further calls operating on cmsEncoder. This
function will not put up any HI.

RESULT CODE

noErr 0 No error.

err Seclnval i dSt ream -TBD The outputStream or ciperTextStream passed inis not valid.
err SecBadPoi nt er -TBD cmsEncoder was not avalid pointer.
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0SSt at us SecCrsEncoder AddReci pi ent ( SecCrsEncoder Ref cnsEncoder,
KCl tenRef cert,
CFArrayRef policies,
SecVal i dat eSt opOn st opOn)

cnsEncoder The SecCnsEncoder object we operate on.

cert A KCltemRef that pointsto avalid certificate.

policies Array of SecOID objects that represent cert validation policies.
st opOn When to stop validation of policies.

DESCRIPTION

Adds recipient to the cmsEncoderbeing created. This function can be called multiple times, for the same
cmsEncoderbeing. This function will not put up any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.

err Seclnval i dCert -TBD One or more certificates in the signing certificates cert chain
wereinvalid.

err SecM ssi ngCert -TBD One or more certificates in the signing certificates cert chain
were not found.

err Seclnval i dSt opOn -TBD stopOn was not avalid value.

err SecUnknownPol i cy -TBD On of the palicies passed in was unknown or unsupported.

err SecNot Tr ust ed -TBD Cert chain was not trusted by one or more selected policies.

err Secl nval i dRef erence -TBD Passed in object wasinvalid.

err Secl nProgress -TBD Can no longer add recipients.

0SSt at us SecCnsEncoder AddCert ( SecCsEncoder Ref cnsEncoder, KCltenRef cert)

cnsEncoder The SecCnsEncoder object we operate on.
cert A KCltemRef that pointsto avalid certificate.
DESCRIPTION

Adds cert to the cmsEncoder being created. This function can be called multiple times, for the same
cmsEncoder. This function will not put up any HI.

RESULT CODE
noEr r 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err Secl nval i dRef erence -TBD Passed in object wasinvalid.

0SSt at us SecCnsEncoder AddCert Chai n ( SecCrsEncoder Ref cnsEncoder,
KCl t enRef cert)

cnsEncoder The SecCnsEncoder object we operate on.
cert A KCltemRef that pointsto avalid certificate.
DESCRIPTION

Adds cert and the certs that have signed it up to the root to the cmsEncoder being created. This function can
be called multiple times for the same cmsEncoder. This function will not put up any HI.
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RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

0SSt at us SecCrsEncoder ADdSi gner ( SecCrsEncoder Ref cnsEncoder,
SecSi gner Ref si gner,
Bool ean addCert Chai n)

cnsEncoder The SecCrsEncoder abject we operate on.
si gner A SecSi gner Ref obtained by calling SecSignerCreate.
addCert Chai n Whether to include the certificate chain for signer's cert in the message:

- FALSE meansjust use this certificate but don't add any to the list of
certificates being sent with this message.

- TRUE means add the signer's certificate and it's issuer chain up to a
root along with the message.

DESCRIPTION

Adds a signer to the cmsEncoder being created. This function can be called multiple times for the same
cmsEncoder, but no calls to this function should be made after the first call to SecCmsEncoderProcessData.
A copy of the signer is actually added to the message. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err Secl nval i dRef er ence -TBD Passed in object was invalid.
errSecM ssingAttri bute -TBD Signer is missing one or more required attributes.
err Secl nProgress -TBD Can no longer add signers.

0SSt at us SecCrsEncoder ProcessDat a ( SecCrsEncoder Ref cnsEncoder,
CFDat aRef dat a)

cnsEncoder The SecCrsEncoder abject we operate on.
dat a A CFDataRef containing a block of datato be signed.
DESCRIPTION

Starts writing output to the outputStream of cmsEncoder. Computes the digests for given signers of the data
passed in so far.. Thisfunction can be called multiple times. Oncethefirst call to this function has been
made no more signers can be added to this cmsEncoder. This function will not put up any HI.

RESULT CODE

noErr 0 No error.

dskFul Err -34 Disk full.

i oErr -36 1/O error.

f nOpnErr -38 File not open.

posErr -40 Attempt to position mark before start of file.
wPr Er r -44 Hardware volume lock.

f LckdErr -45 Fileislocked.

vLckdErr -46 Software volume lock.

rf Nuntrr -51 Bad reference number.

wr Per mer r -61 Read/write permission doesn't allow writing.
mentul | Err -108 Not enough memory to complete this operation.
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err Secl nval i dRef erence -TBD
err SecFi ni shed -TBD

Passed in object was invalid.
The Finish function has been invoked already.

0SSt at us SecCrsEncoder Fi ni sh ( SecCrsEncoder Ref cnsEncoder)

cnsEncoder

DESCRIPTION

The SecCrsEncoder abject we operate on.

Finishes writing output to the outputStream of cmsEncoder, writes out all certs and signerinfos. The
cmsEncoder object may no longer be used after this function returns and should be relased. This function
may put of HI needed to access the private key ascociated with one or more signers certificates.

RESULT CODE

nokErr 0
dskFul Err -34
i oErr -36
f nOpnErr -38
posErr -40
WPr Err -44
f LckdErr -45
vLckdErr -46
rf Nunkrr -51
wr Per nEr r -61
menful | Err -108
user Cancel edErr -128

err Secl nval i dRef erence -TBD
err SecFi ni shed -TBD

U nt 32 SecCnhsEncoder Get Typel D (voi d)

DESCRIPTION

No error.

Disk full.

1/O error.

File not open.

Attempt to position mark before start of file.
Hardware volume lock.

Fileislocked.

Software volume lock.

Bad reference number.

Read/write permission doesn't allow writing.
Not enough memory to complete this operation.
The user canceled this operation.

Passed in object was invalid.

The Finish function has been invoked already.

Get the type id of SecCmsEncoder objects. This function will not put up any HI.

RESULT
Returns the typel D of SecCmsEncoder.

Decrypting or verifying a signed message or verifying a message with an external signature

0SSt at us SecCnsDecoder Create (Ul nt 32 maxLevel s,

voi d*

reserved,

SecStr eanRef out put Stream
SecMsgDonai n domai n,
SecCnsDecoder Ref * pCnsDecoder)

ext ernal Si ghature

Signature to verify datawith:

- NULL means the data passed to this cmsDecoder object will bein
PKCS7 format with a embedded data.

- A valid CFDataRef should contain a PK CS7 signature without
embedded data. In this case the outputStream argument should be
NULL.
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out put St ream Thisiswhere the embedded datawill be written to (see above).

domai n The domain this object operates on.

pCnsDecoder Qut put : The caller must passin a pointer to an unintialized
SecCnsDecoder Ref .

DESCRIPTION
Createsa SecCnsDecoder object. This function will not put up any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.
err Secl nval i dPoi nt er -TBD cmsDecoder was not avalid pointer.

err Seclnval i dSt ream -TBD The outputStream passed in is not valid.

0SSt at us SecCnrsDecoder AddDi gest Al gori t hm ( SecCnsDecoder Ref cmsDecoder,
SecAl gorithm d di gest Al gorithmd)

cnsDecoder The SecCnsDecoder object we operate on.

di gest Al gorithm d The digest algorithm to use for computing adigest of the datato be
passed in.

DESCRIPTION

Adds adigestAlgortihm to acmsDecoder object. Thisis useful when processing a multipart/signed mime
body in asignle pass. Thedigest algortihm is known before the data or the external signature are. the caller
can add the digestalgorithm used, then passin the data and finally set the external signature. This function
will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err Secl nval i dRef erence -TBD cmsDecoder was not avalid pointer.

0SSt at us SecCnsDecoder Set Ext er nal Si gnat ure ( SecCrrsDecoder Ref cnsDecoder,
CFDat aRef ext ernal Si gnat ure)

cnsDecoder The SecCnsDecoder object we operate on.
ext ernal Si gnature Signature to verify datawith:
- NULL means the data passed to this cmsDecoder object will bein
PKCS7 format with a embedded data.
- A valid CFDataRef should contain a PK CS7 signature without
embedded data. In this case the outputStream argument should be
NULL.

DESCRIPTION

Decodes an external signature and uses the information in it. Y ou may call this function before passing in
the data using SecCmsDecoderProcessData or after passing in the data provided
SecCmsDecoderAddDigestAlgortihm was called at |east once. This function will not put up any HI.

RESULT CODE
noEr r 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err Secl nval i dRef erence -TBD cmsDecoder was not avalid pointer.
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err SecUnsupport ed -TBD external Signature contained an unsupported cms message.

err Secl nval i dDat a -TBD external Signature was not a valid cms message.
err SecTooMuchDat a -TBD external Signature had extra data after the top level contentinfo.
err SecM ssi ngDat a -TBD external Signature was not a complete contentinfo.

0SSt at us SecCrsDecoder ProcessDat a ( SecCrsDecoder Ref cnsDecoder,
CFDat aRef dat a)

cnsDecoder The SecCrsDecoder abject we operate on.
dat a A CFDataRef containing a block of datato be verified.
DESCRIPTION

Starts writing output to the outputStream of cmsDecoder if the signature contains embedded data. This
function can be called multiple times for the same cmsDecoder. If niether
SecCmsDecoderAddDigestAlgorithm nor SecCmsDecoder SetExternal Signature were called before the first
call to thisfunction the datais treated as a cms message. If one of those functions were called the datais
treated as the raw data being verified. This function will not put up any HI.

RESULT CODE

noErr 0 No error.

dskFul Err -34 Disk full.

i oErr -36 1/O error.

f nOpnErr -38 File not open.

posErr -40 Attempt to position mark before start of file.

wWPr Er r -44 Hardware volume lock.

f LckdErr -45 Fileislocked.

vLckdErr -46 Software volume lock.

rf Nunkrr -51 Bad reference number.

wr Per mer r -61 Read/write permission doesn't allow writing.
mentul | Err -108 Not enough memory to complete this operation.

err Secl nval i dRef er ence -TBD Passed in object was invalid.

err SecUnsupport ed -TBD A valid but unsupported cms message was passed in.
err Secl nval i dDat a -TBD Data passed did not add up to avalid cms message.
err SecTooMuchDat a -TBD Extra data was passed in after the top level contentinfo.
err SecFi ni shed -TBD The Finish function has been invoked already.

0SSt at us SecCrsDecoder Get St at us ( SecCrsDecoder Ref cnsDecoder)
cnsDecoder The SecCrsDecoder abject we operate on.

DESCRIPTION
Returns the status of this cmsDecoder object. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err Secl nval i dRef er ence -TBD Passed in object was invalid.

0SSt at us SecCnrsDecoder Get Cont ent Type ( SecCrsDecoder Ref cnsDecoder,
SecCnsType* pCont ent Type)
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cmsDecoder
pCont ent Type

DESCRIPTION

The SecCrsDecoder abject we operate on.

Output: The type of the cms message decoded by cmsDecoder.

Initializes pCont ent Type with the type of the cms message decoded by cmsDecoder. This function will

not put up any HI.

RESULT CODE
noErr
menful | Err

err Secl nval i dRef er ence
err Secl nval i dPoi nt er
err SecM ssi ngDat a

-108

-TBD
-TBD
-TBD

No error.

Not enough memory to complete this operation.
Passed in object was invalid.

pCont ent Type was not avalid pointer.

An imcomplete cms message was passed in.

0SSt at us SecCrsDecoder Get Cont ent TypeO D ( SecCrsDecoder Ref cnsDecoder,

cmsDecoder
pCont ent TypeO D

DESCRIPTION

SecO DRef * pCont ent TypeQ D)

The SecCrsDecoder abject we operate on.
Output: The oid of the contentType of the cms message decoded by
cmsDecoder.

Initializes pCont ent TypeOd Dwith the oid of the contentType of the cms message decoded by
cmsDecoder. This function will not put up any HI.

RESULT CODE
noErr
menful | Err

err Secl nval i dRef er ence
err Secl nval i dPoi nt er
err SecM ssi ngDat a

-108

-TBD
-TBD
-TBD

No error.

Not enough memory to complete this operation.
Passed in object was invalid.

pCont ent TypeO Dwas not avalid pointer.
An imcomplete cms message was passed in.

0SSt at us SecCnrsDecoder Get Cont ent Cns  ( SecCnsDecoder Ref cnsDecoder,

cnsDecoder
pCont ent CmsDecoder

DESCRIPTION

SecCnsDecoder Ref * pCont ent Crs Decoder )

The SecCrsDecoder abject we operate on.
Output: The cms decoder for the message contained by the message
decoded by cmsDecoder.

Initializes pCont ent CnsDecoder with the cms decoder for the message contained by the message
decoded by cmsDecoder. This function will not put up any HI.

RESULT CODE
noErr
menful | Err

err Secl nval i dRef er ence
err Secl nval i dPoi nt er
err SecM ssi ngDat a
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-TBD
-TBD
-TBD

No error.

Not enough memory to complete this operation.
Passed in object was invalid.

pCont ent TypeO Dwas not avalid pointer.
An imcomplete cms message was passed in.



0SSt at us SecCrsDecoder Get Certifi cates (SecCnsDecoder Ref cnsDecoder,
CFArrayRef * pCertificates)

cnsDecoder The SecCrsDecoder abject we operate on.
pCertificates Output: A CFArrayRef containing the raw certificates included in this
message encapsulated in CFDataRef objects.

DESCRIPTION

Initializes pCertificates with a CFArray of KCltemRef's representing the certificates contained in
cmsDecoder. Thismay or may not contain the certificates used to sign (if they were sent along it will). The
caller should call CFRetain on the pCertificates array if she wishesit to stick around after the cmsDecoder is
released. By using this function the caller can control which certificates are added to the users keychain
before calling SecCmsDecoderV alidate. This function will not put up any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

err Secl nval i dPoi nt er -TBD certificates was not a valid pointer.

err SecM ssi ngDat a -TBD An imcomplete cms message was passed in.

0SSt at us SecCnsDecoder Si gners ( SecCrsDecoder Ref cnsDecoder,
SecOptions options, CFArrayRef policies,
SecVal i dat eSt opOn st opOn,
CFArrayRef * pSi gners)

cnsDecoder The SecCrsDecoder abject we operate on.

options Whether to add new certificates, whether to add new root certificates and
whether to add all other certificates.

policies Anoptional list of policiesto usefor validation.

stopOn When to stop validation.

pSi gners Output: CFArrayRef of SecSigner objects that were included in this
message.

DESCRIPTION

Only the kSecOptionAddRootCerts, kSecOptionAddL eaf Certs and kSecOptionAddOtherCerts options are
supported. The policies provided add to the default policies for the selected domain. The caller should call
CFRetain on the pSigners array if she wishesit to stick around after the cmsDecoder isreleased. The
cmsEncoder object should be released with SecRelease when it is no longer needed. This function may put
up HI needed to query the user whether or not to add certificates contained in the message, but only if one of
the options mentinoed before are passed in.

RESULT CODE

noEr r 0 No error, all signers validated ok.

mentul | Err -108 Not enough memory to complete this operation.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

err Secl nval i dPoi nt er -TBD certificates was not avalid pointer.

err Secl nval i dDat a -TBD The cms message passed in was invalid.

err SecM ssi ngDat a -TBD An imcomplete cms message was passed in.

err SecNoSi gner s -TBD There were no signers.

err SecSi gner Fai | ed -TBD One of more of the signers validated with an error.
err Secl nval i dPol i cy -TBD On of the policies passed in was invalid.

err SecUnknownPol i cy -TBD On of the policies passed in was not supported by any TP.
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err Seclnval i dSt opOn -TBD stopOn was not avalid value.

U nt 32 SecCnrsDecoder Get Typel D (voi d)

DESCRIPTION
Get the type id of SecCmsDecoder objects. This function will not put up any HI.

RESULT
Returns the typel D of SecCmsDecoder.

Stream object manipulation

0SSt at us SecSt reantCr eat eQut put Dat a ( CFMut abl eDat aRef dat a,
SecStreanRef* pStrean)

dat a The backing store for this stream.
pSt ream Qut put: A pointer to an uninitialized Sec St r eanRef .
DESCRIPTION

Create a new memory based stream object. Thisisawrite only stream. Read from it by looking at data.
This function will not put up any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.
err Secl nval i dRef erence -TBD Passed in data object wasinvalid.

err Secl nval i dPoi nt er -TBD st r eamwas not avalid pointer.

OSSt atus SecStreanCreateFifo (SecStreanRef* pStream
pSt ream Qut put: A pointer to an uninitialized Sec St r eanRef .
DESCRIPTION

Create a new memory based stream object. Being afifoStream makes it possible to write to and then read
from this stream. This function will not put up any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.
err Secl nval i dPoi nt er -TBD st r eamwas not avalid pointer.

OSStatus SecStreanCreateQutputFile (short fil eRef Num
SecStreanRef* pStrean)

fileRef Num A valid open fileRefNum.
pSt ream Qut put: A pointer to an uninitialized Sec St r eanRef .
DESCRIPTION
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Create a new stream object. It is not possible to read from this stream, only write. This function will not put

up any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.
err Secl nval i dPoi nt er -TBD si gner wasnot avalid pointer.

OSSt at us SecStreanCreatel nputFile (short fil eRef Num
SecStreanRef * pStrean)

fileRef Num A valid open fileRefNum.

pSt ream Qut put : A pointer to an uninitialized Sec St r eanRef .
DESCRIPTION

Create a new stream object. It is not possible to write to this stream, only read. This function will not put up
any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.

err Secl nval i dPoi nt er -TBD si gner wasnot avalid pointer.

OSSt atus SecStreamWiteData (SecStreanRef stream
CFDat aRef dat a)

stream The SecSt r eam object we operate on.
dat a The data to write to stream.
DESCRIPTION

This function writes data to a stream. This function will not put up any HI.

RESULT CODE

nokErr 0 No error.

dskFul Err -34 Disk full.

i oErr -36 1/O error.

f nOpnErr -38 File not open.

posErr -40 Attempt to position mark before start of file.
WPr Er r -44 Hardware volume lock.

f LckdErr -45 Fileislocked.

vLckdErr -46 Software volume lock.

rf Numkrr -51 Bad reference number.

wr Per nEr r -61 Read/write permission doesn't allow writing.
mentul | Err -108 Not enough memory to complete this operation.

err Seclnval i dSt ream -TBD The stream passed inis not valid.
err Secl nval i dRef erence -TBD Passed in data object wasinvalid.

OSSt at us SecStreanReadDat a (SecStreanRef stream
SInt 32 | engt h,
CFMut abl eDat aRef dat a)
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stream The SecSt r eam object we operate on.

| ength The amount of data wanted from the stream.
dat a The dataread from the stream will be appended to this.
DESCRIPTION

This function reads data from a stream. The length is just a hint of how much datais wanted less could be
read without returning an error. The dataread is appended to the passed in CFMutableData object data.
This function will not put up any HI.

RESULT CODE

noErr 0 No error.

i OErr -36 1/O error.

f nOpnErr -38 File not open.

eof Err -39 Logica end-of-file reached.

posErr -40 Attempt to position mark before start of file.

f LckdErr -45 Fileislocked.

rf Nuntrr -51 Bad reference number.

gf pErr -52 Error during GetFPos.

mentul | Err -108 Not enough memory to complete this operation.
af pAccessDeni ed -5000 User does not have the correct access to thefile.

err Seclnval i dSt ream -TBD The stream passed inis not valid.
err Secl nval i dRef erence -TBD Passed in data object wasinvalid.

U nt 32 SecStreantet Typel D (voi d)

DESCRIPTION
Get the type id of SecStream objects. This function will not put up any HI.

RESULT
Returns the typel D of SecStream.

Signer object manipulation

OSSt at us SecSi gner Creat eMut abl e (KClt enRef cert,
SecDi gest Al gori t hm di gAl g,
SecMut abl eSi gner Ref * pSi gner)

cert A KCltemRef that pointsto avalid certificate.

di gAl g The algorithm to use for digesting this signers signature.
pSi gner Qut put: A pointer to an uninitialized SecSi gner Ref .
DESCRIPTION

Create anew signer object. To add attributes to a signer use the SecSignerAttributes function call. The
signer object created by this call must be released at some point by calling SecSignerRelease. This function
will not put up any HI.

RESULT CODE

noEr r 0 No error.

mentul | Err -108 Not enough memory to complete this operation.
err Secl nval i dPoi nt er -TBD si gner was not avalid pointer.
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OSSt at us SecSi gner Get Attri butes (SecSi gner Ref signer,
Bool ean si gned,
SecAttributesRef* pMsgAtti butes)

si gner The SecMut abl eSi gner Ref object we operate on.
si gned Whether to return the signed or unsigned attribute list:

- FALSE means return the unsigned attibute list.

- TRUE means return the signed attibute list.
pMsgAtti but es Output: Pointer to an uninitialized SecAttributes.

DESCRIPTION
This function returns a reference to a attributes object contains either the signed or unsigned attributes of a
signer. Thisfunction will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err Seclnval i dSt ream -TBD The outputStream passed in is not valid.
err Secl nval i dRef erence -TBD Passed in object wasinvalid.
err Secl nval i dPoi nt er -TBD si gner was not avalid pointer.

0SSt at us SecSi gner Set Attri butes (SecMut abl eSi gner Ref si gner,
Bool ean si gned,
SecAttri but esRef nsgAtti butes)

si gner The SecMut abl eSi gner Ref object we operate on.
s gned Whether to set the signed or unsigned attribute list:

- FAL SE means set the unsigned attibute list.

- TRUE means set the signed attibute list.

nsgAtti butes An initialized SecAttributes object.

DESCRIPTION

The function sets the signed or unsigned attributes of asigner. This function will not put up any HI.
RESULT CODE

noEr r 0 No error.

mentul | Err -108 Not enough memory to complete this operation.

err Secl nval i dRef erence -TBD Passed in object wasinvalid.
errSeclnval i dSt ream -TBD The outputStream passed in is not valid.

OSSt atus SecSignerGet Certificate (SecSignerRef signer, KCltenRef* pCert)

si gner The SecMut abl eSi gner Ref object we operate on.
pCert Output: Pointer to an uninitialized KCltemRef.
DESCRIPTION

Returns the signing certificate in cert. The caller should not call KCReleaseltem on the returned pCert. This
function will not put up any HI.

RESULT CODE
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nokErr 0

err Secl nval i dPoi nt er -TBD
err Secl nval i dRef erence -TBD
err SecM ssi ngCert -TBD

No error.

si gner wasnot avalid pointer.

cert was an invalid pointer.

The signing certificate was not found. (Was not included in the
message and is not in any available Keychain.)

OSSt at us SecSignerGetCertificateChain (SecSi gnerRef signer,

CFArrayRef * pCert Chai n)

si gner The SecMut abl eSi gner Ref object we operate on.
pCert Chai n Output: Pointer to an uninitialized CFArrayRef.
DESCRIPTION

Returns the signing certificate in cert. The caller should not call CFRelease on the returned pCertChain. This

function will not put up any HI.

RESULT CODE

nokErr 0
err Secl nval i dPoi nt er -TBD
err Secl nval i dRef erence -TBD
err SecM ssi ngCert -TBD

No error.

si gner wasnot avalid pointer.

cert was an invalid pointer.

The signing certificate was not found. (Was not included in the
message and is not in any available Keychain.)

OSSt at us SecSi gner Get St at us ( SecSi gner Ref si gner)

si gner The SecMut abl eSi gner Ref object we operate on.

DESCRIPTION

Returns an error code indicating whether this particular signers signature was valid. This function will not

put up any HI.

RESULT CODE

noErr 0 No error.

err Secl nval i dRef er ence -TBD Passed in object was invalid.

err SecUnsupport ed -TBD This signer uses an unsupported cms message, digest algorithm
or signature algorithm.

err SecM ssi ngCert -TBD The signing certificate used was not found. (Was not included
in the message and is not in any available Keychain.)

err SecCr eat eChai nFail -TBD Cert chain could not be constructed up to aroot an incomplete
chain will be returned when SecSignerGetCertificateChain is
called.

err Seclnval i dCert -TBD One or more certificates in the signing certificate chain were
invalid, check the certs to find out which one and why (expired
revoked etc.)

err SecNot Si gner -TBD Signer certificate is not signer of subject somewherein the
chain.

err SecNot Tr ust ed -TBD Cert chain was not trusted by one or more selected policies.

errSecM ssingAttribute -TBD
err SecM ssi ngDi gest -TBD

err SecDi gest M smat ch -TBD
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An attribute required by the specified domain or by cmsitself
is not present in the signerinfo.

The digest used by this signer was not calculated so it cannot
be verified.

The digest in the signedAttributes did not match the digest of
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the data computed.

err Secl nval i dSi gnature -TBD The signature was invalid because the digest of the
signedAttributes did not match the decrypted data.

err SecAl gM smat ch -TBD The algorithm specified in the Signerinfo did not match the
algorithm of the public key in the signing certificate (treat this
like errSeclnvalidData).

U nt 32 SecSi gner Get Typel D (voi d)

DESCRIPTION
Get the type id of SecSigner objects. This function will not put up any HI.

RESULT
Returns the typel D of SecSigner.

Generic attributes object manipulation

OSSt atus SecAttributesCreateMutabl e (SecMut abl eAttri butesRef* pAttributes)

attributes Qut put: A pointer to an uninitialized
SecMut abl eAttri but esRef .

DESCRIPTION
Create a new attributes object. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err Secl nval i dPoi nt er -TBD Passed in object wasinvalid.

OSSt atus SecAttributesAdd (SecMutabl eAttri butesRef attributes,
SecO DRef attibuted D,
CFDat aRef val ue)

attributes TheSecAttri but esRef object we operate on.
attibuted D The OID (object identifier) of the attibute being added.
val ue DER encoded value of the attribute being added.

i sSi gned Iff true thisis an signed attribute.

DESCRIPTION

Adds an attribute to asigner object. This function should only be called on a signer object obtained from a
still valid cmsEncoder. This function will not put up any HI.

RESULT CODE
noEr r 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

errSeclnval i dSt ream -TBD The outputStream passed in is not valid.
err Secl nval i dRef erence -TBD Passed in object wasinvalid.
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OSSt at us SecAttri butesCount (SecAttributesRef attributes,
Ul nt 32* pCount)

attributes TheSecAt tri but esRef object we operate on.
pCount Qut put :  The number of attributes this signer provided.
DESCRIPTION

Returns the number of attributes in the attributes. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt atus SecAttributesGet Atlndex (SecAttributesRef attributes,
Ul nt 32 i ndex,
SecO DRef* pAttri buted D,
CFDat aRef * pVal ue)

attributes TheSecAt tri but esRef object we operate on.
pAttri buted D Output: The OID (object identifier) of the attibute.
pVal ue Output: Value of the attribute.

DESCRIPTION

Return the attributeOI D and value for a given attribute of a given type. This function will not put up any HI.

RESULT CODE

nokErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.
err Secl nval i dl ndex -TBD The attribute index isinvalid.

err Secl nval i dRef er ence -TBD Passed in object was invalid.

U nt 32 SecAttributesCet Typel D (void)

DESCRIPTION
Get the type id of SecAttributes objects. This function will not put up any HI.

RESULT
Returns the typel D of SecAttributes.

S/IMime specific attributes object manipulation

OSSt at us SecAttri but esGet MessageDi gest (SecAttributesRef attributes,
CFDat aRef * pDi gest)

attributes TheSecAttri but esRef object we operate on.
pDi gest Output: Value of the attribute.
DESCRIPTION

Return the raw octets of the message digest. The caller isresponsible for releasing the returned value. This
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function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri but esSet MessageDi gest (SecMut abl eAttri butesRef attributes,
CFDat aRef di gest)

attributes TheSecAt tri but esRef object we operate on.
di gest New value of the attribute.
DESCRIPTION

Set the raw octets of the message digest. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri but esGet MsgSi ghi gest (SecAttri butesRef attributes,
CFDat aRef * pSi ghi gest)

attributes TheSecAt tri but esRef object we operate on.
pSi ghi gest Output: Value of the attribute.
DESCRIPTION

Return the raw octets of the message signature digest. The caller isresponsible for releasing the returned
value. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri but esSet MsgSi gDhi gest ( SecMut abl eAttri but esRef attri butes,
CFDat aRef sigDi gest)

attributes TheSecAt tri but esRef object we operate on.
si gDhi gest New value of the attribute.
DESCRIPTION

Set the raw octets of the message signature digest. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
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mentul | Err -108 Not enough memory to complete this operation.
errSecNoSuchAttri bute -TBD The attribute isnot in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri butesCreateSi gni ngTi me (SecAttributesRef attributes,
CFDat eRef * pSi gni ngTi nme)

attributes TheSecAt tri but esRef object we operate on.
pSi gni ngTi ne Output: Values of the attribute.
DESCRIPTION

Return an CFDateRef representing the signing time. The caller is responsible for releasing the returned
value. This function will not put up any HI.

RESULT CODE

nokErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.
errSecNoSuchAttri bute -TBD The attribute isnot in the list.

err Secl nval i dDat a -TBD The attributes value was not avalid date.

err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri butesSet Si gni ngTi me (SecMut abl eAttri butesRef attributes,
CFDat eRef si gni ngTi ne)

attributes TheSecAt tri but esRef object we operate on.
si gni ngTi ne New value of the attribute.
DESCRIPTION

Set the signing time. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri but esGet Count er Si gnatures (SecAttributesRef attri butes,
CFArrayRef * pSi gnat ur es)

attributes TheSecAt tri but esRef object we operate on.
pSi gnat ur es Output: Values of the attribute.
DESCRIPTION

Return an array of SecSignerRef's. The caller is responsible for releasing the returned value. This function
will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attribute is not in the list.
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err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri but esSet Count er Si gnat ures ( SecMut abl eAttri but esRef
attri butes,

CFArrayRef si gnatures)

attributes TheSecAt tri but esRef object we operate on.
si gnat ures New value of the attribute.
DESCRIPTION

Set an array of SecSignerRef's. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttributesGet ContentHi nts (SecAttributesRef attributes,
CFDat aRef * pCont ent Hi nt s)

attributes TheSecAt tri but esRef object we operate on.

pContent H nts Output: Values of the attribute.

DESCRIPTION

Return athe contentHints. The caller is responsible for releasing the returned value. This function will not
put up any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri but esSet Content Hi nts (SecMit abl eAttri butesRef attri butes,
CFDat aRef content Hi nts)

attributes TheSecAt tri but esRef object we operate on.
contentH nts New value of the attribute.
DESCRIPTION

Set the contentHints. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.
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OSSt at us SecAttri but esGet Cont ent Ref erence (SecAttributesRef attributes,
CFDat aRef * pCont ent Ref er ence)

attributes TheSecAt tri but esRef object we operate on.
pCont ent Ref er ence Output: Values of the attribute.
DESCRIPTION

Return athe contentReference. The caller is responsible for releasing the returned value. This function will
not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri but esSet Cont ent Ref erence (SecMut abl eAttri butesRef attributes,
CFDat aRef cont ent Ref er ence)

attributes TheSecAt tri but esRef object we operate on.
cont ent Ref erence New value of the attribute.
DESCRIPTION

Set the contentReference. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttributesGet SecuritylLabel (SecAttributesRef attributes,
CFDat aRef * pSecuritylLabel)

attributes TheSecAt tri but esRef object we operate on.
pSecuritylLabel Output: Values of the attribute.

DESCRIPTION

Return athe securityLabel. The caller isresponsible for releasing the returned value. This function will not
put up any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri butesSet SecuritylLabel (SecMutabl eAttributesRef attributes,
CFDat aRef securitylLabel)
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attributes TheSecAt tri but esRef object we operate on.
securitylLabel New value of the attribute.

DESCRIPTION
Set the securityLabel. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri butesGet SM MECapabilities (SecAttributesRef attributes,
CFArrayRef * pSm meCapabilities)

attributes TheSecAt tri but esRef object we operate on.

pSm neCapabilities Output: Values of the attribute.

DESCRIPTION

Return an array of CFDatas. The caller isresponsible for releasing the returned value. This function will not
put up any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri but esSet SM MECapabilities (SecMit abl eAttri but esRef
attributes,

CFArrayRef sm nmeCapabilities)

attributes TheSecAt tri but esRef object we operate on.
sm meCapabilities New value of the attribute.
DESCRIPTION

Set an array of CFData. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri but esGet Equi val ent Label s (SecAttri butesRef attri butes,
CFArrayRef * pEqui val ent Label s)

attributes TheSecAt tri but esRef object we operate on.
pEqui val ent Label s Output: Values of the attribute.
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DESCRIPTION
Return an array of CFDatas. The caller isresponsible for releasing the returned value. This function will not

put up any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttri but esSet Equi val ent Label s (SecMut abl eAttri butesRef attributes,
CFArr ayRef equi val ent Label s)

attributes TheSecAt tri but esRef object we operate on.
equi val ent Label s New value of the attribute.
DESCRIPTION

Set an array of CFData. This function will not put up any HI.

RESULT CODE
noErr 0 No error.
mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt atus SecAttributesGet Mail Li st (SecAttributesRef attributes,
CFArrayRef * pMai | Li st)

attributes TheSecAt tri but esRef object we operate on.

pMai | Li st Output: Values of the attribute.

DESCRIPTION

Return an array of CFDatas. The caller isresponsible for releasing the returned value. This function will not
put up any HI.

RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.

err SecNoSuchAttri bute -TBD The attributeis not in the list.
err Secl nval i dRef er ence -TBD Passed in object was invalid.

OSSt at us SecAttributesSet Mai |l Li st (SecMutabl eAttri butesRef attributes,
CFArrayRef mailList)

attributes TheSecAt tri but esRef object we operate on.
mai | Li st New value of the attribute.
DESCRIPTION

Set an array of CFData. This function will not put up any HI.
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RESULT CODE

noErr 0 No error.

mentul | Err -108 Not enough memory to complete this operation.
err SecNoSuchAttri bute -TBD The attribute isnot in the list.

err Secl nval i dRef er ence -TBD Passed in object was invalid.

Overloaded functions that work for all classes

These functions may be replaced by CFRetain, CFRelease, CFRetainCount, CFEquals and CFHash respectivaly if
possible.

U nt 32 SecCet Typel D ( SecTypeRef sec)

sec The SecType object we operate on.

DESCRIPTION
Get theid of the passed in SecTypeRef. Thisfunction will not put up any HI.

RESULT
Returns the typel D of sec.

CFStri ngRef SecCopyTypel DDescription (U nt32 typel D

typel D Thet ypel D of the object we want a description of.

DESCRIPTION

Create a copy of the string contains the name of the SecType object with typelD. This function will not put
up any HI.

RESULT

Returns the string created.

SecTypeRef SecRetain (SecTypeRef sec)
sec The SecType object we operate on.

DESCRIPTION
Increases the retain count of the sec object. This function will not put up any HI.

RESULT
Returns sec for convinience.

voi d SecRel ease (SecTypeRef sec)
sec The SecType object we operate on.

DESCRIPTION
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Decreases the retain count of the sec object. When it reaches zero the object is deallocated. Any object
created with a Sec<object>Create<something> call will have aretain count of one. Any other object will be
owned by the object who returned it and might go away unless the caller uses SecRetain to take an
additional referenmcetoit. Seethe CF (CoreFoundation) documentation for details. This function will not
put up any HI.

U nt 32 SecRet ai nCount (SecTypeRef sec)
sec The SecType object we operate on.

DESCRIPTION
Returns the retain count of the sec object. This function will not put up any HI.

Bool ean SecEqual s (SecTypeRef secl, SecTypeRef sec2)

secl The SecType object we operate on.
sec2 The SecType object to compare with.
DESCRIPTION

Compare the values of type and other. This function will not put up any HI.

RESULT
Returnstrueif secl and sec2 are equal. Returns false otherwise.

U nt 32 SecHash (SecTypeRef sec)
sec The SecType object we operate on.

DESCRIPTION
Computes a hash of sec. This function will not put up any HI.

RESULT
Returns the computed hash value.

CFStri ngRef SecCopyDescription (SecTypeRef sec)
sec The SecType object we operate on.

DESCRIPTION
Creates a human readable description of the sec object. This function will not put up any HI.

RESULT
Returns the copy of the description of sec (caller should CFRelease the result) or NULL if there was not
enough memory availble to complete the operation.

Data structures and types
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t ypedef
t ypedef
t ypedef
t ypedef
t ypedef
t ypedef
t ypedef
t ypedef
t ypedef
t ypedef
t ypedef

extern
extern
extern
extern
extern

enum {

struct
struct
struct
struct

__SecTypeRef*
__SecCnsEncoder Ref *
__SecCnsDecoder Ref *
__SecCnsEncoder Ref *
struct _ SecCmsDecoder Ref *
struct _ SecStreanRef*

const struct __ SecSi gner Ref *
struct _ SecSi gner Ref *

const struct _ SecAttri but esRef*
struct _ SecAttri but esRef*

const CFDat aRef

const
const
const
const
const

CFArrayCal | Backs

CFBagCal | Backs

CFDi cti onar yKeyCal | Backs
CFDi ctionaryVal ueCal | Backs
CFSet Cal | Backs

kSecSt opOnPol i cy = 0,
kSecSt opOnNone = 1,
kSecSt opOnFi r st Pass = 2,
kSecSt opOnFi r st Fai | =3

b

typedef Ul nt16 SecVal i dat eSt opOn;

enum

{
kSecOpti onProgress =1 << 0,
kSecOpti onAddRoot Certs =1 << 1,
kSecOpti onAddLeaf Certs =1<< 2, /I* Leaf and intermdiate */
kSecOpti onAddQx her Certs =1 << 3 [/* Encryption or other certs */

b

typedef Ul nt 32 SecOpt i ons;

enum {
k Sec RawPKCS7 = 0,
kSeci Si gn = 1,
kSecSM ME =2

b

typedef Ul nt 32 SecMsgDonmi n;

enum {
kSecCnsTypeDat a = 0,
kSecCnsTypeSi gnedDat a = 1,
kSecCnsTypeEnvel opedDat a = 2,
kSecCnsTypeDi gest edDat a = 3,
kSecCnsTypeEncrypt edDat a = 4,
kSecCnsTypeCt Aut hDat a = b,
kSecCnsTypeUnknown =6

b

typedef Ul nt 32 SecMsgDonmi n;

enum {
err Secl nval i dPoi nt er = -13840,
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SecTypeRef ;
SecCnsEncoder Ref ;

SecCnsDecoder Ref ;
SecCnsEncoder Ref ;
SecCnsDecoder Ref ;

SecSt r eanRef ;

SecSi gner Ref ;

SecMut abl eSi gner Ref ;
SecAttri but esRef;

SecMut abl eAttri but esRef;
SecO DRef ;

kSecTypeArrayCal | Backs;
kSecTypeBagCal | Backs;

kSecTypeDi cti onar yKeyCal | Backs;
kSecTypeDi cti onar yVal ueCal | Backs;
kSecTypeSet Cal | Backs;



err Secl nval i dRef erence
errSeclnval i dStream
err SecUnsupport ed

err Secl nval i dDat a

err SecTooMuchDat a

err SecM ssi ngDat a

err SecNoSi gner s

err SecSi gner Fai | ed

err Secl nval i dPol i cy
err SecUnknownPol i cy
err Seclnval i dSt opOn
err SecM ssi ngCert
errSeclnval i dCert

err SecNot Si gner

err SecNot Tr ust ed
errSecM ssingAttribute
errSecM ssingAttribute
err SecDi gest M smat ch
err Secl nval i dSi gnature
err SecAl gM smat ch

err Secl nPr ogress

err SecFi ni shed

err SecNoSuchAttri bute
err SecCr eat eChai nFai |
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-13841,
-13842,
- 13843,
- 13844,
- 13845,
- 13846,
- 13847,
- 13848,
- 13849,
- 13850,
- 13851,
- 13852,
- 13853,
- 13854,
- 13855,
- 13856,
- 13857,
- 13858,
- 13859,
- 13860,
- 13861,
- 13862,
- 13863,
- 13869

28



Summary of S/MIME routines

Creating a cms message
U nt 32 SecCnsEncoder Get Typel D (voi d);

0SSt at us SecCnsEncoder Cr eat eFor Si gn (Bool ean i ncl udeDat a,
Bool ean content Only,
SecCnsEncoder Ref par ent ChsEncoder,
SecStreanRef out put St ream
SecMsgDonai n donai n,
SecCnsEncoder Ref * pCnsEncoder);

OSSt at us SecCnsEncoder Cr eat eFor Encrypt (SecAl gorithm dentifier algorithm
Bool ean content Onl vy,
SecCnsEncoder parent ChsEncoder,
SecStreanRef out put Stream
SecMsgDonai n donai n,
SecCnsEncoder Ref * pCnsEncoder);

0SSt at us SecCnsEncoder AddReci pi ent ( SecCrsEncoder Ref cnsEncoder,
KCl tenRef cert,
CFArrayRef policies,
SecVal i dat eSt opOn st opOn) ;

0SSt at us SecCnsEncoder AddCert ( SecCnsEncoder Ref cnsEncoder, KCltenRef cert);

0SSt at us SecCnsEncoder AddCert Chai n ( SecCrsEncoder Ref cnsEncoder, KClt enRef
cert);

0SSt at us SecCnsEncoder AddSi gner ( SecCrsEncoder Ref cnsEncoder,
SecSi gner Ref si gner,
Bool ean addCert Chain);

0SSt at us SecCnsEncoder ProcessDat a ( SecCnsEncoder Ref cnsEncoder, CFDat aRef
data);

OSSt at us SecCnsEncoder Fi ni sh (SecCnsEncoder Ref cnmsEncoder) ;

Decrypting or verifying a signed message or verifying a message with an external signature

0SSt at us SecCnsDecoder Create (Ul nt 32 maxLevel s,
voi d* reserved,
SecStreanRef out put Stream
SecMsgDonai n donai n,
SecCnsDecoder Ref * pCnsDecoder) ;

0SSt at us SecCnsDecoder AddDi gest Al gori t hm ( SecCnsDecoder Ref cnsDecoder,
SecAl gorithm d di gest Al gorithmd);

0SSt at us SecCnsDecoder Set Ext er nal Si gnat ure ( SecCrsDecoder Ref cnsDecoder,
CFDat aRef external Si gnature);

0SSt at us SecCrsDecoder ProcessDat a ( SecCrsDecoder Ref cnsDecoder,
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CFDat aRef data);
0SSt at us SecCrsDecoder CGet St at us ( SecCrsDecoder Ref cnsDecoder) ;

0SSt at us SecCnrsDecoder CGet Cont ent Type ( SecCrsDecoder Ref cnsDecoder,
SecCnsType* pContent Type);

0SSt at us SecCrsDecoder Get Cont ent TypeO D ( SecCrsDecoder Ref cnsDecoder,
SecO DRef * pCont ent TypeQ D) ;

0SSt at us SecCnrsDecoder Get Cont ent Cns  ( SecCnsDecoder Ref cnsDecoder,
SecCnsDecoder Ref * pCont ent Crs Decoder) ;

OSSt at us SecCrsDecoder Get Certifi cates (SecCnsDecoder Ref cnsDecoder,
CFArrayRef * pCertificates);

0SSt at us SecCnsDecoder Si gners ( SecCrsDecoder Ref cnsDecoder,
SecOptions options, CFArrayRef policies,
SecVal i dat eSt opOn st opOn,
CFArrayRef * pSi gners);

U nt 32 SecCnrsDecoder Get Typel D (voi d);

OSSt at us SecCrsDecoder Creat e ( CFDat aRef ext er nal Si gnat ur e,
SecStreanRef out put Stream
SecMsgDomai n domai n,
SecCnsDecoder Ref * pCnsDecoder) ;

0SSt at us SecCrsDecoder ProcessDat a ( SecCrsDecoder Ref cnsDecoder, CFDat aRef
dat a) ;

0SSt at us SecCnrsDecoder Get Certifi cates (SecCnsDecoder Ref cmsDecoder,
CFArrayRef* pCertificates);

0SSt at us SecCnrsDecoder Val i dat e ( SecCnrsDecoder Ref cnsDecoder,
SecOptions options, CFArrayRef policies,
SecVal i dat eSt opOn st opOn,
CFArrayRef * pSi gners);

Stream object manipulation

U nt 32 SecStreantet Typel D (void);

OSSt at us SecSt reantCr eat eCut put Dat a ( CFMut abl eDat aRef dat a,
SecStreanRef* pStrean);

OSSt at us SecStreanCreateFi fo (SecStreanRef* pStream;

OSSt at us SecStreanCreateCQutputFile (short fil eRef Num
SecStreanmRef* pStrean);

OSSt at us SecStreanCreatel nputFile (short fil eRef Num
SecStreanmRef* pStrean);

OSSt atus SecStreamWiteData (SecStreanRef stream
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CFDat aRef data);
OSSt at us SecStreanReadDat a (SecStreanRef stream
SInt 32 | engt h,
CFMut abl eDat aRef dat a) ;
Signer object manipulation
U nt 32 SecSi gner Get Typel D (voi d);
OSSt at us SecSi gner Creat eMut abl e (KCIt enRef cert,
SecDi gest Al gori t hm di gAl g,
SecMut abl eSi gner Ref * pSi gner) ;
OSSt at us SecSi gner Get Attri butes (SecSi gner Ref signer,
Bool ean si gned,
SecAttributesRef* pMsgAtti butes);
OSSt at us SecSi gner Set Attri but es (SecMut abl eSi gner Ref si gner,
Bool ean si gned,
SecAttributesRef pMsgAtti butes);
OSSt at us SecSignerGetCertificate (SecSi gnerRef signer, KCltenmRef* pCert);

OSSt at us SecSignerGetCertificateChain (SecSi gner Ref signer,
CFArrayRef * pCert Chain);

OSSt at us SecSi gner Get St at us ( SecSi gner Ref si gner) ;

Generic attributes object manipulation
U nt 32 SecAttributesCet Typel D (void);
OSSt at us SecAttri but esCreat eMut abl e (SecMut abl eAttri butesRef* pAttributes);
OSSt at us SecAttri butesAdd (SecMut abl eAttri butesRef attributes,
SecO DRef attibuteQd D,
CFDat aRef val ue);

OSSt at us SecAttri butesCount (SecAttributesRef attributes,
U nt 32* pCount);

OSSt atus SecAttributesGet Atl ndex (SecAttributesRef attributes,
Ul nt 32 i ndex,
SecO DRef* pAttri buted D,
CFDat aRef * pVal ue) ;

S/Mime specific attributes object manipulation

OSSt at us SecAttri but esGet MessageDi gest (SecAttributesRef attributes,
CFDat aRef * pDi gest) ;

OSSt at us SecAttri but esSet MessageDi gest (SecMut abl eAttri butesRef attributes,
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CFDat aRef di gest);

OSSt at us SecAttri but esGet MsgSi ghi gest (SecAttri butesRef attributes,
CFDat aRef * pSi ghi gest) ;

OSSt at us SecAttri but esSet MsgSi gDhi gest ( SecMut abl eAttri but esRef attri butes,
CFDat aRef sigDigest);

OSSt at us SecAttri butesCreat eSi gni ngTi me (SecAttributesRef attributes,
CFDat eRef * pSi gni ngTi me) ;

OSSt at us SecAttri butesSet Si gni ngTi me (SecMut abl eAttri butesRef attributes,
CFDat eRef si gni ngTi ne) ;

OSSt at us SecAttri but esGet Count er Si gnatures (SecAttributesRef attributes,
CFArrayRef * pSi gnat ures);

OSSt at us SecAttri but esSet Count er Si gnat ures ( SecMut abl eAttri but esRef
attri butes,
CFArrayRef signatures);

OSSt at us SecAttributesGet ContentHints (SecAttributesRef attributes,
CFDat aRef * pContentHi nts);

OSSt at us SecAttri but esSet Content Hi nts (SecMit abl eAttri butesRef attri butes,
CFDat aRef contentHints);

OSSt at us SecAttri but esGet Cont ent Ref erence (SecAttributesRef attributes,
CFDat aRef * pCont ent Ref er ence) ;

OSSt at us SecAttri but esSet Cont ent Ref erence (SecMut abl eAttri butesRef attributes,
CFDat aRef cont ent Ref er ence) ;

OSSt at us SecAttri butesGet SecuritylLabel (SecAttributesRef attributes,
CFDat aRef * pSecuritylLabel);

OSSt at us SecAttri but esSet SecuritylLabel (SecMiutabl eAttributesRef attributes,
CFDat aRef securitylLabel);

OSSt at us SecAttri butesGet SM MECapabilities (SecAttributesRef attributes,
CFArrayRef * pSm meCapabilities);

OSSt at us SecAttri but esSet SM MECapabi lities (SecMit abl eAttri but esRef
attri butes,
CFArrayRef sm nmeCapabilities);

OSSt at us SecAttri but esGet Equi val ent Label s (SecAttri butesRef attri butes,
CFArrayRef * pEqui val ent Label s);

OSSt at us SecAttri but esSet Equi val ent Label s (SecMut abl eAttri butesRef attributes,
CFArr ayRef equi val ent Label s);

OSSt atus SecAttributesGet Mail Li st (SecAttributesRef attributes,
CFArrayRef * pMail List);

OSSt at us SecAttributesSet Mai |l Li st (SecMutabl eAttri butesRef attributes,
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CFArrayRef mailList);

Overloaded functions that work for all classes

U nt 32 SecCet Typel D (SecTypeRef sec);

CFStri ngRef SecCopyTypel DDescription (U nt32 typelD);
SecTypeRef SecRetain (SecTypeRef sec);

voi d SecRel ease (SecTypeRef sec);

U nt 32 SecRet ai nCount (SecTypeRef sec);

Bool ean SecEqual (SecTypeRef secl, SecTypeRef sec2);
U nt 32 SecHash (SecTypeRef sec);

CFStri ngRef SecCopyDescription (SecTypeRef sec);
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