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Keychain overview

A keychain isasecure repository for user-centric data, such as keys, passwords and certificates. The repository
may be afile, anetwork database, a smart card, or other storage media..

The currently unlocked keychain in which items are added is also known asthe default keychain. New itemsare
always added to the default keychain. When an API call is made and the Keychain Manager detects there aren't any
keychains available, the user is prompted to create one using the Keychain Manager Ul.

The default keychain is automatically selected for the user by the Keychain Manager when an unspecified keychain is
to be unlocked. The default keychain preference is stored in Internet Config and is modified by the user viathe
Keychain Access control panel. The default keychain is automatically configured by the Keychain Manager when a
keychain is created for the first time on the user's machine. If the default keychain isn't configured (i.e. a non-existant
Internet Preferences file), the user is prompted to chose among the locked keychains (first one chosen in the list).

Using the Keychain Manager

The following example demonstrates how atypical application might use the high-level keychain interfaces
to store password data. Note that an explicit call to unlock the keychain is not required.

0SSt at us St or ePasswor dl nKeychai n ( Const St r 255Par am passwor d)

{

OSSt at us st at us;

i f (! Keychai nManager Avail able ()) /[l is it there?

return ((OSStatus) MY _ERRCR);

KCl t enRef item

status = KCAddGeneri cPassword (
"\ pMy_App_Pwd", /1 service nane
“"\pBill Braskey", // account nane
passwor d[ 0], /1 length of password
&passwor d[ 1], /1 pointer to password data
& ten);

return (status);

}

Itisrequired that your application call MaxAppl Zone() to fully utilize the maximum memory available.

Keychain events

A keychain event is generated when one of the following occurs:

- akeychain'slock state changes
- an item is added to, updated in or removed from akeychain
- akeychain call takes anon-trivial amount of time to complete

Most applications do not need to handle keychain events. Applications which are interested in receiving keychain
events must first call KCAddCal | back to register a procedure that handles the event. What events the application is
interested in can be registered as well. When an application is no longer interested in receiving keychain events, it
callsKCRenoveCal | back to unregister the callback procedure.
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Idle Events

All keychain API calls are synchronous. They do not return until complete. If called within athread, thisis not
normally anissue. If, however, your application is not threaded, you may want to register a callback procedure to
receive keychain idle events. The callback procedure will be called periodically until the keychain call completes.
The application must be sureto call Yi el dToAnyThr ead() or Vi t Next Event () whenanidleeventis
generated. If the application does not register for the idle event, the Keychain Manager will call

Yi el dToAnyThr ead() periodicaly instead.

Callback Restrictions
When a keychain event occurs, the callback routine may be called from within another process, making it unsafe to
allocate memory or call toolbox routines that allocate memory. Thisistruefor all events except the idle event.

When an idle event occurs, the application is free to make any toolbox calls and perform memory allocation.

The following example demonstrates how an application might register and use a callback procedure.

e e R e
OSSt at us
Regi st er MyCal | backProc (Ptr nyDataPtr)
{
OSSt at us status = noErr;
static KCCal | backUPP nyCal | backUPP = nil;
if (!myCall backUPP)
{
/] create a routine descriptor for the callback routine
nmyCal | backUPP = NewKCCal | backProc( My Cal | backProc);
}
status = KCAddCal | back(myCal | backUPP, kcEveryEvent, mnyDataPtr);
return (status);
}
e e R e

pascal void
MyCal | backProc (KCEvent keychai nEvent, KCCall backl nfo* eventlI nfo,
voi d *user Cont ext)

{
MyDat aPtr Type nyDataPtr = (MyDataPtrType) user Cont ext;
if (inEvent == kcldl eEvent)
{
Yi el dToAnyThr ead() ;
}
else if (nyDataPtr != nil)
{
/1 it may not be safe to allocate or nove nenory here,
/1 so you may want to queue the event for |ater processing.
nyDat aPtr - >event = event| nf o- >keychai nEvent ;
nyDat aPt r - >keychai n = event | nf 0o- >keychai n;
nyDataPtr->item = eventlnfo->item
myDat aPtr - >got AnEvent = true;
}
}
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Keychain item icons

A keychain item can have an application-specific icon. To support this, the following must be true:
*kTypeKCl t emAt t r must be set to afile type for which there is a corresponding icon in the desktopDB.
*kCreat or KCl t emAt t r must be set to an appropriate application creator type.
e kCust om conKCl t emAt t r must be set.

If a custom icon corresponding to the item's type and creator can be found in the desktop database, it will be
displayed by Keychain Access. Otherwise, default icons are used.
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Keychain Manager routines

Getting information about the Keychain Manager

Bool ean Keychai nManager Avai | abl e (voi d)

DESCRIPTION

Determines whether the Keychain Manager API routines are available.

(Thisroutine isimplemented as an inline function; all other Keychain Manager routines are
implemented in the shared CFM library.)

0SSt at us KCGet Keychai nManager Ver si on (Ul nt 32* versi on)

DESCRIPTION

Returns the version of the Keychain Manager (an unsigned 32-bit integer) inver si on.
RESULT CODE

noEr r 0 No error.

er r KCNot Avai | abl e -25291 Keychain Manager was not loaded.

Locking and unlocking a keychain

0SSt at us KCUnl ock (KCRef keychain, StringPtr password)

keychai n A reference to akeychain that isto be unlocked. Pass NULL to specify the default
keychain.
password The password string for this keychain. Pass NULL if the password is unknown.

DESCRIPTION
Use this routine to unlock a keychain.

Ift he passwor disNULL, the Keychain Manager will display the unlock dialog. The authentication Ul
associated with the keychain about to be unlocked will be displayed as well.

If keychai n specifies akeychain which is currently unlocked, the Unlock Keychain dialog
isnot displayed and KCUnl ock returnsnoEr r . If keychai n specifies akeychain
which islocked, that keychain will appear as the chosen menu item in the dialog's keychain popup menu.

If keychai n isNIL and the default keychain is currently locked, that keychain will appear as the

default choice. If the default keychain is currently unlocked, the Unlock Keychain dialog is not displayed
and KCUnl ock returnsnokEr r . If at any time, an invalid password is passed to KCUnl ock, you
subsequently will not be able to unlock akeychain with a specified password until the machine is rebootted.
Until then, er r KCI nt er act i onRequi r ed isreturned.

The memory that keychai n occupies must be released by calling KCRel easeKeychai n when finished

with it.

RESULT CODE

noEr r 0 No error (successfully unlocked).

err User Cancel ed -128  User pressed the Cancel button in the unlock dialog.
er r KCAut hFai | ed -25293 Authentication failed (too many unsuccessful retries).
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er r KCNoSuchKeychai n -25294 The specified keychain could not be found.
err KCl nval i dKeychai n -25295 Thekeychainisinvalid
err KCl nt eract i onRequi r ed-25315 User interaction required to unlock this keychain

0SSt at us KCLock (KCRef keychai n)
keychai n A keychain reference.

DESCRIPTION
Locks the specified keychain if it isunlocked. (If keychai nisNI L, the Keychain Manager locks all
unlocked keychains.)

NOTE: Thereisusually no need for an application to ever call KCLock. Unless

your application is directly responding to a user's request for a keychain to be locked,

it is recommended that you leave the keychain unlocked so that the user does not have to
unlock it again in another application.

RESULT CODE

noEr r 0 No error (successfully locked, or no unlocked keychain found).
er r KCNoSuchKeychai n -25294 The specified keychain could not be found.

err KCl nval i dKeychai n -25295 Thekeychainisinvalid

Manually creating a reference to a keychain

NEW FOR V2. 0

OSSt at us KCvakeKCRef Fr onFSSpec (FSSpec* keychai nFil e, KCRef* keychai n)

keychai nFi |l e A pointer to akeychain file specification.
keychai n Returned keychain reference.
DESCRIPTION

Returns areferenece to the keychain specified by keychai nFi | e.

The memory that keychai n occupies must be released by calling KCRel easeKeychai n when finished

withit.

RESULT CODE

noErr 0 No error.

par antrr -50 Thekeychai n parameter isinvalid (NULL).
NEW FOR V2.0

OSSt at us KCvakeKCRef FromAl i as (Al i asHandl e keychai nAl i as, KCRef* keychai n)

keychai nAl i as A handle to an alias record of the keychain file
keychai n A returned keychain reference
DESCRIPTION

Returns areferenece to the keychain specified by the aliaskeychai nAl i as.

Keychain Security API 2.0 [ 7



The memory that keychai n occupies must be released by calling KCRel easeKeychai n when finished

withit.
RESULT CODE
noErr 0 No error.
par antrr -50 Either thekeychai nAl i as or keychai n parameters are
invalid (NULL).
er r KCNoSuchKeychai n -25294 keychai nAl i as referencesininvalid keychain file
NEW FOR V2.0

0SSt at us KCvakeAl i asFronKCRef (KCRef keychain, AliasHandl e* keychai nAli as)

keychai n A pointer to akeychain reference of akeychain file
keychai nAl i as A returned alias handleto keychai n
DESCRIPTION

Returns an alias handle to the keychain file specified by keychai n.

The memory that keychai nAl i as occupies must be released by calling Di sposeHandl e when

finished with it.

RESULT CODE

noErr 0 No error.

par antrr -50 Either thekeychai nAl i as or keychai n parameters are

invalid (NULL).

Working with the default keychain

OSSt at us KCCGet Def aul t Keychai n ( KCRef * keychai n)
keychai n A pointer to areference of the default keychain.
DESCRIPTION
Thisroutine returns a KCRef which specifies the default keychain. Y our application
might call this routine to obtain the name and location of the default keychain.
RESULT CODE
noErr 0 No error.
er r KCNoDef aul t Keychai n  -25307 Thereisno currently default keychain.
The memory that keychai n occupies must be released by calling KCRel easeKeychai n when finished
withit.
OSSt at us KCSet Def aul t Keychai n ( KCRef keychai n)
keychai n Specifies areference to a keychain that will be made the default.
DESCRIPTION
This routine sets the default keychain to the keychain specified by keychai n. If the specified keychain is

locked, the user will be prompted to unlock it. Applications should normally have no need to call
KCSet Def aul t Keychai n.
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RESULT CODE

noErr 0 No error.

par antrr -50 The input specification parameter was NULL.
er r KCNoSuchKeychai n -25294 The specified keychain could not be found.
err KCl nval i dKeychai n -25295 The specified keychainisinvalid

Releasing a reference to a keychain

NEW FOR V2. 0

0SSt at us KCRel easeKeychai n ( KCRef * keychai n)

keychai n Specifies the keychain reference to release.

DESCRIPTION

Releases the memory occupied by the reference that keychai n pointsto and setskeychai n to NIL.
RESULT CODE

noErr 0 No error.

par antrr -50 Thekeychai n parameter isinvalid (NIL).

Creating a new keychain

0SSt at us KCCr eat eKeychain (StringPtr password, KCRef* keychai n)

password The password string which will be used to protect the new keychain.
keychai n A keychain reference that specifies the keychain to create.

- NULL means create the keychain in the Keychains folder.

- avalid KCRef pointer specifies the reference of the keychain to create.

- aKCRef that pointsto NULL means have the Keychain Manager allocate the
memory for the keychain reference of the newly created keychain and
return it to the caller. The keychain will be created in the Keychains
folder.

DESCRIPTION

Creates anew empty keychain optionally defined by keychai n and passwor d.

If keychai nisNULL or pointsto NULL, the new keychain will be created in the "Keychains'folder:
(SystemFolder:Preferences:Keychains). If the caller specifiesakeychai n and the location of that
keychain is unspecified or invalid, the Keychain Manager will fill in the location to the Keychains folder. If
the passwor d isNULL, the Keychain Setup dialog will be displayed to obtain it. If the Keychain
Manager uses Ul to create a keychain, that keychain is automatically unlocked after creation.

RESULT CODE

noEr r 0 No error (successfully created).

par ankrr -50 Invalid argunents were specified

err KCUser Cancel ed -128  User pressed the Cancel button in the create keychain dialog.
err KCDupl i cat eKeychai n  -25296 Tried to create a keychain which aready exists.

er r KCNoSuchKeychai n -25294 The specified keychain could not be created.

err KCl nval i dKeychai n -25295 The specified keychainisinvalid.

Additional errors may be returned if the keychain could not be created (for example,
afile system or network error may be returned if there is no write access to the storage media).

The memory that keychai n occupies must be released by calling KCRel easeKeychai n when finished
with it.
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Getting information about a keychain

NEW FOR V2. 0

OSSt at us KCCGet Keychai nNanme (KCRef keychain, StringPtr keychai nNane)

keychai n Specifies a keychain whose name you want.
keychai nNane Returned name of the keychain.
DESCRIPTION

Returnsthe name of keychai n inkeychai nNane.

RESULT CODE

noErr 0 No error.

par antrr -50 keychai nNanme must be valid (non-NULL).
err KCl nval i dKeychai n - 25295 Keychainisinvalid

OSSt at us KCCGet St at us (KCRef * keychai n, Ul nt32* keychai nSt at us)

keychai n Pointer to a keychain reference (NULL specifies the default keychain).
keychai nSt at us Returned status of the specified keychain.

DESCRIPTION
Returns status information for the specified keychain in the supplied parameter. If keychai n isNULL,
the status of the default keychain is returned.

Thevalue returned in keychai nSt at us isa 32-hit field, the meaning of which must be determined
by comparison with alist of predefined constants. Currently defined bitmask values are:

kcUnl ockState 1 The specified keychain is unlocked if bit O is set.

kcRdPer m 2 The specified keychain is unlocked with read permission if bit 1 is set.
kcW Per m 4  The specified keychain is unlocked with write permission if bit 2 is set.
RESULT CODE
noErr 0 No error.
er r KCNoSuchKeychai n -25294 The specified keychain could not be found.
err KCl nval i dKeychai n -25295 The specified keychainisinvalid.

OSSt at us KCChangeSetti ngs (KCRef keychai n)

keychai n A reference to an unlocked keychain. Passin NULL to specify the default
keychain.

DESCRIPTION

Displays adialog for changing the keychain name, password and settings associated with the

specified keychain.

NOTE: thereis no way to supply authentication information directly to KCChangeSet t i ngs;
for security reasons. The user must always change the keychain authentication information

interactively.
RESULT CODE
noErr 0 No error.
err User Cancel ed -128  User pressed the Cancel button in the settings dialog.
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er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.
err KCl nval i dKeychai n -25295 The specified keychainisinvalid.

Enumerating available keychains
U nt 16 KCCount Keychai ns (voi d)
DESCRIPTION

This function returns the number of available keychains. This number includes all keychains within
the "Keychains' folder, aswell as any other keychains known to the Keychain Manager.

0SSt at us KCCGet | ndKeychai n (Ul nt16 i ndex, KCRef* keychai n)

i ndex Index value that represents which keychain to acquire.
keychai n Returned keychain based oni ndex.
DESCRIPTION

Given an index value (from 1 to the number returned by KCCount Keychai ns), returns a KCRef for the
keychain corresponding to that index.

RESULT CODE

noErr 0 No error.

par antrr -50 Input keychain specification pointer was NULL.
er r KCNoSuchKeychai n -25294 No keychain found (index value out of range.)

The memory that keychai n occupies must be released by calling KCRel easeKeychai n when finished
with it.

Registering a callback procedure

OSSt at us KCAddCal | back (KCCal | backUPP cal | backProc, KCEvent Mask event Mask,
voi d* user Cont ext)

cal | backProc A universal procedure pointer to aroutine with the following interface:

pascal void

MyCal | backProc ( KCEvent keychai nEvent,
KCCal | backl nf o* i nfo,
voi d *user Cont ext )

event Mask A bit mask indicating which events are to be received.
user Cont ext A pointer to caller-defined storage. This value will be passed to your callback.
DESCRIPTION

The specified callback procedure will be called by the Keychain Manager whenever a keychain event
occurs, or when alengthy operation is occurring, as indicated by the event mask. The event type, an
information structure about the event, and a reference to the application-defined context are passed as
parameters to this function.

RESULT CODE
noErr 0 No error.
par antrr -50 Callback procedureis NULL or a non-addressable location.

err KCDupl i cat eCal | back -25297 Callback procedureis already registered.
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0SSt at us KCRempveCal | back (KCCal | backUPP cal | backPr oc)

cal | backProc A universal procedure pointer to a callback routine, previously added
with KCAddCal | back.

DESCRIPTION
Unregisters the specified callback procedure, which will no longer be called by the Keychain Manager.

RESULT CODE
noErr 0 No error.
err KCl nval i dCal | back -25298 Callback procedure has not been previously registered.

Managing the Human Interface

NEW FOR V2.0

OSSt at us KCSet I nteracti onAl |l owed (Bool ean state)
state Flag that toggles the Ul state.

DESCRIPTION

Use this routine to notify that the Keychain Manager can or cannot bring up Ul. Usethisroutine to turn on
and off Ul around calls that might bring up a user interface. Failing to re-enable user interaction will affect
other clients of the Keychain Manager. The interaction allowed state is not persistent and is reset when the
machine reboots.

RESULT CODE
noErr 0 No error.

NEW FOR V2.0
Bool ean KCI sl nteracti onAll owed (void)
DESCRIPTION

This routine returns the state of the Keychain Manager Ul. If true, the Keychain Manager is free to show a
user interface when needed.

High-level interfaces

Storing and retrieving AppleShare passwords

0SSt at us KCAddAppl eShar ePassword ( AFPSer ver Si ghat ur e server Si gnat ur e,
StringPtr server Addr ess,
StringPtr server Nane,
StringPtr vol uneNane,
StringPtr account Nane,
Ul nt 32 passwor dLengt h,
const voi d* passwor dDat a,
KCl t enRef * item)
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server Si gnature
server Addr ess

server Name

vol umeNane
account Nane
passwor dLengt h
passwor dDat a
item

DESCRIPTION

A pointer to a 16-byte AFP server signature block [optional].

Pointer to a Pascal string containing the server address, which may be specified
as an AppleTak zone name, a DNS domain name, or an IP address. [optional ]
Pointer to a Pascal string containing the server name.

Pointer to a Pascal string containing the volume name.

Pointer to a Pascal string containing the account name.

Length of the password data to be stored.

Pointer to a buffer containing the password data.

On exit, returns areference to the added item (pass NULL if you don't need it.)

Adds anew AppleShare server password to the default keychain. The password should be uniquely
identified by the combination of ser ver Nane, vol unmeName, account Nane, and alocation
specified either by ser ver Addr ess or ser ver Si gnat ur e. A reference to the newly added
keychain item isoptionally returned ini t em

NOTE: Most applications do not need to store AppleShare password data, as thisis handled
transparently by the AppleShare client software. To be compatible with the AppleShare client,
you should store a fully-specified AFPXVolMountInfo record as the password data.

Refer to the File Manager documentation for the definition of AFPXV olMountInfo.

RESULT CODE
noErr
par ankrr

er r KCNoDef aul t Keychai n
err KChupl i cateltem
err KCDat aToolLar ge

OSSt at us KCFi ndAppl eShar ePassword ( AFPSer ver Si gnat ure

server Si gnature
server Addr ess

server Nane
vol uneNane
account Nanme
maxLengt h
passwor dDat a
act ual Lengt h
item

DESCRIPTION

0 No error.

-50 Not enough parameters were supplied.

-25307 No default keychain could be found.

-25299 Tried to add a password that already existsin the keychain.
-25302 Tried to add more data than is allowed for arecord of thistype.

server Si gnat ur e,

StringPtr server Addr ess,
StringPtr server Nane,
StringPtr vol umeNane,
StringPtr account Nare,
Ul nt 32 maxLengt h,

voi d* passwor dDat a,
Ul nt 32* act ual Lengt h,
KCl t enRef * item)

Pointer to a 16-byte AFP server signature block [or NULL to match any].
Pointer to a Pascal string containing the server address, which may be specified
as an AppleTak zone name, a DNS domain name, or an IP address. If this
parameter is NULL, match any server address.

Pointer to a Pascal string containing the server name [or NULL to match any].
Pointer to a Pascal string containing the volume name [or NULL to match any].
Pointer to a Pascal string containing the account name [or NULL to match any].
The length of the caller-supplied passwor dDat a buffer.

Pointer to a buffer which will hold the returned password data.

On exit, returns the actual length of the password data that was retrieved.

On exit, returns areference to the found item (pass NULL if you don't need it.)

Finds the first AppleShare password in the default keychain which matches the supplied parameters.
The password dataisreturned in passwor dDat a. Optionally, an item referenceisreturned ini t em If
act ual Lengt h and passwor dDat a aren't specified (NULL), only theitem is returned without the data.
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NOTE: If the actual length of the password is greater than the size of the buffer (as supplied
inmaxLengt h), an error isreturned and it is up to the caller to alocate a new buffer of
act ual Lengt h bytes before a subsequent call to KCFi ndAppl eShar ePasswor d.

RESULT CODE

noErr 0 No error.

par antrr -50 Not enough valid parameters were supplied.

er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.

er r KCl t emNot Found -25300 No matching password item was found.

er r KCBuf f er TooSmal | -25301 The password data was too large for the supplied buffer.

Storing and retrieving Internet passwords

OSSt at us KCAddI nt er net Password ( StringPtr server Nane,
StringPtr securityDomai n,
StringPtr account Nare,

U nt 16 port,

OSType pr ot ocol ,
OSType aut hType,

Ul nt 32 passwor dLengt h,

const voi d* passwordDat a,
KCltenRef* item)

server Nanme Pointer to a Pascal string containing the server name.

securityDomai n Pointer to a Pascal string containing the security domain [optional].

account Nane Pointer to a Pascal string containing the account name.

port A TCP/IP port number (pass k AnyPor t to specify any port).

pr ot ocol A constant that identifies the protocol associated with this password
(passkAnyPr ot ocol to specify any protocol).

aut hType A constant that identifies the authentication scheme used

(pass kAny Aut hTy pe to specify any authentication scheme).
passwor dLengt h Length of the password data to be stored.

passwor dDat a Pointer to a buffer containing the password data.
item On exit, returns areference to the added item (Pass NULL if you don't need it.)
DESCRIPTION

Adds anew Internet server password to the default keychain. Required parameters to identify the
password include ser ver Name, account Nane, port, pr ot ocol andaut hType. In addition,
some protocols may require an optional secur i t yDomai n when authentication is requested.

A reference to the newly added keychain item isoptionally returned ini t em

RESULT CODE

noErr 0 No error.

par antrr -50 Not enough parameters were supplied.

er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.

err KCDupl i cateltem -25299 Tried to add a password that already existsin the keychain.

er r KCDat aToolLar ge -25302 Tried to add more data than is allowed for arecord of thistype.
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NEW FOR V2. 0

OSSt at us KCAddI nt er net PasswordWthPath ( StringPtr server Nane,
StringPtr securityDomai n,
StringPtr account Nare,
StringPtr pat h,

U nt 16 port,

OSType pr ot ocol ,
OSType aut hType,

Ul nt 32 passwor dLengt h,

const voi d* passwordDat a,
KCltenRef* item)

server Nanme Pointer to a Pascal string containing the server name.

securityDomai n Pointer to a Pascal string containing the security domain [optional].

account Nane Pointer to a Pascal string containing the account name.

pat h Pointer to a Pascal string containing additional information that specifies afile or
directory on the server specified by ser ver Name [optional].

port A TCP/IP port number (pass k AnyPor t to specify any port).

pr ot ocol A constant that identifies the protocol associated with this password
(passkAnyPr ot ocol to specify any protocol).

aut hType A constant that identifies the authentication scheme used

(pass kAny Aut hTy pe to specify any authentication scheme).
passwor dLengt h Length of the password data to be stored.

passwor dDat a Pointer to a buffer containing the password data.
item On exit, returns areference to the added item (Pass NULL if you don't need it.)
DESCRIPTION

Adds anew Internet server password to the default keychain. Y ou should pass as much information as
possible about the password you are adding. While all attributes are optional, you must specify at least one
to help distinguish the password. In addition, some protocols may require an optional securi t yDomai n
when authentication is requested. A reference to the newly added keychain item is optionally returned in

item

RESULT CODE

noErr 0 No error.

par antrr -50 Not enough parameters were supplied.

er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.

err KChupl i cateltem -25299 Tried to add a password that already existsin the keychain.

er r KCDat aToolLar ge -25302 Tried to add more data than is allowed for arecord of thistype.
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0SSt at us KCFi ndl nt er net Passwor d ( StringPtr server Nane,
StringPtr securityDomai n,
StringPtr account Nare,

U nt 16 port,

OSType pr ot ocol ,

OSType aut hType,

Ul nt 32 maxLengt h,

voi d* passwor dDat a,

Ul nt 32* act ual Lengt h,

KCltenRef* item)
server Nanme Pointer to a Pascal string which has the server name [or NULL to match any].
securityDomai n Pointer to a Pascal string which has the security domain [or NULL to match any].
account Nane Pointer to a Pascal string containing the account name [or NULL to match any].
port A TCP/IP port number [ or kAnyPor t to match any port number].
pr ot ocol A constant that identifies the protocol associated with this password.
aut hType A constant that identifies the authentication scheme used.
maxLengt h The length of the caller-supplied passwor dDat a buffer.
passwor dDat a Pointer to a buffer which will hold the returned password data.
act ual Lengt h On exit, returns the actual length of the password data that was retrieved.
item On exit, returns areference to the found item. (Pass NULL if you don't need it.)
DESCRIPTION

Finds the first Internet password in the default keychain which matches the supplied parameters.

The password is returned in passwor dDat a. Optionally, an item reference isreturned ini t em If

act ual Lengt h and passwor dDat a aren't specified (NULL), only theitem is returned without the data.
NOTE: If the actual length of the password is greater than the size of the buffer (as supplied
inmaxLengt h), an error isreturned and it is up to the caller to allocate a new buffer of
act ual Lengt h bytes before a subsequent call to KCFi ndl nt er net Passwor d.

RESULT CODE

noErr 0 No error.

par antrr -50 Not enough valid parameters were supplied.

er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.

er r KCl t emNot Found -25300 No matching password object was found.

er r KCBuf f er TooSmal | -25301 The password data wastoo large for the supplied buffer.
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NEW FOR V2. 0

OSSt at us KCFi ndl nt er net Passwor dWt hPath ( StringPtr server Nane,

server Name
securityDomai n
account Nane
pat h

port

pr ot oco

aut hType
maxLengt h
passwor dDat a
act ual Lengt h
item

DESCRIPTION

StringPtr securityDomai n,
StringPtr account Nare,
StringPtr pat h,

U nt 16 port,

OSType pr ot ocol ,
OSType aut hType,

Ul nt 32 maxLengt h,
voi d* passwor dDat a,
Ul nt 32* act ual Lengt h,

KCltenRef* item)

Pointer to a Pascal string which has the server name [or NULL to match any].
Pointer to a Pascal string which has the security domain [or NULL to match any].
Pointer to a Pascal string which has the account name [or NULL to match any].
Pointer to a Pascal string containing additional information that specifies afile or
directory on the server specified by ser ver Nane.

A TCP/IP port number, or KAnyPor t to match any port number.

A constant that identifies the protocol associated with this password.

A constant that identifies the authentication scheme used.

The length of the caller-supplied passwor dDat a buffer.

Pointer to a buffer which will hold the returned password data.

On exit, returns the actual length of the password data that was retrieved.

On exit, returns areference to the found item. (Pass NULL if you don't need it.)

Finds the first Internet password in the default keychain which matches the supplied parameters.

The password is returned in passwor dDat a. Optionally, an item reference isreturned ini t em If

act ual Lengt h and passwor dDat a aren't specified (NULL), only theitem is returned without the data.
NOTE: If the actual length of the password is greater than the size of the buffer (as supplied
inmaxLengt h), an error isreturned and it is up to the caller to allocate a new buffer of
act ual Lengt h bytes before a subsequent call to KCFi ndl nt er net Passwor dW t hPat h.

RESULT CODE
noErr
par ankrr

0 No error.
-50 Not enough valid parameters were supplied.

er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.

err KCl t emNot Found

-25300 No matching password object was found.

er r KCBuf f er TooSmal | -25301 The password data wastoo large for the supplied buffer.
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Storing and retrieving other types of passwords

OSSt at us KCAddGener i cPassword (

server Nanme
account Nanme
passwor dLengt h
passwor dDat a
item

DESCRIPTION

StringPtr servi ceNane,
StringPtr account Nare,

Ul nt 32 passwor dLengt h,
const voi d* passwordDat a,
KCltenRef* item)

Pointer to a Pascal string containing an application-defined service name.
Pointer to a Pascal string containing the account name.

Length of the password data to be stored.

Pointer to a buffer containing the password data.

On exit, returns areference to the added item. (Pass NULL if you don't need it.)

Adds a new generic password to the default keychain. Required parameters to identify the
password are ser vi ceNamne and account Name, which are application-defined strings.
A reference to the newly added keychain item isoptionally returned ini t em

RESULT CODE
noErr
par antrr

er r KCNoDef aul t Keychai n
err KCDupl i cateltem

er r KCDat aToolLar ge

0SSt at us KCFi ndGeneri cPassword (

servi ceNane

account Nane
maxLengt h
passwor dDat a
act ual Length
item

DESCRIPTION

0 No error.
-50 Not enough parameters were supplied.
-25307 No default keychain could be found.
-25299 Tried to add a password that aready existsin the keychain.
-25302 Tried to add more data than is allowed for arecord of thistype.
StringPtr servi ceNane,
StringPtr account Nane,
Ul nt 32 maxLengt h,
voi d* passwor dDat a,
Ul nt 32* act ual Lengt h,
KCltenRef* item)

Pointer to a Pascal string containing an application-defined service name

[or NULL to match any].

Pointer to a Pascal string containing the account name [or NULL to match any].
The length of the caller-supplied passwor dDat a buffer.

Pointer to a buffer which will hold the returned password data.

On exit, returns the actual length of the password data that was retrieved.

On exit, returns areference to the found item (pass NULL if you don't need it.)

Finds the first generic password in the default keychain which matches the supplied parameters.

The password is returned in passwor dDat a. Optionally, an item reference isreturned ini t em If

act ual Lengt h and passwor dDat a aren't specified (NULL), only theitem is returned without the data.
NOTE: If the actual length of the password is greater than the size of the buffer (as supplied
inmaxLengt h), an error isreturned and it is up to the caller to allocate a new buffer of
act ual Lengt h bytes before a subsequent call to KCFi ndGener i cPasswor d.

RESULT CODE
nokErr
par antrr

er r KCNoDef aul t Keychai n

err KCl t emNot Found

er r KCBuf f er TooSmal |
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0 No error.

-50 Not enough valid parameters were supplied.

-25307 No default keychain could be found.

-25300 No matching password object was found.

-25301 The password data was too large for the supplied buffer.
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Low-level interfaces

Creating and editing a keychain item

0SSt at us KCNewl t em ( KCltenTl ass itenfl ass,

OSType i tenCreator,
Ul nt 32 | engt h,
voi d* dat a,
KCltenRef* item)
itend ass A constant identifying the class of item to be created.
i tenCreator The creator code of the application which owns thisitem.
| ength Length of the data to be stored in thisitem.
dat a Pointer to a buffer containing the datato be stored in thisitem.
item A reference to the new keychain item created by KCNewl t em

DESCRIPTION

Creates anew keychain item from the supplied parameters. A reference to the newly-created
itemisreturnedini t em A copy of the data buffer pointed to by dat a is stored in the item.

To permanently store this item, a subsequent call must be made to KCAddI t em When the
item reference is no longer required, call KCRel easel t emto deallocate memory occupied

by the item.

RESULT CODE
nokErr

par antrr
menful | Err

0
-50

-108

OSStatus KCSet Attribute ( KCt enRef

No error.
Not enough valid parameters were supplied.
Not enough memory in current heap zone to create the object.

item KCAttribute* attr )

item A reference to akeychain item.
attr Pointer to aKCAt t ri but e record which specifies the attribute and its value.
DESCRIPTION

Use this function to modify attribute data for a keychain item. Standard item attributes which can be

modified include:

kDescripti onKCltemAttr

kComrent KCl t emAt t r
kLabel KCltemAttr

kCreatorKCltemAttr
kTypeKCl t emAt tr

kCust om conKCl temAt t r

A user-visible string describing this item. (StringPtr)

A user-editable string containing comments for thisitem.
(StringPtr)

A user-editable string containing the label for thisitem.
(StringPtr)

Theitem's creator. (OSType)

Theitem'stype. (OSType)

Flag indicating this item has an icon. (Boolean)

Each class of item has additional attributes specific to that class which may be modified. Refer to
the definition of KCl t emAt t r for acomplete list.

RESULT CODE

noErr

par ankrr

menful | Err

err KCl nval i dl t enRef
err KCNoSuchAt tr

err KCDat aToolLar ge
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-50
-108
-25304
-25303
-25302

No error.

Not enough valid parameters were supplied.

Not enough memory in current heap zone to set attribute data.
The specified keychain item reference wasinvalid.

Tried to set an attribute which is undefined for thisitem class.
More data was supplied than is allowed for this attribute type.
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OSStatus KCGet Attribute ( KCltemRef item KCAttribute* attr,
U nt 32* actual Length )

item A reference to akeychain item.

attr Pointer to aKCAt t r i but e record with the following fields set on entry:
tag A KCAt t r Type constant which specifies the attribute to get.

 ength The maximum length of the data buffer pointed to by dat a.

dat a Pointer to a buffer of sufficient length for the type of data to be returned.
act ual Lengt h The actual length of the attribute data.

DESCRIPTION

Use this function to retrieve attribute data from a keychain item. Standard item attributes which can be
retrieved include:

kGl assKCltemAt tr The class of thisitem. (OSType)

kCreati onDat eKClt emAtt r The creation date of thisitem. (UInt32)

kModDat eKCl t enAt t r The last modified date of thisitem. (UInt32)

kDescriptionKCltemAttr A user-visible string describing thisitem. (StringPtr)

kLabel KCltemAttr A user-visible string for thisitem's label. (StringPtr)

kComrent KCl t emAt t r A user-editable string containing comments for thisitem.
(StringPtr)

kCreatorKCltemAttr Theitem's creator. (OSType)

kTypeKCl t emAt tr Theitem'stype. (OSType)

kCust om conKCl temAt tr Flag indicating thisitem has an icon. (Boolean)
kScri pt CodeKCltemAttr The script code for al stringsin thisitem. (UInt32)

Each class of object has additional attribute values specific to that class which may be retrieved. Refer to
the definition of KCI t emAt t r for acomplete list.

RESULT CODE

noErr 0 No error.

par antrr -50 Not enough valid parameters were supplied.

err KCl nval i dl t enRef -25304 The specified keychain item reference was invalid.

err KCNoSuchAt tr -25303 Tried to set an attribute which is undefined for thisitem class.
er r KCBuf f er TooSmal | -25301 The attribute data was too large for the supplied buffer.

OSStatus KCSetData ( KCltemRef item U nt32 | ength, const void* data )

item A reference to akeychain item.

 ength The length of the caller-supplied dat a buffer.

dat a Pointer to a buffer containing the data to be stored in thisitem.
DESCRIPTION

Use this function to set or change the data stored in the given keychain item.

RESULT CODE

noErr 0 No error.

par antrr -50 Not enough valid parameters were supplied.

err KCl nval i dl t enRef -25304 The specified keychain item reference was invalid.
er r KCDat aToolLar ge -25302 The datawastoo large for the supplied buffer.

err KCDat aNot Mbdi fi abl e -25317 The datacannot be set for thisitem.
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OSStatus KCGetData ( KCltemRef item Ul nt32 maxLength, void* data,
U nt 32* actual Length )

item A reference to akeychain item.

maxLengt h The length of the caller-supplied dat a buffer.

dat a Pointer to a buffer which will hold the returned data (required).

act ual Lengt h On exit, returns the actual length of the data being retrieved (required).
DESCRIPTION

Use this function to retrieve the data stored in the given keychain item. Y ou will not be able to call
KCCet Dat a for aprivate key. A par ankr r isreturned if you passin NULL for dat a.

NOTE: If the actual length of the data is greater than the size of the buffer (as supplied
inmaxLengt h), an error isreturned and it is up to the caller to allocate a new buffer of
act ual Lengt h bytes before a subsequent call to KCCet Dat a.

RESULT CODE

noErr 0 No error.

par antrr -50 Not enough valid parameters were supplied.

err KCl nval i dl t enRef -25304 The specified keychain item reference was invalid.
er r KCBuf f er TooSmal | -25301 The datawastoo large for the supplied buffer.

er r KCDat aNot Avai | abl e -25316 Thedataisnot available for thisitem.

Managing keychain items

OSSt at us KCAddItem ( KCltenmRef item)
item A reference to akeychain item.

DESCRIPTION

Use this routine to add a keychain item to the default keychain's permanent data store. If i t em

references an existing item in the keychain, the existing item is updated. However, if i t emhas not

yet been added to the keychain and an identical item already exists in the keychain, an error is returned. If
you want to add it to a specific keychain, bracket this call with KCGet Def aul t Keychai n and

KCSet Def aul t Keychai n

RESULT CODE

noErr 0 No error.

er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.

err KCl nval i dl t enRef -25306 The specified keychain item reference was invalid.

err KChupl i cateltem -25299 Tried to add a new item that already exists in the keychain.

OSSt atus KCDel eteltem ( KCltenRef item)
item A reference to akeychain item.
DESCRIPTION
Use this routine to delete a keychain item from the default keychain's permanent data store. If i t enRef

has not previously been added to the keychain, KCDel et el t emdoes nothing and returnsnoEr r .

IMPORTANT: KCDel et el t emdoes not dispose the memory occupied by the item reference itself;
use KCRel easel t emwhen you are completely finished with an item.
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RESULT CODE

noErr 0 No error.
er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.
err KCl nval i dl t enRef -25304 The specified keychain item reference was invalid.

OSSt at us KCUpdateltem ( KCltenRef item)
item A reference to akeychain item.

DESCRIPTION

Use this routine to update an existing keychain item after changing its attributes or data. The item is
written to the keychain's permanent data store. If i t emhas not previously been added to a keychain,
KCUpdat el t emdoes nothing and returns noEr r .

RESULT CODE

noErr 0 No error.

er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.

err KCl nval i dl t enRef -25304 The specified keychain item reference was invalid.

0SSt at us KCRel easeltem ( KCltenRef* item)
item A pointer to akeychain item reference.
DESCRIPTION

Use this routine to dispose the memory occupied by akeychain item reference.
Thereference pointed to by i t enRef isset to NULL on exit from this routine, and should not be used

again.

RESULT CODE

noErr 0 No error.

err KCl nval i dl t enRef -25304 The specified keychain item reference was invalid.
NEW FOR V2.0

OSSt at us KCCGet Keychain ( KCltenRef item KCRef* keychain )

item A keychain item reference.
keychai n The keychain where i t emis stored.

DESCRIPTION

Use thisroutine to find out the location of keychain items. The search is performed on unlocked keychains
only. If you have areference to akeychain item whose keychain islocked, er r KCl nval i dl t enRef
will be returned.

RESULT CODE
noErr 0 No error.
err KCl nval i dl t enRef -25304 The specified keychain item reference was invalid.

Note that the keychain reference returned by KCGet Keychai n should be released by calling
KCRel easeKeychai n.
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NEW FOR V2. 0

0SSt at us KCCopyltem ( KCltenRef item KCRef destKeychain, KCltenRef* copy )

item A keychain item reference to copy

dest Keychai n The keychain where i t emwill be copied to

copy The new copied item that is copied to dest Keychai n
DESCRIPTION

Use this routine to copy a keychain item from one keychain to another. The copy will be returned in copy.

RESULT CODE

noErr 0 No error.

err KCl nval i dKeychai n - 25295 The specified dest Keychai n wasinvalid.
err KCReadOnl y - 25292 Thedest Keychai nisread only.

err KCNoSuchd ass - 25306 i t em hasaninvalid keychain item class.

Sear ching and enumerating keychain items

OSStatus KCFindFirstltem ( KCRef keychain, const KCAttributelList* attrlList,
KCSear chRef * search, KCltenRef* item)

keychai n The keychain to search (NULL means search all unlocked keychains)
attrlList A list of zero or more KCAt t r i but e records to be matched

(NULL matches any keychain item).
search A reference to the current search is returned here.
item A reference to the first matching keychain item is returned here.
DESCRIPTION

Finds the first keychain item matching alist of zero or more specified attributes in the specified keychai n
and returns areference to theitem. PassNULL for keychai n if you wish to search all unlocked
keychains. The caller isresponsible for calling KCRel easel t emto release this reference

when finished with it. A reference to the current search criteriais also returned, for subsequent callsto
KCFi ndNext | t em This reference must be released by the caller when completely finished with a

search (by calling KCRel easeSear ch).

RESULT CODE

noEr r 0 No error.

er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.

er r KCl t emmNot Found -25300 No matching keychain item was found.

err KCNoSuchAttr -25303 Specified an attribute which is undefined for thisitem class.

0SSt at us KCFi ndNext |t em ( KCSear chRef search, KCltenRef* item)

search A reference to the current search criteria.
item A reference to the next matching keychain item, if any, isreturned here.
DESCRIPTION

Finds the next keychain item matching the given search criteria, as previously specified by acall to
KCFi ndFi r st | t em and returns areference to the item. The caller is responsible for releasing
this reference when finished with it.
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RESULT CODE

noErr 0 No error.

er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.

err KCl nval i dSear chRef -25305 The specified search reference was invalid.

er r KCl t emNot Found -25300 No more matching keychain items were found.

0SSt at us KCRel easeSear ch ( KCSear chRef *search )
search A pointer to the current search reference.
DESCRIPTION
Use this routine to release the memory occupied by a search reference.
The reference pointed to by sear ch is set to NULL on exit, and should not be used again.
RESULT CODE

noErr 0 No error.
err KCl nval i dSear chRef -25305 The specified search reference was invalid.

Wirking Wth Certificates

NEW FOR V2.0
OSSt at us KCFi ndX509Certificates (KCRef keychai n,
CFSt ri ngRef nane,
CFSt ri ngRef emai | Addr ess,
KCCer t Sear chOpti ons opti ons,
CFMut abl eAr r ayRef * certificateltens)
keychai n The keychain in which to search
name A "C" string pointer to the certificate owner's common name
emai | Addr ess A "C" string pointer to the certificate ownder's e-mail address
options The search criteria used when retrieving certificates

certificateltens Onexit, returnsaarray reference of certificate items that are found
(pass NULL if you don't need it.)

DESCRIPTION

Use thisroutineto find certificates in a given keychain with the provided search critiera.

RESULT CODE

noErr 0 No error.

par antrr -50 One of the specified argumentsisinvalid

er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.

er r KCl t emNot Found -25300 No matching certificate object was found.

er r KCBuf f er TooSmal | -25301 The certificate data was too large for the supplied buffer.

Keychain Security API 2.0 [ 24



NEW FOR V2. 0

OSSt at us KCChooseCertificate( CFArrayRef itenms, KCltenRef* certificate,

itens

certificate
policyOIDs

stopOn

DESCRIPTION

CFArrayRef policyQ Ds,
KCVeri fySt opOn st opOn )

A Core Foundation array of certificate keychain item references

The returned certificate keychain item

An array of policy OlDs that determine the trust

policy. To get a pointer to an array of policy OIDs

for Macintosh file signing, call SecMacGetDefaultPolicyOIDs.

Use kPolicyK CStopOn for the default value. Thiswill leave stop decisions up to
the Trust Policy module.

Thisroutine presents Ul of alist of certificates the user can chose from. If the array contains at least 2
keychain items, the user can choose from that list. Otherwise, it returns the single keychainitem in
certificate withnotUl.

RESULT CODE

noErr

user Cancel edErr
par ankrr

0 No error.
-128 Theuser canceled out from the Ul presented.

Private Keychain Manager API (not exported):

OSSt at us KCDi spatch (U nt16 commandl D, voi d* val ue);

For a description of of these calls, consult the KeychainPriv.h file for the list of commandIDs.

Keychain Manager callsthat use" C" Strings

0SSt at us kcunl ock (KCRef keychain, const char* password);
OSSt at us kccr eat ekeychai n (const char* password, KCRef* keychain);

0SSt at us kcget keychai nnanme ( KCRef keychain, char* keychai nName);

OSSt at us kcaddappl eshar epassword ( AFPSer ver Si gnat ure* server Si gnat ure,

const char* server Addr ess,
const char* server Nane,
const char* vol uneNarne,
const char* account Nane,

Ul nt 32 passwor dLengt h,
const voi d* passwor dDat a,
KCl t enRef * item;

OSSt at us kcfi ndappl eshar epassword ( AFPSer ver Si gnat ur e* server Si gnat ur e,
const char* server Addr ess,
const char* server Nane,
const char* vol uneNarne,
const char* account Nane,

Ul nt 32 maxLengt h,
voi d* passwor dDat a,
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Ul nt 32*
KCl t enRef *

OSSt at us kcaddi nt er net password (const char*

OSSt at us kcaddi nt er net passwor dwi t hpat h (const char*

const char*
const char*
U ntl6
CSType
CSType

Ul nt 32
const voi d*
KCl t enrRef *

const
const
const

act ual Lengt h,

item;

server Nane,
securityDomai n,
account Nane,
port,

pr ot ocol ,

aut hType,
passwor dLengt h,
passwor dDat a

item;

server Nane,
char* securityDomain,
char* account Nane,
char* pat h,

U nt 16 port,

CSType
CSType
Ul nt 32

const

pr ot ocol ,

aut hType,

passwor dLengt h,
voi d* passwor dDat a

KCltenRef* item;

0SSt at us kcfi ndi nt er net password (const char*

const char*
const char*
U ntl6
CSType
CSType

Ul nt 32

voi d*

Ul nt 32*
KCl t enrRef *

server Nane,
securityDomai n,
account Nane,
port,

pr ot ocol ,

aut hType,
maxLengt h,
passwor dDat a
act ual Lengt h,

item;

0SSt at us kcfi ndi nt er net passwordwi t hpath (const char* server Nane,

const char*
const char*

securityDomai n,
account Nane,

const char* path,

U nt 16 port,

OSType pr ot ocol ,
OSType aut hType,

Ul nt 32 maxLengt h,
voi d* passwor dDat a
Ul nt 32* ctual Lengt h,

KCltenRef* item;

OSSt at us kcaddgeneri cpassword (const char*

const char*
Ul nt 32
const voi d*
KCl t enrRef *

OSSt at us kcfi ndgeneri cpassword (const char*
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const char*
Ul nt 32

“

servi ceNane,
account Nane,
passwor dLengt h,
passwor dDat a

item;

servi ceNane,
account Name,
maxLengt h,
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Data structures and types

voi d* passwor dDat a,
Ul nt 32* act ual Lengt h,
KCltenRef* item;

typedef struct OpaqueKCRef* KCRef ;
typedef struct OpaqueKCltenRef* KCl t enRef ;
typedef struct OpaqueKCSearchRef * KCSear chRef ;
typedef CFDat aRef SecO DRef ;

enum

{
kl dl eKCEvent
kLockKCEvent
kUnl ockKCEvent
kAddKCEvent
kDel et eKCEvent
kUpdat eKCEvent

kChangel dent i t yKCEvent

kFi ndKCEvent
kSyst emKCEvent

kDef aul t ChangedKCEvent

kDat aAccessKCEvent
b
typedef Ul nt16 KCEvent ;

enum

{
kl dl eKCEvent Mask
kLockKCEvent Mask
kUnl ockKCEvent Mask
kAddKCEvent Mask
kDel et eKCEvent Mask
kUpdat eKCEvent Mask

kChangel dent i t yKCEvent Mask

kFi ndKCEvent Mask

kSyst emEvent KCEvent Mask
kDef aul t ChangedKCEvent Mask
kDat aAccessKCEvent Mask

kEver yKCEvent Mask
H

typedef Ul nt16 KCEvent Mask;

/* null event */

/* a keychain was | ocked */

/* a keychai n was unl ocked */

/[* an item was added to a keychain */

/* an item was updated */

/* an itemwas found */

/* the default keychain was changed */
0 /* some process called KCGetData() */

L1 1 1 O B A A 0
RPOOoO~NoOUA~MWNMEO

1 << kldl eKCEvent,

1 << kLockKCEvent,

1 << kUnl ockKCEvent,

1 << kAddKCEvent,

1 << kDel et eKCEvent,

1 << kUpdat eKCEvent,

1 << kChangel dentit yKCEvent,
1 << kFi ndKCEvent,

1 << kSyst enmKCEvent,

1 << kDef aul t ChangedKCEvent ,
1 << kDat aAccessKCEvent,
OxFFFF /* all of the above*/

typedef U nt8 AFPSer ver Si gnat ur e[ 16] ;

typedef OSType KCAt t r Type;

struct KCCal | backl nfo

{
Ul nt 32
KCl t enRef
ProcessSeri al Nunber
Event Record
KCRef

b

typedef struct KCCal | backl nfo
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versi on;
item
processl D,
event;
keychai n;

KCCal | backl nf o;

“

[* an item was deleted froma keychain */
/* the keychain identity was changed */

/* keychain client can process events */
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enum

{
kUnl ockSt at eKCSt at us =1,
kRdPer nKCSt at us = 2,
kW Per nKCSt at us =4

H

typedef Ul nt32 KCSt at us;

enum

{
kCertificateKC tenC ass = FOUR_CHAR CODE(' cert'),
kAppl eShar ePasswor dKCl t enCl ass = FOUR_CHAR_CODE(' ashp'),
kl nt er net Passwor dKCl t enCl ass = FOUR_CHAR CODE('inet'),
kGeneri cPasswor dKCl t enTl ass = FOUR_CHAR_CODE(' genp')

H

typedef Four Char Code KCl t enC ass;

enum

{

/* Common attributes */
kCl asskCltemAttr
kCreationDateKCltemAttr
kModDat eKCl t emAt t r
kDescriptionKCltemAttr
kComment KCl t emAt t r
kCreatorKCltemAttr
kTypeKCl t emAt tr

kScri pt CodeKCltemAttr
kLabel KCltemAttr

kKl nvi sibleKCltemAttr
kNegati veKCltemAttr
kCust ol conKCl t emAt t r

FOUR_CHAR CODE(' cl as'),
FOUR_CHAR _CODE(' cdat'),
FOUR_CHAR _CODE( ' ndat '),
FOUR_CHAR _CODE( ' desc'),
FOUR_CHAR CODE('icnt'),
FOUR_CHAR CODE('crtr'),
FOUR_CHAR _CODE('type'),
FOUR_CHAR _CODE(' scrp'),
FOUR_CHAR _CODE(' | abl "),
FOUR_CHAR CODE("'invi'),
FOUR_CHAR _CODE(' nega'),
FOUR_CHAR _CODE( ' cusi '),

/* Unique Ceneric password attributes */
kAccount KClt emAt tr = FOUR_CHAR _CODE(' acct'),
kServiceKCltemAttr = FOUR_CHAR_CODE(' svce'),

/* Unique Internet password attributes */

kSecurityDomai nKCl t emAt t r FOUR_CHAR_CODE(' sdm’ ),
kServerKCl temAt tr FOUR_CHAR CODE( "' srvr'),
kAut hTypeKCl t emAt t r FOUR_CHAR _CODE(' atyp'),
kPort KCltemAt tr FOUR_CHAR _CODE(' port'),
kPat hKCl t emAt t r FOUR_CHAR _CODE( ' path'),

/* Uni que Appl eshare password attributes */

kVol umeKCl temAt t r FOUR_CHAR_CODE( " vl me'),
kAddresskKClt emAt tr FOUR_CHAR_CODE(' addr'),
kSi gnatureKCltemAttr FOUR_CHAR _CODE(' ssig'),
/* Unique AppleShare and Internet attributes */

kProt ocol KCltemAttr = FOUR_CHAR _CODE(' ptcl '),

/* Certificate attributes */
kCommonNaneKCl t emAt t r

kG venNarmeKCl temAt t r

kLast NameKCl t emAt tr

kl ssuerKCltemAt tr

FOUR CHAR CODE('cn '),
FOUR _CHAR CODE(' gnami ),
FOUR CHAR CODE('sn '),
FOUR CHAR CODE('issu'),
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kSeri al Nunber KCl temAt tr
kEMAi | KCltemAt tr
kl ssuer URLKCI t emAt t r

[* Attributes shared by
KEncrypt KCl t emAt tr
kDecrypt KClt emAt t r
kSi gnKCl t emAt t r
kVeri fyKCltemAt tr
kW apKCl t emAt t r
kUnwr apKCl t emAt t r
kStartDateKCl temAt tr
KEndDat eKCl t emAt t r
H
t ypedef Four Char Code

struct KCAttribute

{
KCAttr Type t ag;
Ul nt 32 | ength
voi d* dat a;
H

typedef struct KCAttribute
typedef KCAttribute *

struct KCAttri butelLi st

{
Ul nt 32 count;
KCAttribute* attr;
H
typedef struct KCAttri buteLi st
enum
{
kKCAut hTypeNTLM
kKCAut hTypeMSN
kKCAut hTypeDPA
kKCAut hTypeRPA
kKCAut hTypeHTTPDi gest
kKCAut hTypeDef aul t
H
typedef Four Char Code KCAut h
enum
{

kKCPr ot ocol TypeFTP

kKCPr ot ocol TypeFTPAccoun
kKCPr ot ocol TypeHTTP
kKCPr ot ocol Typel RC

kKCPr ot ocol TypeNNTP
kKCPr ot ocol TypePOP3
kKCPr ot ocol TypeSMIP
kKCPr ot ocol TypeSOCKS
kKCPr ot ocol Typel MAP
kKCPr ot ocol TypeLDAP
kKCPr ot ocol TypeAppl eTal k
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FOUR _CHAR CODE(' snbr'),
FOUR CHAR CODE(' mail '),
FOUR CHAR CODE('iurl'),

keys and certificates*/

= FOUR_CHAR _CODE(' encr'),
FOUR_CHAR _CODE( ' decr'),
FOUR_CHAR _CODE( ' sign'),
FOUR_CHAR _CODE( ' veri'),
FOUR_CHAR _CODE(' wrap'),
FOUR_CHAR_CODE("' unwr'),
FOUR_CHAR CODE( ' sdat'),
FOUR_CHAR _CODE(' edat ')

KCltemAttr;

/[* 4-byte attribute tag */
; /* Length of attribute data */
[* Pointer to attribute data */

KCAttri but e;
KCAttri butePtr;

/* How many attributes in the array */
[* Pointer to first attribute in array */

KCAttri but eLi st ;

FOUR_CHAR CODE(' ntlm),
FOUR_CHAR _CODE(' nsna'),
FOUR_CHAR _CODE( ' dpaa'),
FOUR_CHAR _CODE(' rpaa'),
FOUR_CHAR CODE(' httd'),
FOUR_CHAR CODE(' dflt")

Type;

FOUR CHAR CODE('ftp '),
FOUR CHAR CODE(' ftpa'),
FOUR CHAR CODE(' http'),
FOUR CHAR CODE('irc '),
FOUR _CHAR CODE(' nntp'),
FOUR _CHAR CODE(' pop3'),
FOUR CHAR CODE('sntp'),
FOUR CHAR CODE(' sox '),
FOUR _CHAR CODE('imap'),
FOUR CHAR CODE(' | dap'),
FOUR CHAR CODE(' atlk'),

t

“
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b

typedef Four Char Code

enum {

b

typedef Ul nt32

kKCPr ot ocol TypeAFP
kKCPr ot ocol TypeTel net

kSecOpti onReser ved

kCert UsageShi f t

kCert UsageSi gni ngAdd

kCert UsageSi gni ngAskAndAdd
kCert UsageVeri f yAdd

kCert UsageVeri f yAskAndAdd
kCert UsageEncr ypt Add

kCer t UsageEncr ypt AskAndAdd
kCert UsageDecr ypt Add

kCer t UsageDecr ypt AskAndAdd
kCer t UsageKeyExchAdd

kCer t UsageKeyExchAsk AndAdd
kCer t UsageRoot Add

kCer t UsageRoot AskAndAdd
kCert UsageSSLAdd

kCer t UsageSSLAskAndAdd
kCert UsageAl | Add

/* Other constants */

const Ul nt16 kAnyPor t
const OSType kAnyPr ot ocol
const OSType kAnyAut hType

/* Keychai n Manager error codes */

enum {

er r KCNot Avai | abl e

err KCReadOnl y

er r KCAut hFai | ed

er r KCNoSuchKeychai n
err KCl nval i dKeychai n
er r KCDupl i cat eKeychai n
err KCDupl i cat eCal | back
err KCl nval i dCal | back
err KChupl i cateltem

er r KCl t emNot Found

er r KCBuf f er TooSmal |

err KCDat aToolLar ge

err KCNoSuchAt tr

err KCl nval i dl t enRef

err KCl nval i dSear chRef
err KCNoSuchd ass

er r KCNoDef aul t Keychai n
err KCl nt eract i onNot Al | owed
err KCReadOnl yAt tr

er r KCW ongKCVer si on

er r KCKeySi zeNot Al | owed
err KCNoSt or ageMbdul e
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KCCer t AddOpt i ons;

FOUR CHAR CODE('afp '),

FOUR CHAR CODE('teln')

KCPr ot ocol Type;

0x000000FF,

8

1 <<
1 <<
1 <<
1 <<
1 <<
1 <<
1 <<
1 <<
1 <<
1 <<
1 <<
1 <<
1 <<
1 <<
0

(kCert UsageShi ft
(kCert UsageShi ft
(kCert UsageShi ft
(kCert UsageShi ft
(kCert UsageShi ft
(kCert UsageShi ft
(kCert UsageShi ft
(kCert UsageShi ft
(kCert UsageShi ft
(kCert UsageShi ft
(kCert UsageShi ft
(kCert UsageShi ft
(kCert UsageShi ft
(kCert UsageShi ft

x7FFFFF00

0.

((OSType) OL);
((OSType) OL):

- 25291,
- 25292,
- 25293,
- 25294,
- 25295,
- 25296,
- 25297,
- 25298,
- 25299,
- 25300,
- 25301,
- 25302,
- 25303,
- 25304,
- 25305,
- 25306,
- 25307,
- 25308,
- 25309,
- 25310,
- 25311,
- 25312,

+ + 4+ ++ ++++++ o+ + o+

0),
1),
2),
3),
4),
5),
6) ,
7).,
8),
9),
10),
11),
12),
13),



err KCNoCertifi cat eMbdul e = -25313,
er r KCNoPol i cyModul e = -25314,
err KCl nt eracti onRequi red = - 25315,
er r KCDat aNot Avai | abl e = -25316,
er r KCDat aNot Mbdi fi abl e = -25317

b

Summary of Keychain Manager routines

Opening and getting information about the Keychain Manager
0SSt at us KCGet Keychai nManager Ver si on (Ul nt 32* returnVers);

Bool ean Keychai nManager Avai |l abl e (void);

Creating references to keychains

0SSt at us KCvakeKCRef Fr onFSSpec (FSSpec* keychai nFSSpec, KCRef* keychai n);
0SSt at us KCvakeKCRef FromAl i as (Al i asHandl e keychai nAlias, KCRef* keychain);
0SSt at us KCvakeAl i asFr onKCRef ( KCRef keychai n, AliasHandl e* keychai nAli as);

0SSt at us KCRel easeKeychai n ( KCRef * keychai n) ;

Locking and unlocking a keychain
0SSt at us KCUnl ock (KCRef keychain, StringPtr password);

0SSt at us KCLock (KCRef keychai n);

Specifying the default keychain
0SSt at us KCCGet Def aul t Keychai n ( KCRef * keychai n);

0SSt at us KCSet Def aul t Keychai n ( KCRef keychai n) ;

Creating a new keychain

0SSt at us KCCr eat eKeychain (StringPtr password, KCRef* keychain);

Getting information about a keychain
0SSt at us KCGet St at us (KCRef keychai n, Ul nt 32* keychai nSt at us) ;
0SSt at us KCGet Keychai nNanme ( KCRef keychain, StringPtr keychai nNane);

0SSt at us KCChangeSetti ngs (KCRef keychain);
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Enumerating available keychains
U nt 16 KCCount Keychai ns (voi d);

OSSt at us KCCGet | ndKeychain (U nt16 index, KCRef* keychain);

Registering a callback procedure

OSSt at us KCAddCal | back (KCCal | backUPP cal | backProc, KCEvent Mask event Mask,
voi d* user Cont ext);

OSSt at us KCRempveCal | back (KCCal | backUPP cal | backProc);

Application-defined callback procedure

pascal void MyCall backProc ( KCEvent keychai nEvent,
KCCal | backl nf o* i nfo,
voi d* user Cont ext);

Managi ng the Human Interface

OSSt at us KCSet I nteracti onAl |l omwed (Bool ean state);

Bool ean KCI sl nteractionAl |l owed (void);

Storing and retrieving Appl eShare passwords

OSSt at us KCAddAppl eShar ePassword ( AFPSer ver Si gnat ure server Si gnat ur e,
StringPtr server Addr ess,
StringPtr server Nane,
StringPtr vol umeNane,
StringPtr account Nare,
Ul nt 32 passwor dLengt h,
const voi d* passwor dDat a,
KCl t enRef * item);

OSSt at us KCFi ndAppl eShar ePassword ( AFPSer ver Si gnat ure server Si gnat ur e,
StringPtr server Addr ess,
StringPtr server Nane,
StringPtr vol umeNane,
StringPtr account Nare,
Ul nt 32 maxLengt h,
voi d* passwor dDat a,
Ul nt 32* act ual Lengt h,
KCl t enRef * item);

Keychain Security API 2.0 [ 4 32



Storing and retrieving I nternet passwords

OSSt at us KCAddI nt er net Password (

StringPtr
StringPtr
StringPtr
Ul nt 16
OSType
OSType
Ul nt 32

const voi d*

KCl t enRef *

server Nane,
securityDomai n,
account Nane,
port,

pr ot ocol ,

aut hType,
passwor dLengt h,
passwor dDat a
item);

OSSt at us KCAddI nt er net PasswordWthPath ( StringPtr

OSSt at us KCFi ndl nt er net Passwor d (

StringPtr
StringPtr
StringPtr

Ul nt 16
CSType
CSType

Ul nt 32
const voi d*
KCl t enRef *

StringPtr

server Nane,
securityDomai n,
account Nane,
pat h,

port,

pr ot ocol ,

aut hType,
passwor dLengt h,
passwor dDat a
item);

server Nane,

StringPtr
StringPtr
Ul nt 16
CSType
CSType
Ul nt 32

voi d*

Ul nt 32*

securityDomai n,
account Nane,
port,

pr ot ocol ,

aut hType,
maxLengt h,
passwor dDat a
act ual Lengt h,

KCltenRef* item);

OSSt at us KCFi ndl nt er net Passwor dW t hPath ( StringPtr

Storing and retrieving other types of passwords

OSSt at us KCAddGeneri cPassword (

Keychain Security API 2.0

server Nane,

StringPtr securityDomai n
StringPtr account Nare,
StringPtr pat h,
U nt 16 port,
OSType pr ot ocol ,
OSType aut hType,
Ul nt 32 maxLengt h,
voi d* passwor dDat a
Ul nt 32* act ual Lengt h,
KCltenRef* item);
StringPtr servi ceNane,
StringPtr account Nare,
Ul nt 32 passwor dLengt h,

const voi d* passwordDat a,
KCltenRef* item);
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OSSt at us KCFi ndGeneri cPassword ( StringPtr servi ceNane,
StringPtr account Nare,

Ul nt 32 maxLengt h,
voi d* passwor dDat a,
Ul nt 32* act ual Lengt h,

KCltenRef* item);
Creating and editing a keychain item

OSSt at us KCNewl t em ( KCl tenCl ass itenCl ass,

OSType it enCr eat or,
Ul nt 32 | engt h,
voi d* dat a,

KCltenRef* item);
OSStatus KCSet Attribute ( KCltemRef item KCAttribute* attr );

OSStatus KCGet Attribute ( KCltemRef item KCAttribute* attr,
U nt 32* actual Length );

OSStatus KCSetData ( KCltemRef item U nt32 | ength, const void* data );
OSStatus KCGetData ( KCltemRef item Ul nt32 maxLength, void* data,
U nt 32* actual Length );
Managing keychain items
OSSt at us KCAddItem ( KCltenmRef item);
OSSt atus KCDel eteltem ( KCltenRef item);
OSSt at us KCUpdateltem ( KCltenRef item);
OSSt at us KCRel easeltem ( KCltenRef* item);
OSSt at us KCCGet Keychain ( KCltenRef item KCRef* keychain );

OSSt at us KCCopyltem ( KCltenRef item KCRef destKeychain, KCltenRef* copy );

Searchi ng and enunerating keychain itens

OSSt atus KCFi ndFirstltem ( KCRef keychain, const KCAttributelList* attrlList,
KCSear chRef * search, KCltenRef* item);

OSSt at us KCFi ndNext I tem ( KCSear chRef search, KCltenRef* item);

0SSt at us KCRel easeSearch ( KCSearchRef *search );

Wirking Wth Certificates

OSSt at us KCFi ndX509Certificates (KCRef keychain, CFStringRef name,
CFStri ngRef emai | Addr ess,

KCCert Sear chOpti ons opti ons,
CFMut abl eArrayRef* certificateltens);
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OSSt at us KCChooseCertificate( CFArrayRef itemns,

Routines that use " C" strings

0SSt at us kcunl ock (KCRef keychai n,

KCltenRef* certificate,

CFArrayRef policyQ Ds,
KCVeri fySt opOn stopOn );

const char* password);

OSSt at us kccr eat ekeychai n (const char* password, KCRef* keychain);
OSSt at us kcget keychai nnanme (KCRef keychain, char
OSSt at us kcaddappl eshar epassword ( AFPSer ver Si gnat ure* server Si gnat ure,

OSSt at us kcfi ndappl eshar epassword ( AFPSer ver Si gnat ur e*

const char*
const char*
const char*
const char*
Ul nt 32
const voi d*
KCl t enrRef *

const char*
const char*
const char*
const char*
Ul nt 32

voi d*

Ul nt 32*
KCl t enrRef *

OSSt at us kcaddi nt er net password (const char*

OSSt at us kcaddi nt er net passwor dwi t hpat h (const char*

0SSt at us kcfi ndi nt er net password (const char*

Keychain Security API 2.0

const char*
const char*
U ntl6
CSType
CSType

Ul nt 32
const voi d*
KCl t enrRef *

* keychai nName) ;

server Addr ess,
server Nane,

vol unmeNarne,
account Nane,
passwor dLengt h,
passwor dDat a

item;

server Si gnat ur e,
server Addr ess,
server Nane,
vol umeNane,
account Nane,
maxLengt h,
passwor dDat a
act ual Lengt h,

item;

server Name,
securityDomai n,
account Nane,
port,

pr ot ocol ,

aut hType,
passwor dLengt h,
passwor dDat a

item;

server Nane,

const char*
const char*
const char*
U ntl6
CSType
CSType

Ul nt 32
const voi d*
KCl t enrRef *

securityDomai n,
account Nane,
pat h,

port,

pr ot ocol ,

aut hType,
passwor dLengt h,
passwor dDat a

item;

server Nane,

const char* securityDonain,
const char* account Nane,

U nt 16 port,
OSType pr ot ocol ,
OSType aut hType,
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Ul nt 32

voi d*

Ul nt 32*
KCl t enrRef *

OSSt at us kcfi ndi nt er net passwordwi t hpath (const ¢
const
const
const
Ul nt 16
CSType
CSType
Ul nt 32
voi d*
Ul nt 32

maxLengt h,
passwor dDat a
act ual Lengt h,

item;

har* server Nane,

char* securityDomain,

char* account Name,
char* pat h,
port,
pr ot ocol ,
aut hType,
maxLengt h,
passwor dDat a
* ctual Lengt h,

KCltenRef* item;

OSSt at us kcaddgeneri cpassword (const char*
const char*
Ul nt 32
const voi d*
KCl t enRef *

OSSt at us kcfi ndgeneri cpassword (const char*
const char*
Ul nt 32
voi d*
Ul nt 32*
KCl t enRef *

OBSOLETE IN V2.0
OSSt at us KCCet St art upKeychai n ( KCRef * keychai n) ;

OSSt at us KCSet St art upKeychai n ( KCRef keychai n) ;
OSSt at us KCGet User Nane (Str 255 user Nane) ;
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servi ceNane,
account Nane,
passwor dLengt h,
passwor dDat a

item;

servi ceNane,
account Nane,
maxLengt h,

passwor dDat a
act ual Lengt h,

item;
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