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Macintosh File Signing overview

A digitally signed file isafiletogether with additional data that contains a secure hash of the file or portions of
thefile, and protected by a user's secret key. This data may be stored inside the file, or in a separate file.

Files signed using the Macintosh File Signing APIswill have additional resources added to the file containing the
signature information. A signed Macintosh file will contain two new kinds of resources:

‘sigh’ - list of resources and data segments to include or exclude
‘sign’ - the signature datain PK CS#7 format

The ‘sig# resources specify what portions of the file should be included in the hash computed for the digital
signature. The ‘sign’ resources are the signatures of agiven ‘sig#’ resource.

Another type of resource, a signature mapping resource, of type 'sgm#' is used only by signing applications. This
resource contains mappings between file types, creators, and default 'sig# resources.

Using Macintosh File Signing

The following example demonstrates how atypical application might use the high-level Macintosh file signing
interfaces to verify adigitally signed file.

0SSt at us CheckAFil e (FSSpec file)
{
OSSt at us st at us;
SecOptions secOpti ons=kSecOpti onProgr ess;
SecSi gner Ref si gner;
Bool ean al waysShowUl =t r ue;

i f (!Keychai nManager Avail able ()) /[l is it there?
return (GOSStatus)errKCNot Avai | abl e;

err=SecMacVerifyFil eSinple(&ile,secOptions,

kSecTr ust Pol i cyCodeSi gni ng, &si gner) ;
SecMacDi spl aySi gner (si gner, al waysShowll , & il e);
return (status);
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High-level interfaces

Signing aMacintosh File

OSSt atus SecMacSignFil e (FSSpec *file, KCtemRef signingCertificate,
Handl e sigH, SecOptions options,
SecPr ogressCal | backUPP pr ogressProc,
voi d *user Cont ext);

file File to add signature resources to
signingCertificate Certificate that has a natching signing key in one
of the keychains specified.

si gH Handl e to 'sig# resource. This should be obtained
fromthe signing application's resources.

options Show a di splay of progress

progressProc A cal l back to a user-supplied progress routine. This
may be set to NULL to use the default progress
di al og.

user Cont ext If progressProc is not NULL, this is a user-supplied
poi nter that can retain state for the call back
procedure

DESCRIPTION

Use this routine to add a digital signature to the specified file. The caller is responsible for releasing the
signingCertificate using KCRelease.

RESULT CODE

noEr r 0 No error.

par antrr -50 One of the specified argumentsisinvalid
er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.

er r KCl t emmNot Found -25300 No matching certificate object was found.

OSSt at us SecMacSi gnFil eSinpl e (FSSpec *file, KCltenRef signingCertificate,
SecOptions options);

file File to sign

signingCertificate Certificate that has a natching signing key in one
of the user's keychai ns.

options Show a di spl ay of progress

DESCRIPTION

Use this routine to add a digital signature to the specified file. This routine is very similar to
SecMacSignFile, except that default parameters are supplied internally.to add a digital signature to the
specified file. An appropriate 'sig# resource for the given file is found in the shared library. In addition, if
kSecOptionProgress is set in options, the default progress dialog and callback will be used.

RESULT CODE

noEr r 0 No error.

par antrr -50 One of the specified argumentsisinvalid
err KCNoDef aul t Keychai n  -25307 No default keychain could be found.

er r KCl t emmNot Found -25300 No matching certificate object was found.
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OSSt at us SecMacLoadSi gPound (FSSpec *fil e, Handl e *resHandl e);

file File that is being signed
resHandl e The 'sig# resource appropriate for the file
DESCRIPTION

Use this routine to determine load the proper 'sig#' resource for the specified file. The signature mapping
resource ('sgm#) will be searched to get the correct resource ID. The handle returned in r esHandl e can
be passed directly to SecMacSi gnFi | e. The caller is responsible for disposing of the memory using
DisposeHandle. The calling application's resources will be searched for a valid 'sgm#' resource, which will
be appended to the library's 'sgm# resource before the search. This allows signing applications to override
the built-in behavior.

RESULT CODE

noErr 0 No error.

par antrr -50 One of the specified argumentsisinvalid
r esNot Found -192  No'sig# resource could be found.
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Removing existing signatures from a Macintosh File

osst at us SecMacRenoveSi gnat ure (FSSpec *file, SecSi gnat ureType
si gnat ureType, SInt 16 si gnatureToRenove);

file File to renpove signature resource from

si gnat ureType The type of signature to renove

si gnat ur eType The resource ID of the signature to renove
DESCRIPTION

Use this routine to remove a 'sign' resource from the specified file. The signatureType is checked before
removing. In release 1.0 of iSign, only one signature is validated, so this call will let signing applications
remove an existing signature if the user wishesto re-sign thefile.

RESULT CODE

noErr 0 No error.

par antrr -50 One of the specified argumentsisinvalid

r esNot Found -192  No such signature resource could be found.

osstat us SecMacRenoveAl | Si gnat ures (FSSpec *file, SecSi gnat ureType
si gnat ureType);

file File to renpbve signature resource from

si gnat ur eType The type of signature to renove

si gnat ur eType The resource ID of the signature to renove
DESCRIPTION

Use this routine to remove al 'sign' resource from the specified file. The signatureType is checked before

removing.

RESULT CODE

noEr r 0 No error.

par antrr -50 One of the specified argumentsisinvalid

r esNot Found -192  No such signature resource could be found.
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Verifying a Macintosh File

OSSt at us SecMacVerifyFile (FSSpec *file, SecOptions options,
SecPr ogressCal | backUPP progressProc, void
*user Cont ext, SI nt 16 si gnatureToVerify, CFArrayRef
pol i cyd Ds, KCVeri fyStopOn stopOn, SecSi gner Ref *

si gner);

file File to verify signature of

options VWet her to add | eaf certs, new anchors, or show a
progress dial og

progressProc A cal |l back to a user-supplied progress routine. This
may be set to NULL to use the default progress dial og.

user Cont ext If progressProc is not NULL, this is a user-supplied
poi nter that can retain state for the call back
procedure

signatureToVerify The resource ID of the signature to verify. The first
signature in a file has a resource ID of 1

pol i cyd Ds An array of policy ODs that determ ne the trust
policy. To get a pointer to an array of policy O Ds
for Macintosh file signing, cal
SecMacCet Def aul t Pol i cyQ Ds.

stopOn Use kPol i cyKCSt opOn for the default value. This wil
| eave stop decisions up to the Trust Policy nodul e.
si gner An opaque data structure containing information about

the signer of the file, including the signer's
certificate. This can be passed to other calls to

di splay information about the signer. Pass in NULL if
no i nformati on about the signer is needed.

DESCRIPTION

Use this routine to verify the digital signature to the specified file

RESULT CODE
noErr 0 No error.
par antrr -50 One of the specified argumentsisinvalid

er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.

OSSt at us SecMacVerifyFil eSinmple (FSSpec *file, SecOptions options,
SecTrust Policy trustPolicy, SecSi gner Ref *signer);

file File to verify signature of

options VWhet her to bring display progress, add |eaf certs and
whet her to add new anchors

trustPolicy Specifies the trust level required for verification of

afile. Only "kSecTrust Pol i cyCodeSi gni ng" is supported
in Release 1.0 of iSign

si gner An opaque data structure containing information about
the signer of the file, including the signer's
certificate. This can be passed to other calls to
di splay information about the signer. Pass in NULL if
no i nformati on about the signer is needed.
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DESCRIPTION

Use this routine to verify a digita signature on the specified file. This routine is very similar to
SecMacVerifyFile, except that default parameters are supplied internally.to find the first Apple-signed
digital signature in the specified file. In addition, if kSecOptionProgress is set in options, the default
progress dialog and callback will be used.

RESULT CODE

noErr 0 No error.

par antrr -50 One of the specified argumentsisinvalid
er r KCNoDef aul t Keychai n  -25307 No default keychain could be found.
errSecVerifyFail ed -24307 Thefile could not be validated.

This is inplemented as a call to SecMacVerifyFile wth:

progressProc NULL (so the default progress dialog is used)
user Cont ext NULL (the default progress dialog is used)
si gnatureToVerify call SecMacFi ndSi gnatureToVerify wth
kSecSi gnat ur eTypei Si gn
pol i cyd Ds SecMacCGet Def aul t Pol i cyd Ds(kSecTr ust Pol i cyCodeSi gni ng)
stopOn kSecSt opOnPol i cy

OSSt at us SecMacHasSi gnat ure (FSSpec *fil e, SecSignatureType signatureType);

file File to test for signature
si gnat ur eType The type of signature to check for
DESCRIPTION

This routine provides a quick way to determine if a file contains a signature of a certain type. It does not
verify the signature.

RESULT CODE
fal se 0 No signature of the specified type was found
true 1 A signature of the specified type was found

OSSt at us SecMacFi ndSi gnat ureToVerify (FSSpec *file,
SecSi gnat ureType si gnhatureType, SInt16 *signatureToVerify);

file File to verify signature of

si gnat ur eType The type of signature to check for

signatureToVerify The resource ID of the signature is returned here
DESCRIPTION

Use this routine to determine the resource ID for the first digital signature of the given type found in the
specified filee The vaue returned in signatureToVerify can be passed directly to
SecMacVeri fyFil e.

RESULT CODE
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noErr 0 No error.
par antrr -50 One of the specified argumentsisinvalid
CFArrayRef SecMacGet Def aul t PolicyO Ds (SecTrustPolicy trustPolicy);

trust Policy One of kSecTrust Pol i cyCodeSi gni ng or
kSecTr ust Pol i cyPer sonal Fi | eSi gni ng

DESCRIPTION

Use this routine to get a pointer to an array of policy OIDs for Macintosh file signing. The output from this
routine may be passed directly to SecMacVeri fyFil e as the policyd Ds paraneter.
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Const ant s

Val ues for the SecOptions flag

kSecOpti onPr ogress Show a progress indicator if an operation will
take nore than 2.5 seconds

kSecOpti onShowveri fyUl Show a dialog with the outcone of the verify
operation

kSecOpt i onNever ShowUl If set, don't show dial ogs for adding

certificates during a verify operation

Values for the SecSignatureType field

These constants are used internally, and are used in the fifth byte of the signature ('sign’) resource to identify the type

of the signature.

kSecSi gnat ur eTypeRawPKCS7 The signature data that follows i
f or mat

kSecSi gnat ur eTypei Si gn The signature data that follows i
file signing format

kSecSi gnat ur eTypeSM ME The signature data that follows i
f or mat

kSecSi gnat ur eTypePGP The signature data that follows i

(reserved, but not inplenented)

Values for the SecTrust Pol i cy field

in raw PKCS7

in Maci ntosh

in S/M M

in PGP formt

These constants are used internally by the Trust Policy module to define the conditions controlling termination of the

verification process when a set of policies or conditions must be tested.

kSecTrust Pol i cyCodeSi gni ng Require a level 2 devel oper certificate
signed by a root in the built-in root

dat abase

kSecTrust Pol i cyPersonal Fil eSigning Any certificate signed by a valid root nmay

be used
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Progress Dialog callback functions

typedef CALLBACK APl (0SSt at us, SecProgressCal | backProcPtr)
(SecProgressCal | backl nf o* i nfo, void* user Cont ext);

typedef STACK UPP_TYPE( SecProgressCal | backProcPtr) SecProgressCal | backUPP

pascal OSStatus Defaul t SecProgressCal | backProc(SecProgressCal | backl nfo* info, void*
user Cont ext);

struct SecProgressCal | backl nfo

{
Ul nt 32 ver si on;
U nt32 bytesProcessed;
U nt32 total Bytes;
Unt32 itensRenmai ni ngToSi gn;
Unt32 totalltensToSi gn
U nt32 secondsRenai ni ng;
U nt32 secondsEl apsed;
U nt32 mcroSecondsPer Byt e;
Str255 fil eNane;
H

typedef struct SecProgressCall backl nfo SecProgressCal |l backl nf o;
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Format of the ‘sig#’ resource

The 'sig#' resource may be found in any Macintosh file. It represents information regarding
how a particular file is signed. It does not contain information regarding actual signatures. It
has the following format:

I nt 16 maj or Ver si on
I nt 16 m nor Version

String component Nane /1 reserved for expansion
OSType fileCreator
OSType fileType
Int16 finderFl agvask
U nt8 cfrgProcessing /1 reserved for expansion
Bi t excl udeCr eat or
Bi t excl udeType
Bi t i SResour ceExcl udelLi st
Bi t fill
Bi t fill
bi t fill
Bi t fill
Bi t fill
align | ong
{
I nt 32 of f set
I nt 32 | ength
} List dat aFor kBl ocks
{
OSType resourceType
Int16 baseResourcel D
Int16 endResour cel D
Int16 Resour ceAt t r Mask
I nt 32 of f set
I nt 32  ength
} List resour ceBl ocks

Descri ptions

fileCreator The creator of the file

fileType The type of the file

fi nder Fl agMask This is ANDed with the file's Finder flags before adding to
t he di gest

cfrgProcessi ng This field is reserved for expansion

excl udeCr eat or Do not include the file's creator in the digest

excl udeType Do not include the file's type in the digest

i SResour ceExcl udeLi st The |ist of resource blocks is an exclusion list, i.e.
t hese resources will be excluded fromthe digest

baseResourcel D The | ower bound for a range of resource |IDs

endResourcel D The upper bound for a range of resource |IDs

ResourceAttrMask This is ANDed with each resource's attributes before adding
to the digest
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Format of the ‘sign’ resource

The ‘sign’ resource contains the data repesenting the signer of the file. The si gnat ur eType
field of the resource identifies the type of the remainder of the resource. The signatureType used
by Macintosh file signing is kSecMsgDonai ni Si gn.

Int16 maj or Ver si on

I nt16 m nor Ver si on

U nt8 si gnat ur eType

U nt8 fill

Int16 sigListID // res ID of corresponding ‘sig#
void * r emai nder O Dat a

Format of the ‘sgm#’ resource

The 'sgm# resource is used only by signing applications to map file type and creator pairs to a default
‘sig#’ resource. It hasthe following format:

Int16 maj or Ver si on
I nt 16 m nor Ver si on
{

OSType fileType
OSType fileCreator
Int16 si gPoundl D
} list
When afileis presented for signing, the signing application should look for the file' s type and creator in
thelist. If amatch isfound, the corresponding sigPoundID is used to find a‘sig#' resource in the signing

application that will be used to sign the given file. The code ‘****” may be used asawild card to match
any type or creator.

These resources are used by the SecMacSignFileSimple call to find the appropriate 'sig#' resource.
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Summary of Macintosh File Signing routines

Signing a Macintosh File
OSSt atus SecMacSignFil e (FSSpec *file, KCtemRef signingCertificate,
Handl e sigH, SecOptions options,

SecPr ogressCal | backUPP progressProc,
voi d *user Cont ext);

OSSt at us SecMacSi gnFil eSinpl e (FSSpec *file, KCltenRef signingCertificate,
SecOptions options);

Signing support routines
0SSt at us SecMaclLoadSi gPound (FSSpec *fil e, Handl e *resHandl e);

0SSt at us SecMacRenoveSi gnature (FSSpec *file, SecSignatureType
si gnat ur eType, Sl nt 16 si gnat ur eToRenove);

0SSt at us SecMacRenoveAl | Si gnatures (FSSpec *file, SecSignatureType
si gnat ureType) ;
Verifying the signature on a Macintosh File
OSSt atus SecMacVerifyFile (FSSpec *file, SecOptions options,
SecPr ogressCal | backUPP progressProc, void
*user Context, Ul nt 16 signatureToVerify, CFArrayRef
policyQ Ds, KCVeri fySt opOn st opOn, SecSi gner Ref

*signer);

OSSt at us SecMacVerifyFil eSinple (FSSpec *file, SecOptions
options, SecTrust Pol i cy, SecSi gner Ref *si gner);

Verification support routines
0SSt at us SecMacHasSi gnature (FSSpec *file, SecSi gnatureType signatureType);

OSSt at us SecMacFi ndSi gnat ureToVerify (FSSpec *file, SecSignatureType
si gnatureType, SIntl1l6 *signatureToVerify);

CFArrayRef SecMacGet Def aul t Policyd Ds (SecTrustPolicy trustPolicy);

0SSt at us SecMacDi spl aySi gner (SecSi gner Ref *signer, Bool ean
al waysShowUl , FSSpec *file);
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Data Types and constants

enum
{
kSecOpti onPr ogr ess =1 << 0,
kSecOpti onShowveri fyUl =1<<1
P
typedef Ul nt32 SecOpt i ons;
enum
{
kSecSi gnat ur eTypeRawPKCS7 = 0,
kSecSi gnat ur eTypei Si gn = 1,
kSecSi gnat ur eTypeSM ME = 2,
kSecSi gnat ur eTypePGP =3 /* reserved but not inplemented */
H
typedef Ul nt32 SecSi gnat ur eType;
enum
{
kSecTr ust Pol i cyCodeSi gni ng = 0,
kSecTr ust Pol i cyPer sonal Fi | eSi gni ng =1
H
typedef Ul nt32 SecTrust Pol i cy;
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