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1 Welcome

Dear customer, we congratulate you for purchasing the antivirus package AVAST32,
which is one of the best programs in its category. We hope that you will be satisfied with
our product and that you will enjoy the comfort of working with this program.

AVAST32 is a package of applications which aim is to protect your computer from virus
infection. Using it correctly and periodically and in coordination with other programs as
e.g. data backup utilities, you would be able to reduce radically the risk of your computer
being infected by a virus, and thus to avoid losing data.

This documentation has been worked out in away that the user will be continually made
familiar with the properties and especially the functions of the program as a whole, but
also properties and functions of its individual parts. We presuppose good knowledge of
basic terms and common skills relating to the environment of operating systems Windows
95/98 or NT without which some parts of it may seem to be rather incomprehensible.
Having known anything about such terms as folder, file, window or not knowing how to
activate a window or press a button, we recommend you the studying of the corresponding
user's manual or help of the operating system.

In case of any problems or questions relating to the program do not hesitate and contact
your dealer or the ALWIL Trade company. Their representatives will be glad and willing
to help you. The staff of the ALWIL Software company wishes you pleasant and virus-free
work with your computer.
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2 Contacts

2.1 How to contact ALWIL Software:

If you have any technical problem or good suggestion to AVAST32 program you can
contact ALWIL Software technical support

By Email
You can use this address support@asw.cz

By Phone

ALWIL Software has the following phone numbers:
(+420 2) 74005 666

Technical support: (+420 2) 74005 333

By Fax
ALWIL Software can be contacted at this number:
(+420 2) 74005 888.

By BBS
ALWIL Software provides its BBS at this number:
(+420 2) 782 25 50.

By Post
ALWIL Software's postal address is:

ALWIL Software
Prubezna 76
100 00, Praha 10
By Internet
Our web pages are on the following address: http://www.asw.cz/alwil.htm where you

can get latest information about AVAST32 program as well as other useful and interesting
antivirus related topics.

2.2 How to contact distributor

ALWIL Trade - Main distributor for the Czech Republic and foreign countries with
no local distributor
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ALWIL Trade s. s r.o.
Prubezna 76

100 00, Praha 10

Czech Republic

phone: (+420 2) 74005 111
fax: (+420 2) 74005 222
E-Mail: avast@alwil.com
WWW: http://www.alwil.com

Czech Republic - other distributors

TH'System plc.

28. rijna

702 74 Ostrava

Czech Republic

phone: (+420 69) 6107 111

fax: (+420 69) 611 37 42

E-Mail: thsystem@thsystem.cz
WWW: http://www.thsystem.cz

ABAKUS Distribution plc.
Krizikova 35

180 00 Praha 8

Czech Republic

phone: (+420 2) 538 558
fax: (+420 2) 2451 0254

Slovak Republic

MICRONIC s.r.o.

Trebejov 41

04 81 Kysak

Slovensko

Tel: (+421 95) 7298 621

Fax: (+421 95) 7298 627
E-Mail: micronic@micronic.sk

USA

SecureNet Technologies, Inc.

19105 36th Avenue W.

Suite 207

Lynnwood, WA 98036

USA

phone: 800.673.3539 or 206.776.2524
fax: 425.776.2891

E-Mail: sales@securenet.org

WWW: http://www.securenet.org
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Canada

SSS - Sensible Security Solutions, Inc.
106 McGonigal St West, Suite 2A2
Arnprior, Ontario K7S 2X5

Canada

phone: (+1 613) 623.6966

fax: (+1 613) 623. 3992

E-Mail: info@canada-av.com

WWW: http://www.canada-av.com

Austria, Germany

Data Care

Custozzagasse 5/3

A-1030, Wien

Austria

phone: (+43 1) 7107936

fax: (+43 1) 7106838
E-Mail: info@avast.at
WWW: http://www.avast.at

Netherlands

Forum Data Security

WG Plein 202

1054 SE Amsterodam

Netherlands

phone: (+31) 20-68 53 486

fax: (+31) 20-61 29 702

E-Mail: forum_data_security@pi.net

Sweden, Denmark, Norway, Finland, Iceland

Best Buy Software A. B.

Spjutvagen 7

Jarfalla, Stockholm

S-175 61

Sweden

phone: +46.8.795.99.10

fax: +46.8.795.90.10

E-Mail: info@best-buy-software.se
WWW: http://www.best-buy-software.se

Poland

COMPTRADE Gdansk Ltd.

Chapter 2 Contacts
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80 - 244 Gdansk

ul. Grunwaldska 102

Polsko

phone: (+ 48) 58 341-47-14

fax: (+48) 341-30-16

E-Mail: comptr@fs-samba.com.pl
WWW: http://www.amw.net.pl/comptr

Hungary

C.L.N. Computer Developing
Informatic and International Trading
Kiskunsag Square 4

6085 Fulopszallas

phone: (+36 78) 345 081

fax: (+36 78) 345 081

Nemetvolgyi Street 71
1124 Budapest

phone: (+36 1) 375 8951
fax: (+36 1) 375 8951

E-Mail: cin@cin.hu
WWW: http://www.cin.hu

Australia

PIN 6 Technology Pty Ltd

P.O. Box 24

North Hobart

Tasmania 7008

phone: (+613) 6278 1248

fax: (+613) 6228 7677

E-Mail: stunich@pin6.com.au
WWW: http://www.pin6.com.au

Portugal

RVSP Consultores Associados Lda.
Rua do Amial, 682 R/C

4200 Porto

Portugal

phone: (+ 351 2) 834 8200

fax: (+ 351 2) 834 8209

E-Mail: Joost_De_Raeymaeker@rsvp.pt
WWW: http://www.rsvp.pt

Lithuania
Sat & Partners
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Svitrigailos 8/14

2009 Vilnius

Lithuania

phone: (+370 2) 23 50 83
fax: (+370 2) 23 39 63
E-Mail: hoffice@sat.lt
WWW: http://www.sat.lt

India

Aladdin Softwares

23, Narayan Niwas, Mamlatdar Wadi,
Malad (W)

400064 Mumbai

India

phone: 91-22-8818558

fax: 91-22-8832695

E-Mail: aladdin@bom3.vsnl.net.in

Singapore

National Computer Systems (NCS)
81 Science Park Drive

#01-04 Chadwick Building
Singapore 118255

phone: (+65)-87 05 125

fax: (+65)-77 83 818

E-Mail: johnyong@ncs.com.sg

Chapter 2 Contacts

17


mailto:hoffice@sat.lt
http://www.sat.lt
mailto:aladdin@bom3.vsnl.net.in
mailto:johnyong@ncs.com.sg

Avast32 Antivirus

18




3 Installation

3.1 System requirements

In order to successfully install AVAST32 in your computer and subsequently use without
errors, it is necessary that your computer system should meet a few of basic requirements.
For installation on computer with Windows 95 or Windows98:

e processor 486 and higher

e 16 MB RAM

e 40 MB of free space on hard disk. (The program itself requires 10 MB, the rest 30 MB
is reserved for the integrity database file and its index.)

For installation on computer with Windows 4.0:

processor 486 and higher

e 24 MB RAM

40 MB of free space on hard disk. (The program itself requires 10 MB, the rest 30 MB
is reserved for the integrity database file and its index.)

e installed Service Pack 3 for Windows NT 4.0 and higher

Even though AVAST32 may be controlled by keyboard, we recommend using mouse or
any pointing device.

It applies generally that the better equipment your computer has, the faster responses
from particular applications you would receive. Especially important for work under
Windows is the capacity of the memory.

3.2 Before you start installation ...

AVAST32 is supplied on CD-ROM medium compressed form and hence it cannot be
used directly. An installation program creating all works has been developed for its easy
installation.

AVAST32 installation is not just copying of all files to your hard drive. The installation
makes all necessary changes to your system and sets up automatic launching of resident
protection after system reboot.

Work with the installation CD-ROM very carefully and immediately after installation
store it in a safe place. If the installation medium is damaged, the program cannot be
installed.

Before starting the installation be sure that you are really working under the operating

systems Microsoft Windows 95/98 or Microsoft Windows NT. In case you are not working
under either of these systems (e.g. you are using Microsoft Windows 3.x featuring Win32s),
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you would not be able to use neither AVAST32, nor the installation program for its
installation. The most probable result of an attempt to start-up will be a ”"system failure“
of your computer. In this case try to install the AVAST! program.

Furthermore, be sure that there is no preceding version of the AVAST32 program installed
in your computer. If there is any, try to uninstall it. The description of uninstallation of
a version of AVAST32 is available in its User's Manual or in the Help. Not doing that, the
installation program itself will try to uninstall the older version itself. However, we do not
recommend this procedure.

To be able to install AVAST32 in the environment of the operating system Windows NT,
you must have administrator’s rights. If you do not have them, the installation program
will advise you of this fact and refuse to install the program! In this case contact the
administrator of your network.

3.3 Startup of installation

You can start AVAST32 installation in several ways. The easiest one is to use a tool in
your operating system created for this purpose. Firstly, remove all your floppy diskettes
and CD-ROMs and insert installation AVAST32 CD. Click with left mouse button on Start
button, choose Setting and then "Control Panels (fig. 3.1).

= Programs 4
2 Erog

Fawarites >
@ Docu

ments
ngs

@ Eind 3 aIaskbar& Startbdenu...
[3) Eolder Options

@ Help ) Asctive Deskiop 4
B By indows Update

(& Log Off Pawelmk...

Shut Diown...
ifse || €584 Y

3.1 Control Panels start

After this a window containing several items would appear. Double click with left mouse
button on "Add/Remove Programs* (fig. 3.2) item.

In the window which opens on the screen of your computer click on the button "Install...“.
Having done that, click on the button "Next >“. The computer will automatically find the
installation program, and the only thing to do now is to start-up - click the button "Finish“.
The installation process itself is described in detail in the next chapter. More experienced
users can also run directly the "Setup.exe” program on the installation CD-ROM or on the
first diskette (if you are installing from diskettes). The way of how to run the program is
described in detail in the manual or help to the operating system. For normal users we
recommend using the first way of the start-up of installation which is described above.

All the ways of the start-up of installation are fully identical and their result will be the
same.
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E3 Control Panel [_ O] %]
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3.2 "Add/Remove Programs*

3.4 Installing

The installation of the AVAST32 program runs in the form of a dialog between the user
and installation program. In the following text we will thoroughly describe particular
windows which are displayed during the installation.

The installation can be canceled at any time - the way of how to do it is described at
the corresponding installation windows. Before the cancelling of installation the user will
be asked whether he is serious. After the confirmation of the cancelling of installation
everything which has been installed till that time shall be removed and the system shall be
placed in its initial status.

When you start AVAST32 installation you can choose the language (fig. 3.3), which you
would like to communicate with in the program. Choosing a specific language from a list,
which appears after a click on the arrow to the right form current language, can do the
selection.

Choose Setup Language ﬂ
Select the language for this i llation from
= the choices below.
Fnglish [United States] LI
0K I Cancel |

3.3 Language selection

You will be asked to be patient while the installation is preparing after the language
selection.

Once the preparation of the installation is finished, you will see the window (fig. 3.4) of
the installation program itself. The Wizard's window is situated in the center and it will
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YWelcome B

‘Welcome to the AYAST32 Setup program.  This program will
install AY¥A5T32 on your computer

It iz strangly recommended that wou exit sl Windows prograns
before running this Setup program,

Click Cancel ta quit Setup and then claze any programs pou have
running. Click Nest bo continue with the Setup program.

WARMING: This program is protected by copynght law and
intemational treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it. may result in severe civil and eriminal penalties, and
will be prosecuted ta the maximum extent possible under law.

< Bech

Cancel |

3.4 Window of the installation program

help you with the whole installation process. Its lower part contains three buttons enabling
you to communicating with Wizard instructions.

Button "< Back* takes you to the preceding window of the Wizard. If it cannot be used
(e.g. if you are at the first installation step, then the button is gray. Button "Next > takes
you to the next step of the Wizard. Before using it, however, we recommend you reading
thoroughly the contents of the Wizard's window. Hitting the "Cancel“ button you can
interrupt the installation process at any time.

The first window of the Wizard provides the user copyright ownership and warns him
from unauthorized usage of the program or its parts. Having read it you would move to
the next window of the Wizard by clicking on the "Next >“ button.

Software License Agreement n

g Flease read the following License Agreement. Press the PAGE DOWN key to see the
= restof the agreement.

END USER LICENSE AGREEMENT ﬂ

THIS IS A CONTRACT BETWEEN YOI AND ALWIL SOFTWARE, A

PRAGUE, CZECH REPUBLIC CORPORATION. BY USING THIS SOFTWARE YOU
ACCEPT ALL THE TERMS AMD COMDITIOMNS OF THIS AGREEMEMT.

If wou do not agree with the terms and conditions of this

Agreernent, do not continue in install process and return this

software to reseller where you ohbtained it

This package containg software (Software) and related

explanatony written materials (Documentation). The term

Software shall also include any upgrades, notified versions,

updates, addiions and copies of the Software licensed to you

by ALYIL Sofhware. ALWIL Software grants to you a non-exclusive LI

Do you accept all the terms of the preceding License Agreement? [fyou choose Mo, Setup will
cloge. Toinstall AWAST32, you must acceptthis agreement.

< Back Yes Mo |

3.5 License Agreement between you and the ALWIL Software

The next installation program window contains the License Agreement (fig. 3.5) between
you and the ALWIL Software company. This License Agreement includes conditions that
you, being a user of AVAST32, must agree with, and the rights which you have as a user
of the program. If you agree with the License Agreement and to all of its parts, click on
the "Yes“ button. Then the Wizard will lead you to the next installation step. If you do
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not agree with the License Agreement, by clicking on the "No“ button you will cancel the
installation program and AVAST32 would not be installed then.

As the License Agreement is greater than the Wizard's window, it cannot be displayed
as a whole. On the right side of the window you will find a slider enabling move in the
License Agreement. Its indicator at the same time shows the current position. To display
the remaining parts of the License Agreement it is also possible to use the keys designed for
the cursor movement upwards and downwards, or the keys marked as "PgUp*“ and "PgDn*
for the movement to previous or next page of the License Agreement.

The window that follows after the License Agreement window displays the README.TXT
file. This file contains important information which we have not managed to insert into
this documentation because of time limitations. The information may concern the program
itself but also e.g. installation, and it may also contain procedure instructions in case of
problems. In any case you should thoroughly read the README.TXT file - thus you will
avoid possible complications in the future.

Within the displayed text it is possible to move in the same way as in case of the License
Agreement in the previous Wizard's window. Also the window control is similar. If you
have read the README.TXT file, by clicking on the "Yes“ button you will come to the next
Wizard's button. The "< Back“ button will return you to previous window with the License
Agreement and using the "No“ button you will cancel the installation of AVAST32.

User Information n

Please register pour praduct now,
|f you are using this program at home, enter your home addiess
instead company address

< Back I Nexst > I Cancel |

3.6 Enter your name and your company’'s name here

In the following window you are required by the Wizard to enter your name and your
company's name (fig. 3.6) (possibly also your address if the installation is designated for
home use). The Wizard will try to find out required information by itself, so that most
of the customers will be able to confirm preset data. If the data does not correspond to
reality, it is of course possible to correct it. If you click with the left button of your mouse
to the area of the text box with the data item in question, you will be able to edit it. On
the place where you have pressed the mouse button you will see the cursor and using the
keyboard you will be able to enter the correct data.

If the data displayed corresponds to the real situation, confirm it by clicking on the
"Next >“ button and get to the following window of the Wizard. The "< Back“ button is

23



Avast32 Antivirus

Serial number: || o I Add

Installed serial numbers:

Serial number I License |D I Type I Expires I

Murmber ofinstalled licenses: 0 Delste
Install DEMO wersion » | < Back I Nesdt > I Cancel |

3.7 Enter your activation key here

used to return to the window with the README.TXT file and by using the "Cancel” button
it is possible to interrupt the installation.

The next windows shows the Wizard's dialog into which it is necessary to enter the
activation key (fig. 3.7) of your program copy. To enter or change data in a particular text
box will be possible for you by clicking the left mouse button on the corresponding box.
It is also possible to move to the text box in question by repeating pressing the "Tab“ key.

Be careful when typing the activation key. The program can not be installed without
a valid key! You can install demo version if do not know the key. Just click on "Install
DEMO version >*“.

Confirm the activation key by pressing "Next >“ button, if the key is valid and correctly
entered the Wizard let you proceed further. Otherwise you will get error message and you
would have to check the activation key. By pressing "< Back“ button you can go back to
the registration window, where you can change name or company. "Cancel“ button quits
the installation program.

Choose Destination Location

Setup will install A¥A5T32 in the following folder.
Toinstall to this folder, click Mext.

Toinstall to a different folder, click Browse and select another
folder.

You can choose not to install AVAST32 by clicking Cancel to exit
Setup.

Diestination Folder

’VC.\ SALWIL SoftwarehaVAST 32 Browse...
<Back [ Wews ]  Cancel |

3.8 Select destination folder here
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If the key was entered correctly a window offering change of AVAST32 installation (fig.
3.8) folder would appear. The folder is in the "Destination Folder” frame. "ALWIL Software
\AVAST32“ is default folder which would be created on your system disk in "Program files*
folder. This is recommended for most users. Others can choose target folder (fig. 3.9) by
clicking on the "Browse“ button. Default installation target folder is really recommended
for less experienced users. They can avoid possible problems this way.

Confirm the destination folder by pressing "Next >“ button to proceed further. By

pressing "< Back“ button you can go back to the activation key window. ”"Cancel“ button
quits the installation program.

Choose Folder m

Flease choose the installation folder.

Directories:

= et - ok
[ Program Files _I |_I
(= ALWIL Software Cancel

B AVAST 32
E

Drives:

I o WNGE - MNetwork....

3.9 You can browse the destination folder here

The next window offers selection of the folder name (fig. 3.10) in program folder, where
program icons should be created. "AVAST32 Antivirus* folder is selected by default. You

can enter new folder name here or you can choose already existed folder from a displayed
list.

Confirm the folder name by pressing "Next >“ button to proceed further. By pressing

"< Back” button you can go back to the previous window. ”Cancel“ button quits the
installation program.

Select Program Folder

Setup will add program icons ta the Program Folder listed below
You may lwpe a new folder name, or select one fram the Existing
Folders list. Click Next to continue.

PBrogram Folder:

AVAST 32 Antivins

Egisting Folders:
Accessones

HomeSite 4.0

Internet Explarer
Microsoft Flus! 98

DOrline Services

Statlp

Windows 98 Resource Kit

< Back I MNeut > I Cancel |

3.10 Selection of the folder name in Program folder
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The following window displays all the information you have entered into the Wizard.
It means that it contains the user's name, company's name or the address of the user,
activation key of the program copy and destination folder, into which AVAST32 is supposed
to be installed. We ask you to check the above listed data and if it is not suitable for you
or if these data does not correspond to the real situation, you can return to the previous
windows of the Wizard clicking the "< Back“ button and correct it as appropriate. If
everything is according to your requirements, by clicking on the "Next >“ button you can
start to install the files of the AVAST32 program onto your hard disk. By means of the
"Cancel“ button you can interrupt the installation.

An indicator in installation window informs you about amount of copied files. Once all
files are installed installation wizard automatically goes to the next window.

The last window of the Wizard is shown in this Figure (fig. 3.11). It contains the radio
buttons by means of which you can specify whether the computer is to be restarted or
whether the installation program is to be completed without restarting your computer. We
recommend you to keep the default radio button. By clicking on the "End“ button you will
finish the installation program and depending on the radio button selected your computer
will (or will not) be restarted.

Setup Complete

Setup has finished copying files to your computer.

Before you can use the prograrm, you must restant Windows ar your
computer.

* as, | wantto restart my computer now

i~ Mo, | will restart my computer later

Remove any disks from their drives, and then click Finish to
complete setup.

< Eachk I Finish I

3.11 Computer restart selection

After the installation of the AVAST32 program and before its first start-up it is necessary
to restart your computer. If you did not do so with the help of the Wizard in its last
window, you would have to do it later by yourself. In the menu of the ”Start” button select
the "Shut Down ...“ command. Then select the "Restart the computer?“ radio button in the
window displayed, and by pressing the "Yes“ button you will restart your computer.

3.5 Problems with installation
The most frequent problems connected with the installation of the AVAST32 program:
e It is not possible to install due to a activation key error. You have entered an

incorrect activation key. Make sure that it has really been entered correctly. If you are
completely sure that it has and that you have not entered the letter O instead of zero
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(and vice versa), contact ALWIL Trade Ltd. (the address is on the cover of supplied
CD-ROM) and require a check of the activation key.

e AVAST32 cannot be installed because there is not enough space on your hard disk.
The only advice applying to this case is: cancel the installation program, empty the
necessary space on your hard disk, i.e. empty the recycle bin, delete useless programs,
old documents, etc. (we recommend you to make a backup copy of all the things to
be deleted, and only then to delete them). For the purpose of a successful installation
of the AVAST32 program you will need approximately 40MB of free space on the
hard disk onto which you want to install the program. Then, when finished, start the
installation program again and repeat the installation process.

e program cannot be installed for user without rights (only in Windows NT). It is
essential to have administrators rights under Windows NT for AVAST32 installation.
Log out and then log in as administrator or contact your network administrator.

If any other installation errors appear it is necessary to make sure whether they are not
caused by your own errors or by errors of your system. If you have fully excluded any
problem on your side, do not hesitate and contact the technical support. Note, however,
all error messages.

3.6 Administrator's installation

The installation program for AVAST32 supports to the limited extent also the "Admin-
istrator’s installation“, which is based on the preparation of the actual client's installation
into the shared folder on the file server. The client's installation itself can be done in a fully
automatic way without any user's intervention. This way of installation can be used with
advantage especially by the administrators of a large number of computers.

If you want to know more information on the Administrator's installation, read the text
file ADMIN.TXT which contains more detailed information on this type of installation.

27



Avast32 Antivirus

28




4 Uninstallation of the program

AVAST32 can be uninstalled from the system at any time. This operation (of course, with
the exception of repeated installation) removes AVAST32 from the computer hard disk in
an unrecoverable way and places the system to its original status. The uninstallation solves
also such problems as the uninstallation of shared libraries and the renewal of internal
information in the registers of the operating system.

4.1 Preparation of uninstallation

Before the uninstallation of the AVAST32 program make sure that none of the programs
has been run. In other case the uninstallation will not be completed as supposed to be and
some rests of AVAST32 will remain on your hard disk, or the uninstallation will not start
at all; nor will it be possible to restore the internal data of the system at the end. This may
be (and most probably really is) a cause of SERIOUS problems in the installation of other
versions from the antivirus program AVAST32.

Have a look at the lower part of the screen on task bar. Seeing any of the programs of
the AVAST32 system there, cancel it. Press the right button of your mouse and select the
"Close* command for the programs run from AVAST32.

4.2 Start-up of uninstalllation

For the start-up of uninstallation we recommend the use of the standard tools im-
plemented into the operating system. You find it in the "Control panel“ folder called
"Add/Remove Programs®.

AddfRemove Programs Properties HER
Install/Uninstall |Wind0w5 NT Setup I

@ Toinstall a new program from a floppy disk or CO-ROM
=

drive, click Install.
Install

The following software can be automatically remowved by
Windows. To remowe & prograrm o to modify its installed
components, select it from the list and click Add/Remowve

ACDSee 32 -~
Adobe Acrobet Reader 3.0

Adobe Pagetdaker 6.5
Adobe Photoshop w40
Adobe Type Manager Deluxe 4.0

Bryce 2
Corel Applications

dhadobe’pedipluging' IrdpamA\kptKFTI™1 .0FR

Director 5.0 Demao LI

Add/Remove

QK | Cancel | Al |

4.1 List of the installed programs
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The window of this tool contains in its lower part the list of the installed programs (fig.
4.1) that support automatic uninstallation (featuring AVAST32, of course). If you want to
uninstall a program, in our case the AVAST32 program, double-click the left mouse button
the name of the appropriate program. Thus you will start the uninstallation process of the
AVAST32 program.

4.3 Uninstallation progress

The uninstallation run itself is fully automatic, except for the primary inquiry, also
whether you are serious with the uninstallation. If you answer "Yes“, AVAST32 will
be uninstalled and the system will be placed in its original status. In case that the
uninstallation program is unable to fully uninstall all the parts of the AVAST32 program,
this fact will be announced just before the final completion. To remove components used
during the uninstallation process restart the computer once the uninstallation is finished.
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5 Basicdescription of program

AVAST32 offers complete antivirus protection of personal computers operated under
the operating system Windows 95/98 or Windows NT. The program allows you to perform
tests covering practically all aspects of antivirus protection.

Except today's allready classical program for scanning known viruses, AVAST32 also
contains the tools that enable you to find macroviruses and polyform viruses as well, it can
even discover the presence of viruses which have been unknown so far.

Thanks to resident tests it is possible to check whether the system did not perform any
operations that could be caused by the activity of a virus.

The AVAST32 also makes it possible to follow all and any operations that are active
within the system, in case of a suspicion, it will block an operation and send a message to
the user. It can even scan the files that are being run, and thus prevent the system from
virus infection.

New feature of AVAST32 3.0 is the capability of remove controling of the program
via network. It allows you to create, modify a start tasks for virus scaning on remote
workstations, see the results, and take the appropriate measures directly from your
computer.

The next feature added, is task scheduling. You are now able to start virus scanning in
time you want.

The user interface of the AVAST32 program is fully compatible with the environment of
the operating systems Windows 95/98 and NT and it completely follows common standards.
That is why the user working in this environment will not have any problems getting familiar
with the program.In order that the users can operate this program comfortably, it contains
a wide possibilities of settings, and four user interfaces. The users, which already used the
previous version of AVAST32, can chose a user interface similar to the 2.0 version.

5.1 Properties and advantages of AVAST32

AVAST32 is an antivirus program designed for the operating systems Microsoft Windows
95,98 and Microsoft Windows NT. The differences between them under these operating
systems are very small and they only result from the different structure of the operating
systems, so that the user working with the AVAST32 program under either of these systems
will not have any problems with operating this program under the other system.

The main advantage of the AVAST32 program is the quick, and especially, thorough,
scanning of your system and all of its parts. The algorithms used, as confirmed by
independent tests, are so effective that a virus is recognized in up to one hundred cases
out of one hundred! Not only can you test the presence of a virus, but also whether there
havebeen any changes made in your computer since the last testing. Thus you can discover
even a virus which is still unknown! This test is called integrity checking.

It is possible to scan viruses in time when computer is not fully engaged, so when nobody
is working on it. Screen saver can do this, which on the background of user selected screen

31



Avast32 Antivirus

saver scans viruses. AVAST32 screen saver can be fully configured to meet wishes and
needs of user similarly to other parts of program.

If a file is infected or damaged and if you maintain the database of the files, you can try
to restore using AVAST32. The rate of success when restoring a file is up to ninety-five per
cent and the AVAST32 program is able to find out the correctness of the renewal up to one
hundred per cent in terms of exactness!

The AVAST32 program is able to make use of the tools of network communication. If
a virus has been found, all of the authorized users of the network would be advised in
time.This property enables you to reduce the risk of a loss of data very efficiently and so
prevent the virus infection from its spreading.

AVAST32 makes use of all the advantages of modern operating systems, as for example
long names of files(up to 256 characters), new controls or the possibility to perform several
program operations at the same time. The user is not restricted any longer and he can
make full use of the time spent at the computer and of its capacities. User interface of
the program can be fully adapted to the needs and skills of the user. Beginners are sure
to appreciate the possibility of operating the program without having to learn the details
concerning its operation while experts will welcome the possibility of detailed settings of
the program activities and its responses to certain events.

5.2 Basic functions of program

A classical part of the majority of antivirus programs, including AVAST32, is the
searching for known viruses (called as virus scanning). The program is to check the tested
file for the presence of a certain sequence of bytes, which is then identified as particular
viruses. This way AVAST32 can discover a large number of viruses, but as new viruses
appear rapidly and regularly, it is essential to update the database of known viruses
periodically. AVAST32 is also able to recognize viruses called "polyform viruses“ which are
able to change their own structure during their activity and thus they are very difficult to
recognize.

Our product is able to recognize also the macroviruses, which are the viruses spreading
out in the form of macros in the OLE documents (e.g. a document of the MS Word
application or MS Excel).

A less known way of discovering viruses is represented by integrity checking. This is
based on the presumption that at the time when the computer is turned off the virus must
be stored in a resident memory. At present the hard disk of the computer is the most
frequently used form of such a memory. It implies that if we observe the changes in the
files, we will be able to discover even a virus that has been unknown until that time, with
the same success as in the case of well-known viruses.

If, for example, a text file (a file with the TXT extension) has been changed, it is possible
to say with the probability of ninety-nine per cent that it has not been caused by a virus.
However, if a program or even a system file have been changed, the probability of the virus
infection is very high. In order to make possible for the exploration of particular files, it is
necessary to maintain information on their status, in which they were for a certain period
of time. By comparing the current status of the file with the ones stored in the database
it is possible to decide in a reliable way, whether the file has been changed or not. Hence
if you perform the integrity checking e.g. every week, the user will be advised of all the
changes that have been made in his files during the previous week before the test.
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The information on the files, which is stored in the database of the files, can be used
by the AVAST32 program, for besides the integrity checking, also for the rerairing of the
original status of the files. If you maintain the database of the files periodically, you can
attempt to repair your files in case of a virus infection. On basis of the database of the
files it is possible to determine with maximum precision whether a file has been repaired
successfully or not.

The AVAST32 program also offers the possibility of testing all suspicious operations on
the files and system areas of the disks in the system, and to in form the user before they are
performed. Then the user will have two options, either to authorize such an operation or
to prevent it from being performed. This resident protection is called "Behaviour blocker,
and it is based on the fact that the overwhelming majority of viruses perform certain
operations with files during their activity, no matter whether or not they infect the files or
damage them in a certain way.

It can even happen that a virus is present in the computer, but it may not be infected.
For a virus to become active, it is necessary to start it. It implies that the majority of viruses
attack the executable files, i.e. especially programs. AVAST32 offers you a resident activity
called "Executable and OLE document protector”, which performs a test of all programs
run in your computer. Thus, if you want to start a program, AVAST32 will first check it,
and whether or not it contains any virus. If everything is O.K., the program will normally
be started. How ever, if a virus has been found in the program, you will receive a warning
message, and the program will not be started without your authorization.

Another relatively frequent group of viruses is represented by viruses spreading out in
the system areas of disks, i.e. in regular in the boot sector of diskettes. To state the truth,
a computer cannot be infected if an infected diskette has only been inserted into the drive,
but it can happen that the system is accidentally booted from a diskette forgotten in the
drive, and thus the computer is likely to be infected. AVAST32 contains a resident activity
called "Boot sector Protector¥, which at the first access to any diskette, first checks its boot
sector, whether it does not contain any virus. If a virus is found, the program informs
the user about the findings through a warning message. If no virus has been found, it is
possible to work normally with the diskette.
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6 Gettingstarted

6.1 Start of program

You can immediately start using AVAST32 if the installation of the program is success-
fully completed.

The installation program has created "AVAST32 Antivirus“ folder for you (if it hasn't
been changed during the installation) containing "AVAST32¢ shortcut. The created folder
is situated in the menu of the ”Start“ button (it shall be displayed after clicking on this
button by the left button of your mouse), in the "Programs“ folder.

The form of the menu of the ”Start“ button depends on the setting of your operating
system and on the programs installed so far.

So for starting the AVAST32 program click on the "Start“ button, then select "Programs*
folder, search for ”JAVAST32 Antivirus“ folder and in this folder click on AVAST32“ icon.

6.2 Which user interface to use?

After the first start of AVAST32 program its main window would appear. It is a window
of ”"Simple user interface”. If would like to choose other interface, click with the left
mouse button on the icon in upper left corner of the program and select the interface from
a displayed menu.

AVAST32 program provides four user interfaces:

It is "Simple user interface” which is suitable for beginners and less experienced users,
and for users who don't need to set all the parameters of the program and don't want to
learn to how to control another program. The interface if fully controlled via buttons and
icons.

Program also offers "Enhanced user interface¥, which allows to user to set everything
related to the program in details. This user interface is designed especially for experienced
users, network administrators and all other user who require full control of the program.
This user interface can be selected via "View“ from main menu by selecting the "Enhanced
user interface“. If you would like to use the most of new network functions of AVAST32
program is this interface right for you.

For the user of previous version of AVAST32 program there is an option to choose the
interface they know from the version 2.0.

"Version 2.0 Simple user interface” is targeted to beginners and common users, who are

used to use "Tasks” in AVAST32 program. This user interface can be selected via "View*
from main menu by selecting the "Version 2.0 Simple user interface.
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"Version 2.0 Enhanced user interface” is intended for experienced users. This user

interface can be selected via "View* from main menu by selecting the "Version 2.0 Enhanced
user interface.
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7 SimpleUserInterface

If you want to detect the presence of viruses in your computer without having a detailed
knowledge of AVAST32 functions Simple User Interface (fig. 7.1) is dedicated for you. You
will probably encounter this interface upon your first run of AVAST32.

|

7.1 Simple User Interface

Upon the first run of AVAST32 you will be asked (fig. 7.2) whether you wish to create
integrity database. If you have time enough answer yes. Integrity database is essential
when there is a need to repair infected files in the future. If you do not have time enough,
postpone the creation of integrity database for another time, program will ask you again.

Frogram Awvast3Z needs create Integrity database to be able to repair infected
files. It may take wery [ong time. Do you want to create Integrity database now? If
you answer NO, youwill be asked when you run Avasta?2 again.

ﬂnl

7.2 Window enabling an automatic creation of integrity database

This window (fig. 7.3) will inform you about the process of integrity database creation.
This process can be canceled anytime by "Cancel“ button.

‘a pavelmk.asw.cz - creating integrity database ... !Em
Database creation statistics
CAWINDOWSSINFYNETDLC3Z INF

MNumber of found files: 120
MNurmber of accepted files: 24

5 |

7.3 Window informing about the process of integrity database creation
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7.1 Description of the main window of Simple User Interface
Main window of Simple User Interface consists of a few parts.

The first of them is the information status window showing the actual situation of the
program. Using this window, the program informs you about its activity.

Beneath this window, control buttons are available which have a design similar to control
buttons of, for example, CD player. The control buttons have the following functions:

e "Play“ Button (fig. 7.4) runs a selected areas testing,

7.4 "Play“ Button

e "Pause” Button (fig. 7.5) enables to pause or continue testing,

7.5 "Pause” Button

e "Stop“ Button (fig. 7.6) finishes current testing,

7.6 "Stop“ Button

e This button (fig. 7.7) enables to show statistics and current results of testing.

The lower part of the window is designated for a selection of areas which are to be tested.
Areas are represented by Icons (fig. 7.8) that are similar to those you know from Windows.

Last icon (fig. 7.9) enables to turn on or off resident protection. The meaning and detailed
description of resident protection can be found in the "Resident protection“ chapter.

38



Chapter 7 Simple User Interface

7.7 Button for showing statistics and current results of testing

7.8 Icons for a selection of tested areas

7.9 Turning on/off resident protection

Icons (fig. 7.10) in the right upper corner of the program window have the following
functions.

7.10 Icons

first icon displays help,
second icon increases or decreases (fig. 7.11) program window,

ﬁC:".,WINDOWS'\,...'\,FMGUIBE.DLL ﬁ

7.11 Decreased window of AVAST32 program

third icon minimalizes the window,
last icon shuts AVAST32 program
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7.2 Testing in Simple User Interface
Two steps are to be taken to run testing in Simple User Interface:

o select areas to be tested,
e run testing.

If you decide to test your local disks you do not have select anything. You just click on
the "Play“ button. Program automatically clicks on the button representing local disk and
starts to test data stored on the local disk of your computer.

If you decide to test something else than local disks, for example a diskette, you only
need to click on the button representing a diskette and then click on the "Play“ button.
The program will test a diskette.

If you decide to test more areas at once there is no problem. Select areas you want to
test by step by step clicking on their icons and then click on the "Play“ button.

If the pre-defined areas are not enough or you want to specify the areas more accurately,
click on the picture of a folder. A window containing an explorer-like tree will appear.
Choose the folder you want to test and then click on the "Play* button.

Buttons used for a selection of tested areas work as switches. You turned them on after
one click and off after the other click.

If you want to pause testing click on the "Pause” button and the testing will be paused.
After reclicking on this button, the testing will continue.

If you want to shut testing before it finishes, click on the ”Stop“ button and the testing
will be shut.

Text displayed in the information window informs you about the testing process. If
a virus is found during the testing a virus warning message will be displayed. This message
is described in the "Common control options/Virus warning message“ chapter.

When the testing is finished Results Table (fig. 7.12) can be displayed showing in-
formation about testing finished: run time, number of tested and infected files. The
information window will contain briefly described result of testing. If it says "No virus
found“ everything is ok.

However, if the "Virus found!!'“ message appears it will be accompanied by window (fig.
7.13) showing the list of infected files.

Each item of the list can be treated by "Move*, "Delete” or "Repair” buttons.

The meaning of these buttons is described in the "Files treatment by AVAST32 program*®
chapter.

7.3 Simple User Interface Menu

Simple user interface Menu (fig. 7.14) is available through an icon in the left upper
corner of the main program window. Clicking this icon, a following menu will offer:

o Simple user interface - selected by default,
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o Touched files:

| Scanned files

| Mumber of tested folders
| Infected files

| Number of repaired files
MNurnber of deleted files:
| Number of mowved files

| [F1CA \MUSGFE.C.. Oropax

=k

| Surnmary... [Helete Eenait..

7.13 Window showing the list of infected files

e Enhanced user interface - enables to switch to Enhanced user interface,

e Scan memory - scans memory for the presence of known viruses, displays the infor-
mation about the testing result. For Windows NT, only administrator can run this
task.

Login - displays a window for login,

Normal/enlarged - serves for switching the window size of Simple user interface,
Program options - enables to set program options,

About AVAST32 - shows information about AVAST32.

Scanning memory or login can be carried out only if testing is not running.

Setting simple user interface options
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& Simple userinterface
Enhanced user interface

SCan mermany
Login...

Marmalfenlarged
Frogram options...
Ahout Avastdz

Close

7.14 Simple User Interface Menu

Simple user interface options can be set by "Program options“ item in the main menu of
the program. Clicking on this item, a window which enables to set program options will
appear. The list of all options that can be set is shown in the left part of the window. Click
on the option you want to set. The right part of the window displays setting parameters.
Description of "Language®, "Sounds*, "Login“ options can be found in the ”Setting program
parameters“ chapter.

7.4 “Resident protection® Option

"Resident protection” option enables to set resident protection parameters. (fig. 7.15)

Program options B

L ;
‘3 anduage Resident

Set pararneters for resident task in simple interface of Avastiz. Only
administrator may change these seftings

™ Bun resident shield when starting

Mame of the task to run;

IREsldentprDtedmn

Help... | Ok I Cancel

7.15 "Resident protection“ Option

"Run resident shield when starting” field determines whether to start the resident
protection when starting simple user interface. Resident protection set on will ensure data
protection while working with your computer.
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Text field in the lower part enables to determine the name of the task. We do not
recommend current users to change this setting.
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8 Enhanced userinterface

The enhanced user interface contains the user-friendly interface for the access to all
functions and settings, which are offered by AVAST32.

8.1 “Tasks‘ Sheet

"Tasks“ Sheet (fig. 8.1) is divided into two parts.

A Avast32 version 3.0
Eile Miew Options Task Computer MWindows Help

DS narne: pevelmb.agw.ce
Y Complate test of executahles CDmPl_-l‘Ef name FAVELME
Y Check: all local disks Dromain name: ASWNT
Logged as Anorymous/Andnymous (pawelrmk/ASWRT)

&Y Check: interactive selection
Y Resident full pratection Login time Today at18:36:27
Y Scan: all local disks
Q Scan: diskette A
Y Scan:interactive selection
B aldebaran.asw.cz
B henji
B honza
B huga
B rakev
- inclra
- Lovacic
B mia
- richall.asw.cz
- \ada

L1 Tasks |* \/lrusesl @ He\pl
— o}

FAVELME |Mar99‘ 7 |CDmputerpa\:eImk.asw.cz,youare\Dggedin...

8.1 "Tasks“ Sheet

Left part contains list of computers available via network. Next to the computer name
is always icon displayed, showing if the engine of AVAST32 program is running on the

computer or not.
If this icon (fig. 8.2) is displayed, there is no information known about the given
computer yet. It isn't possible to login to this computer.

n

8.2 No information known yet.
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8.3 The program engine is probably running
If this icon (fig. 8.3) is displayed, program engine is probably running and it is possible
to login to this computer.

If this icon (fig. 8.4) is displayed, program engine is probably not running and it isn't
possible to login to this computer.

u

8.4 The program engine is probably not running

If you are logged in on some computer, you could see a list of available tasks, which can
be used at the moment.

There is an icon next to the file name of each task showing its current state. If the task
is not running, it shows this icon (fig. 8.5) (task "Not running” in Figure). If the task is
running, there is a green ball (task "Running* (fig. 8.5) in Figure) next to the task name. If
the task is paused the ball is red (task "Paused (fig. 8.5) in Figure).

- Nat running
- @ Paused
- @ Running

8.5 Icons showing current state of the task

The operations with tasks can be performed either by the popup menu or via the "Task”
menu, which is available in the main program menu. Both these menus offer absolutely
the same items allowing to perform the appropriate operations.

You can start or pause (not to stop) the task by selecting the task by mouse and pressing
"Enter“ key or double clicking on the task name with left mouse button.

The shortcut menu displayed after the right mouse button click on the task name, shows
this picture (fig. 8.6). Its concrete content depends on the actual state of the task and the
user’'s rights. The chosen function will be performed with the task on which name the right
mouse button has been pressed.

The popup menu can contain the following commands:

e the "Run“ command will start the task. It is only available for not running tasks,

e the "Stop“ command will stop the task. It is only available for running tasks or paused
tasks,
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Bun Enter
Aol new .. Ihzer
Edit ... Space
Create copy

Delete ... Delete

Create shortcut

Eloating sheet

8.6 Popup menu "Task*

e the "Pause” command will pause the task run. It is only available for the tasks that are
running at the moment

e the "Create Desktop Shortcut* command will create a shortcut to the task on the
desktop. Such a shortcut can then be used for the direct start-up of the task, without
having to start AVAST32 first. This command is always available in the popup menu,

e the "Add new ...“ command is used for the creation of new tasks,

e using the "Create copy“ command it is possible to create an exact copy of the task in
question. The new task will contain a fully identical setting of all parameters, as the
task selected. However, the name of the new task will have the form ”<selected task
name>.number of copy*.

e the "Edit ...“ command enables the user to modify the setting of the task parameters.
The modification of the task is done in the entirely same environment as the task
creation.

e the "Delete“ command is used to delete the appropriate task from the list of tasks and
at the same time also from the hard disk. After selecting it the user will be asked,
whether he is serious about the deletion of the task. After the pressing of the "Yes“
button the task will be irrevocably deleted from the list of available tasks and from
the hard disk of the computer,

e the "Floating sheet “ command opens the active sheet (in this case "Task” sheet) in the
separate window .

The operations with listed computers can be performed either by the popup menu or via
the "Computer” menu, which is available in the main program menu. Both these menus
offer absolutely the same items allowing to perform the appropriate operations.

The popup menu displayed by clicking on the computer's name with the right mouse
button shows this picture. (fig. 8.7)

e command "Login“ displays the Login dialog allowing the user after entering the user’s

name and password to login onto selected available computer. The selected computer
has to be turned on and the program engine must be running on it,
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Logout Crl+0

Test memaory
Licenses ...

Besident console ..

Floating sheet

8.7 "Computer” popup menu

e command "Login as anonymous“ allows the user anonymous login to the computer
with running program engine. For the successful login the user needs the appropriate
rights,

e command "Resident console” will show the main window of resident protection of the
given computer,

e command "Licenses” will display the list of licenses on the computer.

There is more information about the currently selected item in the right part of the page.

If the user has computer selected, there is an information displayed about the chosen
computer: its name, domain name, DNS name. Furthermore it is login time and name of
the user logged in.

Some of this information is not available if the computer is not connected in the network.

If the user has task selected, there is an information displayed about the chosen task:
task owner, group, the computer on which is task stored, the user using the task at the

moment, the tests which are performed by the task. If the task is running, the user is
informed about the task progress.

8.2 Results pages
Results page of every task has its name and the icon in the title bar.

In the upper part of this page there is an information about the current state of the task,
and three control buttons on the right. The statistic about the task can be found in the
middle of the page, the obtained results in the bottom part of the page.

The information about the state of the current task is situated in the upper part of the
window.

The first item informing about the currently running task is "State“ item, showing the
current state of the task. Four states are possible: the task has not been started ("no job*),
the task has been started ("running*), the task has been started, but at the time being its
run has been paused ("paused”) or task has been finished ("done*).

The complete path to the folder which is currently tested is indicated by the second item
"Folder:¥, while the last item "File:“ contains the name of the file which is being tested.
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A Avast32 version 3.0 !Em
Eile Yiew Options Task Besults Windows Help
~ [ Tasks Q Scan: all lo... |* \/lrusesl & He\pl
y -~ "Scan: all local disks" task progress
# °\ State: RUNNING
Folder: CAWINDOWS\SYSTEM | BN R4
File: ENABLEZ.DLL
rr"- Stafistics
L Touched files: 350 Run time:  0:00:06
[ _f___‘r:? MNumber oftested files: 41 Speed: 1.6MB/s
!. '\_j fl Mumber of tested folders: 11
\ Al y ) Infected filas: &
o f/‘/
g S MName Result Operation I
T4 Vrfl S Tj_/ [#]CABCWRLMUSICORO COM Infection: Oropes
mC:\SC\VIR\WAZZU-A poc Infaction: MW \Wazzu-4&
EC:\SC\VLK\MUSICORO.COM Infection: Oropex
mC\SC\VLK\MUSICO COM Infection: Oropax
mC:\SC\VLK\MUSGFE.COM Infection: Oropax
EC:\SC\VLK\GNKTICORO.COM Infection: Oropex
PAVELME |Mar99 ‘ il |Scans all hard drives on current machine S

8.8 Results page

The control buttons
The control buttons are shown in this picture (fig. 8.9).

The left button serves for starting or stopping the task. If the task is not running, there
is a picture of arrow on the button and the button is used for starting the task. If the task
is running or paused there is a picture of square on the button and the button is used for

stopping the task.

The middle button is active only if the task is running or paused, and it is used for
pausing the task, or continuing the task run.

The right button is used for closing the results page, including task stop, if the task is
running. Also all results will be deleted. The user will be asked for the confirmation of this

operation.

I|II )4

8.9 The control buttons

The infected or somehow changed files are displayed in the result list.

The icon illustrating the action, which has been performed with the file, will be situated
next the name of each file.

If the blue sign plus (fig. 8.10) is here, it means that the file is new, i.e. it has been
created since the last check. If you have started the integrity checking for the first time, all
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the files found will be marked as new, because the internal database of files is still empty,
and it must be filled first.

[

8.10 Icon

The green sign minus (fig. 8.11) signals, on the contrary, that the file bearing a given
name is missing here (the file was deleted). It is good to realize what you have been doing
with the computer. If you, for example, have emptied the recycle bin since the last check,
it is obvious that the program will report the files missing on the disk in question in the
folder "RECYCLED¥, in the same way you are likely to be informed on the disappearing of
temporary files, etc.

8.11 Icon

Another character which could appear next to the file name is red exclamation mark (fig.
8.12). AVAST32 uses this for telling the user that file is infected or during the file testing
a serious error appeared. If the file is infected in "Result“ column there will be "Infection:
virus name* displayed.

1]

8.12 Icon

If you have performed a repairing of the OLE document, a yellow question mark (fig.
8.13) can appear next to the name of the corrected file. Thus AVAST32 indicates that the
file state is unknown after the performing of the repair or after the removal of a macrovirus
from the file. Yellow question mark will also appear next to the files, which are not OLE
documents and has been successfully recovered.

8.13 Icon

The next icon, which can be displayed next to the file name shows this picture (fig. 8.14).
The icon will be displayed in case, that the operation of deleting has been performed on
the file.

If there is a icon from this figure (fig. 8.15) next to the file name, the file has been
renamed or moved.
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8.14 Icon

[£)

8.15 Icon

The operations results can be performed either by the popup menu or via the "Results”
menu, which is available in the main program menu. Both these menus offer absolutely
the same items allowing to perform the appropriate operations.

Popup menu

The Popup menu (fig. 8.16) relates always to files which has been selected. The chosen
command will be performed with all selected files.

lgnore

Repair

Delete
Move/Rename ..
Scan

Sawve as . Cirl+5
Frint Cirl+F
Copy Ctrl+
Details Alt+Enter
irus information ...

Selectall Crl+4,
Selectnone Cirl+M

Invert selection Cirl+l

Results list
Explore results

Floating shest

8.16 The popup menu on the Result page

e The "Repair ...“ command will try to return the executable files to their original state
and remove the virus from OLE document (see "File processing in AVAST32 program®
chapter),

e The "Move/Rename ...“ command enables you to move the suspicious files to another
folder or to rename them (see "File processing in AVAST32 program* chapter),

e The "Delete ... command allows to remove the infected files (see "File processing in
AVAST32 program“ chapter),

e The "Accept” command will tell the AVAST32 program to accept the changes in the
files (see "File processing in AVAST32 program* chapter),

e The "Ignore“ command allows to ignore the result of file testing, and remove it from
the Result list (see "File processing in AVAST32 program“ chapter),

e By "Copy“ command you will copy selected results to the clipboard. It is also possible
to use "Ctrl + C“ shortcut,

51



Avast32 Antivirus

52

The "Print“ command will print the selected results on available printer. You can also
use "Ctrl + P“ shortcut. The layout of the printed pages will be similar to the Result
list,

The ”"Save as“ command allows you to save the complete result list to the file. By
choosing this command a dialog box allowing to enter the name and target folder of
the file would appear. You can also use "Ctrl+ S* shortcut for displaying this dialog,

The "Details“ command is used to display the dialog (fig. 8.17) with detailed informa-
tion on the reason, why the file has appeared in the list. Tt provides information about
the file selected, as to its state, attributes, date of creation and the last modification
and, of course, the length of the file, and possibly also the name of the virus which
infected the file. All this information is displayed on the original state of the file (it is
stored in the internal database) as well as for the current state of the file, in which it is
situated on the disk. Also the ”Alt + Enter“ shortcut can be used to display the dialog.

Difterences in selected filas
CASCVWLE
File: | Type | Presi... | Current |
MUSICORO.C.. | @ State File is INFECTED
@ Infection Oropax

8.17 "Details“ dialog

The "Virus information“ command serves for displaying detailed information about
the virus which infected the selected file. By choosing this command the program will
be switched to "Viruses“ page and the information on the appropriate virus will be
automatically found in the virus list,

By "Select all“ command you will select all items shown in the Result list. You can also
use "Ctrl+A“ shortcut for selecting the files,

The "Select none“ command serves for deselecting of all selected items of the list. No
item will be selected after this operation. The "Ctrl+N*“ shortcut will do the same,

The "Invert selection“ command will invert the selected and unselected items in the
list. The selected items will be an unselected, and unselected items will be selected
after this operation. The "Ctrl+I“ shortcut can be also used to perform this operation,

The "Results list* command will switch the displaying of results to file list style. For
every file there is full path to the file in "Name“ column. The state of the file is
described in "Result column. The operation performed on the file is shown in the
"Operation“ column. Displaying as "Results list is set as default,

By "Explore results* command the displaying of results will switched to the style very
similar to the control of the "Explorer” program. There is a tree structure of the folders
in the left part of the window and file list displaying always the content of current
folder on the right. The suspicious files are inserted to the tree control according to
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their real path. It means that if the tree contains a folder, this folder (or an inserted
folder of its) is sure to contain the suspicious file.

e the "Floating sheet “ command will open the results sheet in the separate window.
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9 Version 2.0 Simple userinterface

Simple user interface version 2.0 (fig. 9.1) contains the list of available tasks and several
control buttons.

List of available tasks contains tasks, which can be used by user in current time.

@ Awvast3? version 3.0 !EE
File ¥iew Options Task Mindows Help
k MName |
3 Complete test of executables
& Check: all local disks
Y Check: interactive selection
7 ) Resident full protection
QY Scan: all local disks
; \ 3 Scan: disketts A
r‘f{ﬂ & Scan: interactive selection
/ —\
! / e
Q;J /
N ﬂ A
W alineran
TAVAST32
Help Start | Quit I
PAVELME |Mar99 ‘ 70 |Scans executable files on all local hard drives ... S

9.1 Simple user interface version 2.0

There is an icon (fig. 9.2) next to the file name of each task showing its current state.
If the task is not running, it shows this icon (task "Not running“ in Figure). If the task is
running, there is a green ball (task "Running” in Figure) next to the task name. If the task
is paused the ball is red (task "Paused” in Figure).

- Mot running
- @ Paused
- @ Running

9.2 Icons describing task status

The left button is used for the starting or stopping of the task run. Tts meaning will
always change depending on the active task, i.e. the task which is highlighted on the list of
the tasks available. If the active task is not running, the button bears the name ”Start“ and
is used to start-up the task. If, on the other hand, the task is running, the button bears the
name "Stop*“ and is used to stop the task.

The task can also be started or paused (but not stopped) by your activating it first, and

then pressing the "Enter“ key, or by double-clicking with the left button of the mouse on
its name.
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By using the ”Exit“ button you will end the activity of the AVAST32 program. At the
same time also, all of the non-resident tasks will be stopped.

By clicking the "Help*“ button the Help of AVAST32 program will appear.

The operations with tasks can be performed either by the popup menu or via the "Task”
menu, which is available in the main program menu. Both these menus offer absolutely
the same items allowing to perform the appropriate operations.

The shortcut menu (fig. 9.3) is called by pressing the right button of the mouse on the
task name. Its regular contents, however, depends on the current state of the task. The
function selected will be performed with the task on the name of which the mouse button
has been pressed.

Bun Enter

Create Deskiop Shortcut

9.3 Shortcut menu

The popup menu can contain the commands as follows:

e the "Run“ command will start-up the task. It is only available for the tasks that are not
running at the moment,

e the ”"Stop“ command will stop the task. Tt is only available for the tasks that are
running or paused at the moment,

e the "Pause” command will pause the task run. It is only available for the tasks that are
running at the moment,

e the "Create Desktop Shortcut command will create a shortcut to the task on the
desktop. Such a shortcut can then be used for the direct start-up of the task, without
having to start AVAST32 first. This command is always available in the popup menu.
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The Version 2.0 Enhanced user interface (fig. 10.1) contains the user-friendly interface
for advanced users who already used the AVAST32 program version 2.0. The interface is
structured on several pages.

"Task” page
The page is divided into two parts. The left part contains the list of the tasks available,

as it was described in the case of the Version 2.0 Simple user interface. Its using and
characteristics, except for the popup menu, are fully identical.

A Avast32 version 3.0 !ﬂﬂ

Eile Yiew Options Task Windows Help

(1 Tasks | Resultsl 3 Viruses | @ Helpl

MNarme |
m @Completetest of executables CDmpIEte test of executables
QCheck all local disks IState: nojok

& Check: interactive selection

G Resident full protection IFDIder: <nonex
o @ Scan: all local disks
y Coa & Scan: diskette A IF\\EZ <nones
II‘ __/-..—_FJ’, ‘l Y Scan: interactive selection
1 { j 3 d 5
\ y ,f'f @ Taskis stored on pavelmk asw.cz

N

@ Applications: Integrity Checker

7 by @ User <task not used?

b f/] !/r/ 5 frj_./ @ Task last use was at (not specified)
@ Used 0times

B[4 Statistics

@ MNumber oftouched files: 0

@ MNumber of tested files: 0

@ MNumber oftested folders: 0

@ MNumber of infected files: 0

@ MNumber of changed files: 0

FAVELME |Mar9EI ‘ 70 |Ecans executable files on all local hard drives e

10.1 Version 2.0 Enhanced user interface, "Task” page

The information on the status of an active task is situated in the text box in the upper
part. The first text box is the ”State:* indicating the current state of the task. Three
states are possible: the task has not been started ("<no job>*), the task has been started
("RUNNING"), the task has been started, but at the time being its run has been paused
("<paused>¥) or task has been finished ("done*).

The complete path to the folder which is currently tested is indicated by the second (in
sequence) text box - "Folder:“, while the last text box contains the name of the file which
is being tested. If the active task is resident, only the information on the task state is
displayed.

The characteristics and statistical data relating to the progress of the task are arranged
in the tree control, which is situated under the text boxes mentioned. Unpacking the
appropriate item you will gain access to regular data. It can be done by clicking on the sign
before the item name using the left button of the mouse.
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The information relating to the task owner, tests performed during the task run, date of
creation and date of the last utilization of the task will be found in the "Properties” item.
In this item you will also find the information on the total number of task start-ups since
its creation.

The last item is ”Statistics“ which informs the user on the number of the files found, files
tested, files tested for the presence of viruses, files in which their integrity was checked,
the files which were not tested, files infected and on the number of the viruses found. All
the items are related to the active task.

If the active task (i.e. the task which is selected on the task list) is currently running, the
information is updated in real time, and thus the user is kept informed on its progress.

Popup menu

Similarly to the Version 2.0 Simple user interface, also the Version 2.0 Enahnced user
inteface contains the popup menu (fig. 10.2),which will be displayed after pressing the
right button of the mouse on the name of appropriate task. Besides the commands for
starting-up, stopping and cancelling the task it contains the commands described below.

Bun Enter
Al new .. Inzert
Edit ... Space
Delete ... Delete

Create copy

Create shortcut

Floating sheet

10.2 Popup menu

e the "Run“ command will start the task. It is only available for not running tasks,

e the "Stop“ command will stop the task. It is only available for running tasks or paused
tasks,

e the "Pause” command will pause the task run. It is only available for the tasks that are
running at the moment

e the "Create Desktop Shortcut* command will create a shortcut to the task on the
desktop. Such a shortcut can then be used for the direct start-up of the task, without
having to start AVAST32 first. This command is always available in the popup menu,

e the "Add new ...“ command is used for the creation of new tasks,
¢ using the "Create copy“ command it is possible to create an exact copy of the task in
question. The new task will contain a fully identical setting of all parameters, as the

task selected. However, the name of the new task will have the form ”<selected task
name>.number of copy*.
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e the "Edit ...“ command enables the user to modify the setting of the task parameters.
The modification of the task is done in the entirely same environment as the task
creation.

e the "Delete“ command is used to delete the appropriate task from the list of tasks and
at the same time also from the hard disk. After selecting it the user will be asked,
whether he is serious about the deletion of the task. After the pressing of the "Yes“
button the task will be irrevocably deleted from the list of available tasks and from
the hard disk of the computer,

e the "Floating sheet “ command opens the active sheet (in this case "Task” sheet) in the
separate window .

@ Awvast3? version 3.0 !EE
Eile ¥iew Options Folders Besults MWindows Help
[ Tasks Results |*} Viruses | & Help'
s |5 Deskiop MName | Infection Attribs | Content |
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£ 5 S Winds (C) [FIMUSICO COM Oropax
- sc [(AMUSGFE.COM Oropax
] [avir (B GNKTICORO.COM Oropax
/ Caa\ S
A e, \ Metwork Meighborhood
[ Ere
{ E |
\ kLl
=g V A
:,.:’. Ve
AVAST32
PAVELME  |Marga | 7/1 | Vi

10.3 "Results” page

The "Results” sheet contains the results of all the tasks which contain virus scanning or
integrity checking. The control of this sheet is very similar to the control of the "Explorer*
program.

The task results are summed up to the unique tree of the folders, thanks to which the
user is well informed as to the results of all the tasks, which have been performed since
the start-up of the program. However, only the files that indicates the virus infection or
that have been changed somehow since the last check, will be inserted into the tree by
AVAST32. In other words, here you will find all suspicious files.

Also the new files will be inserted on the tree control, more exactly said, it concerns
those files which have not been found by AVAST32 in its internal database of the files,
you will also find here the names of the files which have been deleted or moved. The boot
sectors of the disks and the memory are dealt with in the same way as files, which means
that in case of their changes they will be inserted to the tree control as well. They will be
inserted directly to the folder "My computer“. The suspicious files are inserted to the tree
control according to their real path. Tt means that if the tree contains a folder, this folder
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(or an inserted folder of its) is sure to contain the suspicious file. If you want to learn the
contents of some of the folder, activate it, and in the right part of the sheet you will see the
suspicious files (if there are any).

The icon illustrating the action which has been performed with the file will be situated
before the name of each file.

For further description of the result page see Chapter Results pages of Enhanced user
interface.
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11 File processing in AVAST32 program

The files can be processed by AVAST32 program on the several places in the program.
It can be done immediately after finding the virus by resident or nonresident task or after
the test, during the task result processing. The number of available commands may vary
depending on the selected user interface. All the commands are available from Enhanced
User Interface.

11.1 Repairing files

The "Repair ...“ command will try to return the files to their original state. When you
select it, a dialog (fig. 11.1) allowing to repair the file would appear. If the file being
corrected is an OLE document, the user is enabled to preset some parameters.

File name
CASCAVWIRYWAZZU-ADOC

OLE Documents

@& Delete anly virus macros from dacument
¥ Eorce delete all macros if virus not recoghized exacty
¢ Delete all macras from document

E— | — Bepalr — e |

11.1 Repairing files

Through the radio button "Delete only virus macros from the document* it is possible
to preset that only the macros, in which a virus has been found, should be removed from
the document. The other macros will remain untouched.

The radio button "Delete all macros from document” will cause that all the macros will
be removed from the OLE document, whether they contain a virus or not.

The default setting is to remove only those macros that contain a virus. Checking the box
"Force delete all macros if virus not recognized exactly” you will set to the program that if
the virus has not been recognized with full exactness (in the case of some macroviruses the
detection is very difficult), all the macros are to be removed from the document.

If a file which does not contain an OLE document is to be corrected, AVAST32 will
try to correct the file by using the method based on the integrity checking. The truth
is that AVAST32 maintains its internal database of files, into which it records important
information on the status of individual files, and with the help of checksums, also on
their contents. With using this information AVAST32 will try to repair the file selected.
It is possible to repair up to ninety-five per cent of the files infected. AVAST32 is able to
determine at one hundred per cent precision, whether the file has been repaired or not.

It follows from the previous text that if you want to repair the files successfully, you

will need a periodically updated database of the files on your disks. This database must be
maintained, in other words, it is necessary to perform integrity checking from time to time,
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and to record authorized changes in the files into the internal database of the ”"Accept”
command.

The algorithms used for the repairing of the files in AVAST32 are exclusively able for
the repairing of the files infected by a virus. Thus they cannot be used for the renewal of
rewritten or edited files. The presetting of the controls of the dialog is displayed for the
files that do not contain any OLE documents.

By pressing the "Repair® button the file repairing process itself will be started-up.

By pressing the "Repair All“ button the repairing process of all selected file will start.

Using the "Cancel“ button you will close the dialog, and the selected files will not be
manipulated.

11.2 Renaming and moving files

The "Move/Rename ... command enables you to move the suspicious files to another
folder or to rename them. The command will display the dialog, which is shown in the
Figure (fig. 11.2).

Rename/Move fila(s)

File name
CASCHWIRNWAZZU-ADOC —|

Types

W Eorce moving locked or used file(s) on system startup

Folder to use as destination:
CAWINDOWS,TEMPY

Apply to all | Ok I Cancel

11.2 Renaming and moving files

The check box "Rename file(s)“ enables you to change the extension at the marked
files. The files renamed this way will be distinguished from the others and in case of the
executable files you will also prevent their accidental running. It would lead, in case that
the file in question contains a virus, to the infecting of the computer (if it has not happened
yet). The existing extension will be replaced with the preset one at the given file. The
proper name of the file will remain unchanged.

If the program finds an unknown type of the file during the renaming, it will inquire
the user about how the extension of the file found is to be changed. The program will
remember the extension entered, and when it finds a file of the same type next time, it will
automatically use such an extension.

By checking off the box "Move file(s)“ you will activate the moving of the files marked to
the folder selected. The name of the folder, into which the files marked are to be moved,
and the path to it, will be written to the text box "Folder to use as destination:*“.

If the moving of the files is activated, it is possible to determine, by checking off the

box "Force moving locked or used file(s) on next OS startup®, that if it is not possible
to manipulate the file at the given moment (e.g. it is used by another application), it is
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possible to postpone its moving till the next start of the operating system. Thus it cannot
happen that you would forget to move the file - the program takes care of everything by
itself.

The default is that both the renaming of the files and their moving including the
possibility of postponing it till the next start-up of the operating system is activated.

After pressing the "OK* button the file will be renamed or moved in the selected way.

After pressing the "Apply to all“ button all the marked files will be renamed or moved in
the selected way.

The "Cancel“ button will close the dialog.

11.3 Deleting files

The "Delete ...“ command allows to remove the infected files. When selecting it, you will
see the dialog (fig. 11.3) in which the user can select the ways of deleting files.

Delete fila(s)

File name
CASCYWIRNWAZZU-ADOC —‘

Options
™ Delete file(s) using Recycle Bin

v Delete fileis) permanently

¥ Delete file(s) after next 05 startup

Delete all | T Delete I Cancel |

11.3 Deleting files

The "Delete file(s) using Recycle Bin“ check box determines that the marked files will be
deleted by being moved to the recycle bin. Thus it is possible to restore the files deleted at
any time. If you use the operating system Windows NT version 3.51, then this radio button
will be inaccessible for you and you will have to use the following procedure.

The "Delete file(s) permanently” check box enables the direct files deleting from the disk,
without any possibility of restoring them.

By the check box ” Delete file(s) after the next OS startup you may determine that if it
is not possible to manipulate the file at the moment (e.g. it is used by another application),
it is possible to postpone its being deleted till the next start-up of the operating system.

After pressing the "Delete” button the file will be deleted in the selected way.

After pressing the "Delete All“ button all the marked files will be deleted in the selected
way.

The "Cancel“ button will close the dialog.
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11.4 Accepting files

The "Accept” command will announce to AVAST32, that you know about the changes
in the files, and that it should not report them any more. The files treated this way will
disappear from the list of suspicious files.

In fact, this command will record the current state of the files into the internal database,
which means that it will act as the starting state at the next check.

11.5 Ignoring files

The "Ignore“ command allows ignoring the file change. You can tell to the program,
that you don't want to process the file anyhow. Such a file will disappear from the list of
suspicious files and remain untouched.
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12 Common functions of userinterface

12.1  ’Viruses* sheet

If you are interested in more detailed information about all viruses, that AVAST32
currently recognizes, click on the name of "Viruses“ sheet. This sheet contains a complete
list of all the basic types of viruses.

Similarly to all other sheets, this one is also divided into two parts. On the left the user
has the possibility to select the first letter or digit of the virus name, about which he would
like to learn more detailed information. The viruses, the names of which start with the
character selected, will appear together with their characteristics in the right part of the
sheet.

@ Avast32 version 3.0 !Elm
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@ » Wl [#]MacGyer-3160 [ "
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- W
i |
PAVELMK |Mardd | 7/0 |Found 2804 matching viruses ... 7

12.1 "Viruses“ sheet

Viruses can spread out basically in the following ways: as a part of an executable file, as
a macro of a certain document ("macroviruses”), or by rewriting the boot sector (the sector
which is read when initializing a system) of a disk.

The first three columns provided for after the virus name correspond to all the above
listed ways. Thus, if a column at the virus in question contains "!!l“ (three exclamation
marks), it means that this virus infects the computer system using that given way.

The "Memory“ column says whether the virus may be present in the operation memory
of the infected computer on a long-term basis (it is called resident).
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The next column contains the information on whether the virus is situated on the ITW
list, which is the list of the most frequent viruses.

The last column marked "Care !'“ (three exclamation marks) informs you about the
dangerous nature of the virus. If you should find the marking "' (three exclamation
marks) at a virus, you had better not alter with it. The viruses marked this way are very
difficult to remove from computers, or they may seriously damage your data. The removal
of such viruses should be done by somebody who is really experienced!

If you mark a virus on the list situated in the right part of the "Viruses“ sheet, its
brief characteristic will appear in the text box in the lower part. It actually concerns
a understandable listing of the contents of particular columns as they are described.

The left part of the "Viruses” sheet contains, besides alphanumeric and other characters
also two special items. By using the "ITW* item it is possible to display in the right part of
the sheet a list of all viruses from the current VPS file, which are found on the ITW list.

In a similar way also the ”"Care !!“ item is working providing that the most dangerous
viruses will appear on the list in the right part of the sheet. Since it is necessary to explore
the entire VPS file in order to find the viruses from the two above named items, their
displaying can take some time.

No more detailed description of the all known viruses, their activities and special features
is available. It is neither achievable, nor useful to find out all and every detail with regard
to each virus especially due to their huge amount. The individuals who are interested in

more detailed information on a certain virus are asked to contact the staff of our company
who will be glad to provide them with the information required.

12.2 “Help* Sheet

Sheet "Help“ contains the complete help of AVAST32 program.

In case of any problems with the program we ask you to look into the Help of the
AVAST32 program first, and only when you do not find there what you are looking for,
contact our technical support.

For controlling the help use the buttons in the upper left corner of "Help* sheet.

The meaning of the buttons is following:

There is a button (fig. 12.2) for displaying the Help topics (fig. 12.3) on the left. By
clicking on it a window containing the list of help chapters would appear.

Wt

Brer,
L

12.2 "Help topics“ button
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12.3 Help topics of AVAST32 program

If you would like to view the appropriate chapter, select it and click on the "Display*
button, or double-click on the chapter name with left mouse button. If don't want to view
any chapter click on the 7OK* button or press "ESC“ key.

The button (fig. 12.4) will get the help one page back. Tt gets the help window back to
the page, from which you get on the current page. This way it is e.g. possible to return to
all the pages of the Help, which have been listed so far.

T

12.4 "One step back button

If you have returned one step back, using the previous button you may, alternatively, go
forward by one step by this button (fig. 12.5).

=

12.5 ” One step forward“ button

By pressing this button (fig. 12.6) you can go to the previous page of help. The button
allows browsing the help backwards.

gy

12.6 "One page backwards“ button

Via thisbutton (fig. 12.7) you will be taken to the next page of the help. The button
allows browsing the help forwards.
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&

12.7 "One page forwards“ button

12.3 Selecting tested areas

AVAST32 program requires, in a few places, the specification of which areas, i.e. files,
folders, possibly if the entire disks are to be tested. Therefore it contains the dialog (fig.
12.8) which facilitates this activity. It enables the users to select also more folders or disks
at the same time, whereby it makes the work with the program much easier.

Look n Ig My Computer j

=D (A) 2 sers: "Hunter'
=24inds () 2 Sys: 'Hunter'
=IData_1 (D) 2 8ys: 'Hunter'

File name I

Files of type |AH Files LI

Add | Bemowe Cancel | 0K I

MNarme | Subfolders |

12.8 Selecting tested areas

The upper part of the dialog is practically the same as in the case of the standard dialog
designed for the opening of the files, which forms a part of the operating system. Here,
in the common way, the user selects the required file, folder, or possibly the entire disk,
which he wants to select, and by pressing the ”Add“ button he will add the selected item
into the list in the lower part of the dialog. This way the user will proceed until the list
contains all the areas, which need testing.

If you made a mistake during your selection, or if you simply do not want to test any of
the selected areas, simply remove it from the list. It can be removed by your first selecting
it, and then by pressing the "Remove“ button you would remove it from the list of the
selected areas. The appropriate operation will not be performed with any area removed
from the list.

Next to the name of the area is written if its subfolders should be tested too. If you
would like to change this setting, click on name of the area with left mouse button. Test of
subfolders is enabled by default in newly added areas.

If you have selected all of the areas required, by pressing the "OK“ button you will
start-up the performing of the operation in question. If you press the "Cancel“ button (or

68



Chapter 12 Common functions of user interface

if you close the dialog in any other way), the performing of the operation selected will be
canceled, and the files selected will be ignored.

12.4 Finding virus message

If a virus has been found during the operation of a task, AVAST32 will display a warning
message (fig. 12.9).

Virus found (Scan: all local disks)

administrator (pavelml/ASWNT)
Saturday, March 07, 1995 06:27:63 PM

File "CASC\VIRVWUSICORO .COM" is infected by "Oropax" wvirus :I
"Scan: all local disks" task used
H

Sl e |Mgvemename |Qe\ele | Siop |

™ Do naot show this message far next virus

12.9 Finding virus message

The text provided in this message and the available buttons of displayed dialog may vary
depending on used interface, setting of testing parameters and user's rights.

By using the "Continue“ button you will inform to the program that it should continue
the testing. The file infected can be treated later on the Results page.

The "Repair ...“ button serves for immediate repair of the infected file. (See "File
processing in AVAST32 program“ chapter for details). After repairing the file you may
continue the testing.

The "Move/Rename ...“ button enables the user to move the infected file to another
folder and/or to change its extension. (See "File processing in AVAST32 program* chapter
for details). After the file has been moved and/or renamed, the testing will continue.

The "Delete ...“ button is used to delete the infected file from the disk. (See ”File
processing in AVAST32 program“ chapter for details). After the file has been deleted, the
testing will continue.

Via the "Stop* button you will end the testing that found the virus.

By checking off the box "Do not show this message for next virus“ you will inform to
the program that if it finds another virus during the run of the current testing, it should
not display the appropriate warning message anymore. All the infected files found while
continuing the scanning will be possible to process later on the Results page. This box is
not checked off by default.
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13 Main program menu

The common feature of all user interfaces, except Simple user interface, is main program
menu (fig. 13.1). It can be found under the main window bar and it is available any time
when program is running.

‘A Avasti? verze 3.0

File  Niew Options  SWindows Help

13.1 Main program menu

13.1 File

The menu "File“ (fig. 13.2) allows to store or load the configuration file, and exit the
AVAST32 program.

a Avastd? version 3.0

M\ew Options  Wincows  Help
Load settings
Save setings

Close
Close and shutdown engine

13.2 "File“

The ”Save settings” menu item allows you to store the program settings to the configu-
ration file.

Via menu item "Load settings“ it is possible to restore this settings from a file.

While using these menu items you have the option to customize the name of configura-
tion file.

By selecting "Close” item you will close the run of program, but the program engine
would stay active. It allows the remote control of your Avast32 program and virus scanning
to other users with appropriate rights. Via "Close and shutdown engine* item you will close
both program and program engine. You computer will be inaccessible for remote testing
then.

71



Avast32 Antivirus

‘a Avast32 version 3.0

File il Optiohs  Windows  Help

Mo graphics
Cuolor gradients
® Pictures

Simple userinterface
® Enhanced user interface

“ersion 2.0 Enhanced user interface
“ersion 2.0 Simple user interface

13.3 "View“
13.2 View

The first group of items from the "View* (fig. 13.3) menu serves for switching among the
graphic elements of AVAST32 program.

There are the following options:

e "No graphics“: no pictures will be displayed. It is good for saving some space on your
desktop,

e "Color gradients“: the gradient with AVAST32 title will be displayed in the left part of
the window,

e "Pictures“: pictures will be displayed in left part of the program window.

To select the certain graphic element click on the appropriate item. The current graphic
element is marked with a ball.

The next items, "Simple user interface, "Enhanced user interface”, "Version 2.0 En-

hanced user interface”, "Version 2.0 Simple user interface” are used for switching among
interfaces of AVAST32 program. The current interface is marked with a ball.

13.3 Options

Use the menu items from the "Options* (fig. 13.4) menu to customize AVAST32 program
and its component behavior.

"Program options“ "User manager” "Change password“ ”Scheduled tasks“ "License“
"Default settings”

13.4 Windows

The "Windows* (fig. 13.5) menu item contains a list of opened windows of AVAST32
program. By clicking on window name you will be switched to that window.

The "Clean up“ menu item serves for adjusting the content displayed in AVAST32

program window. If there are some unreadable items in the window (they are not displayed
whole), it is possible to ensure theirs readability by clicking on this item.
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2 Viruses
3. Help

Clean up

13.5 "Windows*

13.5 Help

The "Help“ (fig. 13.6) menu item allows to display the detailed information about the
program including the complete help.

‘a Avast3Z version 3.0

File ¥iew Options ﬂmdnws
Contents...
Help

Fead Me
License
WEB

About Avastd2

13.6 Help

Via the "Contents“ menu item a floating window with table of contents will be displayed.
By selecting the "Help“ menu item a context help of AVAST32 program would appear.
The "Read Me“ menu item servers for showing the README.TXT file in a window.

By clicking on the "License” menu item the window containing the license agreement
will appear.

By choosing the "WEB“ menu item an ALWIL Software web page would appear in the
internal internet browser of AVAST32 program.
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The "About AVAST32“ item from this menu is intended for displaying information about

the AVAST32 program.

You should pay attention to these information, because you may need some of them

when you call our technical support for help.

You can find these information here:

e copyright information,
¢ distributor,

e AVAST32 and its components version information, including detailed build number,
e operating system information and available physical memory,
e VPS file (virus database) version and its build information.

AVAST32 program version information can be found also in the second column of status

bar in main program window.
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14 Program options

14.1 “’Main“ page

The "Main“ page (fig. 14.1) serves for setting of main parameters of AVAST32 program

Program options - "pavelmk.asw.cz" m
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=% Advanced ™ Show help images in new window
[B) Virus warning ™ Suppress header printing

£B Met alert
‘3 Exceplions v Show all computers that run engine

"g S?dates ™ Bunning first

HTTF Proxy

™ Display files not allowed by YWindows to open
™ Display files that report an error during test

i Functinne

248 Simple interface
: -
KN ;l_l

14.1 "Main“ page

"Show all computers that run engine“ check box enables displaying of all available
computers with running program engine.

"Display files not allowed by Windows to open“ check box enables displaying of tested
files results even for files which testing hasn't been allowed, e.g. has been used by another
application during the test.

"Display files that report an error during test“ check box determines that even files,
which reported an error during its testing, will be displayed in the test results.

"Activate internal help during startup” check box serves for the automatic lunch of the
Help file of AVAST32 after its start. If you have enough memory and use the help a lot it is
recommended to leave the check box checked. The box is checked by default.

By checking "Suppress printing of header” check box you cause that during the printing
of results a header containing computer name, date and page number will not be printed.
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14.2 "Appearance” page

14.2 “Appearance‘ page
On "Appearance” page (fig. 14.2) you can set how the Avast32 program will look like.

By checking "Show splash window at program start“ box you enable showing splash
window during AVAST32 start-up. If this window upsets you or you would like to slightly
speed up program start do not check this box. This check box is checked by default.

By checking "Show special task“ check box the following tasks will be also displayed in
the task list: "Explorer extension “, "Screen Saver“ and ”"Setting of Simple user interface®.
And their modification will be allowed directly from the program then.

By checking the "Show less graphical elements“ check box no pictures will be displayed.
It is good not only for saving some space on your desktop, but also to speed the program
up a bit.

The "Show color gradients“ check box displaying of the color gradient with AVAST32
title will in the left part of the window.

The "Show bitmaps“ check box will activate the displaying of the pictures in the main

window of AVAST32. The pictures illustrate the activities performed and make work with
the program more pleasant.

14.3 “Control“ page

The "Control“ page (fig. 14.3) serves for setting of parameters of AVAST32 program
control.

"Exit Avast32 on Esc key“ check box defines if it would be possible to close AVAST32
program by pressing ESC key. This is suitable for experienced users who prefer shortcut
keys. Not checking this box prevents inexperienced users from involuntary program exit.
It is not enabled by default.

Check box "Scroll results” enables automatic scrolling of items in the results list.
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14.3 "Control“ page

By checking box "Don't switch to Results when task is started” the program will not
switch Results when the task is started and will stay on task page.

Check box "Use in-place editing to change list items“ determines that "in-place” editing
can be used. This function allows direct item modification after left mouse button click on
chosen item as you now from Windows 95/98 or Windows NT. Otherwise a special dialog
will be used the item editing.

By checking box "Enable automatic resize of list columns“ program will automatically
change the size of list columns depending on the size of program main window to ensure
all columns are readable.

Check box ”Save position of floating windows* sets that program will save the position
of floating windows and on the next program start, windows will be displayed exactly the
same as they were displayed on program shutdown.

14.4 “Confirmation‘ page

On "Confirmation“ page (fig. 14.4) it is possible to set that program will ask you for the
confirmation of certain operation or display the message informing about the operation
just finished.

If you would like to enable the confirmation of certain operation check the appropriate
check box. Chose selected items from a list displayed under the "Require confirmation for“
title:

exiting Avast while task is running

task deleting

task stopping

deleting of unprocessed results

logging out of computer on which task runs
user interface switch while task runs

user interface switch when there are results
deleting group

deleting user
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14.4 "Confirmation“ page

resident task stopping

interrupting Integrity database creation
resetting default setting

deleting serial number

If you would like to display the message informing about the operation just finished,
check the appropriate check box. Chose selected items from a list displayed under the
"Show message* title:

after successful operation with results
after unsuccessful login

if task found any integrity changes

after unsuccessful operation with results
after successful change of password
after disconnecting from engine

when old virus database detected

when serial numbers were updated

14.5 ’“Task configuration‘ page

On the "Task configuration” page (fig. 14.5) can be set how the new task creation or
existing task modification will be controlled. The program offers three ways of controlling
of task setting. It is controlling via tree, tabs and wizard. The possibilities of configuration
are the same in all cases.

Via the appropriate radio button select the controlling of new task creation. Click on the
chosen item: tree, tabs or wizard.

By the appropriate radio button select the controlling of existing task modification. Click
on the chosen item: tree, tabs or wizard.

If the user uses the Wizard, he is led by the program when creating a new task. He
gradually passes through the entire process of the task creation, sheet by sheet, and he is
setting the controls on regular sheets. The user can move to the next sheet at any time
when he is satisfied with the settings. He can also move to the following sheet or return
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14.5 "Task configuration“ page

to the previous sheet by using the "Next >>“ and "<< Back“ buttons. It is also possible to
cancel the creation of the new task at any time using the "Cancel“ button or the "Esc” key.
The task can also be created only on the basis of the preset parameters by the "OK“ button.
In this case the default values will be used for the parameters which are not preset.

We recommend the use of the Wizard especially for the users who are only learning to
work with the AVAST32. Its usage is easy, and it practically excludes any failure in respect
to some important parameter. In this way the user can learn particular options of settings
as well as their layout on individual sheets.

If the use of the select controlling via "Tabs* all of the sheets available would be situated
in the classical property sheet. This enables the user to move directly to the sheet containing
the necessary controls without having to go through all the previous sheets. In the same
way as in the case of using the Wizard, it is possible to cancel the creation of a task by
using the "Cancel” button or, alternatively, to ask for the creation of a task by using the
values preset using the "OK* button when the parameters which have not been entered will
be defined by default.

The property sheet is likely to be used by more experienced users, because of its faster
service. The user will only set what he needs, and then he can directly go on to creating
a new task (this way of work is not, however, recommended for less-experienced users).
The property sheet is convenient in particular for the modification of the parameters of
a task which already exists.

The controlling via "Tabs“ is the same as controlling via "Tabs“ with the only different
that for switching between pages the tree control in left part of the window is used. Each
item in the tree represent a page with settings. The item is selected by clicking on the name
of the item with left mouse button.

The modification of the parameters of existing tasks is made in the same environment
as the creation of new tasks. The only difference is that, if you press the "Cancel” button
when modifying the task parameters, the values of all parameters will be left unchanged,
and of course, the task itself continues to exist as well.

Check box "Show advanced tabs in task configuration“ enables displaying of advanced

tabs in task configuration. If the check box is not check, only the necessary parameters for
the correct task functionality are offered.
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14.6 “Language“ page

"Language” page (fig. 14.6) allows switching among the languages supported by AVAST32
program.

Program options - "pavelmk.asw.cz" B

24 Main - .
- 4% Appearence — L(!-ﬂgll(!ge

% Control
~B Confirmations
B Task corfigurati

Select communication language

Q‘J- Sounds :
- Login Language Help file

- Cesky Instalovéna
7 "%‘.A@d‘:ﬁ:f:ﬁamin Deutsch Installiert
- Netalert ¢ = English Installed
-4 Exceptions
gt Net

@ Updates
-3 HTTF Proxy

HQ Simple interface
L Functinne h
4 | »

Help... | Ok I Cancel

14.6 "Language” page

The languages are named in the list in first column on the sheet. The currently using
language is marked with green ball, the others with blue one.

The second column of a list informs user about availability of help file in appropriate
language, i.e. if the help file has been installed or not. For language change in AVAST32
program click on the appropriate language with the left mouse button.

By default the language chosen during the installation process is preset.

14.7 “Sounds‘ page

Avast32 program on the ” Sounds page (fig. 14.7) allows to assign sounds to certain
events.

Among the events that can be accompanied by sound belong the following events:

About AVAST32

AVAST32 application exit
AVAST32 application started
Task finished

Task started

Virus was found

If the current sound setting doesn't suit you, you can assign the other sounds to the
program events. From "Event“ combo box choose the event on which you would like to
change the sound. Into the "File with sound“ text file enter the path to appropriate sound
file or browse it via "Browse* button. You can test (play) the selected file by clicking on the
"Test* button.
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14.7 "Sounds* page
14.8 ’Login“ page
The AVAST32 program allows the automatic login under specified name and password

on its startup. It is possible to specify the login type by radio buttons on the "Login“ page
(fig. 14.8).
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14.8 "Login“ page
By checking the "Login as anonymous“ check box the user will be logged as anonymous
user.

Via the "Use information from your last login“ check box you tell to the program to use
for login the information about name and password from the last successful login.

The "Login as“ check box allows to specify the user name, password and group for login.
To the "Username* text box enter the user name, which should be used for login.

Into the "Password“ text box is necessary to enter the valid user's password.
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If the user belongs to some group, it is necessary to select the valid group from the
"Group“ combo box.

The user's rights in system will be adjusted on the user’s login, according to his allocated
rights.

14.9 “Advanced“ page

"Advanced“ page (fig.
program.

14.9) allows the setting of advanced parameters of AVAST32
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14.9 "Advanced” page

The "Enable AVAST32 logging“ check box enables logging. It means in Windows 95/98
that all activities performed with AVAST32 will be written into the "AVAST32.log" text file,
which will be created in data folder of AVAST32 program. Information on found viruses
and users working with this program will be logged as well.

Under the Windows NT the program will try to write logging information into the
system log file. You can view this file via "Event Viewer” program which can be started
from "Programs/Administrative tools* folder. If the program is unable to write to this
mentioned file it will write logging information in the same way like in Windows 95/98.

The use of logging is suitable especially in the network environment where it is possible
to check the activity of individual users.

By checking box "Shutdown engine with AVAST32 exit“ the program on its exit will
shutdown the program engine and the computer will not be accessible for remote scanning
then. This setting will also have influence on speed of starting the program again. Because
the program will have to reload the program engine, it will be starting longer.

"Scan memory when engine starts“ check box sets that the memory on the program

engine start will be scanned. It is a time demanding operation and it is not recommended
to enable it under the Windows NT. The memory scanning is disabled by default.
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"Refresh frequency of statistics“ text box defines refresh frequency of statistics. Enter
number of files after their processing statistics is refreshed. If you don't want a statistics
enter number 0 here.

"LOG file size (kB)“ text box sets the maximum size of LOG file in kB.

14.10 ’’Virus warning“ page

On "Virus warning® page (fig. 14.10) it is possible to set if warning message could
displayed after user logging on to the system.
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14.10 "Virus warning“ page

The "Show Virus Warning message after user log on“ check box is designed for enabling
the warning message to be displayed after the user’'s log on into the system. The warning
message will only be displayed if a virus has been found during the last start-up of the

computer. Thus the user is kept informed that he is working with an infected computer.
The box is not checked by default.

"Virus message” text box allows the user to enter the proper text of the report. With
help of the formatting marks it is possible to enter even variable parameters into it, as the
file name, task name, etc. The appropriate formatting mark will then be replaced with
a regular name. The meaning of the formatting marks is as follows:

%1 - infected file name,
%2 - name of the virus which infected the file,
%3 - name of the task which the virus appeared.

If for example the task "FindVirus“ has found the virus "OneHalf“ in the "C: \PRO-
GRAM.EXE “ file, and the text to be inserted will have the form "Warning! Virus%2 has
been found in the file%1. Used task%3.%, the resulting message will read: "Warning! Virus
OneHalf has been found in the file C: \PROGRAM.EXE. Used task FindVirus.*.

By default the text box contains the message in the form:
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File%1 is infected by virus%2.

By clicking on "Remove“ button it is possible to remove the entry about virus from the
INT file, where the information about found virus is stored. After removing this entry the
warning message will not be shown until next virus is found.

14.11  ”Net alert“ page

The "Net alert” page (fig. 14.11) contains the controls for the setting of the parameters of
sending warning messages over the network. In case of finding a virus the AVAST32 allows
sending warning message about the possible danger to the computers accessible over the
network and thus prevent from wide spread of the virus.
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14.11 "Net alert” page

It is possible to add the name of computer, which the warning message should be send
to into the list of selected computers. By clicking on the "Add“ button a shortcut menu
with available protocols will appear:

¢ "Internet” item determines that computer to which warning message will be send is
specified by standard address. The SMTP (Internet Mail) protocol will be used for
message delivery,

e by "Microsoft” item you tell the program that appropriate computer is available via
Microsoft Mail,

o "Raw* item allows the user to enter whatever address including protocol specification
which should be used. E.g. "SMTP:novak@aaa.cz“ address of this protocol is the same
as "novak@aaa.cz“ address of "Internet” protocol and the like,

e "Internal” item assign that computer for sending virus alert will be available via local
network.

After selecting appropriate protocol an item "Edit for valid address or name...“ will be
added to the list. Right click on the item for edit. When finished press "Enter* key.

Computer names entered by user can be changed at any time - after click with left mouse
button on appropriate name you will be able to edit it.
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After pressing "Browse“ button a list of computers available via local network will be
displayed. Search the list and click on appropriate computer and press "OK“ button for
adding to the list or press "Cancel” for no changes.

For deleting the computer from a list press on it and click on the "Remove* button or
just press the Delete key.

You can change parameters of listed computers here. Click on "Protocol“ column for
protocol change. From shortcut menu choose new protocol. You can change name/address
in the similar way, after left click on the name an edit will be allowed.

If you are not sure about the delivery of a warning message, you can test the "connection”
by using the "Test“ button. A testing message will be send to each of the selected computers.

If you will be sending messages via other protocol than "Internal¥, it is necessary to enter
profile name which should be used, and its password if necessary to appropriate text box.

For sending or reading network messages under Windows NT "Alerter” and "Messenger*
services must be enabled ("Control panel“, "Services“ item). I you do not have the required
permission contact your system administrator.

If you are using Windows 95/98 and you would like the network messaging to be working
you need "WinPopup“ program to be running on the workstation you would like to send
message to.

A warning message can come to a selected computer several times. It is not a fault of the
program, but a matter of the system. The number of the message copies sent depends on
the number of the network protocols installed.

By checking the "Send alert to current domain“ box you will set the sending of a warning
message reporting that a virus has been found to all the computers which will be connected
at that given moment to the current domain.

By checking ”"Send alert to this computer“ check box the net alert message will be also
send to this computer.

14.12 “Exceptions* page

The files selected on the "Exceptions” page (fig. 14.12) will not be displayed in results,
when an error occurs during the scanning. An example of such a file can be PAGEFILE.SYS
in Windows NT or WIN386.SWP in Windows 95/98.

The files can be added via "Add“ button where you can also use wildcards in the file

name. Or you can browse the files via "Browse“ button. If you would like to remove some
file from the list select it and delete it by clicking on "Delete“ button.

14.13 ”Net“ page

On "Net“ page (fig. 14.13) you can specify the masks of nets with which will AVAST32
communicate. The nets, which should informed about that on this computer is AVAST32
program engine running.
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For entering the mask click on the "Add“ button and in displayed dialog enter the mask

number.

More masks can be added again via "Add“ button. If you would like to remove some
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14.12 "Exceptions” page
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14.13 "Net“ page

mask, selected it and delete it via "Remove“ button.

If you specify no mask, a default value 255. 255. 255. 255 will be used.

Then is necessary to set net mask for this computer. This can be done via editing the
values displayed in the "Netmask for this computer” text box in the lower part of the
page. The address entered to this text box determines the mask of a net, to which is this

computer connected.

To take effect these changes you have to restart the program engine.
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14.14 “Updates‘ page

The information about the files needed for the automatic update can be found in the
chapter "AVAST32 program update - Automatic update*

The "Updates” page (fig. 14.14) allows you to set the parameters of automatic updates of
AVAST32 program.
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14.14 "Updates” page

Use just this main update page for setting the updates, if you have all the necessary files
prepared in one directory or you don't want e.g. to use different update intervals for each
type of update. But if you have the update files in several directories or you would like to
set everything for each update type in details then click on the "Details“ button.

Enter the full path to the files, which contain the update of AVAST32 program to the
"Address where update files can be found“ text box.
(eg. C:\TMD \\\server:\share \TMD\)

The address has to begin with the protocol by which the update will be obtained, select
the apropriate type from a combo box:

e file:// - the file is available on the local computer or local network,
e ftp://- the file is available on the FTP server,
e http:// - the file is available on the HTTP server,

To the "Update interval” text box enter the number in minutes indicating the interval of
program update. If you leave the text box blank or enter the 0 (zero), update will not be
performed.

The "Update when engine starts“ check box ensures the program update on the AVAST32
program engine start.

By checking the "Enable manual update” you determine that it will be possible for users
without administrators' rights to update the AVAST32 program manually.

By clicking the "Details“ a dialog allowing the detailed setting of AVAST32 program
update would appear.
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The "Update” button serves for performing the manual update.

Detailed update setting

Select the type of update via the radio button in the left part of a dialog (fig. 14.15). You
can choose the following:

Updates settings n

Object

Address where update files can be found
& Files:
A Iﬁle:h‘ LI Ig Y TMDYsp32.tmd Browse
" Service Pack

. . 1

 Licenses Update interval (minutes)
 Security Update when engine strarts iz

Enable manual update r

14.15 Detailed update setting

e Files - the complete update of AVAST32 program, including the virus database
update file - SP32.TMD

e AVS - update of VPS virus database
update file - VPS30.TMD

e Service Pack - partial update of AVAST32 program
update file - MINISP.TMD

e Licenses - licenses update
update file - ASW32L.DAT

e Security - security update (definitions of users and groups)
update file - ASW32S.DAT

You can set the path to each update file, the way in which update will be obtained and

the update interval. You can enter the address (path) directly into the text box or browse
the file via the "browse“ button.

14.15 “HTTP Proxy“ page

If you use a HTTP proxy server to access the internet, it is necessary to set its address
and port. This setting can be done just on the "HTTP Proxy“ page (fig. 14.16).

Enter the name or number of address of HTTP proxy server to the "Address” text box.
Enter the port number of HTTP proxy server to the "port* text box.

The change in setting will take affect after AVAST32 program restart.
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14.16 "HTTP Proxy“ page
14.16 ”’On-Access Scanner® page

The "On-Access scanner” page (fig. 14.17) allows to set the parameters of resident
protection.

By checking box "Show program icon on task bar“ the program icon of resident protection
will be shown on task bar when the resident protection is running. Tt allows you the
modification of resident protection after clicking on this icon with left mouse button.

”Animate icon“ check box enables icon animation of resident scanner.

By checking box ”"Scan boot disk sectors“ all boot sector of drives will be scanned at
logging off or on system shutdown.

"Check for floppies“ check box determines that scanned at logging off or on system
shutdown a diskette drive is tested for diskette presence.
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14.17 ”"On-Access scanner” page
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Into the "Show at most X messages at a time“ text box is possible to enter number of
maximum displayed messages from resident module. Choose the number from 1 to 20.

Into the "Show for X seconds” text box is possible to enter number indicating the time

for which the resident module message will be displayed. Enter the number from 1 to 100
seconds.
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15.1 System of users” rights

As AVAST32 is expected to be used in network, it is likely that an activity of some users
will have to be restricted. This is supported by the system of users ™ rights. The rights are
of two kinds - personal rights and task rights.

This system is not the same as Novell or Windows NT, i.e. if the user is logged to
the Windows NT as an administrator it doesn't mean that the user is logged to the
AVAST32 program as adminstrator, too.

Personal rights are following:

e Administrator: the user having the administrator's rights is not required to have other
rights, everything is enabled,

e Remote login: enables to log in the remote computer with running engine of AVAST32

program,

Task creation: enables to create a new task,

File repair: enables to repair an infected or modified file,

File rename: enables to rename an infected or modified file,

File delete: enables to delete an infected or modified file,

File accept: enables to accept changes in modified file,

Boot sector repair: enables to repair an infected or modified file to repair modified

boot sector.

Task rights:

Task configuration: enables to configure a created task,

Task owner modification: enables to change the owner of a task,

Task deletion: enables to delete a task,

Task view: enables to view task on the list of accessible tasks,

Task run: enables to run accessible task,

Resident protection run: enables to run resident protection,

Remote computer s task run: enables to run a task on the remote computer,
Task stop: it allows to stop running task,

Resident task stop: it allows to stop running resident task,

There are three sets of the rights: Rights applicable for the owner, rights applicable for
the group and rights applicable in other cases.

15.2 Users and groups
Avast32 defines the terms of user and group. These are entities with some rights disposal.

The user may but does not have to belong to some group. The user who belongs to the
group takes over rights of the group. The check on the rights is run as follows:
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When operating with a task, the user name and group name are compared to the user
name and group name of the task owner. If they coincide, the rights applicable for the
owner are checked with the required operation. If the group name coincides only the
rights applicable for the group are checked, otherwise the rights applicable in other cases
are checked. The required operation is executed if the user has the right to execute it,
otherwise the execution of operation is denied and an error message appears.

After the installation these users and groups are created:
Groups: "Anonymous*

Users: "Anonymous*, "Administrator*
?

15.3 Rights allocation

Every user is given the rights during the login of AVAST32. During the start of AVAST32
the automatic login is carried out, on the first run of AVAST32 the user is logged in as
”Anonymous” of the Anonymous* group.

Parameters of automatic login can be changed by settings on "Login“ page in the program
options.

15.4 Login to the computer

The user logs in the local computer automatically on AVAST32 program start. Parameters
of automatic login can be set on ”login“ page in the program options.

If you want to log in another computer with running executable core of Avast32 which
is accessible over network, choose the computer from the list of accessible computers on
the "Tasks“ page in Enhanced User Interface, right-click on the computer name and choose
"Login“ from the menu shown. Login dialog (fig. 15.1) will appear.

Enter usemarne
IF’auI

Enter password:
-
Choose group

| =
Ot I Cancel |

15.1 Login dialog

Insert the user name in the "Enter user name* text box.
Insert the correct user password in the ” Enter password“ text box.

If the user belongs to some group, it is necessary to choose the correct group in the
"Choose group” combo box.
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If you are satisfied with the information inserted, click "OK*“ button or press Enter.
Report (fig. 15.2) of the login will appear.

Awast32: logging in progress . B

Trying to log in server "aldebaran.asw.cz". Wait a mament
please

Cancel

15.2 Login in progress

If the user has appropriate rights and entered information was entered correctly, the
remote computer s login will be enabled.

If the information was entered incorrectly or the user does not have the access rights to
the remote computer the remote computer s login will be denied and Report (fig. 15.3)
will appear.

FYou do not kkave righly fo perform the operation

Error has occured while logging in into computer "aldebaran. asw.cz"

15.3 Access denied
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16 Password change

The password change of the user currently logged in can be done via the "Change
password“ (fig. 16.1) item from the "Options“ menu in main program menu. By choosing
this item a dialog allowing the password change would appear.

Change password for administrator (pavelmk/ASWNT) B

Enter old password

I

Enter new password:

I

Repeat new password:

I

QK Cancel |

16.1 "Change password“ dialog

There is a user's name and the group he belongs to displayed in the window title bar.

If you would like to change the password you have to enter the current password to the
"Enter old password“ text box.

Then it is possible to enter the new password into the "Enter new password” text box and
to the "Repeat new password” text box to ensure the password has been entered correctly.

Press the "OK* button to confirm the password change, or press "Cancel” for closing the
dialog without changes.

If all the passwords have been entered correctly, the password change will take effect.
If any of passwords has been entered incorrectly, an error message would appear and the
user will be asked for correction of the password.
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17 UserManager

The "User Manager” (fig. 17.1) enables to set security options used by AVAST32 program.
User manager enables to set users and groups that use AVAST32 program. It is possible to
set the access possibilities for each user, tasks each user will be allowed to run, whether
the editing of tasks will be allowed etc.

Lser Comment | Add

€ Addministrator

€ Anonymous Eemuve
Edit

Group Cornment |

Anonymous
A% Anany o
Remove

Edit...

This account will be used to run tasks that are to start with OS. If you want to choose
other account, selectuser in list of users and press "Set”

Anonymaous ! IAnDnymDus

Cloge

17.1 "User Manager*

"User Manager” is run from "Options” in the main menu of the program. Only users
logged in as Administrator will be allowed to run "User Manager“, other users will be
denied.

After running "User Manager”, a window containing the list of users and groups will
appear. The add, remove and edit buttons are available next to the list.

17.1 “Groups* setting

If you want to add an item to the "Group* list click on the "Add“ button next to the
"Group* list. Window (fig. 17.2) will appear enabling to create a new group.

Write the selected name to the "Group name* text box in the upper part of the window,
you can write discretionary commentary on the lower row.

Using the radio button, choose which rights you want to change, to do the change check
on or off an appropriate check box.

Rights applicable for the owner, group and rights applicable in other cases.

o Edit task
¢ Change task owner
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Group name:l
Comment I
Rights applied when EEdittﬁSk -
 usermatches [ Change task owner
 group matches E Remowve task
 else [Pl Enumerate tasks
 Private rights E Plun task hdl
4 »

¥ Global group

17.2 "Groups” setting

Remove task

Enumerate tasks

Run task

Run resident task

Run task on remote computer
Stop task

Stop resident task

Personal rights:

Administrator
Remote login
Create task
Repair file
Remove file
Rename file
Repair boot sector
Accept file

By checking the ”"Global group“ check box you ensure that the created group will be
distributed over network to other computers on which AVAST32 is installed and thus it
will be possible to use this group on other computers, too.

Usermame: ||
Comment: I

Fassword: I et

Password verification: I e

Group: I LI
Rights applied when [ Edittask &
@ usermatches [ Change task owner
 group matches O remove task
 else [ Enumerate tasks
 Private rights D Flun task i

4 4

I™ Global user

Ot I Cancel |

17.3 "User” setting
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17.2 “User“ setting

If you want to add an item to the "User* list click on the "Add“ button next to the "User*
list. Window (fig. 17.2) will appear enabling to create a new user.

Write "User name“ in the upper part of the window, you can write discretionary
commentary on the lower row.

Insert a new password to the "Password“ and "Password verification“ text boxes.
Choose the group in the "Group“ combo box to which the user will belong.

After that modify the user rights listed in the list. Using the radio button, choose which
rights you want to change, to do the change check on or off an appropriate check box.

Check the ”Global user” check box to ensure that the information about the created user

will be distributed over network to other computers on which AVAST32 is installed and
thus it will be possible to use this user on other computers, too.

17.3 Choosing an user account for starting the tasks on the operat-
ing system start
On the User Manager main page, in the bottom part of the window it is possible to set
the user, under which account, the tasks being started with operating system will be started
(e.g. Resident protection). The "Anonymous“ user from the "Anonymous* group is selected
by default. If you would like to change this setting, select a new user from the user list in
the upper part of a window and press the ”Set“ button.

Click on the "Close” button for saving the changes and closing this dialog box.
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18 AVAST32 program update

18.1 Manual update(standalone computers)

Start the UPDATE32.EXE file from the root directory of the CD to update the virus
database. Or if you have downloaded the current virus database (AVAST32.VPS file) from
Internet, just copy the AVAST32.VPS file to the directory, in which AVAST32 program
has been installed (Program files\ALWIL Software\AVAST32\by default). Then restart the
Windows to ensure the AVAST32 program will start using the new virus database.

Update of the whole program, including the virus database is started by SETUP.EXE
file from AVAST32 directory on the CD. The installer will guide you through the update
process. Then restart the Windows to finish the update process.

You can also use the AUTORUN.EXE program for updating the virus database or the
whole program. This program usually starts automatically on inserting the CD into the
drive, or you can start it the manually from the root of the CD. Then follow the on-screen
instruction to complete the appropriate type of update.

18.2 Automatic update (network computers)

The AVAST32 program can be regularly automatically updated via the special files.
The following files are used: SP32.TMD, VPS30.TMD, MINISP.TMD, ASW32L.DAT,
ASW32S.DAT and the associated files with the same name, but with the TM extension,
where the time identification of the given TMD file is stored.

The SP32.TMD and SP32.TM files serves for the complete update of AVAST32 program
including the virus database. These files released monthly and are available on the
distribution CD in the TMD directory.

The VPS30.TMD and VPS30.TM files are used for update virus database (VPS file) of
AVAST32 program. These files are usually released monthly or more often if it is necessary
as a reaction on spreading of dangerous virus. The update VPS32.TMD file always contains
the whole virus database. So if e.g. you missed the one update, you can update the database
just by the latest VPS file and it is not necessary to update from all the files you missed.
The files are available on the Internet and the distribution CD in the TMD directory.

The MINISP.TMD and MINISP.TM files serves for the partial update of AVAST32
program itself. These update files are released only in case, that some problem appears in
the program and it is necessary to react quickly than the usual monthly update. These files
are then available on our web pages.

The ASW32S.DAT and ASW32S.TM are used for the update of security - definitions
of users and groups in AVAST32 program. These files can be created via the Enhanced
user interface of AVAST32 program in the following way: Start the "User manager* via the
"Options” item from the main program menu. Make the appropriate settings here. Only
the users and groups with the "Global“ flag will be used for the automatic update. If you
would like to include the certain users or groups to the update, check the "Global user”
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check box on the "User* setting page and "Global group” check box on the "Group“ page.
Then is necessary to ensure that the settings have been written onto the disk, the program
engine should do that after some time of idleness. You can check this by checking the
time of the last modification of ASW32D.DAT and ASW32D.TM in the DATA subdirectory,
where AVAST32 program has been installed (Program files\ALWIL Software\AVAST32\by
default). If even after the waiting nothing happens, close the AVAST32 program from
Enhanced user interface, via the "File* menu and select ”Close and shutdown engine*.

The ASW32L.DAT a ASW32L.TM files serves for the license update. These files are also
stored in the DATA subdirectory, where AVAST32 program has been installed. The setting
of the license is performed via the "Options/License” item in main program menu.

It is necessary to copy the ASW32S.DAT, ASW32S.TM, ASW32L.DAT, ASW32L.TM files
from DATA subdirectory to some other directory. The update can't be done just by sharing
the working directory of AVAST32 program for the workstations to download the files from
there. AVAST32 has its files locked during the work, so no other application can use them.

The setting of automatic update itself is done in the Enhanced user interface of AVAST32
program via the "Options“ menu, "Program Options“ item on the "Updates“ page
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19 Screen Saver

AVAST32 program contains also screen saver, which allows you to scan viruses in time
when computer is not engaged, when you are not working on it. Virus scanning works
on the background of screen saver chosen by user, so the look of screen saver is fully
controlled by user.

19.1 Screen Saver window

About test progress is user informed via window moving on the screen (fig. 19.1). Tt
contains information about just tested file and the number of already tested files. In case
the virus is found the test is stopped and message about virus detection is displayed in the
window.

The window can be in several colors. If color depth of display is set to low number of
colors (less then 65536) the background is white and the text is black, if virus is found
background will be black and the text white. If color depth is set to high colors the text
will be white and background blue or red (if virus is found).

If you would like to use AVAST32 screen saver, click on ”"Start button“ in the Windows
taskbar. From folder "Settings“ choose "Control panel” item and then click on "Display“
icon in window which will appear. Dialog box of display setting will be shown. Click on
"Screen saver” sheet (fig. 19.2) there.

If you use Windows 95/98 choose "AVSS30“ item from ”Screen saver” list box. Under
Windows NT choose "Anti-virus AVAST32“ from the list.

Display Properties 7]

Background  Screen Saver |Appearance| Plus! I Sellingsl

Settings. Prewiew

[~ Pazsword protected W ait 53: minutes

aK I Cancel | Lpply |

19.2 "Screen saver“ sheet
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To the "Wait:“ text box write the time in minutes after which screen saver should be
activated if there is no user activity (key press, move with mouse and so on).

After pressing ”Settings...“ button it is possible to set the parameters of screen saver.

If you would like to see how the screen saver would be working click on "Preview*
button.

If you are satisfied with screen saver setting, confirm it with 7OK“ button and next time
the screen saver will be started virus scanning will be running too.

19.1 Screen Saver setting

The screen saver can be set directly in the AVAST32 program in enhanced user interface
if a displaying of special tasks is enabled. The task list on the "Tasks“ sheet contains the
"Screen saver® item then.

You have to be logged in as Administrator to be able to perform the changes in setting.

By clicking on this item with left mouse button (or selecting the "Edit“ command from
popup menu) it is possible to make the appropriate settings.

You can get to screen saver properties if you click on "Display“ icon in "Control panels*.
In displayed dialog switch to "Screen saver sheet and click on ”Settings“ button.

Screen saver page

The window, where changes of screen saver (fig. 19.3) are made, contains property sheet
with sheets of controls:

The "Screen saver” sheet contains basic controls for screen saver setting.

This sheet contains combo box allows choosing screen saver, on which background the
viruses will be scanned. The appropriate screen saver can be selected from a list, which
will appear after clicking on arrow on the right part of the box. If no screen saver is chosen
or selected one is not available, program will try to find other suitable screen saver.

The ”Settings...“ button allows to set parameters of screen saver selected via above
described combo box. Tts function depends on chosen screen saver.

By the "Defaults“ button user can set all controls to its default values. "Screen saver”
sheet is available at whatever setting of screen saver.

The "Virus scanning” check box allows virus scanning by AVAST32 program screen saver.
If the check box is not checked, viruses will not be scanned. Virus scanning is enabled by
default.

By checking "Repeat scanning” box you will cause that after scanning of all selected
areas the scanning operation will be repeated. Tt is enabled by default.

Scroll bar in "Window movement speed“ box allows to set how fast the window of

AVAST32 program screen saver will be moving around the desktop. The default value is 5
seconds.
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30 text (OpenGL)

“Window movemnent speed
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19.3 Screen saver parameters settings

Chapter 19 Screen Saver

The "Areas” page determines areas where the screen saver will be scanning viruses. (See
"Description of task pages“ chapter for details).

The "Test“ page serves for setting the parameters of virus testing. (See "Description of

task pages“ chapter for details).

The "Types“ page allows to set types of files, which will be scanned. (See "Description of

task pages“ chapter for details).

On the "Common* page the common parameters of the task are set. (See "Description of

task pages“ chapter for details).

The "Exclusions” page (fig. ??) allows the user to set disk areas which should be excluded

from the testing. (See "Description of task pages“ chapter for details).

On the "Net alert” page is possible to set, that in case of virus detection, message will be

sent to other computers. (See "Description of task pages“ chapter for details).

The "Priority“ page determines priority of testing thread. (See "Description of task pages*

chapter for details).

105



Avast32 Antivirus

106




20 Tasks

20.1 What is a Task

The basic element with which the AVAST32 program works is the "task“. This term
means a detailed description of all tests that will be performed after the start-up of a task.
In case of individual tests it is possible to also set afterwards a sequence of parameters
which will define the task behavior with more precision.

Each task must have its name and must contain some tests. The test can be represented,
for example, by the scan of files on the hard disk for the presence of viruses, or system
monitoring which is performed from time to time. A task can perform even several tests
at the same time; e.g. it is possible to test for the presence of a virus and to perform the
integrity checking at the same time.

All the tasks that are accessible at a given time are listed in the task list, which is included
in all user interfaces except the Simple one.

If the task is started on the remote computer, the test will be scanning the content
of remote computer. So if you start the "Scan: interactive selection“ task on the remote
computer, the task will ask you to browse folders to scan, you will be already browsing the
folder stored on the remote computer.

20.2 Supplied tasks

A part of the installation of the AVAST32 program is also formed by several tasks that
have already been created, and that enable the user to use the program immediately after
its installation. Particular tasks will be described in following paragraphs.

Task ”Scan: all local disks*

The task will scan all the executable files and the OLE documents on all of the local
hard disks of the computer in question. In the case that the AVAST32 finds a virus, it
will announce this through a warning message and an audible alarm (if the sound card is
installed in the computer). The task will announce every virus found. Also the compressed

files and operating memory of the computer are to be tested. The system area of each of
the disks will be checked as well.

Task ”"Scan: interactive selection“
The task will completely run the same tests for the presence of viruses as the previous
task, but before the test itself the user will have the possibility to select which areas are to

be tested. Tt is of course possible to select several areas at the same time. At the selected
folders it is possible to determine whether you also wish to scan the subfolders.
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Task ”Scan: diskette A:“

This task performs the same test as the two previous tasks, but they are done on the
diskette in the drive A:. We recommend running this task for all potentially infected
diskettes. In particular it concerns the diskettes, which were used in other computers or
by other users. Also the system area, i.e. the boot sector, will be scanned on a diskette.

Task "Check: all local disks“

The task will check whether some executable files situated on all local hard disks have
been changed since the time of the last check. The contents of the files will only be checked
if a parameter has been changed since the last check, e.g. such as attributes, size of the file,
etc. The results will be recorded in a well-arranged tree control. The task will also check
whether a change in the system areas of the disks checked appeared since the last check.

According to text above, the changes in the files can only be checked between two
integrity checking. The result of the first run of the task will be the message that all the
files on the disk check "have been added®. Therefore it is necessary to record the status of
the files onto an internal database, so that in the case of the next integrity check it will be
possible to compare the current status of the files with the previous ones.

Task "Check: interactive selection”

The task will perform the same test as the previous one, but it will ask the user for the
areas to be checked. Also in the case of this test it applies that if the results are to be
usable, it is necessary to fill the database of the files first.

Task "Resident: full protection”

The protection performed by this task is based on two facts. If a virus is about to infect
the computer, it must be run first (i.e. the control must be passed to it), and therefore
it is advantageous to scan all the executable files and all the boot sectors of the diskettes
inserted. The other presumption is that the virus is performing an activity in the computer:
it writes into a file to be run, into the boot sector of diskettes or it even tries to re-format
a certain part of the disk.

All of the above described activities are checked by this task, and in the case of an
attempt to perform a potentially dangerous operation it first inquires of the user, whether
such an operation can be performed. Without his authorization it will not be possible to
perform that operation. If this task and its protections are to be effective, you must let it
run!

Task "Complete test of executables”
At first the task will check whether some executable files on all local hard disks have
been changed since the time of the last check. The task will also check whether a change

in the system areas of the disks checked appeared since the last check. If the task will find
any change, it will scan the file or system area for the presence of known virus.

Special tasks
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They are tasks of special meaning in AVAST32 program. There are tasks: "Explorer
extension “ and "Explorer extension®.

20.3 Creation of new tasks

If the supplied task doesn't suit you it is, of course, possible to create new task in
compliance with your needs.

New task can be created via Enhanced user interface only. If you use the Simple interface,
switch to Enhanced user interface. Switch to "Tasks“ page and right click on tasks list here.
Choose "Add new...“ from the shortcut menu.

A detailed description of the procedure for the creation of new tasks you will find in the
"Description of task pages“ chapter.
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21 Description of task pages

The following text deals with the description of individual pages with controls. Always
the description of all the controls situated on the page and their defaults are provided. The
figures accompanying individual pages show the pages when the Tree control is being used.
When the Wizard or Tab is used, the appearance of the window is different nevertheless
the controls and their meanings are the same.

21.1 Task“ page

On the "Task” page (fig. 21.1) the program requires that the name of the task being
created be entered. It should be as appropriate as possible and, to avoid possible confusion,
it should not be identical to any name of the already existing tasks, even if the program is
capable to work also with tasks having the same names. If you fail to enter a name, no new
task will be created. The text field contains "(not specified)” as a default.

New task - "(not specified)” B
=} Task
gf..@ Type Task

-3 Areas
-3 Test This name should describe task purpose. The name should be unigue
] Types inthe system.

[ Comrmon

-4 Exclusions I(not specified)

[ Virus alent

--ad Repart Corrent should contain description of task, e.g. Scan disk Cfor

et Nt Alent Macroviruges.

4T} Schaduling

B Priarity

@ Choose task owner and group task belongs ta.

Qwner |Pau|

[ |
Group: I LI

¥ Enable advanced configuration QK I Cancel |

21.1 "Task” page

It is possible to enter a brief task commentary the next text box. This item may stay
emty.

Via the "Group*” combo box set the group which the task belongs to.

Via the "Owner* combo box set the owner, which the task belongs to.
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21.2 “Type*“ page

On the "Type“ page (fig. 21.2) the user chooses if created task will be resident or standard.
By selecting ”"Standard“ radio button the created task will be standard (not resident). For
the creation of resident task select the "Resident” radio button. After selecting the radio
button the options of further task settings will be automatically adjusted. Standard task is
selected by default.

New task - "(not specified)” m
Type

Choose the type of the task. Resident tasks scan files whenyou
access them (un, copy....) It protects your systerm when you work,

‘34 Exclusians = Siandard task

[ virus alert

a5 Report " Besident task

A Net Alert

€5 Scheduling

8 Priority

W Enable advanced configuration Ok I Cancel

21.2 "Type“ page

21.3 Resident” page
This page is available only for configuration of Resident task.
The "Resident” page (fig. 21.3) contains a list of available providers of resident protection.

The number of items shown in the list depends on the program version you use. The list
contains "Standard Shield“ by default. This item is also selected as default one.

21.4 ’Scanner‘ page
This page is available only for configuration of Resident task.

The "Scanner* page (fig. ??) contains controls used for the more detailed specification of
the objects to be scanned.

At each attempt of running a program or opening a document AVAST32 will scan them
first and whether or not they are infected with a known virus. If not, the file will be run,
in the other case the user will be announced.

However, the files containing the OLE documents will be scanned only in the case when

they are opened with help of the OLE functions. With the standard operations with the
files, as to their copying, etc. the document will not be scanned.
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New task - "(not specified)” m
=iy Task 5
< @ e Resident
1. Scanner Change resident task settings. Choose providers you wish to use and
+- 2 Blocker modify their propedies. There is alist of supplied providers in the
-3 Advanced window. Itis possible that you will not be able to configure some of
[#) irus alert them because of missing libran.
--af Report
o Met Alert [Fl5tendard Shield
€5 Scheduling
W Enable advanced configuration Ok I Cancel
” 3 14
21.3 "Resident” page
New task - "(not specified)” B
=} Task
@@ Type Scanner
M Resident
ANNes @ Flease select objects that should be scanned by this provider
ocker
Aol o
3@ Vir::r;lcsrt ¥ Scan diskette boot sectars
28 Report W Scan documents
Lot Nt Alert W Scan executed programs
@ Scheduling ¥ 32-hitWindows (Win32) executables
W 16-hitWindows executables
W MS-DOS based programs
W Scan created/modified files
= Allfiles
& Onlyfiles with selected extensian:
ICOM,EXE,DLLEYE,OV'P,SYS,\/XD,SBE,BIN,DO'?,XL’-‘
[Extesions separated by commeas]
™ Enahle advanced configuration Ok I Cancel |

21.4 The "Scanner” page of resident task

The executable files and the OLE documents are scanned at the moment when their run
or their opening with help of the OLE functions are required. Tt implies that the speed of
the task run can only be slightly reduced at the start-up of the scanned application or at the
opening of an OLE document - but not during the proper work with the started application
or with the opened document.

Tt is possible to check the OLE documents, 16-bit applications for Windows 3.1x, MS-DOS
applications and, of course, 32-bit programs. Whether the appropriate type of the file is to
be scanned or not you will specify by checking off the appropriate check box:

Scan diskette boot sectors

Scan documnets

Scan executed programs

32-bit Windows (Win32) excutables
16-bit Windows excutables
MS-DOS based programs

113



Avast32 Antivirus

If you would like to scan files not only at the file opening, but also already during the
file copying, check the "Scan created/modified files* check box. And via the radio button
determine whether all the files will be scanned or only files with selected extensions. If you
would like to modify the selected extensions, click to the text box and do the modification.
Extensions separate by commas.

21.5 ”Blocker® page
This page is available only for configuration of Resident task.
The "Blocker* page (fig. 21.5) contains the controls for setting of the blocking of

potentially dangerous operations. At any attempt to perform such an operation the user
will be advised, and the operation will be performed only with his approval.

New task - "(not specified)” m
-0 Task

o Type
i B Pesident
A Scanner
[ B cicher
-Fy Advanced
Virug alert
: Report
Lot Mt Alent
-5y Scheduling

Flease set hehavior blocker parameters

Block operations only on files with extesions
ICOM,EXE,DLL_SYS,O\/?,SYS,VXD&BE,E\N

Elocked Operations:

¥ Opening file for writing

W Benaming file

W Delsting file

¥ Farmatting

If an operation should be blocked but Avast32 cannot ask what to do
(e.g. because the screer-saver is running), it should

£ Allow the operation

& Deny the operation

W Enable sdvanced configuration

o]

Cancel |

21.5 The "Blocker” page of resident task

At this approach, however, the user can often be disturbed by useless inquiries, and
therefore AVAST32 offers a possibility to select only the operations that are to be monitored.

Firstly choose the file extensions which should be monitored. The chosen extensions
enter into the text box and separate them by commas.

By checking the "Opening file for writing“ check box AVAST32 will monitor the opening
file for the writing, thereby a new virus can be detected, while it attempts to write into the
executable file and spread itself this way in your computer.

The "Renaming file“ check box serves for setting of checking the rename file operation.
By checking the "Deleting file“ check box AVAST32 will be monitoring the file deletion.
In the case that AVAST32 needs to display a dialog about the blocked operation and is
unable to display the message (e.g. because the screen saver is running or the user in not
logged to the computer), it will make decision automatically. By the "Allow the operation“

or "Deny the operation” radio buttons set if AVAST32 should allow or deny the performed
operation.
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21.6 “Advanced‘ page
This page is available only for configuration of Resident task.

The "Advanced” page (fig. 21.6) contains the controls for setting of advanced parameters
of the resident "Standard shield“ protection.

New task - "(not specified)” B

@ Adwanced settings of Standard shield

dvanced W Shaow detailed info an performed action
alert I Silent mode

“J Fepart 51 it o Eneral s ewer e s (K
g ge}:AéeT it general answer e (Cancel)
checulin
E Here you can modify the global list of locations that will not be scanned
and/or tested:
ThReoycle?i*
74 Config.sys
TiMsDos.sys
*“\PageFile.sys
*Wvin386.swp
*System.da? Add
‘WUserda? [
™ Enahle advanced configuration Ok I Cancel |

21.6 "Advanced“ page of resident protection

The "Show detailed info on performed action“ check box determines whether the user
would like to be informed about the performed resident operations. If the check box is
checked, an information about the resident operation just being performed will be shown
in the left bottom part of a Windows desktop. If the check box is not checked, there will
be no information, which is a default setting.

By checking the "Silent mode“ check box, the resident part of AVAST32 program will not
display any message a will automatically continue with the answer, which can be selected
via radio button "With general answer Yes (OK)“ or "With general answer No (Cancel)“.
This setting is especially suitable for servers, where is no person present, which can react
on messages being displayed by resident protection.

On this page you can also set the areas, which will not be tested. If you would like to
add another item to the list click on the "Add“ button and enter the file or folder including
the full path. You can also use the wildcards. If you would like to remove some item from
the list, select it and click on the "Remove* button.

21.7 “Areas‘ page

The "Areas page (fig. 21.7) enables the user to preset which disks or folders are to be
tested by the newly created task. Thus it is possible to determine exactly just those areas
that are to be checked and accelerate the task operation by excluding the areas, the testing
of which is useless.

All the tested areas are displayed in the list on this page. It is possible to add an
area through the popup menu. It contains the preselected areas "Local hard drives”,
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New task - "(not specified)” m
-4 Task
< @ e Areas
] reas
B Test Choose areas (files, folders or drives) that should be tested. Use right
Types mause button for selecting preset areas.
& Comman
‘X Exclusions MNarme Subtalders
[£] virus alert @ Local hard drives Yes
a# Report
A Net Alert
€5 Scheduling
8 Priority
Browse Add Bemowe
I” Testmemory
W Enable advanced configuration Ok I Cancel

21.7 "Areas“ page

"All drives,”All hard drives“, "Remote drives“, "Removable drives¥, "Diskette A:“, "Disk
C:4"CD-ROM¥, "Boot Disk“ and "Add in runtime“. The last item means that before the
start-up of the task the user will be asked about other areas to be tested together with those
specified in the list. By checking off the area in the popup menu it will appear also in the
list of the areas to be checked.

By means of the "Process subfolders“ checking item of the popup menu you can specify
whether in a selected area also all the inserted folders are to be tested. If the folder is
not checked off, only the files situated in the folder or disk selected will be checked - the
folders which are possibly inserted will not be tested. The item can be preset for each of
the tested area separately. The testing of the subfolders is enabled by default.

The "Browse* button enables you to select directly those areas which are to supposed to
be tested. Having selected it you will see the standard dialog which enables you to select
even more areas at the same time. The areas selected in this dialog will be put into the list.

The "Add“ button or "Insert” key is used for entering the area directly from a keyboard.
After its entering, the "Edit this file/folder name template in this box...“ item will be added
to the list of the tested areas, and its editing will be possible. Once you have entered the
area, press the "Enter” key. It is also possible to use the wildcards "*“ (asterisk) and "?“
(question mark) and to specify more folders at the same time.

Areas entered by user can be changed at any time - after click with left mouse button on
appropriate area you will be able to edit it.

If you want to remove an area from the list, select it with the left button of the mouse

first, and then click on the "Del“ button or press "Delete” key. Preselected areas can also
be removed from the list by canceling their being checked off in the popup menu.

21.8 ’“Test“ page

The "Test“ page (fig. 21.8) contains the controls through which the proper test of the
task is to be defined. Tt is possible to preset that the task will perform even more tests at
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New task - "(not specified)” m
- Task
Test
& Type _
A Areas
Test @ Select combinations of items. Your selection may affect types to
Types scan. Please check them.
& Comman
N Exclusions ¥ Scan for gxecutable infeciors Details |
[ virus alert
a4 Report W Scan for macroviruses Details... |
A MetAlert X
€5 Scheduling I Inteqgrity test Details... |
8 Priority

I~ Ermul library (FLGS_USE_EMUL)

¥ Enahble advanced configuration oK I Cancel

21.8 "Test“ page

the same time. Having not selected even a single test, you will not be allowed to create any
new task.

Check box "Scan for executable infectors” enables scanning for the presence of known
viruses. It means, anyway, that all known viruses will gradually be searched for in each of
the selected files and their possible presence will be announced to the user. The search for
viruses is activated by default. By clicking on "Details“ (fig. 21.9) button next to this item
it is possible to set further details.

Parameters for scanning B

“ou may choose parameters for scanning here.
W Scan files for standard VH’LISES}
¥ Scan files for polymorphic virses

I™ lgnore virus selectiveness
I™ Testcomplete files

oK I Cancel |

21.9 ”"Scan for executable infectors” details

Check box ”Scan files for standard viruses“ determines if the standard viruses will be
tested. (It is enabled by default).

Check box ”Scan files for polymorphic viruses“ determines if the polymorphic viruses
will be tested. (It is enabled by default).

The check box "Ignore virus selectivness” is used to activate the scan of the files for the
presence of all viruses in the database. If the box is not checked off, the files are only
tested for the presence of viruses that are attacking the file type in question. It means that
if the file is of the COM type, it will not be tested for the presence of viruses attacking only
the files of the EXE type, etc. By checking off this box you will ensure that the files are
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tested for the presence of all the viruses, regardless to the type being infected. This box is
checked off by default.

The check box "Test complete files“ determines, whether the entire files are to be scaned
for the presence of viruses. If the box is not checked off, the AVAST32 will scan only
some of the file areas. It is convenient in particular from the point of view of the task.
The program is based on the fact that the overwhelming majority of viruses infected files
adding to the end of the files or rewriting of their beginnings, and thus it is usually useless
to test the entire file. This box is checked off by default.

The check box "Scan for macroviruses“ enables the scanning for microviruses.
Macroviruses are the viruses which spread through OLE document macros (e.g. MS Word
document or MS Excel sheet).

By clicking on "Details“ (fig. 21.10) button next to this item it is possible to set further
details.

Parameters for scanning B

“ou may choose parameters for scanning here

I™ Use macta virus processing only for OLE files

Cancel |

21.10 [”Scan for macroviruses“ details

Check box "Use macro virus processing only for OLE files“ restricts the macrovirus
testing on OLE documents only.

The "Integrity test“ check box is used for the activation of data integrity tests. The test
will check anyway for each of the selected files and whether it has been changed or not,
then in case of its change the test will try to determine the way in which the changes have
been made. The box is checked off by default.

By clicking on "Details“ (fig. 21.11) button next to this item it is possible to set further
details.

Check box "Ignore ARCHIVE attribute“ disables testing of ARCHIVE attribute change.
Check box "Do not test file content” disables testing changes in file content.

Check box "Test content and security only in changed files“ enables content testing if
file has been changed.

The "Scan changed files“ check box enables testing for known viruses in changed files.
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Integrity checker flags m

Integrity flags.

I™ lgnore ARCHIVE aﬂr\buteﬁ
I™ Do nottestfile content
I™ Testcontent and security only in changed files

I” Scan changed files

OK I Cancel |

21.11 ["Integrity test details

21.9 Types* page

The "Types* page (fig. 21.12) is designed for the determination of the types of files which
are to be tested in the areas selected. In most of cases it is not necessary to test all the files,
because viruses attack only some of them. It is for example useless to test the text files
(files with the TXT extension), because even if there was a virus in them, the operating
system will not allow it to start the text files, and thus the virus will never become active.
By reducing the number of files to be tested you will make the progress of the task faster.

New task - "(not specified)” m
- Task
G Type Types
A Areas
3 Test Files that will be tested are chosen automaticaly due to selected work.
Tyvpes ltyou disagree with these settings. you may change them.
& Commo
24 Exclusions o Allfiles
[ virus alert
a8 Report & Selected file types
" Net Alert Description | Type |
@ Scheduling @ Executables...
§ Priority @ Ole documents...
Browse... | Add | Bemove |
W Enable advanced configuration Ok I Cancel |

21.12 "Types“ page

"All files“ radio button enables testing of all files.

By choosing "Selected file types“ radio box the testing of files listed on this page is
enabled.

The list contains a brief description of the type of the files, and possibly also its extension.
The file extension can also contain the wildcards, as 7** (asterisk) and "?“ (question mark),
the meaning of which is the same as in the case of the use in any other place in the
operating system.

119



Avast32 Antivirus

The adding of another type to the list of the tested types is possible through the popup
menu. It will be displayed after pressing the right button of the mouse on the list of
the types. The first three items of the popup menu are the preset types, by the checking
off of which the type in question will be placed also to the list of the types. It concerns
the following items: "All files types“ - the test of all the types selected will be activated,
"Executables” - only the executable files will be tested (including the libraries), and the
list item "OLE documents“ activates the test of the documents created by using OLE
technology. If their checking off has been canceled, they are also automatically removed
from the list of the types tested.

It is also possible to add the types from the database of known types to the list of the
types. This can be done by using the "Browse types ...“ command in the popup menu. If
it is selected, the dialog (fig. 21.13) containing the database of the known types of files will
be displayed. It can contain either the most important types of the files or, after checking
off the "Show all extensions“ box, it will contain all the known types of the files. If you
want to include a type into the list of the checked types, first make it active, and then press
the "OK* button. After pressing the "Cancel“ button the dialog will be closed and the list
will remain unchanged.

Description I Type -

aplikace exe

aplikace pro MS-D0S corm

dévkowy soubor pro MS-DOS bt

dokument Microsoft YWord doc

list aplikace Microsoft Excel s

gystérnony soubor S

Sablona pro Microsoft Word DaT b

Unknown description ol

Unknowen description hin

1 Inkenrman an:r-rlghrm il ﬂ
™ Show all extensions OK I Cancel |

21.13 "Custom file types“ types

The "Add template“ command is used to enter the type of the files selected directly. After
selecting it the user is enabled to write the type extension. After writing it and pressing the
"Enter* key the new type is added to the list.

Types entered by user can be changed at any time - after click with left mouse button on
appropriate type you will be able to edit it.

Firstly the file type of selected file is tested when the task is running. If the file is listed

in the list on this page all operations will be performed with it. Otherwise the file will be
skipped. The program (executable) files and OLE documents are tested by default.

21.10 “Common‘ page
On the "Common* page (fig. 21.14) the common parameters of the created task are set.

Check box "Display each processed file“ enables displaying of all tested files in status
windows during task processing. This item is enabled by default
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New task - "(not specified)” m
- Task
i/ 7,
@ Type Common
A Areas

Test @ Cornmon flags
Types

W Display each processed file

% Exclusions ™ Move testing of remote files to rermote computer

[ virus alert W When found wirus, test each file for all viruses

a4 Report ¥ Show information when task obtained no results also
A% et Alert I™ Stop task when firstvirus found

@ Scheduiing I™ Notity wirus find from remote computer

8 Priority

Define how frequently statistics is beesing refreshed. Enter nurnber of
files after their processing statistics is updated. Use number O if never.
(suggested for nettasks).

¥ Use global setings

Seftings for this task |m7
¥ Enahble advanced configuration oK I Cancel |

21.14 "Common“ page

By checking box "Move testing of remote files to remote computer the testing of remote
files will be performed on remote computer if the program engine is running there. This
item is disabled by default.

Check box "When found virus, test each file for all viruses“ enables testing of all files on
all virus type when virus has been found.

By checking "Show information when no virus was found“ check box AVAST32 will
display message when the scan task is done, even if no virus was found. This is enabled by
default.

The "Stop task when first virus found“ check box determines that, if a virus is found the
task will be immediately stopped.

The "Notify virus found from remote computer” check box ensures that, if task started
on remote computer will find a virus, a message informing about the virus will be displayed
on the remote computer.

On this page it is possible to define refresh frequency of statistics. You can enter number
of files after their processing statistics is refreshed to the "Settings for this task” text box.

If you don't want a statistics enter number O here. If you want to use global settings of this
parameter check the "Use global settings“ check box.

21.11  “Exclusions‘ page

The "Exclusions page (fig. 21.15) allows the user to set disk areas which should be
excluded from the testing

By checking box "Ignore global exclusion the program will ignore the global exclusions
set in Exception page on program option page.
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New task - "(not specified)” m

-3 Task o z
@ Type Exclusions

A Areas
3 Test @ There may be areas on your dist that you want to exclude from
Types testing.Define these exclusians here.
& Comman
24 {2 ns
[ virus alert
a# Report
A Net Alert
€5 Scheduling
8 Priority

MNarme

Browse Add Delete

™ lgnare global exclusions

¥ Enahble advanced configuration oK I Cancel

21.15 "Exclusions” page

21.12  ’’Virus alert page

On the "Virus alert” page (fig. 21.16) it is possible to set what Avast32 program should
do if the virus is found.

New task - "(not specified)” m

@ Type Virus alert

A Areas
3 Test Choose action to do when virus is found. When you choose action
Types "Move" for some virus, you should fill in "Folder".
& Comman
Excl :
% vﬁi:zlj:ts I™ Sarne seftings for all virus types:
a# Report When
A Net Alert _
& Scheduling file ¥irus |choose action interactive ¥ Settings... |

8 Priority
macrovirus found | choose action interactive = Setings... |
bootwirus found | choose action interactive = Setings... |

Folderto move files to

CATEMP

¥ Enahble advanced configuration oK I Cancel

21.16 "Virus alert” page

Check box "Same settings for all virus types“ determines that the following settings will
be applied to all virus types. If this check box is not checked it is possible to set the
parameters of actions for each type of the virus.

The action which Avast32 program will perform after finding the virus can be selected
from the list in "When virus tound“ combo box. The list offers these options:

Continue
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The program will continue without any action.

Remove it

The program will try to remove the virus automatically using the date stored via integrity
checking. By clicking on ”Setting“ button it is possible to set details on removing the
macroviruses.

Through the radio button "Delete only virus macros from the document* it is possible
to preset that only the macros, in which a virus has been found, should be removed from
the document. The other macros will remain untouched.

The radio button "Delete all macros from document” will cause that all the macros will
be removed from the OLE document, whether they contain a virus or not.The default
setting is to remove only those macros that contain a virus.

Checking the box "Force delete all macros if virus not recognized exactly” you will set
to the program that if the virus has not been recognized with full exactness (in the case of
some macroviruses the detection is very difficult), all the macros are to be removed from
the document.

Rename/move file

The program will move to another folder or rename the suspicious files. By clicking on
"Setting“ button it is possible to set details:

The check box "Rename file(s)“ enables you to change the extension at the marked
files. The files renamed this way will be distinguished from the others and in case of the
executable files you will also prevent their accidental running. It would lead, in case that
the file in question contains a virus, to the infecting of the computer (if it has not happened
yet). The existing extension will be replaced with the preset one at the given file. The
proper name of the file will remain unchanged.

If the program finds an unknown type of the file during the renaming, it will inquire
the user about how the extension of the file found is to be changed. The program will
remember the extension entered, and when it finds a file of the same type next time, it will
automatically use such a extension.

By checking off the box "Move file(s)* you will activate the moving of the files marked to
the folder selected.

If the moving of the files is activated, it is possible to determine, by checking off the
box "Force moving locked or used file(s) on next OS startup®, that if it is not possible
to manipulate the file at the given moment (e.g. it is used by another application), it is
possible to postpone its moving till the next start of the operating system. Thus it cannot
happen that you would forget to move the file - the program takes care of everything by
itself.

remove file

The program will delete infected files. By clicking on ”Setting“ button it is possible to
set details.
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By selecting the "Delete file(s) using Recycle bin“ radio button you will determine that
the marked files will be deleted by being moved to the recycle bin. The "Delete file(s)
permanently” radio button will start the direct deleting from the disk of the files, without
any possibility of restoring them. If the radio button is selected, by using the check box
"Delete file(s) on next OS startup” you may determine that if it is not possible to manipulate
the file at the moment (e.g. it is used by another application), it is possible to postpone its
being deleted till the next start-up of the operating system.

The "Confirm file(s) deletion“ check box enables the confirmation on files deletion.

Choose action interactive
The program will display a dialog with options what to do with the virus. By clicking
on "Setting” button it is possible to set details. Tt is possible to set which button will be

available: Delete, Repair, Move / Rename, Stop. In the text box it is possible to set the text
which will be displayed when the virus is found.

Show message

The program will only display the message when the virus is found. . By clicking on
"Setting” button a dialog allowing the message text modification would appear. If the
network messaging is allowed, this message will be send to all chosen computers.

There is a text box available, which enables the user to enter the proper text of the
report. With help of the formatting marks it is possible to enter even variable parameters
into it, as the file name, task name, etc. The appropriate formatting mark will then be
replaced with a regular name. The meaning of the formatting marks is as follows:

%1 - infected file name,

%2 - name of the virus which infected the file,

%3 - name of the task which the virus appeared.

If for example the task "Scan C“ has found the virus "OneHalf“ in the "C: \PRO-
GRAM.EXE* file, and the text to be inserted will have the form "Warning! Virus %2 has
been found in the file %1. Used task %3.% the resulting message will read: "Warning!
Virus OneHalf has been found in the file C: \PROGRAM.EXE. Used task Scan C.“.

By default the text box contains the message in the form:

File %1 is infected by virus %2.

The "Folder to move files to* text box determines to which folder the infected files will
be moved. The default path is C:\TEMP.

21.13 Report“ page

During the task progress the AVAST32 program can create a file containing a detailed
message on its activity and results. The permission to create such a report and the setting
of its name is just the object of the "Report” page (fig. 21.17).
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New task - "(not specified)” m
-4 Task ¢
< @ Type Report
A Areas
I Test AwastdZ result may be reported to file, too. This is pure ACSI file which
Types containg info what was task daoing. f no path is specified, repart is
& Comman created in Awast3? folder.
24 Exclusions
[ virus alert
a¥ Report portfile name from task name
% et Alert  File and folder
€5 Scheduling
8 Priority
™ Qwverwrite existing report
I™ Insert only infected or changed files into report.
W Enable advanced configuration Ok I Cancel

21.17 "Report” page

The message on the task operation is stored in the form of a pure ASCII text to the
selected file. It contains the information on the files that were tested, on the viruses found
and other important information, including statistics of tests.

The check box "Create report file“ enables the creating of the file with a report on the
task activity.

By selecting radio button "Create report file name from task name“ the file name of the
report will be created from the task name with RPT extension.

By selecting radio button ”File and folder” you will be allowed to enter the file name and
folder for creating a report file into the text box below.

The check box "Overwrite existing report file advises the program that if a file with
a report of the given name already exists, it is to be overwritten. If the overwriting is not
enabled, and a file with the report already exists, then the report on the activity of this task
will be added to the already existing file.

The check box "Insert only infected or changed files into report” determines that only
an infected or changed files will be included into the report file.

21.14 Net alert” page

The "Net alert” page (fig. 21.18) contains the controls for the setting of the parameters of
sending warning messages over the network. In case of finding a virus the AVAST32 allows
sending warning message about the possible danger to the computers accessible over the
network and thus prevent from wide spread of the virus.

It is possible to add the name of computer, which the warning message should be send

to into the list of selected computers. By clicking on the "Add“ button a shortcut menu
with available protocols will appear:
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New task - "(not specified)” m
-4 Task - 2 .
< @ Type Net Alert
A Areas
3 Test Send Yirus Warning via Internet or local network, Other users can then
Types be infarmed that a virus was found an this computer.
& Comman
‘X Exclusions Send virys alertto Protocal
[ virus alert
af Report
€5 Scheduling
8 Priority
Test | Browse | Add | Bemove |
I Send alert to current domain
I” Send alerttothis computer
Profile: Passwaord: I
W Enable advanced configuration Ok I Cancel |

21.18 "Net alert” page

e "Internet” item determines that computer to which warning message will be send is
specified by standard address. The SMTP (Internet Mail) protocol will be used for
message delivery,

e by "Microsoft” item you tell the program that appropriate computer is available via
Microsoft Mail,

o "Raw* item allows the user to enter whatever address including protocol specification
which should be used. E.g. "SMTP:novak@aaa.cz“ address of this protocol is the same
as "novak@aaa.cz“ address of "Internet” protocol and the like,

e "Internal” item assign that computer for sending virus alert will be available via local
network.

After selecting appropriate protocol an item ”Edit for valid address or name...“ will be
added to the list. Right click on the item for edit. When finished press "Enter* key.

Computer names entered by user can be changed at any time - after click with left mouse
button on appropriate name you will be able to edit it.

After pressing "Browse“ button a list of computers available via local network will be
displayed. Search the list and click on appropriate computer and press "OK“ button for
adding to the list or press "Cancel” for no changes.

For deleting the computer from a list press on it and press "Remove* key.

You can change parameters of listed computers here. Click on "Protocol“ column for
protocol change. From shortcut menu choose new protocol. You can change name/address
in the similar way, after left click on the name an edit will be allowed.

If you are not sure about the delivery of a warning message, you can test the "connection”
by using the "Test* button. A testing message will be send to each of the selected computers.

If you will be sending messages via other protocol than "Internal®, it is necessary to enter
profile name which should be used, and its password if necessary to appropriate text box.
If you leave "Profile” text box empty, profile entered for usage of all tasks will be used. If
even here no profile is entered and you are not using no profile at the moment (you are not
running e.g. Microsoft Outlook program) you will be asked for profile name.
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If you enter profile on this page and you also enter profile for usage of all tasks, the
profile entered on this page will be used (i.e. task profile).

For sending or reading network messages under Windows NT "Alerter” and "Messenger*
services must be enabled ("Control panel¥, "Services” item). T you do not have the required
permission contact your system administrator. You need "WinPopup* program enabled
for Windows 95/98 messaging.

A warning message can come to a selected computer several times. It is not a fault of the
program, but a matter of the system. The number of the message copies sent depends on
the number of the network protocols installed.

By checking the ”Send alert to current domain“ box you will set the sending of a warning
message reporting that a virus has been found to all the computers which will be connected
at that given moment to the current domain.

By checking "Send alert to this computer“ check box the net alert message will be also
send to this computer.

21.15 ”Archives‘ page

"Archives” page (fig. 21.19) allows to set which archives and packed files will be scanned
for the viruses.

-4 Task o
< @ Type Arclives
A Areas
3 Test Choose archives and packed files that will be scanned by this task
=] Types Scan of archives is rather slow and it is not necessarry to do itin each
¥P
& Comman task
24 Exclusions
[#] virus alert [ time and uu-encoded files
24 Feport [FlPacked executables
" Net Alert OziF archivas
€5 Scheduling
8 Priority
M Advancad configuratian Help... | oK I Cancel

21.19 "Archives” page

By checking the "ZIP archives“ check box, AVAST32 will also scan the files stored in ZIP
files

The "Packed executables* check box ensures the scanning of packed executable files.
The "Mime and uu-encoded files“ check box enables scanning of mime and uu-encoded
files. This encoding is used in electronic mail. This module is primarily designated for

cooperation with AVAST32 Firewall Edition and AVAST32 Mail plugin and it provides
scanning of electronic mail attachments. This module allows to clean or delete the infected
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files, whereas the deleting of the file is implemented as replacing the file with the new file
of zero length.

21.16 ’Scheduling‘ page

The "Scheduling” page (fig. 21.20) contains settings of automatic starting and finishing
of the tasks.

New task - "(not specified)” m
=g Task .
Qf__@ Type Scheduling
-3 Areas
-3 Test These checkboxes affect automatic starting of task. and far
- -- Types non-resident task also Avast3Z exiting
-.[# Common
i Exclusions I™ Startthe task with Operating System
m “irus alert I™ Automatically start this task with Awvast32
--ad Repart ™ Exit after last pending task will stop
et Mt Alent
ko cheduling @ Enter name of task. which will be awtomaticaly started after this task
g Priority successful end (non-residenttasks only)
I Browse
W Enable sdvanced configuration OK I Cancel

21.20 ”"Scheduling” page

By checking off the box ”Start task with Operating system* the user tells the program
that the task being created is going to be started immediately after the user's logging on.
This box is not checked off by default.

The check box "Automatically start this task with AVAST32 starts the run of the task
automatically after the start-up of the AVAST32 program. The running of the task with the
AVAST32 is disabled by default.

The following two check boxes will influence only the non-resident tasks, i.e. the tasks
containing the virus scanning or the integrity checking. Their setting in not allowed by the
resident tasks.

The check box "Exit after last pending task will stop* activates the automatic closing of
the AVAST32 after the end of the last task running. This possibility can be used especially
in the case of the tasks which are started otherwise than directly from the AVAST32, e.g.
with help of a shortcut on the desktop. The box is not checked off by default

On this page the user can choose a task that will start when the current task is finished.
The name of such a task can be type in the task name box or can be chosen from already

created tasks list. If you click on the "Browse“ button next to the text box tasks list will
appear. Text box contains no text by default.
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New task - "(not specified)” m
-4 Task PR
< @ Type Priority
A Areas
3 Test “rou can sffect speed of testing by modifying priotity [evel. On the other
Types side, selecting higher priority than normal will affect Avasta2 user
interface updating. Be carefull with changing this parameter.
Common p g ging P
24 Exclusions
[ virus alert |
a# Report
o Net Alert Lowvest Highest
€5 Scheduling
8
W Enable advanced configuration Ok I Cancel

21.21 "Priority“ page
21.17 ’’Priority“ page

Every non-resident task makes it possible to preset its operation priority. It means that
the user will announce to the operating system, how important the task is for him. The
higher priority the task has, the more time of the processor it will get, and thus also the
faster it will run. Tt is necessary to realize that the speed of the task operation depends
not only on its priority, but also on the current status of the operating system and on the
priorities of all the other programs that are currently running. The default value of the
task priority is smaller than the priority of the AVAST32 program itself.

Only this page is used to preset the task priority (fig. 21.21).

It contains only a slider, through the setting of which it is possible to change the priority
of the task. The more to the left the slider indicator is, the lower priority the task has,
and vice versa. As it concerns intervention into the operating system task planning, we
do recommend the change of the position of the slider indicator only for those users
who knows what they are doing. The preset priority will be suitable in the overwhelming
majority of cases for the normal user. If the preset priority of a task is too high, it may
mean that the restoring of the user's environment of the program will be slowed down. It
is not a fault of the program, but only a consequence of the fact that the task has a higher
priority than the user interface of the AVAST32.
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22 AVAST32 program found viruses

If any program of the AVAST32 package has announced you presence of a virus it does
not have to always mean that the file is really infected. Firstly ensure that is not a false
positive. If it seems to be really a virus, find out the type of virus and accordingly to the
type then perform the appropriate action to remove the virus.

22.1 False positive caused by using two scanners running at the
same time

If you are using several different scanners at the same time or immediately after each
other, it may happen that some of them will announce to you the presence of a virus in the
memory. The reason for doing so is simple. Each of the scanners needs to have, at least for
a while, the information of viruses non-coded and accessible in the memory. If at the same
moment this memory is tested by another scanner, or if this memory is transferred into
the virtual memory, and later used without cleaning, it may happen that this information
becomes a cause of the false positive.

How to find out whether it is the case of a false positive? It is easy enough, but
maybe quite time-demanding. Terminate your work with all the applications, terminate
the operating system and turn off your computer by the power switch. Turn it on again
and start-up the operating system. Start the scanner that announced you the presence of
a virus in the memory. If it does not announce its presence repeatedly, try to repeat the
work (running of programs) which you were doing before starting the scanners, and after
some moments start testing against viruses again. If even in this case no virus is found in
the memory, it is a false positive.

AVAST32 thoroughly cleans all the used memory and what is more, all the information
and virus samples it maintains only in a coded form. Only at the moment of testing it
decodes the information on a virus, and having used this information it deletes it. It means
that at any moment there can be not more than one decoded sample of a virus in the
memory.

22.2 False positive caused by immunization of files

There are some antivirus means offering and working with the function which we call
the "immunization of files“ or with a function which offers the adding of the checksum to
the file tested. During the next testing the above mentioned utilities will simply test the
added information comparing to the current conditions, and on the basis of the result they
can announced a suspicion of the file being infected by a virus. This process is very fast
and quite simple for the implementation.

But this relatively simple and fast process is followed by a few crucial problems. Tmagine
that there are two products working this way and used for the testing of one file. Through
their alternating use they will mutually interfere each other, and both the products will
report that the file has been changed.
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Another problem is represented by the fact that the testing itself of a file will physically
change it. If we do not speak about the copyright problems of the original files, we will face
the question, whether you can be sure that the program changed continues working in the
same way as its original. Probably it will, but there are programs which check themselves
before the start-up, and such programs will not work in case of any change. Furthermore,
the above lines only apply in the executable files. Any change in the data files is followed
by a high risk of a failure of the program that is using these files.

AVAST32 does not modify any tested file in any way. For the reasons of higher safety it
even opens the tested file only for reading in order that they should not be spoiled even
accidentally. Tf some of the AVAST32 parts save information about files, they do it into an
independent file.

Only in a special case, that is at the removal of the viruses found, the writing into the
files occurs, but even in this case this process is performed with a file copy and only after
the successful completion the file corrected is written with its original name.

22.3 False positive caused by hoax programs

If it happens to you, that your computer starts to behave unexpectedly, even suspiciously,
it need not be any virus, which is behind it. Tt may be a prank program, installed in your
computer by your colleague, or which was presented to you with false or misleading
information on its purpose. An example may be the installation of the presentation of
"blue“ pictures at the computer start-up. People of weaker characters or less experienced
users may have problems with placing into original status, and they may consider a similar
"prank“ to be caused by the effects of an especially treacherous virus.

Nevertheless, it may not be true. And how to recognize a "hoax“ from a real virus? It
may be difficult as it is not possible to specify the exact borders of these two groups. Tt
is necessary to base your analysis on the particular situation. For example, viruses cannot
afford presentations of some graphical images (especially in colors) because such pictures
are too large. The most important difference, which, however, is not easy to recognize, is
that unlike "jokes*, viruses are reproducing.

22.4 False positive caused by a failure of technology or program
equipment

Problems with technology, programs installed or with other equipment can be easily
changed with a virus infection. For example, the frequent problems, which are confused
this way, are the problems with printing or with the hard disk. However, there are very few
viruses, which can cause these problems.

22.5 False positive caused by the system principles of Windows

Windows uses such a way of memory administration that it will enable you to use more
memory than you have in reality. However, it can cause a false positive because the virus
"signatures” which are present in the "physical“ memory can appear also on the disk in the
"virtual* memory. Then it may happen that you will find a virus e.g. in the WIN386.SWP
file (in the Windows NT system it is the PAGEFILE.SYS file). It may also happen quite
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often that the "normal“ virus will be found in the .DOC file. Also this is the case of a false
positive which you can avoid by opening the file in the Word program, selecting "Save as“
and saving it under the same name. Attention! Here you must find out, whether it is not
a macrovirus.

22.6 Important steps for removing the viruses

One of the most important questions that you must assess is whether you have really
saved all important data from the infected computer.

Every removal of a virus brings about the risk of absolute loss of data on your hard disks
even in the case that the removal is carried out by a trained and highly experienced expert.

We are sure that you know about the need of saving your data. But be sincere, when did
you backup for the last time? And if you do it periodically, did you ever try to restore the
saved data in your computer? And even if you comply with both of the conditions, do you
have a backup copy of the backup program in any other place than the infected computer?
What will you do if the computer will not be accessible anymore?

So, if you do not have any current backup copy, it is high time that you made it. Nothing
else can be done, and you must make it bearing in mind that the saved data can contain the
virus and that each future start-up of the computer can increase the level of the infection
of the system. But you cannot do anything else. A backup copy is really needed, also in the
case that the next work could be done by somebody else completely (especially somebody
who bears no responsibility for your data).

The next steps:

e finish your work, do not be in a hurry uselessly, but do not delay with other measures
either,

find out as much information on the virus as possible,

end the work of the operating system,

turn off the computer through the power switch,

think over for how long the computer may have been infected and what is the probable
source of the infection,

e inform all to whom you may have sent the data or media infected.

If you have performed the above steps, you may continue your removal work. Now you
must critically assess your own skills and experience with the computer. If you do not
understand computers so much, we do not recommend you to remove the virus by your
own forces only. However, if you understand the following explanations, you may try it
without any specialized help. How? It is the question that we will try to explain.

Be carefull and avoid the various, so called "would-be experts“. If you hear from them
e.g. the expression "low level format“, run away fast. In fact they may try to destroy you
and your data.

Also when you are working in a larger company, contact as the first person your
Administrator or the person responsible for computers.
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22.7 Combined (multipartity) viruses

Combined viruses are simply those viruses that attack some of the file combinations,
disk system areas and memory at the same time. Their removal is the combination of the
removal of simple types of viruses in an exactly defined order. The following applies to
this order:

e it is not possible to remove a virus from the disk if it is present in the memory,

e when removing viruses from the disk it is necessary to remove first the viruses from
the disk system areas,

e viruses in particular files are the last to be removed,

22.8 Viruses that remain installed in the memory

These viruses are not installed only in the memory, but they are sure to be also present
somewhere on the disk.

If some "would-be expert” tells you that a virus can be present in the memory without
being present somewhere else (on the hard disk, diskette or any other medium of a similar
type), contact somebody else. The safety of your data will be much greater.

A virus may be present in the memory and not active at the same time. Imagine the
situation that you are copying the infected file from a diskette to a diskette. Also in this
case you use the operation memory of the computer and both source and target files are
stored in it. It means that the virus can exist in the memory even after finishing the copying
operation, simply because there is no reason for cleaning the memory used in the above
described way. However, it does not mean that the virus in this form can cause any kind of
harm.

At the same time you cannot remove a virus from your computer at the moment when
it is present in the operation memory and it is active. The reason is very simple: the virus
immediately attacks each program or disk system area which you try to treat. You can do
nothing about that. It applies generally that you cannot eliminate a virus in the memory at
the time when it is present in it. Of course, there can be some exceptions, but you cannot
rely on it.

At the same time we must point out that there are not many viruses developed exclusively
for the operating systems Windows 95 and NT and that memory resident viruses are usually
viruses the designed for the MS-DOS system, which entered the memory at the start-up of
the computer or during the work in the DOS window. If it is at the same time a virus that
attacks disk system areas, you can directly move to the chapter dedicated to the viruses of
this type. As far as the viruses infecting files are concerned, the solution how to remove
the virus from the memory is not complicated.

Boot the system from a system diskette. In fact you may use an arbitrary system diskette
from MS-DOS 5.0 and higher. Nevertheless, we recommend you to use a system diskette
for the system which you have installed in your computer.

Continue the work depending on the type of virus.

Under the operating system Windows NT there are practically no problems with viruses

in the memory. The only viruses that can disturb you this way are the viruses attacking
disk system areas.
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22.9 \Viruses attacking files

The removal of viruses from the files is simple and rather boring work. The main
problem is to decide how to remove the virus.

A one hundred per cent sure renewal will only be ensured by restoring files from their
backup copies (of course, if you have any backup copy and if this copy is not infected by
the same or another type of viruses). It may be simple and reliable to restore the files from
the backup copies. If you devote time to creating backup copies periodically, you will find
out why it will pay. It is fast and comfortable work.

If you periodically use the integrity checking program and have the current version of the
database at your disposal, you can practically be without any worries. AVAST32 will enable
you to restore the files which are infected practically by all the viruses (approximately 95
per cent of different types of viruses). The reliability of the renewal is the same as in the
case of the restoring of your files from the backup copies, because AVAST32 is checking,
whether it has managed to restore the file to the last bit.

If you cannot use anything from the above paragraphs, the situation starts to be more
difficult. Yet you do not have to lose any of your programs. Nevertheless, you must have
the original diskettes or their copies at your disposal. It, however, means much more work
because you must uninstall and again install the infected programs, which brings about
a lot of well-known problems connected with the saving of all the tasks and settings which
you have invented with so much effort.

Uninstallation of programs is not limited to their simple deletion from the disk. All the
"serious” programs for the operating systems Windows 95 and NT (including AVAST32) are
capable to be uninstalled, which means more than just to be deleted from the disk only.

If you cannot use this way either, you are facing a problem. Really a serious problem,
because the only thing we can recommend to you is to delete the infected files. To tell
the truth, there is still one possible variant, which you can use, but its results may be sad
enough. Tt concerns the possibility of removing the viruses from the files by means of
some other antivirus program. Such a removal has a big advantage. You cannot find out
whether the file corrected is in the same state in which it was before the infection. It is also
the main reason for which AVAST32 does not contain any similar property.

22.10 Viruses attacking disk system areas

There are a very large number of viruses which are capable to attack the system area
of the hard disks. However, only several of them are the "combined viruses“ which are
able to infect files and spread with the help of files. Therefore we can say, with a small
objection only, that if you have found a virus in the system area of a disk (boot virus), it
happened when you were trying to start-up the computer from the diskette. Tt does not
matter whether you managed to do it or not. If there was a virus on the diskette in question,
it has infected your computer regardless to the operating system which you currently use.

It is fully useless to think or even persuade somebody that e.g. the virus "J&M* called
also "JiMi“ entered into your computer by reading data from the diskette only. Simply this
is not true, whoever may tell it to you. It is simply nonsense.

An exception is e.g. the virus "OneHalf“, which can spread also by means of files, which

means that by executing the file infected the computer will be infected. Similar viruses are,
however, very, very rare.

135



Avast32 Antivirus

Procedure for removal: start up the system from your system diskette and run the
following program: fdisk /MBR of the appropriate operating system. It is only important
that this diskette should not be infected by a virus. After you have performed these
commands successfully, the virus will be removed from the system areas of the disk
operating Microsoft Windows 95 and NT

If you manage to start up the operating system, you have practically won. You can make
use of the restoring capabilities of the operating system which are built into it, and they
will care for the rest. If you, however, do not manage to start up the operating system at
all, it is a disaster.

22.11 Macroviruses

They are the viruses which spread through documents. At present these viruses are some
of the most frequented viruses in the world. Most often they attack the documents of the
Microsoft Word and Excel application, but recently they have started to appear also in
other office applications.

The removal can be carried out directly from the AVAST32 environment. Nevertheless,
we recommend that you save the virus-infected documents somewhere, remove the viruses
from the originals and then test their readability in your programs. If the documents
treated this way are O.K., it is possible to delete their virus-infected backup copies. If not,
do not hesitate and contact the staff of our firm.
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files

The interpretation of these results is not easy. The reason is not that the program would
provide complicated information or codes, but that each of you will get at each start-up
of the integrity tests different information, and its processing may differ on a case-by-case
basis. For this reason it is not possible to write there a "cookery book” with a general field
of application, which could satisfy all the users. We may only provide for a few pieces of
general advice, suggestions and procedures, the application of which we recommend you.
Nevertheless, the details and particular implications you must derive by yourselves.

23.1 New files

If AVAST32 reports that it has found new files, it may concern several cases. The most
easy of them is that it really relates to a new file originating from a legal source. The
solution is simple, just accept it, and thus it will be stored in the database of files. What is
the legal source, however, it is a more difficult question. For example, a really legal source
is represented by the installation media of the program, which you have recently installed.
The program mentioned could also have been installed by your colleague or the Network
Administrator. If you have good relationships in your firm, then they were sure to have
informed you about this matter, and you may decide whether the file is O.K. or not.

Tt may also concern a temporary file which was created by a program for its need, and
such a program is currently using it or it "has forgotten” to delete it. It is probably also
O.K., but a file of this type could also create a virus. The decision may be very difficult and
it is fully up to you.

Also the use of the "Recycle bin“ for the deleting of files will cause that the new files in
the appropriate folder will be detected.

Do not be confused by the fact that a new file has arisen in a folder of a well-known
name, e.g. in the operating system folder. The authors of viruses know these directories
too, and use them with success.

23.2 Changed files

There may really be a large number of reasons for a change in a file. Also the operating
system itself lives ”its own life“ and uses the files very intensively. Each start-up of
a program or editing of a document results in a track, which will be detected, and
annouced by AVAST32. Here it is your turn to decide, which change is valid and which
is not. For example, a change in text files will be caused by you ninety-nine per cent of
the time, while a change in the COMMAND.COM file will be caused ninety-nine per cent
of the time by a virus. Please, notice that nothing is one hundred per cent sure, which
applies to the whole area of virus problems. The other types of files are situated between
the two above specified extreme examples. For example, it is really difficult to say about
the documents of the Microsoft Word program (*.doc) why they have changed. The cause
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may have been you, by simple reading the content, or the "macrovirus“ which attacked the
document in question.

Nevertheless, it generally applies that if an executable program (extensions exe, sys, dll,
bin, vxd, scr,...) is infected, the change is much more suspicious than in the case when
a document or data file have been changed. But be careful, even here you may face some
exceptions.

23.3 Deleted files

There are not many things to help you. The repairing of such a file is only possible by
using special tools of the operating system or backup copies. By the way, when was the last
time you made backup copies of your data? Do you really want to rely just on good luck?

23.4 Special cases

There are several special cases when you will not manage to work with the files. In such
a case you will find out that AVAST32 is signaling an error during the work with a file.

In the majority of cases you will not be able to check the file which is currently using
another program. This file is locked, and the operating system will not allow you to access
it. Tt applies to both the operating system, that uses the files on behalf of itself, and the
working programs. The latter need not be seen on the screen of your computer every time.
However, if they are working and using the files, AVAST32 will not be able to check these
files.

If you are working with the operating system which supports safety aspects on the level
of files, and if you are using the system of files which also supports this characteristic
(Windows NT with NTFS), you must have sufficient rights to be able to check individual
files. If your rights are not sufficient, the file will remain unchecked.
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LGUARD32 (fig. 24.1) program is determined for a known viruses detection, including
polymorphic viruses and macroviruses. As both programs AVAST32 and LGUARD32 use
the same engine, their detection results are identical. The only difference is that LGUARD32
program is run from a command line only, on the contrary to a friendly user interface of
AVAST32 program.

24.1 LGUARD32 Program

The command line of LGUARD?32 looks as follows:
LGUARD32 @<task name> | <area name> [<parameter> ]

To run an Avast32 task write the character "@“ (the ”at“ sign) and then its name. If the
task contains spaces it must be inserted between quotation marks. If not, the program will
not perform the task!

If there is no task name the LGUARD32 program will scan the set areas. You can
determine how the task will be performed by parameters, similar to operating system
parameters.

Examples of use:

LGUARD32 C:\WINDOWS This command runs a program for a Windows folder on the
disk C:, all executable programs and OLE documents in this folder will be tested. First
memory and sector of the hard disk are tested. Then all files are tested an information of
which can be seen on the monitor.
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At the end, Results Tab (fig. 24.2) appears on the monitor. The tab includes the summary
information about the just finished test informing, besides other, about the number of
infected files. Information of number of virus characteristics LGUARD32 program is able
to detect is shown, too.

Number

Total numbe

24.2 Results Tab

The /H or /? switch
LGUARD32 program displays help, and exits.

The /V switch
LGUARD32 program displays actual viruses list that it can detect, and exits.

The d: \path parameter

The parameter specifies disk and folder, in which files have to be scanned. If this parameter
is avoided, files in the main folder on the current disk are scanned. It is possible to specify
more disks at once.

The d: \path \file parametr

The parameter specifies a file which will be scanned. The file must exist!

The . Parameter
The parameter specifies that the current folder on the current disk will be scanned.

The *: Parameter
The parameter specifies that all local disks will be scanned.
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The #: Parameter
The parameter specifies that all network disks will be scanned. Program displays en error
message if no network disk is found.

The /E [ext1;ext2;... [switch
The switch specifies scanned file extensions.

The /T [A|E|O|D ]switch
This switch specifies file type to scan (/TA - all files, /TE - executables, /TO - OLE files, /TD
- data files).

The /D switch
With this option, files in subdirectories of a given directory will not be checked. If it is
omitted, such files are checked.

The /C switch

This option specifies that the entire content of the files is to be checked. By default only
the first and last 8192 bytes of each file are checked, which greatly increases speed. After
detecting any virus, the program automatically switches to the mode of testing the whole
files.

The /M switch
With this option, only the memory and the disk boot sector will be checked for viruses. No
file testing takes place.

The /B switch

The operating memory will not be checked for viruses. If, for example, you are sure that
the computer contains no viruses and only wish to test diskettes, this option offers a useful
short cut.

The /P switch

The program runs continuously without pause after the disk system area test, without
waiting for the user's response when a virus is located. At the end, the results can be
obtained from the exit codes or the report file.

The /R [file ]switch

A report file will be created listing the viruses found and containing a statistical table. If no
filename is specified, the report file LGUARD32.RPT will be saved in the current directory.
If /R parameter is followed by a "*, the report file also records the files, in which no virus
was found.

The /Z switch
This parameter specifies that the user will have the option to delete the infected files.
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For removing macroviruses it is possible to add to /Z another letter specifying the
requested operation. If there is M after the /Z only the virus macro will be removed, the
A letter ensure deleting of all macros, the F will delete whole file.In this case the program
will ask you to give Yes or No reply. These parameters can be used together with /P (no
pauses) too. The default action with /Z only deletes virus macros for exactly identified
viruses and all macros for virus families.

The /X switch

This switch offers renaming of the suspicious files containing virus character-istics by the
user. The first character of extension is after renaming the letter "V (for instance COM
becomes VOM, EXE becomes VXE, etc.)

The /S switch
This switch specifies that the detection of a virus will not be indicated by a beep. By
default, detection of virus characteristics is accompanied by a beep.

/W [password|+ Jswitch This switch sets that, when a virus is detected, a user-defined
message appears on the screen giving directions for further action. The message is stored
in the LGUARD32.MSG file in the same directory as the LGUARD32.EXE program. If
a password is specified, it must be given in order to continue the program after discovery
of a virus and to interrupt the program. The parameter ”+“ serves to test the functioning of
the message.

The /U [*|adr Jswitch

On discovery of a virus in the Novell network, a message is sent to a specified network user.
If no such user is specified, the message is sent to the "Supervisor” user. The recipient
must be authorized to the network and specified as the recipient. A message is also sent to
the system console of the network.

The /Q switch
This switch sets that, the program engine will be shut down on LGUARD32 exit.
Exit Codes:

When the LGUARD program completes its operation, it returns an exit code to the
operating system. This code may then be tested either by another program or by using the
batch file command IF ERRORLEVEL. The LGUARD exit code may only have the following
values:

0 program ended normally, no virus found,

1 virus found in memory,

2 virus found on disk but not in memory,

3 program interrupted by user, no virus found so far,

4 error occurred during operation,

5 invalid task name used,
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6 invalid switch used,

97 the program tested the displaying of user defined message,

98 program displayed list of viruses it can detect,

99 program displayed instructions for use.

The exit codes thus defined are used especially in command. Use of the exit code and

the TF ERRORLEVEL is apparent also from the following example, in which the meaning
of the function is indicated by the jump label:

LGUARD32 c:

if errorlevel 4 goto error

if errorlevel 3 goto interrupt

if errorlevel 2 goto diskvir

if errorlevel 1 goto memvir

echo ** no virus found on disk c: **
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25 Residentprotection

In order to protect your computer as much as possible it is better to start the Resident
protection even before you start the work to be performed. The task will monitor almost
all the activities performed inside your computer. In the case of an attempt to perform
a suspicious operation or if the program finds a virus in the program being run, or in the
system area of the inserted diskette, it will display a warning message. The task, however,
will only prevent the virus from the infiltration into the system, when it is running. At the
end of its completion, however, the system is no longer protected.

The resident protection after AVAST32 installation is automatically started after each
system restart, so you do not have to run this task manually.

An icon (fig. 25.1) in the right part of the task bar indicates the presence of resident
protection in the memory.

It is possible to turn off displaying of the icon - see "Program options“ chapter/

"On-Access Scanner” page, "Show program icon on task bar“ check box. For most users it
is reccommended to let the icon visible.

& o003

25.1 Icon of resident protection

By clicking on this icon with the left mouse button a main window of resident protection
- "Resident console” would appear.

25.1 Resident console

Via this window (fig. 25.2) it is possible to set, pause, resume or stop the resident
protection. The window is divided into the several parts. The installed providers of
resident protection are displayed in the left part. The "Standard shield“ provider is listed
by default. In the right part of a dialog can be found the information about provider, the
last tested file and the last infected file

The "Pause” button serves for pausing the given provider.

By the "Resume* button it is possible to resume the function of given provider.

The "Terminate“ button serves for terminating the function of the given provider of
resident protection. After clicking this button the computer won't be protected against the
viruses.

The "View/Change“ button server for viewing or setting the configuration of the resident

protection provider. By clicking on this button, a dialog (fig. 25.3) allowing to set the
parameters of resident protection would appear.
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L Avasti? On-Access Scanning Support !En
o Installed providers Standard Shield
o =,
. y - - .

"% ‘e‘ The provider is currently running.

S Standard Shield .

= Version 30112 _ — IFEEEnIi -
‘ﬂ: Task name: Fiesident Pratection

Lastfile scanned.
|C:\SC\EIACKUP\COMMAND.COM
Lastfile infected:

Pause | Terminate... |

Configuration —
“Y'ou can also view and / or modify the current

configuration setings.
Wiew{Change

25.2 Resident console window

Scanner | Blocker | Advanced

@ Flease select objects that should be scanned by this provider,

W Scan diskette boot sectars

W Scan documents

W Scan executed programs
7 32-hit Wincows (Wind2) executables
W 16-hitWindows executables
W M3-DOS based programs

I” Scan created/maodified files
& Allfiles
1 Brlytiles with eelectad exiensicti
ICOM,EXE,DLLSYS,OV?,SYS,\/XD,SBE,BIN,DO?,XL?,BAT,S

[Extesions separated by commas]

= QK = Cancel |

25.3 Resident protection settings

A detailed description of parameters of setting from these pages can be found the
"Description of task pages“ chapter on the following pages:

"Scanner” page
"Blocker* page

"Advanced” page

For storing the changes in the setting press the "OK“ button. For closing this dialog
without saving the changes and going back to the main window press "Cancel“ button.

The last button of a resident console window, the "OK* button serves for its closing.

Resident protection can display several other dialogs during its operation. These dialogs
announce to the user a dangerous operation within a file, the finding of a virus in the boot
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sector of the diskette inserted, or a virus in the program being run or in an OLE document
opened using an OLE function. Their description is provided below.

25.2 Reporting dangerous operations

If a resident task which contains in itself the activity of behaviour blocker is started,
then all the operations of the operating system are monitored.

At an attempt of performing any suspicious operation the resident protection will display
a warning (fig. 25.4) and will delay the performing of the operation in question until the
user informs to it what to do.

Delete File

More Information
File Name: CASCA\BACKUP\command.com
Frogram:

Aiow | Aowal | pemy |

25.4 Suspicious operation warning

The warning contains a text box with the name of the file, with which the suspicious
operation was to be performed. Furthermore, it contains three buttons:

If you click on the "OK* button, the operation will be performed with the file. Other
possible suspicious operations with the file will be announced as well,

The "OK & Ignore“ button will permit the operation in question, and the RGW32
program will not advise the user of any operations with the file in question till its
termination and restart,

The "Cancel” button will inform the program that it should restrain the performing of the
operation in question. After your pressing it the program will not enable the performing of
the operation and, of course, it will also inform the user every next attempt of performing
the dangerous operation with the file in question.

25.3 Reporting a bootvirus and virus on file starting or document
opening

The resident protection can also scan the programs being run, OLE documents opened
with the help of the OLE functions and boot sectors of the diskettes inserted.

If you insert a diskette into the drive, then at the first access to it the program will
check the boot sector, whether or not it contains a virus. If it finds a virus, it will display
a warning message (fig. 25.5). You can continue to work with the diskette, because for
a virus to become active it has to be started-up first, which occurs in case of a boot virus
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Virus found (Resident Protection)

FAVELME (FAVELME)
“Wednesday April 28, 1995 10:38:14 Pk

Soubor "CASCWARNMUSICORO.COM" je infikovan virern :I

e
| |

Bila pouiita dloha "Resident Protection”

'Qommue I Move/FRename... | Delete... |

25.5 Virus warning message

only at the booting of the system. The purpose of the warning message is to advise you of
threatening danger.

The warning message will also be displayed, if a known virus has been discovered in an
executable program, or if the user attempted to open an OLE document containing a virus.
If you click on the "OK* button, you can continue your work, but the access to the infected
will be denied, so it will prevent the infection of your computer.

25.4 RGUARD32 program

RGUARD32 is a program determined for starting and stopping resident task from
a command line.

Parameters:

/1

/login

Displays a login dialog. If it is not inserted, a default login will be performed (with default
username/password/group)

/i numeric ip adress

/i DNS computer name

Works with specified computer. DNS computer name is in the same format as it is displayed
in the enhanced user interface of AVAST32 program.

/e
Jexit
Terminantes running resident task

task name
"Task name*
Starts the task with this name
If there is no parameters inserted like /e, task name, it is only displayed the name of
running resident task.

Parameters combination:
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<start task> has higher priority than /e

examples:

rguard32 /i pavel.abc.cz /1
rguard32 /i 192.150.1.201 /1
rguard32 /i honza /I /e
rguard32 "Resident protection”
rguard32

Chapter 25 Resident protection
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26 Scheduling

The function of scheduling allows to set the automatic starting of selected tasks of
AVAST32 program.

The AVAST32 program uses the standard Task Scheduler for scheduling the time of
task start. This scheduler is available in Windows 98 by default. You need to install
the scheduler to other operating systems (Windows 95, Windows NT). The scheduler
installation can be performed via the MS Internet Explorer 4.x active installation.

26.1 The installation on standalone computers

install MS Internet Explorer 4.x

after the successful installation, open "Control panel“ and click on the "Add/Remove
programs“ item

from the applications list, choose Microsoft Internet Explorer 4.x and click
"Add/Remove* button

in the displayed dialog (fig. 26.1) select the "Add a component to Internet Explorer®
radio button and click on the "OK* button

Internet Explorer 4.0 Active Setup [ %]

" Uninstall Internet Explorer 4.0 and all its companents,  Advanced. |

1+ 4dd & component ko Intemet Explorer.

" idd the Windows Desktop Update component from

‘web site.

26.1 Active installation of Internet Explorer 4

a web page allowing to add the appropriate components of Internet Explorer applica-
tion will appear

check the "Task Scheduler” check box and this page click on "Next“ button
follow the on-screen information to complete the installation

check the http://www.microsoft.com/ page for more information

26.2 Installation on computers connected to network

for the network installation use the Internet Explorer Administration Kit
check the http://ieak.microsoft.com/ page for detailed information
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26.3 ’Scheduled tasks

For scheduling of automatic task start, we recommend to choose such task, which run
automatically and don't ask the user during the operation. The task setting should contain
the following:

e On the "Virus Alert” page should be set what to do with the infected file, e.g. delete,
repair file or continue.

e On the "Common* page not checked "Show information when task obtained no results
also” check box.

e On the "Scheduling” page checked the "Exit after the last pending task will stop“ check
box.

Setting of automatic starting of selected tasks of AVAST32 program, is performed via
the”Scheduled tasks“ (fig. 26.2) menu item of "Options“ menu in main program menu. By
selecting this item a dialog allowing to schedule the automatic task start will appear.

Scheduled tasks

Task | Scheduled st |
" Scan: all local disks" At15:560n17.3.1999

Bemove | Edit |

Close

26.2 "Scheduled tasks“

A displayed window contains a list of scheduled task. There is a name of scheduled task
shown in the "Task column. The time and date of the scheduled task start is displayed in
the "Scheduled at“ column. Via the buttons situated under the list you can modify the list
of scheduled tasks.

By clicking on the "Add“ button a dialog (fig. 26.3) containing a list of available tasks
will appear.

Select hem

EEI honza
-G Resident pratection
; Scan: interactive selection
Y Check: all local disks
G Scan: diskette A;

@ Scan: all local disks
@ Check: interactive selection

QK Cancel |

26.3 Dialog containing a list of available tasks
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Click on the selected task and press the "OK“ button. A dialog allowing to set the
parameters of scheduling itself will appear.

"Schedule” page (fig. 26.4) allows to se the precise date and time of a task start.

Schedule | Task I Sattmgsl

9 115,55 on 17.3.1399

Schedule Task: Start time:
N | [ 5y = Advanced. |

Schedule Task One

Bun on; IWednesday, March 17,1993 j

™ Show multiple schedules

(1] I Cancel I Apply I

26.4 "Schedule” page

"Task” page (fig. 26.5) shows the function of the scheduler itself. It is recommended to
modify nothing on this page.

Schedule Task ISettmgsI

9 CAWINNTAT asks\Avast7Eh job

n; all local disks'|
Browse.

Start i I

Comments: ’

Plun as: ASWNT Y Honza Set password

[ Enabled [zcheduled task runs at specified time]

Ok I Cancel I Lapply

26.5 "Task” page

"Settings” page (fig. 26.6) allows to set some parameters of scheduling in details.

If you are satisfied with the setting, click on the "OK“ button. If you don't want to save
the scheduling of a task, click the "Cancel“ button.

The newly scheduled task will be added to the list of scheduled tasks.
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Schedule | Task  Satings |

Scheduled Task Completed
I Delete the scheduled task when finished.

¥ St the scheduled task after: [72 =) hours)[0 =) minutefs)

Ok I Cancel I Lapply

26.6 "Settings” page

If you would like to remove a task from a list, select it by clicking on the task name and
press the "Remove* button.

If you would like to modify any task listed in the list, select it by clicking on the task
name and press the "Edit“ button. A dialog offering to set the parameters of scheduling
will appear.

The "Close“ button serves for closing the "Scheduled tasks* dialog window.
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27 License

The change of license can be performed via the "License” (fig. 27.1) menu item from
"Options“ menu in main program menu.

By choosing this item a dialog allowing the license change will appear. You need the
appropriate rights for the change of license.

License |
Wva95555309903A0101
[#159959993R3502401 01

License content

@ ‘Waorkstation

@ Customer number: 3999999
@ DEMO warsion

@ Number oflicenses: 1

Bemove | Close

27.1 ” License “ dialog

There are licenses of given computer listed in the upper part of window. By clicking on
the serial number in the list, a detailed information about the selected number will appear
in the lower part of the window.

Click on the "Add* button if you would like to add a serial number. A dialog (fig. 27.2)
allowing to enter the new number will appear.

Enter serial number n

Ok I Cancel |

27.2 Dialog allowing to enter the new number

Enter carefully a purchased serial number into the prepared text boxes. For storing
the number, click on "OK* button. The newly entered number will appear in the list of
purchased licenses. If you don't want to store the number, press the "Cancel“ button.

Via the "Remove* button you can remove the selected number from a list.

For closing the "License“ dialog use a "Close“ button.
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27.1 The number of bought licenses exceeded

In the case you have started the more copies of AVAST32 program than you have bought
licenses, a dialog (fig. 27.3) will be displayed on your computer.

Program is about to terminate ...

Mot enought licences for Avast32. Avast32 found rmore copies running than you
have bought licences.

Contact your dealer:

ALWIL Trade -
Prubezna 76 _I
Prague 10

100 o0

Czech Republic

Add license .. |

27.3 The number of bought licenses exceeded

If you would like to use AVAST32 program on more computers than you have bought

licenses you need to purchase the additional licenses. For information about the purchase
of more licenses contact your distributor.

By the "Add license button you have the opportunity to enter the newly bought serial

number via the License dialog. You have to be logged in to the local computer as an
administrator to be allowed to do this.

If you don't want to add any new serial number, press the "Cancel“ button for closing
this dialog.
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28 ExplorerExtension- QUICK32
program

QUICK32 program is used similarly to AVAST32 and LGUARD32 for file testing on
presence of some known virus.

It is mainly used for file scan called by popup menu (fig. 28.1) i.e. in "Explorer” program.
In other cases is more useful to use AVAST32 or LGW32 program.

Odeslat k

ot
Fopirowat

28.1 Popup menu

QUICK32 program is set up by default to test all files for virus presence. Compressed
files will be at first scanned in its compressed form, then internally decompressed and
scanned again.

The program informs the user on its progress through a small icon (fig. 28.2) situated in
the right part of the task bar.

28.2 Icon of running QUICK32 program

The user is informed about the scanning progress by a dialog window (fig. 28.3), which
shows the name of the file being currently scanned.

Via the "OK* button you can close the window, the scanning will continue. If you want
to stop the scanning earlier, press the "Cancel“ button.

If the QUICK32 program has found a virus, it will inform the user by means of a warning
message (fig. 28.4). However, the program will finish after the finding and announcing of
the first virus, and that is why the user will only be advised of the first virus in case that
the tested folder contains more infected files.
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Simplest scanner is working. Click "Cancel" button if wou want to stap this
patworking or press "OK" button

Tested file
‘ CAPROGRA™YCOMMON FILESY. A\EQNEDT32.5RG —‘
MNumber of tested files: 185 Fun tirme: 0:00:18
Mumbet of tested folders: 31 Speed: 2.1 MB/s

Cancel

28.3 Information about the scanning progress

irus found (Quick32)

pevelmb (PAVELIMEK)
Friclay, April 02, 1999 03:57:38 P

File CASCVWLKAMUSGFE.COM is infected by virus Oropax. ;I

|

28.4 Warning message

The command line of the QUICK32 program reads as follows:
QUICK32 <name>

The <name> parameter determines name of folder or file, which will be scanned,
including its path. In case that as a parameter was entered folder, all its subfolders will be
also scanned.

The QUICK32 program does not send any return codes.

28.1 QUICK32 program setting

It is possible to set parameters of QUICK32 program, if you have the appropriate rights,
only in enhanced user interface of AVAST32 program (a showing of special tasks has to
be enabled, see chapter "Program options¥). List on "Tasks“ sheet contains "Explorer
Extension” item (fig. 28.5) then. By clicking with left mouse button on this item a standard
dialog for task configuration will appear. Here it is possible to make the appropriate
settings.

-4 Screen Saver

@ Complete test of executables
{3 Check: all local disks

28.5 "Explorer Extension“ item
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Chapter 28 Explorer Extension - QUICK32 program

A description of the configuration pages can be found in the "Description of task pages*
chapter.
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29 AVAST32 program command line

The AVAST32 program can be also started directly from a command line. You can start
either the program only or you can start directly some antivirus task.

The command line of Avast32.exe looks as follows:

Avast32 <task name or batch file> [/min ][/batch ][/sim ][/enh ]

The /min switch
AVAST32 program will be started minimized

The /batch switch
It will start enhanced user interface of AVAST32 program and will tell to it that the given
task name is a name of the batch file.

The /sim switch
AVAST32 program will be started in Simple user interface.

The /enh switch
AVAST32 program will be started in Enhanced user interface.

You can enter as many task names or batch files, as you want. If the name contains
spaces it must be inserted between quotation marks. If not, the program will not perform
the task of the given name!

If you would like to start the task on the remote computer, enter Avast32 <computer
name> \<task name> and the appropriate parameters. If there is no computer name stated,
the program will search for the local task of the given name.

If you would like to scan for viruses e.g. some folder with AVAST32 program, you can
enter Avast32 <path> /sim. A Simple user interface of AVAST32 program will be started
and the scanning of the given folder will begin immediately.

If an invalid parameter will be found or any error on the command line will occur, an

error message will be displayed and AVAST32 program will start in the same user interface
as on the last program start.
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30 Program AVAST32 in networks-
installation

Installation program of AVAST32 supports so called administrator installation, which is
possible to use in installation of program AVAST32 on more computers.You can prepare
this installation following these steps:

1. Create a shared directory on the network and copy the index of directory AVAST32,
which is located inside the root directory of distribution CD of AVAST32.

2. Now it is possible to make the change of tasks. In specific language subdirectory (eg.
CZECH) is located a file ASW32C.DAT, which includes standart predefined tasks. These
tasks are created by AVAST32 program itself.

So,if you wish to change the setting of tasks,or create new ones, it is necessary to install
AVAST32 on one computer, on which you can perform the changes needed in task settings.

File ASW32C.DAT is,after the installation of program, located in AVAST32 \DATA
directory.If you wish to just change the tasks, run the program and perform the changes
needed. If you wish to create all of the tasks again, delete the ASW32C.DAT file and run the
program. A new file will be created with no tasks. In program then create all tasks needed.A
detail description of task setup is in the Description of task configuration pageschapter.

When you will be satisfied wit task settings,terminate AVAST32 program and copy the
changed file ASW32C.DAT into the installation directory.

3. It is also possible to change the ASW32S.DAT, which includes setting of groups,users
and passwords. If you wish to change the security settings, proceed to next point.

File ASW32S.DAT is,after the installation, located in DATA directory, as is the
ASW32C.DAT file.The setting itself is then performed through AVAST32 program using
the User manager.

When you will be satisfied with security, terminate the AVAST32 program and copy the
changed ASW32S.DAT file into the installation directory.

4. Next it is neccesary to change the INT files.They are raw text files, which can be edited
by any available text editor.

File SETUP.INT is located directly in AVAST32 directory. Inside the SETUP.INI file is just
switch EnableLangDlg, which enables the user to select, in which language the installation
will run.If it will be enabled (default setting) it allow the user to choose his language.
Otherwise it is automatically the language in which the operating system runs.

File ADMIN.INT is located in specified language subdirectory (eg. CZECH). This file
includes all of the settings of AVAST32 program, even including the setting of automatic
update. The meaning of all settings is directly inside the ADMIN.INT an in manual in
Setting the program parameters chapter.
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5. If everything is changed as you wish, it is posiible to start the installation from the
client station. It can be run by user himself or administrator, it could be ran by SMS or
under Win9x or AVCHECK program.

More informations about andministrator installation are available in ADMIN.TXT file,

which is located in specified language subdirectory (eg. CZECH) in AVAST32 directory on
distribution CD.
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31 Program AVAST in networks- Remote

Administration

Run the AVAST32 program in enhanced user interface. Login into the program as an
administrator (ie. click with right mouse button on local computer icon in Tasks tab,
from the selection available select "Logout”. Than click again on local computer and
from selection avaible select "Login“.In the new dialog window use "administrator” as
a Username and leave the password blank.Then click the OK button.Now you are logged in
as an Administrator into the AVAST32 program and can change all settings of the program.

To have all computers available for remote administration check, whether is the chexk
box "Show all computers that run engine“ on "Main“ page of Settings menu.

Interface is described in chapter "Enhanced user interface / Task Page“. Remote
administration is then performed by logon on remote computer through "Computer”
selection in main menu of the program.Than it is possible to perform all settings and
antivirus tests, as if they were on your local computer.

31.1 Groups

If your network is constructed from a larger number of computers, and the list of
computers with running engine is then long and is becoming untabular, it is possible to
create certain "Groups” of computers and simplyfy the access to the remote machines.

Create new ...
Edit ...
Remave ...

Login ... Chri+T
Lagin as Windows user
Logout Chrl+D

Floating sheet

31.1 "Groups” selection

It is possible to create through the "Group* (fig. 31.1) selection, which is located in the
main menu of the program. You can than choose the "Create New* selection and a dialog
(fig. 31.2) for creating groups will open.

In upper left part of dialog window enter the name of group created. In right part using
the combined area you can select a group in which the new grou should be created. This
way a tree structure of computer groups with installed engine of AVAST32 can be created.
Using the switch "By name“ or "By IP adress” will setup a filter,which will be used for
adding new computers into the group.

Into the text area "By name* write with the characters available the mask of computer
names, which should be added into the group.

If you want to use the IP adress as a filter, enter the text areas "Mask* and "Adress*.
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T

Group nane:

x|

Create in:

IGrnup an7 |<nn group> j

Mew computers filter

1 By name

" By IP addiess

Mask:[ 255 255

. 285 . 255

Address: I ] 0

1} i]

Camputers | aK I Cancel |

31.2 Dialog for creating groups

If you want tu select specifically, which should be added into the group, press the
"Computers* button. A dialog (fig. 31.3) will show up allowing a selection by checkboxes.
In this dialog window are shown all computers, which are included in this particular group.
If you want to show all computers, check the "All computers“ checkbox.

Group 007 group computers...

x|

aldeharan asw oz
betelgeuse
buval

cheetah asw oz
janicek

kanec

knstra

kovacic

kozel

lemnra

mia

=

| of”

[ Al computers Cancel

31.3 Dialog for direct computer selection

With "OK*“ button you will save the changes in groups setting, with "Cancel“ button
a dialog window will be closed without saving the changes.

31.2 Program Update

Specific description of program update can be found in Program Update/ Automatic

Update
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