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CHAPTER 1

Introduction

This chapter presents an overview of MAILsweeper for SMTP and
discusses options for deployment of a MAIL sweeper system.
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Firewall and Gateway Considerations . ...................... 1-5
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Introduction

Overview

MAILsweeper for SMTP implements your business security by:
» Protecting your organisation’s information
» Maintaining your operational effectiveness
* Minimizing legal liability

» Protecting your organisation’s image

Threats to SMTP Mail Systems

Electronic messaging has revolutionised the way organisations do business.
It has however, led to the emergence of a variety of electronic threats
capable of severely compromising an organisation’s security and integrity.

Threats to the security and integrity of your organisation, contained in
electronic messages (email) and their attachments, include:

* Legal liability

» Potential breaches of confidentiality

* Viruses

» Malicious code which can siphon off data

» Unsolicited mail (“spam”)

* Messages from a disguised source (“spoof” mail)
» Offensive or libellous material

A network can also be adversely affected by the receipt of very large emails
or file attachments.

MAILsweeper for SMTP helps you combat these threats by enabling you
to design and apply your own security policies, implemented for all email
passing through your mail system. For example, MAILsweeper can:

* Add legal disclaimers to outgoing messages to guard against legal
action
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Introduction

« Examine the content of messages and their attachments to detect
possible breaches of confidentiality, unsolicited mail, or offensive
material

* Run virus-checking software to detect infected messages and
attachments

For more information about how MAILsweeper helps you implement
security policies for your electronic messaging systemChapter 7.
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Introduction

Deployment

MAILsweeper actsasan SMTP mail relay. It has three services:
e MAIlLsweeper for SMTP Receiver Service
¢ MAIlLsweeper for SMTP Delivery Service
¢ MAlLsweeper for SMTP Security Service

E-mail Network

Internet

SMTP Gateway

Delivery Service

MAILsweeper PC

& =>
Figure1-1: MAILsweeper General Arrangement

Logically, MAILsweeper for SMTP is placed between the SMTP gateway
and the mail feed from the Internet.
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Introduction

Messages flow through the system as shown in Figure 1-1: MAILsweeper
General Arrangement

* TheReceiver service intercepts all incoming and outgoing messages
and passes them to the Security service for processing.

e TheSecurity service processes each message, using the appropriate
policy. It then passes messages that meet your security criteria to the
Delivery service for onward delivery, and treats other messages
according to the configured policy.

* TheD¢divery service uses Domain Name System (DNS) or
MAILsweeper routing to determine where to send each mail message
after processing.

Firewall and Gateway Considerations
When deploying MAILsweeper for SMTP, you must decide where to place
it on the network. The choices depend on whether you have a firewall or
not, and whether you intend to use a dialup connection.

Without a Firewall

If you do not have a firewall in place, the MAILsweeper machine is
connected to your network and all mail, incoming and outgoing, is routed
through MAILsweeper.

[

r Internet

MAILsweeper Router

SMTP Gateway
or Server

Email network

=

Figure 1-2: MAILsweeper Deployment — No Firewall
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With a Firewall

If you have afirewall in place, you have severa deployment options, as
shownin Figure 1-3: MAILsweeper Deployment — With Firewall

Email network
o @
Ly DMZ
/! - Clean Network T Dirty Network

[@ Internet
S E=mo-N-OE=m=
. Router Router

SMTP Gateway
or Server

Firewall

Figure 1-3: MAILsweeper Deployment — With Firewall

These options are:
1. Onthe Dirty network — MAILsweeper is deployed between the
Internet (or router) and the firewall

2. On theClean network — MAILsweeper is deployed on the internal
network, inside the firewall

3. On theSMTP Gateway — MAILsweeper is deployed on the SMTP
gateway machine

4. OntheDMZ — MAILsweeper is deployed in the special demilitarized
zone network.

Althoughitispossibletoinstall MAILsweeper onthe
firewall, thisis not recommended. To pursue this
type of installation, contact technical support.
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Using a Dialup Connection

MAILsweeper can be configured to useadial up connection for sending and
receiving mail. This arrangement may suit small- to medium-sized
companies that do not maintain a permanent internet connection.

At predefined intervals, adialup connection is made to the Internet Service
Provider (ISP). Once connected, arequest is made to the ISP mail server to

send your incoming mail. MAIL sweeper also attempts to deliver outgoing

mail through the normal mail routing mechanism; that is, DNS and routing.

Y ou can configure the routing so that all outgoing mail is routed to your

ISP’s mail server for forwarding. This may help to reduce connection times.
When there is no more outgoing mail to send and no more incoming mail
to receive, the dialup connection is closed.

Locating the MAILsweeper Snap-Ins

The user interface to MAILsweeper for SMTP is supplied in the form of
two snap-in tools for the Microsoft Management Console (MMC). These
are:

« The Policy Editor, which is used for configuring the system to reflect
the policies you want to establish

e The MAILsweeper Manager, which is used for controlling the
services and for inspecting messages that have been intercepted

It is normal practice for an organisation’s network server and firewall (if it
has one) to be located in a secure environment. The Windows NT
workstation where you install MAILsweeper should be in this secure area.
This machine must have the Policy Editor installed, and it is convenient,
though not essential, for it also to have the Manager installed.

You can install a MAILsweeper Manager on any one or more workstations
on your network, to allow different people to administer the system from a
more convenient location. With more than one Manager components
installed, different people can take responsibility for different mail areas. If
you do this, you must set up the permissions on the Policy Editor machine
to enable the control functions for the remote user or users.
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What Next?

When you have decided how to deploy your MAIL sweeper for SMTP
system, do the following:

1
2.
3.

Install MAILsweeper for SMTP. See Chapter 2.
Load any anti-virus tools you require. See Chapter 2.

Add the Manager snap-in (only after a Remote management only
installation). See Chapter 3.

License your MAILsweeper system. See Chapter 4.
Set up your network routing. See Chapter 5.
Set up your security policies. See Chapter 7.
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CHAPTER 2

Installation

This chapter lists theinstallation prerequisites and describes how to install
and remove MAILsweeper for SMTP. It also gives an overview of anti-
virustools.

Installation Prerequisites . ... 2-2
Hardware. . ... ... 2-2
SOftWANE . .o 2-2
Checklist. ..o 2-3

Installation Procedure. . ... i 2-4

Anti-Virustools . . ..o 2-9

Removing MAILsweeper for SMTP . ......... ..., 2-10
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Installation

Installation Prerequisites

For afull installation of MAIL sweeper for SMTP, your machine must meet
the following requirements:

Hardware
e Pentium processor

e Minimum of 128 MB of RAM memory

» Minimum or 500 MB of free disk space

» Access to CD-ROM for installation (this could be over the network)
* Network interface card or cards

e A colour graphics system

¢ A mouse

Software
* Microsoft Windows NT Workstation or Server Version 4.0

* Windows NT Service Pack 4

e TCP/IP including a host and domain name and a Domain Name
System (DNS) server entry (check ®retocols tab accessed
throughNetwork in theControl Panel)

» Remote Procedure Call (RPC) service
« Remote Access Service (RAS)
«  SNMP servicd

« Microsoft Management Console (MMC) Version3.1

1. RAS is required for dialup support only.

2. The SNMP service is required for SNMP alerters only.

3. The Microsoft Management Console Version 1.1 is provided
in the MAILsweeper kit.
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« Internet Explorer Version 4.0 with Service Pack 1

If you have an earlier version of MAILsweeper for SMTP,
you must remove it from your machine before installing
Version 4.0.

Checklist

Before installation, make sure you have the following information:
e The company name for which MAILsweeper will validate messages.

e The local domain name or names for which MAILsweeper will
validate messages.

« The IP address or host name of the existing mail gateway.

* The IP address or host name of your proxy-based firewall, if one is
used.
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Installation Procedure

Once you have determined the configuration required for your network,
prepared your network for MAILsweeper deployment, and removed any
earlier version of MAILsweeper for SMTP, you can install MAIL sweeper
for SMTP on the host machine.

MAILsweeper must beinstalled by auser with write accessto the Windows
NT registry (such as a user in the Administrator’s group).

It is strongly recommended that you exit all Windows
programs before running the setup program.

One of the files in the MAILsweeper for SMTP kit is callETUP.EXE.
Run this to start the installation, then follow the dialog boxes in the setup
wizard.

Setup Type
Choose either:
e A full MAILsweeper for SMTP installation (that is, the

MAILsweeper services, MAILsweeper Policy Editor and the
MAILsweeper Manager).

¢ Remote management only. This installs only the Manager
component, as described@mapter 1.

Destination Location
Specify the folder in which MAILsweeper for SMTP will be installed. If
you change the default setting, specify a folder that is on an NTFS patrtition.
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Company and Domain Names
Specify your company name and your default domain name.

Enter your company and domain names

Enter pour company name and your defaulk domain name.

MIMEsweeper “'ou must complete both fields before you can continue the

installation.

Campany IM}I Company

Damnain Imycompany.cum

< Back I Hest > I Cancel |

Figure 2-1: Company/Domain Name Dialog Box

Thedomain specified isused to distinguish between inbound and outbound
messages. It is also used to configure MAILsweeper routing, and to
construct the default addresses. These are:

e Server -mai | sweeper @domai n>
e Administrator post nast er @donai n>

You can change these addresses later in the policy editor.
Mail Routing
During installation you are prompted to enter addresses for the forwarding

of inbound and outbound mail passing through MAILsweeper. This
information is used to initialize the routing and anti-relay configuration
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parameters. If you choose not to enter theinformation at thistime, you must
use the Policy Editor to configure these parameters later.

Soecifying |P addresses rather than host names improves
mail throughput.

Inbound

Normally, inbound mail should be forwarded to your SMTP gateway, so
enter the IP address (or host name) of your gateway in the Inbound mail
field.

An exception to thisisif you are installing MAIL sweeper outside a proxy-
based firewall (that is, on the dirty network). In this case, enter the IP
address (or host name) of the firewall, so that inbound mail isforwarded to
the firewall.

If you areinstalling on the gateway itself, enter the loopback address
(127. 0. 0. 1) intheinbound mail field. After installation, you will need
to reconfigure the TCP/IP port number used by the gateway and edit the
Inbound route accordingly. See Chapter 5 for more details.

MAI Lsweeper deems mail to beinbound if the destination
domain matches your local domain. If you have multiple
local domains, after installation, use the Policy Editor to
enter domain synonyms, and to enter a new route for each
additional domain.

Outbound

Thisfield can be left blank, in which case DNS will be used for outbound

mail routing. However, if you areinstalling MAILsweeper behind a proxy-
based firewall (that is, on the clean network) or in the firewall's DMZ for
example, then outbound mail should be forwarded to the firewall. In this
case, enter the IP address (or host name) of the firewall.
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Mail Routing I

Enter the IP addrezzes for fanwarding inbaund atnd autbaund rmail
Fiefer to lhe Getting Started Guide for mare information.

Thig infomnation iz used to initialize the routing and anti-elay
MIMEsweeper configuration parameters. IFyou do not enter this information now,
you will have to canfigure these parameters manually.

I3 Te0Tate N | it1byouthd mail addre:

Outbovund: |<Dutbound mal address (optionall»

< Back I Ment = I Cancal |

Figure 2-2: Gateway/Firewall Address Dialog Box

To enable MAILsweeper to check your mail, you may need
to modify your MX record or recordsin the DNSto
reference your MAILsweeper machine instead of your
existing email gateway.
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Setup Complete

Setup has fimzhed installing MalLsweeper for SMTP on wour
computer,

MIMEsweeper

[v iStart the Microsoft Management Consols

[V Display the online help.

Click Finizh to complete Setup.

< Back I Finizh I

Figure 2-3: Setup Complete Dialog Box

On afull installation, the Policy Editor and Manager snap-ins are loaded
automatically, and if you choose to start the Microsoft Management
Console (MMC) on completion of theinstallation, the MMC consoleis
launched.

After a Remote management only installation, you must add the
MAILsweeper for SMTP Manager snap-in.
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Anti-Virus Tools

Y ou can choose to use amost any anti-virus tool. The MAILsweeper for
SMTPkit includes anumber of evaluation copies of anti-virustools. To use
any of these, install them separately, according to the instructions in the
appropriate README file.

To use an anti-virus tool to check emails and their attachments:

1. Instal the anti-virustool.

2. Create ascenario which calls the tool to check, and if appropriate,
clean the message.

If your anti-virustool runs as an executable file, use the Virus
Manager scenario. Usethe New Scenario wizard to createlinksto the
anti-virustool.

If you install one of the anti-virus tools distributed with the

MAIL sweeper Kit, set up scenariosto use the tool as described in the
appropriate README filein the distribution kit. For licensing
details, contact the supplier of the anti-virus tool.
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Removing MAILsweeper for

SMTP

Y ou can remove the current version of MAIL sweeper for SMTP from your
machine. Do this, for example, if you have installed a MAILsweeper
system for testing, or if you wish to move MAILsweeper to adifferent

location.

To remove MAILsweeper for SMTP:

1. Inthe Control Panel, double-click Add/Remove Programs.
2. Fromthelist of entries displayed on the I nstall/Uninstall tab, select

MAIL sweeper for SMTP, then click Add/Remove.

Add/Bemove Programs Properties

Install/Uninstall | windows NT Setup |

To install & new program from a floppy disk or CO-F Ok
drive, click Install.
_

Install...

Windows, To remove a program or to modify its ingtalled

@ The following software can be automatically remowved by
components, select it from the list and click

Add/Remaove.
Holagraphic Screen Saver 1.0 ;l
HTML wizard's Assistant
Intel RS 30
Lotus Mates
MalLsweener for SMTE J

Microzoft FrontPage 97
Microzoft Intermet Explarer 4.0
Microzoft Music Contral

Microzaft Office 97, Professional Edition LI
Add/Bemove. . |
QK | Cancel | Lpply |

Figure 2-4: Add/Remove Programs
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Theuninstall processremoves most of the MAIL sweeper componentsfrom
the host machine, including all of the .dll and .exe files. Thelicence details,
configuration settings and the log files are retained.

Some el ements cannot be removed by the uninstall program and should be
removed after uninstall is complete. It is recommended that you check the
MAILsweeper for SMTP folder and remove these elements manually.
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CHAPTER 3

Adding Snap-ins

This chapter describes how to add the MAIL sweeper for SMTP snap-insto
the Microsoft Management Console.

ONAP-INS .« ottt 32
Startingthe MMC. .. ... 3-2
AddingaSnap-in ...........oi i 3-3
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Adding Shap-ins

Snap-ins

MAILsweeper for SMTP uses two Microsoft Manager Console (MMC)
snap-ins for policy and system management. These are the Policy Editor
snap-in and the Manager snap-in. During afull installation, a default
console named MAI Lsweeper for SMITP Consoleis created containing both
of these snap-ins. During a Remote management only installation, no
default consoleis created, and after such an installation you must create a
console containing the manager snap-in.

A console contains all the settings of the snap-ins and is saved under its
console name asan M SCfile. Y ou can create as many consoles asyou want
in addition to the default created during installation.

Starting the MMC
To start the MMC:

1. From the Start menu, choose Run.
2. Enter MMC and click OK.
The MMC tarts and displays a default console.
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Adding a Snap-in
To add asnap-in:

1. Onthe Console menu, select Add/Remove Snap-in.

The Add/Remove Snap-in dialog box appears.

Adding Shap-ins

Add Standalone Snap-in ﬂﬂ
Awailable Standalone Snap-ing:
Shap-in | Wendor
gﬁl General Contral
[®] Link to Web Address
Q MaAlLsweeper for SMTP Manager Content Techhologies
j MAILsweeper for SMTP Policy Editor Content Technologies
M anitaring Cantral
— Dezcription
Add

Figure 3-1: Add/Remove Snap-in

2. Click Add. The Add Standalone Snap-in dialog box appears.

3. Select either the MAIL sweeper for SMTP Policy Editor or the
MAIL sweeper for SMTP Manager snap-in.
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Add Standalone Snap-in 2 x|

Awailable Standalone Snap-ing:

Shap-in | Wendor |
[CAFolder
gﬁl General Contral
[®] Link to Web Address
‘{-’?ﬂ MaAlLsweeper for SMTP Manager Content Techhologies
8] Leveeper for SMTP Policy Editor Content Technologies
7 M amitaring Contral

— Dezcription

MalLsweeper far SMTF Paolicy Editar for the Micrasoft Management
Console

Add Cloze

Figure 3-2: Add Snap-in

4. Click Add. The Shap-in wizard appears. Click Next.
5. The process now depends upon which snap-in you are adding:
a. If you are adding a Policy Editor snap-in, enter the name for the
snap-in.
b. If you are adding a Manager snap-in, enter the machine name.

Thisis the name of the machine running the security service you
wish to manage (that is, the machine on which afull installation

has been compl eted).
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MIME sweeper Manager Snap-In

Select the machine pou wizsh ta monitar, and

MIMES\'EE Per name the manager.

Machine name:
IFred

Browse. .. |

Il ahager hame:

MIME sweeper on Fred '

< Back I Finizh I Cancel

Figure 3-3; Wizard Machine Name Page

If you are unsure of the machine name, click Browse and select from
the displayed list.

There may be machineswhose names do not appear inthe browselist.
As an dternative to a machine name you can enter its | P address.

6. Repeat steps 3, 4 and 5 to add further snap-ins.
7. Click Close, then OK.
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CHAPTER 4

Licensing

This chapter describes how to license MAILsweeper for SMTP.

Addingalicence. .. ...t 4-2
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Adding a Licence

Before you can use the MAILsweeper for SMTP system, you must add a
valid licence on the machine where you did afull installation. To do this:

1. Expand the MAILsweeper Policy Editor tree.

2. Right-click the Licencesfolder, point to New, then click
MAIL sweeper for SMTP Licence.

'iti MAILsweeper for SMTP Console - [Console Root\MAILswee... [Hi[=] '

Jﬁ Conscle  “Window  Help |J = |

ISETET

|J Action  Wiew |J L | | E%

L Console Root

B )t MAlLswesper Policy Editor
N ok Licerices:
EQ &l Leweeper for SMTP

g MIME sweeper on 'localhost’

[ ame | Type

Address Lists

Policies
Meszage Areas
o Y Mlerbers

- gl SMTP Relay

Figure4-1: Licences

3. Inthe New Licence wizard, enter the details of your new licence.
Ensure that you enter the detail s exactly as supplied.

eper for SMTP Licence

Wigwm
Arrange lcons #
Line up lcons

Help

Figure4-2: New Licence
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Mew Licence

Please enter the licensing details that pou have been supplied in the fields below.

Compaty name: IMy Company

Key: |MFF|?-NH.&S-B1 K -K4AN-BOWS-L 77T

Serial number: |51 19-045E-0835-7000

¢ Back I Heut » I Cancel | Help

Figure4-3: Licencedetails

After setup is complete, the newly-entered licenceislisted in the details
pane of the console, as shown in Figure 4-4: New Licence Entry.

'iti MAILsweeper for SMTP Conzole - [Console Root\MAILsweeper Policy ... [EI[=] '
Jﬁ Conzole  Window  Help |J OD=EE | |_|_|- 2] x|

|J Action  Wiew |J L | | E% |

L1 Console Root

- alLsweeper Palicy E ditor
Licences

-G MAlLsweeper for SMTP
g FIME sweeper on 'localhost’

| I |
Figure 4-4: New Licence Entry

| Type
MalLsweeper for SMTF Licence

Y ou can now start the delivery, receiver, and security services.
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Licences are cumulative. For example, if you have a
licence for 100 users and request an upgrade for another
100 users, enter the details of the new licence. Your system
will then be licensed for the sum of the two licences,
namely 200 users.
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CHAPTER 5

Deployment

This chapter describes how to deploy MAILsweeper for SMTP.

Without aFirewall ....... ... . 5-2
WithaFirewall......... ... .. 53
OntheDirty Network . . ... e 5-3
OntheClean Network . ... ... 5-6
Onthe SMTPGateway . . . .. oo oo e 5-8
ONthe DMZ . ... 5-10
UsingaDialupConnection ............covviiiiininnnnnnn. 5-12
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Without a Firewall

To deploy MAILsweeper for SMTP on a network without afirewall:

1. Configurethe SMTP gateway to forward all outgoing mail to the
MAILsweeper machine.

Refer to the documentation for your gateway for details of how to do
this.

2. Ensurethat mail routing is configured on the MAIL sweeper machine
so that incoming mail for your domain or domainsisforwarded to the
SMTP gateway.

If, during installation, you entered the | P address or host name of your
SMTP gateway as the inbound forwarding address, the
MAILsweeper machine is automatically configured to forward mail
to the gateway for the domain you entered during installation.

If you did not enter the IP address or host name of your SMTP
gateway during installation you must configure this route. If your
organisation has more than one domain, you must configure routing
for the remaining domains.

Routing is configured using the SMTP Relay folder of the
MAILsweeper Policy Editor. For further details, click Help on the
New Route wizard pages.

3. Alter the MX records on the Domain Name Server (DNS) that
currently reference your SMTP gateway to reference the address of
the MAIL sweeper machine.
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With a Firewall

If you have afirewall, the deployment options are:

On theDirty network — MAILsweeper is deployed between the
Internet (or router) and the firewall.

On theClean network — MAILsweeper is deployed on the internal
network, inside the firewall.

On theSM TP Gateway — MAILsweeper is deployed on the SMTP
gateway machine.

On theDMZ — MAILsweeper is deployed in the special de-
militarised zone network.

On the Dirty Network
To deploy MAILsweeper for SMTP on the dirty network:

1. For apacket-based firewall, configure the SMTP gateway to for-

ward outgoing mail to the MAILsweeper machine.

Refer to the documentation for your gateway for details of how to do
this.

For aproxy-based firewall, change routing on the firewall to forward
outgoing mail to the MAILsweeper machine.

Refer to your firewall documentation for details.

For gpacket-based firewall, ensure that mail routing is configured on
the MAILsweeper machine so that all incoming mail for your domain
or domains is forwarded to the SMTP gateway.

If during installation you entered the IP address or host name of your
SMTP gateway as the inbound forwarding address, the
MAILsweeper machine is automatically configured to forward
incoming mail to the gateway for the domain entered during
installation.

In the example shown iRigure 5-1: Routing for Packet-Based
Firewall, myconpany. comis the name of your organisation’s
email domain andat eway is the name of the SMTP gateway.
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Incoming Properties EE

General FRouting I

Domain: Imycu:umpany.cnm

Type: i~ Additional f* Forced " Default
|Manua|[0utes: i1
Hoszt | Fart | Preference |

gateway 25 1]

0k I Cancel Apply Help

Figure5-1: Routing for Packet-Based Firewall

If you did not enter the IP address or host name of your SMTP
gateway during installation you must configure this route.
Additionally, if your organisation has more than one domain, you
must configure routing for the remaining domains. Use the SMTP
Relay folder of the MAILsweeper Policy Editor to do this.

For aproxy-based firewall, ensure that mail routing is configured on
the MAIL sweeper machine so that all incoming mail for your domain
or domainsis forwarded to the firewall. The SMTP proxy on the
firewall will route the mail to the SMTP gateway machine.

If during installation you entered the | P address or host name of your
firewall as the inbound forwarding address, the MAIL sweeper
machine is automatically configured to forward incoming mail to the
firewall for the domain you entered during installation.

In the example shown in Figure 5-2; Routing for Proxy-Based
Firewall, nyconpany. comis the name of your organisation’s
email domain andli r ewal | is the name of the firewall.
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Incoming Properties EHE |

General Fouting |

Diomait; Imycnmpany.c:nm

Type: = Additional ¢ Forced " Default

|h-1 anual routes: i

0K I Cancel Apply Help

Figure5-2: Routingfor Proxy-Based Firewall

If you did not enter the | P address or host name of your firewall during
installation you must configure this route. Additionally, if your
organisation has more than one domain, you must configure routing
for the remaining domains. Use the SMTP Relay folder of the
MAILsweeper Policy Editor to do this.

. Secure thefirewall so that:

 Outgoing SMTP mail can go only to the MAILsweeper host.

* Incoming SMTP mail can come only from the MAILsweeper host.

. Alter the MX records on the Domain Name Server (DNS) that
currently reference your SMTP gateway or proxy-based firewall to
reference the address of the MAILsweeper machine.

. Secure the MAILsweeper machine.

SeeChapter 7 for details of how to secure the MAILsweeper host
machine.
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On the Clean Network
To deploy MAILsweeper for SMTP on the clean network:

1. Configure the SMTP gateway to forward outgoing mail to the
MAILsweeper machine.

Refer to the user documentation for your gateway for details of how
to do this.

2. For aproxy-based firewall, change routing on the firewall to send
incoming mail to the MAILsweeper machine.

Refer to your firewall documentation for details.

3. Ensurethat mail routing is configured on the MAI L sweeper machine
so that all incoming mail for your domain or domainsis forwarded to
the SMTP gateway.

If during installation you entered the | P address or host name of your
SMTP gateway as the inbound forwarding address, the
MAILsweeper machine is automatically configured to forward
incoming mail to the gateway for the domain you entered during
installation.

In the example shown in Figure 5-1: Routing for Packet-Based
Firewall, nyconmpany. comis the name of your organisation’s
email domain andat eway is the name of the SMTP gateway.

If you did not enter the IP address or host name of your SMTP
gateway during installation you must configure this route.
Additionally, if your organisation has more than one domain, you
must configure routing for the remaining domains. Usestidd P
Relay folder of the MAILsweeper Policy Editor to do this.

For aproxy-based firewall, it is also necessary to ensure that malil
routing is configured on the MAILsweeper machine so that mail for
all other domains (outgoing mail), is forwarded to the firewall.

If during installation you entered the IP address or host name of your
firewall as the outbound forwarding address, the MAILsweeper
machine is automatically configured to forward outgoing mail to the
firewall.

In the example shown iRigure 5-3; Routing for Proxy-Based
Firewall, * represents mail for all other domains (outgoing mail) and
firewall isthe name of the firewall.
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Outgoing Properties H |

General  Routing I

Lromait: I"

Type: " Additional ' Forced " Default

‘Manual_rnutes: BRI
Huost | Fuart | Preference |

fireweall 2h 0

ak I Cancel Apply Help

Figure5-3: Routingfor Proxy-Based Firewall

If you did not enter the | P address or host name of your firewall during
installation you must configurethisroute. Usethe SM TP Relay folder
of the MAILsweeper Policy Editor to do this.

4, Securethefirewall so that:
 Outgoing SMTP mail can come only from the MAILsweeper host.

« Incoming SMTP mail can go only to the MAILsweeper host.

5. Secure the MAILsweeper machine.

SeeChapter 7 for details of how to secure the MAILsweeper host
machine.
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On the SMTP Gateway
To deploy MAILsweeper for SMTP on the SMTP gateway:

1

Allocate anew TCP/IP port for routing SMTP mail within the gate-
way machine.

Thismust be a port that is not allocated to any other service. For
example, you might allocate 20025. Check the Servicesfilesto
ensure that the port is free.

Configure the SMTP gateway to listen on the newly-allocated port.

Refer to the documentation for your gateway for details of how to do
this.

The choice of SMTP port for receiving mail must be
configurable on the SMTP gateway. It isonly
possible to deploy MAILsweeper for SMTP on the
gateway if the gateway has this facility.

Configure the SMTP gateway to forward all outgoing mail to the
localhost host name, whichisan aliasto theaddress127. 0. 0. 1 or
loopback address. Thisforwards all outgoing mail to MAIL sweeper
for processing.

Refer to the documentation for your gateway for details of how to do
this.

Ensure that mail routing is configured on the MAIL sweeper machine
so that all incoming mail for your domain or domainsis forwarded to
127. 0. 0. 1. Thisforwardsall incoming mail tothe SMTP gateway,
which islistening on the newly-alocated port.

If during installation you entered the localhost host name or IP
address (127. 0. 0. 1) astheinbound forwarding address, the
MAILsweeper machineis configured to forward incoming mail to
this address for the domain you entered during installation. However,
you must configure the Port entry to reflect the newly-allocated port
that the SMTP gateway listens on (by default theinstallation setsthis
to 25).

In the example shown in Figure 5-4: Routing for the Gateway,
nmycomnpany. comis the name of your organisation’s email domain,
| ocal host is the name of the SMTP gateway (you could also use
127. 0. 0. 1), and20025 is the newly-allocated port.
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Incoming Properties EHE |

General Fouting |

Diomait; Imycnmpany.c:nm

Type: = Additional ¢ Forced " Default
|h-1anua|_n:|utes: i

Hogt Part Preference

0K I Cancel Apply Help

Figure 5-4: Routing for the Gateway

If you did not enter the localhost name or IP address during
installation you must configure this route now. Additionally, if your
organisation has more than one domain, you must configure routing
for the remaining domains. Use the SMTP Relay folder of the
MAILsweeper Policy Editor to do this.

If the gateway isinside aproxy-based firewall, you must also ensure
that mail routing is configured so that mail for all other domains
(outgoing mail), is forwarded to the firewall.

If you entered the IP address or host name of your firewall during
installation as the outbound forwarding address, the MAIL sweeper
machine is automatically configured to forward outgoing mail to the
firewall.

If you did not enter the | P address or host name of your firewall during
installation you must configure this route now. Use the SMTP Relay
folder of the MAILsweeper Palicy Editor to do this.

5. Secure the gateway machine.
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See Chapter 7 for details of how to secure the MAILsweeper host
machine.

On the DMZ
To deploy MAILsweeper for SMTP on the DMZ:

1. For apacket-based firewall configure the SMTP gateway to for-
ward outgoing mail to the MAIL sweeper machine.

Refer to the documentation for your gateway for details of how to do
this.

For a proxy-based firewall change routing on the firewall to send
incoming mail to the MAILsweeper machine.

Refer to your firewall documentation for details.

2. Ensurethat mail routing is configured on the MAIL sweeper machine
so that all incoming mail for your domain or domainsis forwarded to
the SMTP gateway.

If during installation you entered the | P address or host name of your
SMTP gateway as the inbound forwarding address, the
MAILsweeper machine is automatically configured to forward
incoming mail to the gateway, for the domain you entered during
installation.

In the example of Figure 5-1: Routing for Packet-Based Firewall,
nmycomnpany. comis the name of your organisation’s email domain
andgat eway is the name of the SMTP gateway.

If you did not enter the IP address or host name of your SMTP
gateway during installation, you must configure this route.
Additionally, if your organisation has more than one domain, you
must configure routing for the remaining domains. Usestid P
Relay folder of the MAILsweeper Policy Editor to do this.

For aproxy-based firewall, it is also necessary to ensure that malil
routing is configured on the MAILsweeper machine so that mail for
all other domains (outgoing mail), is forwarded to the firewall.

If during installation you entered the IP address or host name of your
firewall as the outbound forwarding address, the MAILsweeper
machine is configured to forward outgoing mail to the firewall.
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In the example of Figure 5-3: Routing for Proxy-Based Firewall, *
representsmail for all other domains (outgoing mail) andf i r ewal |
is the name of the firewall.

If you did not enter the | P address or host name of your firewall during
installation you must configurethisroute. Usethe SM TP Relay folder
of the MAILsweeper Policy Editor to do this.

3. Securethefirewall so that:
» Outgoing SMTP mail can come only from the MAILsweeper host.

* Incoming SMTP mail can go only to the MAILsweeper host.

4. For apacket-based firewall only, alter the MX records on the
Domain Name Server (DNS) that currently reference your SMTP
gateway to reference the address of the MAILsweeper machine.

5. Secure the MAILsweeper machine.

SeeChapter 7 for details of how to secure the MAILsweeper host
machine.

If there is more than one route, the order of routesis
important. The delivery service traverses thelist fromtop
to bottom and stops at the first entry with a matching
domain. Itisvital that the mor e specific entries (incoming)
appear before the wildcard entries (outgoing).
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Using a Dialup Connection

If you have afirewall, and you intend to use a dialup connection, you
should deploy MAILsweeper on the dirty network (see Chapter 1).

To configure MAIL sweeper for SMTP to use a dialup connection:

1. Install Windows NT Remote Access Service (RAS). Dialup support
requires this service.

a Onthe Control Panel, double-click Network.
b. Select the Servicestab and click Add.
Refer to the Windows NT documentation for more details.

2. Define a phone book entry for connecting with your ISP.

MAILsweeper uses Windows NT Dial-Up Networking (part of the
Remote Access Service) to initiate the dial-up connection. A Dial-Up
Networking phone book entry must be defined, specifying the phone
number you need to dial to connect to your | SP.

Thisentry can be defined in either of two ways:

a. Click the Windows Start button, point to Programs, then
Accessories, then click Dial-Up Networking.

b. From the Dialup settingsin the SMTP Relay folder of the
MAILsweeper Policy Editor.

It is recommended that you test this dial-up connection manually, to
ensure that it is set up correctly. This can be done using Dial-Up
Networking or the RASDIAL command.

3. Configure the SMTP dialup connection for sending and receiving
mail. This can be configured to your own requirements.
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CHAPTER 6

Management

This chapter givesabrief tour of the options availablein the MAIL sweeper
for SMTP Manager.

MESSAgES. . . . ot 6-2
MESSAgE AIEaS . . .\ ittt e 6-2
Examining the Detailsof aMessage. ... ................o..t. 6-3
Processing Options. ... ...t 6-3
ReCENt MESSAgES. . . .. oot e 6-4

SEIVICES. . ot ittt e 6-5
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Messages

MAIL sweeper for SMTPintercepts questionable messages according to the
policies you have set up, and places them in message areas for later
processing. If you have set up appropriate notificationsit also informsyou
of the action it has taken.

Y ou can examine the contents of the message and analyse the reasons for
its being placed in amessage area. Y ou can also dispose of such messages
in avariety of ways.

Message Areas
MAILsweeper for SMTP createsanumber of message areas on installation,
and you can use the policy editor to create more.

Once the security serviceis running you can view the message areas by
expanding the Message Areas item in the console tree. Double-click the
message area name to see the messages held.

'fii MAILsweeper for SMTP Console - [Console Root\MIME sweeper on ‘local... [H[E] [E3 I

Hﬁ] Console  Window  Help |J O=HE | |_|— =l
e v e 2 Em]2 %% |
[:I l;onsole Foot Mame I Size I Acce... I Tupe
% talLaweeper Policy Editar HEDry Messages 0 Wwiite  Quarantine area
B, - HIME sweeper on ‘localhost! [l Encrypted Me... 0 Wwhite  Quaranting area
ElQ MalLsweeper for SMTP @ Palked Mesza.. 0 Wirite Parking area
E‘a Message Areas T Undetemined .. 0 wite  Quarantine area

-TM] Dirty Messages
IE[[ Enciypted Messages
@ Parked Messanes

------ IE[[ Undetermined Meszages
@ Recent Messages

. % Services | I_.I

|4 meszage arealz). 0 mezzagelz] held. |

Figure 6-1: Message Areas
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Examining the Details of a Message
Double-click the message entry in the details pane to see the message
properties box.

To open amessage in order to examine it in more detail, right-click the
message then click Open. Click Help for more information.

™ Meszage Bc2aB5a3bh449b3bcald8 (Dirty In) Hi=] E3
® = (-~ %] E%

Delete Felease  Foward FReprocess  Save Help

Message Analpsis I Raw Datal

Scenario | Action | Diescription |
Scenanioz/Incoming/block  detected "Blocked. '
SMTP Messages recaghised 'The operation completed succ...

] 01
“Joto

Figure 6-2: Open Message Detail

Processing Options
To process a message, right-click the message and choose one of the
options from the menu that is displayed. These options are:

e Open — as described.
* Delete — deletes the message.
* Release - releases the message into the delivery queue.

« Forward — forwards a copy of the message to the recipient of your
choice.

« Reprocess— puts the message back through the security service to be
reprocessed. Use this option, for example, if you are testing a policy
or if you have changed the policy.

» Save - saves the message in a file area.

For further details clickielp.
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Recent Messag es

Y ou can display the Recent M essages to monitor the behaviour of the
system. The details pane showsarolling display of all processed messages.
Messages that are intercepted will be diverted to message areas or simply
blocked.

Double-click amessageto examineitsdetails. Thedisplay issimilar to that
for messages in the message areas.
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Services

Y ou can start and stop each of the three services (delivery, receiver, and
security).

To start aservice, select Services in the console tree, select the service
name in the details pane and click the green flag icon.

To stop a service, select the service name and click the red flag icon.

[:_| Conzole Roat Service | Statuz | Access

=8 MIMEsweeper on KEVING' iDelivery Service Started Wwrite
Q MalLswesper for SMTP G Feceiver Serv.. Started Write
% Services B Secuiity Service  Started ik

Figure 6-3: Services
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CHAPTER 7

Implementing
Security Policies

This chapter describes the basic concepts and elements of MAIL sweeper
for SMTP, and liststhe main properties of the system. It also describes how
to secure the MAIL sweeper host machine.

The second half of the chapter shows aworked example for use as a model
for setting up your own palicies.

MAILsweeper ConceptsandElements .. ....................... 7-2
Which MessagestoCheck .. .......... i, 7-2
What Threatsto Guard Against . ............ccoviiiienn.n.. 7-3
What ActiontoTake. .. ...t 7-3

Properties . ..o 7-5
SMTPRE@Y . ... 7-5

Reloading Policies . ... e 7-6

Securingthe Host Machine . ......... ... .. ... .. .. ... 7-7

Worked EXample . . ... 7-11
AdAressListS. . .ot 7-13
Incoming Virus-Infected Messages . . ............... ... .. 7-14
Outgoing Virus-InfectedMessages .. ...............coovvnn. 7-17
Legal DisClaimer. . ......coie i 7-20
Large MESSAgES. . . . ottt 7-21
Confidential Material . .......... oo, 7-23
Prohibited Messages. . . ... ..o v i 7-29
Relay Prevention. . ... 7-32
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MAILsweeper Concepts and
Elements

MAILsweeper for SMTP protects your organisation from threats such as
those described in Chapter 1 through the implementation of policies that
you define. Policies identify:

* Which messages to check
* What threats to guard against

* What to do with offending or suspect messages, and who to inform
about them

Which Messages to Check

MAILsweeper implements security policies according to the intended route
or routes of each message, as defined by its sender and recipients. You can,
for example, specify a security policy to apply to all messages sent from
outside your organisation to all users within your organisation. Other
policies may apply only to particular groups or individuals, such as
members of staff in the Sales department, or anyone working in a rival
organisation.

Many email messages are sent to multiple recipients. If different policies
apply to different routes of the same message, MAILsweeper for SMTP
splits the message into separate messages and processes each according to
the relevant policy.

When you set up a security policy on MAILsweeper for SMTP, you create
ascenario folder for the sender/recipient routes to which the policy is to
apply. You can specify individual sender/recipient combinations, or use
address lists to define these routes.

Scenario folders can be arranged in a hierarchy, with higher-level folders
applying to more general routes (such as all messages entering your
organisation’s domain) and lower levels defining more specific sets of
users. When processing a message, MAILsweeper checks each scenario
folder, starting at the top of the hierarchy, and for each route of the message,
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findsthe folder with the best match (that is, the match made using the least
amount of wild cards).

What Threats to Guard Against

For each potential threat you want to guard against, such as virus-infected
messages or the leaking of confidential material, you set up ascenario,
which implements a single security check. MAIL sweeper provides a
number of scenario types, such as those that check the content for
confidential material and those that run virus-checking software to check
for infected messages.

Scenarios are set up in scenario folders according to the routes to which
they are to apply.

What Action to Take

Classifications define what to do with messages processed by a scenario.
Each classification determines actions (what to do with the message) and
notifications (how to record and disseminate information about the
message).

When implementing asecurity policy, you create aclassification which you
then reference as you create scenarios.

MAILsweeper for SMTP defines several types of action and notification.
One type of notification is an alert, which uses the alerter mechanism to
broadcast a message to the administrator. To use this type of notification,
you must first set up an Alerter.

Classifications can be either Exclusive or Inclusive:

« Exclusive classifications define actions, such as deletion or delivery,
that are performed only once for any message.

* Inclusive classifications define actions to be applied in addition to an
exclusive classification. Any number can be applied to a message.

The order in which classifications are listed is significant. Exclusive
classifications are listed order of priority, so that when a message matches
more than one such classification, only the first is applied. Inclusive

Revision 1.0 MAI Lsweeper 4.0 Getting Started Guide  7-3



Implementing Security Policies

classifications are listed after exclusive classifications. The order in which
inclusive classifications appear is not important.
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Properties

Before you configure your security policies, examine the properties of the
Policy Editor folders shown in Table 7-1.

Table7-1: MAILsweeper Properties

Property Description

MAILsweeper for SMTP Basic MAILsweeper options.

Palicies Transport protocol security and message format
options.
SMTP Relay The retry schedule for delivering messages, and

transport protocol logging options.

To display the properties, right-click the folder in the console tree, then
click Properties. Details of the properties are given in the help. To seethe
help, click Help on the property page.

Once you are familiar with the properties, make any changes you require.

SMTP Relay
When you select the SMTP Relay folder in the console tree, the items

shown in Table 7-2 are listed in the details pane:

Table 7-2: SMTP Relay Items

Item Description

Routing Defines the routing of email messages, according to their desti-
nation domain. See Chapter 5.

Aliases Defines equivalent email addresses.

Didup Settings for dialup support.

Domain Synonyms for your local domain.
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Reloading Policies

When you make any changesto the system properties or policies, you must
stop and restart the affected service (see Chapter 6), or reload your policies.

To reload your policies, right-click MAI L sweeper for SMTP, then click
Reload palicy.
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Securing the Host Machine

It isimportant to secure the MAILsweeper host machine to protect it from
unauthorized access and to prevent it from providing access to the rest of

the network. To do this:
1. Inthe Control Panel, double-click the Network icon.

2. Disableforwarding of IP, to stop the MAILsweeper machine acting
asarouter, asfollows:

i.  Onthe Protocolstab of the Network dialog box, select the TCP/
| P entry, then click Properties.

Hetwork B3
|dentification | Services Pratocols | Adapters | Bindings |
Network Protocols:
[% NetBE I Protocal
W NwLink IP%/SP Compatible Transport
U NwLink NetBIDS
[ TCFAP Protocol
Add... Remaove Properties... I pdate
— Description:
Tranzport Control Pratocol/Internet Frotocal. The default wide
area network protocol that provides communication across
diverse interconnected networks.
Ok I Cancel |

Figure 7-1: Network Protocols
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ii. OntheMicrosoft TCP/IP Properties dialog box, select the
Routing tab.

Microzoft TCP/IP Properties

Figure 7-2: TCP/IP Properties Dialog Box

iii. Clear the Enable | P Forwarding box.
iv. Click OK.
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3. Disablethe WINSclient (TCP/IP) binding to the Server service. This
disables remote access to shared resources over TCP/IP.

This may affect other network operations, such as
logging in to NT domains, when the only network

protocol used is TCP/IP.

To disable the WINS client (TCP/IP) binding:
i. Select the Bindings tab of the Network dialog box.

Network H

Identificationl Servicesl Protocolsl Adapters Bindings I

Metwark bindings are connections between network cards,
protocals, and services installed on this computer. ou can use this
page to disable network bindings or arange the arder in which this
computer finds information on the network.

Show Bindings for: | all services ﬂ

-3 Clignt Service for Mefware

: NetBIOS Interface

Server

T MwLink MetBIOS

ST WwLink IPX/SP Compatible Transport
0 WINS Clignt(TCPAP)

3~ MetBEUI Protocal

[ ok station

Enable

tove Up | MoveDgwnl

oK | Cancel |

Figure 7-3: Network Bindings

ii. Select all servicesinthe Show Bindings for field.

iii. Expand the Server entry, then select WINS Client (TCP/IP).
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iv. Click Disable. A red warning symbol to the left of the WINS
Client (T CP/IP) entry indicates that the service is disabled (as

shown in Figure 7-3: Network Bindings)

v. Click OK.
Y ou can enable further security settings by clicking Advanced on the | P
Address tab of the Microsoft TCP/IP Properties dialog box.
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Worked Example

The following sections work through an example based on the details
shown in Table 7-3.

Table 7-3: Example Details

Company Example Exports Ltd. (entered during installation).

Domain example.com (entered during installation).

Partners with Ally Exports Ltd. and Friendly Exports Inc., who have

domains ally.com and friendly.com respectively.

Rivalswith Enemy Exports Ltd. and Rival Export Corporation, who

have domains enemy.com and rival .com respectively.

The example specifies the following policies:

All messages must be scanned for viruses.

A legal disclaimer must be added to all outgoing messages.
Messages over 1 MB should not be sent during a working day.
Confidential material can be sent to partners, but to no one else.
No messages can be sent between the company and its rivals.

Prevent the company gateway being used for mail relay.

This example assumes that you have installed anti-virus software that runs
as an executable file.

These policies are to be enforced as follows:

AddressLists

Create address lists for partners and rivals.page 7-13.

I ncoming vir us-infected messages

Quarantine all incoming messages infected with a virus for two days
and send a message to the intended recipients asking them to contact
the administrator for a clean copy.

i. Create a new scenario. Sesge 7-14.
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ii. Create aquarantine action. See page 7-15.
iii. Create an inform notification. See page 7-16.
e Qutgoing virus-infected messages

Destroy all outgoing messages infected with a virus and notify the
sender with instructions to clean their system before sending any
more mail.

i. Create a new scenario. Sesge 7-18.
ii. Create an inform notification. S@age 7-19.
¢ Legal disclaimer

Add legal disclaimers to the end of all outgoing messageyagee
7-20.

e Large messages

Park outgoing messages larger than 1MB between the hours of 9am
and 6pm weekdays. Spage 7-21.

* Confidential material

If confidential material is detected in outgoing mail, send a message
to the administrator and quarantine the message in a quarantine area
with no automatic deletion. Exclude messages sent to partners from
this rule.

i. Create a new quarantine area. Sage 7-23.
ii. Create a new classification. Spage 7-23.

iii. Create a new quarantine action. $age 7-24.
iv. Create an inform notification. Seage 7-25.
v. Create a new scenario. Sege 7-26.

vi. Create a new scenario folder. Sage 7-27.

vii

. Set theText Analyzer scenario state. S@age 7-28.
¢ Prohibited messages

Forward to the administrator any message addressed to a rival, and
destroy the message.

i. Create a new scenario folder. $age 7-29.
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ii. Create anew exclusive classification. See page 7-30.
iii. Create anew action. See page 7-31.
iv. Create anew scenario. See page 7-32.

Relay prevention

Ban all mail arriving at MAILsweeper that is not destined for your
local domains, and is not from your local gateway. (e 7-32.

Address Lists

Create address lists for the company’s partners and rivals. These will be
used later, when setting up routes in the scenario folders.

1.

Right-click theAddress Lists folder, point toNew then click
AddressList.

In the wizard, enter the user addresses as shokiglure 7-4:
Partners Address List.

Give the list the nameartners.

Use the same procedure to createRilals list as shown in
Figure 7-5: Rivals Address List.

B ddresses: i1

*(@ally. com
*(@friendly. com

Figure 7-4: Partners AddressList

Addresses: 31

*{@enemy. com
*{airival. com

Figure 7-5: RivalsAddressList
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‘Hi Consolel - [Console Root\MAILsweeper Policy Editor\MAILsw__ [B[=] B3

J% Console  Window Help |J = | |;Ii|l|
| tction Vew || & o BE@m 2]+ ¢ |
[:I Conzole Root Mame | Tupe |
=10 MalLsweeper Palicy Editor ﬁExample Exp... Address List

;:T_j" Licences ,ﬁ Evermane Address List
ML sweeper for SMTP E3 Partners Addiess List

A g Rivalz Address List
Pulicies

8B Meszage Areas
bz Alenters

@ SMTP Relay
[]---@ AL sweeper Manager

Figure 7-6: AddressList Folder

The Rivals and Partners address lists are added to the Address Lists folder,
together with the two address lists created during installation, which, in the
case of Example Exports Ltd., are:

« Example Exports Ltd., which has one entry representing everyone at
the company’s domairt @example.com).

« Everyone, which has one entry (*@?%*).

Incoming Virus-Infected Messages

Quarantine all incoming messages infected with a virus for two days and
send a message to the intended recipients asking them to contact the
administrator for a clean copy.

Create a new scenario
1. Select théscenarios/Incoming folder.

The route for this folder, set up during installation, is from any sender
(*@*) to any recipient at your domain@example.com). To see the
route, right-click the folder in the console tree, then dicéperties.
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6.
On completion, the new scenarioislisted in the Scenarios/Incoming fol der.
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Puolicies

r-&% Classifications
Scenariog
=% |ricorming
: . & Dutgoing
----- § Mezsage Areas

Figure 7-7: Folders

Right-click the Scenarios/Incoming folder, point to New, then

Scenario, then click Virus Manager .

In the wizard, retain the default settings that specify the scenario is
enabled and overridable and that it isto apply to all formats (Always).

Specify details of your anti-virus software.
Choose whether infected messages are to be cleaned.
Associate the scenario with the classification Dirty In.

D Conzole Root Mame | Tupe | Origin

@ MIME sweeper on localhost’ Eg)Viug checking  irus Manager Incoming
- Zf Mallsweeper Policy Editor
Licences
= MalLsweeper for SMTP
? Address Lists

% Classifications
Z Scenarios

Outgoing

Figure 7-8: New Scenario

Create a new quarantine action
Create this action in the Dirty In classification folder.

1.

Revision 1.0

Right-click the Classifications/Dirty In folder, point to New, then

Action, then click Quarantine.
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|J Action  Wiew “ = = | ||§ “ + ¥

[ Console Root | [ Name e |
E-Ef MblLswesper Policy Editor = -
|- Licences m Deliver
| E‘Q Ml Lsweeper for SMTF Wiew »  Motification »  Fornward
| oy Address Lists Anange lcans ] Park
| -8 Policies Ling up lcons Quarantineg
| | =& Classifications Help
| | ] 'y Diitty In
| ||t Dt Out 1

Figure 7-9: Classifications
2. Inthe wizard, specify that messages are to be placed in the Dirty
Messages quarantine area.
3. Open the Message Areas folder and in the details pane, double-click
Dirty M essages.

4. Onthe Deletetab, check that the areaiis set to delete messages
automatically after two days.

v Delete messages after

I 23: Days

Figure 7-10: Delete Messages

Create a new inform notification
Inform notificationsare email messages used to inform recipientsof actions
taken on messages. To create an inform notification:

1. Right-click the Dirty In classification, point to New, then
Notification, then click Inform.

2. Usethe %RCPTS%token to specify that the inform notification is to
be sent to all intended recipients of the original message.
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Fiecipients: i X
Tupe | Address |
Tax ZRCPTS A

Figure 7-11: Recipient Addresses

3. Givethe inform message a subject and some suitable body text.

Body Test:

A virz has been detected in a message addreszed to you from
ESEMDER%. The subject of the message is %SUBJECT %,

To receive a copy of the message, contact your system administrator within
two days; othenwise the message will be deleted]

[ |

Figure 7-12: Message

On completion, the newly-created action and notification are listed in the

Dirty In folder, in the order in which they were created.

|J Action  Wiew |J¢' -D||><|@|J"‘ +

EQ MalLsweeper for SMTP
Address Lists
Fuolicies
&2 Classiications
‘ .Z Drirty |r
.Z Drirty Ot

D Console oot Mame | Tupe |
= Palicy Editor - Alan % ! Quaranting message Quaranting
Licences {54 Recipient mezsage Inform

Figure 7-13: Ordering

Select an entry and click the arrows displayed above the detai
change the order.

Outgoing Virus-Infected Messages

Is pane to

All outgoing messages infected with avirus will be destroyed and the
sender notified, with instructionsto clean their machine before sending any

more mail.
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Create a new scenario
1. Select the Scenarios/Outgoing folder.

Theroutefor thisfolder, set up during installation, isfrom any sender
at your company (* @example.com) to any recipient (* @*).

EE‘-}] Policies
TOT ag I
i H-gF Classifications

Figure 7-14: Outgoing Folder

2. Create anew Virus Manager scenario, as described in the section on
Incoming Virus-Infected Messages. Associate the scenario with the
classification Dirty Out.

On completion, the new scenario is listed in the Scenarios/Outgoing
folder.

Elij MalLzweeper Policy Editor ERfoutgoing vius  Wirus Manager  Outgoing
Licences

=-fgp MAILsweeper for SMTP
Address Lists

Incoming
£ Outgoing |-

Figure 7-15: New Scenario
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Create a new inform notification

| botin Vew || & o |Bm 2| ¢ |2

4. DittyIn Arrange leans ¥
4, Ditty Out Line wp leons
.E Encmpted Help

.E Undetermined
iod s Cleaned
it Clean

EQ MAILsweeper for SMTP ‘I Mame | Tupe [
Address Lists .
Do BT o |
- Palicies n AT
Elf%‘;‘ Classifications Yiew g lictiication » Rl

Log
Reply

Figure 7-16: Classifications

1. Right-click the Dirty Out classification, point to New, then

Notification, then click Inform.

Use the “SENDER%stoken to specify that the inform notification isto

be sent to the sender of the original message.

Fecipients: ERE Y
Tupe | Address |
Tax ZSEMDERZ:

Figure 7-17: Sender Address

2. Givethe inform message a subject and suitable body text.

Body Text:

Meszsage subject: [£SUBJECT ¥
Sent to:

FRCPTSX

‘r'ou have zent a meszage that containg a viug, The meszage has been 4|
deleted. Pleaze clean your maching before zending any more messages.

Figure 7-18: Message

On completion, the notification islisted in the Dirty Out folder.

Revision 1.0
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Legal Disclaimer
Add legal disclaimersto the end of all outgoing messages.

Create a new scenario

1. Right-click the Scenarios/Outgoing folder, point to New, then
Scenario, then click L egal Disclaimer.

2. Accept the default setting to make this scenario enabled and
overridable.

3. Enter thetext for the legal disclaimer and set the slider to End of
M essage.

Dizclaimer:

Standard |F|ich |

N
Thiz email and arw files transmitted with it are confidential :
intended solely for the uze of the individual or entity to whc
are addreszed. If you have received this email in erar plea

the syztem manager. |
Thiz footnote alzo confirme that thiz email meszage has be |—

tIME sweeper for the prezence of computer viruzes.

Start of messzage

WWW.ITIiITIESWEEDEI’.CDI‘ﬂ End of M&ssa0e

[

Figure 7-19: Legal Disclaimer

On completion, the scenario islisted in the Scenarios/Outgoing fol der.

Elij MalLsweeper Policy Editar E) cutgoing wirus  Virus Manager  Outgoing
Licences 7 Add disclaimer  Legal Disclai..  Outgoing
- MAILsweeper for SMTP
Address Lists

Policies
X [

=% Clazzifications
Scenanios

Figure 7-20: New Scenario
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Large Messages
Park outgoing messages larger than 1IMB between the hours of 9am and
6pm weekdays.

Create a new scenario

1. Right-click the Scenarios/Outgoing folder, point to New, then
Scenario, then click Size Manager.

2. Accept the default setting to make this scenario enabled and
overridable.

3. Set the smaller threshold to 1 MB. Do not set alarger threshold.

Meszage Size I

Thiz page iz uzed to configure the zize thresholds for parking and blacking
messages.

—Iv Smaller threshold

Specify the zmaller size threshold.

[T =

1 Larger thieshald

Speciy the | arger szeithreshold

|1DD _lj Mb

< Back I Hewt > I Cahicel | Help |

Figure 7-21: Sizes

4. Specify aschedule of 9am to 6pm weekdays, during which the size
manager scenario will be active.
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Schedule

Specify times when the lower size threzhald is to be inactive.

—weekday scheduls
0000 0 1200 18:00 24.00
llllllhlllllllllll|
—weekend schedule
0000 0E:00 1200 18:00 24:00
active [ Inactive B

Cancel | Help |

Figure 7-22: Time Schedule

5. Associate the scenario with the exclusive classification Park so that
messages are held in the Parked Messages message area until
released. To seethe release schedule for this parking area, right-click
the areain the details pane, then click Properties.

— Release schedule
00:00 0&:00 12:00 18:00 24:00
LIIIIIIIIIIIhIIIIIIIIIIILIIIIIIIIIIIhIIIII II|

| Fieleaze Messages - | Hold Messages - |

Marimum meszages releazed per period |1 3:

Figure 7-23: Release Schedule

On completion, the scenarioislisted in the Scenarios/Outgoing folder, with
the other configured scenarios.
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Elﬂ MalLsweeper Policy Editor ER outgoing viue  Virug Manager  Outgoing
Licences ) Add disclaimer  Legal Disclai..  Outgaing
EQ talLsweeper for SMTR ] Limit size Size Manager  Outgaing
: Address Lists

: %) Policies

(%;5‘ Classifications

Figure 7-24: New Scenario

Confidential Material

If confidential material is detected in outgoing mail, send a message to the
administrator and quarantine the message in a quarantine area with no
automatic deletion. Exclude messages sent to partners from thisrule.

Create a new quaranti nearea
1. Right-click the Message Areas folder, point to New, then click
Quarantine Area.
2. Givetheareathe name Confidential Messages. Thisareawill be used
to hold suspect messages.

3. GiveFull Control accessto the user who isto have responsibility for
this area. Do not set automatic deletion.

[™ Delete messages after

I DE Days

Figure 7-25: No Delete

Create a new exclusive classification
This classification will determine the actions taken and notifications sent
for messages suspected of containing confidential material.

1. Right-click the Classifications folder, point to New, then click
Classification.
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2. Inthewizard, ensure the Exclusive box is selected.
3. Givethe classification the name Confidential.

4. When the classification has been created, it is placed above the Clean
classification in the priority list. Select it and click the displayed up
arrow to move it to above Encrypted.

This meansthat if, in addition to the scenario that checks for
confidential material, a message is processed by a scenario that is
linked to an exclusive classification further down the list, the action
and notification specified in the Confidential classification are
applied to the message rather than those in the lower-priority
classification.

|J Action  Wiew H L | | @ “ + ¥ Hn

|_:_|::='E MAILsweeper Policy Editor ;I Mame [ Type
[ Licences

EQ talLsweeper for SMTP

Address Lists

- &) Policies

|_:_|({g§¢ Clazzifications

-4 Dinty In

'E Drirty Ouit

'E Confidential

"‘y Encrypted o

'E Park

'E Undetermined

"‘y Cleaned

[
2z Clean :

Figure 7-26: Classification Priorities

Create a new quarantine action

1. Right-click the Confidential classification, point to New, then
Action, then click Quarantine.

2. Inthewizard, choosethe new Confidential Messages quarantine area.
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 Diirty b4
_ Encrypted Meszages
Quarantine: Undetermined Meszages

Figure 7-27: Quarantine Areas

Create an inform notification
This notification is to inform the administrator of the action taken.

1. Right-click the Confidential classification, point to New, then
Notification, then click Inform.

2. Inthewizard, use the “/ADM N%token to specify that the notification
is to be sent to the administrator.

Recipients: ERE
Type | Address |
Tar HADMINE

Figure 7-28: Administrator Addresses

3. Givethe inform message a subject and suitable body text.

On completion, the newly-created action and notification are listed in the
Confidential folder, in the order in which they were created.

Revision 1.0 MAILsweeper 4.0 Getting Sarted Guide  7-25



Implementing Security Policies

E;_j MalLzweeper Paolicy Editar ﬂ Hame I TURS
Licences R liluarantine message  Quaranting

=& MAlLsweeper for SMTF (A Message to Admin Inform

Address Listz

=2 Policiez

|_:_|({;5‘ Clazzifications

----- ’E Dirty Ot

----- ’E Confidential

----- ’E Encipted —

----- ’E Undetermined

----- ’E Cleaned

)
..... Fam Clean |

Figure 7-29: Actionsand Notifications

Create a new scenario
1. Right-click the Scenarios/Outgoing folder, point to New, then
Scenario, then click Text Analyzer.
2. Accept the default setting to make this scenario enabled and
overridable.

3. Enter the confidential expressions you want to block, and their
considered numeric weightings.

Search E xpressions: iR
Caze Senzitive | Weighting | Exprezsion |
Mo 1 confidential

Mo 3 wery confidential

Figure 7-30: Expressions

4, Associate the scenario with the exclusive classification Confidential .
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Exclusive Clazsifications:

Dirky Iny

Diirky Ot
Encrypted
Park.
Undetermined

Confidential
Clean

Figure 7-31: Classifications

5. Cadll the scenario Block confidential.

On compl etion, the newly-created scenario is listed in the Scenarios/
Outgoing folder, with the other configured scenarios.

B- ﬂ MAlLsweeper Policy Editor EF outgoing vius  Vius Manager  Outgoing
Licences I3 Add dizclaimer  Legal Disclai..  Outgoing
EI"Q MALzweeper for SMTP ET) Limit size Size Manager  Outgoing
Address Lists EE Block confide... Text&nalyzer  Outgoing

Folicies

Figure 7-32: Configured Scenarios

Create a new scenario folder
Thisfolder isfor outgoing messages to your partners.

1. Right-click the Scenarios/Outgoing folder, point to New, then click
Folder.

2. Inthe Routes page of the wizard, select the (Example Exports Ltd)
address list as the sender and the (Partners) address list as the
recipient.
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Routes H et
Sender | Recipient |
[Example Exports Ltd] [Partrers]

Figure 7-33: AddressLists

3. Namethefolder To Partners.

Egj Folicies
TR e I
-5 Classifications

& Scenarios

“- B Incaming

&= Outgoing
-8 T Partrers

Figﬁre 7-34:; To PartnersFolder

TheTo Partnersfolder inheritsall the scenarios set up by its parent folders;
in this case the Scenarios/Outgoing folder, asindicated in the Origin field.

Palicies

=B MAILsweeper Palicy E ditor ER outgoing vius  Wius Manager  Outgaing
Licences g &dd disclaimer  Legal Disclaimer  Outgaing
E‘Q Mallzweeper for SMTP 3] Lirit size Size Manager Outgaing
Address Lists EEBlock confide...  Text &nalyzer Cutgoing

‘;gg‘ Clazzifications

Inzaming
Outgaing
- To Partners

Figure 7-35: Inherited Scenarios

Set the states of the scenarios
Confidential material can be sent to partners, so the Block confidential
scenario must be deactivated in the To Partnersfolder.

1. Inthedetails pane, right-click the Block confidential scenario, and
click Active. This clears the check mark next to Active, and changes
the state of the scenario to Inactive.
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Hame | Tupe | Origir | State | Overridable |
ER Outgoing virus...  Vius Manager Outgoing  Active  Yes
EFAdd disclaimer  Legal Disclaimer  Outgoing  Active  Yes
Mg Limit size Size Manager Outgoing  Active  Yes

Text Analyzer

Outgoing

Al Tazks »

Help
Figure 7-36: Active Sate
I ame | Type | (rigin | State | Ovemdable

EF) Outgoing wirug...  Yius Manager Outgoing  Active  Yes
EF Add disclaimer  Legal Disclaimer  Outgoing  Active  Yes
2] Lirnit size Size Manager Outgoing  Active  Yes

Block confide...  Text Analyzer Outgoing  Inacti 3

Figure 7-37: Inactive Sate

Prohibited Messages
Forward to the administrator any message addressed to arival, and destroy

the message.

Create a new scenario folder
1. Right-click the Scenarios folder, point to New, then click Folder.

2. Inthe Routes page of the wizard, select the (Example Exports Ltd)
addresslist as the sender and the (Rivals) address list as the recipient.

Routes o
Sender | Recipient |
[Example Exports Ltd] [Rivalz)

Figure 7-38: Message Route
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3. Namethefolder To Rivals.

EIE‘-,j Folicies

Y ) P

3% Classifications

i |Fizoming
Outgoing
& ToPartners
‘- TaRivals

Figure 7-39: Folders

TheTo Rivalsfolder inheritsall scenarios set up by itsparent folders, inthis
casethe Scenarios folder, asindicated inthe Origin field. Asthe Scenarios
folder is empty, there is no need to change the state of any inherited
scenarios.

Create a new exclusive classification
This determinesthe actions and notifications for any message being sent to
arival.
1. Right-click the Classifications folder, point to New, then click
Classification.
2. Make the classification exclusive, and call it Forward.

3. Usethe arrows to move the classification to a position above the
Forward classification, as shown in Figure 7-40: Classification List.

=& Policies
ey P
%% Classifications

]
..... 'y
..... 'E
..... o

[}
..... T

[]
..... 'y
..... p

2
..... T

Drirty In
Cirty Ot
Confidential
Forward
Encrypted

Undetermined
Cleaned
Clean

Figure 7-40: Classification List
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Create a new action
This action is used to forward messages to the administrator.

1. Right-click the Forward classification, point to New, then Action,
then click Forward.

&2 Classifications .
-4 DityIn [ Mew ] dcton » JENE

& Diry Dut Miew b Motfication »
%, Canfidential &ange leons k Park

.E Farward Ling up lcons
4.5 Encrypted Help

'y Park.

: -2 Undetermined

Quarantine
Save

Figure 7-41: New Classification
2. Select New then Action then Forward.

3. Inthewizard, usethe ¥’ADM NYstoken to specify that messagesareto
be forwarded to the administrator.

Recipients: i
Tvpe | Address
To [EADMIMNE

Figure 7-42: Admin Address

4. Givethenotification message asubject and suitable body text. Ensure
that messages are forwarded in their original state.

= fs Modified by MalLsweeper

Figure 7-43: Message Forwarding

On completion, the action islisted in the Forward classification folder.
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EIQ talLzweeper for SMTP
Address Lists

EI({;;‘ Classifications

&8 Farward to Admir

Forward

Folicies

’E Dirty I
’E Dirty Ot
’E Confidential
-4 Foward

Figure 7-44. Classifications

Create a new scenario

The Classifier scenario blocks delivery of messages.
1

Right-click the Scenarios/To Rivals folder, point to New, then

Scenario, then click Classifier. By default this scenario is enabled
and overridable.

Associate the scenario with the classification Forward.

Excluzive Classifications:

Drirty Iy
Crirby Out

Encrypted
Confidential
Park

Figure 7-45: Forward Classification

On completion, the newly-created scenario is listed in the Scenarios/To

Rivalsfolder.

Relay Prevention

Ban all mail arriving at MAILsweeper that is not destined for your local
domain or from your local gateway.

1
2.
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Right-click the Policies folder and select Properties.
Ensure your gateway address is specified on the Relay Host tab.

If you specified the IP address or TCP/IP host name of your gateway
during installation, thisis already entered on the Relay Host tab.
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Policies Properties H I

General | Security | Banned Address I Banned Host
Fielay Target Relay Host | Text Options I SMTP Options

The followaing mail hosts can relay mail to any domain. To negate an enty
[everything except the specified host). precede the hozt name with an
exclamation mark [1). An empty list implies that any host can relay mail to any

Hosts: R T4

mygateway. com

0K | Cancel I Appli | Help

Revision 1.0

Figure 7-46: Relay Host Example
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