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Preface

About SiteMinder Documentation

SiteMinder documentation is provided in two forms: print and online.
Print Documentation

SiteMinder Release Notes

Provides information about new features and known issues in this rel ease.

SiteMinder Installation Guide
Refer to About this Book on page 10.

SiteMinder Concepts Guide

Explains SiteMinder solutions for e-business issues as well as basic and
advanced SiteMinder components.

SiteMinder Deployment Guide

Provides practical information and guidelines about issues that should be
considered before deploying SiteMinder and procedural information about
setting up a Web site or portal.

SiteMinder Policy Server Operations Guide

Reference guide for al SiteMinder Policy Server related information.

SiteMinder Agent Operations Guide

Provides conceptual information and procedures for configuring I1S,
Netscape, and Apache Web Agents and SiteMinder Affiliate Agents.

SiteMinder Installation Guide
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SiteMinder Developer’s API Guide

Describes and provides examples for the set of Application Program
Interfaces (APIS).

Online Documentation

There are two types of online documentation available for SiteMinder:
online help (HTML) and online books (PDF).

Online Help

The following online help systems are available:

m SiteMinder Policy Server User Interface—invoke the HTML-based
online help system by selectistteMinder Help from theHelp menu or
clicking theHelp button in any of the dialog boxes. This help system
provides policy management and configuration management
information.

m  SiteMinder Policy Server Management Console—invoke the help file
by clicking theHelp button.

m  SiteMinder Web Agent IIS Management Console—invoke the help file
by clicking theHelp button.

Online Books

Online versions of the printed documentation are provided in PDF format.
The documentation is installed in thec subdirectory of the SiteMinder
installation directory. You can access PDF documentation from the
SiteMinder Administration User Interface by selectdmdine Manuals from

the Help menu.

About this Book

The SteMinder Installation Guide describes how to install all of the
components that comprise SiteMinder: the Policy Server, the Web Agents,
the Affiliate Agents, the Reports Server, authentication schemes, and support
for single sign-on environments. This book also provides information about
configuring policy stores and installing support for Registration Services.

This book is written with an assumption that the reader is familiar with basic
SiteMinder concepts, which are described inSiteMinder Concepts
Guide.

SiteMinder Installation Guide
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Conventions

The following conventions are used in the SiteMinder documentation.

This

convention... Is represented by... Example

Text that you bol d couri er Enter YES or NO.

enter

Text that the courier The system displays the following
system displays message:

Process Conpl ete

Button, menus,

bold sans serif

Click OK to continue.

menu items

Field names bold sans serif Select the Enable Web Agent
option.

File names sans serif Open the WebAgent . Conf file.

Pathnamesand | sans serif Navigate to
filelocations c:\SiteM nder\Bin.
Keys uppercase Press ENTER.

How this Book is Organized

Chapter 1. Installing the Policy Server on NT

Provides the Policy Server system requirements for Windows NT, and

describes how to install, re-install, upgrade, and uninstall the Policy Server
on Windows NT.
Chapter 2. Installing the Policy Server on Solaris

Providesthe Policy Server system requirements for Solaris, describes how to
install the Policy Server and select the policy store, describes how to upgrade
the Policy Server and uninstall the Policy Server on Solaris, and provides
information about configuring ODBC data sources.

Chapter 3. Setting up the Policy Store on NT

Describes how to configure an NT Policy Server, how to index an LDAP
Directory, and how to migrate policy store data.

SiteMinder Installation Guide
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Chapter 4. Setting up the Policy Store on Solaris

Describes how to store policies in an Oracle database, how to store policies
in an LDAP directory, and how to migrate policy store data.

Chapter 5. Setting up the Policy Store on Novell Netware

Describes how to store policiesin an NDS directory and how to migrate
policy store data.

Chapter 6. Installing the Reports Server

Describes how to install, configure, re-install, and upgrade the Reports
server.

Chapter 7. Installing Support for Registration Services

Describes how to install a servlet engine and configure Web Agents to
support Registration Services.

Chapter 8. Installing Web Agents

Describes how to install, upgrade, and uninstall Web Agentson 1S,
Netscape, and Apache Web servers.

Chapter 9. Installing Affiliate Agents

Describes how to install and configure an Affiliate Agent on NT and Solaris
systems.

Chapter 10. Upgrading to SiteMinder 4.1

Describes how to upgrade from previous versions of SiteMinder to
SiteMinder 4.1.

Chapter 11. Policy Server Tools
Describes SiteMinder utilities that help administrators manage SiteMinder.

SiteMinder Installation Guide
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Technical Support

Before contacting Customer Support, please make sure you have the
following information:

The type of computer you are using.

The operating system version number.

The product name and version number.

The license number for your software.

Type of network devices attached to your computer.
A description of your problem.

Notify Netegrity Customer Support using any of the following options:
®  E-mail: support@netegrity.com

B Toll-free Phone Number: 1- 877-748-3646 (877-SITEMINDER)

m  Fax: (781) 672-5850

SiteMinder Installation Guide
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Chapter 1. Installing the Policy
Server on NT

Overview

This chapter describes how to install the SiteMinder Policy Server on a
Windows NT system.

System Requirements

The SiteMinder Policy Server requires an Intel Pentium Il or better. Ensure
that you have the following components installed on your computer:

Memory: 64 MB system RAM (minimum). If you installing a Netscape
LDAP Directory Server on the same machine, the minimum system
RAM is 128MB.

Hard disk space: 100 MB free disk space for new installation. This
system requirement is based on a medium size policy database (about
1,000 palicies).

Screen resolution: 800 x 600 or higher to properly view the Policy
Server User Interface.

Operating System: Microsoft Windows NT 4.0 Server or Workstation
with Service Pack 3, 4, or 5.

Web Server: Microsoft Internet Information Server (11S) 3.x or later,
iPlanet Web Server Enterprise Edition 4.0 or later, or Netscape
Enterprise Web Server 3.5.1 or later.

Browser: Netscape Communicator 4.06, 4.5, 4.6 or later, or Microsoft
Internet Explorer 4.0, 4.01, or 5.0 (with Java Virtual Machine
4.79.0.2424 or newer). If you use an older 4.x version of Netscape, you
must get the Java 1.1 Patch from http://devel oper.netscape.com. You can
upgrade your Java Virtual Machine for Internet Explorer from

http: //mww.microsoft.conmjava.

SiteMinder Installation Guide



16 Installing the Policy Server on NT

Before You Begin

Toinstall the SiteMinder Policy Server, you must log into aWindows NT 4.0
account with local administrator privileges.

Installing the Policy Server

The Setup application extractsthe SiteMinder Policy Server filesand installs
them on your computer. The Policy Server isinstalled, by default, in the
C:\ Program Fi | es\ Net egrity\ SiteM nder directory.

To install the Policy Server:

1
2.
3.

4,

SiteMinder Installation Guide

Exit all applications that are running.
Insert the SiteMinder 4.1 CD-ROM into the drive.

Run the SiteMinder Policy Server setup program:

a. Navigateto thent folder onthe SiteMinder CD-ROM.

b.

Double-click Pol i cy- Ser ver - 4. 1- NT. exe.

Setup verifies the following prerequisites:

m  You arelogged into an account with local administrator
privileges.

m  NT 4.0 with Service Pack 3, 4, or 5isinstalled.

m |IS3.xor later, iPlanet Web Server Enterprise Edition 4.0 or
later, or Netscape Enterprise Web Server 3.5.1 or later is
installed.

m  The computer has necessary free disk space.

If any of the prerequisites are not met, the installation stops, the
following message is displayed, and the prerequisites that were not
met are identified in the log file referenced in the message:

"Viewthe PS-4.1-Install.log file in the
\Temp\ Si teM nder folder for nore details. Ensure
that all prerequisites are net and restart the
SiteM nder Policy Server 4.1 Setup."

In the SiteMinder Policy Server - Welcome dialog box, click Continue.

SiteMinder prepares the Setup Wizard, which will guide you through
installing the Policy Server. This step may take afew moments.
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Read the Welcome message and click Next.

6. Read the Software License Agreement and click Yes if you accept the
agreement.

7. Read the Release Notes, then click Next.

8. IntheUser Information dialog box, enter your name and company name
and click Next.

9. Inthe System Reboot Message dialog box, select the Continue with
Install option and click Next.

10. Inthe configure Web Server dialog box, select the Web server(s) to
configure for the Policy Server.

The size of the Web serversislisted as OK because you are only
selecting the Web servers—you are not installing any files.

11. In theChoose Destination Location dialog box, accept the default
installation location or select a different location and aliekt.

12. In theEncryption Key dialog box, complete the following:

a. In theEncryption Key field, enter a case-sensitive, alphanumeric

key. The encryption key is a key that secures data sent between the

Policy Server and the policy store. The key can be from 6 to 24
characters in length. All policy servers that share a SiteMinder
policy store (a database containing policy information) must be

configured using the same encryption key. For stronger protection,

define a long Encryption Key.
b. Re-enter the key in theonfirm Encryption field.
c. Take note of this key for future reference.
d. Click Next.
13. In theSuper User Password dialog box, complete the following:

a. Inthepassword field, enter a case-sensitive password for the

SiteMinder Super User account. The pre-defined SiteMinder Super
User account has maximum SiteMinder privileges. The password

can be from 6 to 24 characters in length.

b. Re-enter the password in ténfirm Password field.

SiteMinder Installation Guide



18 Installing the Policy Server on NT

c. Take note of this password. You will need to enter the SiteMinder
user name and the password when you first log into the SiteMinder
Policy Server User Interface. You can change the password using
the SiteMinder Policy Server Management Console.

ﬂ__l__!_“ Refer to the SteMinder Policy Server Operations Guide for more
information about the Policy Server Management Console.

d. After you enter the password, click Next.

i Note: \We recommend that this account not be used in day-to-day
operations. Instead, only use this account to access the Policy Server
User Interface for thefirst time and for creating an administrator with
system configuration privileges.

14. Review the settings in the Start Copying Files dialog box, then click
Next to continue.

SiteMinder begins copying filesto your system. This part of the
installation may take afew moments.

15. Click Finish to complete the installation and reboot your system.
You can now access the Policy Server, as described in Accessing the
Policy Server User Interface on page 20.

What's the next step?

Now that you have installed the Policy Server on NT, complete the
following:

1. Setupapolicy storeto store your policy related information, as
described in one of the following chapters:

m  Chapter 3, Setting up the Policy Sore on NT on page 47
m  Chapter 4, Setting up the Policy Sore on Solaris on page 75
m  Chapter 5, Setting up a Policy Sore on Novell Netware on page 91

All Policy Serversin a SiteMinder installation must share the same
policy store.

SiteMinder Installation Guide
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2. Optionally, install the Report Server, as described in Chapter 6,
Installing the Reports Server on page 101. You only need to install the
Report Server if you want the Reports Server to support an Oracle or
SQL Server database.

3. Optionally, install support for Registration Services as described in
Chapter 7, Installing Support for Registration Services on page 109.
You only need to install support for Registration Servicesif you intend
toinstall aWeb Agent that provides Registration Services.

4. Install aWeb Agent, as described in Chapter 8, Installing W\eb Agents
on page 135.

Reinstalling the Policy Server

Install the SiteMinder Policy Server over an existing Policy Server of the
same version to restore lost application files or to restore the Policy Server’s
default installation settings.

To reinstall the Policy Server:

1. Close the SiteMinder Policy Server Management Console if it is
running.

2. Complete the first 10 stepsloktalling the Policy Server on pagel6.

3. In thePolicy Server Settings Options dialog box, select one of the
following:

m Preserve existing settings—Retains Policy Server settings that
were set using the SiteMinder Policy Server Management Console.

To complete the reinstallation:

a. Inthe Start Copying Files dialog box, cligéxt. SiteMinder
begins copying the files.

b. Click Finish to complete the reinstallation.

SiteMinder Installation Guide



20 Installing the Policy Server on NT

m Install default settings—Replaces your existing SiteMinder Policy
Server settings. The existing SiteMinder policy store, Encryption
Key, and Super User Account Password are preserved.

To complete the reinstallation:

a. In theselect Program Folder dialog box, select the program
folder and clickNext.

b. In thestart Copying Files dialog box, clickNext. SiteMinder
begins copying the files.

c. ClickFinish to complete the reinstallation.

Accessing the Policy Server User Interface

Once you have installed the Policy Server, access it through a browser.
Verify that the browser supports SiteMinder by entering the following URL:
http://ww. netegrity.conm Ul test

i Note: The URL for the browser test is case-sensitive.

To reduce the time it takes to load the Policy Server User Interface, you can
access it locally from your machine. ReferAressing the Policy Server
User Interface Locally on page?l

To access the SiteMinder Policy Server User Interface using Internet
Explorer 5.0, refer té\ccessing the Policy Server User Interface from
Internet Explorer 5.0 on page22 before completing the procedure below.

To access the Policy Server User Interface:
1. Complete one of the following:
m  Start your browser and enter the following URL:

ht t p: //hostname/si t em nder

wherehostname is the name of the machine on which the Policy
Server is installed.

For example,
http://ww. nyorg. org/sitem nder

m  From the Start menu, seléabgrams | SiteMinder | SiteMinder
Policy Server User Interface.

SiteMinder Installation Guide
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The system displays your browser with the Administrator login page.

2. Click Administer SiteMinder.

Once the Administration applet has downloaded, the SiteMinder
Administration window appears.

3. IntheUser Name field, enter Si t eM nder.

This user name is the default Super User for which you entered a
password during the installation.

4. Inthe Password field, enter the password you defined in step 13 of
Installing the Policy Server on page 16.

To change the password, modify the Super User account using the
SiteMinder Policy Server Management Console.

M Refer to the SteMinder Policy Server Operations Guide for more
information about the Policy Server Management Console.
Accessing the Policy Server User Interface Locally

Accessing the Policy Server User Interface locally from your Web browser
reduces the time it takes to load the Policy Server User Interface.

If you access the Policy Server User Interface from Internet Explorer, the
Policy Server User Interface files (stored insm adni n. cab) are
automatically stored in Internet Explorer’s cache.

If you access the Policy Server User Interface from Netscape
Communicator, you can copy the Policy Server User Interface files (stored
in sm admi n. j ar) to the directory where Netscape’s Java classes are
located to increase performance.

To access the Policy Server User Interface on a local machine using
a Netscape browser:

1. Navigate to the SiteMind@dni n directory:

<siteminder_installation>\ Adm n
where <siteminder_installatior> is the installed location of SiteMinder.
For example,

C.\Program Fi |l es\ Netegrity\SiteM nder\Adni n

SiteMinder Installation Guide



22 Installing the Policy Server on NT

2. Copy sm admi n.j ar tothefollowing location:

<netscape_communicator_installation>\ Pr ogr am j ava\ cl asses

where <netscape_communicator_installatior> is the installed location of
Netscape Communicator.

For example,

C:\ Program Fi | es\ Net scape\ Conmuni cat or
\ Program j ava\ cl asses

Restart the Netscape Web browser.

4. If you are prompted to grant additional privilegesto Netegrity when
you access the Policy Server User Interface, click Grant.

e Note: If you install anew version of the Policy Server, you must copy the
new sm admi n. j ar fileto the Netscape Java classes directory.

Accessing the Policy Server User Interface from Internet Explorer 5.0

If you are using Internet Explorer 5.0, you must add your domain as atrusted
site before accessing the Policy Server User Interface.

1. Open Internet Explorer 5.0 and select Internet Options from the Tools
menu.

2. Select the Security tab to bring it to the front.

3. Click the Trusted Sites icon to select it, then click the Sites button.
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The Trusted sites dialog box is displayed. The Require server
verification (https) for all sites in this zone is enabled by default.

Trusted sites EHE

o You can add and remove Wweb sites from thiz zone, Allweb sites

in this zone will use the zone's security settings.

Add this "Web zite ta the zone:
Ihttps:a’a’securit_l,l.myorg.olg &dd

Hemoye |

Wwieb sites

V¥ Requite server verfication [https:) for all sites in this zone

ag | Cancel |

4. If you are not accessing the Policy Server using a secured connection
(https), deselect the Require server verification (https) for all sites in
this zone check box.

5. Inthe Add this Web site to the zone field, enter the full name of your
server including the domain, then click Add:

ht t p: / | <servername>. <domain-name>
For example,

https://security.nyorg.org

Note: If you are connecting to the Policy Server User Interface using a
secured connection (https), you must include https when
specifying the domain. For example,
https://security.nyorg.org

6. Click ok to save the changes and return to the Internet Options dialog
box.
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7. Click oK to exit the Internet Options dialog box.
8. Exit Internet Explorer, then restart the browser for the settings to take
effect.
Uninstalling the Policy Server

To uninstall the Policy Server, you must log into the account from which the
Policy Server wasinstalled originally.

e Note: Running the uninstallation deletesall Policy Server files and removes
all Policy Server settings. If you are using the default local policy
store (snpol i cy. mdb), the policy storeis aso deleted. To save the
policy store for future use, make a copy of thesnpol i cy. ndb file
and move it out of the SiteMinder installation |location.

To uninstall the Policy Server:

1. Verify that no Web Agents are configured to use the Policy Server you
areuninstaling:

m  For [1SWeb Agents, make sure the Policy Server you are removing
isnot listed in the 11S Web Agent Management Console under the
Settings tab.

m  For Netscape and Apache Web Agents, make sure the Policy Server
you are removing is not listed in the WebAgent . Conf file. By
default, the WebAgent . conf fileislocated in one of the following
locations:

m  For Netscape: <Netscape_installatior>\ ht t ps-
hostname\ conf i g

where <Netscape_installation> isthe installed |ocation of
Netscape servers and <hostname> is the name of the Web
server on which the Policy Server isinstalled.

For example,

C.\ Program Fi | es\ Net scape\ server 4\ https-
nyserver\config
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7.

m  For Apache: /<apache_installatior>/conf

where <apache_installatior> isthe installed location of the
Apache server.

For example,
usr/ apache/ conf

To remove the Policy Server from the WebAgent . conf file, delete
the entire line that begingdl i cyser ver =" and contains the IP
Address and port numbers for the Policy Server you are
uninstalling. Then save@ebAgent . conf .

Refer to theSiteMinder Agent Guide for information on modifying
theWebAgent . conf file.

Note: If the Web Agent is only connected to the Policy Server you
are removing, the Web Agent will stop working when you
delete the Policy Server fromeébAgent . conf . To continue
using the Web Agent, configure a different Policy Server for
the Web Agent to communicate with\MbAgent . conf .

From the Control Panel, double-clisid/Remove Programs.
Select SiteMinder Policy Server and claid/Remove.

Complete the uninstall by following the instructions on the screen.

Note: If the system displays a “Remove Shared File?” message, click
Yes to All.

When the uninstall is finished, exit thdd/Remove Programs and
Control Panel dialogs.

If the system has an iPlanet Web Server Enterprise Edition 4.0 or later,
or Netscape Enterprise Web Serveix3blater, see the section
Uninstalling for Netscape Web Servers on page26.

Reboot the system.

The Policy Server uninstallation is complete.
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Uninstalling for Netscape Web Servers

If you are using an iPlanet Web Server Enterprise Edition 4.0 or later, or
Netscape Enterprise Web Server 3.5x or later, you must edit the obj . conf
and i me. t ypes files before completing the uninstall process. Start with
theobj . conf file.

1. Opentheobj. conf file
<netscape_installatior>| <server_locatior>/ ht t ps- <myserver>\ confi g
where <netscape_installation> is the installed |ocation of Netscape,
<server_locatiorr> istheinstalled location of the Netscape Web servers,

and <myserver> is the name of the Web server on which the Policy
Server isinstalled.

For example,
C:\ Net scape\ Server 4\ htt ps- machi nenane\ confi g

2. Removethe following lines:

Init fn="load-modules” funcs="send_crystal_image”
shlib=C:/WINNT/crystal/crimage.dll”

Init fn="load-modules” funcs="CrystalReportServer”
shlib=C:/WINNT/crystal/crweb.dll”

NameTrans fn=pfx2dir from=/smreportsviewer dir="C:/
WINNT/crystal”

NameTrans fn=pfx2dir from=/SMReportsCgi dir="C:/
WINNT/Program Files/Netegrity/SiteMinder/
Reports”’name="cgi”

NameTrans fn=pfx2dir from=/SMReports dir="C:/WINNT/
Program Files/Netegrity/SiteMinder/Reports”

"NameTrans fn=pfx2dir from=/sitemindercgi dir="C:/
WINNT/Program Files/Netegrity/SiteMinder/Admin”
name="cgi”

"NameTrans fn=pfx2dir from=/siteminder dir="C:/WINNT/
Program Files/Netegrity/SiteMinder/Admin”

Service fn="send_crystal_image” method=" (GET|POST):
type="magnus-internal/cri”

Service fn="CrystalReportServer’ method=" (GET|POST):
type="magnus-internal/rpt”
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Opentheni ne. t ypes file under the
..\ Net scape\ Server 4\ htt ps- machi nenane\ confi g folder and
remove the following lines.

type=magnus-internal /cri exts=cri
type=magnus-internal / rpt exts=rpt
Reboot the system.

The Policy Server uninstallation is complete.
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Chapter 2: Installing the Policy
Server on Solaris

Overview

This chapter describes how to install the SiteMinder Policy Server on a
Solaris system, which includes running a setup program and configuring the
Web server. When you install the Policy Server on Solaris, you can choose to
install the SiteMinder Policy Store (arepository of policy information) in an
LDAP directory server or in an Oracle database. Audit logs, for both LDAP
and Oracle, can be stored in either Oracle 7, Oracle 8, or atext file.

System Requirements

The SiteMinder Policy Server requires Solaris 2.5.1 or later. The following
patches are required and recommended for the following versions of Solaris.

Version Required Patches Recommended Patches
Solaris2.5.1 kernel update and libthread = 103640-31 | None

C++ shared library = 106529-05
Solaris 2.6 kernel update = 105181-17 patchadd = 106125-08

C++ shared library = 105591-07
libc = 105210-25
libthread = 105568-14

Solaris 2.7 kernel update = 106541-08 patchadd = 107171-04
C++ shared library = 106327-06
libthread = 106980-07
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Ensure that you have the following components installed on your machine;

Memory: 128 MB RAM
Free disk space: 100 M B free disk space

Web Server: iPlanet Web Server Enterprise Edition 4.0 (or later), or
Netscape Enterprise Server version 3.5.1 or later

Browser: Netscape Navigator version 4.07, 4.5, 4.6 or later

LDAP Server or Oracle Server: Netscape iPlanet Directory Server 4.1 (or
later) or Netscape Directory Server 3.12 (or later), an Oracle 7.x server,
or an Oracle 8.x server, or Novell NDS 8.x must be accessible from the
Solaris system on which you are installing the Policy Server

Before you Begin

Before you install the Policy Server, complete the following procedures, if
applicable:

Create anew Solaris account.
Modify the Solaris system parameters, if necessary.

Unset the localization variables, if necessary.

Creating a New Solaris Account

Create a new Solaris account with the user name snuser. The default shell
should be aksh. You may aso need to modify the profile for the snuser
account asindicated later in this chapter.

About the Solaris System Parameters

When the Policy Server is placed under load, it opens alarge number of
sockets and files. This can become a problem if the default limit parameters
are not appropriate for the load.
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To view the default limit parameters, typeul i mi t - a. The system displays
amessage similar to the following:

$ulinmt -a

ti me(seconds) unlimted

file(bl ocks) unlimted

dat a( kbyt es) 2097148

st ack(kbyt es) 8192

cor edunp( bl ocks) unlimted
nofil es(descriptors) 64
vnenor y( kbyt es) unlimted

Thenof i | es parameter is set to 64 in thisexample. Thisisthetotal number
of files (sockets + files descriptors) that this shell and its descendants have
been alocated. If this parameter is not set high enough, the Policy Server
returns numerous socket errors. The most common socket error is 10024, or
too many open fil es.Youmustincrease this parameter value for proper
Policy Server operation under load. You can change this value by running
theulim t -n command. For example, to set nof i | es to 1024, place the
ulimt -n 1024 commandinthe. profile orsnprofile. ksh of the
smuser account.

About the Localization Requirement

Use of the LC_* environment variables for localization is not permitted.

If the L_C* variables are set by default, they must beunset inthe
.profileorsnprofile.ksh filesof thesnmuser account. To identify the
available values for the LANG environment variable, usethel ocal e “-a”
command.
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Running the Policy Server Setup

1

o > WD

10.

Loginassnuser.

Copy snps-4. 1-so.tar tosnuser.
Untar the snps-4. 1-so. tar file
Changetothesnps-instal | directory.
Runthe./snps-install shell script.

Theinstallation script checks to seeif the required/recommended
patches are installed and prepares the Release Notes.

PressENTER to read the Rel ease Notes for important i nformation about
installing SiteMinder 4.1.

Enter y to confirm that you want to continue with the installation.

Theinstallation script displays the prerequisites for installing
SiteMinder Policy Server 4.1.

Specify adirectory path under which the SiteMinder installation
directory will be created or press ENTER to use your current location.

Theinstallation script creates asi t emi nder directory in the specified
location. For example, if you specify / opt , then this product will be
installedin / opt/siteni nder. If thesi t eni nder instalation
directory already exists make sure that the smuser account has proper
file permissionsto create a subdirectory. If available disk space isfound,
theinstallation extracts the files to the chosen directory. This may take a
few moments.

Theinstallation script checks for available space, then installs the
SiteMinder Policy Server.

To view the License Agreement, press ENTER when prompted.

Theinstallation script displays the License Agreement.

If you have read the License Agreement and agree with the terms, enter
y to continue the installation.
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11. Enter and confirm the Encryption Key:

If you areinstalling the first Policy Server in amultiple Policy
Server deployment, specify arandom, case-sensitive string between
6 and 24 characters long.

If you have already installed a Policy Server and this Policy Server
will be apart of the same site, enter the Encryption Key you
specified during that installation.

The encryption key is akey that secures data sent between the Policy
Server and the policy store. All policy serversthat share a SiteMinder
policy store must be configured using the same encryption key. For
stronger protection, define along encryption key. For security purposes,
the value you enter is not echoed in the terminal window.

12. Select the policy store location.

PressENTER to select an LDAP server and complete the setup
described in Choosing a LDAP Policy Sore on page 34.

For more information about storing policiesin a Netscape LDAP
directory, refer to Soring SteMinder Datain an LDAP directory on

page 80.
For more information about storing policiesin aNovell LDAP

directory, refer to Chapter 5, Setting up a Policy Sore on Novell
Netware on page 91.

Enter B and press ENTER to select an Oracle server and complete
the setup described in Choosing an Oracle Policy Sore on page 36.

For more information about storing policiesin an Oracle database,
refer to Soring SteMinder Data in an Oracle Database on page
75.
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Choosing a LDAP Policy Store

The following instructions assume you have completed steps 1-12 of the
Policy Server setup procedure in the previous section, and selected the
LDAP option in step 12.

The following LDAP directories are supported:

m iPlanet Directory Server 4.1 or later
m  Netscape Directory Server 3.12 or later
m  Novell NDS8.0-8.3

To configure the LDAP server, you will need to supply the | P address and
port of the LDAP server, the root DN under which the SiteMinder schemais
placed, and the administrator information for the LDAP directory.

e Note: Thisinstallation cannot be completed using an SSL connection.

To continue the Policy Server installation using an LDAP directory:
1. At the prompt to continue the installation, press ENTER.

2. Atthe prompt to initialize the LDAP server with the SiteMinder
schema, press ENTER.

Enter the IP address of the LDAP directory and press ENTER.

4. Enter the port number of the LDAP directory and pressENTER or press
ENTER to accept the default number (389).

5. Enter the username (Bind DN) for the LDAP administrator account and

press ENTER:
m  For Netscape LDARP, specify the CN of the administrator as
follows:

cn=<Directory Manager>, Where <Directory Manager> is the Bind
DN.

m  For NDS, specify the CN of the administrator followed by the root
DN asfollows:

cn=<Dijrectory Manager>, o= <test>, wWhere <Dijrectory Manager>is
the Bind DN and <test> isthe root DN.

SiteMinder will bind to the LDAP server using this DN.
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10.

11.
12.
13.
14.

15.

Enter the password for the administrator account and press ENTER.

Confirm the password and press ENTER.

Enter the root DN as follows, and press ENTER:

m  For Netscape LDAP, specify the root DN as follows:
o=<test.com>

where <test.com> istheroot DN.

m  For NDS, specify the root DN as follows:
o=<test>

where <test> istheroot DN.
The values you have entered are listed in the terminal window.

To accept the values, press ENTER.

Theinstallation script tests the connection with the LDAP server and
then prompts you to select your logging preference (text file or Oracle
database). To use an Oracle database, you must have an Oracle 7 or
Oracle 8 database accessible to the installation.

Select your audit logging preference:

m  PressENTER to use atext file. The location and name of the log
file appearsin the terminal window.

m  Enter Y and press ENTER to use an Oracle database. For more
information, refer to Soring Audit Logsin an Oracle Database on

page 37.
Enter and confirm the Super User password.

If you want to start the Policy Server, pressENTER.
Enter Y if youwant thesnprofi |l e. ksh addedtothe. profil e file

Configure the Web server as described in Configuring the Netscape \Web
Server on page 38.

Optionally, access the SiteMinder Policy Server User Interface as
described in Accessing the SteMinder Policy Server User Interface on

page 39.
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Choosing an Oracle Policy Store

The following instructions assume you have completed steps 1-12 when you
ran the Policy Server setup, as described in Running the Policy Server Setup
on page 32.

To use an Oracle server, you must have one of the following Oracle client
configurations installed on the same machine as the SiteMinder Policy
Server:

For Oracle 7, you need sgl* net and the appropriate protocol adapter for
your network.

For Oracle 8, you need net8 and the appropriate protocol adapter for
your network.

For Oracle 7 and 8, you need sqlplus.

To continue the Policy Server installation using an Oracle database:

1

After completing steps 1-12 of Running the Palicy Server Setup on page
32, selecting Oracle as the Policy Store, and reading the Oracle
reguirements, press ENTER to continue the installation using Oracle.

Specify the Oracle client version number:
m  PressENTER to use Oracle 7, which is the default choice.
m  Enter 8 and press ENTER to use Oracle 8.

® A message appears notifying you that you must copy the
snprofile. kshtoyour . profil e file

Tocopy thesnprofil e. ksh tothe. profil e file now, pressENTER.

Configure the Web server as described in Configuring the Netscape Web
Server on page 38.

Configure the SiteMinder schema, as described in Soring SiteMinder
Data in an Oracle Database on page 75.

Optionally, configure the Policy Server to use an Oracle database for
logging audit information, as described in Soring Audit Logsin an
Oracle Database on page 37.

Optionally, access the SiteMinder Policy Server User Interface as
described in Accessing the SteMinder Policy Server User Interface on

page 39.
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Storing Audit Logs in an Oracle Database

SiteMinder allows you to write information about authentication,
authorization, and administration events to an audit log. Audit logs can be
stored in an Oracle database or atext file.

If you chose an Oracle database for the policy store and you want to use an
Oracle database to store the audit information, compl ete the following
procedure.

e Note: If you chose an LDAP directory for the policy store and you want to
use an Oracle database to store event information, you do not need to
complete the following procedure. Instead, specify that you want to
use an Oracle database for the audit logs when you choose the LDAP
policy store, as described in Choosing a LDAP Policy Sore on page
34.

To store audit logs in an Oracle database:

1. Configurethe SiteMinder schemafor Oracle as specified in the previous
section.

2. Runsntonsol e to start the SiteMinder Policy Server Management
Console.

Click the settings tab to move it to the front.
In the Audit Logging group, select the SQL/ODBC Database option.
Click the ODBC tab to move it to the front.

In the Select a Database drop-down menu, select Audit Logs.

N o o & w

Enter the data source information for the audit log database by
completing the following fields:

m Data Source Name—Name of the data source created to store the
audit logs.

m  User Name—If required, user name of the database account. This
user name must have full rights to access the database.
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m  Password/Confirm Password—If required, password of the
database account above.

®  Maximum Connections—The number of ODBC connections per
database that SiteMinder can have open.

8. Click Apply to save the audit logs database selecti@Kdo save the
settings and exit the SiteMinder Policy Server Management Console.
Configuring the Netscape Web Server
1. Change the directory &5M HOVE/ si t eni nder.

2. Log in as the user with permissions to the Netscape Web server
directory and run. / simsset up.

The system states that thensset up script will modify theobj . conf
file. To run SiteMinder, you must update this file.

Press ENTER.
4. Enter the Netscape Server Administrator directory:
| <netscape_installation>| </location>/

where<netscape_installatior> is the installed location of Netscape and
<locatiorr> is the installed location of the Netscape Web servers.

For example,

[ usr/ net scape/ server4

5. If you have multiple Web servers, selecthiheps- <hostname> server
you want to configure with the Policy Server and press ENTER to
continue.

This completes the necessary modification ofdthie. conf file.
6. Restart the Netscapet ps- <hostname> Server.

The installation is complete. You can now access the SiteMinder Policy
Server User Interface, as described in the next section.
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Accessing the SiteMinder Policy Server User Interface

Once you have installed the Policy Server, access it through a browser.
Verify that the browser supports SiteMinder by entering the following URL.:
http://ww. netegrity.conf U test

e Note: The URL for the browser test is case-sensitive.

To reduce the time it takes to |oad the Policy Server User Interface, you can
accessit locally from your machine. Refer to Accessing the Policy Server
User Interface Locally on page 39.

To access the Policy Server User Interface:

1. Start your browser and enter ht t p: / / <hostname>. <domain>
/ si tem nder intheURL field.

The <hostname> is the name of the machine on which the Policy Server
isinstalled, such asmymachi ne, and <domain> is the cookie domain of
the host machine, such as. nyor g. or g. For example:

http:// nymachi ne. nyorg. org/ si t em nder
The system displays your browser with the administrator login page.
Click Administer SiteMinder.

3. Enter Si t eM nder astheuser name and enter the password you entered
during the installation.

The SiteMinder Policy Server User Interface opens.

Accessing the Policy Server User Interface Locally

Accessing the Policy Server User Interface locally from your Web browser
reduces the time it takes to load the Policy Server User Interface.

If you access the Policy Server User Interface from Netscape
Communicator, you can copy the Policy Server User Interface files (stored
insm admi n. j ar) to the directory where Netscape’s Java classes are
located to increase performance.
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To access the Policy Server User Interface on a local machine using
a Netscape browser:

1. Navigate to the SiteMinder Adni n directory:
<siteminder _installation>/ Adm n
where <siteminder_installation> is the installed location of SiteMinder.
For example,
snmuser/ netegrity/sitem nder/admn
2. Copy sm admi n. j ar to thefollowing location:

<netscape_communicator_installation>/ pr ogr am j aval/ cl asses

where <netscape_communicator_installation> is the installed location of
Netscape Communicator.

For example,
$HOVE/ net scape/ cormuni cat or/ Progrant j aval cl asses
Restart the Netscape Web browser.

4. If you are prompted to grant additional privilegesto Netegrity when
you access the Policy Server User Interface, click Grant.

e Note: If you install anew version of the Policy Server, you must copy the
new sm admi n. j ar fileto the Netscape Java classes directory.

Configuring Auto Startup

The following steps ensure that the Policy Server services restart
automatically when the Solaris system is re-booted.

1. Changethe directory to $SM HOVE/ si t eni nder .
2. Enter su and press ENTER.

You are prompted for a password.

3. Enter the root password and press ENTER.
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4. Entercp S98sm/etc/rc2.d andpressENTER.

s98smautomatically calsthest op-al | and start-all
executables, which stop and start the SiteMinder Authentication,
Authorization, Accounting and Administration services when the
Solaris system is rebooted.

e Note: If youareusing alocal LDAP directory server as apolicy store, you
must configure the LDAP directory to start automatically before
starting the Policy Server services automatically.

Uninstalling the Policy Server on Solaris

1. Ensurethat no Web Agents are configured to use the Policy Server you
are uninstalling:

m  For [ISWeb Agents, complete the following:

a.  Accessthe Web Agent 11S Management Console from the Start
menu by selecting Programs | SiteMinder | SiteMinder Web
Agent NT IIS Management Console.

b. Inthe Console, select the Servers tab to moveit to the front.

c. InthePolicy Server list, select the Policy Server entry you
want to remove and click Remove.

o

SiteMinder removes the Policy Server from thelist.
e. Click ok to save your changes and exit the Console.

f.  From the Services control panel, stop and restart the Web
server.

m  For Netscape and Apache Web Agents, complete the following:
a. OpentheWebAgent . conf file

m  For NT, the default location is
<netscape_installation>\ <serverfocation>\ ht t ps-
<hostname>\ confi g

where <netscape_installation> is the installed location of
Netscape, <serverlocation> isthe installed location of the
Netscape Web servers and <#ostname> is the name of the
server.
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For example,
C.\ Net scape\ Server 4\ htt ps-nyserver\config

For UNIX, the default location is/ <server>/
<confdirectory>

where <server> istheinstalled location of Netscape or
Apache Web server on which the Web Agent isinstalled,
and <confdirectory> is the name of the directory where
that Web server’s configuration files are stored.

For example:
Apache:/ usr/ apache/ conf

Netscapel usr/ net scape/ server 4/ htt ps-
nyserver/config

b. Remove the IP address and port numbers that correspond to the

C.

Policy Server that you are uninstalling from the line that starts
with “policyserver="

If only one Policy Server islisted, specify the |P address and
port numbers of a different Policy Server to continue using the
Web Agent to protect your resources.

Save WebAgent.conf

d. Stop and start the Web Server to apply the changes.

2. Usethesmuser account to log into the Solaris environment, and run

stop-all,

located in the /siteminder  directory, to stop the

SiteMinder processes.

3. Optionally, save the policy store datato atext file using the

smobjexport
page 235.

tool, as described in Chapter 11, Policy Server Tools on

4. Optionally, remove the policy store using one of the following tools:

m  Toremove apolicy store stored in an LDAP directory, use
smldapsetup

m  Toremove apolicy store stored in an Oracle database, use
sm_oracle_ps_delete.ps
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Refer to Chapter 11, Policy Server Tools on page 235 for detailed
information on removing the policy store.

Remove the SiteMinder Policy Server, as described in the next section.

Remove SiteMinder references from the obj . conf file, asdescribed in
Removing SteMinder Referencesin the obj.conf File on page 44.

Removing the SiteMinder Policy Server

Removing the SiteMinder Policy Server involves deleting the wi ndu files
and directory, and removing snprofi | e. ksh from. profile.

To remove the windu files and directory:

1
2.

o o &~ W

Change the directory to $SM_HOME/ si t emi nder / wi ndu/ bi n.

Stop the configuration store daemon, by entering:
./w ndu_registry stop

Change the directory to $SM_HOME.

Enterrm -rf sitemn nder, then pressENTER.
Enterrm -rf $HOVE/ . wi ndu. *, then press ENTER.
Enter r m $HOVE/ . wi ndu

To remove smprofile.ksh:

1
2.

From your HOMVE directory, open . profil e.

Locate and deletethelinein .pr of i | e that containssnprofi | e. ksh.
For example,

/ space/ snuser/ si tem nder/snprofil e. ksh

Save .profile.
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Removing SiteMinder References in the obj.conf File

After removing the SiteMinder files, remove references to SiteMinder from
the obj . conf file.

To remove SiteMinder references from obj.conf:

1. At the Solaris command line, go to the
<path to netscape root>/ ht t ps- <host name>/ conf i g folder and
remove the following line from the obj . conf file (must be root):

Init fn="init-cgi" SM ADM UDP_PORT="4444"
SM _ADM TCP_PORT="4444"

NaneTrans fn="pfx2dir
from="sitem ndercgi "dir="..."nane=cgi

NaneTrans fn="pfx2dir
from="sitem nderreportscgi "dir="..."nane=cgi

NanmeTrans fn="pfx2dir fron"sitem nder"dir="..."

2. Saveand closetheobj . conf file.
3. Restart the Web Server.

The uninstallation is complete.

Configuring ODBC Data Sources

The SiteMinder ODBC data sources are configured using the

syst em odbc. i ni filelocated in $SM HOVE/ si t eni nder / db. Thisfile
contains al of the names of the available ODBC data sources as well asthe
attributes that are associated with these data sources. Thefileisinitialy
configured with default settings for each of the standard SiteMinder ODBC
data sources. Thisfile must be customized to work for each site. In addition,
there may be reasons to add additional data sourcesto thisfile, such as
defining additional ODBC user directories for SiteMinder.

Thefirst section of thesyst em odbc. i ni file, [ ODBC Dat a Sources],
contains alist of al of the currently available data sources. The name before

the “=" refers to a subsequent section of the file describing each individual
data source. After the “=" is a comment field.
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Each data source has a section in the syst em odbc. i ni file describing its
attributes. The first attribute isthe ODBC driver to be loaded when this data
sourceis used by SiteMinder. The remaining attributes are specific to the
driver.

Adding Oracle ODBC Data Sources

Adding an Oracle Data source involves adding a new data source namein
the[ ODBC Data Sour ces] section of thesyst em odbc. i ni fileand
adding a section that describes the data source using the same name as the
data source.

The required parameters for adding an Oracle data source are;

m  Driver—choose between the Oracle7 drive$8M HOVE/
si t emi nder/ odbc/ |i b/ NSor 713. so and the Oracle8 driver in
$SM HOVE/ si t eni nder/ odbc/ | i b/ NSor 813. so.

®m  Description—descriptive comment.

m  ServerName—name of the Oracle instance to which you want to
connect.

m  AllowUpdateAndDelete=1—set tol to enable read and write access.

m  ApplicationUsingThreads=1—set tol to indicate that the driver will be
accessed by a multi-threaded application.

®  EnableScrollableCursors=1—set tol to enable scrollable cursors.

m  cCallopinit —when using the ORACLE client prior to version 7.3.4.0.1
(SQL*Net 2.3.3), theCal | Opi ni t parameter irh db/ odbc. i ni must
be changed ta. By default it is0. This switch is required for certain
versions of Oracle7 in order to prevent application anomalies.

Additionally, the environmentRACLE_HOVE variable must point to the
directory where Oracle is installed on your system.
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Chapter 3. Setting up the
Policy Store on NT

Overview

The SiteMinder policy storeisthe repository for all policy related
information. All Policy Serversin a SiteMinder installation must share the
same policy store data, either directly or viareplication. SiteMinder is
installed with tools that allow administrators to move policy store data from
one storage facility to another.

Policy Serversinstalled on NT support the following directories and
databases for storing policy store data:

m  Microsoft Access (default)

m LDAP— iPlanet Directory Server 4.x, Netscape Directory Server 3.12,
Novell NDS 8.0 - 8.3

m  Oracle (7.x and 8.x)

m  Microsoft SQL Serverg5 and 7.0)

Configuring an NT Policy Server

When you install the Policy Server on an NT machine, the default policy
data store is a Microsoft Access database. You can configure the Policy
Server to use an LDAP directory, a SQL Server database, or an Oracle
database for the policy store after you have completed the Policy Server
installation.

e Note: The Access database is provided for demonstration purposes only.
Generally, this sample database is not used in production sites due to
the limitations of Access.
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Storing SiteMinder Data in an LDAP Directory

The LDAP directory server can be the same directory server SiteMinder uses
for user authentication and authorization, which simplifies the task of
administering SiteMinder.

Thetable below lists the specific items that will be required in the process of
creating an LDAP policy store or moving an existing policy store from a
non-L DAP database or an LDAP directory to an LDAP directory:

Value Description
Secured Sockets Layer (SSL) Certifi- | If thetargeted LDAP directory service communicates with a
cate Database Policy Server over SSL, the Netscape database where

Certificates are located.

LDAP Server |P Address

The targeted LDAP server | P address.

LDAP Port Number

The port number the targeted LDAP service islistening on.

Distinguished Name (DN)

The DN of an LDAP user with sufficient privileges, i.e. the
ability to create, read, modify, and delete objectsin the
LDAP tree underneath the policy store root object (for
example, cn=Di rect ory Manager).

DN'’s Password

The password of the Administrator DN.

policy store Root DN

The DN under which the policy store objects are defin

ed.

For examplep=t est . com

If you are creating anew policy store or key store, refer to Creating an
LDAP Policy Sore or Key Sorein the next section.

If you are moving an existing policy store from anon-LDAP database or are
migrating an LDAP directory to another LDAP directory, refer to Migrating
and Moving Policy Sore Data on page 51.
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Creating an LDAP Policy Store or Key Store

You can use an LDAP directory to store SiteMinder policy store data.
SiteMinder keys can be stored in the policy store or in a separate location of
the LDAP directory.

e Note: Storing keysin aseparate directory may be required to implement

single sign-on functionality. Refer to the SteMinder Policy Server
Operations Guide for detailed infomation on key mangement.

To store policies and\or keys in an LDAP directory:

1
2.

Create an LDAP Directory Server instance.
Navigate to <siteminder_installatior>\ Bi n

where <siteminder_installation> is the installed location of SiteMinder,
such as:

C.\Program Fi | es\ Netegrity\SiteM nder\

Set up the LDAP directory by entering the following command to
configure the policy store:

sm dapset up reg - h<host> - p<port> - d<userdm>
- W<userpw> -r <root> -ssl <1/0> -c<cert>

where <fost> isthe name of the LDAP server; <port> is the port;
<userdr> is the name of an LDAP user with privileges to create a new
LDAP schema; <userpw> isthe password for the LDAP user specified
by -d; and <root> isthe DN |ocation of the SiteMinder datain the LDAP
directory.

Note: If you are connecting to the LDAP directory over SSL,
additionally specify - ssl 1 and - c<cert>, where<cert> isthe
absolute path to SSL client certificate database.

For example,

smldapsetup reg -hldapserver.mycompany.com “-dLDAP
User” -wMyPassword123 -ro=security.com

Switch the policy store to LDAP by entering the following command:

smldapsetup switch
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5. Create the schema by completing one of the following:

m  To set up the new policy store:
sm dapset up | dgen -f <filename>
sm dapset up | dnod - f <filename>
where <filename> is the name of the LDIF file you are creating. For
example:
sm dapsetup | dnod -fpstore.txt

m  To set up the new key store:
sm dapsetup | dgen -k -f <filename>
sm dapsetup | dnmod -k -f <filename>
where <filename> is the name of the LDIF file you are creating. For
example:
sm dapsetup | dnmod -k -fkstore.txt

e Note: For detailed instructions on using sm dapset up, refer to

Chapter 11, Policy Server Tools on page 235.

6. If the key storeisbeing stored in a different LDAP directory than the
policy store, enter the following commands:

a

sl dapsetup reg -k -h<host> - p<port> - d<userdmn>
-W<userpw> -r <root> -ssl <1/0> -c<cert>

sm dapset up | dgen -k -f <filename>

sm dapsetup | dnmod -k -f <filename>

Note: These commands are identical to the commands used in
steps 3 and 5, with the exception of the - k switch. The - k
switch indicates that the LDAP directory will be used as a
key store.

7. Import the basic SiteMinder objects required to set up a policy store or
key store by entering the following command:

smobj i nport - i <siteminder_installation>\ db\ sndi f
\snmpolicy.sndif -v
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where <siteminder _installatior> is the installed location of SiteMinder.
For example,

smobjimport “-iC:\Program Files\Netegrity\SiteMinder
\db\smdif\ssmpolicy.smdif” -v

Migrating and Moving Policy Store Data

Using the smobjexport  and smobjimport  tools, you can migrate policy
store data from other types of databases into LDAP policy stores or move
policy storesin one LDAP directory to another LDAP directory. For more
information about these tools, refer to the Chapter 11, Policy Server Toolson

page 235.

The table below identifies the supported migrations and moves:

From

To

Oracle/SQL Server/Access | LDAP

LDAP

LDAP

LDAP

Oracle/SQL Server/Access

The following procedure applies to the Netscape LDAP directory.

To migrate policy store data to a different LDAP directory:

1. Create an LDAP directory server instance.

2. Export your existing data:

m  Toexport policy store data, complete the following:

a

b.

Open a Command Prompt window.
Navigate to <siteminder_installation>\Bin

where <siteminder_installatior> is the installed location of
SiteMinder, such as:

C:\Program Files\Netegrity\SiteMinder\

Run the export utility to extract your existing data and specify
an output text file to temporarily store the data:

smobj export - o<filename>
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where <filename> is the name of the output file to which you
are exporting the data. This filename should be different than
the name you used when creating the policy store (refer to
Creating an LDAP Palicy Sore or Key Sore on page 49).

For example,

snmobj export -opstore.txt

e Note: For acompletelisting of the snobj export parameters,
enter smobj export - hel p. Refer to Chapter 11, Policy
Server Tools on page 235 for information about using
snobj export.

3. Configure the Policy Server to use the LDAP directory, as described in
Configuring Policy Serversto Use an LDAP Policy Sore or Key Sore
on page 53.

4. Restart the LDAP directory server.

From the SiteMinder Bi n directory, enter the following commands to
set up the new policy store:

sm dapset up | dgen -f <filename>
sm dapsetup | dnod - f <filename>

where <filename> is the name of the LDIF file you are creating. For
example:

sm dapsetup | dnod -fpstore.txt

e Note: For detailed instructions on using sm dapset up, refer to
Chapter 11, Policy Server Tools on page 235.

6. Import the basic SiteMinder objects required to set up a policy store by
entering the following command:

smobj i nport - i <siteminder_installation>\ db\ sndi f
\snmpolicy.sndif -v

where <siteminder _installatior> is the installed location of SiteMinder.
For example,
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smobjimport “-iC:\Program Files\Netegrity\SiteMinder
\db\smdif\ssmpolicy.smdif -v

7. Changethe SiteMinder Super User password by completing the
following steps:

a. Copy snreg. exe fromthe\ nt\t ool s directory on the
SiteMinder 4.1 CD-ROM to <siterninder-_installatior>\ Bi n

b. Execute the following command:
smreg -su <  superuserpassword>

where <superuserpassword> isthe password for the SiteMinder
Super User account.

c. Deetesnreg. exe.

Deleting snr eg. exe prevents anyone from changing the Super
User password.

8. Runtheimport utility to import your policy store datafrom the
temporary file:

smobjimport -i< filename>
For example,
smobjimport -ipstore.txt
9. Configurethe Policy Server to use the LDAP directory, as described in
the next section.
Configuring Policy Servers to Use an LDAP Policy Store or Key Store

Once you have created anew policy store or key store, or migrated or moved
an LDAP policy store, you must configure the Policy Server to use the
LDAPdirectory. You can also use the Policy Server Management Consoleto
configure additional Policy Serversto leverage an existing policy storein an
LDAP directory.

M Refer to the SteMinder Policy Server Operations Guide for detailed
information about using the Policy Server Management Console.
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To configure a Policy Server to use a policy store or key store in an

LDAP directory:

1

2.
3.

From the Start menu, select Programs | SiteMinder | SiteMinder Policy

Server Management Console.

The Console opens as shown in the following graphic.

= SiteMinder Policy Server Management Console ME E

Statuz  Settings |LD.-’-‘«F' I DDBCI Securit_l,ll .-’-‘«dvancedl Debugl

— &dministration

TCF Fort; |44444 Admin Ul Inactivity Timeout; |0 mirutes

—Aagent TCP Partts————— ~ RBADIUS UDF Parts
¥ Enable [ Enable

Max Sockets: IF Authentication port: W
Autharization port: Im Accounting port: IW
Authentication part: Im
Accounting port: W

— Palicy and E.ey Starage
" SOL/ODBC D atabase & | DAP Server

— Audit Logging
™ dudit User Activiy ™ dudit &dministrative Activity

%1 SHL/IDEE Matabase Browse,.. |

) Tewt File: Il::'\siteminder'\logksmaccess.Ing

ak. LCancel | Ay | Help |

Select the Settings tab to move it to the front.

In the Policy and Key Storage group box, select LDAP Server and click

Apply.
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4. Select the LDAP tab to move it to the front, as shown next.
¥ SiteMinder Policy Server Management Console M= E3

Slatusl Settings LOAP |DDBE| Securityl Advancedl Debugl

— Palicy Stare

LDAP IP Address: Admin Uzermarnne: Icn=Dilectnl_l,l
Ih 231231212 Admin Password: IW

™ Use S50 Test LDAP Connection |

—F.ey Store
W Use Policy Stare

LDAP IP Address: Admin Uzermarnne:

I Admin Password:

Rioot DN: I Confirm Password:

™| Use 55 Tiest LDER Contection |

111

— MNetzcape Certificate Databaze File

Browse...

i

ok LCancel | Apply | Help |

5. If you are configuring a policy store, in the Policy Store group box, do
the following:

a. IntheLDAP server field, enter the |P address and port number of
the LDAP directory, separated by acolon (:). For example, enter
123.123.12. 12: 321. If the port number is not specified,
SiteMinder uses port 389 by default.

b. IntheRoot DN field, enter the LDAP branch under which the
SiteMinder schemais located (for example, o=t est . com).
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h.

In the Admin Username field, enter the DN of the LDAP directory
administrator for the Policy Server being configured (for example,
cn=Di rect ory Manager).

In the Admin Password field, enter the LDAP directory
administrator password.

In the Confirm Password field, re-enter the LDAP directory
administrator password.

If your system is communicating with the LDAP directory over
SSL, select the Use SSL check box.

If you are using SSL, enter the name of the certificate database in
the Netscape Certificate Database File field.

You can specify other types of certificatesin thisfield. The
certificate does not need to be Netscape.

Click Apply to save the settings.

6. If you are configuring a separate key store, in the Key Store group box,
do the following:

a
b.
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Deselect the Use Policy Store check box.

In the LDAP Server field, enter the |P address and port number of
the LDAP directory, separated by a colon (:). For example, enter
123.123.12. 12: 321. If the port number is not specified,
SiteMinder uses port 389 by default.

In the Root DN field, enter the LDAP branch under which the
SiteMinder schemaislocated (for example, o=t est . com).

In the Admin Username field, enter the DN of the LDAP directory
administrator for the Policy Server being configured (for example,
cn=Di rect ory Manager).

In the Admin Password field, enter the LDAP directory
administrator password.

In the Confirm Password field, re-enter the LDAP directory
administrator password.

If your system is communicating with the LDAP directory over
SSL, select the Use SSL check box.
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10.

h. If you are using SSL, enter the name of the certificate database in
the Netscape Certificate Database File field.

You can specify other types of certificatesin thisfield. The
certificate does not need to be Netscape.

i. Click Apply to save the settings.

Click the Settings tab and verify that the LDAP Server option is selected
in the Policy and Key Storage group box.

Click Apply.

Click Test LDAP Connection t0 verify connectivity to the LDAP
directory server.

Click ok to save the settings and close the Console.

Storing SiteMinder Data in an ODBC Database

You can use an SQL or Oracle database to store SiteMinder policy store
data. SiteMinder keys, audit logs, and token data can be stored in the policy
store or in a separate database.

Note: Storing keysin a separate database may be required to implement

single sign-on functionality. Refer to the SteMinder Policy Server
Operations Guide for detailed infomation on key mangement.

To set up a SiteMinder Windows NT installation to use a SQL Server or
Oracle database for storage of policy information, keys, audit logs, or token
data, complete the following tasks:

1

If you are creating a database for policy storage, export the policy store
data from the existing policy store, if one exists, as described in
Exporting the Policy Sore Data From the Existing Database on page
58.

Configure the SQL Server or Oracle database using the SiteMinder
schema, as described in Creating the Oracle or SQL Server Database
Using the SteMinder Schema on page 60.

SiteMinder Installation Guide



58 Setting up the Policy Store on NT

3. Configure SiteMinder to use a SQL Server or Oracle database:

m  To use the database as the policy store, refer to Configuring
SteMinder to Use an Oracle or SQL Database on page 61.

m  To usethe database to store keys, audit logs, or token data, refer to
Configuring an ODBC Database to Sore Keys, Audit Logs or
Token Data on page 70.

4. Import the basic SiteMinder objects contained insnpol i cy. sndi f and
the exported policy store datainto the SQL Server or Oracle database (if
applicable), as described in Importing the Policy Sore Data into the
Database on page 72.

Before You Begin

Make sure one of the following clients and the appropriate drivers are
installed on your system:

m  Oracle7 or Oracle 8; or
m  SOQL Server 6.5 0r SQL Server 7.0

Exporting the Policy Store Data From the Existing Database

Export policy store data using the snobj export SiteMinder Policy Server
tool. For more information about this utility, refer to the Chapter 11, Policy
Server Tools on page 235.

Export policy store datafor the following reasons:

m  You are currently storing your policy store datain an MS Access
database, and you want to store it in SQL Server or Oracle.

m  You are currently storing your policy store datain a SQL or Oracle
database, and you want to store it in another SQL or Oracle database.

e Note: If thereisno existing SiteMinder database, exporting the policy store
iS unnecessary.
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To export policy store data:

1

Open a Command Prompt window and navigate to the
<siteminder_installation>\ bi n directory, where <siteminder_installation>
istheinstalled location of SiteMinder, such as:

c:\Program Fi |l es\ Netegrity\SiteM nder\

Do one of the following:

If the policy store data you are exporting uses the same encryption
key asthe target Policy Server, enter the following and press
ENTER:

smobj export - o<filename>

where <filename> isthe name of the output file that will contain
the exported policy store data.

For example,
snmobj export -opstore.txt

If the policy store data you are exporting does not use the same
encryption key as the target Policy Server, export the datain clear
text by entering the following on one line:

smobj export - o<filename> -c -d<admin-name> - w<admin-pw>
where <filename> isthe name of the output file that will contain the
exported policy store data, <admin-name> is the name of a
SiteMinder administrator that can manage al SiteMinder objects,

and <admin-pw> is the password for the specified SiteMinder
administrator.

For example,

snobj export -opstore.txt -c-dAdnmin -wpassword

Note: If you exported datain clear text, you must specify - ¢ when you

import the data, too.

The data is exported from the current Policy Server database to the
ASCII filenamed pst ore. t xt .
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e Note: For acompletelisting of the snobj export parameters, enter
snmobj export - hel p. Refer to Chapter 11, Policy Server Toolson
page 235 for information about using smobj export .

Creating the Oracle or SQL Server Database Using the SiteMinder
Schema

SiteMinder provides schema files to create schemas for storing policies,
keys, logs and token data, such as Encotone Telel D data. The following
schemafiles are provided inthe \ Si t eM nder\ Db\ Sql directory:

Schema File Description

sm_oracle ps.sql Createsthe SiteMinder palicy store or key store
(if you are storing keysin a different database)
in an Oracle database.

sm_oracle logs.sql Creates the schemafor SiteMinder audit logsin
an Oracle database.

sm_oracle_token.sql Creates the schema for storing token data, such
as Encotone Telel D data, in an Oracle database.

sm_mssgl_ps.sql Creates the SiteMinder policy store or key store
(if you are storing keysin adifferent database)
in an SQL database.

sm_mssqgl_logs.sql Creates the schemafor SiteMinder audit logsin
an SQL database.
sm_mssgl_token.sql Creates the schema for storing token data, such

as Encotone Telel D data, in an SQL database.

Create the schemas by importing the appropriate file(s). You can import only
the schemafilesfor the schemas you want to use. For example, if you are not
supporting token authentication, you do not have to import a token schema.

For information about importing schemafiles, refer to your database
documentation.
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Configuring SiteMinder to Use an Oracle or SQL Database

The following steps are involved in configuring the Policy Server to use an
Oracle or SQL database to store policies, keys, logs, and token data.

1

Create and configure an Oracle data source or a SQL Server data source
using the ODBC Data Source Administrator.

Point SiteMinder to use the data source you have created as a policy
store. Optionally, point SiteMinder to use the policy store to store keys,
audit logs, and token data; or point to a separate database for key, audit
log, and\or token data storage.

Refer to Configuring an ODBC Database to Sore Keys, Audit Logs or
Token Data on page 70 for information on configuring a separate
database for key, audit log, and\or token data storage.

To create and configure an Oracle data source:

1

2.

From the Control Panel, double-click on ODBC to access the ODBC
Data Source Administrator.

Click the system DSN tab to move it to the front, as shown below.

E10DBC Data Source Administrator

Usger SN  Swstem DSH | File DSM | Dliversl Tracingl Connection F'Dolingl About I

Syztemn Data Sources: Add..

Mame | Diriver

Adviwiarks Microzaoft Access Driver [*.mdl Remave |
Sitetdinder Data Source Microzoft Access Driver (% mdl

SiteMinder Logs Data Source Microzoft Access Driver [Fmdl LConfigure. . |

SiteMinder Reports Data Source  Microsoft Access Driver [* mdl
SiteMinder Tokens Data Source  Microsoft Access Driver [* mdl
ShSamplelsers Microzoft Access Driver [Fmdl

4] | =

An ODBLC Spstern data source stores information about how to connect ko
the indicated data provider, A Spztem data source iz visible to all uzers
on thiz machine, including NT services.

QK I Caticel Appl Help
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3. Select siteMinder Data Source and click Add. The Create New Data
Source dialog box appears, as shown below.

Create New Data Source

Select a driver for which you want to zet up a data zource.

Hame I Version I Cc;l
Microzoft FoxPro Diiver [, dbf] 4003711.08 M
ticrozoft ODBLC for Oracle 2872.3717.00  Mi

Microzoft Paradox Driver [*db ] 4.00.37171.08 M
bicrosoft Text Driver [*.tat; " cev] 4.003717.08 M
ticrosoft Yisual FoxPro Driver 6.00.8428.00 M

SiteMinder Oracle? 3.11.00.00 IM
Sitebdinder Oracled 311.00.00 IM
Sitebdinder Sybaze 311.00.00 IM

SOL Server 3700623

dl |

Wi

< Back I Finish I Cancel

SiteMinder Installation Guide



Setting up the Policy Store on NT 63

Select siteMinder Oracle? or SiteMinder Oracle8 and click Finish. The
ODBC Driver Setup dialog appears, as shown next.

ODBC Oracle Driver Setup EHE

Gereral |Advanced| About I

(WU w0 o =1y = (S itebd inder Oracle Data Source Help |

D escription: IDracIe Palicy D atabaze

Server Hame; |SiteMinderDracle

OF. I Cancel | Apply

Under the General tab, do the following:

a  Inthe Data Source Name field, enter the data source name.

This name must correspond to the one you will enter in the
SiteMinder Policy Server Management Console, as described in
Configuring an ODBC Database as a Policy Sore on page 67.

b. Optionaly, in the Description field, enter a description of the data
source.

c. Intheserver Name field, enter the server name. Do not use blanks
in the name.

Thisisthe Oracle client connection string (TSN name) referenced
in the Oracle Easy Configuration dialog box.
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6. Click the Advanced tab to move it to the front, as shown next.
ODBC Oracle Driver Setup 7| x|

General Advanced |Abnut |

Server List: I Help |

Default Uzer Mame: I Translate. ..

Array Size: IEDDDD

[zalation Lewvel: ISGL_TXN_HEAD_EDMMITTED j

[™ Catalog Options
[" Enable SOLDescribeParam

¥ Enable Serallable Cursors

Iv ipplication Using Threads

[" Procedure Retums Results

0K, I Cancel | Apply

7. Under the Advanced tab, do the following:
a. Select the Enable Scrollable Cursors option.
b. Select the Application Using Threads option.
8. Click oK to save the selections and exit the ODBC Oracle Driver Setup.

The configuration is complete. Now you must configure SiteMinder to
use the data source you just created.

To create and configure a SQL Server data source:

1. From the Control Panel, double-click on ODBC Data Sources to access
the ODBC Data Source Administrator.

2. Click the system DSN tab to move it to the front.

3. Select SiteMinder Data Source and click Add.
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The Create New Data Source dial0og box appears, as shown next.

Create New Data Source

Select a driver for which you want to zet up a data zource.

Hame I Version I Cc;l
Microzoft FoxPro Diiver [, dbf] 4003711.08 M
ticrozoft ODBLC for Oracle 2872.3717.00  Mi

Microzoft Parados Driver [*db ] 4.00.3711.08
bicrosoft Text Driver [*.tat; * cev]  4.003717.08
ticrosoft Yisual FoxPro Driver £.00.8428.00

SiteMinder Oracle? 3.11.00.00
Sitebdinder Oracled 311.00.00

Sitebinder Sybaze 311.00.00
[ ] 3700623

< Back I Finish I Cancel

Select SQL Server and click Finish.

The second Create New Data Source dialog box appears.

Do the following:

a Inthe Name field, enter the Data Source name. This name must
correspond to the one you will enter in the SiteMinder Policy
Server Management Console, as described in the following
procedure to configure SiteMinder to use the data source.

b. (Optional) In the Description field, enter a description of the data
source.
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c. Inthe server drop-down list, enter the name of an existing SQL
server.

d. Click Next. The second Create New Data Source dialog box
appears, as shown below.

Create a New Data Source to SOL Server

How should SQL Server verify the authenticity of the login D7

€ with Windows NT authentication using the netwark, login 1D,

< With SUL Server authentication using a login ID and password
entered by the uzer.

To change the network, library uzed to communicate with SGL Server,

click Clignt Configuration.
Client Configuration. .. |

LConnect to SQL Server to obtain default settings for the
ird o . A -
additional configuration optiohs.

Login [D: Iuser1

Passward: I xxxxxxxxxﬁ

< Back I Mewut » I Cancel | Help

6. Select the with SQL Server authentication using a login ID and
password entered by the user radio button, then click Next.

The configuration is complete. Now you must point SiteMinder to use
the data source you just created.
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Configuring an ODBC Database as a Policy Store

1. Fromthe Start menu, select Programs | SiteMinder | SiteMinder Policy
Server Management Console.

2. Select the ODBC tab to move it to the front, as shown next.
- SiteMinder Policy Server Management Conzole M= E3

Statusl Setlings] LDap  ODBC lSuperUser] Advanced] Debug]

Select a Databasze

|F'0Iic_l,l Store ﬂ

Data Source Information

Data Source Mame:  |Sitebinder Data Source
Uzer Mame: |admin

Password: | xxxxx

Confirm Passward: | xxxxx

M aximum connections: |25

Test ADBC Connection |

ak LCancel Apply Help

In the Select a Database drop-down list, select Policy Store.
4. Inthe Data Source Name field, enter the name of the data source.

This name must correspond to the name you entered in the Data Source
field of the ODBC Driver Setup dialog box.
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5. IntheUser Name and Password fields, enter the username and password
of the database account that has full access rights to the database.

6. Inthe Confirm Password field, re-enter the password.

7. Specify the maximum number of database connections allocated to
SiteMinder. For best performance, retain the default of 25 connections.

8. Click Apply to save the settings.

Storing Keys, Audit Logs and Token Data in the Policy Store

You can store keys, logging, and token information in the policy storeto
simplify administration tasks.

To point SiteMinder to store keys, audit logs and token data in the
same database:

1. Inthe SiteMinder Policy Server Management Console, click the oDBC
tab to move it to the front.
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© N o o M w D

The following tab is displayed:

“#- SiteMinder Policy Server Management Console =]

Statusl Settingsl Loap  ODBC |Security| Advancedl Debugl

Select a Database

Audit Logs

™ Use the Policy Store database

— Data Source [nformation

Data Source Name: ISiteM inder Logs Data Source

User Mame: I

Pazsword: |

Canfirn Passward: |

M asirum connections: |1 5
Test ODBC Connection |

DK I Lancel | Aol | Help |

In the Select a Database drop-down list, select Key Store.

Select the Use the policy store database check box and click Apply.
In the Select a Database drop-down list, select Audit Logs.

Select the Use the policy store database check box and click Apply.
In the Select a Database drop-down list, select Token Data.

Select the Use the policy store database check box and click Apply.

Click Test ODBC Connection to verify connectivity to the database
server.

Click oK to save the settings and exit the Console.
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Configuring an ODBC Database to Store Keys, Audit Logs or Token Data

SiteMinder keys, audit logs, and token information can all be stored in
separate databases.

Before configuring an ODBC database to store keys, audit logs or token
data, make sure you have created and configured a separate database, as
described in Creating the Oracle or SQL Server Database Using the
SteMinder Schema on page 60, and Configuring SiteMinder to Use an
Oracle or SQL Database on page 61.

e Note: Storing keysin a separate database may be required to implement
single sign-on functionality. Refer to the SteMinder Policy Server
Operations Guide for detailed infomation on key mangement.

To point SiteMinder to store keys, audit logs and token data in
different databases:

1. Inthe SiteMinder Policy Server Management Console, click the obDBC
tab to move it to the front.
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The following tab is displayed:

" SiteMinder Policy Server Management Console M= E

Statusl Settingsl LDsP ODBC | Securityl Advancedl Dehugl

Select a Database

IKey Store j

[™ Use the Policy Store database

r— Data Source Information

Data Source Mame: IEileMinder Keps Data Source
Uzer Name: IUser‘I
Pazsward: Ixxxxxxxxxxxxxxxxxxxxxxx

Ixxxxxxxxxxxxxxxxxxxxxxx

Canfirmn Passward:

Marimurm connections: |5
Test ODEC Connection |

14 I Cancel Apply Help

In the Select a Database drop-down list, select Key Store.

Deselect the Use the policy store database check box and click Apply.
The fields in the Data Source Information group box become active.
In the Data Source Name field, enter the name of the data source.

This name must correspond to the name you entered in the Data Source
field of the ODBC Driver Setup dialog box.
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8.

Inthe User Name and Password fields, enter the username and password
of the database account that has full access rights to the database.

In the Confirm Password field, re-enter the password.

Specify the maximum number of database connections allocated to
SiteMinder. For best performance, retain the default of 5 connections.

Click Apply to save the settings.

Importing the Policy Store Data into the Database

Import data for the following reasons:

To import required SiteMinder objects stored in snpol i cy. sndi f, as
described in the next section.

To import the data you exported into the pst or e. t xt file, as described
on page 59.

To import the required policy store objects:

1

Open a command prompt window and navigate to
<siteminder_installationr>\Bi n, where <siteminder_installatiorn> is the
installed location of SiteMinder.

Import data from the snpol i cy. sndi f fileinto the policy store by
executing the following command:

smobj i nport - i <siteminder_installation>\ Db
\ SMli f\ snpol icy. sndi f

For example,

smobjinport -iC\Program Fil es\ Netegrity\SiteM nder
\ Db\ SMdi f\ snrpol i cy. sndi f

e Note: Oracleonly: If error messages appear during the import, ensure that

Enable Scrollable Cursor is set in the driver configuration.
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3. If you needto create or change the password, copy snr eg. exe fromthe
Tools folder on the SiteMinder CD-ROM to
<siteminder_installation>\ Bi n directory on the Policy Server machine
and then execute the foll owing command:

snreqg -SsU <superuserpassword>

The administrator password that you supply here becomes the password
for the SiteMinder Super User account.

4, Deletethesnr eg. exe executable.

Deleting snr eg. exe prevents anyone from changing the Super User
password.

5. Restart the SiteMinder Policy Server for the configuration changesto
take effect.

i Note: Oracle only: Once the Oracle policy storeis setup, administrator
user names for the SiteMinder Policy Server User Interface
become case sensitive.

To import exported data:

1. Open a Command Prompt window and navigate to the
<siteminder_installation>\ bi n directory, where
<siteminder_installatiorr> is the SiteMinder installed location.

2. Enter snobjinport -ipstore.txt -v.

The contents of the ASCII file named pst ore. t xt areimported into
the Oracle or SQL policy store.

i Note: For moreinformation about snobj i nport , refer to Chapter 11,
Policy Server Tools on page 235.

Replicating Policy Stores and Configuring Failover

To provide consistent and continuous access to the policy store, replicate the
policy store on a secondary server and enable failover using the SiteMinder
Policy Server Management Console. If failover is enabled and the primary
policy storeis not available, all policy store operations are automatically
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redirected to the secondary policy store. The user directory and the policy
store can be located in the same LDAP directory.

For example, in the graphic below, policy store 1isthe primary policy store.
When this policy storeisunavailable, the Policy Server redirectsthe requests
to policy store 2, which islocated at a different |P address.

/QQQQQQQ\ normal operation
Policy Server

Policy Store (1) Policy Store (2)

123.123.12.12 123.123.12.14

failover operation

=1 —

Note: Refer to the SteMinder Policy Server Operations Guide for
L
information on configuring failover.
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Chapter 4. Setting up the
Policy Store on Solaris

Overview

The SiteMinder policy storeisthe repository for all policy related
information. All Policy Serversin a SiteMinder installation must share the
same policy store data, either directly or viareplication. Policy Servers
installed on Solaris support the following directories and databases for
storing policy store data:

m  Netscape LDAP directory (default)
m  Oracle 7.x and 8.x

When you install the Policy Server on a Solaris system, the default policy
storeisan LDAP server. To store policy datain an Oracle database, specify
the Oracle database when you install the Policy Server.

Storing SiteMinder Data in an Oracle Database

You can use an Oracle database to store SiteMinder policy store data.
SiteMinder keys, audit logs, and token data can be stored in the policy store
or in a separate database.

e Note: Storing keysin a separate database may be required to implement
single sign-on functionality. Refer to the SteMinder Policy Server
Operations Guide for detailed information on key management.

When you store SiteMinder data in an Oracle database, you must configure
the policy store or key store from the SiteMinder Policy Server Management
Console.
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Before You Begin

Before configuring an Oracle database to store SiteMinder data, verify that
the following prerequisites have been met:

The Oracle database that will store the dataisinstalled and running.

Oracle 7 or Oracle 8 Client software must be accessible from the smuser
account. For Oracle 7, you need sql *net and the appropriate protocol
adapter for your network. For Oracle 8, you need net 8 and the
appropriate protocol adapter for your network.

You can access sql pl us from the snuser account.

The $ORACLE_HOME variable must exist for smuser and must point to a
properly installed Oracle product directory.

An alias must be defined in thet nsnanes. or a of the client software
that points to the appropriate Oracle database.

To store data in an Oracle database:

1

Ensure that the Oracle database instance that will contain the
SiteMinder policy datais accessible from the SiteMinder Policy Server
machine. Test the communication using t nspi ng or sql pl us.

Create the SiteMinder schemain the Oracle database:

a. LogintoOraclewithsql pl us (or some other Oracle utility) asthe
user who administers the SiteMinder Policy Server database
information.

b. Import the scripts for the schemas you want to create:

$SM HOVE/ si t emi nder/ db/ <schema>

where <schema> is one of the following scripts:

m  smoracl e_ps. sql —Creates the SiteMinder policy store or

key store schema (if you are storing keys in a separate
database).

m  smoracl e_| ogs. sql —Creates the schema for storing audit

logs.

m  smoracl e_t oken. sql —Creates the schema for storing
token data, such as Encotone TelelD data.

SiteMinder Installation Guide



Setting up the Policy Store on Solaris 77

For example,

$SM HOVE/ si t emi nder/ db/ sm or acl e_ps. sql

Tip: If youareusing sql pl us, run the schemausing an @ sign.
For example,

@SM _HOVE/ si t emi nder/ db/ sm or acl e_ps. sql

Import only the schema files for the schemas that you want to
create. For example, if you do not want to support token
authentication do not create the schema for token data.

Edit the $SM HOME/ si t eni nder / db/ syst em odbc. i ni fileby
replacing the st nd value for ServerName with the value that is
appropriate for your Oracle instance.

For example,

Ser ver Name=My Ser ver
The modified text should appear as follows:

[SiteM nder Data Source]

Driver=/$SM HOVE/ snps-install/sitemn nder/odbc/lib/ NSor713. so
Descri pti on=0r acl e7

Ser ver Nane=M Ser ver

Cal | Opi ni t =0

Al | omUpdat eAndDel et e=1

Enabl eScrol | abl eCur sor s=1

Appl i cati onUsi ngThr eads=1

Configure the SiteMinder Policy Server Console settings:

a. Runsntonsol e to start the SiteMinder Policy Server Management
Console.

b. Under the Settings tab, sel ect the SQL/ODBC Database option in the
Policy and Key Storage group box.

¢. Under the ODBC tab, select one of the following from the Select a
database drop-down list:

®  Policy Store
Key Store

|
B Audit Logs
B Token Data
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i-

If you selected Key Store, Audit Logs, or Token Data, complete one
of the following:

m  To store keys, audit logs, or token data in the policy store,
ensure the Use the Policy Store database check box is selected,
then proceed to stepi.

m  To store keys, audit logs, or token data in a separate database,
deselect the Use the Policy Store database check box, then
proceed to step e.

In the Data Source Name field, enter the name of the Oracle data
source.

In the User Name and Password fields, enter the user name and
password for the Oracle instance.

In the Confirm Password field, re-enter the password.

In the Maximum connections field, specify the maximum number of
database connections allocated to SiteMinder.

Optionally, test the connection by clicking Test ODBC Connection.

m  If it returns a success message, quit the snconsol e and run
snobj i mport -i $SM HOVE/ si t eni nder/ bi n/
snpol i cy.smdi f -v. Thisaddsinitial policy datato the
schemayou created earlier.

m If it returnsafailure message, goto $SM HOVE/ db directory
and modify the syst em odbc. i ni file based on your
reguirements.

If the settings are correct, click Apply to save the settings.

5. AddtheOraclelibrariestothe. profil e file of smuser:

a
b.
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Openthe . profile file

Prior to theline that runsthe snpr of i | e. ksh script, add the
Oracle libraries ($ORACLE_HOVE/ | i b) tothe LD LI BRARY_PATH.

Save and exit thefile.
Run snpr of i | e. ksh for the new settings to take effect.

Ensure that the user profileis correct by logging out and then
logging back in.
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6. Set the administrator password for the SiteMinder Super User account:

a. Copy snreg fromthe /sol ari s/t ool s directory of the
SiteMinder CD to:

$SM HOVE/ si t eni nder/ bi n
b. Runsnreg -su <administrativepassword>

The administrator password that you supply here becomes the
password for the SiteMinder Super User account. The password is
case sensitive.

c. Deetethesnr eg executable.

Deleting snr eg prevents anyone from changing the Super User
password.

The configuration is complete. If you are replicating the Oracle
database, refer to Replicating Policy Stores and Configuring
Failover on page 88.
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Storing SiteMinder Data in an LDAP directory

The LDAP directory server can be the same directory server that SiteMinder
uses for user authentication and authorization, which simplifies the task of
administering SiteMinder.

By default, the policy storeis stored in an LDAP directory on Solaris. The
table that follows lists the specific items that are required when you install a
Policy Server on Solaris and choose to use an LDAP directory:

Value

Description

Secured Sockets Layer (SSL) Certifi- | If thetargeted LDAP directory service communicateswith a

cate Database Policy Server over SSL, the database where Certificates are
located.

LDAP Server IP Address The targeted LDAP server |P address.

LDAP Port Number The port number the targeted LDAP serviceis listening on.

Distinguished Name (DN) The DN of an LDAP user with sufficient privileges, i.e. the

ability to create, read, modify, and delete objectsin the
LDAP tree underneath the policy store root object (for
example, cn=Di rect ory Manager).

DN'’s Password

The password of the Administrator DN.

Policy Store Root DN The DN under which the policy store objects are defined.

For examplep=t est . com

If you are creating anew policy store or key store, refer to Creating an
LDAP Policy Sore or Key Sorein the next section.

If you are moving an existing policy store from a non-L DAP database or an
migrating an LDAP directory to another LDAP directory, refer to Migrating
and Moving Policy Sore Data on page 83.

Creating an LDAP Policy Store or Key Store

You can use an LDAP directory to store SiteMinder policy store data.
SiteMinder keys can be stored in the policy store or in a separate location of
the LDAP directory.

Note: Storing keysin aseparate directory may be required to implement
single sign-on functionality. Refer to the SteMinder Policy Server
Operations Guide for detailed infomation on key mangement.
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To store policies and\or keys in an LDAP directory:
1. Create an LDAP directory server instance.
2. Navigateto $SM HOVE/ bi n.

3. Set upthe LDAP directory by entering the following command to
configure the policy store:

sm dapset up reg - h<host> - p<port> - d<userdm>
- W<userpw> -r <root> -ssl <1/0> -c<cert>

where <fost> isthe name of the LDAP server; <port> is the port;
<userdr> is the name of an LDAP user with privileges to create a new
LDAP schema; <userpw> isthe password for the LDAP user specified
by -d; and <root> isthe DN |ocation of the SiteMinder datain the LDAP
directory.

Note: If you are connecting to the LDAP directory over SSL,
additionally specify - ssl 1 and - c<cert>, where<cert> isthe
absolute path to SSL client certificate database.

For example,

smldapsetup reg -hldapserver.mycompany.com “-dLDAP
User” -wMyPassword123 -ro=security.com

4. Create the schema by completing one of the following:
m  To set up the new policy store:

smldapsetup Idgen -f< filename>
smldapsetup ldmod -f< filename>

where <filename> is the name of the LDIF file you are creating. For
example:

smlidapsetup Idgen -fpstore.txt

smldapsetup Idmod -fpstore.txt
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m  To set up the new key store:
sm dapset up | dgen -k -f<filename>
sm dapsetup | dnmod -k -f <filename>
where <filename> is the name of the LDIF file you are creating. For
example:
sm dapsetup | dgen -k -fkstore.txt
sm dapsetup | dnmod -k -fkstore.txt
e Note: For detailed instructions on using sm dapset up, refer to

Chapter 11, Policy Server Tools on page 235.

5. Import the basic SiteMinder objects required to set up a policy store or
key store by entering one of the following commands:
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If you are importing data to a policy store:

smobj i nport - i <siteminder_installation>/ db/ sndi f
[smpolicy.smdif -v

where <siteminder _installation> is the installed | ocation of
SiteMinder. For example,

smobj i nport -isnuser/siteni nder
/db/smdif/smpolicy.smdif”’ -v

If you are importing data to a key store:

smobj i nport -k -i <siteminder_installatior>/ db/ srdi f
/snmpolicy.sndif -v

where <siteminder_installatior> is the installed location of
SiteMinder. For example,

smobjimport -k -ismuser/siteminder
/db/smdif/smpolicy.smdif”’ -v
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6. Changethe SiteMinder Super User password by completing the

following steps:

a. Copy snreg. exe fromthe /sol ari s/t ool s directory onthe
SiteMinder 4.1 CD-ROM to <siteminder_installatior=>/ bi n

b. Execute the following command:
snreqg -Ssu <superuserpassword>
where <superuserpassword> s the password for the SiteMinder
Super User account.

c. Deetesnreg. exe.

Deleting snr eg. exe prevents anyone from changing the
SuperUser password.

Migrating and Moving Policy Store Data

Using the snmobj export and snobj i mport tools, you can migrate policy
store data from other types of databases into LDAP policy stores or move
policy storesin one LDAP directory to another LDAP directory. For more
information about these tools, refer to the Chapter 11, Policy Server Toolson
page 235.

The table below identifies the supported LDAP migrations:

From To

Oracle LDAP
LDAP LDAP
LDAP Oracle

The following procedure applies to the Netscape LDAP directory.

To migrate policy server data to a different LDAP directory:

1. Create an LDAP directory server instance.

2. Export your existing policy store data:

a
b.

Open a Command Prompt window.

Navigateto $SM HOVE/ bi n.
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¢. Runthe export utility to extract your existing data and specify an
output text file to temporarily store the data. For example:

smobj export -opstore.sndif -v

e Note: For acompletelisting of the snobj export parameters,
enter smobj export - h. For detailed information on using
smobjexport, refer to Chapter 11, Policy Server Toolson
page 235.

3. Configure the Policy Server to use the LDAP Directory as described in
Configuring Policy Serversto Use an LDAP Policy Sore or Key Sore
on page 85.

4. Restart the LDAP directory server.
From the SiteMinder bi n directory, enter:
sm dapset up | dgen -f <filename>
sm dapset up | dnod - f <filename>

where <filename> is the name of the SMDIF file you are generating.

e Note: SiteMinder Data Interchange Format (SMDIF) isaformat that
standardizes SiteMinder data so it can be migrated to a different
type of policy store.

For example,
sm dapsetup | dgen -fpstore.sndif
sm dapsetup | dnmod -fpstore.sndif

6. Import the basic SiteMinder objects required to set up a policy store by
entering the following command:

smobj i nport - i <siteminder_installation>/ db/ smdi f
[smpolicy.snmdif -v

where <siteminder_installation> is the installed location of SiteMinder.
For example,

/ smuser/ sitem nder/ db/sndi f/snpolicy. sndif
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7. Changethe SiteMinder Super User password by completing the
following steps:

a. Copy snreg. exe fromthe/ sol ari s/t ool s directory on the
SiteMinder 4.1 CD-ROM to <siterninder_installatior>/ bi n

b. Execute the following command:
snreqg -Ssu <superuserpassword>

where <superuserpassword> s the password for the SiteMinder
Super User account.

c. Deetesnreg. exe.

Deleting snr eg. exe prevents anyone from changing the
SuperUser password.

8. Runtheimport utility to import your policy store datafrom the
temporary file:

smobj i nport - i <filename>
For example,
smobj i nport -ipstore.sndif
9. Configurethe Policy Server to use the LDAP directory, as described in
the next section.
Configuring Policy Servers to Use an LDAP Policy Store or Key Store

Configure a Policy Server to specify anew location of the LDAP server
when migrating a policy store in Oracle to a policy storein LDAP.
Additionally, you can configure a Policy Server to store SiteMinder keysin
the policy store, or specify anew location of the LDAP server for key
storage.

To configure a Policy Server to use a policy store or key store in an
LDAP directory:

1. Start the Policy Server Management Console by running sntonsol e.

e Note: The policy store settings you specify in the Console must match
the settings on the Policy Server from which the LDAP directory
was originally configured.
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Select the Settings tab to move it to the front.

3. InthePolicy and Key Storage group box, select LDAP Server and click
Apply.

4. Select the LDAP tab to move it to the front.

5. If you are configuring a policy store, complete the following in the
Policy Store group box:

a
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In the LDAP Server field, enter the |P address and port number of
the LDAP directory, separated by a colon (:). For example, enter
123. 123. 12. 12: 321. If the port isnot specified, SiteMinder uses
port 389 as the default.

In the Root DN field, enter the LDAP branch under which the
SiteMinder policy storeis located (for example, o=ai ri us. con).

In the Admin Username field, enter the DN of the LDAP directory
administrator for the Policy Server being configured (for example,
cn=Di rect ory Manager).

In the Admin Password field, enter the LDAP directory
administrator password.

In the Confirm Password field, re-enter the LDAP directory
administrator password.

If your system is communicating with the LDAP directory over
SSL, select the Use SSL check box.

If you are using SSL, enter the name of the certificate database in
the Netscape Certificate Database File field.

Note: You can specify other types of certificatesin thisfield. The
certificate does not need to be Netscape.
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6.

10.

If you are configuring a key store, complete one of the following in the
Key Store group box:

If you want to store keysin the policy store, ensure that the Use
Policy Store check box is selected, then proceed to step 7.

If you want to store keysin a separate location on the LDAP server,
complete the following:

a

In the LDAP Server field, enter the IP address and port number
of the LDAP directory, separated by a colon (). For example,
enter 123. 123. 12. 12: 321. If the port is not specified,
SiteMinder uses port 389 as the defaullt.

In the Root DN field, enter the LDAP branch under which the
SiteMinder policy storeislocated (for example,
o=ai ri us. com.

In the Admin Username field, enter the DN of the LDAP
directory administrator for the Policy Server being configured
(for example, cn=Di r ect ory Manager).

In the Admin Password field, enter the LDAP directory
administrator password.

In the Confirm Password field, re-enter the LDAP directory
administrator password.

If your system is communicating with the LDAP directory over
SSL, select the Use SSL check box.

If you are using SSL, enter the name of the certificate database
in the Netscape Certificate Database File field.

Click Apply to save the settings.

Click the Settings tab and verify that the LDAP Server option is selected
in the Policy and Key Storage group box.

Click oK to save the settings and close the Console.

Click Test LDAP Connection to verify connectivity to the LDAP
directory server.
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Replicating Policy Stores and Configuring Failover

To provide consistent and continuous access to the policy store, replicate the
policy store on a secondary server and enable failover using the SiteMinder
Policy Server Management Console. If failover is enabled and the primary
policy storeis not available, all policy store operations are automatically
redirected to the secondary policy store. To simplify administration tasks,
the user directory, policy store and key store can be located in the same
LDAP directory.
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For example, in the graphic below, policy store 1 isthe primary policy store.
When this policy storeisunavailable, the Policy Server redirectsthe requests
to policy store 2, which islocated at adifferent |P address.

/QQQQQQQ\ normal operation
Policy Server

Policy Store (1) Policy Store (2)

User Directory 123.123.12.12 123.123.12.14

failover operation

=1 —

L] Note: Refer to the SteMinder Policy Server Operations Guide for
information on configuring failover.
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Chapter 5. Setting up a Policy Store
on Novell Netware

Overview

In SiteMinder 4.1, you can configure the Policy Server to use an LDAP
Novell Directory Server (NDS) directory residing on a NetWare machine as
apolicy store and user directory.

To use NDS as apolicy store or user directory, the NDS schema must be
extended to include SiteMinder 4.1 objects. Novell providesatool, called
schmap. exe, that creates classes, attributes, and the LDAP to NDS
mappings from an LDIF file. Once the NDS directory has been prepared,
you must import basic policy store objects, stored insnpol i cy. sndi f,
before using NDS as the policy store.

Configuring NDS as a Policy Store
Before you begin, ensure you have the following installed:
m  NDSVersion8.0-83
m  Novell Client for Windows NT Version 4.7

To configure NDS as a policy store:

1. Fromthe Novell Client, navigate to the Novel | directory inthe
directory in which SiteMinder isinstalled:

<siteminder_installatior>\ Novel |
where <siteminder_installatior> isthe instaled location of SiteMinder.
For example,

C:\Program Fi | es\ Netegrity\SiteM nder\ Novel |
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The Novell directory contains the following files:

stuffkey.nlm
dsi xedit.nlm
schmap. exe

sm ndex. ncf
smovel 1 40. 1 di f
40-i ndex. t xt

2. Copy schnap. exe and smovel | 40. 1 di f to atemporary location
on the NDS server.

For example,
\systemtenp

3. Run schmap. exe onthe smmovel | 40. | di f fileto create SiteMinder
attributes:

schmap “smnovell40.1dif” “LDAP Group - < group.rootDN>"

where <group.rootDN> s the location in NDS in which the SiteMinder
policy store datawill reside.

For example, enter:

C:A\TEMP\v8>schmap "smnovell40.ldif"
"LDAP Group - SMLABV8.ou=people.o=test"

e Note: Tomodify theNDS Schemayoumust haverightsto theroot of
your NDS tree. Thisrequiresthat you loginto NDSasan
administrator.

The schmap utility then prompts you to enter your user name and
password, for example:

Enter User Name: cn=adm n. ou=peopl e. o=netegrity
Enter User Password: ***x*xxxx*

The utility then displays the following information:

Addi ng Schema Ext ensions And LDAP To NDS Mappi ngs

Parsing the schema file...
Addi ng schema ext ensi ons and nappi ngs. . .

SCHVAP End
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Refresh the LDAP server to update NDS by completing the following:

a. Fromthe Novell Client, open the NetWare Administrator, then
select Tools | NDS Browser.

b. Double click LDAP server from the directory tree.
c. Click the Refresh NLDAP Server Now button.
d. Click the Catalog Schedule button.

The NetWare Administrator displays the Catalog Schedule dialog
box.

e. Select Update Now.

On the server where the SiteMinder Policy Server isinstalled, open the
Policy Server Management Console and select the LDAP tab to bring it to
the front.

In the LDAP tab, configure the fields for the LDAP policy store.
The following lists sample values for the fields:

LDAP IP Address: 123. 123. 12. 12

Root DN: o=t est

Admin Username: cn=admi n, ou=peopl e, o=t est

Admin Password: <masked passwor d>

Refer to the Policy Server Operations Guide for a complete description
of the settingsin the LDAP tab.

Click Apply after you have modified the LDAP fields.
Click the Test LDAP Connection button to test the connection.

If the connection is successful, SiteMinder returnsaconfirmation. If itis
not successful, SiteMinder returns an error message. If you receive an
error message, verify that the values you entered on this tab are correct.

Note: Once you have a successful connection, you can modify the
NDS policy store from the machine on which the Policy Server
isinstalled.
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9. Import snpol i cy. sndi f by completing the following steps:

a. From the command prompt on the machine the Policy Server is
installed, navigate to one of the following locations:

m  On NT, <siteminder_installation>\ Bi n

where <siteminder_installation> is the installed |ocation of
SiteMinder.

For example,
C.\Program Fil es\ Netegrity\SiteM nder\Bin
m  On Solaris: <siteminder_installation>/ bi n

where <siteminder_installation> is the installed |ocation of
SiteMinder.

For example,
$SM HOVE/ si t emi nder/ bin

b. Execute the following command:

smobj i nport - i <siteminder_installation>\ db\ sndi f
\'snpolicy.sndif

Snpol i cy. smdi f contains the basic SiteMinder objects required
touse NDS as apolicy store.

10. Copy the snr eg executable from the Tool s directory in the NT or
Sol ari s directory on the SiteMinder CD-ROM to the SiteMinder Bi n
directory:

m  On NT, <siteminder_installation>\ Bi n

where <siteminder_installation> is the installed location of
SiteMinder.

For example,

C.\Program Fil es\Netegrity\SiteM nder\Bin
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11.

m  On Solaris, / <siteminder_installation>/ bi n

where <siteminder_installatior> is the installed location of
SiteMinder.

For example,
$SM HOVE/ si t emi nder/ bin

Snr eg allowsyou to create a Super User, called SiteMinder, and specify
a corresponding password. The Super User account has the maximum
SiteMinder privileges.

Go to the SiteMinder bi n directory where you copied snr eg. exe and
execute the following command:

SNnTeq -Su <superuser password>

where <superuser_password> s the password you specify for the
SiteMinder Super User account.

For example:
snreg -su password

Delete snr eg. exe when you have finished this step. Deleting snr eg
ensures that non-authorized users cannot change the password.
However, if you need to modify the password in the future, you can
copy snt eg. exe from the SiteMinder CD.

12. Refresh the LDAP server as described in step 4 of this procedure.
13. Stop and start all four SiteMinder services:

m  For NT, complete the following:
a  Start the SiteMinder Policy Server Management Console.

b. Under the status tab, stop each of the services by clicking the
Stop button in the Authentication, Authorization, Accounting,
and Administration group boxes.

The stoplight icon changes from green to red.
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c. Click the start button in the Authentication, Authorization,
Accounting, and Administration group boxes to restart the
services.

d. Click OK to exit the SiteMinder Policy Server Management
Console.

m  For Solaris, assnuser, enter the commands st op- al | followed
bystart -all.

i Note: You must index the NDS directory immediately after importing
snpol i cy. smdi f, executing snr eg, and restarting the SiteMinder
services.

14. Index the NDS policy store using the following procedure:

a.  OntheNetWare server, copy the st uf f key. nl m dsi xedi t. nl m
and sni ndex. ncf filesfrom one of the following locations on the
SiteMinder CD-ROM to the\ sys\ syst emdirectory:

m  For NT,nt\tools
m  For Solaris, sol ari s/ tool s

b. At the NetWare server console prompt, enter the following
command to create the NDS index:

sm ndex. ncf

i Note: During processing, snmi ndex. ncf unloads NLDAP. nl mand
DS. nl mautomatically. If aclient is connected to NLDAP,
sm ndex. ncf cannot unload NLDAP. nl mor DS. nl m To unload
them manually, enter unl oad NLDAP, then unl oad DS from
the Netware box.

After the index operation is complete, the server reboots.

Migrating Existing Policy Store Data to NDS

You can migrate policy store data from another supported database or
directory to NDS. Migrating policy store data alows you to use a different
policy store without losing any data.
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To migrate data to an NDS policy store:

1. From the command prompt on the machine on which the Policy Server
isinstalled, export your current policy store data by completing the
following steps:

a. From the command line, navigate to the directory in which
snobj export islocated.

m  For NT, snobj export islocatedin
<siteminder_installation>\ Bi n.

m  For UNIX, snobj export islocatedin
<siteminder_installation>/ bi n.

b. Executesnobj export:
snmobj export - o<filename>

where <filename> is the name of the output file to which you are
exporting data.

For example,
smobj export -opstore.txt

2. If you have not already done so, complete all of the steps described in
Configuring NDSas a Policy Sore on page 91.

3. Runthesnobj i mport utility to import the policy store datayou
exported by entering:

smobj i nport -i <filename>
For example,
smobj i nport -ipstore.txt

where <filename> is the name of the file to which you exported the
policy store data.

e Note: Refer to Palicy Server Tools on page 235 for instructions on how to
use snobj export and snobj i nport .
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Removing Policy Store Data

Once you have exported your policy store data, you can remove al of the
data from the policy store using a SiteMinder utility called sm dapset up.
Oncethe dataisremoved, you can delete the old schemawith schrmap. exe.
Schmap isaNovell utility that can be used to remove all SiteMinder classes
and attributes from NDS.

To remove policy store data from the SiteMinder schema:

1. Fromthe command line, access the directory in which snl dapset up is
located.

m  For NT, sm dapset up islocated in
<installdir>\ Si t eM nder\ Bi n.

m  For UNIX, sl dapset up islocated in
</installdir>/ si t em nder/ bi n.

2. Execute the following command:

sm dapset up renove -a<adminname> - b <adminpw>

where <adminname> is the name of a SiteMinder administrator with
privileges to modify the policy store and <adminpw> isthe
corresponding password.

Refer to Chapter 11, Policy Server Tools on page 235 for instructions on
how to use snmi dapset up.

3. Navigate to the Novell directory under the SiteMinder root.

For example, <siteminder_installatior>\ Novel |

4. Copy schmap. exe to atemporary location on the NDS server.
For example,

[ systeni tenmp/
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5. Execute the following command to remove the SiteMinder attributes
from NDS:

schmap “smnovell40.Idif” “LDAP Group- < group.rootDN>" R

where <group.rootDN> isthe location in NDS in which the SiteMinder
policy store datawill reside.

For example, enter:

C:\TEMP\v8>schmap "smnovell40.ldif" "LDAP Group -
SMLABV8.ou=people.o=test"

6. Refresh the LDAP server by completing the following:

a. From the Novell Client, open the Netware Administrator, then
select Tools | NDS Browser.

b. Double click LDAP server from the directory tree.
c. Click the Refresh NLDAP Server Now button.
d. Click the Catalog Schedule button.

The Netware Administrator displays the Catalog Schedule dialog
box.

e. Select Update Now.

The SiteMinder schemais removed from NDS.
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Chapter 6. Installing the
Reports Server

Overview

This chapter describesthe stepsto install the SiteMinder Reports Server. The
SiteMinder Reports Server enables you to connect to a dedicated server
running Windows NT that uses an Oracle or SQL Server database for

reporting.

When you install the SiteMinder Policy Server on Solaris, no default
reporting features are available. You must configure the Policy Server
running on Solaris to use the SiteMinder Reports Server on NT to use
reporting. The configuration information is defined when you install the
Reports Server and when you change the location of the Reports Server.

When you install SiteMinder Policy Server under Windows NT, the
installation process creates a default reports server with an ODBC data
source pointing to alocal Microsoft Access database. If you install the
SiteMinder Reports Server, it handles reportsin place of the default reports
server.

The SiteMinder Reports Server must be installed on a machine running
Windows NT 4.0. To use SiteMinder reporting features provided by the
Reports Server, you must configure the Policy Server to look to the
SiteMinder Reports Server when a user requests a report.
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Before You Begin

Verify that the following requirements are met:

Microsoft Windows NT 4.0 Server or Workstation is installed with
Service Pack 3, 4, or 5, and you are logged into an account with local
administrator privileges.

Microsoft 11S 3.x or later, or Netscape Enterprise Server 3.51 or later is
installed on your computer.

If the SiteMinder audit logs are stored using Oracle, an Oracle client is
installed.

If the SiteMinder audit logs are stored using SQL Server, aSQL clientis
installed.

Installing the Reports Server on NT

1

From the SiteMinder Policy Server CD-ROM, run
ReportsServer-4. 1- NT. exe located inthent folder.

In the SiteMinder Reports Server - Welcome dialog box, click Continue.
Read the Welcome message and click Next.

Read the Software License Agreement and click Yes if you accept the
agreement.

In the Choose Destination Location dialog box, accept the default
location or enter adifferent location and click Next.

In the SiteMinder Policy Server Information dialog box, complete the
following:

a. Enter the name of the system that the Policy Server wasinstalled
on, such asnymachi nel.

b. Enter the IP address of the Policy Server, such as123. 123. 12. 12.

c. Enter the SiteMinder Administration Server port number, such as
44444,

d. Click Next.

Select the type of database that contains the logging information from
which the reports will be generated.
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If you selected an Oracle Database, complete the fields in the Oracle
Database Information dialog box:

a  Enter the database service name in the Service field.
b. Click Next to continue the installation.

If you selected SQL Server database, enter the name of the SQL Server
that hosts the database and click Next.

In the Setup Complete dialog box, select whether or not to reboot your
system now and click Finish.

Note: You must reboot the machine after you install the Reports Server.

Changing the Location of the Report Redirect URL

To use your dedicated Reports Server from your Solarisor NT Policy Server,
you must modify the Report Redirect URL to point to the machine on which
the Reports Server isinstalled. The file to modify is named

snRedi rect. txt andislocatedinthe...\SiteM nder\reports
folder on the Palicy Server machine. The Policy Server you use must be the
one that you configured during the Reports Server installation.

To change the location of the report redirect URL:

1
2.

3.

Using atext editor, open the snRedi rect . t xt file.

Replace the <machi ne nane> string with either the |P address or the
machine name of the Reports Server machine.

For example change:
ht t p: / / <machine name>/ SnRepor t sCgi / SmReport sCgi . exe to
http://123.12. 12. 12/ SnReport sCgi / SmRepor t sCgi . exe

Save and exit the snRedi rect . t xt file.

Now you can view SiteMinder reports. To do this, log into the Policy Server
User Interface and from the Tools menu, select Reports.
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Reinstalling the Reports Server

Install the SiteMinder Reports Server over an existing Reports Server of the
same version to restore lost application files. Reinstalling allows you to
retain the database settings defined for the existing Reports Server.

To reinstall the Reports Server:

1. Fromthe SiteMinder Policy Server CD-ROM, run
ReportsServer-4. 1- NT. exe located in thent folder.

2. Inthe SiteMinder Reports Server NT dialog box, click Continue.
3. Read the Welcome message and click Next.

4. Read the Software License Agreement and click Yes to accept the
agreement.

5. Inthe Reports Server Database Settings Options dialog box, select one
of the following:

B Preserve existing database settings—Retains existing Reports
Server database settings. The setup reinstalls the new functionality.

In thesiteMinder Policy Server Information dialog box, complete
the following to preserve the existing database settings:

a. Enter the name of the system that the Policy Server was
installed on, such ag/machi nel.

b. Enter the IP address of the Policy Server, such as
123.123.12.12.

c. Enter the SiteMinder Administration Server port number, such
as44444,

d. In theSetup Complete dialog box, select whether or not to
reboot your system now and clieiaish.

e Note: You must reboot the system before you use the Reports
Server.
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Install new database settings—Allows you to enter new Reports
Server database settings. The setup will proceed with a reinstall of
the new functionality. Complete the following:

a.

In thesiteMinder Policy Server Information dialog box,
complete the following:

1. Enter the name of the system that the Policy Server was
installed on, such ag/machi nel.

2. Enter the IP address of the Policy Server, such as
123.123.12.12.

3. Enter the SiteMinder Administration Server port number,
such ast4444.

Select the type of database that contains the logging
information.

If you selected Oracle database, complete the fields in the
Oracle Database Information dialog box:

1. Enter the database service name irséeice field.
2. Click Next to continue the installation.

If you selected SQL Server database, enter the name of the
SQL Server that hosts the database and Nkek.

In the Setup Complete dialog box, select whether or not to
reboot your system now and clieiaish.

Note: You must reboot the system after you install the Reports Server.

Uninstalling the Reports Server

Before you uninstall the Reports Server, stopQhestal Web Page Server
and the Netscape or IIS Web server.

To uninstall the Reports Server:

1.
2.

Double-clickAdd/Remove Programs from the Control Panel.

Select SiteMinder Reports Server as the program for uninstallation and
click Add/Remove.

Follow the instructions on the screen.
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4. Click oK to return to the Control Panel.
5. Exit the Control Panel.
6. Reboot the system. The SiteMinder Reports Server is uninstalled.

Uninstalling for IIS 4.0 Environments

If you are using 11S 4.0, open the Microsoft Management Consol e and do the
following:

1. Open the system computer name in the Internet Information Server.

2. Double click Default Web Site and del ete the following SiteMinder
virtual directories:

®  SMReports
. SMReportsCd
®  snreportsvi ewer

3. Exit the Microsoft Management Console.

4. Reboot the system. The Reports Server uninstallation is complete.

Uninstalling for Netscape Enterprise 3.x Web Servers

If you are using a Netscape Enterprise Web server, you must edit the
obj . conf andni ne. t ypes files before completing the uninstall process.
Start with the obj . conf file.

1. Opentheobj. conf filefrom
\<netscape_installation>\<server_location>\ ht t ps- <myserver>\ confi g

where <netscape_installation> is the installed location of Netscape,
<server_location> is the installed location of the Netscape Web servers,
and <myserver> is the name of the server on which the Reports Server is
installed.

For example,

\ Net scape\ Sui t espot\ https-myorg\config
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Remove the following lines.

Init fn="load-modules” funcs="send_crystal_image” shlib=C:/
WINNT/crystal/crimage.dll”

Init fn="load-modules” funcs="CrystalReportServer” shlib=C:/
WINNT/crystal/crweb.dll”

NameTrans fn=pfx2dir from=/smreportsviewer dir="C:/WINNT/
crystal”

NameTrans fn=pfx2dir from=/SMReports dir="C:/WINNT/Program
Files/Netegrity/SiteMinder/Reports Server ”

NameTrans fn=pfx2dir from=/SMReportsCGI dir="C:/WINNT/
Program Files/Netegrity/SiteMinder/Reports Server ”
name="cgi"

Service fn="send_crystal_image” method=" (GET|POST):
type="magnus-internal/cri”

Service fn="CrystalReportServer” method=" (GET|POST):
type="magnus-internal/rpt”

Open theni ne. t ypes file from the following location:
\<netscape_installation>\<server_location>\ ht t ps- <myserver>\ confi g

For example,

\ Net scape\ Sui t espot\ htt ps-myorg\config
Remove the following lines.
type=nmagnus-internal /cri exts=cri
type=nmagnus-internal / rpt exts=rpt
Restart the Web server.

The Reports Server uninstallation is complete.
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Chapter 7. Installing Support for
Registration Services

Overview

Registration Services allows administrators to add user information and
users to self-register to an LDAP user directory. Registration Services
simplifies the process of registering users by using customized formsto
collect user profiles. Once information is entered into the form, it is sent to
the Registration Services servlet. The servlet sends the information to the
LDAP user directory and tells the Web Agent to redirect the user to a
designated page, such as a welcome page.

Registration Services are provided for the following environments:

Configuration Operating System Web Server

Web Agent for NT/IIS NT 4.0 Server or Workstation | 11S3.00r [1S4.0

Web Agent for NT/Netscape NT 4.0 Server or Workstation | iPlanet Web Server Enterprise
Edition 4.x or higher, or
Netscape Enterprise Server 3.51
or higher

Web Agent for Solaris/Netscape | Solaris2.5.1, 2.6, 2.7 Netscape Enterprise Server 3.51
or higher

Web Agent for Solaris/Apache Solaris2.5.1, 2.6, 2.7 Apache 1.3.6, Apache 1.3.9, or
Apache 1.3.11
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Setting up Support for Registration Services

The process of installing support for Registration Services involves the
following steps:

1. Create anew instance of an LDAP directory or identify which existing
LDAP directory will be used as a user directory.

2. Configure the LDAP directory in the SiteMinder Policy Server User
Interface.

Refer to SteMinder Policy Server Operations Guide for more
information.

3. Install and configure one of the following servlet engines:
m  New Atlanta ServletExec 2.2 (included on the SiteMinder 4.1 CD)
m  AllaireJRun 2.3.3

4. If youingtalled ServietExec, verify that the servlet engine is correctly
installed as described in Testing ServietExec on page 133.

5. Instal and configure the SiteMinder Web Agent, as described in the
SteMinder Agent Operations Guide.

Installing a Servlet Engine

Before using Registration Services, you must install a servlet engine. The
servlet engine enables your server to run the Registration Services servlet.

SiteMinder supports the following servlet engines:
m  New Atlanta ServletExec 2.2 (included on the SiteMinder 4.1 CD)
m  AllaireJRun 2.3.3

If you areinstalling ServletExec, refer to one of the following sections for
information:

m  Installing ServietExec on NT/Netscape on page 111.

m  Installing ServietExec on NT/I1Son page 115.

m  Installing ServietExec on Solaris/Netscape on page 118.
m Installing ServietExec on Solaris/Apache on page 124.
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For information on installing and configuring JRun, refer to Allaire’s
documentation.
Installing ServietExec on NT/Netscape

Before installing ServletExec, make sure the following requirements have
been met:

m  Windows NT Server or Workstation 4.0 is installed on your machine.

m iPlanet Web Server Enterprise Edition 4.0 or later, or Netscape
Enterprise Server 3.5.1 or later is installed on your machine.

m  There are no other servlet engines installed for use with a Netscape Web
server installed on your machine.

e Note: If you have other servlet engines installed for use with a
Netscape Web server, you must uninstall them. Refer to the
servlet engine’s documentation for uninstallation instructions.

m  One of the following Java development kits (JDK) or runtime
environments is installed:

m  Sun JDK or JRE version 1.1.x or 1.2. (You can download this
software from Sun’s Web sitkttp: //mww.java.sun.convjdk/.)

m IBM JDK or JRE version 1.1.x. (You can download this software
from IBM’s Web site http://www.ibm.com/devel oper/java.)

m  Microsoft VM build 3186 (This software is included in Internet
Explorer 4.0 or higher, which can be downloaded from Microsoft’s
Web site http://mww.mi crosoft.com/java.)

e Note: The JDK or JRE must be installed on your local machine. If you
attempt to access a JDK or JRE located on another machine
through a mapped network drive, the ServletExec will not be
able to load and initialize the Java Virtual Machine.
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To install ServietExec on NT/Netscape:

1

© © N o O

If you are running Netscape iPlanet Server 4.0, deactiviate the servlet
engine:

a. From the Netscape Administration Server home page, select the
server on which you are installing ServletExec.

b. Click the Servlets tab, then click the Enable Servlets button.

The Netscape Enterprise Server displays the Enable Servlets page.

C. Select No in response to Activate the Servlet Engine?

d. Click ok.

Note: In earlier versions of Netscape Enterprise Server, the serviet
engine is disabled by default.

Navigateto\ ser vl et - engi ne\ nt on the SiteMinder 4.1 CD-ROM.
Run ServiletExec_NSAPI_2_2c.exe.

The ServletExec installation checks to see which JDK or JRE is
installed on your machine.

If you only have Microsoft VM installed on your machine, click Yes
when asked if that is the Java environment that you want to use.

In the Welcome dialog box, click Next.

Read the Software License Agreement, then click Next if you accept.
Read the READ ME for important installation notes, then click Next.
In the Choose Destination Location dialog box, click Next.

In the Select a Server dialog box, select the server that will use
ServletExec, then click Next.

The ServletExec installation only installs ServletExec on one server.
Theinstallation must be run separately for each server that uses
ServietExec.
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10. Specify whether or not you want the installer to update obj . conf by
clicking the Yes or No button:

m If you select Yes, the installation creates a backup copy of
obj . conf, then updates the current settings.

Note: We recommend allowing the installation to update the
obj . conf file.

m If you select No, then you must modify the obj . conf file
manually.

Refer to Editing the obj.conf file for Netscape on page 113.

If you selected Yes, the installation informs you that obj . conf has
been updated and displays the location of the installation log file. The
log file contains error messages and the location of the obj . conf
backup file.

11. Restart your Web server.

Note: You must restart to Web server for the ServletExec settings to
take effect.

Editing the obj.conf file for Netscape

If you chose not to have the installation modify the obj . conf file, or you
want to make changes to it, you must modify the obj . conf file manually.

To modify obj.conf manually:
1. Navigate to the directory in which obj . conf islocated:
<netscape_installation>\ <location>\ <yourserver>\ confi g

where <netscape_installation> is the installed location of the Netscape,
<location> isthe installed location of the Web servers (ser ver 4 for

iPlanet Web Server 4.0 or sui t espot for Netscape Enterprise Server
3.5x), and <yourserver> is the name of your Web server. For example,

c:\Program Fi | es\ Net scape\ server 4\
htt ps-nyserver\config

2. Openobj . conf inatext editor.
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3.

Add the following lines before any Init directives:

Init fn=load-modules shlib="< pati\ServletExec_NSAPLdII”

f uncs= “ServletExeclnit,ServietExecFilter,ServietExecService”

Init fn=ServletExeclnit

where <patf> isthe full path to Ser vl et Exec_NSAPI . dI | .

The Init directives that you are adding must appear before the other Init
directives within the obj . conf file.

Note: In Netscape Server Administation, if you activated the Java

Interpreter, then deactivated it, the following lineswill appear in your
obj . conf file:

Init funcs="SJavaBootInit” shlib="..” fn="load-
modules”
Init classpath="..” Idpath=".." fn="SJavaBootInit”

Either del ete these lines or make sure that the Init directives specified
above appear before these lines.

4,

Add the following lines within the <Object name=default> directive:
NameTrans fn=ServletExecFilter root="< document root>"

Service method=(GET|HEAD|POST) type=magnus-internal/nac
fn=ServletExecService

where <document root> is the full path to the server's document root.

TheNameTrans directive must appear before the other NameTrans
directives listed in @bject name=default>. Similarly, theService
method directive must be located before the other service methods
listed in <Object name=default>.

Once you have restarted your Web server, verify that ServietExec
installed correctly. Refer t@esting ServietExec on pagel 33 for
instructions.

Verifying Obj.conf Modifications (NT Only)

If you are running ServletExec on an NT machine, the

Veri f yQoj Conf . bat utility allows you to confirm that yowbj . conf
has been modified correctier i f yObj Conf . bat checksobj . conf for
errors, then records any errors or warnings in a log file.
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To run VerifyObjConf.bat:
1. RunVerifyObj Conf. bat.

Veri f yQbj Conf . bat islocated in a subdirectory of the directory in
which ServletExec isinstalled:

<netscape_installation>\ <location>\ pl ugi ns\
Ser vl et Exec NSAPI\ <your server >

where <netscape_installation> is the installed location of the Netscape,
<location> isthe installed location of the Web servers (ser ver 4 for

iPlanet Web Server 4.0 or sui t espot for Netscape Enterprise Server
3.5x), and <yourserver> is the name of your Web server. For example,

C.\ ProgramFi | es\ Net scape\ server 4\ pl ugi ns\ Ser vl et Exec
NSAPI\ ht t ps- myser ver

When Veri f yObj Conf . bat isfinished, it createsVeri fy. | og inthe
same directory in which it islocated.

2. OpenVerify. | og.

What's the next step

Once you have installed ServletExec and configured it for use with
Netscape Web server, compl ete the following:

1. Test ServletExec to ensure it has been properly installed and configured
as described in Testing ServlietExec on page 133.

2. Install and configure the Web Agent.
Refer to Chapter 8, Installing Web Agents on page 135.
3. Configure Registration Services using the Policy Server User Interface.
|L_!_!_|| Refer to the SteMinder Policy Server Operations Guide for more
information.
Installing ServletExec on NT/IIS

Before installing ServletExec, make sure the following requirements have
been met:

m  Windows NT Server or Workstation 4.0 isinstalled on your machine
m 1IS3.00rlIS4.0isinstalled on your machine
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m  Thereare no other serviet enginesinstalled for use with an 11S server
installed on your machine.

m  One of thefollowing Java development kits or runtime environmentsis
installed

m  SunJDK or JRE version 1.1.x or 1.2. (You can download this
software from Sun’s Web sitbttp: //mww.java.sun.convjdk/.)

m IBM JDK or JRE version 1.1.x. (You can download this software
from IBM’s Web site http://www.ibm.com/devel oper/java.)

m  Microsoft VM build 3186. (This software is included in Internet
Explorer 4.0 or higher, which can be downloaded from Microsoft’s
Web site http://mmww.microsoft.com/java.)

i Note: The JDK or JRE must be installed on your local machine. If you
attempt to access a JDK or JRE located on another machine
through a mapped network drive, the ServletExec will not be
able to load and initialize the Java Virtual Machine.

To install ServletExec on NT/IIS:

1. Navigate td ser vl et - engi ne\ nt on the SiteMinder CD-ROM.
2. RunservietExec_ISAPI_2_2c.exe.
3. In thewelcome dialog box, clickNext.
4. Read thsoftware License Agreement, then clickNext if you accept.
5. Read th®EAD ME for important installation notes, then clinkxt.
6. In theChoose Destination Location dialog box, clickNext.

e Note: All ServietExec files excefger vl et Exec_| SAPI . dI | are

installed in the directory you specify.
Servl et Exec_| SAPI . dI | is installed in step 7.

7. In theChoose Destination Location dialog box, clickNext to install
Servl et Exec_I| SAPI . dl | .

8. Stop and re-start ti1#s Admin Service:
a. Opercontrol Panel in NT.

b. Double click theservices icon to open th&ervices dialog box.
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c. Highlight 1IS Admin Services, then click Stop to stop all 11S
services, including World Wide Web Publishing.

d. Highlight the world Wide Web Publishing Service, then click the
Start button.

e. Click Close to exit the Services dialog box.

Once you have restarted your Web server, verify that ServlietExec is
installed correctly. Refer to Testing ServletExec on page 133 for
instructions.

What's the next step

Once you have installed ServlietExec on an |1S Web server, complete the
following:

1. Install and configure the Web Agent.
Refer to Chapter 8, Installing Web Agents on page 135.

2. Configure Registration Services using the Policy Server User Interface.

M Refer to the SteMinder Policy Server Operations Guide for more
information.
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Installing ServletExec on Solaris/Netscape

Before installing ServletExec, make sure the following requirements have
been met:

m  Oneof thefollowing Solaris versions and its required patches are
installed on your system:

Version

Required Patches Recommended Patches

Solaris 2.5.1

kernel update and libthread = 103640-31 | None
C++ shared library = 106529-05

Solaris 2.6

kernel update = 105181-17 patchadd = 106125-08
C++ shared library = 105591-07
libc = 105210-25

libthread = 105568-14

Solaris 2.7

kernel update = 106541-08 patchadd = 107171-04
C++ shared library = 106327-06
libthread = 106980-07

m  NetscapeiPlanet Web Server Enterprise Edition 4.x or Netscape
Enterprise Web Server 3.5x isinstalled on your system.

To configure a Netscape Web server on Solaris to support Registration
Services, you must install the Netscape Web server as a user other than
nobody. The user, nobody, does not have sufficient permission to write
to the Web server'sonf i g directory.

Note: For ServletExec to function properly on a Netscape iPlanet Web
Server Enterprise Edition 4.0 or higher, the Java Runtime
Environment must have been installed with the Netscape Server
Enterprise core.

m  There are no other servlet engines installed for use with a Netscape Web
server installed on your machine.

Note: If you have other servlet engines installed for use with a
Netscape Web server, you must uninstall them. Refer to the
servlet engine’s documentation for uninstallation instructions.
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m  One of thefollowing Java development kits or runtime environmentsis
installed:

m  SunJDK or JRE version 1.1.x or 1.2. (You can download this
software from Sun’s Web sithttp: //mww.java.sun.convjdk/.)

m IBM JDK or JRE version 1.1.x. (You can download this software
from IBM’s Web site http://www.ibm.com/devel oper/java.)

m  Microsoft VM build 3186. (This software is included in Internet
Explorer 4.0 or higher, which can be downloaded from Microsoft’s
Web site http://mww.microsoft.com/java.)

To install ServiletExec on Solaris/Netscape:

1. Ifyou are running iPlanet Web Server Enterprise Edition 4.0,
deactiviate the servlet engine:

a. From the Netscape Administration Server home page, select the
server on which you are installing ServletExec.

b. Click theServlets tab, then click th&nable Servlets button.
The Netscape Enterprise Server display<sEttable Servlets page.
Cc. SelecNo in response tactivate the Servlet Engine?

d. Clickok.

Note: In version 3.% of Netscape Enterprise Server, the Servlet engine
is disabled by default.

2. Log in to the Solaris account in which you want to install Registration
Services.

You must log in as the same user as you logged into the Netscape Web
Server.

3. Enter the following command to run the ServletExec installation from
the SiteMinder 4.1 CD-ROM:

sh <cdrompath>/ ser vl et - engi ne/ sol ari s/
Servl et Exec_NSAPI _2 2A. sh

4. When prompted, enter the directory name of the Netscape Web server
installation. For exampl&HOVE/ net scape/ ser ver 4.

The ServletExec installation detects all of the Netscape Web servers.
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5. Enter the name of the server on which you want to install ServletExec.
6. Enter the UNIX username used by the Netscape Server you selected.

7. Specify whether or not you want the installation to complete
automatically:

m If you specify y, theinstallation will configure the server start script
and obj . conf filefor you.

i Note: \We recommend allowing the installation to configure the
server start script and the obj . conf .

m If you specify n, you must manually configure the server start
script and obj . conf file after the installation, as described in
Editing the obj.conf on Solaris on page 122.

8. Enter the base name of your Javainstallation.

For example, $HOVE/ JAVAL. 2

9. Restart your Web server.

What's the next step
Once you installed ServletExec, complete the following steps:

1. Maodify the startup script as described in Configuring the Netscape
Sartup Script on page 120.

2. If you decided not to alow the installation to modify the obj . conf,
you must manually configure the obj . conf file asdescribed in Editing
the obj.conf on Solaris on page 122.

Configuring the Netscape Startup Script

When you install ServletExec, the installation adds information, which you
must modify, to the startup script of the Netscape Web server if you choose
to allow theinstallation to complete automatically. If you decide to complete
the installation manually, you must add information to the start script
yourself.

The start script of the Web Server islocated at the root of the Web Server
directory. For example:

$HOVE/ net scape40/ htt ps- web- server
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The modifications for ServletExec are located in the block of text
immediately following thisline;

# The followi ng paths are being added for Servl et Exec.

Before using Registration Services, you must perform the three tasks listed
below.

1

Verify pathsin the script, or if you decided to add information manually,
add paths to the script.

Depending on the JDK version that isinstalled (1.1 or 1.2), the
following path of the JDK libraries must be included.

Make sure that only one path is added to the following section:

# The following line is for the JRE 1.2 production
rel ease

LD LI BRARY_PATH=$LD LI BRARY_PATH: <$HOME/JRE/Javal.2>I
l'ib/sparc; export LD LI BRARY_PATH

where <$HOME/JRE/Javal.2> is the installed location of the JDK library.

If you decided to have the installation modify the startup script, remove
any additional lines that the installation adds to the script.

The only path defined in this section should be the path to the JDK
libraries used by the ServletExec.

Add the path of the SiteMinder Web Agent Li b directory:

Append the path of the SiteMinder Web Agent library directory to the
JDK path specified above. Append the path using a colon (:).

LD_LI BRARY_PATH=$LD LI BRARY_PATH. <$HOME/JRE/Javal.2>|
| i b/ spar c: <$HOME/netegrity/siteminder/webagent>/ | i b; expor t
LD LI BRARY_PATH

where <$HOME/JRE/Javal.Z> istheinstalled location of the JDK, and
< $HOME/netegrity/siteminder/webagent> istheinstalled location of the
Web Agent.

For example:

LD LI BRARY_PATH=$LD LI BRARY_PATH: /space/snuser/JRE/
Javal. 2/ |i b/ sparc:/spacel/ snuser/ netegrity/sitem nder/
webagent/|ib; export LD _LI BRARY_PATH
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3. Veify that all JavaNative Interface (JNI) versions are consistent:

The INI version and the JDK/JRE version referenced in the script must
be the same. Make sure that the JDK version specified in the library
path above match the INI version specified in the following section:

# The following line tells ServletExec which version of JNI to use:

JNI _VERSI ON=1. 2

Editing the obj.conf on Solaris

If you chose not to have the installation modify the obj . conf file, or you
want to make changes to it, you must modify the obj . conf file manualy.

To modify obj.conf manually:
1. Navigate to the directory in which obj . conf islocated:
<netscape_installation>| location>| <yourserver>| confi g

where <netscape_installation> is the installed location of Netscape,
<locatior> is the installed location of the Netscape Web servers
(server 4 for iPlanet Web Server 4.0 or sui t espot for Netscape
Enterprise Server 3.5x), and <yourserver> is the name of your Web
server.

For example,

/ space/ snuser/ net scape/ server 4/ htt ps-nyserver/config
2. Openobj . conf inatext editor.
3. Add thefollowing lines before any Init directives:

Init fn="load-modules” shlib="< patir>IServietExec_NSAPI.so”
f uncs= “ServletExeclnit,ServletExecFilter,ServletExecService”

Init fn=ServletExeclnit

where <patf> isthe full path to Ser vl et Exec_NSAPI . dI | .

The Init directives that you are adding must appear before the other Init
directives within the obj . conf file.
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&

Note: In Netscape Server Administration, if you activated the Java

Interpreter, then deactivated it, the following lineswill appear in your
obj . conf file:

Init funcs="SJavaBootInit” shlib="..” fn="load-
modules”
Init classpath="..” Idpath="..” fn="SJavaBootInit”

Either del ete these lines or make sure that the Init directives specified
in step 3 appear before these lines.

Add the following lines within the <Object name=default> directive:
NameTrans fn=ServletExecFilter root="< document root>"

Service method=(GET|HEAD|POST) type=magnus-internal/nac
fn=ServletExecService

where <document root> is the full path to the server’'s document root.

TheNameTrans directive must appear before the other NameTrans
directive listed in ©bject name=default>. Similarly, theService
method directive must be located before the other service methods
listed in <Object name=default>.

What's the next step

Once you have installed ServletExec and configured it for use with
Netscape Web server, complete the following:

1.

Test ServletExec to ensure it has been properly installed and configured
as described ifesting ServlietExec on pagel33

Install and configure the Web Agent.
Refer toChapter 8, Installing Web Agents on pagel35.
Configure Registration Services using the Policy Server User Interface.

Refer to theSteMinder Policy Server Operations Guide for more
information.
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Installing ServletExec on Solaris/Apache

Before installing ServletExec, make sure the following requirements have
been met:

m  Oneof thefollowing Solaris versions and its required patches are
installed on your system :

Version Required Patches Recommended Patches

Solaris2.5.1 kernel update and libthread = 103640-31
C++ shared library = 106529-05

Solaris 2.6 kernel update = 105181-17 patchadd = 106125-08
C++ shared library = 105591-07
libc = 105210-25

libthread = 105568-14

Solaris 2.7 kernel update = 106541-08 patchadd = 107171-04
C++ shared library = 106327-06
libthread = 106980-07

m  Apache Server version 1.3.6, 1.3.9 or 1.3.11 isinstalled on your system.
The Apache Server must have Dynamic Shared Object (DSO) support
enabled.

m  Thereare no other servlet engines installed for use with an Apache
server installed on your machine.

e Note: If you must uninstall a servlet engine, make sure you remove any
information regarding the servlet engine from sr m conf or
ht t pd. conf . Refer to the servlet engines documentation for
information on uninstalling a servlet engine.

m  One of the following Java development kits or runtime environmentsis
installed:

m  SunJDK or JRE version 1.1.x or 1.2. (You can download this
software from Sun’s Web sitbttp://mww.java.sun.convjdk/.)

m IBM JDK or JRE version 1.1.x. (You can download this software
from IBM’s Web site http://www.ibm.com/devel oper/java.)
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m  Microsoft VM build 3186. (This software isincluded in Internet
Explorer 4.0 or higher, which can be downloaded from Microsoft’s
Web site http: /mmw.microsoft.com/java.)
Overview of the Installation Procedure

To install and configure ServletExec 2.2 for an Apache Web server, you must
complete the steps outlined below.

1. Install ServletExec.

Refer tolnstalling ServietExec in the following section for instructions
on installing ServletExec.

2. Recompile the Apache Web server and generate makefiles.

Refer toRecompiling the Apache Web Server on pagel27, for
instructions.

3. Install the Web Agent.
Refer toChapter 8, Installing Web Agents on pagel35for information.

4. Editthehtt pd. conf file to include information required to use
SiteMinder and ServletExec on an Apache Web server.

Refer toConfiguring httpd.conf on pagel28for instructions on
configuringht t pd. conf .

5. Start ServletExec by runnimginapache.

Refer toSarting ServietExec Apache with runapache on pagel31on
starting ServletExec.

6. Create the required properties files as describ€udating Properties
Fileson pagel32

You will be asked for the following information during the installation:
m  The Apache root document directory.

m  The path of the Apachs ne. t ypes file.

m  The path of the Apache apxs utility.

m  The path of your Java executable.
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To install ServiletExec on an Apache Web server:

1

Navigateto/ ser vl et - engi ne/ sol ari s onthe SiteMinder CD-
ROM.

Run ServletExec_Apache_2_2.sh.
Enter the path where you want to install ServletExec:

<apache_installation>/ ApacheSer vl et Exec

where <apache_installation> is the installed location of the Apache Web
server. For example,

/ space/ snuser/ apache/ ApacheSer vl et Exec

Enter the full path, including the filename, of the Apache mi ne. t ypes
file:

<apache_installation>/ conf / m ne. types

where <apache_installatiorn> is the installed location of the Apache Web
server. For example,

/ space/ snuser/ apache/ conf/ m me. t ypes
Enter the full path name of the Apache apxs utility:
<apacheserver-installation>/ bi n/ apxs

where <apache_installation> is the installed location of the Apache Web
server. For example,

/ space/ snuser/ apache/ bi n/ apxs

Enter the full path, including the filename, of the Java or JRE
executables:

<java_installation>/ aval. 2/ bi n/ j ava

where <java-installation> isthe directory where the JRE or JDK is
installed. For example,

/ space/ snuser/javal. 2/ bin/java

Theinstallation script installs ServietExec, then displaysthe
ServletExec 2.2 License Agreement.

If any errors occurred, follow the instructions displayed after the
License Agreement.
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What's the next step?

Once you have installed ServletExec, you must recompile the Apache Web
Server to include the SiteMinder and ServletExec modules. Recompiling the
Apache Web server is described in the next section.

Recompiling the Apache Web Server

Once you have installed ServletExec, you must recompile the Apache Web
Server to include the ServletExec module. Recompiling the Apache Web
server, generatesthe nod_ser vl et exec. so module.

To recompile the Apache Web server:

1. Add the paths of the GCC (C++ compiler) and Java executable to the
environment variable PATH by entering the following command:

export PATH=$PATH “:/< usr/local/bin>:/usr/css/bin”
where <usr/local/bin> is the directory in which the GCC islocated.

2. From the directory in which the Apache Web server isinstalled, set the
following flags by entering them at the command line;
set LDFLAGS=-Ipthread
export LDFLAGS=-Ipthread
set CFLAGS=-D_REENTRANT
export CFLAGS=-D_REENTRANT

3. Recompile the Apache Web server with the enable module  flag by
entering the following command:

Jconfigure —prefix=DESTINATION_PATH_TO_APACHE_SERVER
—enable-rule=SHARED CORE —enable-module=so

-—add-module PATH_TO_SERVLETEXEC_SRC/mod_servletexec.c —
—enable-shared=servletexec

Note: The entire ./configure command must appear on one line.

4. Generate makefiles by executing make, then make install
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What's the next step?

Once you have re-compiled the Apache Web server, you must install the
SiteMinder Web Agent. Refer to Chapter 8, Installing Web Agents on page
135 for information on installing the Web Agent.

Configuring httpd.conf

Once you have installed and configured the Web Agent, you must modify
the htt pd. conf configuration file to enable the Web server for use with
the Web Agent and ServletExec.

i Note: You may havealready included therequiredlinesintheht t pd. conf
during the Web Agent configuration.

To edit the httpd.conf file:

1. Navigatetotheconf directory:
For example:
$ cd / ust/apachd conf

where / usr/apache/ istheinstalled location of the Apache Web server.

Openthehtt pd. conf filein atext editor.

3. Inthe Dynamic Shared Object (DSO) support section, add the following
line:

LoadMbdul e servl etexec_nodul e |i bexec/ nod_servl et exec. so
4. Confirm the following:

a SmnitFile [/ ust/apache conf/ WebAgent . conf isinthe
Document Root in the main server section.

/usr/apache/ representsthe location where the Apache Web
server isinstalled. The path for this location cannot be arelative
path.
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Thefollowing lineisin the DSO configuration section:

LoadModul e sm nodul e sitem nder/webagent/|ib/
nod_sm so

If your ht t pd. conf file contains the directive ClearModuleList,
AddModule mod_sm.c appears at the end of the AddModule
directive section.

Note: If you editedthe htt pd. conf during the Web Agent

configuration, the lines above should already beinht t pd. conf .
If the lines are not included, add them in the |ocations specified.
Refer to Chapter 8, Installing WWeb Agents on page 135 for more
information.

5. Confirm the following:

a

The path to the forms used by the forms authentication schemeisin
the Aliases section.

The path should appear as shown below:

Alias /siteminderagent/forms/ “ space/smuser/netegrity/
siteminder/webagentisamples/forms/”

<Directory " space/smuser/netegrity/siteminder/
webagentisamples/forms">
Options Indexes MultiViews
AllowOverride None
Order allow,deny
Allow from all
</Directory>

where <space/smuser/netegrity/siteminder/webagent> isthe
installed location of the SiteMinder Web Agent.
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b. The path to the templates used by Registration Servicesisin the
Aliases section.

The path should appear as shown below:

Alias /siteminderagent/forms/ “ space/smuser/netegrity/
siteminder/webagentisamples/selfreg/”

<Directory " space/smuser/netegrity/siteminder/
webagentisamples/selfreg">
Options Indexes MultiViews
AllowOverride None
Order allow,deny
Allow from all
</Directory>

where <space/smuser/netegrity/siteminder/webagent> isthelocation
where the SiteMinder Web Agent isinstalled.

e Note: The Aliaslines above should appear al on oneline.

c. Thefollowing line appears in the AddHandler section:

AddHandler smformsauth-handler .fcc

i Note: If you modified the ht t pd. conf filetoinclude forms
authentication information, the lines above should already
appear in ht t pd. conf . If you did not include the forms
authentication information previously inht t pd. conf , include
the lines above in the specified locations. Refer to Chapter 8,
Installing Web Agents on page 135 for more information.

6. Attheend of thefile, add the following lines:

ServletExeclnstances youripaddress. port
<Location /servlet>

SetHandler servlet-exec

</Location>

where yourjpaddressis | P address of the Apache Web server and portis
the port number of the ServletExec engine.

e Note: Make sure that you specify a port that is not being used by
another application.
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Starting ServletExec Apache with runapache

ServletExec Apache providesther unapache script to start the ServietExec
engine. Before executing r unapache, edit the script to include the path to
the Web Agent directory, the Apache server conf directory and the
classpaths to the Registration .jar files.

To edit the runapache file:

1
2.
3.

Navigate to <ServietExec directory>/ bi n directory.
Open the r unapache script.

Include the path to the Web Agent after the APACHEROQT line by
adding the following lines:

LD_LI BRARY_PATH=$LD LI BRARY_PATH
<path to Web Agent>/Avebagent/1ib
; export LD LI BRARY_PATH

Include the path to the Registration .jar files and the Apache server in
the CLASSPATH.

For example:

# Updated cl asspath

#

# ${JL}/classes.zip - this path is for JDK and JRE 1.1
# ${IL}/rt.jar - this path is for JRE 1.2

# ${IRL}/rt.jar - this path is for JDK 1.2

#

CLASSPATH=${JL}/cl asses. zi p: ${JIL}/rt.jar: ${IRL}/
rt.jar: ${NAROOT}/ | i b/ Servl et ExecApache. j ar : ${ NAROOT} /
l'ib/servlet.jar: ${NAROOT}/ cl asses: ${JL}/tool s.jar:/
space/ snmuser/ netegrity/sitem nder/webagent/j ava/
nsr.jar:/space/ smuser/ netegrity/sitem nder/webagent/
javaljsafe.jar:/spacel/snmuser/netegrity/sitem nder/
webagent/j aval/ env.j ar:/space/ snuser/

apachewi t hser vl et exec3901/ conf: / space/ snuser/
netegrity/sitem nder/webagent/lib

5. Savethe runapache script.
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To execute runapache:
1. Navigate to the following location:
<ServietExec directory>/ Bi n

where <ServietExec directory> isthe location where ServletExec is
installed.

2. Executerunapache - p <port number>

where <port number> is the port where ServletExec resides.

If runapache completes successfully, the command prompt will not
appear.

If the command prompt appears, an error has occured during processing.
Runapache will fail if thereisa conflict between ports. Make sure that
you specify a port for ServletExec that is not being used by another
application. Refer to step 6 of Configuring httpd.conf on page 128.

3. Test the ServletExec engine to ensure that it started as described in
Testing ServietExec on page 133.

e Note: |f you want to stop ServletExec, press CTRL + C.

Creating Properties Files

Before using Registration Services, you must create the

webagent . properti es andens. properti es files. Thesefiles are
reguired for Registration Services to communicate with the SiteMinder Web
Agent.

To create the webagent.properties and ems.properties files:
1. Navigate to the directory where the Web Agent isinstalled.
2. Executeapache-msr-config
3. Specify the full path to the Apache server file when prompted.
For example,
[ usr/ apache

The script creates the webagent . properti es and the
ens. properti es files.
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What's the next step

Once you have installed ServletExec and configured it for use with
Netscape Web server, compl ete the following:

m  Test ServletExec to ensure that it has been properly installed and
configured as described in Testing ServietExec on page 133.

m  Configure Registration Servicesin the Policy Server User Interface.

L] Refer to the SteMinder Policy Server Operations Guide for more
information.

Testing ServietExec

Once you have installed ServletExec, made any necessary manual
modifications, and restarted your Web server, you can test to see if
ServletExec isworking properly.

To test ServletExec, open the following URLsin your Web browser:
m  http://<yourserver.com port>/servl et/ DateServl et
m  http://<yourserver.com port>/servl et/ Test Servl et

where <your server. com port> isthe name of your Web server
including the port.

Using JRun for Registration Services

Before using JRun to support Registration Services, install and configure
JRun 2.3.3 for the Web server on which the SiteMinder Web Agent will run.

Refer to Allaire’s documentation for information on installing JRun and
configuring it for the appropriate Web server.

If you want to use JRun to support Registration Services on an Apache Web
Server, you must complete the additional steps describ@ohifiguring
JRun for Solaris Apache, in the following section.

Configuring JRun for Solaris/Apache

Before configuring JRun to support Registration Services on an Apache Web
server, you must have the Web Agent installed and configured. Once the
Web Agent is installed and configured, crestbagent . properti es,

and emns. properties, and modifyj sm properti es files. These files
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arerequired for Registration Services to communicate with the SiteMinder
Web Agent.

To create the webagent.properties and ems.properties files:
1. Navigate to the directory where the Web Agent isinstalled.
2. Executeapache-msr-config
3. Specify the full path to the Apache server file when prompted.
For example,
[ usr/ apache

The script creates the webagent . properti es and the
ens. properti es files.

To modify the jsm.properties file:
1. Navigate to the directory where smwa- i nst al | was untarred.
2. Executeapache-jrun-config

3. Specify the full path to the location where JRun is installed when
prompted:

For example,
/ space/ snuser/jrun/

4. Specify theinstallation path of the SiteMinder Web Agent when
prompted:

For example,
/ smuser/ netegrity/
5. Specify the full path to the Apache server file when prompted:
For example,
[ usr/ apache

The script createsanew j sm properti es and creates a backup of the
origina j sm properties filecaledj sm properties. presm
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Overview

In SiteMinder 4.1, cookie providers, SSL credential collectors, and forms
credential collectors function as extensions of the Web Agents. By
functioning as Web Agent components, they can receive dynamic Agent Key
information from the Policy Server. Agent keys allow SiteMinder Web
Agents, cookie providers, SSL credential collectors and forms credential
collectors to encrypt and decrypt cookies containing SiteMinder
information. All SiteMinder components must have the same Agent Key to
share information stored in SiteMinder cookies. (Refer to the SteMinder
Policy Server Operations Guide for detailed information about Agent Keys.)

A SiteMinder 4.1 Web Agent can be configured to protect aresourcein
addition to functioning as a cookie provider, SSL credential collector, and
forms credential collector, or perform a subset of these functions. A Web
Agent can also be configured to perform just one of these functions.

This chapter describes the steps involved in installing, configuring, and
uninstalling the following SiteMinder Web Agents:

m  WebAgent NT/IIS

m  Web Agent NT/Netscape

m Web Agent UNIX/Netscape
m Web Agent UNIX/Apache
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Before you begin, make sure you have one of the following supported
configurations installed.

Configuration Operating System Web Server

Web Agent for NT/IIS NT 4.0 Server with Service 11S3.00r11S4.0
Pack 3, 4, or 5

Web Agent for NT/Netscape NT 4.0 Server or Workstation | iPlanet Web Server,

with Service Pack 3, 4, or 5 Enterprise Edition 4.0 or
later, or Netscape Enterprise
Server 3.51 or higher

Web Agent for HP-UX/Netscape | HP-UX 10.20 iPlanet Web Server,
Enterprise Edition 4.0 or
later, or Netscape Enterprise
Server 3.51 or higher

Web Agent for Solarig/Netscape | Solaris2.5.1, 2.6, or 2.7 iPlanet Web Server,
Enterprise Edition 4.0 or
later, or Netscape Enterprise
Server 3.51 or higher

Web Agent for SolarisApache Solaris2.5.1, 2.6, or 2.7 Apache 1.3.6,1.3.9, or 1.3.11

Installing the Web Agent on NT

This section describes how to install the SiteMinder Web Agent on the
Windows NT platform. After you have installed the Web Agent, you must
configure it for use with Microsoft 11S and/or Netscape Web Servers.

Before You Begin

Check that the following prerequisites have been met:

m  NT Server or Workstation 4.0 with Service Pack 3, 4, or 5isinstaled on
the system

m  11S3.00r 4.0, Netscape Enterprise Server 3.51 or higher, or iPlanet Web
Server Enterprise Edition 4.0 or higher isinstalled on the system

m  You arelogged into an account with Local Administrator privileges
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If you want to provide Registration Services on the Web Agent you are
installing, ensure one of the following servlet enginesisinstalled on
your local machine:

m  New Atlanta ServletExec 2.2, which isincluded on the SiteMinder
4.1 CD-ROM

m  AllaireJRUN 2.3.3

Note: Refer to Chapter 7, Installing Support for Registration Services
on page 109 for instructions on installing ServletExec. Refer to
Allaire’s documentation for information on installing and
configuring JRun.

To install the Web Agent on NT:

1.

Exit all applications that are running, then insert the SiteMinder CD-
ROM.

Run the setup program:

a. Navigate to that folder.

b. Double-clickveb- Agent - 4. 1- nt . exe.

SiteMinder prepares the Web Agent Installation Wizard.

In thewelcome dialog box, clickNext.

Read the Software License Agreement and ¥kekf you accept the
agreement.

Read the Release Notes, then chekt.

In theChoose Destination Location dialog box, accept the default
installation location or select a different location and aliekt.

In theSelect Program Folder dialog box, select the Program Folder
where SiteMinder will place program icons, then chekt.

In thestart Copying Files dialog box, clickNext.

The Web Agent Setup copies files to the specified location.
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9. Inthe Setup Complete dialog box, confirm that you want to configure
the Web Agent when the installation is complete by ensuring the Launch
the Web Agent Configuration Wizard now check box is selected.

e Note: You may be required to reboot your machine once the
installation is complete. If you are required to reboot, you will
have to start the Web Agent Configuration Wizard manually.
Refer to Configuring the Web Agent for |1Son page 138 or
Configuring the Web Agent for Netscape on page 142 for
instructions.

10. Click Finish.

SiteMinder prepares the Web Agent Configuration Wizard. Refer to one
of the following sections for information on configuring the Web Agent:

m  For lIS, refer to Configuring the Web Agent for 11Son page 138.
m  For Netscape, refer to Configuring the WWeb Agent for Netscape on
page 142.
Configuring the Web Agent for IIS
Once you have a Web Agent installed, you must configure the Web Agent.

SiteMinder Web Agentsinstalled on I1S Web servers are automatically
configured as forms credential collectors and SSL credentia collectors.
Additionally, I1S Web Agents can be configured as cookie providers.

|_I_!| Note: Refer to SteMinder Agent Operations Guide for information on how
to configure a Web Agent as a cookie provider.

To configure the Web Agent on IIS:

1. If necessary, open the Web Agent Configuration Wizard by completing
the following steps:

a. Navigate to <webagent _installation>\Conf i g

where <webagent _installation> is the installed location of the
SiteMinder Web Agent.

b. Doubleclick Setup.exe.
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If you indicated that you wanted to configure the Web Agent after the
installation, SiteMinder automatically opens the web Agent
Configuration Wizard for you.

Inthe Select Web server(s) dialog box, select the Web server(s) that you
want to configure as Web Agents, then click Next.

If you select multiple Web servers, the configuration wizard will
configure the first Web server, then display the current settings for the
next selected Web server. If you want to modify these settings, click
Configure and repeat steps 4-10 of this procedure.

In the Web Agent Configuration for <yourserver> dialog box,
SiteMinder displays the configuration information for the Web server
you selected.

m  To configure anew Web Agent, click Configure.
m  To change the configuration settings, click Configure.
m  To accept the configuration settings, click Next.

Skip to step 10 of this procedure.

Warning: Clicking Configure resets all of the configuration settings
including the settings you configured in the 11S Web Agent
Management Consol e to default settings. You must enable
the Web Agent, as described in the SiteMinder Agent
Operations Guide, before it protects your resources again.

In the Primary Policy Server on <yourserver> dialog box, complete the
following:

a. Enter the IP address of the Policy Server that you want the Web
Agent to connect and communicate with first. The default 1P
addressis the address of the local machine.

b. Click Next.
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In the Default Agent Name on < yourserver> dial og box, complete the
following:

a. Enter the Agent Name (case-sensitive). Typically, the Agent is
assigned the same name as the Web server on which it isinstalled.

Tip: Takenote of the Agent name. You will need this name when
configuring the Agent in the SiteMinder Policy Server User
Interface. The Agent nameis case-sensitive.

b. Click Next.

In the Default Cookie Domain on < yourserver> dialog box, complete
the following:

a. Enter the domain of the Web server, using two periods. For
example: . myor g. or g. For additional information about cookie
domains, refer to the SteMinder Agent Operations Guide.

b. Click Next.

In the IIS Proxy Username and Proxy Password on < yourserver>
dialog box, complete the following:

a.  Specify the Proxy Username and Password.

The proxy account must have read or execute privileges to access
the files protected by the Web Agent. The account’s password must
be at least 6 characters long.

b. Confirm the NT password by entering it again in the Confirm NT
Password field.

c. Click Next.

In the Shared Secret On < yourserver> dialog box, complete the
following:

a. Enter an alphanumeric Secret that will be shared with the Policy
Servers that communicate with the Agent. The Secret must consist
of 6 to 24 aphanumeric characters and cannot contain spaces.

Tip: Take note of the Shared Secret you entered. You will need
this name when configuring the Agent in the SiteMinder
Policy Server User Interface.
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10.

b. Confirm the Shared Secret by entering it again in the Confirm
Shared Secret field.

c. Click Next.
Complete one of the following:

m If you have a serviet engineinstalled on the selected Web server,
specify one of the following options for Registration in the Select
Servlet Engine for Registration on <yourserver> dialog box, then
click Next:

m If you want to use New Atlanta ServletExec for running
Registration Services, select New Atlanta Servlet Exec 2.2.

m If youwant to use Allaire JRUN 2.3.3 for running Registration
Services, select Allaire JRUN 2.3.3.

m If you do not want to configure this Web Agent for
Registration Services, select This Web Agent will not be
providing registration.

Note: A serviet engineisrequired to run Registration Servicesfrom the
Web Agent you are configuring.

m If you do not have a servlet engine installed, proceed to step 10.

Note: If the Web Agent Configuration Wizard does not detect a
servlet engine, the Select Servlet Engine for Registration on
<yourserver> dialog box is not displayed.

Confirm that the configuration settings are correct by clicking Next.

Note: If you are not satisfied with the Web Agent configuration, click
Configure, then repeat steps 4-10.

SiteMinder examines the configuration settings, then displaysthe
Confirm Configuration Selections dialog box.

If you are also configuring Netscape Web Agents, SiteMinder displays
the default settings for the next selected Web server. Refer to
Configuring the Web Agent for Netscape on page 142 for instructionson
how to configure the Web Agent for Netscape.
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11. Confirmthat SiteMinder is configuring the correct Web server as aWeb
Agent, then click Next.

12. Click Finish to complete the configuration.

e Note: You may be required to reboot your machine once the
installation is complete. If you are required to reboot, you will
have to start the Web Agent Configuration Wizard manually.
Refer to Configuring the Web Agent for 11Son page 138 or
Configuring the Web Agent for Netscape on page 142 for
instructions.

What's the next step?

Now that you've finished configuring the Web Agent for IIS, complete the
following:

||_!_Q| 1. Configure the Web Agent(s) in the SiteMinder Policy Server User
Interface, as described in tBgeMinder Policy Server Operations
Guide.

||_!_Q| 2. Enable the Web Agent(s), as described irStedinder Agent
Operations Guide.

Configuring the Web Agent for Netscape

Once you have a Web Agent installed, you must configure the Web Agent
for Netscape.

SiteMinder Web Agents installed on Netscape Web servers are automatically
configured as forms credential collectors. Additionally, you can configure
the Web Agents to function as SSL credential collectors and cookie
providers.

To configure the Web Agent to act as an SSL credential collector, specify an
SSL configuration option when prompted during the configuration.

||_!_Q| To configure the Web Agent as a cookie provider, ref&tablinder Agent
Operations Guide.
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To configure the Web Agent on Netscape:

1

If necessary, open the Web Agent Configuration Wizard by completing
the following steps:

a. Navigate to <webagent _installation>\Conf i g

where <webagent _installation> is the installed location of the
SiteMinder Web Agent.

b. Doubleclick Setup.exe.

If you indicated that you wanted to configure the Web Agent after the
installation, SiteMinder automatically opens the web Agent
Configuration Wizard for you.

Inthe Select Web server(s) dialog box, select the Web server(s) that you
want to configure as Web Agents, then click Next.

If you select multiple Web servers, the configuration wizard will
configure the first Web server, then display the current settings for the
next selected Web server. If you want to modify these settings, click
Configure and repeat steps 3-10 of this procedure.

In the Web Agent Configuration for <yourserver> dialog box,
SiteMinder displays the current configuration for the Web server you
selected.

m  To configure anew Web Agent, click Configure.
m  To change the configuration settings, click Configure.
m  To accept the configuration settings, click Next.

Skip to step 10 of the this procedure.

Warning: Clicking Configure resets all of the configuration settings
including the settings you configured in theWebAgent . conf
file to default settings. You must enable the Web Agent, as
described in the SteMinder Agent Operations Guide, before
it protects your resources again.
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In the Primary Policy Server on <https-yourserver> dialog box,
complete the following:

a. Enter the IP address of the Policy Server that you want the Web
Agent to connect and communicate with first. The default IP
addressis the address of the local machine.

b. Click Next.

In the Default Agent Name on <https-yourserver> dial og box, complete
the following:

a. Enter the Agent Name (case-sensitive). Typically, the Agent is
assigned the same name as the Web server on which it isinstalled.

Tip: Take note of the Web Agent name. You will need this name
when configuring the Agent in the SiteMinder Policy Server
User Interface. The Agent nameis case-sensitive.

b. Click Next.

In the Default Cookie Domain on <https-yourserver> dialog box,
complete the following:

a. Enter the domain of the Web server, using two periods. For
example: . myor g. or g. For additional information about cookie
domains, refer to the SteMinder Agent Operations Guide.

b. Click Next.

In the Shared Secret on <https-yourserver> dialog box, complete the
following:

a. Enter an aphanumeric Secret that will be shared with the Policy
Servers that communicate with the Agent. The Secret must be
between 6 and 24 alphanumeric characters long.

Tip: Takenote of the Shared Secret you entered. You will need
this name when configuring the Agent in the SiteMinder
Policy Server User Interface.

b. Confirm the Shared Secret by entering it again in the Confirm
Shared Secret field.

c. Click Next.
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In the Select SSL Configuration on <https-yourserver> dialog box,

select one of the following options for advanced authentication, then
click Next.

HTTP Basic over SSL

X509 Client Certificate

X509 Client Cert + HTTP BASIC over SSL

X509 Client Cert or HTTP Basic

Thisweb agent will not be providing advanced authentication.

For additional information about advanced authentication options, refer
to the SteMinder Policy Server Operations Guide.

Complete one of the following:

If you have a servlet engine installed on the selected Web server,
specify one of the following options for Registration in the Select
Servlet Engine for Registration on <yourserver> dialog box, then
click Next:

m If you want to use New Atlanta ServletExec for running
Registration Services, select New Atlanta Servlet Exec 2.2.

m If youwant to use Allaire JRUN 2.3.3 for running Registration
Services, select Allaire JRUN 2.3.3.

m If you do not want to configure this Web Agent for
Registration Services, select This Web Agent will not be
providing registration.

Note: The serviet engineisrequired to run Registration Services from

the Web Agent you are configuring.

If you do not have a servlet engine installed, proceed to step 10.

Note: If the Web Agent Configuration Wizard does not detect a
servlet engine, the Select Servlet Engine for Registration on
<yourserver> dialog box is not displayed.

10. Confirm that the configuration settings are correct by clicking Next.
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e Note: If you are not satisfied with the Web Agent configuration, click
Configure, then repeat steps 4-10.

SiteMinder examines the configuration settings, then displaysthe
Confirm Configuration Selections dialog box.

If you are configuring multiple Web Agents, SiteMinder displaysthe
default settings for the next selected Web server. To modify the settings,
click configure, then repeat steps 3-10 of the configuration procedure.

11. Confirmthat SiteMinder is configuring the correct Web server as a\Web
Agent, then click Next.

12. Click Finish to complete the installation.

What's the next step?
Now that you've finished configuring the Web Agent for Netscape, complete
the following:

||_!_Q| 1. Configure the Web Agent(s) in the SiteMinder Policy Server User
Interface, as described in tBgeMinder Policy Server Operations
Guide.

||_!_Q| 2. Enable the Web Agent(s), as described irStedinder Agent
Operations Guide.

Reinstalling a Web Agent on NT

Reinstall a Web Agent to restore missing application files. To change Web
Agent settings or to configure a Web Agent for a different Netscape Web
Server, configure the Web Agent using #ieb Agent Configuration Wizard.

To reinstall a Web Agent on NT:

1. Exit all applications that are running, then insert the SiteMinder CD-
ROM.

2. Run the setup program:
a. Navigate to that folder on the SiteMinder CD-ROM.
b. Double-clickveb- Agent - 4. 1- NT. exe.
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SiteMinder detects the previous installation of the Web Agent on
your system.

In the Welcome dialog box, click Next.

4. Read the Software License Agreement and click Yes if you accept the
agreement.

5. Read the Release Notes, then click Next.

6. Inthe Confirm Reinstallation dialog box, select Continue with
reinstallation.

7. Inthe Start Copying Files dialog box, click Next.

The Web Agent Setup copies filesto the specified location.

8. Inthe Setup Complete dialog box, click Finish.

You should not run the Web Agent Configuration Wizard after
reinstalling a Web Agent if you want the preserve your Web Agent
configuration.

If you want to reconfigure a Web Agent, access the Web Agent
Configuration Wizard, as described in the following sections:

m  For lIS, refer to Configuring the Web Agent for 11S on page 138.

m  For Netscape, refer to Configuring the WWeb Agent for Netscape on
page 142.

e Note: You may be required to reboot your machine once the
installation is complete.

Uninstalling a Web Agent from NT
1. Openthe Control Panel.

2. Double click services, and complete one of the following:

m  For Netscape, stop the Enterprise service, then close the Services
dialog box. Make sure you are stopping the server on which the
Web Agent isinstalled.

m  For |1S 3.0, stop the World Wide Web Publishing Service, then close
the Services dialog box.
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m  For [1S4.0, stop the World Wide Web Publishing Service and the
Content Index Service (if it exists), then close the Services dialog

box.

Double click Add/Remove Programs from the Control Panel.

Select siteMinder Web Agent v4.1 as the program for uninstallation,

then follow the instructions on the screen.

Click ok when the uninstallation is compl ete and close the Add/Remove
Programs dialog box. The uninstall is now complete.

Installing a Web Agent on UNIX

This section describes how to install the SiteMinder Web Agent on HP-UX
or Solaris.

Onceyou install the Web Agent on UNIX, you can configure multiple Web
Agents for each Netscape and/or Apache Web server installed on your
system.

Before You Begin

Verify that the system meets one of the following requirements:

HP-UX 10.20 isinstalled on the system, along with Netscape Enterprise

Server 3.51 or higher.

Solaris 2.5, 2.6, or 2.7 and the following patches are installed on the

system:

Version

Required Patches

Recommended Patches

Solaris2.5.1

kernel update and libthread = 103640-31
C++ shared library = 106529-05

None

Solaris 2.6

kernel update = 105181-17
C++ shared library = 105591-07
libc = 105210-25

libthread = 105568-14

patchadd = 106125-08

Solaris 2.7

kernel update = 106541-08
C++ shared library = 106327-06
libthread = 106980-07

patchadd = 107171-04
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If you areinstalling on a Netscape Web Server, Netscape Enterprise
Server 3.51 or higher or iPlanet Web Server Enterprise Edition 4. or
higher isinstalled on the system.

If you areinstalling on an Apache Web server, Apache Web Server
1.3.6,1.3.9, or 1.3.11 isinstalled with mod_so enabled (in the
ht t pd. conf file).

You are logged into the account in which the Web Server isinstalled.

Note: If you are configuring Web Agents for Netscape and Apache
Web servers on the same system, the Netscape and A pache Web
server must exist in the same account.

If you want to provide Registration Services on the Web Agent you are
installing, ensure one of the following servlet enginesisinstalled on
your local machine:

m  New Atlanta ServletExec 2.2, included on the SiteMinder 4.1 CD
m  AllaireJRUN 2.3.3

Note: Refer to Chapter 7, Installing Support for Registration Services
on page 109 for instructions on installing ServletExec. For
information on installing JRun, refer to Allaire’s documentation.

For all install questions in this section, the default entry is displayed on the
screen in brackets ([ ]).

To install the Web Agent on UNIX:

1.
2.

Navigate to thép orsol ari s directory on the SiteMinder CD.
Untar the agent installation file by typing:

m  For HP-UX, tar -xvf smma-4.1-hp.tar

m  For Solarist ar -xvf smwa-4.1-so.tar

Untarring these files createsawa- i nst al | directory which contains
./smva-install.

Run. / smna- i nst al | from the Web Agent files directory.

The installation script prepares the Release Notes.
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4. PressENTER to read the Release Notes for important information about
installing SiteMinder 4.1.

5. Entery to confirm that you want to continue with the installation.

Confirm that you have read the Software License Agreement, then enter
Y to continue.

7. Specify adirectory for installation.

The default SiteMinder installation directory is $HOVE/ net egri ty/
si tem nder.

The Web Agent installation creates a subdirectory called webagent in
the specified directory.

e Note: If you specified a directory called webagent , the installation
does not create a new subdirectory. It installs the Web Agent in
thewebagent directory you specified.

8. If you have a Netscape Web server on your system and want to
configure a Web Agent for Netscape, enter y when asked if the system
has a Netscape Web server.

e Note: If you areinstalling aWeb Agent for Apache or you do not want
to configure aWeb Agent for Netscape at this point, enter n, then
specify the Web server during configuration.

9. Complete one of the following:
m If you specified y in step 8, enter the server root for Netscape:

<netscape_installation>/<server_directory>

where <netscape_installation> is the installed location of Netscape
and <server_directory> isthe installed location of the Netscape
servers.

For example:
[ usr/ net scape/ server4.

m If you specified n in step 8, proceed to step 10.
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N

N

Theinstallation program displays the installation path you entered. If
you specified a Netscape server root, the installation program displays
that, as well.

10. Enter y to confirm that the installation path and server root are correct.

Theinstallation is complete. You must configure the Web Agent before
enabling it. Refer to Configuring WWeb Agents on Netscape on page 151
or Configuring WWeb Agents for Apache on page 155 for instructions.
What's the next step?
Now that you've installed the Web Agent for UNIX, complete the following:

1. Configure the Web Agent as described in one of the following sections:

m  For Netscape, refer ©onfiguring WWeb Agents on Netscape on
pagel5l

m  For Apache, refer t€onfiguring Web Agents for Apache on page
155

2. Configure the Web Agent(s) in the SiteMinder Policy Server User
Interface, as described in tB#eMinder Policy Server Operations
Guide.

3. Enable the Web Agent(s), as described irSiteMinder Agent
Operations Guide.

Configuring Web Agents on Netscape

N

Once you have installed a Web Agent on UNIX, you must configure it using
the configuration script installed in the same directory as the Web Agent.

SiteMinder Web Agents installed on Netscape Web servers are automatically
configured as forms credential collectors. Additionally, you can configure
the Web Agents to function as SSL credential collectors and cookie
providers.

To configure a Web Agent to act as an SSL credential collector, specify an
SSL authentication scheme when prompted during the configuration.

To configure the Web Agent as a cookie provider, ref&tablinder Agent
Operations Guide.

SiteMinder Installation Guide



152 Installing Web Agents

To configure a Web Agent on Netscape:

1.

Navigate to the directory where the Web Agent isinstalled to run the
configuration.

Note: You can also run the configuration from the same directory you
ran the installation.

Enter ./smmebagent - conf i g to run the configuration script.
At the prompt to configure a Netscape Web server, enter Y.

If you did not specify the Netscape server root during installation, enter
the server root when prompted:

<netscape_installation>|<server_directory>

where <netscape_installation> is the installed location of Netscape and
<server_directory> is the installed | ocation of the Netscape servers.

For example:
[ usr/ net scape/ server4

The configuration script detects and lists the installed Netscape Web
servers.

Select the appropriate Web server from the menu by entering the
number listed next to the detected Web server.

Enter the SiteMinder Policy Server |P address. The default IP addressis
the IP address of the local machine.

This server isthe SiteMinder Policy Server that you want the Web
server to connect and communicate with first (for example:
123.123.12. 12).

Enter the Web Agent Name (case-sensitive). Typically, the Agent is
assigned the same name as the Web server on which it isinstalled.

Tip: Take note of the Agent name. You will need this name when
configuring the Agent in the SiteMinder Policy Server User
Interface. The Agent nameis case-sensitive.
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10.

11.

12.
13.

Enter the cookie domain in which the Web Agent will be located.

The domain must contain two periods, such as. nyor g. or g. For
additional information about cookie domains, refer to the SteMinder
Agent Operations Guide.

Enter the Shared Secret that will be shared between the Web Agent and
all Policy Serversthat communicate with the Web Agent.

The secret must be between 6 and 24 characters long.

Note: If youtry to cancel the installation while entering the Shared
Secret (for example, if you press Cont rol + C), at the next
prompt enter st ty echo, then press ENTER to restore the echo
function. To provide optimal security, the echo function is off for
this part of theinstall.

Confirm the Shared Secret by entering it again at the next prompt.

Tip: Take note of the Shared Secret. You will need this secret when
configuring the Agent in the SiteMinder Policy Server User
Interface.

Specify the authentication scheme you want to use by entering the
number next to it in the displayed list.

The authentication scheme determines how SiteMinder authenticates
users. Refer to SteMinder Policy Server Operations Guide for more
information about authentication schemes.

The configuration script displays the values you entered.

If the configuration values are correct, enter Y.

Restart the Web server.
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What's the next step?

Now that you've configured the Web Agent for Netscape, complete the
following:

||__!_!_|| 1.

||__!_!_|| 2.

Configure the Web Agent(s) in the SiteMinder Policy Server User
Interface, as described in tB#eMinder Policy Server Operations
Guide.

Enable the Web Agent(s), as described irstteMinder WWeb Agent
Operations Guide.

Reconfiguring Web Agents on Netscape

Reconfigure a Web Agent for the following reasons:

You have upgraded the Web Agent and now you need to update the
configuration

You need to change the configuration settings previously defined for a
Web Agent

You need to remove the configuration settings from the Web Agent
without uninstalling the entire Web Agent (you would need to configure
the Web Agent again at a later time)

To reconfigure a Web Agent on Netscape:

1.

2
3.
4

Navigate to theet egri ty/ si t eni nder/ directory.
Entersmnebagent - conf i g to run the configuration script.
At the prompt to configure a Netscape Web server, gnter

If you did not specify the Netscape server root during installation, enter
the server root when prompted:

<netscape_installation>/<server_directory>

where <netscape_installation> is the installed location of Netscape and
<server_directory> is the installed location of the Netscape servers.

For example:

[ usr/ net scape/ server4

The configuration script detects and lists the installed Web servers.
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5. Select the appropriate Web server by entering the corresponding number
from the list of servers.

The configuration script provides you with the following options:

(o)verwite the configuration with new settings you
specify

(p)reserve settings but update the configuration
(r)emove the configuration, or

(l1)eave the webserver configured as it is and cancel
the configuration

6. Complete one of the following:

m  To change the existing configuration settings, enter Oand complete
steps 5-12 of Configuring WWeb Agents on Netscape on page 151.

m  To update the configuration of a\Web Agent that you upgraded and
retain the configuration settings that were initially defined for it,
enter p and at the prompt, confirm the settings. The configurationis
now upgraded.

m  Toremove the configuration settings from the Web Agent, enter r
and at the prompt, confirm the removal. Before you use the Web
Agent again, you must configure it, as described on page 151.

m  To exit the configuration script without changing the configuration
settings, enter | .
Configuring Web Agents for Apache

Once you have installed a Web Agent, you must configure the Web Agent
for the Apache Web server.

If you want to configure the Web Agent to additionally serve as a cookie
provider, SSL credential collector, or forms credential collector, you must
edit theht t pd.conf file asdescribed in following procedure.

Configuring a Web Agent on Solaris/Apache involves the following steps:

1. Run the configuration script.
2. Editthehtt pd. conf file.
3. Restart the Web server.
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To run the Web Agent configuration script on Apache:

1.
2,
3,
4,
5.
6.
7.
8.

[RA|
9.

&

Navigate to the directory where the Web Agent isinstalled.
Enter ./smmebagent - conf i g to run the configuration script.
If prompted to configure a Netscape Web server, enter N.

At the prompt to configure an Apache Web server, enter .
Enter the server root for Apache. For example,

[ usr/apache

Enter the SiteMinder Policy Server |P address. The default IP addressis
the IP address of the local machine.

This server isthe SiteMinder Policy Server that you want the Web
server to connect and communicate with first (for example:
123.123. 12. 12).

Enter the Web Agent name (case-sensitive). Typically, the Agent is
assigned the same name as the Web server on which it isinstalled.

Tip: Take note of the Agent name. You will need this name when
configuring the Agent in the SiteMinder Policy Server User
Interface. The Agent nameis case-sensitive.

Enter the cookie domain in which the Web Agent will be located.

The domain must contain two periods, such as . nyor g. or g. For
additional information about cookie domains, refer to the SteMinder
Agent Operations Guide.

Enter the Shared Secret that will be shared between the Web Agent and
all Policy Serversthat communicate with the Web Agent.

The secret must be between 6 and 24 characters long.

Note: If youtry to cancel the installation while entering the Shared
Secret (for example, if you pressCont rol + C), at the next
prompt enter st ty echo, then press ENTER to restore the echo
function. To provide optimal security, the echo function is off for
this part of theinstall.
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10.

11

12.

13.

Confirm the Shared Secret by entering it again at the next prompt.

Note: Take note of the Shared Secret. You will need this secret when
configuring the Agent in the SiteMinder Policy Server User
Interface.

Specify whether or not you want to provide Registration Services on the
Web Agent you are configuring:

m |f you specify y, proceed to step 12.
m If you specify n, proceed to step 13.

Specify the location of the servlet engine that you want to use to run
Registration Services. For example, enter $SHOVE/ apache/
ApacheSer vl et / Exec.

If the configuration values displayed are correct, enter Y.

To edit the httpd.conf file:

Once you have run the configuration script, you must modify the
ht t pd. conf configuration file to enable the Web server for use with the
Web Agent.

1

Navigate to the conf directory:
$ cd /usr/apache/tonf
where /usr/apache/is the installed location of the Apache Web server.

Opentheht t pd. conf file.

Add S nit Fi | e / usr/apachel conf/ WebAgent . conf tothemain
server section.

Do not use arelative path for this location.

Add the following line to the DSO configuration section:

LoadModul e sm nodul e </ibexec> nod_sm so

where </ibexec> is the location of the Web Agent | i b directory.

SiteMinder Installation Guide



158 Installing Web Agents

The modified sections of thefile should resemble the sample text below:

# Dynami c Shared Object (DSO Support
#

# To be able to use the functionality of a nmodul e which was built as a DSO
# you have to place corresponding ‘LoadMbdul e’ lines at this |ocation so
# the directives contained in it are actually available _before_they are
used. Please read the file README. DSO in the Apache 1.3 distribution for
#nmore details about the DSO mechani smand run ‘httpd -1’ for the |ist of
#already built-in (statically linked and thus al ways avail abl e) nodul es
#in your httpd binary.

#

# Note: The order in which nodules are loaded is inportant. Don't change
# the order bel ow w thout expert advice

#

# Exanpl e
# LoadModul e foo_nodul e |ibexec/ nod_f 0o. so
LoadMWbdul e sm nodul e usr/sitem nder/webagent/|ib/md_sm so

# Docunment Root: The directory out of which you will serve your

# docunents. By default, all requests are taken fromthis directory, but
# synbolic links and aliases may be used to point to other |ocations

#

Docunent Root "/usr/apache/ ht docs"

Sm nitFile /usr/apache/ conf/WbAgent. conf

5. If your htt pd. conf file containsthe directive ClearModuleList, then
add AddModule mod_sm.c t0 the bottom of the AddModule directive
section of your ht t pd. conf .

The modified section of the file should resemble the text below:

#Dynami ¢ Shared Cbject (DSO Support
Cl ear Modul eLi st

AddMbdul e nod_env. ¢

AddMbdul e nod_l og_config.c
AddModul e nod_ni ne. ¢

AddMbdul e npd_negoti ation.c
AddMbdul e nod_status. ¢
AddMbdul e nmod_i ncl ude. ¢
AddModul e nod_aut oi ndex. ¢
AddMbdul e nmod_dir.c
AddMbdul e nmod_cgi . ¢
AddMbdul e nod_asi s. ¢
AddMbdul e nod_i map. ¢
AddMbdul e nod_actions. ¢
AddMbdul e nod_userdir. c
AddMbdul e nod_al i as. ¢
AddMbdul e nod_access. ¢
AddModul e nod_aut h. ¢
AddMbdul e nod_so. ¢
AddMbdul e nod_setenvif.c
AddMbdul e nod_servl et exec. ¢
# Sitem nder

AddMbdul e nmod_sm ¢
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6. If youwant to use Password Services, specify the following pathsto the
Aliases section:

Alias /siteminderagent/pwcgi/ “ <siteminder_installation>/
webagent/pw/”

where <siteminder_installation> is the installed location of
SiteMinder.

The path should appear as shown below:

### Sitemi nder Virtual Drectory Mappings ##

Alias /siteminderagent/pwcgi/ “space/smuser/netegrity/
siteminder/webagent/pw”

<Directory "space/ snuser/netegrity/sitem nder/
webagent / pw " >
Options | ndexes MiltiViews ExecCd
Al l owOverride None
O der al |l ow, deny
Allow fromall
</Directory>

Alias /siteminderagent/pw/ “ <siteminder _installation>/
webagent/pw”

where <siteminder_installation> is the installed |ocation of
SiteMinder.

The path should appear as shown below:

### Sitemi nder Virtual Drectory Mappings ##

Alias /siteminderagent/pw/ “space/smuser/netegrity/siteminder/
webagent/pw/”

<Directory "space/ snuser/netegrity/sitem nder/
webagent / pw " >
Options Indexes MiltiViews ExecCA
Al l owOverride None
O der al |l ow, deny
Allow fromall
</Directory>

Note: Each Aliasline above should appear al on oneline.

7. If you want to use forms authentication, specify the following path to
the form templates in the Aliases section:

Alias /siteminderagent/forms/ “ <siteminder_installation>/
webagent/samples/forms/”

where <siteminder_installation> is the installed location of SiteMinder.
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The path should appear as shown below:

### Siteminder Virtual Directory Mappings ##

Alias /siteminderagent/forms/ “/space/smuser/netegrity/
siteminder/webagent/samples/forms/”

<Directory "space/ snuser/netegrity/sitem nder/
webagent / sanpl es/ f or ns" >
Options | ndexes MiltiViews
Al l owOverride None
O der al |l ow, deny
Allow fromall
</Directory>

e Note: The Aliasline above should appear al on oneline.

8. If youwant Basic over SSL, X509 Client Cert, X509 Client Cert or
Basic, or X509 Client Cert and Basic authentication, add the following
aliases to the Aliases section:

To use Basic over SSL authentication, add the following line:

Al i as/ sitem nderagent/ nocert/ “/<siteminder_installation>/
webagent

To use X509 Client Cert or X509 Client Cert and Basic
authentication, add the following line:

Al'i as/ sitem nderagent/ cert/ ‘/<siteminder_installation>/
webagent

To use X509 Client Cert or Basic authentication, add the following
line:

Al'i as/ sitem nderagent/certoptional/
/<siteminder_installation>/vebagent

where <siteminder_installation> is the installed location of
SiteMinder.

9. Inthe AddHandler section, add the following lines:
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10.

11
12.
13.

m TouseSSL, add:

AddHandl er smadvancedaut h- handl er . scc

m  To use cookie providers, add:

AddHand! er sntooki eprovi der-handl er .ccc

The modified section should appear as follows:
##SI TEM NDER . exe ##
AddHandl er cgi-script .exe

##SI TEM NDER . fcc ##
AddHandl er snfornmsaut h-handl er .fcc

##S| TEM NDER . scc ##
AddHandl er smadvancedaut h- handl er . scc

##SI TEM NDER . ccc ##
AddHandl er sntooki eprovider-handl er .ccc

If you are using X509 Client Cert, X509 Client Cert and Basic, or X509
Client Cert or Basic authentication, uncomment the SSLOptions linein
Section 3 of the appropriate virtual host (if multiple hosts are defined)
and make sure that +Export Cert Dat a +St dEnvVar s areincluded.

The text should appear as follows:

SSLOpti ons +Export CertData +StdEnvVars
Save the modified htt pd. conf file.

Restart the Web server.

Optimize the Apache Web Agent as described in Optimizing an
Environment for Apache on page 163.

Reconfiguring Web Agents on Apache

Reconfigure a Web Agent on Apache for the following reasons:

You need to change the configuration settings previously defined for a
Web Agent.

You need to remove the configuration settings from the Web Agent
without uninstalling the entire Web Agent (you would need to configure
the Web Agent again at alater time).
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To reconfigure a Web Agent on Apache:

1.

o > WD

Navigateto thenet egri ty/ si t em nder/ agent s directory.
Enter ./smma- confi g to run the configuration script.

If you are prompted to configure a Netscape Web server, enter N.
At the prompt to configure an Apache Web server, enter Y.

Enter the server root for Apache. For example,

[ usr/apache

The configuration script detects and lists the installed Web servers.

Select the appropriate Web server by entering a number from the list of
servers.

The configuration script provides you with the following options:

(o)verwite the configuration with new settings you
specify

(p)reserve settings but update the configuration
(r)enmove the configuration, or

(l1)eave the webserver configured as it is and cancel
the configuration

Complete one of the following:

m  To change the existing configuration settings, enter Oand complete
steps 5 - 13 of Configuring WWeb Agents for Apache on page 155.

m  Toremove the configuration settings from the Web Agent, enter R
and at the prompt, confirm the removal. Before using the Web
Agent again, you will need to reconfigure it, as described on page
155.

m  To exit the configuration script without changing the configuration
settings, enter | .

SiteMinder Installation Guide



Installing Web Agents 163

Optimizing an Environment for Apache

If you have installed an Apache Web Agent, optimize your system to
improve the Apache Web Agent performance by completing the following
two procedures:

m  Tune Solaris for the Apache Web Agent

m  Modify the Apacheht t pd. conf file

Tuning Solaris for the Apache Web Agent

Improve the performance of the Apache Web Agent by increasing shared
memory segments in your Solaris environment. The variables that control
shared memory segments are defined in the system specification file and
include:

Variable Name

Description

Required

Recommended

shmsys:shminfo_shmmax

Maximum shared memory
segment size. Controlsthe
maximum size of your
APACHE agent Resource
Cache and Session Cache.

You may adjust the set-
ting accordingly.

33554432 (32 mb)
for busy siteswith a
need for large cache
Size settings.

semsys:seminfo_semmni

The maximum number of
semaphore setsin the sys-
tem.

10 for every instance of
the APACHE agent that
you will run the system.

100

semsys:seminfo_semmns

The maximum number of
semaphores in the system.

10 for every instance of
the APACHE agent that
you will run the system

100

semsys:seminfo_semmnu

Number of processes using
the undo facility.

For optimal perfor-
mance, SEMMNU
should be greater than
the number of Apache
child processes running
on your system at any
onetime.

200 or greater than
the "MaxClients"
Setting on your
Apache.

shmsys:shminfo_shmseg

The maximum number of
shared memory segments
per process

24

SiteMinder Installation Guide




164 Installing Web Agents

To increase shared memory segments:
1. Openthe/ et c/ syst emfile, using the editor of your choice.

2. Add the variables listed above and define the variables using the
recommended settings:

set shnsys: shm nf o_shnmmax=33554432
set sensys:sem nfo_senmi =100

set sensys:senm nfo_senms=100

set sensys: senm nfo_senmu=200

set shnsys: shm nf o_shnmseg=24

Exit the file, saving changes.
4. Reboot the system.
Verify the shared memory value changes:

$ sysdef -i

Modifying the Apache httpd.conf file

Improve server performance by modifying the default configuration settings
definedintheht t pd. conf file. Thisfileislocated in the $APACHE ROOTI
conf directory. Edit the contents of the file using a text editor.

For low-traffic Web sites, define the following directives:

m  Set MaxRequestsPerChild>1000 or Set M axRequestsPerChild=0
m  MinSpareServers >5

m  MaxSpareServers>10

m  SartServerssMinSpareServers>5

For high-traffic Web sites, define the following directives:

m  Set MaxRequestsPerChild>3000 or Set M axRequestsPerChild=0
m  MinSpareServers >10
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m  MaxSpareServers>15
m  StartServers=MinSpareServers>10

e Note: For all Web sites (low and high traffic), nod_smmust be assigned a
higher priority level than other auth or access modulesinstalled on
your Apache configuration.

Reinstalling a Web Agent on UNIX
Reinstalling a Web Agent enables you to restore lost files.

To reinstall a Web Agent on UNIX:
1. Run./smwa-install fromtheWeb Agent files directory.

2. Confirm that you have read the Software License Agreement, then enter
Y to continue.

3. If you have a Netscape installation on your system and want to
configure a Web Agent for Netscape, enter y when asked if the system
has a Netscape Web server.

e Note: If youareinstalling aWeb Agent for Apache or you do not want
to configure aWeb Agent for Netscape at this point, enter n, then
specify the Web server during configuration.

4. Complete one of the following:
m If you specifiedy in step 3, enter the server root for Netscape:

<netscape_installation>/<server_directory>

where <netscape_installation> is the installed location of Netscape
and <server_directory> isthe installed location of the Netscape
Servers.

For example:
[ usr/ net scapel/ server4.

m If you specified n in step 3, proceed to step 5.
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6.

Theinstallation program displays the installation path you entered. If
you specified a Netscape server root, the installation program displays
that, as well.

Enter an installation root for the Web Agent, such as / home/ myr oot
or press ENTER to accept the default location of / opt .

Theinstallation program displays the installation root you entered.

If thisinformation is correct, enter Y. Theinstallation is complete.

Uninstalling a Web Agent from UNIX

a > W NP

Stop the Web server.

Log into the UNIX system with root privileges.

Navigateto thenet egri ty/ si t em nder/ agent s directory.
Run./snmagent -uni nstal | .

At the prompt to continue the uninstall, enter Y.

The uninstall script lists the location of the Web Agents and the location
of theinstalled Web servers.

At the prompt to continue the uninstall, enter Y.

Thenet egrity/siteninder/agents directory isremoved. The
Web Agent isno longer functional on the system. Theobj . conf file(s)
isrestored and the WebAgent . conf file(s) isremoved.

Restart the Web server(s).
The SiteMinder Web Agent uninstallation is complete.

Change to your home directory (the current directory has been del eted).
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Chapter 9. Installing Affiliate Agents

Overview

L
L

An Affiliate Agent is an Agent that resides outside of a SiteMinder
installation. It securely collects user information from the SiteMinder Policy
Server at the portal with which the affiliate is associated. Affiliate Agents
can use thisinformation to personalize the content of their own site for the
user.

This chapter describes how to install and configure Affiliate Agentson NT
and UNIX machines.

For detailed information about configuring Affiliate Agents, refer to the
SteMinder Agent Operations Guide.

For information about deploying Affiliate Agents, refer to the SiteMinder
Deployment Guide.

Installing an Affiliate Agent on NT

This section describes how to install the SiteMinder Affiliate Agent on the
Windows NT platform. After you have installed the Affiliate Agent, you
must configure it for use with Microsoft 1S and/or Netscape Web Servers.

Before you Begin

Before installing the Affiliate Agent on NT, make sure that the following
prerequisites have been met:

m  NT 4.0 Server or Workstation isinstalled on your system along with
Service Pack 3, 4, or 5

m  Oneof the following Web serversisinstalled on your system:

m  iPlanet Web Server Enterprise Edition 4.0 or higher
m  Netscape Enterprise Web Server 3.51 or higher
m  |IS3.00r higher, or I1S4.0 or higher.
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The SiteMinder Policy Server isinstalled at the portal site and the
Affiliate Agent is configured in the SiteMinder Policy Server User
Interface.

You have received the following information from the SiteMinder
Administrator:

m  Affiliate Agent name, as specified in the Policy Server User
Interface

m  Shared Secret, as specified in the Policy Server User Interface

I P address or domain name of the Policy Server

m  The SiteMinder target, which isthe location of SiteMinder cookie
provider at the portal site

i Note: You cannot install an Affiliate Agent on a Web server that has a

SiteMinder Web Agent installed on it.

To install an Affiliate Agent on NT:

1. Exital applicationsthat are running, then insert the SiteMinder CD-
ROM.

2. Run AffiliateAgent-4.1-NT.exe from the nt directory on the SiteMinder
CD-ROM:

In the Welcome dialog box, click Next.

4. Read the Software License Agreement and click Yes if you accept the
agreement.

5. Read the Release Notes, then click Next.

6. Inthe Choose Destination Location dialog box, accept the default
installation location or select a different location and click Next.

7. Inthe Select Program Folder dialog box, select the Program Folder
where SiteMinder will place program icons, then click Next.

8. Inthe Start Copying Files dialog box, click Next.

The Affiliate Agent Setup copies the files to the specified location.

9. Inthe Setup Complete dialog box, confirm that you want to configure
the Affiliate Agent when the installation completes by ensuring the
Launch the Agent Configuration now check box is selected.

10. Click Finish.
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SiteMinder prepares the Affiliate Agent Configuration Wizard. Refer to
Configuring an Affiliate Agent on NT on page 169 for instructions on
configuring an Affiliate Agent.

Configuring an Affiliate Agent on NT

Once you have installed an Affiliate Agent, you must configure it to
communicate with the SiteMinder Policy Server at the main portal site.

Complete the following procedure to configure an Affiliate Agent for an 1S
or Netscape Web server.

To configure an Affiliate Agent:

1

If necessary, open the Affiliate Agent Configuration Wizard by
completing the following steps:

a. Navigate to <affiliateagent _installation>\Conf i g

where <affiliateagent_installatior™ is the installed location of the
SiteMinder Affiliate Agent.

For example,

C.\Program Fil es\Netegrity\SiteM nder\Affiliate
\config

b. Doubleclick Setup.exe.

If you indicated that you wanted to configure the Affiliate Agent after
installation, SiteMinder automatically opens the Affiliate Agent
Configuration Wizard for you.

Inthe Select Web server(s) dialog box, select the Web server(s) that you
want to configure as Affiliate Agents, then click Next.

SiteMinder displays the configuration settings for the Web server you
selected.

Note: If you are configuring the Affiliate Agent for the first time, the
configuration settings are undefined.
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3. Inthe Confirm Configuration Selections dialog box, review the
configuration settings for the first Web server you selected.

m  To configure new settings, click Configure.
m  To change the configuration settings, click Configure.
m  To accept the configuration settings, click Next.

If you are satisfied with the current configuration settings, skip to

step 13 of this procedure.
| Warning: Clicking Configure resets all of the configuration settings
. including the settings you configured in the

Affiliate. conf fileto default settings. You must enable
the Affiliate Agent, as described in the SteMinder Agent
Operations Guide, before it protects your resources again.

4. Inthe Affiliate Name field, enter the affiliate name provided by the
portal administrator, then click Next.

The affiliate name is case-sensitive. Make sure that you define the
affiliate name exactly asit is defined in the Policy Server User Interface.

5. Inthe Shared Secret and Confirm Shared Secret fields, enter the shared
secret, then click Next.

The shared secret is used to communicate with the Policy Server. The
secret must match the shared secret for the Affiliate Agent specified in
the SiteMinder Policy Server User Interface.

6. Inthe Portal Name field, enter the company name of the portal, then
click Next.

7. Enter the following portal information, then click Next.

m Inthe Portal field, specify the |P address and port or fully qualified
URL for the portal.

For example,

http://ww. nyorg. org
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m IntheTarget field, specify the target of the portal server.

The target of the portal server istherelative path to the SiteMinder
cookie provider at the portal site. The cookie provider enables
information to pass between the portal and the affiliate.

For example,
/ sitem nderagent/snprofile.ccc

The target is appended to the portal URL to specify the exact
location of the cookie provider at the portal site.

For example,

http://ww. nyorg. org/sitem nderagent/snprofile.ccc

Note: The portal administrator must provide these values.

In the Affiliate Resource field, specify the resource in your Web site that,
when accessed, will cause the Affiliate Agent to contact the portal for
user information by specifying one of the following, then click Next.

m  Realm—Specify the relative path to the realm that contains the
resources at the affiliate site that use information gathered from the
portal.

For example,
/real ma

m  Application—Specify the hook character (?) and a name/value
pair:

?<name/value pair>
For example,

?affiliate=on

Note: Refer to theSiteMinder Agent Operations Guide for more
information about the affiliate resource.
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9. Inthe Cookie Domain field, enter the cookie domain of the affiliate Web
server, then click Next.

The cookie domain must be specified with two periods. For example,
. nyorg.org.

10. Specify whether or not anonymous and unknown users can access the
specified resources by selecting Yes or No, then click Next.

If you select Yes, users who were not authenticated (unknown users) or
authorized (anonymous users) at the portal site will be able to gain
access to the affiliate resources at your Web site. If you select No, users
can be redirected to a No Access URL, defined in the next step, when
they attempt to access a resource.

11. IntheNo Access URL field, specify afully qualified URL to which users
who are denied access to the specified resources are redirected, then
click Next.

If you do not specify aredirection URL, users who are denied access to
resources will be redirected to a default error page.

|_I__l_| Note: For detailed information on allowing anonymous and unknown
users to access resources associated with the Affiliate Agent,
refer to SteMinder Agent Operations Guide.

The Affiliate Agent Configuration Wizard displays the settings you
selected.

12. Confirm the configuration settings by clicking Next.

13. Click Next to confirm that you want to update the Affiliate Agent
configuration for the Web server displayed.

14. Click Finish to complete the setup.
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Reinstalling an Affiliate Agent on NT

Reinstall an Affiliate Agent to restore missing application files. To change
Affiliate Agent settings or to configure an Affiliate Agent for a different
Netscape or |1S Web Server, configure the Affiliate Agent using the Affiliate
Agent Configuration Wizard.

To reinstall an Affiliate Agent on NT:

1.

Exit all applications that are running, then insert the SiteMinder CD-
ROM.

Run the setup program:
a. Navigateto thent folder onthe SiteMinder CD-ROM.
b. Double-click AffiliateAgent-4.1-NT. exe.

SiteMinder detects the previous installation of the Affiliate Agent
on your system.

In the Welcome dialog box, click Next.

Read the Software License Agreement and click Yes if you accept the
agreement.

Read the Release Notes, then click Next.

In the Confirm Reinstallation dialog box, select Continue with
reinstallation.

In the Start Copying Files dialog box, click Next.

The Affiliate Agent Setup copies files to the specified location.

In the Setup Complete dialog box, click Finish.

You should not run the Agent Configuration Wizard after reinstalling a
Web Agent if you want the preserve your Affiliate Agent configuration.

If you want to reconfigure an Affiliate Agent, access the Agent
Configuration Wizard, as described in Configuring an Affiliate Agent on
NT on page 169.

Note: You may be required to reboot your machine once the
installation is complete.
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Uninstalling an Affiliate Agent from NT
1. Openthe Control Panel.

2. Double click services, and complete one of the following:

m  For Netscape, stop the Enterprise service, then close the Services
dialog box. Make sure you are stopping the server on which the
Affiliate Agent isinstalled.

m  For 1S 3.0, stop the World Wide Web Publishing Service, then close
the Services dialog box.

m  For [1S4.0, stop the World Wide Web Publishing Service and the
Content Index Service (if it exists), then close the Services dialog
box.

Double click Add/Remove Programs from the Control Panel.

4. Select siteMinder Web Agent v4.1 as the program for uninstallation,
then follow the instructions on the screen.

5. Click ok when the uninstallation is compl ete and close the Add/Remove
Programs dialog box. The uninstall is now complete.
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Installing an Affiliate Agent on UNIX

This section describes how to install the SiteMinder Web Agent on a UNIX
platform. After you have installed the Affiliate Agent, you must configure it
for use with Microsoft I1S and/or Netscape Web Servers.

Before you Begin

If you areinstalling the Affiliate Agent on UNIX, make sure that the

following prerequisites have been met:

m  HP-UX 10.20 isinstalled on the system.

m  One of the following Solaris versions and the required/recommended
patches are installed on your system:

Version

Required Patches

Recommended Patches

Solaris 2.5.1

kernel update and libthread = 103640-31
C++ shared library = 106529-05

None

Solaris 2.6

kernel update = 105181-17

C++ shared library = 105591-07
libc = 105210-25

libthread = 105568-14

patchadd = 106125-08

Solaris 2.7

kernel update = 106541-08
C++ shared library = 106327-06
libthread = 106980-07

patchadd = 107171-04

m  Oneof the following Web serversisinstalled on your system:

m  iPlanet Web Server Enterprise Edition 4.0 or higher
m  Netscape Enterprise Server 3.51 or higher

m  Apache1.3.6,1.3.9, or 1.3.11

m  The SiteMinder Policy Server isinstalled at the portal site and the
Affiliate Agent is configured in the SiteMinder Policy Server User

Interface

m  You have received the following information from the SiteMinder

Administrator:

m  Affiliate Agent name, as specified in the Policy Server User

Interface

m  Shared Secret, as specified in the Policy Server User Interface
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m |Paddress or domain name of the Policy Server
m  The SiteMinder target, which is the exact location of SiteMinder
cookie provider at the portal site

To install an Affiliate Agent on UNIX:

1.

10.

Exit all applications that are running, then insert the SiteMinder CD-
ROM.

Navigate to the directory in which you want to install the Affiliate
Agent.

Untar the appropriate Affiliate Agent installation file located in the
/ hp or/sol ari s directory on the SiteMinder CD-ROM:

m  ForHP-UX,tar -xvf smnf-4.1-so.tar
m  For Solaris,tar -xvf smM-4.1-hp.tar
Fromthesmnf -i nstal | directory, run./smf-install.

Theinstallation script prepares the Release Notes.

PressENTER to read the Release Notes for important i nformati on about
installing the Affiliate Agent.

Enter y to confirm that you want to continue with the installation.

Confirm that you have read the Software License Agreement, then enter
Y to continue.Enter y to continue with the installation.

Confirm that you have read the license agreement contained in
li cense. t xt, thenentery to continue.

Specify the directory where the Affiliate Agent will be installed.
The default location is SHOVE/ net egri t y/ si t eni nder .

Theinstallation creates a subdirectory called Af fi | i at e inthe
directory you specify.

If you have a Netscape installation on your system and want to
configure an Affiliate Agent for Netscape, enter y when asked if the
system has a Netscape Web server.

Note: If you areinstalling an Affiliate Agent for Apache or you do not
want to configure an Affiliate Agent for Netscape at this point,
enter n, then specify the Web server during configuration.
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11. Complete one of the following:
m If you specified y in step 10, enter the server root for Netscape:

<netscape_installation>/<server_directory>

where <netscape_installation> is the installed location of Netscape
and <server_directory> isthe installed location of the Netscape
Servers.

For example:
[ usr/ net scape/ server4.
m If you specified n in step 6, proceed to step 12.

Theinstallation program displays the installation path you entered. If
you specified a Netscape server root, the installation program displays
that, as well.

12. Entery to confirm that the installation path and server root are correct.

The SiteMinder Affiliate Agent installation is complete. To use the Affiliate
Agent with the Siteminder Policy Server, you must configure the Affiliate
Agent. Refer to Configuring the Affiliate Agent for UNIX on page 177 for
instructions.

Configuring the Affiliate Agent for UNIX

Once you have installed the Affiliate Agent, you must configure it for use
with a Netscape or Apache Web server.

To configure the Affiliate Agent:

1. Run./smaffiliate-configfrom thedirectory in which the
Affiliate Agent isinstalled.

2. Complete one of the following:

m If you want to configure an Affiliate Agent for a Netscape Web
server, entery when prompted.

m If you want to configure an Affiliate Agent for Apache, enter n
when asked if you want to configure an Affiliate Agent for
Netscape. Then, enter y when asked if you want to configure an
Affiliate Agent for Apache.
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3. Specify the Web server to configure as an Affiliate Agent by completing
one of the following:

m If you want to configure an Affiliate Agent for Netscape and you
specified the Netscape root during the installation, select the Web
server that you want to configure from the list of available servers,
then enter its corresponding number when prompted.

m If you want to configure an Affiliate Agent for Netscape and you
did not specify the Netscape root during the installation, enter the
Netscape root when prompted.

For example,
[ usr/ net scape/ server4

m If you are configuring the Affiliate Agent for an Apache Web
server, enter the Apache server root when prompted:

For example,

[ usr/ apache

i Note: You cannot install an Affiliate Agent on aWeb server that
already has a SiteMinder Web Agent installed on it. If you select
aWeb server that is running a Web Agent, the installation
prompts you to select another Web server.

4. Enter the Affiliate Name when prompted.

The affiliate name is aunique identifier between the Affiliate Agent and
the portal. The portal administrator should provide the affililate name.

The affiliate name is case-sensitive. Make sure that it is defined during
theinstallation exactly asit is defined in the Policy Server User
Interface at the portal site.

5. Enter and confirm a Shared Secret for the Affiliate Agent.

The Shared Secret must match the Shared Secret specified for the
Affiliate Agent in the Policy Server User Interface at the portal site. The
SiteMinder administrator at the portal site should provide this
information.

The Affiliate Agent configuration displays the settings you selected.
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N

When prompted, enter the IP address and port or the fully qualified
domain name for the portal.

For example,
http://ww. nmyorg. org
Enter the target of the portal server.

The target of the portal server isthe relative path to the SiteMinder
cookie provider at the portal site. The cookie provider enables
information to pass between the portal and the affiliate.

For example,
/ sitem nderagent/snmprofile.ccc

The target is appended to the URL of the portal to specify the exact
location of the cookie provider at the portal site.

For example,
http://ww. nyorg. org/sitem nderagent/snprofile.ccc

Specify the resource in the affiliate site that, when accessed, causes the
Affiliate Agent to contact the portal for user information by specifying
one of the following:

m  Realm—Specify the relative path to the realm that contains the
resources associated with the Affiliate Agent.

For example,
/real ma

m  Application—Specify the hook character (?) and a name/value
pair:

?<name/value pair>
For example,

?affiliate=on

Note: For more information about the Affiliate Resource, refer to
SteMinder Agent Operations Guide.

When prompted, enter the name of the portal.
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10. Enter the cookie domain of the Affiliate Web server.

The cookie domain must contain two periods.
For example,

.nyorg.org

11. Specify whether or not unknown or anonymous users can access the
specified resources by entering one of the following:

m  Y—Allows users who were not authenticated (unknown users) or
unauthorized (anonymous users) by the portal to access the
resource at your site.

m  N—Prevents users who were not authenticated or authorized by the
portal from accessing the resources at your site.

If you specifyN, enter the URL for a page to which users who are
denied access are redirected when prompted.

12. Specify the fully qualified URL to which users who are denied access to
affiliate resources are redirected.

For example,
http://ww. nyorg. org/real na/i ndex. ht m

If you do not specify a redirection URL, users who are denied access to
resources will be redirected to a default error page.

|!!| Note: For detailed information on allowing anonymous and unknown
users to access resources associated with the Affiliate Agent,
refer toSteMinder Agent Operations Guide.

The configuration script displays the installation root and Web server
target.

13. Confirm that the displayed settings are correct by enterimpen
prompted.

14. If you are configuring the Affiliate Agent for an Apache Web server,
configure thent t pd. conf file as described i€onfiguring the Apache
httpd.conf File for Apache Servers on pagel81

15. Restart the Web server.
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Configuring the Apache httpd.conf File for Apache Servers

To enable the Affiliate Agent for Apache servers, you must edit the
ht t pd. conf asfollows:

To edit the httpd.conf file:

Once you have run the configuration script, you must modify the
ht t pd. conf configuration file to enable the Web server for use with the
Affiliate Agent.

1

Navigateto theconf directory:

$ cd / <apache_installation>/ conf

where <apache_installation> is the installed location of the Apache Web
server.

Opentheht t pd. conf file.

AddSmaffiliatelnitFile <apache installation> conf /
Affiliate.conf tothemain server section.

where <apache_installation> istheinstalled location of the Apache Web
server. Do not use arelative path for thislocation.

Add the following line to the Dynamic Shared Object (DSO)
configuration section

LoadModul e sm nodul e |i bexec/ nod_snaffiliate.so

The modified sections of the file should resembl e the sample text below:

# Dynamic Shared Object (DSO) Support

#

# To be able to use the functionality of a module which was built as a DSO you
# have to place corresponding ‘LoadModule’ lines at this location so the

# directives contained in it are actually available _before_ they are used.

# Please read the file README.DSO in the Apache 1.3 distribution for more

# details about the DSO mechanism and run *httpd -I' for the list of already

# built-in (statically linked and thus always available) modules in your httpd

# binary.

#

# Note: The order is which modules are loaded is important. Don't change
# the order below without expert advice.

#

# Example:
# LoadModule foo_module libexec/mod_foo.so
LoadModule sm_module libexec/mod_sm.so
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LoadModule sm_module libexec/mod_smaffiliate.so

#

# DocumentRoot: The directory out of which you will serve your

# documents. By default, all requests are taken from this directory, but
# symbolic links and aliases may be used to point to other locations.

#

DocumentRoot "/usr/apache/htdocs"

SmAffiliatelnitFile /usr/apache/conf/Affiliate.conf

5. Ifyour htt pd. conf file containsthe directive d ear Modul eLi st ,
then add AddMbdul e nod_snmaffiliate. c tothebottom of the
AddModule directive section of your ht t pd. conf .

6. Savethemodified htt pd. conf file.
7. Restart the Apache Web server.

Reinstalling an Affiliate Agent on UNIX

Reinstalling an Affiliate Agent enables you to restore lost files.

To reinstall a Web Agent on UNIX:

1. Run./smf-install fromthe Affiliate Agent files directory.
The installation script prepares the Release Notes.

2. PressENTER toread the Release Notes for important information about
SiteMinder 4.1.

3. Entery to confirm that you want to continue with the installation.

Theinstallation script displays the prerequisites for installing
SiteMinder Policy Server 4.1.

4. Confirm that you have read the Software License Agreement, then enter
Y to continue. Confirm that you have read the Software License
Agreement, then enter y to continue.

5. If you have a Netscape installation on your system and want to
configure a Web Agent for Netscape, enter y when asked if the system
has a Netscape Web server.

e Note: If youareinstalling aWeb Agent for Apache or you do not want
to configure aWeb Agent for Netscape at this point, enter n, then
specify theWeb server during configuration.
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6.

8.

Complete one of the following:
m If you specifiedy in step 5, enter the server root for Netscape:

<netscape_installation>/<server_directory>

where <netscape_installation> is the installed location of Netscape
and <server_directory> isthe installed location of the Netscape
Servers.

For example:
[ usr/ net scape/ server4.
m If you specified n in step 5, proceed to step 7.

Theinstallation program displays the installation path you entered. If
you specified a Netscape server root, the installation program displays
that, as well.

Enter an installation root for the Web agent, such as / hone/ nyr oot or
press ENTER to accept the default location of / opt .

Theinstallation program displays the installation root you entered.

If thisinformation is correct, enter y. Theinstallation is complete.

Uninstalling an Affiliate Agent from UNIX

1

o > WD

Stop the Web server.

Log into the UNIX system with root privileges.
Navigatetothenet egri ty/ siteni nder/affili at e directory.
Run./smaf - uni nstal | .

At the prompt to continue the uninstall, enter y.

The uninstall script lists the location of the Affiliate Agents and the
location of theinstalled Web servers.

At the prompt to continue the uninstall, enter y.

Thenet egrity/siteninder/agents directory isremoved. The
Affiliate Agent is no longer functional on the system. The obj . conf
file(s) isrestored and the WebAgent . conf file(s) isremoved.
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7. Restart the Web server(s).
The SiteMinder Affiliate Agent uninstallation is complete.

8. Change to your home directory (the current directory has been del eted).
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Chapter 10.
Upgrading to SiteMinder 4.1

Overview

Upgrading a SiteMinder 3.6x deployment to SiteMinder 4.1 involves
upgrading each SiteMinder component separately. Upgrading each
component separately allows you to complete the upgrade procedure without
shutting SiteMinder down if you have multiple Policy Servers and Web
Agentsin your deployment.

Note: If your SiteMinder 3.6x environment includes only one Policy
Server, you must shut SiteMinder down during the upgrade
procedure. To avoid shutting down SiteMinder you can install a
backup Policy Server and configure it for failover. For information
about upgrading a single Policy Server, refer to Upgrading
SteMinder in a Sngle Policy Server Environment on page 192.

To upgrade a SiteMinder deployment without shutting SiteMinder down,
remove one of the Policy Servers and Web Agents from the SiteMinder
environment. While those components are being upgraded, the remaining
Policy Servers and Web Agents continue to protect your resources. Continue
removing and upgrading SiteMinder components until you are ready to
switch to the SiteMinder 4.1 deployment. Once you have enabled
SiteMinder 4.1, you can upgrade the final SiteMinder components.
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Upgrading SiteMinder in a Multiple Policy Server
Environment
To upgrade your SiteMinder production environment to SiteMinder 4.1

without having to shut down SiteMinder, you must have multiple Policy
Servers and Web Agents running, as shown below.

SiteMinder 3.6
Policy Server

SiteMinder 3.6
Policy Server

At minimum, you must have two Policy Servers and two Web Agents.
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During the upgrade procedure, each SiteMinder component isremoved from
the production environment and upgraded separately to prevent shutting

SiteMinder down, as shown bel ow.

SiteMinder 4.0
Web Agent

SiteMinder 3.6
Web Agents

SiteMinder 4.0
Policy Server

Policy Store

SiteMinder 4.0

SiteMinder 3.6
Policy Server

SiteMinder 3.6
Policy Store

Tip:

You should upgrade your production environment when your site

receives the least amount of traffic. Even though SiteMinder does not
need to be shut down, performance may be affected as you remove

SiteMinder components.
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The following steps are required to upgrade your SiteMinder environment.
Each step is described in detail later in this chapter.

Plan Upgrade Strategy

Export Policy Store Data

Remove Policy Server from
SiteMinder Environment

Upgrade the Policy Server

Configure New Policy Store

Import Policy Store Data

Upgrade ODBC
Database Queries

Upgrade Certificate Mapping

Upgrade, Configure and
Enable Web Agents

Upgrade Remaining
Policy Servers and Web
Agents

Upgrade Reports Server
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Decide which of the Policy Servers and Web Agents you want to
upgrade first, as shown in the diagram on page 187. The remaining
Policy Servers and Web Agentswill continue to serve the site asyou
upgrade theinitial Policy Servers and Web Agents.

Export the policy store data, as described in Exporting SteMinder 3.6
Policy Sore Data on page 198. From this point on, no policy changes
should be allowed until the upgrade is compl ete.

Remove thefirst Policy Server that you are upgrading from the
SiteMinder environment, as described in Upgrading SiteMinder in a
Sngle Policy Server Environment on page 192.

Upgrade the Policy Server to SiteMinder 4.1, as described in Upgrading
the Policy Server to SteMinder 4.1 on page 199.

Configure all the new policy storesfor SiteMinder 4.1, as described in
the following chapters:

m  Toconfigureapolicy store on NT, refer to Chapter 3, Setting up the
Policy Sore on NT on page 47.

m  Toconfigureapolicy store on Solaris, refer to Chapter 4, Setting up
the Policy Store on Solaris on page 75.

m  To configure an NDS policy store on Novell, refer to Chapter 5,
Setting up a Policy Sore on Novell Netware on page 91.

Import the SiteMinder 3.6 SP 1 policy store datainto the SiteMinder 4.1
policy store using smobj i nport (version 4.1), as described in
Importing Policy Sore Data on page 204.

If you are using an ODBC database as a user directory, migrate the
queriesto the SiteMinder 4.1 policy store, asdescribed in Upgrading an
ODBC User Directory Schema on page 205.

If you are using certificate mapping, upgrade the certificate mapping as
described in Upgrading Certificate Mapping on page 208.
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10.

11
12.

13.

14.

15.

Upgrade the Web Agent you selected in step 1, and during the
configuration, specify the SiteMinder 4.1 Policy Server as the Policy
Server, as described in Upgrading WWeb Agents, Cookie Providers and
Advanced Authentication Schemes on page 218.

Note: If thisWeb Agent provides additional services, such as serving
as the cookie providers, or providing advanced authentication to
SiteMinder 4.1, upgrade these services, as well.

If you changed the Agent name, | P address, or Shared Secret when
configuring Web Agents for SiteMinder 4.1, configure those Web
Agents in the SiteMinder Policy Server User Interface, as described in
the SteMinder Policy Server Operations Guide.

Enable the SiteMinder 4.1 Web Agent.
Repeat steps 5-10 for the remaining 3.6 Policy Server and Web Agents.

Note: If you want to remove the SiteMinder 3.6 policy store from an
LDAP directory, you must remove the policy store data before
upgrading your final Policy Server to SiteMinder 4.1. Removing
the SiteMinder 3.6 policy store data requires the 3.6 version of
s dapset up. Refer to Removing SiteMinder 3.6 Policy Sore
Data on page 231 for instructions.

Enable round robin load balancing in the Web Agents, if required. Refer
to the SteMinder Agent Operations Guide for more information.

If you have a SiteMinder 3.6 Reports Server installed, upgrade the
Reports Server as described in Upgrading the Reports Server on page
228.

Optionally, remove the SiteMinder 3.6 policy store data and schema as
described in Removing the SteMinder 3.6 Policy Store on page 230.

e Note: If you have custom componentsin your SiteMinder deployment,

contact your Netegrity Professional Services representative for
information on how to upgrade these components.
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Maintaining Single Sign-on Between 3.6x and 4.1 Web Agents

Inalarge SiteMinder deployment that receives heavy traffic, you may not be
ableto quickly install new Policy Servers and Web Agents throughout your
enterprise. Using SiteMinder 3.6 Service Pack 2 (SP2) Policy Serversin
conjunction with SiteMinder 4.1 Policy Servers, you can upgrade
SiteMinder components while maintaining single sign-on across all 3.6x and
4.1 Web Agents.

To upgrade with single sign-on support between 3.6x and 4.1 Web Agents:

1

Install SiteMinder 3.6 SP 2 on your existing SiteMinder 3.6 Policy
Servers. For information, refer to ther eadme. t xt file that shipped
with SiteMinder 3.6 SP 2 software.

In the SiteMinder Policy Server Management Console for each 3.6 SP 2
Policy Server, complete the following:

a  Select the Advanced tab.
b. Select the Enable SSO across multiple policy stores check box.
c. Restart the SiteMinder services.

In the SiteMinder Policy Server User Interface for each SiteMinder 4.1
Policy Server, complete the following:

a. From the menu bar, select Tools | Global Settings.
The SiteMinder Global Settings dialog box appears.

b. Select the SiteMinder 3.6 SP2+ Compatibility Mode check box.
c. Clickok.

For more information, refer to the SteMinder Policy Server
Operations Guide.

In the SiteMinder Policy Server User Interface for each SiteMinder 4.1
Policy Server, complete the following:

a From the menu bar, select Tools | Manage Keys.

The SiteMinder Key Management dialog box appears.

b. Set up astatic key using the value of the Agent key for your
SiteMinder 3.6x Agents.
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For details about setting Agent keys, refer to the SteMinder Policy
Server Operations Guide.

e Note: SiteMinder Policy Server versions 3.6 SP 2 and 4.1 can communicate
with all SiteMinder 3.6x and 4.1 Web Agents.

Upgrading SiteMinder in a Single Policy Server Environment

If your SiteMinder 3.6 deployment consists of asingle Policy Server, shown
below, you must install a secondary Policy Server and Web Agent (if you
only have oneinstalled) on a separate server or shut down your site to
upgrade to SiteMinder 4.1.

SiteMinder Deployment

Policy
Server

Toinstall asecond Policy Server, refer to one of the following chapters:

m  Chapter 1, Installing the Policy Server on NT on page 15.
m  Chapter 2, Installing the Policy Server on Solaris on page 29.

To install asecond Web Agent, refer to Chapter 8, Installing \Web Agentson
page 135.

e Note: If you install a secondary Policy Server, complete the upgrade
procedure described in Upgrading SteMinder in a Multiple Policy
Server Environment on page 186.
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If you do not want to install a secondary Policy Server, the following steps
areinvolved in upgrading to SiteMinder 4.1:

Plan Upgrade Strategy

Export Policy Store Data

Remove Policy Server from
SiteMinder Environment

Upgrade the Policy Server

Configure New Policy Store

Import Policy Store Data

Upgrade ODBC
Database Queries

Upgrade Certificate Mapping

Upgrade, Configure and
Enable Web Agents

Upgrade Remaining
Policy Servers and Web
Agents

Upgrade Reports Server
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1. Determine when your site receives the least amount of traffic and plan
to upgrade at that time. Users who attempt to access your site during the
upgrade procedure will not be able to access your site until SiteMinder
4.1 isenabled if you have not installed a secondary Policy Server.

2. Export the policy store data, as described in Exporting SteMinder 3.6
Policy Sore Data on page 198. From this point on, no policy changes
should be allowed until the upgrade is complete.

3. Upgradethe Policy Server to SiteMinder 4.1, asdescribed in Upgrading
the Policy Server to SteMinder 4.1 on page 199.

i Note: If you want to remove the SiteMinder 3.6 policy store from an
LDAP directory, you must remove the policy store data before
upgrading the Policy Server to SiteMinder 4.1. Removing
SiteMinder 3.6 policy store data requires the 3.6 version of
s dapset up. Refer to Removing SteMinder 3.6 Policy Sore
Data on page 231 for instructions.

4. Create and configure all the new policy stores for SiteMinder 4.1, as
described in the following chapters:

m  Toconfigureapolicy store on NT, refer to Chapter 3, Setting up the
Policy Sore on NT on page 47.

m  Toconfigureapolicy store on Solaris, refer to Chapter 4, Setting up
the Policy Sore on Solaris on page 75.

m  To configure an NDS policy store on Novéll, refer to Chapter 5,
Setting up a Policy Sore on Novell Netware on page 91.

5. Import the SiteMinder 3.6 SP 1 policy store datainto all of the
SiteMinder 4.1 policy stores using snmobj i nport (version 4.1), as
described in Importing Policy Sore Data on page 204.

6. If you are using an ODBC database as a user directory, migrate the
queriesto the SiteMinder 4.1 policy store as described in Upgrading an
ODBC User Directory Schema on page 205.

7. If you are using certificate mapping, upgrade the certificate mapping as
described in Upgrading Certificate Mapping on page 208.
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8. Upgrade the Web Agent(s), and during the configuration, specify the
SiteMinder 4.1 Policy Server asthe Policy Server, as described in
Upgrading Web Agents, Cookie Providers and Advanced Authentication
Schemes on page 218.

e Note: If thisWeb Agent provides additional services, such as serving
as the cookie providers, or providing advanced authentication to
SiteMinder 4.1, upgrade these services, aswell.

9. If you changed the Agent name, |P address, or Shared Secret when
configuring the Web Agent(s) for SiteMinder 4.1, reconfigure the Web
Agent in the SiteMinder Policy Server User Interface, as described in
the SteMinder Policy Server Operations Guide.

10. Enable the SiteMinder 4.1 Web Agent.

11. If you have a SiteMinder 3.6 Reports Server installed, upgrade the
Reports Server as described in Upgrading the Reports Server on page
228.

12. Optionally, remove the SiteMinder 3.6 policy store data and schema as
described in Removing the SteMinder 3.6 Policy Store on page 230.

e Note: If you have custom componentsin your SiteMinder deployment,
contact your Netegrity Professional Services representative for
information on how to upgrade these components.

Removing a Policy Server From the SiteMinder Environment

To remove a Policy Server from a SiteMinder 3.6 environment that includes
multiple Policy Servers, all of the Web Agents that communicate with that
Policy Server must be configured to communicate with a different
SiteMinder 3.6 Policy Server. Pointing the Web Agents to another Policy
Server allows them to continue protecting resources during the upgrade
procedure.

To remove a Policy Server from an environment that uses only one Policy
Server, you must shut down the Web Servers hosting the Web Agents. This
ensures that no unauthorized user can access the resources while you
upgrade the Policy Server.
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Configuring a Netscape or Apache Web Agent

To configure a Netscape or Apache Web Agent to point to a different Policy
Server, you must modify the WebAgent . conf file. The WebAgent . conf
file contains the configuration settings for your Web Agent, including the IP
address and ports of the Policy Server with which the Web Agent
communicates.

L] Note: For detailed information about configuring the WebAgent . conf file,
refer to the SteMinder Agent Operations Guide.

To configure a Netscape or Apache Web Agent to use another Policy
Server:

1. OpentheWebAgent . conf file:

m  For NT, thedefault location is
<netscape_installation>\ <serverfocation>\ ht t ps-
<hostname>\ confi g

where <netscape_installatior> is the installed location of Netscape,
<serverlocatiorn> is the installed |ocation of the Netscape Web
servers (server 4 for iPlanet Web Servers, sui t espot for
Netscape Enterprise Servers) and <hostname> is the name of the
server.

For example,
C:. \ Net scape\ Server 4\ htt ps-nyserver\config
m  For UNIX, the default location is/ <server>/ <confdirectory>

where <server> isthe installed location of Netscape or Apache
Web server on which the Web Agent isinstalled, and
<confdirectory> is the name of the directory where that Web
server’s configuration files are stored.

For example:

m  For Apache:
[ usr/ apache/ conf
m  For Netscape:

[ usr/ net scape/ server 4/ https-nyserver/config
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Edit the pol i cyser ver lineto reflect the |P address and port numbers
of the SiteMinder 3.6 Policy Server to which the Web Agent will paint.
For example,

pol i cyserver ="123.123.12.13,44441,44442 ,44443"

IP Address accounting authentication authorization
port port port

If multiple Policy Servers arelisted, delete the entire pol i cyser ver
line that corresponds to the Policy Server that you are upgrading first.

Save W\ebAgent . conf .
Stop and start the Web Server to apply the changes.

Configuring an IIS Web Agent

To configure an 11S Web Agent to point to a new Policy Server, you must
configure the new Policy Server in the I1S Web Agent Management
Console. The 11S Web Agent Management Console allows you to modify the
configuration settings for your Web Agent, including the 1P address and
ports of the Policy Server with which the Web Agent communicates.

Note: For detailed information about using the I1S Web Agent Management

Console, refer to the SteMinder Agent Operations Guide.

To configure an IIS Web Agent to use another Policy Server:

1

Access the Web Agent I1S Management Console from the Start menu
by selecting Programs | SiteMinder | SiteMinder Web Agent NT IIS
Management Console.

In the Console, select the Servers tab to move it to the front.

In the Policy Server list, select the Policy Server entry you want to
remove and click Remove.

SiteMinder removes the Policy Server from the list.

Click oK to save your changes and exit the Console.

From the Services control panel, stop and restart the Web server.
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Exporting SiteMinder 3.6 Policy Store Data

To upgrade to a SiteMinder 4.1 policy store and retain the data from
SiteMinder 3.6, you must first export the data from the 3.6 policy store. The
smobj export utility allowsyou to export policy store datato atext filein
SiteMinder Data Interchange Format (SMDIF). SMDIF standardizes
SiteMinder data so you can later import the exported datato apolicy storein
adifferent version of SiteMinder.

e Note: Although you must import policy datausing snboj i nport tool
included with SiteMinder 4.1, you must export the data using
snobj export tool included with SiteMinder 3.6.

SiteMinder provides a number of arguments for snobj export that enable
you to supply information required to export the policy store data. For a
complete listing of snobj export arguments, refer to Chapter 11, Policy
Server Tools on page 235.

e Note: |f arguments contain spaces, use double quotes around the entire
argument. For example, if the name of the SiteMinder Administrator
is SteMinder Admin, the argument for snmobj export would be

“-dSiteMinder Admin”

To export data from a policy store:

1. Fromthe command line, access the directory in which snobj export is
located.

m  For NT, snobj export islocated in <siteminder_installation>\ Bi n

where <siteminder_installation> is the installed | ocation of
SiteMinder. For example:

c:\Program Fil es\Netegrity\SiteM nder\Bin

m  For UNIX, snobj export islocatedin
<siteminder_installatior>/ si t em nder/ bi n

where <siteminder _installation> is the installed | ocation of
SiteMinder. For example:

$HOVE/ si t eni nder/ bin
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2. Export the policy store data by executing snobj export andits
appropriate arguments as follows:

smobj export - o<filename>
For example,

snmobj export -opstore.txt

Tip:  From the command line, specify snobj export - hel p to view
the syntax and arguments available for snobj export .

3. Create abackup of the exported file.

Upgrading the Policy Server to SiteMinder 4.1

Once you have removed a Palicy Server from your SiteMinder environment
by removing it from the list of Policy Serverswith which the SiteMinder 3.6
Web Agents communicate, you can upgrade your Policy Server.

Important: If you want to remove SiteMinder 3.6 policy store data stored in
an LDAP directory, you must remove the policy store data before
you upgrade all of the SiteMinder 3.6 Policy Serversto
SiteMinder 4.1. You must use the SiteMinder 3.6 Policy Server
toolsto remove the policy store data. For instructions on
removing policy store datafrom an LDAP directory, refer to
Removing the 3.6 Policy Sore From an LDAP Directory on page
230.

Upgrading the Policy Server on NT

Before upgrading the Policy Server, create abackup copy of the policy store
data by exporting it, as described in Exporting SteMinder 3.6 Policy Store
Data on page 198.

To upgrade the Policy Server:
1. Exital applicationsthat are running.
2. Insert the SiteMinder 4.1 CD-ROM into the drive.
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3. Runthe SiteMinder Policy Server setup program:
a. Navigateto thent folder onthe SiteMinder CD-ROM.
b. Double-click Pol i cyServer - 4. 1- NT. exe.

Setup verifies the following prerequisites:

m  You arelogged into an account with local administrator
privileges.

m  NT 4.1 with Service Pack 3, 4, or 5isinstalled.

m  |IS3.xor later, iPlanet Web Server Enterprise Edition 4.1 or
later, or Netscape Enterprise Web Server 3.5.1 or later is
installed.

m  The computer has necessary free disk space.

SiteMinder prepares the Setup Wizard which will guide you through
installing the Policy Server. This step may take afew moments.

4. Read the Welcome message and click Next.

Read the Software License Agreement and click Yes if you accept the
agreement.

6. Read the Release Notes, then click Next.

7. Inthe User Information dialog box, enter your name and company name
and click Next.

8. InthePolicy Store Data Upgrade Reminder dialog box, select Continue
with Upgrade if you have exported your SiteMinder 3.6 policy store
data and created a backup.

e Note: If you have not exported your SiteMinder 3.6 data, exit the
upgrade and follow the procedure described in Exporting
SteMinder 3.6 Palicy Sore Data on page 198.

The upgrade detects the Web servers installed on your machine and
displays them in the Configure Additional Web Servers dialog box.
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9. Inthe Configure Additional Web Servers dialog box, select any
additional Web serversto configure for the Policy Server, then click
Next.

e Note: If thereisacheck mark to the right of a Web server inthelist,
that Web server has already been configured for the Policy
Server.

10. Inthe Preserve Server Settings Options dialog box, select one of the
following:

m  Preserve existing settings—Retains Policy Server settings that
were configured using the SiteMinder Policy Server Management
Console.

To complete the upgrade after selectngserve existing settings:

a. In thestart Copying Files dialog box, clickNext.
b. In theSetup Complete dialog box, clickFinish.

m Install default settings—Replaces the Policy Server settings that
were configured using the SiteMinder Policy Server Management
Console. The existing SiteMinder policy store, encryption key, and
Super User account password are preserved.

To complete the upgrade after selectingtall default settings:

a. Intheselect Program Folder dialog box, select the program
folder and clickNext.

b. In theSetup Complete dialog box, clickFinish.

11. If prompted, reboot your computer.

Upgrading the Policy Server on Solaris

Before upgrading the Policy Server, create a backup copy of the policy store
data by exporting it, as describedExporting SteMinder 3.6 Policy Sore
Data on pagel98

To upgrade a Policy Server on Solaris:
1. Log in to the account where the Policy Server is installed.

2. Copysnps-4.1-so.tar from the SiteMinder CD-ROM.
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10.

11.

Untar the snps-4. 1-so. tar file
Changetothesnps-instal | directory.
Runthe. / snps- upgr ade shell script.

The upgrade script checks to seeif the required/recommended patches
areinstalled and prepares the Release Notes.

PressENTER to read the Release Notes for important i nformation about
upgrading to SiteMinder 4.1.

Enter y to confirm that you want to continue with the upgrade.

The upgrade script displays the prerequisites for installing SiteMinder
Policy Server 4.1.

Specify adirectory path under which the SiteMinder upgrade directory
will be created or press ENTER to use your current location.

To view the License Agreement, press ENTER when prompted.

Theinstallation script displays the License Agreement.

If you have read the License Agreement and agree with the terms, enter
y to continue the installation.

If you have exported your SiteMinder 3.6 policy store data, enter y to
continue with the upgrade.

Note: If you have not exported your SiteMinder 3.6 data, exit the
upgrade and follow the procedure described in Exporting
SteMinder 3.6 Policy Sore Data on page 198.

The upgrade script createsasi t eni nder directory in the specified
location. For example, if you specify / opt , then this product will be
installedin / opt/siteni nder. If thesit eni nder instalation
directory already exists make sure that the account you logged into has
proper file permissions to create a subdirectory. If available disk space
isfound, the installation extracts the files to the chosen directory. This
may take a few moments.
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12.

13.

14.

Enter the path to the Netscape server directory:

<netscape_installatior>|<server_directory>

where <netscape_installation> is the installed | ocation of Netscape and
<server_directory> istheinstalled location of the Netscape Web servers.

For example,
[ usr/ net scape/ server4

The upgrade script searches the Netscape Server directory and displays
alist of al Web serversthat are configured for the SiteMinder Policy
Server.

Select the Web server(s) to restart by doing the following:

m  Enter the corresponding number for the Web server that you want
to restart, then press ENTER.

m  PressENTER torestart all of the Web servers displayed in the list.
The upgrade script stops and starts the specified Web server(s).

Specify whether or not you want to restart additional Web servers by
entering one of the following:

m If you want to restart additional Web servers, specify y, then repeat
steps 11 to 13 of this procedure.

m If you have restarted all of the Web servers configured for the
SiteMinder Policy Server, specify n.

The upgrade script displays a message that the upgrade is compl ete.
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Importing Policy Store Data

Once you have exported the policy store datafrom SiteMinder 3.6, and
prepared anew policy store, you can import the exported policy store data.

e Note: You must import the policy store data using the snobj i nport tool
included with SiteMinder 4.1. Snobj i nport isinstaled during the
upgrade procedure.

To import the policy store data, use the snobj i nport tool and specify the

following arguments:

Argument

Description

-36

This flag indicates that the file being imported isin ver-
sion 3.6 format.

-i< file-name>

Specifies the path and filename of theinput file.This
should match the name of the file you exported from the
old policy store.

To import the policy store data:

1. If you have not already done so, create a new policy store, as described
in one of the following chapters:

m  For NT, Chapter 3, Setting up the Policy Sore on NT on page 47

m  For Solaris, Chapter 4, Setting up the Policy Sore on Solarison

page 75

m  For NDS, Chapter 5, Setting up a Policy Sore on Novell Netware

on page 91

2. From the command line, access the directory in which smobj i nport is

located.

m  For NT, snobj i nport islocated in <siteminder_installatior>\ Bi n

where <siteminder_installatior> istheinstaled |ocation of
SiteMinder, such as:

c:\Program Fil es\Netegrity\SiteM nder\Bin
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m  For UNIX, snobj i nport islocatedin
<siteminder_installation>/ bi n

where <siteminder_installatior> isthe instaled location of
SiteMinder, such as:

/ $HOVE/ net egri ty/ sitem nder/bin

3. Import the policy store data by executing snobj i nport and the
following arguments:

smobj i nport -36 -i <filename>
For example,

snmobj i nport -36 -ipstore.txt

i Note: Do not specify the-f switch with snobj i nport when you import
the SiteMinder 3.6 policy store data. Specifying the-f switch may
overwrite data that you imported when you set up the policy store.

Upgrading an ODBC User Directory Schema

To use a proprietary ODBC database as a user directory for authentication
and/or authorization, SiteMinder 3.6 uses afile (smdsquery. i ni ) which
allows it to access user and user group information. Thesmdsquery. i ni
fileis comprised of a number of SQL queries, which tell SiteMinder how to
find information within the ODBC database.

In the SiteMinder 4.1 Policy Server User Interface, you can easily create the
same type of SQL queries to access user and user group information. The
queries are stored directly in the policy store instead of sndsquery. i ni .
(SiteMinder 4.1 no longer uses sndsquery. i ni.)

To use the SQL queries created in SiteMinder 3.6 in SiteMinder 4.1, you
must migrate the queries storedin sndsquery. i ni tothe policy storeusing
the SiteMinder Policy Server User Interface.

To migrate queries from a 3.6x to a 4.1 policy store:
1. InSiteMinder 4.1, loginto the SiteMinder Policy Server User Interface.

2. From the menu bar, select Edit | System Configuration | Create ODBC
Query Scheme.
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The system displays the SiteMinder ODBC Query Scheme dialog box as
shown below. Mandatory fields are indicated by an asterisk preceding
the field name.

SiteMinder ODBC Query Scheme

HELP

SiteMinder ODBC Query Scheme

*MName:

Dezcription:

*Enumerate:

*Lookup:

“Lockup Users:
“Lockup Groups:
“Get Uzer/Group Info:

*Inik Uger:
“Authenticate Uzer:
*|2 Group bMember;

*Giet User Groups:

*Get Uszer Properties:
*Get Uszer Property:

*Set Uger Property:

“Get Group Properties:

“Get Group Property:
*Set Group Property:

|select Mame, 'User' az Clazz from Smlger Union zelect Mame, 'Group' az Clazs from SmiGr

|select Mame, 'User' az Clazz from Sml zer where Mame %z Union zelect Mame, 'Group' az |

|select Mame, User' as Class from Sl ser where %3

|select Mame, 'Group' az Clags from SmGroup whene Xz

1o

|select Mame, 'User from Smlser where Name = "%z’ Union select Hame, 'Group' from SmiE

|select Mame fram SmUzer where Name = s’

[

|select MHame from SmUszer where Name = %' and Password = "%s'

|select 1D from Sl serGroup where UzerlD = [zelect UserlD from SmUzer where Mame = =

|select SmGroup.Mame from SmGroup, SmUser, SmUselGroup where SmlserMame = %5’

|Narne, UszerD, FirstM ame, LastMame, TelephoneMumber, Emaildddress, Disabled. PIN, Mi

|select s from Smlzer where Wame = %'

|update Smllzer set Xz = Xz where Mame = "2y’

|Name, GrouplD

|select g from SmGoup where Mame = "%g'

|update SmGroup set Zs = Es where Mame = "%’

QK | Eancel| p’-‘«ppl_l,J|

3. Inthe Name field, enter aname for the new query.

4. Inthe Description field, enter a brief description of the new query.
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With the SiteMinder ODBC Query Scheme dial 0g box open, open
sndsquery. i ni in another window.

Note: Sndsquery.ini ispreserved when the SiteMinder Policy
Server is upgraded.

Sndsquery. i ni islocated in one of the following locations:

m For NT, <siteminder_installation>\ Bi n

where <siteminder_installatior> istheinstalled |ocation of
SiteMinder.

For example,
C.\Program Fil es\ Netegrity\SiteM nder\Bin
m For UNIX, <siteminder_installation>/ bi n

where <siteminder_installatior> isthe instaled location of
SiteMinder.

For example,
/usr/sitem nder/Bin

Insndsquery. i ni, locate the line that beginQtery_Enumerate="
and copy all of the text following the equal sign (=) to the end of the
line.

In thesiteMinder ODBC Query Scheme dialog box, place your cursor in
theEnumerate field and paste the text you copied from
smdsquery.ini.

Continue copying the queries framdsquery. i ni and pasting them
into the corresponding field in tisiteMinder ODBC Query Scheme
dialog box until you have populated all of the required fields.

In sndsquery. i ni, each field name is preceded lguéry_". For
example, irsndsquery. i ni , Lookup appears aQuery_Lookup=".
To copy the query into th&iteMinder ODBC Query Scheme dialog box,
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copy al of the text on the current line following the equal sign (=) and
pasteit into the Lookup field (refer to the following figure).

smdsquery.ini

—» Query_Lookup=select Name, ‘User’ as Class from SmUser where Name%s Union
select Name, ‘Group’ as Class from SmGroup where Name %s order by Class ]_

1 2
SiteMinder ODBC Query Scheme dialog box
“Lookup: Iselect Mame, ‘User' az Clags from SmUser where Mame %s Union select Mame, 'Group' az |
“Lookup Users: Iselecl Mame, 'Uszer as Clazs from Smllzer where s
“Laokup Groups: Iselect Mame, 'Group' as Clags from SmGroup where s

1. The Lookup field is represented in smdsquery.ini as Query_Lookup=.
2. The underlined text represents the information you copy, then paste into the Lookup field.

9. Click ok to save the new query and return to the SiteMinder Policy
Server User Interface.

Upgrading Certificate Mapping

Certificate mapping is required for all authentication schemes that involve
certificates. It links certificate information to a user entry in auser directory.
Certificate Mapping defines how datain the certificate is mapped to form a
user Distinguished Name (DN). This user DN is then used by the Policy
Server to authenticate the user.

In previous versions of SiteMinder, Certificate Mapping was stored in the
sncertmap. i ni file In SiteMinder 4.1, Certificate Mapping is configured
in the Policy Server User Interface and stored in the policy store. To use
Certificate Mappings configured prior to SiteMinder 4.1, you must complete
the following procedure;

To migrate certificate mapping from SiteMinder 3.6x to 4.1:
1. InSiteMinder 4.1, log in to the SiteMinder Policy Server User Interface.

2. From the menu bar, select Advanced | Certificate Mapping.
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The system displays the Certificate Mappings dialog box as shown
below.

Certificate Mappings E

Certificate Mappings HELF |

— Cument M appingz

Cirectory Type lssuerDiM

| Deletel Edit |

o
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3. Click Add.

SiteMinder displays the Certificate Mapping Properties dialog box:

Certificate Mapping E3

Certificate Mapping Properties -

T 2

Sarmple Uszer Directary
Fi | iy B Eip

4. With the SiteMinder Certificate Mapping Properties dial og box open,
opensnctert map. i ni in another window.

e Note: Sntertmap.ini ispreserved when the SiteMinder Policy
Server is upgraded.
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Sntert map. i ni islocated in one of the following locations:

m For NT, <siteminder_installation>\ Bi n

where <siteminder_installatior> istheinstalled |ocation of
SiteMinder.

For example,
C.\Program Fil es\ Netegrity\SiteM nder\Bin

m For UNIX, <siteminder_installation>/ bi n

where <siteminder_installatior> istheinstalled |ocation of
SiteMinder.

For example,
/usr/sitem nder/bin

Insntert map. i ni, locate the line that begings$uerdN="and copy
all of the text following the equal sign (=) to the end of the line. Do not
include the initial or final quotation marks (“ ).

The following is an example of an IssuerDN:

IssueDN="CN=VeriSign Class 1 CA Individual Subscriber-Persona Not Validated,
OU=\"www.verisign.com/repository/RPA Incorp. By Ref.,LIAB.LTD(c)98\",0U=VeriSign Trust
Network, O=\"VeriSign, Inc.\"

In the Certificate Mapping Properties dialog box, place your cursor in
the IssuerDN field and paste the text you copied from snter t map. i ni .

Inthesncert map. i ni file, locate the line that begin®irectory="
and note the directory type specified.

In theDirectory Type field in thecCertificate Mapping Properties dialog
box, select the directory type that corresponds to the directory type in
sncertmap.ini.

Note: Certificate mapping using an ODBC database is a new feature in
SiteMinder 4.1. If you are upgrading existing certificate
mapping, you should not select ODBC.
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9. Inthe Mapping group box, select one of the following mapping options:

m  Single Attribute—Select this option if you are mapping a single
attribute from the certificate to the user directory. You should select
this option if you specified a value in theettFrom="field in
sncertmap.ini.

Refer toConfiguring Single Attribute Certificate Mapping on page
212for instructions on configuring single attribute mapping.

m  cCustom—Select this option if you are using complex multiple
attribute mapping. You should select this option if you specified
values in the MapToLDAP="field in sncert map. i ni.

Refer toConfiguring Custom Certificate Mapping on page215for
instructions on configuring custom mapping.

m  Exact—Select this option if the entire subject DN of the certificate
maps exactly to the DN in the user directory. You should select this
option if you specified a full DN in theralIDN="field in
sncertmap.ini.

Refer toConfiguring Exact Certificate Mapping on page216 for
instructions on configuring exact mapping.

10. Inthesntert map.ini file, locate the line that beginERLCheck=",
then complete one of the following:

m If “CRLCheck="is set tofalse, then CRL checking is not enabled
and you do not need to specify any more information. Proceed to
step 11 to complete the upgrade procedure.

m If “CRLCheck="is set totrue, then CRL checking is enabled and
you must configure the information in thertificate Revocation
List (CRL) Checking group box before completing the upgrade
procedure. Refer topgrading CRL Checking on page217 for
instructions on upgrading CRL checkibefore proceeding to step
11.

11. Clickok to save the new certificate map and return to the SiteMinder
Policy Server User Interface.

Configuring Single Attribute Certificate Mapping

1. Complete steps 1-8 of the procedure describeghgnading Certificate
Mapping on page208.
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Select the Single Attribute mapping option in the Mapping group box.

3. From the Attribute Name drop-down list, select the attribute that
matches the value specified in CertFrom field in sntert map. i ni .

Thisattribute isthe attribute in the certificate that mapsto an attributein
the user directory.

If you areusing an NT directory for certificate authentication, you must
map the certificate attribute to the UID. If you are using an LDAP
directory, the certificate attribute maps to the values specified in the
Start and End fields in the User Directory Properties dialog box:

SiteMinder User Directory Dialog

E
User Directory Properties HELF |

*Mame: Description:

Directory Setup | Credentials and Connection | User attributes |

r— Directory Setup

*Mames pace: ILDAF’: ;I

“Server I Configure. .. |
— LDAF Search — LDAP User DM Lookup

Roat: I Start: I

Scope: ISubtlee =] End: I

bl 2 time: |'| 0 seconds Example |

b a3 results: ID

View Cartents... |

Ok | Eancell Appl_l,ll

Uszer Directony

4. Onceyou have specified an attribute, click Test.
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SiteMinder displays the Certificate Map Test dialog box:

Certificate Map Test

Certificate Map Test HELP

Directony [nformation

Drirechary: |Sam|:||e |dzer Directory ﬂ
Diirectomn Type: LDAP

Uzer DM Lookup Start: uid=

|Jzer OM Lookup End: Jou=pecple,o=test. com

kM apping Infarmation

t apping Tupe: Single Attribute
I apping: UID [User 1D]

String Sent to Directory for Authentication

uid=UID-From-Cert, ou=people o=test. com

o

5. Inthe Certificate Map Test dia og box, select the user directory that you
are using for certificate authentication from the Directory drop-down
list, then click OK.

6. Complete one of the following:

m  Upgrade CRL checking as described in Upgrading CRL Checking
on page 217.

m  Click oK to return to the Certificate Mappings dialog box, if you
have completed your certificate mapping upgrade.
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Configuring Custom Certificate Mapping

1

Complete steps 1-8 of the procedure described in Upgrading Certificate
Mapping on page 208.

Select the custom mapping option in the Mapping group box.

The Mapping group box changes, as shown below:

— Mapping
™ Single Attibute Mapping Exprezsion: I
& Custom Tast |
" Exact

Insntert map. ini, locate the line that beginmMapToLDAP="and
copy all of the text following the equal sign (=) to the end of the line.

In theMapping Expression field, paste the text you copied from
sncertmap.ini.

Click Test.

SiteMinder displays theertificate Map Test dialog box.

In thecertificate Map Test dialog box, select the user directory that you
are using for certificate authentication from tieectory drop-down
list, then clickok.

Complete one of the following:

m  Upgrade CRL checking as describedJipgrading CRL Checking
on page217.

m  If you have completed your certificate mapping upgrade, olick
to return to the€ertificate Mappings dialog box.
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Configuring Exact Certificate Mapping

1. Complete steps 1-8 of the procedure described in Upgrading Certificate
Mapping on page 208.

2. Select the Exact mapping option the Mapping group box.

SiteMinder displays changes the Mapping group box as shown below:

— Mapping
" Single Attibute
' Custom
& Enact

Teszt

3. Click Test.
SiteMinder displays the Certificate Map Test dialog box.

4. Inthe Certificate Map Test dialog box, select the user directory that you
are using for certificate authentication from the Directory drop-down
list, then click OK.

5.  Complete one of the following:

m  Upgrade CRL checking as described in Upgrading CRL Checking
on page 217.

m If you have completed your certificate mapping upgrade, click ok
to return to the Certificate Mappings dialog box.
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Upgrading CRL Checking

1

Complete steps 1-9 in the procedure described in Upgrading Certificate
Mapping on page 208.

Select the Perform CRL Checks check box.

The fields within the Certificate Revocation List (CRL) Checking group
box are activated:

— LCertificate Revocation List [CRL) Checking

¥ Perfarm CRL Checks

CRL Directory: |Sample User Directary ;I Create |
DM in CRL Directony: I Lookup |
¥ “erify Signature ™ Use Distribution Pairts ¥ Cache

In the CRL Directory field, select the directory wherethe CRL islocated.

Optionally, if the DN of the CA in the CRL directory differs from the
IssuerDN specified in the certificate, specify that DN in the DN in CRL
Directory field.

L ocate the VerifySignature field in sncert map. i ni .

m If VerifySignature=true, select the Verify Signature check box in
the Certificate Revocation List (CRL) Checking group box.

m If VerifySignature=false, make sure the Verify Signature check box
in the Certificate Revocation List (CRL) Checking group box is not
selected.

Locate the UseDistPts field insncert map. i ni .

m |f UseDistPts=true, select the Use Distribution Points check box in
the Certificate Revocation List (CRL) Checking group box.

m |f UseDistPts=false, make sure the Use Distribution Points check
box in the Certificate Revocation List (CRL) Checking group box is
not selected.

SiteMinder Installation Guide



218 Upgrading to SiteMinder 4.1

7. Locatethe CacheCRLs fieldinsncert map. i ni.

m |f CacheCRLs=true, Select the Cache check box in the Certificate
Revocation List (CRL) Checking group box.

m |f CacheCRLs=false, make sure the Cache check box in the
Certificate Revocation List (CRL) Checking group box is not
selected.

8. Click ok to save the new certificate map and return to the Certificate
Mappings dialog box.

Upgrading Web Agents, Cookie Providers and Advanced
Authentication Schemes

&

Once you have upgraded and configured a SiteMinder 4.1 Web Agent, it can
no longer communicate with aSiteMinder 3.6 Policy Server. However, it can
communicate with aSiteMinder 3.6 SP 2 Policy Server (refer to Maintaining
Sngle Sgn-on Between 3.6x and 4.1 Web Agents on page 191).

Note: If you want to configure the Web Agent that you are upgrading to
perform Registration Services, you must install a servlet engine
before compl eting the upgrade procedure. Refer to Chapter 7,
Installing Support for Registration Services on page 109.

Upgrading Cookie Providers and Advanced Authentication Schemes

In SiteMinder 4.1, cookie providers, SSL credential collectors and forms
credentia collectors function as extensions of the Web Agents. By
functioning as Web Agent components, they can receive dynamic Agent
Key information from the Policy Server. Agent keys allow SiteMinder Web
Agents, cookie providers, SSL credential collectors and forms credential
collectors to encrypt and decrypt cookies containing SiteMinder
information. All SiteMinder components must have the same Agent Key to
share information stored in SiteMinder cookies. (Refer to the SteMinder
Policy Server Operations Guide for detailed information about Agent Keys.)

A SiteMinder 4.1 Web Agent can be configured to protect aresource in
addition to functioning as a cookie provider, SSL credential collector, and
forms credential collector, or perform a subset of these functions. A Web
Agent can also be configured to perform just one of these functions.
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Cookie providers, SSL collectors, and forms collectors are upgraded and
configured like Web Agents. The following procedure upgrades a 3.6 Web
Agent installed on 11S or Netscape for NT. If that Web Agent wasinstalled
with a cookie provider, SSL credentid collector or forms credential
collector, the additional components are automatically upgraded, as well.

You must complete the upgrade procedure, then configure the Web Agent
for SiteMinder 4.1.

To upgrade Agents on NT:

1. Exitall applicationsthat are running, then insert the SiteMinder CD-
ROM.

2. Runthe setup program:
a. Navigateto thent folder.
b. Double-click WebAgent - 4. 1- NT. exe.
In the Welcome dialog box, click Next.

4. Read the Software License Agreement and click Yes if you accept the
agreement.

5. Read the Release Notes, then click Next.

The upgrade wizard locates and displays the SiteMinder 3.6 SP 1 Web
Agents, cookie providers, SSL credential collector, and forms credential
collectorsinstalled on your machine.

6. Inthe Select An Option dialog box, specify whether or not you want to
uninstall the displayed SiteMinder 3.6 components and continue with
the upgrade by selecting one of the following:

B Continue with upgrade and uninstall the previous version—
Uninstalls previous versions of the Web Agents, cookie providers,
SSL authentication schemes, and forms authentication schemes,
then upgrades each uninstalled component.

m  Abort the installation—Leaves all of the SiteMinder 3.6 SP1
components and exits the upgrade procedure.

7. Inthestart Copying Files dialog box, confirm that the displayed settings
are correct, then clichext.
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8. Inthe Setup Complete dialog box, confirm that you want to configure
the Weg Agent when the upgrade is complete by ensuring the Launch
the Web Agent Configuration Wizard now check box is selected.

9. Click Finish.

e Note: You must configure all Web Agents, cookie providers, SSL
authentication schemes and forms authentication schemes with the
Web Agent Configuration Wizard before using them.

Configuring a Web Agent on NT

You must configure the Web Agent to communicate with a SiteMinder 4.1
Policy Server.

When you configure aWeb Agent for I1S, the forms credential collector, and
SSL credential collector are configured automatically.

When you configure a Web Agent for Netscape, the forms credential
collector is configured automatically. However, you will be provided with
the option to install any of the following:

m  HTTPBasic over SSL

m  Client Certificate

m  Client Certificates + HTTP Basic over SSL
m  Client Certificatesor HTTP Basic

The ability to function as a cookie provider is now afeature of al Web
Agents, however, you must manually configure this functionality in the Web
Agent’s configuration. Refer to titeMinder Agent Operations Guide.

To configure an upgraded Web Agent:

1. If necessary, open teeb Agent Configuration Wizard by completing
the following steps:

a. Navigate to webagent _installation>\Conf i g

where svebagent_installation> is the installed location of the
SiteMinder Web Agent.

b. Double clicksetup.exe.
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If you indicated that you wanted to configure the Web Agent after the
installation, SiteMinder automatically opens the web Agent
Configuration Wizard for you.

Inthe Select Web server(s) dialog box, select the Web server(s) that you
want to configure as Web Agents, then click Next.

If you select multiple Web servers, the configuration wizard will
configure the first Web server, then display the current settings for the
next selected Web server.

Note: If you are configuring a Web Agent for 1S, you can only select
one I1S Web Server.

The Web Agent Configuration for <yourserver> from version 3.6
displays the SiteMinder 3.6 configuration settings for the first Web
server you selected.

In the Web Agent Configuration for <yourserver> dialog box, click
Next.

Warning: |f you click Configure, al of the Web Agent configuration
settings, including the settings you configured in the 11S Web
Agent Management Console (for |1S) or WebAgent . conf
(for Netscape) will be set to default. If you want to configure
new settings, you must enable the Web Agent, as described
in the SteMinder Agent Operations Guide, before it protects
your resources again.

In the Primary Policy Server on <yourserver> dialog box, complete the
following:

a. Enter the IP address of the SiteMinder 4.1 Policy Server that the
Web Agent communicates with first. The default |P address is the
address of the local machine.

b. Click Next.

In the Default Agent Name on < yourserver> dial og box, complete the
following:
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a. Enter the Agent Name (case-sensitive). The Agent name should
match the Agent name specified in the SiteMinder Policy Server
User Interface.
b. Click Next.
6. Inthe Default Cookie Domain on < yourserver> dialog box, complete
the following:
a. Enter the domain of the Web server, using two periods. For

b.

example: . nmyor g. or g. For additional information about cookie
domains, refer to the SteMinder Agent Operations Guide.

Click Next.

7. If you are configuring a Web Agent on I1S, specify thefollowing in the
IIS Proxy Username and Proxy Password On < yourserver> dialog box:

a

C.

Specify the Proxy username and Password.

The proxy account must have read or execute privileges to access
the files protected by the Web Agent. The account’s password must
be at least 6 characters long.

Confirm the Proxy password by entering it again in the Confirm NT
Password field.

Click Next.

8. Inthe Shared Secret on <yourserver> dialog box, complete the
following:

a
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Enter an alphanumeric Secret that will be shared with the Policy
Servers that communicate with the Agent. The Secret must consist
of 6 to 24 aphanumeric characters and cannot contain spaces.

Tip: Notethe Shared Secret you entered. You will need this
name when configuring the Agent in the SiteMinder Policy
Server User Interface.

Confirm the Shared Secret by entering it again in the Confirm
Shared Secret field.

Click Next.
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10.

11.

If you are updating Agents on a Netscape Web Server, select one of the
following options for advanced authentication in the Select SSL
Configuration on <https-yourserver> dialog box, then click Next.

m  HTTPBasic over SSL

m X509 Client Certificate

m X509 Client Cert + HTTP BASIC over SSL

m X509 Client Cert or HTTP Basic

m  Thisweb agent will not be providing advanced authentication.
Complete one of the following:

m If you have a servlet engine installed on the Web server, specify
one of the following Registration Services options in the Select
Servlet Engine for Registration on <yourserver> dialog box, then
click Next:

m If you want to use New Atlanta ServletExec for running
Registration Services, select New Atlanta Servlet Exec 2.2.

m If youwant to use Allaire JRUN 2.3.3 for running Registration
Services, select Allaire JRUN 2.3.3.

m If you do not want to configure this Web Agent for
Registration Services, select This Web Agent will not be
providing registration.

m If you do not have a servlet engine installed, proceed to step 10.

Note: If you do not have a servlet engine installed on the Web
server, the configuration wizard will not display the Select
Servlet Engine for Registration on <yourserver> dialog box.

Confirm that the configuration settings are correct by clicking Next.

SiteMinder examines the configuration settings, then displaysthe
Confirm Configuration Selections dialog box.

If you are configuring multiple Web Agents, SiteMinder displaysthe
default settings for the next selected Web server. To modify the settings,
click configure, then repeat steps 3-10 of the configuration procedure.
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12. Confirmthat SiteMinder is configuring the correct Web server as aWeb
Agent, then click Next.

13. Click Finish to complete the configuration.

Upgrading Web Agents, Cookie Providers, and Credential Collectors on
UNIX

To upgrade a SiteMinder 3.6 Web Agent on HP-UX or Solaris you must
install the SiteMinder 4.1 Web Agent files, then configure the Web Agent.

When you configure a Web Agent, the forms credential collector is
configured automatically. However, you will be provided with the option to
install any of the following:

m  HTTP Basic over SSL

m  Client Certificate

m  Client Certificates + HTTP Basic over SSL
m  Client Certificatesor HTTP Basic

The ability to function as a cookie provider is now afeature of al Web
Agents, however, you must manually configure this functionality in the Web
Agent’s configuration. Refer to ti&teMinder Agent Operations Guide.

e Note: You must uninstall the SiteMinder 3.6 UNIX Web Agent before
configuring the SiteMinder 4.1 Web Agent. If you do not uninstall
the 3.6 Web Agent before configuring the 4.1 Web Agent, you will
have to manually delete the 3.6 Web agent files after the
configuration.

To upgrade a Web Agent on HP-UX or Solaris:

1. Navigate to thép orsol ari s directory on the SiteMinder 4.1 CD-
ROM:

2. Untar one of the following files:
m  For HP-UX, enter:
tar -xvf smma-4. 1-hp.tar
m  For Solaris, enter:

tar -xvf smma-4.1-so.tar
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Run. /smna-i nstal | fromthe Web Agent files directory.

Theinstallation script prepares the Release Notes.

PressENTER to read the Release Notes for important i nformati on about
upgrading SiteMinder 4.1.

Enter y to confirm that you want to continue with the upgrade.

Confirm that you have read the Software License Agreement, then enter
Y to continue.

Specify adirectory for installation.

The default SiteMinder installation directory is $HOVE/ net egri ty/
si tem nder.

The Web Agent installation creates a subdirectory called webagent in
the specified directory.

Note: If you specified adirectory called webagent , the installation
does not create a new subdirectory. It installs the Web Agent in
the directory you specified.

If you have a Netscape Web server on your system and want to
configure a Web Agent for Netscape, enter y when asked if the system
has a Netscape Web server.

Note: If youareinstalling aWeb Agent for Apache or you do not want
to configure aWeb Agent for Netscape at this point, enter n, then
specify the Web server during configuration.

Complete one of the following:
m If you specified y in step 8, enter the server root for Netscape:

<netscape_installation>/<server_directory>

where <netscape_installation> is the installed location of Netscape
and <server_directory> istheinstalled location of the Netscape
servers.

For example:

[ usr/ net scape/ server4.
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m If you specified n in step 8, proceed to step 11.

The upgrade program displays the installation path you entered. If you
specified a Netscape server root, the upgrade program displays that, as
well.

10. Enter y to confirm that the installation path and server root are correct.

Theinstallation is complete. You must configure the Web Agent before
enabling it.

11. Optionally, uninstall the SiteMinder 3.6 Web Agent from the Web
server, as described in Chapter 8, Installing Web Agents on page 135.

You must uninstall the SiteMinder 3.6 UNIX Web Agent before
configuring the SiteMinder 4.1 Web Agent. If you do not uninstall the
3.6 Web Agent before configuring the 4.1 Web Agent, you will haveto
manually delete the 3.6 Web agent files after the configuration.

To configure a Web Agent for Netscape or Apache:
1. Navigatetothenet egrity/siteni nder/ directory.
2. Enter smmebagent - confi g to run the configuration script.

3. At the prompt to configure a Netscape Web server, enter one of the
following:

m  To upgrade a Web Agent running on a Netscape Web server,
specify Y, then complete the following steps:

a. Enter the server root for Netscape. For example:

[ usr/ net scape/ sui t espot

Theinstallation program displays the installation path and the
server root you entered.

b. Entery to confirm that the installation path and server root are
correct.

m  To upgrade a Web Agent running on an Apache Web server,
specify n, then complete the following steps:

a.  Specify Y when asked if the system has an Apache Web server
installed.

b. Enter the server root for Apache. For example:
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[ usr/ apache

Theinstallation program displays the installation path and the
server root you entered.

c. Entery to confirm that the installation path and server root are
correct.

The configuration script detects and lists the installed Web servers.

Select the appropriate configuration option by entering its
corresponding number from the following list:

(o)verwite the configuration with new settings you
specify

(p)reserve settings but update the configuration
(r)emove the configuration, or

(l1)eave the webserver configured as it is and cancel
the configuration

Enter O to change the existing configuration settings.

Enter the IP address of a SiteMinder 4.1 Policy Server. The default
provided is the IP address of the local machine.

This server isthe SiteMinder Policy Server that you want the Web
server to connect and communicate with first (for example:
123.123.12. 12).

Enter the Web Agent Name (for example: wwnz). The default provided
isthe current Web server name.

Enter the cookie domain in which the Web Agent will be located.

The domain must contain two periods, such as. nyor g. or g. For
additional information about cookie domains, refer to the SteMinder
Agent Operations Guide.
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9. Enter the Shared Secret that will be shared between the Web Agent and
all Policy Serversthat communicate with the Web Agent.

The secret must be between 6 and 24 characters long.

e Note: If youtry to cancel the installation while entering the Shared
Secret (for example, if you pressCont rol + C), at the next
prompt enter stty echo, then press ENTER to restore the echo
function. To provide optimal security, the echo function is off for
this part of theinstall.

10. Confirm the Shared Secret by entering it again at the next prompt.

Tip: Take note of the secret. You will need this secret when
configuring the Agent in the SiteMinder Policy Server User
Interface.

11. Specify the authentication scheme you want to use by entering the
number next to it in the displayed list.

The authentication scheme determines how SiteMinder authenticates
users. Refer to The Policy Server Operations Guide for more
information about authentication schemes.

The configuration script displays the values you entered.

12. If the configuration values are correct, enter Y.

13. Restart the Web server.

Upgrading the Reports Server

If you have a SiteMinder 3.6 Reports Server installed, complete the
following procedure to upgrade it to SiteMinder 4.1.

To upgrade the Reports Server on NT:

1. Fromthe SiteMinder 4.1 CD-ROM, run
ReportsServer-4. 1- NT. exe located in thent folder.

2. Inthe SiteMinder Reports Server NT dialog box, click Continue.

3. Read the Welcome message and click Next.
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Read the Software License Agreement and click Yes to accept the
agreement.

In the Reports Server Database Settings Options dial og box, select one
of the following:

Preserve existing database settings—Retains the existing Reports
Server database settings. The upgrade installs the new
functionality.

In thesiteMinder Policy Server Information dialog box, complete
the following to preserve the existing database settings:

a.

d.

Enter the name of the system that the Policy Server was
installed on, such ag/machi nel.

Enter the IP address of the Policy Server, such as
123.123.12.12.

Enter the SiteMinder Administration Server port number, such
as44444, then clickNext.

In theSetup Complete dialog box, clickFinish.

Install new database settings—Allows you to enter new Reports
Server database settings. The setup will proceed with a upgrade of
the new functionality. Complete the following:

a.

In thesiteMinder Policy Server Information dialog box,
complete the following:

1. Enter the name of the system that the Policy Server was
installed on, such ag/machi nel.

2. Enter the I.P. address of the Policy Server, such as
123.123.12.12.

3. Enter the SiteMinder Administration Server port number,
such ast4444.

Select the type of database that contains the logging
information.

If you selected Oracle Database, complete the fields in the
Oracle Database Information dialog box:

1. Enter the database service name irstteice field.

2. Click Next to continue the installation.
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d. If you selected SQL Server database, enter the name of the
SQL Server that hosts the database and click Next.

€. Inthe Setup Complete dialog box, click Finish.

6. |f prompted, reboot your computer.

Removing the SiteMinder 3.6 Policy Store

&

Upgrading your SiteMinder environment to SiteMinder 4.1 does not remove
the SiteMinder 3.6 policy store. Once you have upgraded all of the
SiteMinder 3.6 componentsto SiteMinder 4.1 and imported the SiteMinder
3.6 policy store datato a SiteMinder 4.1 policy store, you can optionally
delete the SiteMinder 3.6 data and remove the policy store schema. Deleting
the policy data frees system resources and ensures that the old policy data
cannot be used.

Note: Before permanently removing policy data, make sure that you have
created a backup of the exported data.

Removing the 3.6 Policy Store From an LDAP Directory

SiteMinder provides atool, called sm dapset up, which deletes SiteMinder
3.6 policy store data from an LDAP directory, generates an LDIF file
containing information required to delete the schema, then executes the
LDIFfile.

Note: For moreinformation about sm dapset up, refer to Chapter 11,
Policy Server Tools on page 235.

To remove policy store datafrom an LDAP directory, complete the
following steps:

1. Export the SiteMinder 3.6 policy store data, as described in Exporting
SteMinder 3.6 Policy Sore Data on page 198.

Exporting the policy store creates afile that you can import into a
SiteMinder 4.1 policy store and create a backup of your data.

2. Removethe SiteMinder 3.6 policy store data using the SiteMinder 3.6
s dapset up tool, as described in Removing SteMinder 3.6 Policy
Sore Data on page 231.
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3. Complete steps 3-14 of the upgrade procedure described in Upgrading
SteMinder in a Multiple Policy Server Environment on page 186 or,
complete steps 3-11 of the upgrade procedure described in Upgrading
SteMinder ina Single Policy Server Environment on page 192.

4. Removethe SiteMinder 3.6 schema, as described in Removing the
SteMinder 3.6 Policy Sore Schema on page 232.
Removing SiteMinder 3.6 Policy Store Data

You must remove SiteMinder 3.6 policy store data before you can remove
the SiteMinder 3.6 policy store schema. To remove the SiteMinder 3.6
policy store data, you must use the sm dapset up tool included with
SiteMinder 3.6. Before upgrading your Policy Server (in asingle Policy
Server environment), or your final Policy Server (in amultiple Policy Server
environment) to SiteMinder 4.1, complete the procedure bel ow.

To remove the SiteMinder 3.6 LDAP policy store data:

1. Inthe SiteMinder 3.6 Policy Server Management Console, complete the
following:

a. Select the LDAP tab to bring it forward.

b. Make surethe P address and Root DN specified in the Policy Store
group box correspond to the I P address and Root DN of the policy
store from which you are removing data.

c. Click ok to exit the Policy Server Management Console
2. Navigate to one of the following locations:
m  For NT, <siteminder_installation>\ Bi n

where <siteminder_installatiorr> is the installed |ocation of
SiteMinder.

For example,

C.\Program Fil es\ Netegrity\SiteM nder\Bin
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m  For Solaris, <siteminder_installation>! bi n

where <siteminder_installation> isthe installed location of
SiteMinder.

For example,

[usr/netegrity/bin

Remove the policy store data from the SiteMinder 3.6 policy store by
executing sni dapset up renove and the required arguments:

sm dapset up renove -a<adminname> - b<adminpw>

where <adminname> isthe name of a SiteMinder administrator with
privileges to modify the schema, and <adminpw> isthe corresponding
password.

For example,

sm dapsetup renove -aAdm n -bpassword

Note: Removing policy store data may take a few moments.

Removing the SiteMinder 3.6 Policy Store Schema

Once you have removed the SiteMinder 3.6 policy store data using the 3.6

s dapset up tool, upgraded your Policy Server(s), and imported the policy
store data to the SiteMinder 4.1 policy store, you can remove the SiteMinder
3.6 palicy store schema.

To remove the SiteMinder 3.6 policy store schema:

1.

Navigate to one of the following locations on the SiteMinder 4.1 CD-
ROM:

m  For NT, 36-t ool s\ nt
m  For Solaris, 36-t ool s/ sol ari s
Complete one of the following:

m  For LDAP policy stores running on Netscape Directory Server
3.5.1 or later, execute the following command:

sm dapset up | dgen sm dap36del et eN30. | di f
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m  For LDAP policy stores running on iPlanet Directory Server 4.1 or
|ater, execute the following command:

sm dapset up | dgen sm dap36del et eN4O. | di f

Removing 3.6 Policy Stores, Logs, and Token Data from an ODBC

Database

SiteMinder provides tools to remove the SiteMinder 3.6 policy store data,
audit logs and token data from an ODBC database.

If you want to preserve SiteMinder 3.6 logs or token information, make sure
you export that information prior to completing this procedure.

To remove the SiteMinder 3.6 policy store from an ODBC database:

1. OpenaCommand Prompt window and navigate to the one of the
following locations on the SiteMinder 4.1 CD-ROM:

m For NT, 3- 6t ool s\ nt
m  For Solaris, 3- 6t ool s/ sol ari s
2. Removethe policy store data and schema by compl eting the following:

m  For policy storesin Oracle databases, execute the following
command:

smB6_or acl e_del ete. sql

m  For policy storesin SQL databases, execute the following
command:

snmB6_nssql _del ete. sql
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Chapter 11. Policy Server Tools

Overview

SiteMinder provides a number of tools to help administrators manage their
SiteMinder environment. The following table explains the purpose of each
tool:

Policy Server Tools:

Tool Description

smobjexport Used to export policy data from the SiteMinder policy
store.

smobjimport Used to import policy datainto the SiteMinder policy store.

smidapsetup Used to manage the SiteMinder policy storein an LDAP
directory.

ODBC database tools | Used to remove SiteMinder policy store, token data, and log
schemas from ODBC databases.

smpatchcheck Checks to make sure all of the required/recommended
patches are installed on your Solaris machine.

smreadclog Used to read RADIUS log files generated by the Policy
Server.

SiteMinder Test Tool Used to interactively test SiteMinder policies without using
aSiteMinder Agent.

SiteMinder Token Tool | Used to preload information about hardware tokens.

Exporting Policy Data Using Smobjexport

Using snobj export, you can export policy store datato atext file. The
resulting text file can be used to migrate, archive, or replicate policy store
data. Snobj export can export the entire policy store or asingle policy
domain.
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Snobj expor t exports policy store datain SiteMinder Data Interchange
Format (DIF). SiteMinder DIF standardizes SiteMinder data so it can be
imported to a different type of policy store. For example, you can export a
SiteMinder DIF file from an ODBC database and import it to an LDAP

directory.

e Note: You cannot import asingle policy domain to apolicy storein a
different SiteMinder deployment that uses a different policy store.
The policy domain is bound to authorization schemes, agents/agent
groups, and user directories, which are defined uniquely within the
policy store. If you define the same authorization schemes, agents,
and user directoriesin a separate SiteMinder deployment, they will
have different identifiers that the policy domain will not recognize.

Snmobj expor t usesthe following arguments to supply information required

to export the data:

Argument

Description

-0< file-name>

The specified path and filename of the output file. If this
argument is not specified, the default output filename is
stdout.txt. This filename should be a name other than the one
used for s dapset up | dgen -f <filename>,
otherwise the export will be overwritten.

-

Overwrites an existing output file.

-s<domain-name>

Exports only the specified policy domain.

-C

Exports sensitive data as clear-text. Exporting data as clear-
text allows you to migrate policy data from a Siteminder
deployment that uses one encryption key to another
SiteMinder deployment that uses a different encryption key.
To use -c, you must enter the credentials of a SiteMinder
administrator who can manage all SiteMinder domain
objects. (Enter credentials using the -d and -w arguments).
For more information about administration privileges, refer
to the SteMinder Policy Server Operations Guide.

-d<admin-name>

Specifies the login name of a SiteMinder Administrator that
can manage al SiteMinder objectsin the policy store being
exported.

-w<admin-pw>

Specifies the password of the SiteMinder Administrator
specified using -d.
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Argument Description

-k Exports Agent keys stored in the policy store.

v Enables verbose mode.

-t Enables low level tracing mode. This mode can be used to
troubleshoot the export process.

Note: If the arguments contain spaces, use double quotes around the entire
argument. For example, if the name of the SiteMinder administrator
is SteMinder Admin, the argument for smobj export would be
“-dSiteMinder Admin"

To export data using smobjexport:
1. Navigate to one of the following locations:
m  On NT, <siteminder_installation>\ Bi n

where <siteminder_installatior> is the installed location of
SiteMinder. For example:

C.\Program Fil es\ Netegrity\SiteM nder\Bin
m On Unix, <siteminder installlation>/ bi n

where <siteminder _installation> is the installed | ocation of
SiteMinder. For example:

/ $SM HOVE/ net egri ty/ si t emi nder/ bin

2. Enter the following command:

smobjexport-o<  file-name> -s< domain-name>
-c -d< admin-name> -w< admin-pw> -v -t

For example,

smobjexport -opstore.txt -smydomain -c
-dSiteMinder -wpassword -v -t

Note: The-o <filename> argument should use afilename other than the one
used for smldapsetup Idgen -f <filename>, otherwise the
export will be overwritten.
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Importing Policy Data Using Smobjimport

The snobj i nport tool imports text files that contain exported policy store
datain SiteMinder Data Interchange Format (DIF). You can import a
SiteMinder DIF file into an ODBC or LDAP directory.

e Note: You cannot import asingle policy domain to apolicy storein a
different SiteMinder deployment that uses a different policy store.
The policy domain is bound to authorization schemes, agents/agent
groups, and user directories, which are defined uniquely within the
policy store. If you define the same authorization schemes, agents,
and user directoriesin a separate SiteMinder deployment, they will
have different identifiers that the policy domain will not recognize.

Snobj i mpor t uses the following arguments to supply information required

to import data:

Argument

Description

-36

Allows you to import policy store data from SiteMinder 3.6.

-i<file-name>

Specifies the path and filename of the input file.

-

Indicates that duplicate information should be overwritten.

-C

Indicates that the input file contains sensitive datain clear-text.
This argument allows to you import policy datafrom a
SiteMinder deployment that uses one encryption key to
another SiteMinder deployment that uses a different
encryption key. This option requires the credentials of a
SiteMinder administrator who can manage all SiteMinder
domain objects (enter credentials using the -d and -w
arguments). For more information on administration
privileges, refer to the SteMinder Policy Server
Operations Guide.

-d<admin-name>

Specifies the log in name of a SiteMinder Administrator that
can manage al SiteMinder objects.

-w<admin-pw>

Specifies the password of the SiteMinder Administrator
specified in -d.

Imports Agent keys stored in the policy store.
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Argument Description

Enables verbose mode.

Enables low level tracing mode. This can be used to
troubleshoot the import process.

Note:

If any of the arguments contain spaces, use double quotes around the
entire argument. For example, if the name of the SiteMinder
administrator is SteMinder Admin, the argument for snobj i nport
would be" - dSi t eM nder Admi n"

Note:

If the description of a SiteMinder object specified in the Policy
Server User Interface is more than one line long, snmobj i nport will
only import the first line of the description.

To import Policy data using smobjimport:

1. Navigate to one of the following locations:

On NT, <siteminder_installatior>\ Bi n

where <siteminder_installatior> is the installed location of
SiteMinder. For example:

C.\Program Fil es\ Netegrity\SiteM nder\Bin
On Unix, <siteminder installlation>/ bi n

where <siteminder _installation> is the installed | ocation of
SiteMinder. For example:

/ $SM HOVE/ net egri ty/ si t emi nder/ bin

2. Enter the following command:

smobj i nport -i <filename> -v -t

For example,

smobj i nport -ipstore.txt -v -t
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Managing an LDAP Policy Store using Smidapsetup

Thesnl dapset up utility allows you to manage an LDAP policy store from
the command line. Using snl dapset up, you can configure an LDAP policy
store, generate an LDIF file, and remove policy store data and schema.

To use sm dapset up, specify amode, which determines the action that

sm dapset up will perform, and arguments, which contain the values that
are used to configure the LDAP server. Refer to Modes on page 241 and
Arguments on page 243 for information about the modes and arguments you
can use with sni dapset up.

The following table contains the modes you can use with sm dapset up and
the arguments each mode uses:

Modes Arguments

reg -h<host>, -p<port>, -d<userdn>, -w<userpw>, -r<root>, -
sdl<1/0>, -c<certdb>

Idgen -h<host>, -p<port>, -d<userdn>, -w<userpw>, -r<root>, -
sdl<1/0>, -c<certdb> -a<adminname>,-b <adminpw>, -
f</di>, -t <tool>,-e

Imod -h<host>, -p<port>, -d<userdn>, -w<userpw>, -r<root>, -
sdl<1/0>, -c<certdb>, -a<adminname>,-b <adminpw>, -
f</di>, -e

remove -h<host>, -p<port>, -d<userdn>, -w<userpw>, -r<root>, -
sdl<1/0>, -c<certdb>,-a<adminname>, -b <adminpw>

switch none

revert -V

status -V
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To use smidapsetup:
1. Navigate to one of the following locations:
m  On NT, <siteminder_installation>\ Bi n

where <siteminder_installatior> is the installed location of
SiteMinder. For example:

C.\Program Fil es\ Netegrity\SiteM nder\Bin
m On Unix, <siteminder installlation>/ bi n

where <siteminder_installation> is the installed | ocation of
SiteMinder. For example:

/ $SM HOVE/ net egri ty/ si t emi nder/ bin
2. Enter the following command:
sl dapset up <mode> <arguments>
For example,

smldapsetup reg -hldapserver.mycompany.com “-dLDAP
User” -wMyPassword123 -ro=security.com

Modes

The mode indicates the action that smidapsetup  performs. You can specify
amode to connect to the LDAP server, generate an LDIF file, configure an
LDAP policy store and remove policy data. The following table lists the
modes:

Mode Description

reg Tests the connection to the LDAP server. If the connection succeeds, smldapsetup  configures
the SiteMinder LDAP server asits policy store using the -h< host>, -p< port>, -d< userdn>,
-W< userpw>, -I< root>, -ssl<  1/0> and -c< certdb> arguments.

ldgen Automatically detects supported LDAP servers and generates an LDIF file with the SiteMinder
schema. The generated fileisused by smldapsetup Idmod  to create the SiteMinder schema.
If the-e argument is specified, smldapsetup Idgen creates an LDIF file that can be used
with [dmod to delete the SiteMinder schema. Use the -m switch to skip automatic detection of
LDAP servers. The Idgen mode requires the -f switch unless previously configured inreg mode.
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Mode

Description

|[dmod

Connectsto the LDAP server and the SiteMinder schema without populating the policy store
with any data. It requiresthe - a<adminname> and - b<adminpassword> arguments; the
Idapmodify program; and the LDIF file, specified with the -f</di> argument. If you specify the
- h<host>, - p<port>, - d<userdr>,- W< userpw>, - r <root>, - ss| <1/0> and - c<certdb>
arguments, snl dapset up | dmod will modify the LDAP directory specified using
these arguments. If you do not specify - h<haost>, - p<port>, - d<userdn>,- w<userpw>, -
r <root>, - ssl <1/0> and - c<certdb>, sn dapsetup | dnod usesthe LDAP directory
previoudly defined using s dapset up r eg or the Policy Server Management Console.

remove

Connectsto the LDAP server, then removes all policy data stored under the SiteMinder LDAP
node. Remove does not delete the SiteMinder schema. You must specify a SiteMinder
administrator with privileges to modify the schema using - a<adminname> and - b<adminpw>
arguments. If you specify the - h<host>, - p<port>, - d<userdn>,- wW<userpw>, - r <root>, -
ssl <1/0> and - c<certdb> arguments, sm dapset up renove will remove policy data
fromthe LDAP directory specified by these arguments. If you do not specify - h<host>,
- p<port>, - d<userdn>,- W<userpw>, - r <root>, - ss| <1/0> and - c<certdb>,

sm dapset up renove will removethe policy datafrom the LDAP directory previously
defined using sm dapset up r eg or the Policy Server Management Console.

switch

Reconfigures the SiteMinder Policy Server to use LDAP rather than ODBC. It does not prepare
the LDAP store or the LDAP connection parameters before making the change.

revert

Revertsto ODBC policy store from LDAP. The only argument used with thismodeis- v.

status

Verifiesthat the LDAP policy store connection parameters are configured correctly. It requires
the - v argument. If you specify the - h<host>, - p<port>, - d<userdn>, - wW<userpw>, -

r <root>, - ssl <1/0> and- c<certdp> arguments, sm dapset up st at us teststhe
connection to the LDAP directory specified using these arguments. If you do not
specify - h<host>, - p<port>, - d<userdrn>,- w<userpw>, - r <root>, - ss| <1/0> and -
c<certdb>, sm dapsetup st at us verifiesthe connection to the LDAP directory
previoudly defined using s dapset up r eg or the Policy Server Management Console.

From the LDAP tab in the Policy Server Management Console, you can view
or change the settings you configured with the reg, switch and revert
functions using a GUI interface. You must use sm dapset up to perform the
Idgen, Idmod, remove, and status functions.
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Arguments

Arguments allow you to specify the information used by the modes to
manage the LDAP policy store. If you do not specify arguments,

s dapset up uses the values configured in the SiteMinder Policy Server
Management Console.

Note: Snl dapset up does not alow space between an argument and its
value. For example, the - h argument should be specified as follows:
sm dapset up | dnod - hl dapserver. nyconpany. com

The arguments you can specify inan snl dapset up cal arelisted in the
following table:

Argument

Description

-h<host>

Specify the fully qualified name of the LDAP server (for example,

- hl dapser ver. nyconpany. con); therelative name, if the machines arein the
same domain (- hl dapser ver); or the IPaddress (- h123. 12. 12. 12). If you do
not specify ahost, sm dapset up usesthe previously configured value as the default.

-p<port>

Specify anon-standard LDAP port. The LDAP port must be specified if the LDAP
server isusing a non-standard port or if you are moving a server to anew server that
uses adifferent port (such as moving from a server using SSL to one that isnot). If a
port is not specified, the previous configuration values are used. If no previous port
configuration has been specified, sm dapset up uses the default ports 389 (if SSL is
not being used) or 636 (if SSL is being used).

-d<userdn>

Specify the LDAP user name of a user with the power to create new LDARP directory
schema and entries. Thisis not necessarily the user name of the LDAP server
administrator. If you do not specify auser name, sm dapset up usesthe previously
configured name as the default.

-W<userpw>

Specify the password for the administrator identified in the- d argument described
above (for example - ‘WM Passwor d123"). If you do not specify a password,
sm dapset up usesthe previously configuration value.

-I<root>

Specify the distinguished name of the node in the LDAP tree where SiteMinder will
search for the policy store schema (for example: - r o=securi t y. conj. If you do not
specify aroot, sm dapset up usesthe previously configured root.

-a<adminname>

Specify the user name of a SiteMinder administrator with privileges to modify the
schema. This argument isrequired by sm dapset up renove.

-b<adminpw>

Specify the password for the SiteMinder administrator identified in the -a argument.
Thisargument is required by sm dapset up renove.
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Argument

Description

-e

When specified with sl dapset up | dgen, generates an LDIF file that can delete
the SiteMinder schema. The generated file must be used withsm dapset up | dnod
to remove the schema.

-m<n>

Use to skip automatic detection of LDAP servers where <n> is one of the following:
1—Skips automatic detection for Netscape v3 LDAP servers.

2—Skips automatic detection for Netscape v4 LDAP servers.

3—Skips automatic detection for Active Directory LDAP servers.

-f</dif>

Specify the absolute or relative path to an LDIF file from the directory in which
s dapset up is being executed (for example,

-f../sitemni nder/db/snl dap. | dif). By default if you do not specify a
path, sm dapset up usesthe current directory as the default.

-t<toob

Specify the absolute or relative path (including filename and extension) of the

| dapmodi fy command line utility. Ldapnodi f y is used to configure the server
schema using the LDIF format commands. LDAP servers and SiteMinder provid
copy ofl dapnodi fy. If the utility is not in the default location, use this argument
specify its location (for example,

-t C:\ Net scape\ Sui t eSpot \ bi n\ sl apd\ server\| dapnodi fy. exe)

ea
(6]

—

-ssl<1 or >

Specify- ssl 1 to use an SSL-encrypted connection to the LDAP serversanid to
use a non-SSL connection. If you do not specify a valuedst , snl dapsset up
uses the previously configured value. If the LDAP connection has not been conf
before, the initial default value is ddq not use SI.).

gured

-c<cert>

This argument must be specified when using an SSL encrypted 1) LDAP
connection. Specify the absolute path to the SSL client certificate database (usu
calledcert 7. db for the Netscape Navigator Web browser). The default value is

value previously specified in the SiteMinder Policy Server Management Console,

ally
the

-k<n>

Enables you to usem dapset up to modify the key store if you are storing key
information in a different LDAP directory. If you specik, sm dapset up checks tg
see if the Policy Server is pointing to the key store before performing any functio
the Policy Server is not pointing to the key stemd, dapset up issues a warning. If
you specify- k1, sm dapset up performs the desired function without checking
the Policy Server is correctly pointing to the key store. If you do not spdcify - k1,
sm dapset up will modify the policy store.

ns. If

=

Use the- v argument to enable verbose mode for troubleshooting.-With
sm dapset up logs its command-line arguments and configuration entries as it
performs each step in the LDAP migration.

Use the- q argument to enable quiet mode (no questions will be asked).
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e Note: If the arguments contain spaces, you must enter double quotes around
the entire argument. For example, if the name of the SiteMinder
administrator is LDAP user, the argument for sm dapset up would
be" - dLDAP user"

Removing the SiteMinder Policy Store using Smidapsetup

To remove the SiteMinder policy store data and schemafrom an LDAP
directory, you must first delete the data, then remove the schema.

| Warning: Before removing the SiteMinder policy store data, make sure that

. the Policy Server is pointing to the policy store that contains the
datayou want to delete. Sml dapset up renove will removethe
data from the policy store to which the Policy Server is pointing.
Additionally, export the policy store data to an output file and
create a backup of the file before removing the data. Refer to
Exporting Palicy Data Using Smobjexport on page 235.

To remove the policy store using smidapsetup:
1. Navigate to one of the following locations:
m  On NT, <siteminder_installation>\ Bi n

where <siteminder_installatior> is the installed location of
SiteMinder. For example:

C.\Program Fil es\ Netegrity\ SiteM nder\Bin
m On Unix, <siteminder installlation>/ bi n

where <siteminder _installation> is the installed | ocation of
SiteMinder. For example:

/ $SM HOVE/ net egri ty/ si t emi nde/ bi n
2. Removethe policy store data by entering the following command:
sm dapset up renove -a<name> - b<password>
For example,

sm dapset up renmove -aSMAdmi n - badmi npassword

e Note: Removing the policy store data may take afew moments.
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3. Generatethe LDIF file you will use to delete the schema by entering the
following:

sm dapsetup | dgen -e -f</di>

where </dif> is the name of the LDIF file you are generating.
For example,

sm dapsetup ldgen -e -fdelete.ldif

4. Remove the SiteMinder schema by executing the following command:
sm dapsetup | dnmod -f </di>

where </dif > is the name of the LDIF file you generated using
sm dapsetup | dgen -e.

For example,

sm dapsetup | dnod -fdelete.ldif

Deleting SiteMinder Data in ODBC Databases

SiteMinder provides a number of toolsto delete the SiteMinder schemafrom
ODBC databases. The following table describes each tool:

Tool Description

sm_oracle ps delete.sgl Removes the SiteMinder 4.1 policy store and data
from an Oracle database.

sm_oracle logs _delete.sql Removes SiteMinder 4.1 logs stored in an Oracle
database if the database was created using
sm_oracle_logs.sql.

sm_oracle_token_delete.sql Removes the SiteMinder 4.1 token data, such as
Encotone Encrypta card data, and schemafrom an
Oracle database if the database was created using
sm_oracle_token.sgl.

sm_mssgl_ps_delete.sql Removes the SiteMinder 4.1 policy store and data
from an SQL database.
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Tool

Description

sm_mssgl_logs_delete.sql

Removes SiteMinder 4.1 logs stored in an SQL
database if the database was created using
sm_oracle_logs.sql.

sm_mssgl_token_delete.sql

Removes the SiteMinder 4.1 token data, such as
Encotone Telel D card data, and schemafrom an
SQL database if the database was created using

sm_oracle_token.sgl.

The ODBC database tools are in the following locations:

m For NT, <siteminder_installationr>\ Db

where <siteminder _installatior> is the installed location of SiteMinder.

For example,

C.\Program Fi |l es\ Netegrity\SiteM nder\Db

m For UNIX, <siteminder_installation>/ db

where <siteminder _installatior> is the installed location of SiteMinder.

For example,

$SM HOVE/ si t eni nder/ db

Import these files into the policy store database. For information on
importing schemafiles, refer to your database documentation.

Note: For information on creating policy stores, token data stores, and logs
for ODBC databases, refer to Chapter 3, Setting up the Policy Sore
on NT on page 47 or Chapter 4, Setting up the Policy Sore on Solaris

on page 75.
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Checking Solaris Patches With Smpatchcheck

SiteMinder provides a utility, called snpat chcheck, that checks whether or
not you have the Solaris patches required for the SiteMinder Policy Server
and Web Agent installed on your system. Snpat chcheck can berun on
Solaris2.5.1, 2.6, and 2.7.

To use smpatchcheck
1. Navigate <siteminder installlatiorr>! bi n

where <siteminder_installatior> is the installed location of SiteMinder.
For example:

/ $SM HOVE/ net egri ty/ si t emi nder/ bi n

2. Enter snpat chcheck.

Snpat chcheck looks for each required/recommended patch and then
displaysits status.

For example:
Testing for Required Patches:
Testing for Patch: 106327-09 ... NOT Installed
Testing for Reconmended Patches:
Testing for Patch: 106541-08 ... Installed
Testing for Patch: 106980-00 ... Installed

SiteM nder Patch Check: Failed

Snpat chcheck returns one of the following messages:

m Failed—One or more of the required patches is not installed.

m Partially Failed—One or more of the recommended patches is not
installed.

m  Success—All of the required and recommended patches are
installed.
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Reading RADIUS Log Files With Smreadclog

Thistool is used to read RADIUS log files generated by the SiteMinder
Policy Server. It isuseful for troubleshooting the Policy Server when used as
aRADIUS authentication server. Options are provided to display individual
RADIUS attributes that are exchanged between NAS and SiteMinder.

Snr eadcl og uses the following arguments to supply information required
toread RADIUS log files

Argument

Description

-i<input-file]

Specifies the filename of thelog file.

-o<output-file>

Specifies the filename of the output file.

-s<secret>

Specifies the shared secret that can be used to decode RADIUS
passwords.

Indicates that a hex dump of an entire RADIUS packet be
displayed.

Indicates that RADIUS attributes should be displayed individually.

Indicates that RADIUS attributes should be displayed according to
their definition in the policy store. This option displays actua
attribute names as well as attribute val ues formatted based on their
attribute type. Without this option, only the attribute name and
value are displayed (as a hex string).

-p<radius-server>

Allows you to record and replay RADIUS activity of the
authentication and authorization services against your RADIUS
Server.

-m<authentication port>

Specifies the port used for RADIUS authentication if that port is
not the default port, 1645.

-n<accounting port>

Specifies the port used for RADIUS accounting if that port is not
the default port, 1646.

’|__!_!_|| For information about deploying the Policy Server asa RADIUS
authentication server, refer to the SteMinder Deployment Guide.
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To use smreadclog:
1. Navigate to one of the following locations:
m  On NT, <siteminder_installation>\ Bi n

where <siteminder_installatior> is the installed location of
SiteMinder. For example:

C.\Program Fil es\ Netegrity\SiteM nder\Bin
m On Unix, <siteminder installlation>/ bi n

where <siteminder_installation> is the installed | ocation of
SiteMinder. For example:

/ $SM HOVE/ net egri ty/ si t emi nder/bin

2. Enter the following command:

snr eadcl og - i <input-file> - o<output-file>
-s<secret> -r -a -d -p<radius-server> - n<port>
- n<port>

For example,

snr eadcl og -iradiuslog.txt -oradiuslog2.txt
-ssecret -r -a -d -pl23.123.12.12

The SiteMinder Test Tool

The SiteMinder Test Tool is avaluable utility that simulates the interaction
between Agentsand Policy Servers, allowing you to test the functionality the
Policy Server. During testing, the Test Tool acts as the Agent, making the
same requests to the Policy Server asareal Agent. This allowsyou to test
your SiteMinder configuration before deploying it.

The SiteMinder Test Tool performs three types of tests:

m  Functionality—Tests SiteMinder policies to ensure they are configured
correctly.

m  Regression—Tests whether or not changes, such as migrating a policy
store or implementing a new feature, affects SiteMinder.

m Stress—Tests the performance of the Policy Server as it receives
multiple requests.

SiteMinder Installation Guide



Policy Server Tools 251

About the SiteMinder Test Tool Interface

The Test Tool interface, shown below, allows you to configure atest
environment, run tests and store data.

SiteMinder [TM) Test Tool HE B3
Sitetdinder Agent SiteMinder Palicy Server Connect to Server tode
Agenttyps: ™ SiteMinder T BADILS Policy Server: ™ Prmany ¢ Secondary (= Failover  |nteractive
. " Round Fabin i Fecord
agent name: |[MpAgent 1P scress: [123123.29 ?i;qeuoeLiF € Basic Playback

Authonzation port:  [44443
Secret: o
Server:

Fesource Information

U " Advanced Playback
Authentication port; |44442 30 sees S
Accounting park: 44441 Connect

User Information U lzProtected

Resource: |a’pr0tected.=’

Action: |GET Username: |user'| {.}

Realm name: |

Pazsword:

RealmOID: |

r s N

Credentials: |

Certificate file [b64 DER]: Browse... {.}

Redirzct: |

Server Responze

U D obd anagement

Message: |

Attributes:

Session [D: | {./E
Reason: 0

Caommert:

Script information

= 0

Repeat count |1
Elapsed:

Load Seftings. .. | Reset |
Save Settings...| Help | Exit |

The Test Tool includes the following group boxes:

SiteMinder Agent—Identifies the Agent that communicates with the
Policy Server during the test.

SiteMinder Policy Server—Identifies the IP address and port information
of the Policy Server.

Connect to Server—Specifies Failover or Round Robin operation mode
between two Policy Servers and allows you to establish a connection
with the Policy Server from the Test Tool.
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m  Mode—Specifies Interactive, Record, Basic Playback, or Advanced
Playback mode.

®m  Resource Information—I|dentifies the resource against which you are
conducting tests.

®m  User Information—Allows you to specify user and certificate
information for authorization tests.

m  Command—Contains buttons and fields for executing tests.

m  Server Response—Displays information about successful and failed
server operations during testing.

m  Script Information—Allows you to specify scripting information for
Record, Basic Playback andAdvanced Playback mode.

Each of these group boxes is described in detail in the following sections.

In addition to the group boxes listed above, the SiteMinder Test Tool
provides buttons for saving, loading Test Tool settings, resetting the
Resource Information fields, accessing Help and exiting the Test Tool.

SiteMinder Agent

The siteMinder Agent group box allows you to specify information about
which SiteMinder Agent or RADIUS Agent you are simulating. This group
box, shown below, contains the following fields:

— Sitebdinder Agent
Agenttype: % SiteMinder € RADILS

Agent narne: ISiteMinder Agent

xxxxxxxxxx

Secret: I

Server I

m  Agent Type—Indicates whether the Agent is a SiteMinder Agent or a
RADIUS Agent.

If you select a SiteMinder Agent, you must specifyAbent Name and
Secret. If you select a RADIUS Agent, only tisecret is required.
Refer to theSteMinder Deployment Guide for more information about
testing RADIUS Agents.
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Agent Name—Enter the name of the Agent as it appears in the
SiteMinder Policy Server User Interface.

Secret—Enter the shared secret of the Agent. This must match the
shared secret entered when the Agent was created.

Server—Optionally, enter the full name of the server on which the
Agent resides. For example, to test the Policy Server for
http://ww. security. com entemww. securi ty. comin this field.

SiteMinder Policy Server

The siteMinder Policy Server group box identifies the Policy Server and the
ports reserved for Policy Server communication. It contains the following
fields:

— SiteMinder Policy Server
Policy Server,. (% Primay . Secondary

IP address: |123-123-2-3 Filequest
Autharization park: |44443 Timeout
Authentication port; |44442 |3D SEES

Accounting port; |44441

Policy Server—Indicates whether you are specifying the Primary or
Secondary Policy Server.

IP Address—Specifies the IP address of the Policy Server. By default,
this field contains the IP address of the local system.

Authorization Port—Specifies the TCP port used for authorization
requests. This field is populated with SiteMinder’s default authorization
port.

Authentication Port — Specifies the TCP port used for authentication
requests. This field is populated with SiteMinder’s default
authentication port.

Accounting Port — Specifies the TCP port used for accounting requests.
This field is populated with SiteMinder’s default accounting port.

Timeout — Displays the time, in seconds, that the Test Tool should wait
for a response from the Policy Server.
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Connect to Server

The Connect to Server group box allows you to initialize the connection
between the Agent and the Policy Server. You must establish a connection
with the Policy Server before performing any tests.

To establish a connection, specify one of the following options for how the
Agent communicates with multiple Policy Servers, and click the Connect
button.

Failover—Enables failover. During failover, the Test Tool directs
requests to the initial Policy Server. If the initial Policy Server fails, the
Test Tool redirects requests to the secondary Policy Server. For more
information on failover, see tigteMinder Agent Operations Guide.

Round Robin—Enables round robin load balancing. Round Robin load
balancing divides requests between the primary and secondary Policy
Servers. For each connection, the Test Tool alternates between Policy
Servers. For more information on round robin load balancing, see the
SteMinder Agent Operations Guide.

Mode

TheMode group box determines the mode in which you run tests in the
Policy Server. The following modes are available:

Mode

& |nteractive

" Record

" Basic Playback
€ Advanced Flayback

Interactive—Allows you to enter data, run tests, and see the results
displayed immediately in the Test Tool dialog box.

Record—Combines Interactive operation with a script generation
feature that writes test results to a plain-text script file. This file can
subsequently be used as an input file to repeat the test in playback mode.

When you seledtecord, theOutput Script field in theScript

Information dialog box becomes active. In this field, enter the path and
filename for the text file where the test results will be stored. For
example, entet: \ t enp\ scri pt.txt.
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You can run multiple tests and record them to the same script file. The
Test Tool appends the test results to the end of the file. You can then use
the script file for regression and stresstesting.

Record mode writes every test performed in the specified text file. To
stop recording, specify anew maode.

Basic Playback—Uses script files created in tRecord mode to
automate sequential tests for regression testing.

When you select Basic Playback, the only active fields in the Test Tool
are theInput Script andOutput Script fields.

Refer toPerforming Regression Tests on page266for more information.

Advanced Playback—Runs multi-threaded stress tests.

In this mode, the Test Tool reads instructions for running tests from a
thread control file. The thread control file is a plain text file created
using the Test Tool’s scripting language. It can make multiple requests
to the Policy Server simultaneously, which enables you to simulate
continuous or intermittent multi-thread requests. These tests mimic
multiple agents communicating with the Policy Server or a single Agent
sending requests over multiple threads to the Policy Server
simultaneously.

When you seledtdvanced Playback, the only active field in the Test
Tool is theControl Script field.

Refer toPerforming Sress Tests on page267 for more information
aboutAdvanced Playback mode.
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Resource Information

The Resource Information group box allows you to enter information about
the resource you are using to test the Policy Server. The Resource and Action
fields are required for functionality tests. The remaining fields contain test
responses returned by the Policy Server.

This group box includes the following fields:

— Resource Information

Resource: I.n"protected.f' Action: IGET

Realm narme: ITest Realm

Realm O10: IDE-589422?5-ada2-1 1d3-bE5SF-009027be:0f 2

Credentialz: IBasic

Rediract: I

m  Resource—Enter the relative path of the resource that SiteMinder is
protecting. The path is relative to the Web server’s publishing directory.
For example/ pr ot ect ed/ .

m  Action—Enter the Agent action, Authentication Event, or Authorization
event specified in the rule that you are testing (refére®olicy Server
Operations Guide).

m Realm Name—Displays the name of the realm that contains the
specified resource, returned by the Policy Server.

m Realm OID—Lists the realm object identifier returned by the Policy
Server.

m Credentials—Indicates the authentication scheme used to protect the
resource.

m Redirect—Displays a redirect string in response to the IsProtected test if
the authentication scheme for the realm uses a redirect string. All
certificate and HTML forms-based schemes return this string, which
typically instructs the Agent where to display a form.
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User Information

The User Information group box allows you to test a particular user against
the configured policies.

— Uzer Information

Usemame: Iuser1

xxxxx

Password: I

7| EHER Fassmond

Certificate file (664 DER]: Browse... |

It contains the following fields:

User Name—Enter the user name you want to use to access the resource.
Password—Enter the password for the user enteredsi#sr Name.

CHAP Password—If you are using a RADIUS CHAP authentication
scheme, select this check box.

Certificate File—If the protected resource requires certificates to
authenticate users, you must provide a certificate file so that the Test
Tool can simulate certificate authentication. Clelkwse to locate the
certificate file.
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Command

The Command group box allows you to perform functionality tests on the
Policy Server and add comments to output script files.

The command group box contains the following fields:

— Command

g IsPratected |
Y ]
g lstsuthorized |
g DofAccounting |
g DoManagemenll
g B St |

Comment;

Repeat count: I'I
Elapzed: IEI:DD:EIEI.D41

m IsProtected—Determines if the resource is protected.
m IsAuthenticated—Determines if a set of credentials is authenticated.

m IsAuthorized—Determines if the user is authorized by SiteMinder to
perform a specific action on a resource.

®m  DoAccounting—L0gs accounting server transactions.

m DoManagement—Requests agent commands, such as cache flush
commands that clear the Agent cache.

®  Run Script—Runs scripts for Basic and Advanced Playback modes.
m  Comment—Writes a comment to the output script file in Record mode.

B Repeat Count—Determines the number of times the Test Tool runs a
test.
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Server Responses

The Server Response group box displays additional Policy Server responses
for executed tests. It contains the following fields:

— Server Responge
Meszage: [uthenticated Session |D: |3ad38?2c-b1 78-11d3-bEE3-003027belfae

Attributes: Feazon: g

0z id 218, len 030 : 'vid=uzer] ou=people,o=test.com' - 75 63 B4 3d 75 73 65 72 31 2c Bf 75 3d 70 65 6f 70 6o BF -
15 id 151, len 039 ; '0e-5834118e-ada2-11d3-bEGI-009027be0fae’ - "30 65 2d 35 38 39 34 31 66 3365 2dE1 B4 6
2xid 213, len 021 : 'Sample Uszer Directory' - ‘5361 6d W0 GBcBR 2055 F3BR 72 2044 B3 72 BRE3 VA BE 72 79"

3 id 214, len 012 132132 210°- 31 39 32 2e 31 36 38 2e 32 2e 31 30 A

1| | 3

m  Message—Indicates the result after you run a test. For example, if you
run the IsProtected test, and the resource is successfully protected, the
message field displays ot ect ed.

m  Session ID—Displays the ID that SiteMinder assigned to the session.

m  Attributes—Lists additional information that is part of the response. The
information varies depending on the test you run.

m  Reason—Displays the reason code associated with the outcome of the
test. This field is used to supply information to developers using the
SiteMinder SDK. The reason codes are listegnifpi . h.

i Note: To clear responses without removing user-supplied information,
click Reset in the lower right corner of the dialog box.

Script Information

The Script Information group box is used for specifying script file names
when you run tests iRecord, Basic Playback, andAdvanced Playback
modes. The Test Tool displays different fields depending on the mode.

The Script Information group box contains the following fields:

Script information
Input Seript: Iinput.th Browse... | Edit |
Output Script: Inutput.tr:li Browse. . | Edit |

SiteMinder Installation Guide



260 Policy Server Tools

m  Input Script—In Basic Playback mode, enter a path and file name for
the source test data against which you want to run a regression test.

®m  Output Script—In Record mode, enter a path and file name where you
want to store test data.

m  Control Script—In Advanced Playback mode, enter the path and file
name for the thread control file that contains the control script for your
test.

Test Tool Buttons

The following buttons are located in the lower right corner of the dialog box:

B Load Settings—Allows you to load test settings saved in a text file.

m  Save Settings—Allows you to save your current test settings to a text
file.

m  Reset—Clears responses displayed in Mteributes field of the Server
Response region without removing user-supplied information.

m  Exit—Closes the SiteMinder Test Tool dialog box and terminates all
tests.

Testing a Policy

You must configure the test environment. This includes specifying the Web
Agent that you are simulating, the resource protected by the Agent, and the
user credentials you are authenticating. If you perform teRtsénd, Basic
Playback, or Advanced Playback mode, you must also specify script
information.

To test a policy:

e Note: This procedure assumes that you are simulating a SiteMinder Agent
for testing. Refer to th&iteMinder Deployment Guide for
information on performing RADIUS tests.

1. Access the Test Tool by completing one of the following:

m  For NT, selecPrograms | SiteMinder | SiteMinder Test Tool From
the Windowsstart menu.

m  For UNIX, entersnt est from the 4i t emi nder/ bi n directory.
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In the SiteMinder Agents group box, specify the following information:

a

b.

Select the SiteMinder button in the Agent Type field.

In the Agent Name field, enter the name of the Web Agent asiit
appears in the SiteMinder Policy Server User Interface.

In the secret field, enter the shared secret that was defined for the
Agent in the SiteMinder Policy Server User Interface.

Optionally, enter the full name of the server on which the Web
Agent resides in the Server field.

In the SiteMinder Policy Server group box, specify the following
information:

a

In the Policy Server field, select the Primary or Secondary Policy
Server by selecting the appropriate radio button.

In the IP Address field, enter the |P address of the Policy Server.

In the Authorization Port field, specify the TCP port used for
authorization reguests.

In the Authentication Port field, specify the TCP port used for
authentication reguests.

In the Accounting Port field, specify the TCP port used for
accounting requests.

In the Timeout field, enter the time, in seconds, that the Test Tool
should wait for aresponse from the Policy Server.

In the Connect to Server group box, do the following:

a

b.

Select an operation mode by selecting the Failover or Round Robin
radio button.

Click the Connect button.

In the Mode group box, select the Interactive, Record, Basic Playback,
or Advanced Playback radio button.

Note: If you select Record, Basic Playback, Or Advanced Playback,

specify the required information in the Script Information group
box.
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6. Inthe Resource Information group box, do the following:

a. Enter the path of the resource that SiteMinder is protecting in the
Resource field.
b. Enter the action specified in the rule in the Action field.
e Note: Theremaining fieldsin the Resource Information group box

contain test results and are populated by the Test Tool.

7. Inthe User Information group box, enter the following:

a

In the User Name field, enter the user name you want to use to
access the resources.

In the Password field, enter the password for the specified user.

If you are using a CHAP authentication scheme, select the CHAP
Password check box.

If the protected resource requires certificates to authenticate users,
manually specify a certificate file so that the Test Tool can simulate
certificate authentication. Click Browse above the Certificate File
field to locate the certificate file.

8. Inthe command group box, do the following:

a
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If you specified Record in step 5, optionally enter acomment you
want to record along with the test results in the Comment field.

Enter the number of times you want the Policy Server to repeat the
test in the Repeat Count field.

Initiate the test that you want to run by clicking one of the
following buttons;

m IsProtected—Determines if the resource is protected. (Refer to
IsProtected on page264).

m IsAuthenticated—Determines if a set of credentials is
authenticated. (Refer tgAuthenticated on page264).

m IsAuthorized—Determines if the user is authorized by
SiteMinder to perform a specific action on a resource. (Refer to
IsAuthorized on page265).
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Saving and Loading Configurations

To avoid re-entering user-supplied information, such asthe Agent, Resource,
and User Information, you can use the Load Settings and Save Settings
buttons.

Use the Save Settings button to save the current settings to a plain text file.
When you click Save Settings, the Test Tool prompts you to enter afile
name. To retrieve thisinformation. Click on Load Settings, select thefile,
and click open. The user-configured fields are automatically filled-in with
the values defined in the file. If you change any information, use the Save
Settings button again to overwrite the existing file or create a new one.

Performing Functionality Tests

The SiteMinder Test Tool allows you to test the functionality of SiteMinder
policiesin asimulated real-world environment. To perform afunctionality
test, you must have a SiteMinder Policy Server and Web Agent configured
and running, apolicy domain (configured with any type of user directory),
and a policy that pairs an authenticating rule with a response.

Using the Test Tool, you can ensure that a SiteMinder policy is protecting a
resource, authenticating users and authorizing users to perform specified
actions on aresource.

SiteMinder allows you to perform the following functionality tests:

m |sProtected—Determines if the resource is protected.

m |sAuthenticated—Determines if a set of user credentials is
authenticated.

m |sAuthorized—Determines if the user is authorized by SiteMinder to
perform a specific action on a resource.

These tests must be run in the order they appear above. For example, you
must run IsProtected before running IsAuthenticated. The order reflects the
steps that SiteMinder uses to determine a user’s access rights.

After performing a test, the Test Tool displays the amount of time the test
took to run in theElapsed Time field of theCommand group box. Because of
fluctuations in the system, averaging the elapsed time of multiple tests
provides more accurate results. To get an average elapsed time, specify the
number of times you want to run the tesRépeat Count field. The Test

Tool runs the test the specified number of times and then displays the total
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elapsed time. Divide the elapsed time by the number of times the test was
run to determine the average elapsed time.

IsProtected

Running IsProtected allows you to test if a SiteMinder policy is protecting
the resource you specified.

If IsProtected is successful, the Test Tool displ& et ect ed” in the

Message field in the Server Response group box. Protected means that the
Test Tool was able to make a successful connection to the Policy Server and
a SiteMinder policy is protecting the resource. The Test Tool also populates
the Realm Name, Realm OID, andCredentials fields with values returned by

the Policy Server, as shown below:

— Resource Information

Resource: I.n"protected.f' Action: IGET

Realm narme: ITest Realm

Realm O10: IDE-589422?5-ada2-1 1d3-bE5SF-009027be:0f 2

Credentialz: IBasic

Rediract: I

Refer toResource Information on page256 for a description of each field.

If IsProtected is unsuccessful, the Test Tool displ&ys or in the Message
field. If you receive an error, verify that the SiteMinder Test Tool can
successfully connect to the Policy Server.

You can also check the smservalog for debugging information. For
information about enabling the smservalog, refer td&tteMinder Policy
Server Operations Guide.

IsAuthenticated

IsAuthenticated allows you to test if a SiteMinder policy can authenticate a
set of credentials.

e Note: You must run IsProtected before you can run IsAuthenticated.
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If the Test Tool successfully authenticates the user, it displays
Aut hent i cat ed inthe Message field in the Server Response group box and
populates the following fields with values returned by the Policy Server:

Session ID—Displays a unique SiteMinder-assigned session ID. The
Policy Server usesthis D to identify the cookie where session
information is stored.

Attributes—L ists the attributes the Policy Server sends back in the
response. For example:

4> id 215, len 005 : "LDAP:’ - '4c 44 41 50 3a’
Attribute ID  Attribute Length  Attributein ASCII format Attribute in hexidecimal format

Reason—Displays the reason code associated with the outcome of the
test. Reason codes are listeimpi . h.

IsAuthorized

Running IsAuthorized allows you to determine if a user is authorized to
perform a specific action on a resource.

If SiteMinder authorizes the user successfully, the Test Tool displays
Aut hor i zed in theMessage field and the SiteMinder-assigned Session ID
in theSession ID field.

To perform a functionality test:

1.

Configure the Test Tool or load previously configured settings.

m  Refer toTesting a Policy on page260 for information on
configuring the Test Tool.

m  Refer toSaving and Loading Configurations on page263for
information on loading previously configured settings.

Initialize a connection between the Policy Server and the Test Tool by
clicking theConnect button in thePolicy Server group box.
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3. Inthe Mode group box, select the radio button corresponding to one of
the following options:

a. Interactive—Allows you to enter data, run tests, and see the results
displayed immediately in the Test Tool dialog box.

b. Record—Combines interactive operation with a script generation
feature that puts the test results in a plain-text script file.

4. If you selecte®ecord in step 3, enter the path and filename of the
output file in theoutput Script field in theSeript Information group
box.

i Note: If you selectednteractive mode, the@utput Script field is not
active.

5. If desired, specify the number of times you want the Test Tool to run
your test in thRepeat Count field in theCommand group box.

6. Click one of the following buttons in tl@®@mmand group box to run a
functionality test:
m  IsProtected
m  Is Authenticated

B IsAuthorized

The Test Tool displays results in the Resource Information group box.

Performing Regression Tests

Regression tests allow you to test whether or not changes made to
SiteMinder, such as upgrading the policy store or implementing a new
feature, affect SiteMinder policies. During regression testing, you run tests
before making any changes and again after you have implemented changes.
By comparing the results of the tests, you can determine if the changes affect
SiteMinder.
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To perform a regression test:
1. Configurethe Test Tool or load previously configured settings.

2. Runtestsin Record mode.

e Note: Make sureyou specify an output file in the Output Script field in
the Script Information group box. The ouput script must include
afile extension. For example, out put . t xt .

3. When thetest is complete, select Basic Playback in the Mode group box.

4. Inthe Script Information group box, enter the name of thetext filein the
Input Script field.

This file name should match the name of the Output Script file you
created in Record mode.

5. Specify an output file namein the Output Script field.
6. Inthe Command group box, click Run Seript.

The Test Tool runs the input script and creates the output script file.

7. Compare the input and output script files.

Performing Stress Tests

The Test Tool allows you to test SiteMinder’s performance when the Policy
Server receives more than one request at a time. Using stress tests, you can
simulate multiple Agents talking to the SiteMinder Policy Server
simultaneously or a single Agent communicating with the Policy Server on
multiple threads.

Stress tests are runAdvanced Playback mode. The Test Tool receives
instructions from dhread control file that specifies which tests to run and
how many times to run them. After executing the instructions in the thread
control file, the results of the test are written to a new file. The Test Tool
names the file by appendingut 1 to the end of the thread control file. For
example, if the thread control file is:\ t enp\ t est _dat a. t xt , the Test

Tool names the new file: \ t enp\ t est _data. t xt _out 1.

The thread control file is explained in detail in the next section.
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Thread Control Files

A thread control fileiswhat determines the actions of the Test Tool running

in the Advanced Playback mode. A thread control file contains multiple
instruction lines in the Test Tool's own scripting language and comments,
indicated by thet symbol at the beginning of a line.

The basic instructions are in the formadzrgt file name>, <number of script
repetitions>, <number of threads>. For example:

c:\tenp\test_data.txt, 8, 6

This line indicates that the input script will be\ t enp\t est _dat a. t xt,

that the Test Tool will run the script eight times, and that there will be six
simultaneous threads running the script. The output of the test, by default,
will bec: \tenp\test _data.txt_outl, upto
c:\tenp\test_data.txt_out6.

The Test Tool scripting language includes the following commands to
control the script file output:

Test Tool Scripting Language Commands

Command Description

.report Generates afinal report (as an output file) summarizing
thetest results. The report does not include the status of
each server request. Thisis the defaullt.

.output Generates afinal report (asan output file) summarizing
the overall resultsincluding the status of each server
request.

viewstats Displaysfina statisticsin atext editor.

.verbose Generates output files containing the details of each
server request.

rief Generates output files containing the brief results of

each server request. This option is only valid when
used with the .output command.

Seep Letsthe Test Tool pause for a specified amount of time
(in milliseconds). This simulates intermittent server
requests.
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Command Description

.connect <setting _file> Initializes the Test Tool with the information from the
settings file to set up a multi-threaded test with one
simulated Agent. The default multi-threaded testing is
comprised of multiple simulated Agents with one
simulated Agent per thread. You can also set up testing
with one simulated Agent and multiple threads by
using this option.

.disconnect Un-initializes the Test Tool to indicate the end of one
simulated Agent multi-threaded test.

T

he following is an example of athread control script:

.output

Jrief
c:\temp\test_datal.txt, 2, 3
.verbose

.sleep 5000
c:\temp\test_datal.txt, 2, 2
Jrief
c:\temp\test_datal.txt, 3, 4
.connect smtest.ini
c:\temp\test_datal.txt, 5, 6
.disconnect

In addition to writing test resultsto atext file, Advanced Playback mode also
generates a report summarizing the results. This report contains the
following information:

Time the test started and finished

Total elapsed time

Minimum, maximum, and average request time
Total number of requests

Throughput

Tests run and their results
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To run a stress test:
1. Create athread control script.
2. Inthe Mode group box, select Advanced Playback.

3. Inthe Script Information group box, enter the name of the thread
control script in the Control Script field.

4. Inthe Command group box, click Run Script.

When Run Script is clicked, the Test Tool opens a DOS window and
displays the thread it is running and the thread’s status.

The Test Tool also writes all of the status information to a file. The file
name is the name of the thread control file withit # appended to it,
where# is an incremented number for the thread. For example, the
thread control filet hr ead. t xt , yields output files named

t hread. t xt_out 1 andt hr ead. t xt _out 2.

Sample Test Report

The following is a sample test report:

Control File: C:\temp\control.txt
Started at:  0:02:05.481
Finished at:  0:03:22.672

Total Elapsed: 0:00:01.396

Minimum Request Time:  0:00:00.400
Maximum Request Time: 0:00:05.498
Average Request Time:  0:00:01.396

Total Requests 234
Throughput (Reg/Sec): 3.241

Request Count Yes No Timeout Error
| sProtected B 72 0 0 6
|sAuthenticated 78 78 0 0 0
IsAuthorized 7 72 0 6 0
Total: 234 222 O 6 6
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Importing Tokens Using the SiteMinder Token Tool

SiteMinder supports hardware-based security cards or tokens. Tokens use a
dynamically generated password to provide an additional level of security.

All tokens require a data file provided by the vendor. Some tokens, such as
ACE, access the token data file remotely on the vendor’s server. Most tokens
access the token database locally, through the SiteMinder Token Tool.

SiteMinder supports the following types of tokens:

m  Encotone TelelD
m CryptoCard RB-1

Before assigning tokens to users, the administrator must import a token data
file. This file, provided by the token vendor, contains the identification or
serial number for each token you are licensed to install.

To import the token data file:

1. From the Windowstart menu, sele®rograms | SiteMinder |
SiteMinder Test Tool.

The following dialog box opens:

9 SiteMinder Token Import Utility [_ =] x|
[~ Ovenwiite duplicate tokens
Fick a Import Status
e pey = =
[~ [
Import E it

2. Select th@verwrite duplicate tokens check box if you want to
overwrite existing tokens.

3. Specify the type of token in tipéck field and click thamport button.
The Token Tool displays th@pen dialog.
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4. Select thelocation from which to import the token data file and click the
Open button.

You can either import this file from your hard drive or directly from
your install disk.

5. The Token Tool displaysalist of all of the serial numbersinstalled in
the database.

6. Click Exit to close and exit the token utility.
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