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The computer you
want to connect to is
ready and waiting for

ReachOut

INTRODUCTION

Welcome to ReachOut!

Can’t make it to the office today? No problem. Get your work done

wherever you are. With ReachOut®, you don’t have to be at the office to
be productive. Connect to your office computer from anywhere and
work as if you were actually there.

your call—wherever
you are.

ReachOut must be running on the computer you want to connect to (the
computer waiting for calls) and the one you’re using to make the
connection (the computer making the call). Chapter 3, Getting
Connected, explains how to connect using a modem, a local network
or the Internet, a Dial-Up Networking connection, or FTP. Chapter 4,
Remote Access, explains how to use ReachOut for remote control and
ReachOut Explorer.
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ReachOut at Home or the Office

Use your modem (regular or ISDN) and telephone line, your local
network (NetWare, NetBIOS, or TCP/IP), the Internet, or a Dial-Up
Networking connection to connect to any computer running ReachOut.
If the computer is logged onto the network, use network resources as
usual. If the computer is not logged onto the network, you can log it
onto the network while connected.

You can connect to another Windows® 95 or Windows NT® computer
directly using the Windows direct cable connection. You'll need a null
modem serial cable. Chapter 3, Getting Connected, has more details.

ReachOut Away from Home or the Office

Put ReachOut on your laptop computer if you’re going to be away from
home or the office. Use your modem (regular or ISDN) to connect to a
ReachOut computer that is waiting for your call. Or use the SuperFTP™
Client to exchange files with any FTP server.

ReachOut is also useful for providing technical support over modems
and networks.

ReachOut Over the Internet

You can use ReachOut for remote control and file transfer when both
computers are connected to the Internet.

If you are at a computer that can connect to the Internet but doesn’t
have ReachOut installed, ReachOut Passport™ makes it easy to
download the components that let you access and control your
computer at the office. Of course, your office webmaster must set this
up in advance.

Note: Chapter 8, ReachOut Passport, covers the use of ReachOut
Passport. You can install Passport through SETUP if you like.



ReachOut for Windows NT

What’s Great? What’s New?

ReachOut for Windows NT extends the features of ReachOut for
Windows 95 to the newest platform. Here are some key features that
make it easy for you to be even more productive:

v Integrated with Windows NT User Manager. ReachOut uses the
established Windows NT user groups and user profiles to manage
remote access and security.

v Connect to a remote computer quickly and easily. Create
connection icons that include all the information you need to
connect to another computer. To connect, just double-click an
icon. Create as many connection icons as you want.

v Asingle ReachOut window for worldwide communications.
One ReachOut window lets you connect to other ReachOut
computers or allow connections to your computer.

v Connect to multiple computers at once. ReachOut lets you
control or exchange files with several ReachOut computers at the
same time.

v Get up and running quickly. Because your modems and
networks are already set up, you don’t have to waste time
configuring them when you install ReachOut. Let Windows NT
figure out how you can communicate, and you're ready to go.

v Install and use ReachOut in minutes. The Setup wizard helps
install ReachOut. Once installed, the New Connection wizard is
available to help you define your first connection.

v Take advantage of all Windows functions. Right-click a
ReachOut connection icon to bring up context menus and have
immediate access to frequently used commands.

v Transfer files via FTP (File Transfer Protocol). ReachOut
provides an “Explorer-like” window to help you transfer data over
the Internet. Use SuperFTP™ Client to connect to any FTP server on
the Internet and transfer files with drag and drop.
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v Transfer files faster. ReachOut uses improved modem protocol
management (SmartStream) to reduce the amount of time it takes
to transfer data over a modem. On average, you can transfer data
10 to 15 percent faster than with previous versions of ReachOut.

v Connect to a DOS, Windows 3.1, Windows for Workgroups,
or Windows 95 ReachOut computer as before. Even if the
remote computer has not been upgraded to the latest version of
Windows, you can still connect and work as before with any
computer running ReachOut 5.0 or later. (Computers running
ReachOut under DOS cannot connect to ReachOut for Windows NT.
See Chapter 3 for more information about getting connected.)

v Transfer files using “drag and drop.” Move or copy files
between two ReachOut computers using ReachOut Explorer.

v Synchronize files with a simple point and click. ReachOut
features SmartSend ™ and RapidSync™ to help you update your

files and folders quickly and easily. Update all files or just the ones
that changed with one click.

Using ReachOut

ReachOut is easy to use. Here’s what you do:

Run ReachOut on the computer you are using and the
one you want to connect to. The computer you want to
connect to must be ready and waiting for your call.

E‘ﬁh
-
. g
Pt LALIeH

Create connection icons on the computer you'll use to
make calls so you can connect quickly to a remote
computer. The connection wizard guides you.

Connect to a ReachOut computer, and work as if you
were sitting in front of it.

wn e PR w PR



ReachOut for Windows NT

Once you've connected to a ReachOut computer, work the way you
normally do. If the computer is logged onto the network, you can
transfer files, read your e-mail, get on the Internet, chat with
co-workers, or print documents.

In addition, use ReachOut Explorer and SuperFTP Client to transfer files
between the computer you're using and the one you're connected to.
See Chapter 4, Remote Access, for more information.

About This Guide

This User’s Guide helps you get ReachOut up and running on your
computer so you can start working immediately.

Chapter 2, Installation, helps you set up ReachOut on your computer.
The Setup wizard guides you through the process.

Chapter 3, Getting Connected, helps you prepare your computer to
make and receive calls. It covers creating connection icons for fast
connections to another ReachOut computer via modem (regular or
ISDN), network, FTP, Dial-Up Networking, or direct cable.

Chapter 4, Remote Access, explains what you can do once you're
connected to a ReachOut computer. You'll learn how to use the
computer via remote control, transfer files and folders with ReachOut
Explorer, synchronize files and folders with SmartSend and RapidSync,
and chat with co-workers.

Chapter 5, Security, covers protecting your computer from intruders.

Chapter 6, Configuration, explains how to tell ReachOut about changes
to your modem or network configuration.

Chapter 7, For Supervisors, is for the ReachOut supervisor. It explains
how to place ReachOut on the network for public installation, and how
to implement security at the supervisor level.
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Chapter 8, Passport, shows how to install and use ReachOut Passport. It
also includes information webmasters will need to incorporate Passport
in their web sites.

Getting Help

The extensive ReachOut Help is available online when you need it. Get
detailed information about ReachOut, as well as helpful procedures,
with a simple point and click.

ToYa Do thisVa

Get information about the window  Click the Help button.
or dialog box on your screen.

Search for specific topics. Choose Help Topics from the
Help menu to view a list of
available topics.

Find out how to perform a specific ~ Choose How To from the Help
task. menu.

Get information on Stac services Choose Product Support from
and support. the Help menu.

Where To Get More Information

If you have Internet access, check Stac’s home page on the World Wide
Web (http://www.stac.com) for the latest information about ReachOut.
Choose Stac Home Page from the Help menu to get details on what's
available and connect directly.

If you don’t have Internet access but have a modem, check Stac’s
Download Service (619/794-3711) for the latest ReachOut news.


http://www.stac.com

ReachOut

INSTALLATION

It takes only a few minutes to install ReachOut. This chapter explains
how to install ReachOut on a Windows NT 4.0 computer.

Note: You must have Windows NT Administrator rights to install
ReachOut on your system.

If you're the ReachOut Supervisor, you can place ReachOut on a
network drive from which your users can install. This allows you to
tailor the installation and control security at the ReachOut Supervisor
level. For details, see Chapter 7, For Supervisors.

In this chapter¥

Getting Ready to InStall...........ccoviiirinieiniicrces 8
Installing ReaChOUL ...........cooviriiiririiire e 9
Upgrading ReachOUL ........ceuviviirirriierceeseeeeis 10
Starting REAChOUL .........covviiirrerce s 11

Registering ReaChOUL............cceurriiierrcesree s, 12



Chapter 2 - Installation

Getting Ready to Install

Before installing ReachOut, make sure your computer can handle it.
You must have:

*  Windows NT 4.0 or later, either workstation or server, running on
the computer.

* Atleast 8 MB of available disk space

*  The ReachOut for Windows NT software (CD-ROM, floppy disks, or
Setup files distributed to you or located on your company’s
network)

Note: To install ReachOut under DOS or any other Windows version,
follow the instructions in the appropriate User’s Guide.

For Connections to ReachOut Computers

You can connect to a ReachOut computer via modem or network. If the
computers are cabled together under Windows, you can use any
supported and available network to connect. ReachOut supports the
following:

Modem: Hayes AT compatible 14,400 bps or higher, or ISDN
modem (internal or external) recommended. If Windows supports
your modem, so does ReachOut.

Network: Novell NetWare IPX/SPX, any compatible NetBIOS, and
Internet (TCP/IP).

Dial-Up Networking: You can use any Windows NT Dial-Up
Networking connections through ReachOut.

Direct cable: You can use Windows direct cable connection
between serial ports on Windows NT and Windows 95 computers.
Chapter 3, Getting Connected, and Windows Help include
information about setting up and using Windows Direct Cable
Connection. Once the computers are connected under Windows
using a specially chosen modem definition, you can use NetBIOS,
NetWare IPX/SPX, or TCP/IP, if the protocol is on both computers.
All Windows NT and Windows 95 systems support NetBIOS.



You must have
Windows NT
Administrator rights to
install ReachOut.

Frograms

ReachOut for Windows NT

For FTP Connections

You can use the SuperFTP Client to connect to any FTP server over
the Internet and exchange files. SuperFTP Client includes many
advanced features, such as multiple connections. Check the online
Help within the FTP window once ReachOut has made the first
connection.

Installing ReachOut

Your standard copy of ReachOut comes with a license for you to use it.
You can install it on two computers, then connect to one from the other.
If you access a computer from several locations, you can install
ReachOut on all the calling systems.

Chapter 7, For Supervisors, explains why you might need to install
ReachOut from a network and shows how to do it. Each user who
installs ReachOut from the network must have a valid ReachOut license.
If you are installing ReachOut from a network drive, ask your ReachOut
supervisor where to find the setup files on the network.

You can install ReachOut directly from the CD-ROM. If one of your
computers doesn’t have a CD-ROM drive, you may have access to a
computer that does. Just load the CD-ROM and examine its folder
structure. You can either copy the entire hierarchy to a network drive or
create a set of floppy disks for use in installing ReachOut. The CD-ROM
case includes instructions for ordering a set of floppy disks.

To install from CD-ROM or floppy disks

Insert the CD-ROM or Disk 1 into the drive.
Click the Windows Start button, then choose Settings.

Choose Control Panel from the submenu.

1.
2
3
4. Double-click Add/Remove Programs.
5. On the Install/Uninstall tab, click Install.
6. Click Next.

7

Follow the instructions on your screen to run
SETUP.EXE.
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Your ReachOut serial number is located on the back of
the CD-ROM case.

8. Repeat these instructions to install ReachOut on your
other computer.

To install ReachOut from the network

1. Ask your ReachOut supervisor where to find the
ReachOut files.

n

Click the Windows Start button, then choose Settings.
Choose Control Panel from the submenu.

Double-click Add/Remove Programs.

3
4. On the Install/Uninstall tab, click Install.
5. Click Next.

6

Type the full path to the Setup file on the network or
click Browse to search for it.

~

Follow the instructions on your screen.

Note: See Chapter 7, For Supervisors, for information about setting
up ReachOut on the network for user installation. This allows you to
control ReachOut security at a global level.

Upgrading ReachOut

Earlier versions of ReachOut do not work on a Windows NT computer. If
you had an earlier version installed when you upgraded to Windows NT,
you’ll want to remove it before installing the new version. You can just
delete the ReachOut folder, however, you’ll have to create the
connection icons again for the new ReachQOut version.

Note: You can still connect to computers running ReachOut versions
5.0 and later under DOS, Windows 3.1, Windows for Workgroups, or
Windows 95. For more details about backward compatibility, see
Connecting to a Different Version of ReachOut in Chapter 3.
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ReachOut for Windows NT

Starting ReachOut

Setup adds ReachOut to your Program Files folder or the folder you
specified during ReachOut installation. It also adds a shortcut to your
desktop.

EyamrEms = Accessories L
rﬁ Metzcape Mavigator Gold 3.0 ¢

:‘:; Mozumasit ¢ =) ReachOut Passport L

i @ Settings » Startup L4

£ E Camnmand Prampt

£ @ Eind B Micsottword

= icrozoft Wor

'l‘: @ Autamating
ﬁ @ Help @ Wwindows MT Explarer @ Help

E Bun... Administrative Tools ([Common]  # ﬁ ReachOut

Adobe decrobat * Suppart
z Shut Dawn... 5 ReachOut v| B Urinstal
ﬁ Startup 4
TOYa Use this command¥a
Write scripts for use in ¢ Automating

automating ReachOut (most
useful for automating file

transfers).
Get ReachOut Help. & Help
Start ReachOut. B ReachOut

Implement global security for all

us_ers who installed ReachOut (available only if you installed

with SETUP PUBLIC. ReachOut with SETUP
SHARED)

Supervizor Security

Get information for contacting
Stac.

Remove ReachOut from your & Urirstal
computer.

Suppaort

11
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Installation

To start ReachOut

1. Double-click the ReachOut icon on the desktop.

The first time you start ReachOut, the Create New
Connection wizard opens to help you create a
connection icon so you can connect to another
computer.

2. See Chapter 3, Getting Connected, for information on
creating connection icons and using ReachOut.

Registering ReachOut

To take advantage of ReachOut support services, you must register
ReachOut. Register by phone or complete and mail the registration card
in your ReachOut package.

In addition, when you register we’ll add you to our mailing list so you
receive information about new products, product upgrades, and more.
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GETTING CONNECTED

Now that you've installed ReachQOut, you can begin using it immediately
to connect to other computers. ReachOut lets you connect with multiple
computers at the same time.

You'll create and use connection icons to make all your ReachOut
connections. A wizard helps you create them and a right-click makes it
easy to edit the properties. Once you connect to a computer, you can
remotely control it or exchange files through ReachOut Explorer. You
can also use Dial-Up Networking and FTP through ReachOut.

In this chapter¥

USING REACHOUL ..o 14
Waiting for CallS.........cocoeerriiiereseee 16
Creating CONNECION ICONS.........cvovivririieieniceeieeeeiias 17
Connecting over Network or Modem.............cccocvnnicenene 19
Connecting over Dial-Up Networking ............cccocvvnicunenn 21
CONNECEING OVEN FTP .. 25

What You See When YOou CONNECE.........cvoveeveeeeeeeeeeeeaeennn 27
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Getting Connected

Using ReachOut

After installing ReachOut, you are ready to make connections. Use the
following guidelines, then see the rest of this chapter for details on
creating connection icons and making ReachOut connections.

To let a ReachOut computer connect to you

1. Double-click the ReachOut icon on the desktop.

2. By default, ReachOut waits for all connections while it is
running.
To limit or prevent connections, use Options on the
Configure menu. (See Waiting for Calls on page 16.)

To connect using ReachOut

=

Start ReachOut.

n

If necessary, create a connection icon. (See Connection
Icons on page 17.)

3. To connect, do one of the following:

@

® Select the connection icon and click Iﬁl on the
toolbar, or press ENTER, or choose Connect from the
Connection menu.

® Double-click the connection icon.
* Right-click the connection icon and choose Connect.

If appropriate, click E for remote control or Igl for
ReachOut Explorer in the toolbar. (See Chapter 4,
Remote Access, for details.)

E

To disconnect ReachOut
* Make sure the connection icon is selected, then click

I}%l in the toolbar or choose Disconnect from the
Connection menu.



Toolbar

i ReachOut - RUTHASHLEY3

ReachOut for Windows NT

LConnection  “iew Actions Configure  Help
Menubar 5| Elalc)] 8] X @ slE F: =l 2]
To% Use...

Create a new connection icon.

Connect to a ReachOut computer, or

terminate a connection.

Control a ReachOut computer.

Transfer files between ReachOut

computers using ReachOut Explorer.

Start ReachOut Chat and exchange
messages with other users.

Implement security measures.
Remove a connection icon.

View connection icon properties.

View your address book connection icons.

View connection icons for all defined Dial-

Up Networking servers.

View connection icons for all ReachOut

computers waiting on the network.

Change how your connection icons appear.

Start Reach Out Help.

i3 @l i @
 EEEkE E EE 5 E

=]
i

2]
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Waiting for Calls

By default, your Windows NT computer is ready to receive calls over a
modem or local network whenever ReachOut is running. You can
choose to block all calls or some types of calls. See Chapter 6,
Configuration, for more details.

To verify or change the current waiting status

1. Choose Options from the Configure menu.

Dptions
The « indicates that Key!:_oard I Nett:v.ork.Lmt | F'nnt.lng
"W aiting | |dentification | Hasting

ReachOut is ready to
receive calls from
other ReachOut
computers.

—Wwiait for calls over

¥ todem LConfigure. ..

[V MetBIOS [MetBELI) Canfi |
You can choose the e

type of calls you want

. ¥ Metwiare (IFX/SF) Configure...
to receive. —

[~ Intemet [TCRAR)

— Start waiting for call

& when ReachOut starts

" When computer starts

QK I Cancel | Help |

2. To prevent calls, uncheck any of the four connection
types or uncheck Wait for calls to disallow all calls.

3. If you prefer to have ReachOut start waiting for calls as
soon as you start your computer, select When computer
starts. This takes effect when you restart the computer.

Note: If you installed ReachOut from the network, your ReachOut
supervisor may have limited your ability to change waiting options.

16
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Create as many
connection
icons as you like
using the New
Connection
wizard.

ReachOut for Windows NT

Connection Icons

A connection icon lets you connect to another ReachOut computer, a
Dial-Up Network, or an FTP site. All types of connection icons can
appear in a ReachOut window. These are the most common ones:

Modem connections are used for standard and ISDN modems, as
well as to start Dial-Up Networking and direct cable connections
from within ReachOut.

Network connections let you connect across a NetWare, NetBIOS,
or TCP/IP network(such as the Internet).

Dial-Up Networking connections let you use remote node, with or
without remote access.

FTP connections are used to connect directly to an FTP site for file
transfer.

Creating Connection Icons

Creating connection icons is a snap with the New Connection wizard.
Or, if you have a NetWare or NetBIOS network (see page 20), you can
ask ReachOut to list the waiting ReachOut computers so you can select

one.

To create a connection icon

If necessary, click |E| on the toolbar to start the New
Connection wizard.

Create New Connection

This wizard helps you create a conhection icon 2o you
can connect to a remote computer quickly and easily.

Wwhat do you want to name this connection?

by connection|

< Back I Nest » I Cancel Help |
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2. Type a name that helps you identify the computer you
will connect to (such as My office computer, My Home,
or Office FTP Site), then click Next.

3. On the next screen, choose how you will connect
(Modem, Network, Dial-Up Networking, or Internet FTP)
and click Next.

4. On the next screen, enter the appropriate values (you’ll
find more details in the rest of this chapter).

®* For Modem or Dial-Up Networking, enter the phone
number.

* For Network, choose the network type (NetWare,
NetBIOS, or TCP/IP) and provide the name or
number of the computer.

* For Internet FTP, enter the IP address or domain
name.

5. On the next screen, click Finish.
The connection icon appears in the ReachOut window.

Changing Connection Icon Properties

ReachQOut can use most connection icons as soon as they are created. It
prompts for any needed User ID and password information. You can
supply individual information for each connection icon by right-clicking
and choosing Properties.

To add connection information

1. Right-click the connection icon and choose Properties.

2. Choose the Options tab and click the Specify Remote
Computer Password button.

3. Type the User name and Password as needed.

Note: Chapter 6, Configuration, includes more details on configuring
the different connection types.

Using Connection Icons

ReachOut stores each connection icon you create in a file named
iconname.RCO and adds each connection icon to your address book.
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The network view lets you copy the icon for any ReachOut computer on
the network to your address book. The first time you connect to a
Dial-Up Networking server, its icon appears in your address book as
well. View the connection icons by large or small icons, detail, or list
view. Right-click any connection icon to modify it or view its properties.

To see ... Click ...
Icons in your address book
All Dial-Up Networking icons
Connection icons for all ReachOut BE=
computers waiting on NetWare or

NetBIOS

Note: Click all three buttons to view all connections at once. You can
right-click icons that aren’t already in your address book and choose
Add to Address Book if you like.

You can drag any connection icon to your desktop for quick access.
Double-clicking this icon will start ReachOut if necessary and make the
connection immediately.

Making Connections

When you're ready to connect to another ReachOut computer, and that
computer is ready to receive your call, make the connection. Here’s
what you do:

1. Select the action you want il ReachDut - RUTHAS
(either remote control or Connection  Yiew  Achions
ReachOut Explorer)

e = S

2. Double-click the connection LIS
icon. W=y

Futh 95 Home

You can connect to as many remote computers as you want, and use
remote control, ReachOut Explorer, and Chat with any or all of them at
the same time. More than one computer can connect to you, as well;

19
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however, only one caller can use remote control at a time. Other
connected callers are limited to ReachOut Explorer and Chat.

Connecting over a Network or Modem

When you connect to another ReachOut computer using a network or
modem, you can control the connected computer remotely or use
ReachOut Explorer to exchange files. Both computers must have
ReachOut running; one computer must be waiting. You can connect to
any computer running ReachOut 5.0 or later and those computers can
connect to you.

Note: The only exception is that a computer running ReachOut
under DOS cannot connect to a Windows NT computer. See Connecting to
a Different Version of ReachOut on page 26 for more information about
connecting to previous versions of ReachOut.

NetWare or NetBIOS Networks

When you create connection icons, you can ask ReachOut to list the
waiting computers on a local network and choose one or just type the
computer’s network name.

When using a local network, click IE' to display connection icons for
all ReachOut computers waiting on that network. These icons include
green dots indicating that they are waiting and ready to go. You can
double-click to start the connection or right-click and copy the icon to
your address book.

Note: When you create a network connection icon, ReachOut
displays a screen from which you can select a ReachOut computer on
the network. If the computer you want is not in the list, it may be
because it is not logged onto the network; you can type the computer’s
name in the field. If you don’t know the computer’s name, ask the
owner. If you are creating a network connection icon for use in direct
cable connection, use the other computer’s ReachOut name.
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Internet (TCP/IP)

A connection icon for connecting to a waiting computer over the
Internet must include the computer’s 1P address or full domain name.
You can insert it when you create the connection icon. If the IP address
is dynamic, you can modify the properties just before making the
connection. Connect both computers to the Internet in the usual way.
Then use ReachOut to connect the two over the TCP/IP network.

ReachOut can’t create a network list for computers waiting over the
Internet.

Modems

In most cases, you'll configure your modem under Windows so that its
features apply to any use. When you create connection icons, you enter
the telephone number, with area code if needed.

Note: Before connecting to a waiting computer via modem, make
sure your Windows modem dialing properties are set to access an
outside line, if necessary. Use the Start menu and choose Control Panel
from the Settings menu, then change Dialing Properties for Modem.

Connecting via Dial-Up Networking

The Dial-Up Networking client is installed automatically with

Windows NT. It allows a computer to connect to a Dial-Up Networking
(or RAS) server and become a remote node on the network. Once a
computer becomes a remote node, its user has access to network
services that would be available if the user were physically on the
network. ReachOut uses Windows Dial-Up Networking connections over
a modem. Make sure you can connect to a Dial-Up Networking server
using Windows before you try it with ReachOut, since ReachOut uses the
same properties. Once you are connected to the server, ReachOut uses
network connections.

ReachOut extends Dial-Up Networking by giving you the ability to
remotely control a Dial-Up Networking server or any computer on that
network, as long as it is running ReachOut. Windows NT allows direct
cable connections as a type of Dial-Up Networking, and ReachOut
supports these as well.
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Dial-Up Networking Connection Icons

The Dial-Up Networking connection list you see in ReachOut
automatically contains any Dial-Up connections you have defined under
Windows. You can use them to connect to a Dial-Up Networking server
from within ReachOut even if that server does not have ReachOut
installed.

If you want to use ReachOut once connected to the Dial-Up Networking
server, you can create a ReachOut connection icon to make the
connection and take you directly to a computer waiting for ReachOut
calls.

To create a Dial-Up Networking (DUN)
connection icon

1. Click New Connection on the toolbar.

2. Type a name for your connection icon and choose OK.

3. Choose Dial-Up Networking, then OK.

4. In the resulting window, choose New or a predefined
Microsoft Dial-Up Networking connection.
If you choose New, a wizard lets you define a new
Windows Dial-Up Networking connection.

5. Type the ReachOut name of the computer.

The ReachOut computer can be the server or another
ReachOut computer on that network. This icon will
connect you directly to the computer you name.

6. Click Finish.
When you connect to a Dial-Up Networking server with a ReachOut
icon, you have several options:

*  Use ReachOut to control the computer named in the connection
icon. This can be the server itself or a different computer on that
network.

*  Once connected to the server, use a ReachOut network connection
icon to connect to another ReachOut computer on that network,
using the server as a gateway.

e Act as a remote node on the network.
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Once ReachQut is connected to a remote access server, you'll see the
RAS monitor open on the taskbar.

To connect to a Dial-Up Networking server

1. Click a Dial-Up Networking icon in your address book.

2. If necessary, click to see the DUN connections
already defined under Windows NT.
You will connect to the computer named in the icon’s
Calling Options properties if that computer is waiting
for network calls.

3. If necessary, choose E for ReachOut Explorer or Igl
for remote control from the toolbar.

Note: In order to connect to Novell’s Dial-Up Networking (Remote
Node Server) through ReachOut, you must first connect to the server
under Windows using a Microsoft DUN connection for the NetWare
Connect object. When you configure the object under Windows, enter
the password and check “Save Password,” then make the connection.
NetWare does not prompt you for a missing password as other servers
do. After the first time, you can connect from ReachOut.

Even if the server is not a ReachOut computer, you can use ReachOut to
connect to and control another computer on that network. If you
connect with Microsoft’s standard connection icon or if you used the
server computer name in the ReachOut connection icon, you can still
control another ReachOut computer.

To control a different computer on the
network

1. While you are a remote node on the Dial-Up Network,
open ReachOut on your local computer, if it is closed.

2. Double-click a network connection icon in your personal
address book or network list.

You can create a connection icon after being connected
to the network if you like. Just open ReachOut and work
as usual.
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Note: When a Dial-Up Networking (or RAS) server is waiting for DUN
calls, it will not receive ReachOut modem calls. If the server has
ReachOut installed, make sure it is not “Waiting for calls” over a
modem. In addition, make sure the computer from which you are
making the connection is not “Waiting for calls” over a modem. Any
ReachOut connection you make after establishing the Dial-Up
Networking connection are network connections.

To connect to a DUN server with ReachOut installed via standard

ReachOut modem connection, make sure “No caller access” is checked
in the Dial-Up Networking server properties.

Connecting via Direct Cable

You can also use ReachOut between two Windows NT or Windows 95
computers (or one of each) that have a physical direct cable
connection between serial ports. In Windows NT, you set up direct
connections as part of Dial-Up Networking, which requires a special
modem definition. Once you complete the Windows connection
(through Windows or ReachOut), you make a ReachOut Network
connection using a network protocol running on both computers.

To create the Dial-Up Networking icon for
Windows NT

1. In the Control Panel, choose Modems.

2. Click Add.

3. Check Don’t detect the modem so you can select it from
a list.

4. Select the top modem: Dial-Up Networking Serial Cable
between 2 PCs.

5. Choose the port you will use.

Note: See the ReachOut for Windows 95 User’s Guide for details
about setting up a direct cable connection using Windows 95.

To physically connect the computers

* Use a null modem serial cable between two serial ports.
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To use ReachOut over a direct cable
connection

1.

Connect the two computers with a serial null-modem
cable.

Establish the DUN connection from either Windows NT
or ReachOut.

In ReachOut, click to show the defined DUN
connections. Right-click the icon you want and choose
Copy to Address Book to make it permanent.

Define a network connection icon specifying the
selected network protocol and naming the other
computer.

It might help to include “Direct 1" in the DUN
connection icon name and “Direct 2 in the ReachOut
connection icon name.

Double-click the network connection icon you created
using the selected network protocol for the direct cable
connection.

If necessary, click the Remote Control or ReachOut
Explorer button on the toolbar. You can use any
ReachOut tools once you are connected.

Connecting via FTP

You can also use ReachOut to connect to an FTP site on the Internet.

To create the connection icon:

1.

Start the connection wizard and type a name for the
connection icon.

Choose Internet FTP as the connection type.

Enter the host name of the FTP server, along with the
User name and Password if you like.

You can right-click the icon and change its properties at any time.
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Stac's FTP site

Call Setup |

— Setting

Host name:

User name:

Ianonymous

Password:

Initial directaony: I.-"

Part |21 5 Hosttype: Iautodetect 'I

— Connection Medium

Ilnternet FTP j -E* %
Tvpe: =
[Intemnet (TCRAP) 52 [ iz
(u] % I Cancel | Help |

Once ReachOut makes the FTP connection, you can transfer files as

needed.

Connecting to a Different Version of

ReachOut

ReachOut 7.0 communicates with ReachOut 5.0 or later running on
Windows NT, Windows 95, or Windows 3.1x. You can to connect to a
waiting ReachOut computer or have one connect to you.

There are only a few limitations when you try to connect a computer
running ReachOut for Windows NT with a computer running ReachOut
for Windows 95 or ReachOut for Windows & DOS:

* Acomputer running ReachOut under DOS cannot call a
Windows NT computer. (You can connect the other way, however.)



The viewing
window shows the
computer you
connected to. The
computer’s
ReachOut name
appears on the
viewing window’s
title bar.

Your desktop

ReachOut for Windows NT

* You also need to use uppercase passwords in any Windows NT user
accounts that other versions of ReachOut use to connect—unless
you specifically upgrade the Windows 95 and Windows 3.1 versions
of ReachQOut to ones that let you make calls using mixed-case
passwords. To learn how to do this, see the Read Me file in the
ReachOut folder.

What You See When You Connect

When you connect to a computer, what you see depends on the action
you want to perform. The appearance of your screen when you use
remote control depends on the relative resolutions of the monitors
involved. Chapter 4, Remote Access, includes information on using
remote control while you are connected. ReachOut Explorer and FTP
use special windows.

Remote Control

Under remote control, the desktop of the computer being controlled
appears in a viewing window on your desktop.
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Controlled monitor has lower resolution

If the other computer’s monitor is a lower screen resolution than your
monitor (for instance, it is 640x480 and your monitor is 800x600), the
computer’s desktop appears within a full viewing window as shown in
the previous figure. There are no scroll bars. Size and move the window
on your desktop as you would any window. To switch back to your
desktop, move the cursor outside the viewing window and click.

Controlled monitor has higher resolution

If the other computer’s monitor is a higher screen resolution than your
monitor (for instance it is 800x600 and your monitor is 640x480), the
computer’s desktop appears within a scrollable viewing window on your
desktop.

e

My Computer  DOS box

etwarl Nelscape
Neighborhaad Navigater Gald

®» o BB

Ruth Ashley Microsoft ‘WORDPAD
Schedule+  from WindS

NOTEPAD

from all Wins

listing

PainishopPro Fiuth 95
[for GiFs) tegish
{ W = B

el | v

g start| [ ReachDut -ASHLEY ... | WjiReachDut Viewer-45HL . | B es0aM

To move different parts of the window into view, use scroll bars. You
can also use scaling or panning to adjust the display. See Chapter 4 for
details.

Both monitors have the same resolution

If both monitors are the same screen resolution, the viewing window
may cover your entire desktop. To bring up your local computer’s task
bar, press CTRL+ESC. To size the viewing window, click once on your
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local taskbar’s Start menu to clear it, then right-click the viewing icon.
From the Control menu, choose Restore.

ReachOut Explorer

In ReachOut Explorer, ReachOut shows folders from both connected
computers. Just drag and drop to copy files between computers.
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Chapter 4, Remote Access, explains how to use ReachOut Explorer.

FTP

An FTP connection results in an FTP window. You can drag and drop as

with any FTP client.
'i ReachOut SuperFTP Client H=1E3
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ReachOut
REMOTE ACCESS
ReachOut lets you connect to as many remote computers as you want;

you can even connect to them all at the same time. Here’s what you can
do when you connect to another ReachOut computer:

Control it remotely ﬁl
Transfer files El
Exchange messages @l

You can also connect to any number of Internet FTP hosts using
ReachOut SuperFTP Client. The FTP hosts you connect to do not have
to have be ReachOut computers.

In this chapterv.

Using Remote CONtrol ..........cocvierniienniicersces 32
Transferring FIleS.........cooiriiceeeees 38
Chatting ONliNe .......c.oveueeiiieree s 45

Internet File Transfers With FTP........coooveoveeee oo 48
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Using Remote Control

When you connect to a computer for remote control, use the computer
the way you would if you were in front of it.

To use remote control

1. Use ReachOut to connect to the computer.

2. Click E to start remote control.

2 ¥

My Computer D05 be [N T

Your desktop.
= Edit View Inceit Fomat Hep

Metwork
Neighborhoad Navig =TT ﬁl R &”
[prialfwiestem) = =[ez|u|@[z ==
0 T2 ] ) T

The other
computer’s desktop
in your viewing

e
Em Replica READMI

Evplorer

Fieplica for
Metware

Open and work with RecyceBin
Setting up Replica

documents as usual.

..........................

g Start| B Aeachiut - KETTELYC <. |[W ReachOut Viewer - K_.. & 1111644

*  Work with documents and run applications as usual. Open,
read, change, save, and print documents at the remote site.

* Access and use network resources. If the computer you
connected to is logged onto the network, access drives and
network folders as usual: read your e-mail, print to network
printers, transfer files. See Transferring Files on page 40 for
details on how to transfer files between ReachOut computers.

* Get on the Internet. If you don’t have Internet access on the
computer you are using, you can connect to a ReachOut computer
that has Internet access and start that computer’s Web browser,
such as Netscape. Once you're on the Internet, work as usual.
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* Change system settings. If you have the right access to the
computer you’re connected to, you can change some of its
ReachOut settings. See Chapter 5, Security, for details.

e Control multiple computers. You can connect to more than one
computer at a time and remotely control any number of them. Each
computer appears in a separate viewing window, and you'll see the
name of that computer in the viewing window’s title bar.

Adjusting the Viewing Window

While remotely controlling a computer, you may need to adjust the way
the computer appears within your viewing window. You can resize the
window or turn it into a full screen view so that you no longer see your
local desktop in the background. Use scaling and panning from your
computer to adjust the other computer’s desktop.

Sizing the Viewing Window

The viewing window works just like any other window on your desktop.
You can move or resize the window to position it conveniently, or
minimize the window to an icon on the taskbar.

If you maximize the viewing window, one of the following will happen:

A maximized viewing

If your resolution is... window appears...
Higher than the remote Smaller than your desktop
computer’s resolution

The same as the remote Full screen: The same size as
computer’s resolution your desktop, without a title bar

or scroll bars

Lower than the remote computer’s ~ Full screen: Larger than your
resolution desktop (with scroll bars)

If you are viewing a remote computer in full screen mode and need to
get back to the local desktop, you can use the “toggle screen key” to
restore the viewing window back to its previous size. The default toggle
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Configure

Security...
Uszers...

Remote Access

screen key is CTRL+SHIFT+T. Choose Options from the Configure menu
and change to a different toggle key on the Keyboard tab if necessary.

Panning in the Viewing Window

Panning allows you to define unique pan keys (mouse, or mouse and
keyboard combinations) that you use to view parts of the other
computer’s desktop you can’t see. You can also use scroll bars in the
viewing window to move parts into view.

To choose a pan key

1. Choose Options from your ReachOut Configure menu.

2. On the Keyboard tab, choose a pan key from the Pan
key field and click OK.

SIS hift+ R ight Mouse

To use panning

1. Point to any location in the viewing window.

2. Use your defined pan key to move the computer’s
desktop within your viewing window.

For instance, if the sHIFT plus right-mouse button was
the pan key, you’d press the sHIFT key while pressing
and dragging the right-mouse button to move the
computer’s desktop within your viewing window. The
next figure shows the pan cursor that appears during
panning.
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3. Release the pan key once the desktop is where you want.

Scaling the Remote Desktop

Scaling shrinks the computer’s desktop to fit within your viewing
window. The next two figures show a connection to a remote computer.
The first figure shows the computer’s desktop when it is not scaled in
the viewing window.
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Scaling is connection specific. You apply scaling to a computer you are
connected to, or as a connection icon property.

=l b = p o[ === | -] @)
5 — % T &

The viewing
window has no
scroll bars when
scaled. Drag its
corners to size it.
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Note: When you scale a computer for viewing, it may be difficult to
view the computer’s desktop clearly within your viewing window
because of the size of your screen.

To scale the other computer’s display

1. Click the icon at the top left corner of the viewing
[i.? window to open the Control menu.

2. Choose Viewing.

Wiewing lgnore remate input

Help Topics Clear remote display
Dan't transmit [ocal input

Close Alt+F4 T

Scale remote dizplay

DOS Emulation...

3. Choose Scale remote display.

This setting is not saved between sessions. If you want to have the
remote display always scaled to fit in the viewing window, set this option
in the properties of the connection icon.
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Optimizing Viewing

Each time you connect to a computer, ReachOut paints the computer’s
desktop on your screen. This can cause noticeable slowing on local
networks. By default, ReachOut caches graphics to memory or disk and
compresses all data used in refreshing the screen to speed up viewing.
When ReachOut uses a disk cache, it saves data between connections,
speeding up the process next time you connect.

To optimize viewing

1. Right-click the computer’s connection icon and choose
Properties from the context menu.

2. On the Options tab, make these entries:

ToY% Check thisYs
Have ReachOut store graphics ¥ Enabie cache
for reuse =

Save stored graphics for use
between sessions

Compress graphics during
remote control

Remote Control Security

As a caller, you have some control over what a user at the remote
computer can do while you are viewing it. You can enable or disable
some security features before you make the connection, or while you
are actually controlling the computer. However, your ability to prevent
users from accessing the computer might be limited by the security
settings that are already in effect for that computer.

Disabling Keyboard and Mouse Input

During remote control, you can disable the remote computer’s
keyboard and mouse—users at the other computer won’t be able to use
the keyboard or mouse while you are connected.
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To disable the remote computer’s keyboard
and mouse during remote control

1. Click the icon at the top left corner of the viewing
window to open the Control menu.

2. Choose Viewing.

3. Choose Ignore remote input.

This setting is not saved between sessions. If you always want the
remote keyboard and mouse disabled, you can set this option in the
properties of the connection icon.

Controlling Viewing of a Computer

You can clear the remote computer’s display during remote control so
no one can see what you are doing. When a computer’s display is
cleared, it appears as if it is turned off. You might use this feature if you
are accessing sensitive documents on the other computer.

To clear the remote computer’s display

1. Click the icon at the top left corner of the viewing
window to open the Control menu.

2. Choose Viewing.

3. Choose Clear remote display.

This setting is not saved between sessions. If you always want the
remote display disabled, you can set this option in the properties of the
connection icon.

Transferring Data via the Clipboard

Use the ReachOut Remote Clipboard to transfer data between two
ReachOut computers during remote control. Use the Remote Clipboard
to transfer a small amount of data (for instance, if you want to copy a
paragraph from a document). For large (or graphic-intensive) files, use
ReachOut Explorer or FTP to transfer the data.

Note: If a user at the remote computer has disabled the Remote
Clipboard feature, you won't be able to copy and paste this way.
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To copy and paste between computers

1. Connect to the other computer and start remote control.

2. Open any document on the local or the remote
computer and copy the data you want.

3. Click the icon at the top left corner of the viewing
window to open the Control menu.

4. Choose one of the following:

®* Get Clipboard, if you are copying from the remote
computer to the local computer.

* Send Clipboard, if you are copying from the local
computer to the remote computer.

5. If the information you’re transferring can be sent in
more than one format, you’ll see a dialog box asking
you to choose which one you want.

¥ Get clipboard data
3‘?‘ Select clipboard farmats for
T
M etafile
OEM Text
] I Cancel |

Select the appropriate type or types and press ENTER.
You must select at least one type or nothing will be
transferred.

6. Switch to the document where you want to paste and
choose the application’s paste command (usually on the
Edit menu).
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Drag and drop
files and folders
between your
computer (local)
and the one you're
connected to
(remote).
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ReachOut provides hot keys you can use to get and send clipboard

contents quickly and easily.

Get clipboard ke

[ CHrl+S it

=

Send clipboard keyw: IEtrI+S hift+5

=

To change the clipboard hot keys

=

Choose the Keyboard tab.

w

CTRL+SHIFT, Or ALT.

Choose Options from the Configure menu.

Select one of the options: None, or the key with cTRL,

Transferring Files

Use ReachOut Explorer to transfer files and folders between two
ReachOut computers. Use ReachOut Explorer much as you would use

Windows Explorer.

+ ReachOut Explorer | _ (O] x|
File Edit “iew Search DOptions ‘window Help :
= e == W T N e = A N R =
Local CHAMSOffice
-3 htmipage o | I EE | Size | Modified | Altribute -
{3 Iphone [ Collags 0 1142796 ...
=15 MSOffice —I [ Dffice o 11/05/96
-l Collage [ Templates 0 11/26/% ...
~{i3 Dffice 0 Wirnword 0 11/05456 .
{3 Templates 8] Micinsal ft 7 24796 A od
- {5 Winward hd | K |»

esc

=77 Ljacohs MName © [ Size [ Modified [ aribute -
3 haa |57 Gdad doc BESE 05/16/36 .
{3 Contract o T Gdtesad.... 11776 02401496 .. —
-3 Expand B Jobdesl.... 7375 04/29/92 ..
B3 Jobdess ] Jobdes? 21927 11/22/33
{3 Legal B | ahdes? AT NRARIE _ILI
-{E3 Logas ~|l4] |

|Selected FE A

If the computer you connected to allows you full transfer access, you
can also create folders, copy, move, rename, and delete files and

folders.
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Note: You can implement security measures to prevent unwanted
transfers of files to and from your computer. For more information see
Chapter 5, Security.

To copy files between ReachOut computers

1. Click ReachOut Explorer on the toolbar.
2. Double-click the computer’s connection icon.

3. Choose existing files or folders from the local or remote
window, then drag them where you want them copied
and release.

Note: Data transfer speed depends on the connecting device you're
using: modem, network, ISDN line, or direct cable. The faster the
transmission device, of course, the faster the transfer.

Transferring Files with Long Names

If you transfer files with long file names to a Windows 3.1, Windows for
Workgroups (WFW), or DOS computer, ReachOut converts the names
to DOS naming conventions (an eight-letter name with a
three-character file extension). Spaces in the file name become
underscore (_) characters. For instance, “My status report.doc”
becomes MY_STATU.DOC. Unlike the standard Windows method of
renaming files, ReachOut uses a full eight characters of the name
instead of adding a tilde ( ~) character and a number to indicate
missing letters. This means that you must be careful when copying
several files with similar long file names to a previous version of
Windows, because they might overwrite one another.

Using ReachOut Explorer Tools

The buttons in the toolbar make it easy to accomplish most tasks:

ToYa Use this toolVa

Open the selected file in the active window.

Create a new folder in the active window.

2 |
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ToVa

Use this toolVa

Go up one folder from where you are in the
active window.

Open the Go To Folder dialog box so you
can switch to a different folder on the active
window.

Cut a file or folder from the active window.
Make a copy of a selected file or folder in
the active window.

Paste a file in the active window.
Automatically transfer the selected file or

folder in the active window to the other
computer.

Delete a file or folder in the active window.
View Properties for the selected file or
folder on the active window.

Synchronize files or folders on the
connected computers. Older files are
replaced with newer versions.

Search for a specific file or folder on your
computer or the one you’re connected to.

Change how files and folders appear in the
active window.

B = B

8B

N

Optimizing File Transfers

If files to be transferred are large or contain graphics, you can
compress them during modem transfer to save time and money. Use
ReachOut Explorer options to specify how files are transferred between

the two connected computers.
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To optimize file transfers

DOptions

m_ 1. Choose General from the Options menu

ReachOut Explorer Options E3

Gerneral |ant |

W Save Layoulpﬁn E wit

— Confi Tranzferring
ml Smart Send: IDisabIe "I
™ Ovenwite ™ Save partially ransfered files
[ Delete files " Beep when transfer is complete

[ Delete folders Compression level: I Fast - I

¥ “irus checking on file transfer

— Double-clicking

' Transfer copies of selected files
* Opens selected file

QK. I Cancel | Lpply | Help |

2. In the Confirmation section, specify when you want
ReachOut Explorer to ask you to confirm operations;
these are the same options Windows gives you.

3. Inthe Transferring section, specify a SmartSend level
and compression level, as well as how to handle partial
or completed file transfers. (See the next section for
details on SmartSend and compression.)

4. In the Double-clicking section, specify the effect of
double-clicking selected files; you can have ReachOut
copy files immediately to the current folder of the
connected computer or open the selected file.

Optimizing Transfers with SmartSend™

Normally, ReachOut transfers complete files when you copy them. You
can optimize data transfers with SmartSend when you transfer files that
already exist on the other computer with matching names and paths.
SmartSend transfers only the differences between the matching files.

When you use Standard SmartSend, ReachOut identifies matching files,
then compares their dates, times, and sizes. If these values match,
ReachOut doesn’t transfer the file at all. If any of the values are
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different, ReachOut identifies the differences and updates the files on
the target computer. When you use Vigorous SmartSend, ReachOut
checks for differences in all matching files and transfers them.

Files and folders you transfer between two computers must exist in the
same folder structure on both computers. Use ReachOut Explorer
Options (General tab) to enable SmartSend and set the level.

To... Choose...

Identify and transfer differences in files Standard
with matching names and paths that have
different sizes, dates, or times.

Identify and transfer differences in all files  Vigorous
with matching names and paths.

Transfer full files regardless of differences.  Disable

Compressing for Faster Transfers

ReachOut gives you three compression options for maximizing your
data transfers: Fast, Standard, and Maximum. You decide how long
ReachOut should take to compress the files. Here are some suggested
settings for optimizing file transfer speeds.

If you are transferring... Choose...

Very small files, or files over a fast Fast
connection (such as a local network)

Very large files (>10 MB), or files over a ~ Standard
slow connection (such as a modem)

Very large files (>10 MB) over a slow Maximum
connection (such as a modem)

Files that are already compressed Disable
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Synchronizing with RapidSync™

An alternative to dragging and dropping files and folders from one
computer to the other is to use RapidSync to synchronize the two
computers quickly. Files and folders with matching names are made to
match the latest one. Files and folders that exist on one computer are
duplicated on the other computer. After choosing the two folders, you
can ask ReachOut to include subfolders, synchronize only files that
already exist, or transfer in one direction only.

Note: Your SmartSend options apply when ReachOut transfers files
during synchronizing folders, as well as during regular file transfers.

To synchronize files and folders

1. Connect to the computer, and click ReachOut Explorer
on the toolbar.

2. Inthe Local and Remote windows, make the folders in
which you want to synchronize files active.

3. Click Synchronize folders on the ReachOut Explorer
toolbar.

4. Choose any options and click OK.
ReachOut synchronizes the two based on your options.

Scheduling File Transfers

If you need to transfer files between ReachOut computers at a specific
time and you can’t be there to do it personally, use the Automating tool
to write a ReachOut script for a scheduled file transfer.

For details on writing and using scripts, see ReachOut Help.

Chatting Online

ReachOut Chat is an effective way to communicate with a user at
another ReachOut computer. You type a message and the user you want
to chat with can respond with a message. You, or the other user, can
start Chat.
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ReachOut Chat E3 |

Exit Edt Fage Help

robe

1024x768. Haven't changed it lately.

Use Chat to talk
to the person at
the remote

Local

what's your video resalution?

Heaw many calars?

To chat

1. Connect to the other computer; make sure the
connection icon of the computer you want to chant with
is selected.

@l 2. Click Chat on the ReachOut toolbar.
ReachOut opens Chat on both computers.

ReachOut Chat E3 |

Exit Edit Page Help

Read received robe

messages in the 1024%768. Haven't changed it lately.
upper part of the

window

Local

Type messages in What's your video resolution?

the lower part of
the window / How many colors?

3. Type your message or see the instructions for copy and
paste.
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If the other computer doesn’t respond, you can page it. The user hears
a sound similar to a telephone ring.

To page a user

® Click Page on the Chat menu bar.

Copying and Pasting in Chat

With Chat, you can copy text to your Local Chat window from another
source. For instance, you can copy text from WordPad or your e-mail,
and paste it into your Local Chat window. The connected user will see
the text you pasted.

You can also copy messages from the connected computer. If you don't
select text to copy, Chat copies the entire contents of the message
window. If you select text to copy, only the selected text will be copied.

To copy text from the chat window

1. Select the text you want to copy. (To copy all text, click
once to deselect all the text).

2. Choose Copy from Host (or Copy from Viewer) on the
Edit menu.

3. Open the destination document where you want to
place the text, and paste as usual.

To paste text from a document into the Chat
window

1. Copy the text from the source document.

2. Choose Paste from Host (or Paste from Viewer) on your
Edit menu.
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Internet File Transfers With FTP

Create an Internet FTP connection icon to connect to any FTP host and
transfer files. The FTP host does not have to have ReachOut.

When you make the connection, you see a window that looks much like
ReachOut Explorer. This is ReachOut SuperFTP Client.

'iFleachl]ul SuperF TP Client

File Edit “iew Connections Search Options Window Help
() B[] X 1] sbles] B 2]
Local | FTP: |
[r:hmustang /pub/Eng
ftp.stac. com
3;' [ER==Th} || Hame * I Size =~ || Hame © I Size li
~{ED Acrobat3 (270 htrn-pages [ incoming EI
{3 Acroread a11.di [T local
~{E3 bmps Ctabdlg.di [ urix
-0 eddata — — .message »
~{E Instant)av " 1
-3 Interap [] Webhis.... A
-{E Internet : |
-3 java Folder-e:l... 1
-2 mustang Folder-f..lgo LI
.{8A Passport | Interap.ini - -
4 3 I v 4 | v
@ 150 Opening ASCIl mode data connection far Abindls. =]
@ 226 Transfer complete. =i
For Help, press F1 | Selected1 | Sizel11MB | 4

To copy files between computers

1. Select the files to be copied.

2. Drag them to the appropriate folder.
3. Drop them.

To disconnect from the FTP host

* Close the SuperFTP Client window.
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SECURITY

When you give remote users full access to your computer, they can:
*  Use all your applications.

* Change, copy, save, move, and delete your files and folders.

* Transfer files and folders to and from your computer.

* Change your ReachQut settings.

You may not want just anyone to have that much control over your
computer. Using ReachOut Security, protect your computer by
determining the level of access other users have.

If you're the ReachOut supervisor, you can implement security globally
by installing ReachOut on the network and having users install
ReachOut from the network. See Setting Global ReachOut Security in
Chapter 7.

Note: If you installed ReachOut from a shared copy on the network,
you may not be able to override supervisor-level security settings.See
Chapter 7, for Supervisors, for details.

In this chapter¥

User Accounts and PassWords...........coeveerenrcrcirnincneenens 50
Additional LOgON SECUNILY.........cvurerrireiriricieirnieeirinie 53
Remote CONtrol SECUTILY.........cvvvviierrrcereceseen, 63
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VIrUS CheCKING......cvveveiceiscerse e 67
Auditing ReachOut EVENLS...........ccoovvierniirniceris 67

Giving Access t0 ReaChOUL ..........cccurvviieirniierseceis 68
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User Accounts and Passwords

Use passwords to prevent unauthorized access to your computer. When
a person tries to connect to your computer, ReachOut asks for a
password. If the person provides the correct password, ReachOut
allows the connection. You can determine the number of times a person
can enter the password incorrectly before ReachOut terminates the
connection attempt.

Issuing Passwords

In Windows NT, you issue passwords by giving each Windows user an
account on the computer. The details of this account determine what
the user can do when logged on to the computer. It doesn’t matter how
the user logs on—by physically starting up the computer, or by
connecting from a remote system. Either way, the same user account
determines the person’s rights on that computer.

* User Manager [_ (O] =]

Uszer Policies Options  Help

£ Guest Built-in account for gug
£ KETTELYC Kettely Carnegie
€ LECKERMA, Loma Eckerman
£ RASHLEY Ruth Ashley
€ RCAVICCH Rab Cawicchio
|

Groups Description

B8 Administrators kembers can fully administer the computer/dc« ]
B Backup Operators Mermbers can bypass file security to back up f
B Guests Isers granted guest access to the computer/c
B Power Users Mermbers can share directories and printers

@ FleachOut ReachOut Developers —
2 Feplica Replica Developers

& Feplicator Suppons file replication in a darmain >

ReachOut for Windows NT fully obeys Windows NT user accounts. If you
already have accounts set up for the users that you expect to connect to
this computer with ReachOut, then your ReachOut password security is
already in place. Just open ReachOut, and anyone with a valid user
account can connect.
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Securiby... |

e

Options..

If this is a new
user, type a

user name here.

Enter and
confirm the
passsword. It is
case-sensitive,
and it can be up
to 14 characters
long.

ReachOut for Windows NT

If you want to add user accounts to this computer or to change a user’s
password, you can do so directly through ReachOut.

Note: Not all users are allowed to add or change user accounts and
passwords. If you are not a member of the “Administrators” user group
on the Windows NT computer, you might not be able to do this.

To create or change a user account

1. From ReachOut’s Configure menu, choose Users to
open the Windows NT User Manager.

2. To create a new account, choose New User from User
Manager’s User menu.

To change an account, double-click the user name.

New User
w Bl Add
Full Hame: | Cancel |
Drescription: I Help |
E:z::: = Il FieachDut |
Paszsword: I

W User Must Change Password at Mext Lagan
[~ Uszer Cannot Change Pazsword

™ Password Mever Expires

[ Account Disabled

@ [ &
Groups Frofile Dialit

3. Enter the user’s name and password, or change other
settings as needed.

IMPORTANT! The password is case-sensitive, so “PASSWORD”
is not the same as “password”. By default, ReachOut for

Windows 95 and ReachOut for Windows & DOS always store
passwords in uppercase letters, so if you want users to be able to
connect with other versions of ReachOut, you must either give
them passwords that are entirely uppercase, or upgrade the other
version of ReachOut so that it can send mixed-case passwords. To
learn how to do this, see the Read Me file in the ReachQut folder.

4. Choose OK.
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Disabling Passwords

You can disable or delete a user account through User Manager.

IMPORTANT! Deleting a user account is an irreversible action.
Even if you later add a user account with the same name, you cannot
automatically regain that user’s privileges. It is generally a better idea
to disable the account rather than delete it.

To Disable a User Account

1. From ReachOut’s Configure menu, choose Users.

Configure

—_— 2. Double-click the user name for the account you want to
SEcunby... .
| disable.
@L_ g 3. Check the Account Disabled box.
Options?.

4. Choose OK.

Allowing Connections Without Passwords

For tight security, you should assign a password to each user account.
However, there may be circumstances under which passwords are not
necessary.

Suppose you want to allow guest access on a user account with limited
rights. To make connecting easy for guest users, you do not want to
require a password on this account. In this case, you can define a user
account that does not require a password.

To create a user account with no password

1. From ReachOut’s Configure menu, choose Users.

Configure

Securily | From User Manager’s User menu, choose New User.

If you want to remove the password from an existing
account (such as the default “Guest” account), double-

Optionz:.. click the user name for that account instead.
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Note: If you are editing an existing user account, the account
must first be set up to permit a blank password. To set this option,
highlight the user and choose Account from the Policies menu.

For a new account, type a user name in the first field.

4. Leave the Password and Confirm Password fields blank.
If you’ve already entered a password, simply delete it.

5. Choose OK.

A ReachOut user who connects using this account will still have to enter
the user name (*Guest™). The user will be prompted for a password,
but can simply choose OK without entering a password.

Additional Logon Security

In addition to passwords and standard Windows NT security, you can
enable many ReachOut-specific security settings to help protect your
computer. You can find many of these security settings by choosing
Security from the Options menu. The Connect page lets you control
access with logon privileges, callback, and connection confirmation,
while the Disconnect page lets you decide what happens to your
computer when someone disconnects from it.

Security

Connect | Disconnectl Sessionl Applicationl

— Confirmation

I™ {Prompt before accepting an incoming calk

Al IBD 3: second s hon 8/ [Espanse

[Froiesnonses €00 Bonrect &0 [Viseonmes:

- Callback
I Callback required

r Don't allow caller ko 2et callback numberdname

— Deszktop control

' | ag off current user and log on caller
™ Give caller all privileges of cument uger

r— Lockout

™ Trip IntruderGuard after |3 33 bad logon attempts

I Deny access to older versions of ReachOut

ak I Cancel | Help
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To implement the security measures that are most appropriate for your
environment, you will probably want to use a combination of Windows
security and ReachOut security. This section covers some of the

@ highlights of both. For complete details on security features, see
ReachOut Help and Windows Help.

Note: If you have a shared installation of ReachOut, the ReachOut
supervisor can turn on security features and prevent you from
changing them. If this is the case, some of these options might be
disabled in your copy of ReachOult.

The following pages explain how to protect you computer using these
techniques:

54

Protect against intruders. Decide how many times a person can

enter an invalid password while trying to connect to your computer.
A person who can’t enter the correct password within the specified
number of tries is locked out of the computer. You can set lockout

security on an individual user level with Windows NT User Manager,
or on a global level with ReachOut IntruderGuard.

Use callbacks. If you don’t want to take the chance of someone
guessing your password and successfully connecting to your
computer, use callback to verify calls before allowing a connection.
Once a person calls your computer, ReachOut automatically
terminates the connection and then calls the computer back at an
expected number (for a modem connection) or by a specific
ReachOut computer name or Internet address (for a network
connection). You can also use callbacks to reverse telephone
charges.

Confirm connections while you use your computer. If you are
using your computer while it is set to wait for calls, decide whether
or not to allow connections to your computer.

Restart your computer on disconnect. When a connection to
your computer is terminated, restart the computer and ReachOut,
which automatically logs off any users. You can set ReachOut up to
automatically wait for calls when the computer restarts.
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Protecting Against Intruders

In many cases, passwords alone do not provide enough security. You
want to be sure that people cannot simply guess a password needed to
connect to your computer. Intelligent intruders could write programs
that quickly attempt millions of potential passwords—uwith a very real
possibility of breaking your computer’s password security.

To prevent this from happening, you can use lockouts to keep users
from connecting again once they've tried and failed to connect.
Lockouts can be implemented on an individual user level through User
Manager, or on a global level through ReachOut security options.

* For individual account lockouts, invalid passwords entered by
any one user effectively freeze that user’s account, preventing that
user—and only that user—from connecting.

*  For the ReachOut IntruderGuard, invalid passwords entered by
any users effectively disable ReachOut, preventing any user from
connecting.

Individual Account Lockouts

An individual account lockout prevents a user from connecting after
that user has entered an incorrect password several times. When an
individual user is locked out, other users can still connect. If you want
to lock out all users when an individual password is incorrectly entered
a certain number of times, you need to use the ReachOut
IntruderGuard.

To add lockout security to a user account

1. From ReachOut’s Configure menu, choose Users.

Configure

Select the account for which you want to add lockout

Securiby... security

Elptinnsg...

From the User Manager Policies menu, choose Account.

4. In the lower half of the Account Policy dialog box,
choose the Account lockout option.
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™ Mo account lockout

:

Lockout after I A E bad logon attempts
FHeset count after I 0 E minLkEs

Lockout Duration

" Farever [until admin unlocks]

" Duratjon I 0 E minutes

5. Change any other lockout options you want to set.

By default, Windows sets the number of bad logon
attempts allowed to 5. For tighter security, you can
lower this number so that fewer logon attempts are
allowed.

Help | For details on the other lockout options, choose Help.
6. Choose OK.

ReachOut IntruderGuard Security

The ReachOut IntruderGuard triggers an error on your computer if too
ettt et many unsuccessful connection attempts are made in a row. Instead of
g locking out only one user, the IntruderGuard, once activated, prevents
ReachOut from accepting calls entirely—effectively locking out all
users. The only way to reset the IntruderGuard and allow connections
again is to physically go to the ReachOut computer and close the
Intruder Alert dialog box.

The IntruderGuard counts invalid logon attempts from all users—so
even if each user enters only one incorrect password, the IntruderGuard
will be activated once the total number of consecutive incorrect
passwords entered by all users reaches the value you set in the
ReachOut Security dialog box.
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To enable the IntruderGuard

1. Choose Security from the Configure menu.

2. Under IntruderGuard, check Lock out all callers.

|' |ntruderGuard

The IntruderGuard is set to enable automatically after 3
retries. You can type or select a different number.

3. Choose OK.

Note: Unlike individual account lockouts, IntruderGuard security
works for ReachOut connections only. Users can still log onto the
computer through another method, such as Windows networking or file
sharing.

Protecting Your Computer With Callback

In addition to protecting your computer with passwords, you can use
callback to protect your computer even more by verifying calls to your
computer before allowing a connection. When a person tries to
connect, ReachOut will call the computer back at an expected number
or by a specific Internet address or ReachOut computer name before
allowing the connection.

You can also use callback to reverse telephone charges. For instance, if
you are calling your computer at work from home and you don’t want
to pay for the call, you can set up your computer at work to call you
back when you try to connect. When you call the computer, it will call
you back at an expected number or by a specific name. Once satisfied,
it will allow the connection.

Note: Callbacks work only on local Windows user accounts. If the

waiting computer is on a Windows NT domain, you cannot set a
ReachOut callback for a user account that is defined on the domain.
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Securiby...

e

Options..

ReachOut |

Choose this option
to have ReachOut
automatically call
back the connecting

user.

Type the
callback
information in
these fields.

Security

To set a callback

1. From ReachOut’s Configure menu, choose Users.

Note: To set a ReachOut callback, you must open User Manager
through ReachOut. This option is not available if you run User
Manager from the Windows Start menu.

2. Double-click the user account for which you want to set
a callback.

w

Choose ReachOut.

4. Under Call back, choose Call this user back at this
number/name.

ﬁ'%all thiz uzer back at thiz number/name:

Modem: |555-6217

MetB0S5 [MetBELI: |iulie

Irkermet [TCRABY |25?'.'I 23.456.783

Netw asAP/sPx) |

5. Type the phone number or network name that you want
ReachOut to use to call the user back.

Be sure to enter the information next to the appropriate
connection type. If you want the user to be able to
connect with more than one connection type, you can
enter callback information for each connection type.
ReachOut will detect how the call came in and select the
appropriate information to use when calling back.

6. Choose OK.

If you are using callback with callers who use varied phone numbers,
you can let ReachOut ask for the number to call back. This is useful if a
user routinely connects from different locations and you want to reverse
telephone charges—for example, if an employee is on a business trip.
However, this use of callback is not a security measure.
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To have ReachOut prompt for a callback

1. From ReachOut’s Configure menu, choose Users.

2. Double-click the user account for which you want to set
the callback.

3. Choose ReachOut.
4. Under Call back, choose Set by caller.
5. Choose OK.

The connecting user will see the following message prompting for the
callback name or number. In most cases, this is a phone number where
the user is waiting.

ReachOut Logon Status E

Enter callback:

1] 4 | Cancel I Help |

ReachOut will disconnect, then call back at the number or name the
caller supplies. The computer that originated the call still acts as the
calling computer and can use remote control or ReachOut Explorer.

Callback Security Options

At times, you might want to force all user accounts to use callbacks
when connecting to your computer. Instead of changing the properties
of each user account, you can simply have ReachOut deny access to the
accounts that do not have callbacks set up.

To enforce callbacks

1. Choose Security from the Configure menu.

2. On the Connect tab, check Callback required.

Callback

MLalback required
H%gun't allow caller

to zet callback
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3. To make ReachOut also deny access to accounts that let
the caller enter the callback number, check the box
labeled Don’t allow caller to set callback number/name.

4. Choose OK.

Connecting to a Callback Computer

When you connect to a computer that is set up for callbacks, you see a
message similar to this before you are allowed to connect.

ReachDOut Logon Status

‘waiting for "ROBC" to call us back...

e || 1 ree |

While you're viewing this message, the other computer is verifying your
connection and calling you back. Once the connection is made again,
you can perform whatever actions you want (such as remote control or
file transfer)—as long as you have access rights for those actions.

Determining Who’s Logged On

If you're using your computer when another user attempts to remotely
control it, one of two things must happen:

* You stay logged on, and the caller temporarily gains the rights you
have to your computer.

e The caller is logged on (and you are logged off), giving you the
rights the caller has to the computer.

You can choose how you want ReachOut to handle this situation.

Note: You can also have ReachOut prompt you whenever a user tries
to connect, and decide at that time whether or not to let the user in. For
information about this feature, see Confirming Connections, on page 62.
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IMPORTANT! If you have ReachOut log the caller on, Windows NT
must close all open programs and display the logon prompt when a
caller tries to use remote control. To have this happen without breaking
the ReachOut connection, you need to set ReachOut to wait for calls as
soon as the computer starts. Set this option by choosing Options from
ReachOut’s Configure menu.

To choose which user is logged on

1. From ReachOut’s Configure menu, choose Security.

2. Under Desktop control, choose what you want
ReachOut to do when a remote user tries to control your
computer.

— Desktop cantral

¢ Log off current uzer and prompk for new logon
= Give caller all privileges of curment uzer

3. Choose OK.

Note: This setting applies only to remote control users; it does not
affect callers who only use ReachOut Explorer. For file transfers, each
connected user has the rights assigned by that person’s user account.

Logging Off Disconnected Users

When the caller disconnects, you have the choice of leaving that caller
logged onto the computer, or having ReachOut automatically log the
caller off. If you decide to log the caller off, you might also want to have
the computer restart just to clear the system and make sure there aren’t
any problems preventing users from reconnecting.

To choose what happens upon disconnection

1. From ReachOut’s Configure menu, choose Security.
2. Choose the Disconnect tab.

3. Under When a call is disconnected, choose what you
want ReachOut to do.
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Note: If you have your computer restart and you want users to
be able to connect again, you’ll need to tell ReachOut to start
waiting for calls when the computer starts. Set this option by
choosing Options from the Configure menu.

4. Choose OK.

Confirming Connections

Even if a person has a valid password, you can set up your computer to
notify you when that person tries to connect. This allows you to verify
the password before allowing the connection.

You might choose to confirm connection attempts for either of the
following reasons:

* Asan added security measure, so that a user at the waiting
computer must personally confirm each caller before allowing that
caller access to the computer.

* Asa convenience, if someone might be already using the computer
when a caller tries to connect. Turning on confirmation notifies the
current user of the connection attempt and gives that user a chance
to save any work, or to prevent remote control until the computer
is no longer in use.

To let you confirm all connections

1. Choose Security from the Configure menu.

Configure

| 2. Check the box labeled Prompt before accepting an
MF incoming call.

Users...
thiDT Confirmation

F%EF'mmpt before accepting an incoming calk
St |3EI 3: zeconds for a responge

If noresponse: € Connect @ Disconnect

3. Type or select the number of seconds you want to give
the current user to respond to the prompt.
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4. Next to If no response, choose what you want to
happen if no one responds to the confirmation prompt.
For tight security, choose Disconnect so that no
unconfirmed callers get through.

5. Choose OK.

Remote Control Security

You can use ReachOut’s security features to limit what a user can do
with your computer during a remote control session.

On a global level, you can determine whether a person can copy data
from your Clipboard using ReachOut’s Remote Clipboard. You can also
set up your computer to automatically end a connection if the other
computer hasn’t used your computer after a specific amount of time.

You can also prevent the caller’s keyboard and mouse actions from
being transmitted to your computer, or disable remote control entirely.
To set remote control security

1. Choose Security from the Configure menu.

Configure

Izers... a Security

2. Make changes on the Session tab, and choose OK.

Eonnectl Digconnect  Session IAppIicationl

Optionz...

I iDon't allow callers to remotely control this compter

I Daon't allow callers to access files using ReachOut Explarer
—w'hile hasting a remote contral zezsion

™ Clear this computer's display &
™ lgnore this computer's kepboard and mause

™ Ignore remate computer's keyboard and mouse

™ Don't allow remote access bo this computer's clipboard

—w'hile hosting a ReachOut Explorer zezsion

Caller access rights: I Full Contral - I gl

¥ Check for viruzes on ransferned files

— Connection time

™ Lt b |24 ﬁ Ihours j per Iday j

ak I Cancel | Help |

63



Chapter 5

64

Security

Protecting Your Files

The most important thing on your computer is its files. By default,
everyone who connects to your computer has Full file access
rights.They can copy, delete, create, and rename your files and folders.
You can change file access rights on a global level, or on a file-by-file
basis.

Windows NT and ReachOut give you many ways to control rights to files.
You can use any or all of the following methods to specify what rights
users have to access specific files on your computer:

*  You can prevent remote control of your computer.

*  You can limit or prevent the use of ReachOut Explorer to create,
change, rename, delete, or copy your files.

* Ifafileis on adisk or a disk partition that uses the NT file system
(NTFS), you can set the properties of a file or a folder to specify
which users have access to that file or folder.

ReachOut Explorer Security

You can set a default level of access to your files:

* Full Control, which lets users create, change, move, delete,
rename, and copy files and folders, as well as take ownership and
decide who has access to files.

* Change, which lets users create, change, delete, rename, and copy
files and folders.

* Read/Write, which lets users copy files and folders to and from
your computer—but not move, rename, or delete your files and
folders.

* Read, which lets users copy your files and folders to their
computers, but not create, change, or delete files and folders on
your computer.

A connected ReachOut Explorer user never has more access than the
level you choose under ReachOut security—regardless of the user’s
individual rights to files on the computer.
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To set file access for ReachOut Explorer

1. From the ReachOut Configure menu, choose Security.
2. Choose the Session tab.

3. To prevent access completely, check Don’t allow callers
to access files using ReachOut Explorer.

Security E3
I:Dnnectl Disconnect  Session |.~’-‘-.|:||:|Iication|
[ Don't allow callers ta remotely control this computer

[T Daon't allow callers ta access files using BeachOut Explorer

4. Under Caller access rights, choose the maximum level
of file access you want all connecting users to have.
Choose Full Control, Change, Read/Write, or Read Only.

Caller access rights: | Full Cantrol hd I

¥ Check for VITLITES e

Note: If you installed ReachOut from the network, you can’t
override ReachOut supervisor security.

5. Choose OK.

IMPORTANT! ReachOut Explorer security does not apply to
remote control users who access your computer’s files through your
Windows desktop. To limit file access for remote control users, you must
edit the file properties of the appropriate files and folders. The next
section explains how to do this.

Windows NT File and Folder Security

Windows NT lets you set permissions on files and folders that are stored
on a disk or a disk partition that is formatted to use the NT file system
(NTFS). You can decide who has access to any given file or folder, as
well as what level of access each user has.

Note: This level of security is not available on drives that use the
standard DOS (FAT) file system.
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Normally, you assign access to files and folders by groups of users, not
by individual users (although you can do either). Therefore, you need
to be sure that your user groups are named in a convenient way and
that all users belong to the correct groups. Once you've done this, you
can easily assign file rights to particular groups.

To set access rights to a file or a folder

1. Open Windows Explorer.

Open

W You can do this by right-clicking the Windows Start
Eind... menu and choosing Explore.
st Ef;;:wiz;s 2. Browse to the file or folder for which you want to set

permissions.
3. Right-click the file or folder and choose Properties.

4. Choose the Security tab.

If you don’t see a Security tab, the file or folder is not
stored in an NT file system. You cannot set individual
access rights for this file or folder.

5. Choose the Permissions button.

Pemizzionz |
6. Use the Add and Remove buttons to place groups of
users in the list.

Tip! Ifyou choose Add and then choose the Show Users button,
you can add individual users as well as groups to the permission
list.

7. To determine the level of file access each group has,
select the group and choose the access level you want
from the Type of Access list.

Type ot Accesst (e Control _‘Eg

8. Choose OK, and close the Properties dialog box.

Note: Whether you can change the permissions on a file or a folder
depends on who owns the file. To learn more about ownership, choose
the Ownership button on the Security page, then choose Help.
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The Event Log
shows
successful and
unsuccessful
connections to
and from your
computer.
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Virus Checking

Anyone you give “Full Control” or “Change” access may copy data to
and from your computer. You might consider enabling ReachOut virus
checking on your computer if you want to ensure that files transferred
to your computer are virus free.

Note: ReachOut can’t virus check compressed (such as ZIP) files.

To have ReachOut check files for viruses

1. From ReachOut’s Configure menu, choose Security.

2. Choose the Session tab.

3. Check the option Check for viruses on transferred files.
4. Choose OK.

Auditing ReachOut Events

ReachOut records important information about the ReachOut program
and connections to your computer in the Windows Event Log. The Event
Log shows who connected to your computer, how long the connection
lasted, and any unsuccessful connection attempts.

To view the Windows Event Log

1. Choose Event Log from the ReachOut View menu.

: Event Viewer - Application Log on \\RUTHASHLEY3

Log Yiew Options Help
ate ime ource ategory vent ser omputer
D. Ti S B E u. C
@ 12/2/96  B:06:09 AM ReachOut Mone 107 /A RUTHA~
[ AR
@11/ Date:  12/2/% EventiD: 105 A RUTHA
11/36 Tine,  BOB08AM Sourse:  ReachDut N7A RUTHi_,
Use: N/ Type:  Information
©12/1/9 TS RUTH
gl;ﬂjgg Computer: RUTHASHLEYD Categeny: Mane wﬁ Sﬂmi
&121/96 Description M RUTHA
@121/96 The FreachOlLt service was started I RUTHZ
@1271/96 M RUTHA
@12/1/9 S RUTHZ
@12/1/96 M RUTHZA
@12/1/9 S RUTHZ
@12/1/96 M RUTHZA
@12/1/9 S RUTHZ
gw 211496 of | M RUTHZA
12/1/96 M RUTHZ
@1211/96 Dstz) G@1Eyes Elufoms NjA RUTH#
@12/1/% = RUTHA
@12/1/96 M RUTHA =
L _’I_I
Dose | Previaws | et | Hep |

2. Double-click an event to see the details.
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Giving Access to ReachOut

All of the security measures you implement do little good if anyone can
change them. Before you finally let ReachOut users connect to your
computer, you should check ReachOut’s application security settings
to make sure you have given rights to change ReachOut settings to the
correct users.

For example, you probably don’t want most callers to be able to change
ReachOut’s security settings. If they could, then they could simply
connect and turn off the security features that you implement. To
prevent this, you can tell ReachOut exactly which users are to be given
access to the security settings, so ReachOut knows not to let others in.

To administer ReachOut application rights to a user, that user must be
part of one or more user groups defined on your computer. Windows
comes with six built-in user groups, including the “Administrators”
group. Members of the “Administrators” group can always change
any ReachOut settings, regardless of which groups you select in the
application security settings. If you want to have full control over all
ReachOut settings, make sure you are an Administrator on your own
computer.

By default, ReachOut application security contains the following
settings:

These settings... May be changed by...
Security Administrators

Options and configuration Everyone

Connection Icons Everyone

(creating, editing, or deleting)

To limit who may access ReachOut

1. From ReachOut’s Configure menu, choose Security.

2. Choose the Application tab.
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3. For any or all of the three areas (security, options, and
connection icons), check the Limit who may edit box.

4. For each group of settings you limit access to, choose
which group of users you want to grant the access to.

Keep in mind that members of the “Administrators”
group can change any settings. If you want to limit
access to a group of settings so that only members of
the “Administrators” group can change them, simply
choose Administrators in the list.

5. Choose OK.

|

Connectl Dixcunnectl Sezzion Application |

—Access to ReachOut features

v Limit wha may edit FeachOut security:

[~ Limit who may edit FeachOut options/configuration:

) ILlsers j

[ Limit wha may edit FeachOut connection icons:

E.?’_ ILlsers j

(] I Cancel Help
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E ReachOut
CONFIGURATION
Windows configures your modem or network, so you normally don’t

have to configure them to use ReachOut. You'll find detailed help on
configuration and troubleshooting in Windows Help.

This chapter includes configuration information you might need to
modify modem or network configurations and make ReachOut
connections. Once you can connect, you'll only have to worry about
configuration if you have multiple modems, if your computer is on more
than one type of network, or you change the hardware or the software
that controls your communications.

In this chapter¥

ReachOut Configure MeNU...........cooeevrniernneernienn, 72
Configuring Waiting OptionS...........cceveviernnieinnnceinens 72
Configuring Your Modem ...........ccocevnennnicnnincenens 73
Changing Your Network Settings ..........cooeevveerrnenceenens 77
Configuring Network List Options ..........cccovvvveeernineeinens 80
Identifying Your COMPUEE ...........cvuriniririniesneceisiene 81

Troubleshooting CONNECLIONS..........ccvvireureririreiririeieeenes 82
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ReachOut Configure Menu

The Configure menu lets you set ReachOut Security, access the
Windows NT User Manager, and set options that affect how you use
ReachOut.

The Security and Users commands are covered in Chapter 5, ReachOut
Security.

When you choose Options from the Configure menu, ReachOut
presents a multiple-tabbed dialog box. This chapter covers the Waiting,
Identification, and Network List options.

Dptions
Keyboard I Metwiark List | Printing
i aiting | |dertification | Huosting

—Wwiait for calls over

¥ Modem Configure... |
[V MetBIOS (MetBELI) Caonfigure. . |
¥ Metware (IFX/SPx) Configure... |

[ Intemet [TCRAR)

— Start waiting for call

& when ReachOut starts

" When computer starts

QK I Cancel | Help |

Settings on the Hosting, Keyboard, and Printing tabs deal specifically
with remote control. See Chapter 4, Remote Access, for more details.

Configuring Waiting Options

You can tell ReachOut to start waiting for calls when your computer
starts or when you start ReachOut. For better control over when calls
can be accepted, choose When ReachOut starts. To allow callers to
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connect any time the computer is running, choose When computer
starts.

You can use additional measures to control which calls are received.
See Confirming Connections in Chapter 5 for details on how to
determine whether incoming calls get through.

Your computer can wait for calls over a modem or on any of three
network protocols: NetWare, NetBIOS, or TCP/IP (Internet protocol).
The configuration details are different for each. Modem configuration is
handled through standard Windows NT dialog boxes.

Note: If you installed ReachOut from a network, the supervisor may

have limited the ways you can wait for a call. See your network
administrator if you can’t access the type you need.

Configuring Your Modem

You may need to change the way your modem is set up to communicate
with another computer’s modem (for instance, the other computer’s
modem can only receive data at 9600 bps, and your modem is set up to
always connect at 28,800). At times, the communication line can
interfer with your connection and you will want to select a lower speed
that works.

If a connection icon uses the modem in a unique way, you will want to
configure it individually. You can configure the modem properties for
each connection icon and tailor the configuration for each.

If you switched modems or if you moved your modem to a different
communication (COM) port, you can configure it within Windows or
within ReachOut. To make the changes affect all uses of the modem
under Windows NT, modify your configuration under Windows NT
directly, using Control Panel.

IMPORTANT! Changes you make to the modem configuration
under ReachOut apply only to ReachOut. If you make any modem
configuration changes under ReachOut, later changes to the

Windows NT modem configuration won't affect ReachOut because the
information is stored separately.
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Configuration a Modem for Waiting

You can configure a modem globally to apply to all incoming ReachOut
calls. If you use your modem with other applications as well, you'll
probably want to do any global configuration under Windows NT.

To configure a modem for incoming calls

1. Choose Options from the Configure menu.
2. Choose the Waiting tab and check Modem.
3. Click the Configure button next to Modem.
4

If you have more than one modem, choose the one you
want to configure from the list. Be sure the Wait on this
modem box is checked, then choose Configure.

5. Modify the modem’s property sheet as needed.

Note: If you change any of your modem settings through ReachOut,
the settings apply only when you use ReachOut. Changes you make to
that modem later under Windows NT have no effect under ReachOut.

Waiting Over Multiple Modems

ReachOut can wait for calls on any or all of your modems. Just make
sure the Wait on this modem box is checked when each modem is
selected in the Waiting Modem dialog box. (Refer to the previous set of
instructions on configuring a modem.) Of course, only one caller can
use any given modem line at one time.

Configuring a Modem for Connection Icons

You can change the modem properties for any connection icon
individually. These apply to outgoing ReachOut calls only.

To modify properties for a connection icon

1. Right click the connection icon and choose Properties.

ReachOut displays a dialog box like this one. The
information you see was supplied when you created the
connection icon. You can make changes as indicated on
the next page.
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Ruth at Home [1X]

Call Setup I Options I

— Settings

Areacode:  Telephone number:

If the connection needs
terminal emulation, check it
here. ReachOut will ask if
necessary.

Choose a different modem

} |555-1 13

LCountry code:

I United States of America [1]

™ Use teminal emulation

¥ Use country code and area code Locatioz__ |

=l |+ Change the

location you are
calling from

— Connection Medium

IModem j

Typs: =
“ISportster 28800-23600 External j LConfigure | T

=
=i
| Configure the

current modem

o]

Catcel |

Help |

2. Change the Connection Medium to Modem if necessary.
To make specific modem changes, click the modem’s
Configure button. ReachOut opens the property sheet.
In most cases, you should make these changes under
Windows NT so they apply to all applications.

Check Only connect at this
speed if line noise
interferes or if you
suspect hardware
problems.

/

Modify the Windows modem property sheet as needed.

Sportster 28800-33600 E xternal Properties

General I Eonnectionl Dptionsl

Sportster 28800-33600 Extemal

Part: COM2

— Speaker volume

— Mazimum speed

{57600 =

— I | [l contest &t this speed

o]

(7] %]
Maximum speed
fields help you
test your modem.
Cancel |
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The Connection tab lets you provide additional information about how
to connect. This is where you set the parameters for the connection.
You can also change the timeout defaults that apply when ReachOut is
establishing a modem connection.
The modem properties Options tab lets you to specify options such as
operator-assisted dialing or credit card calls. You can also have
Windows open a terminal window so you can type specific modem
commands.
Sportster 28800-33600 E xternal Properties JEd [E3 |l S portster 28800-33600 External Properties EE
General  Connection | Options | General | Connection  Options |
~ Cannection preference:  Cannection cantral

Wil ot IW:Iv I~ Biing up taminal window befors diaing

Party:  [one Il I Biing up terminal window after diing

Stepbits [T ]

r— Dial control

— Call preference:

v Wit for dial tome before dialing

¥ Cancel the callif not comnected within IED seCT Wit for credit card tone: IB 3: seconds

™ Disconnect a callif idle for more than |30 ming

™ Operator assisted or marual dial

— Status contral

V' Display modern status

Adwanced... |
oK I Cancel | oK I Cancel

Problems Connecting Via Modem?

If you're having problems connecting to a computer over a modem,
check the number you are trying to reach, the modem itself, and the
cable.

*  Make sure the number is correct and that you used the right area
code. If you need a special dialing prefix (such as 9), make sure
Windows knows it. Open Modems in the Windows Control Panel
and click the Dialing Properties button. (If you didn’t check Use
country code and area code, ReachOut doesn’t recognize the 9
you put in Dialing Properties.)
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*  Make sure your modem has power and is connected to a phone
line. This is a bit different for internal and external, standard and
ISDN modems, but check the documentation for your modem if you
aren’t sure it is connected right.

*  Make sure the modem cable is not a null modem cable; you need
those only for direct cable connections. You might want to try a
different cable to see if the problem goes away.

*  Try connecting to a different computer. This will help you identify
whether the problem is with your modem or with where you are
trying to connect.

*  Have someone else try to connect to your computer. This will let
you know if you have problems with incoming calls as well.

If you have the correct number and cable and you're still having
problems, try isolating the problem by connecting to Stac’s Download
Services via Windows HyperTerminal (See the Accessories menu) rather
than with ReachOut. If you connected without problems, then make
sure you're connecting to the remote computer using a valid number
and password.

Changing Your Network Settings

When you connect two ReachOut computers via a company’s local area
network or via the Internet, the communication process requires the
communication protocols on the computers to be set up correctly.
When you install ReachOut on the computers, it detects and selects the
correct communication protocol automatically.

For example, on a Novell NetWare network, the communication
protocol is usually IPX/SPX. On the Internet, the communication
protocol is TCP/IP. The NetBEUI communication protocol, which is
compatible with NetBIOS, is usually used for a network based on
Windows 95, Windows for Workgroups, Windows NT, or LAN Manager,
with computers directly connected.

Many networks support several protocols. For example, your company
may use NetWare IPX/SPX for the primary LAN. But users will use TCP/IP
when they connect to the Internet and NetBEUI (a form of NetBIOS)
when they use direct cable connections.
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ReachOut makes it easy for you to provide any additional information
you want for each communication protocol. Choose Options from the
Configure menu to change the settings. For specific information, you
may have to check with your network administrator.

To change your network settings

1. Choose Options from the Configure menu.

2. On the Waiting tab, choose the network type you want
to change.

3. On the resulting window, make the appropriate
changes.

A typical window for each network is shown in the next
section.

To remotely change the communication protocols for the computer
you’re connected to, you’ll need to have the proper access to that
computer.

NetBIOS

Choosing to configure a NetBIOS network results in this window:

NetBIOS Properties

General |

Mame type: =

1] I Cancel | Help |

If you have trouble connecting over a NetBIOS compatible network,
including NetBEUI, make sure the protocol is installed and works for
your other communications. If so, you might want to change the Name
type to 32.
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NetWare IPX/SPX

Choosing to configure a NetWare IPX/SPX network results in this
window:

Netware (IPX/5PX) Properties

General |

7 Suppart previnus Feashiut versions

¥ Enable Broadcast
Broadcaszt 10: II

Metware server I
for routing:

Group 1D I

Open connect 20

timeout: = seconds

(u] % I Cancel | Help |

For NetWare, you can enable SAP or Broadcast as the connection
method. If you Enable SAP, you can choose to support previous
ReachOut versions if needed.

If you choose to Enable Broadcast, you can supply a Broadcast ID,
which means you’ll only be able to communicate with other ReachOut
computers that have the same Broadcast ID. Other ReachOut computers
won't even appear in your network list. You probably won’t need a
NetWare server for routing unless you have a complex network with
many segments, but it's a good idea to specify your login server anyway.
If your network list doesn’t seem to include all the waiting ReachOut
computers, specifying your login server might solve the problem.

If you specify a Group ID, you will only be able to connect with other
computers that have the same Group ID specified. By default, all
ReachOut computers have the same Group ID.

To change how long ReachOut waits for a computer to respond when it
tries to make a connection over the NetWare network, change the Open
connect timeout.
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Internet

You don’t need any special configuration to use ReachOut across the
Internet. Both computer must be on the Internet (using a windows
based TCP/IP protocol), and one computer must be waiting over the
Internet. The calling computer must use the Internet hostname or the
specific IP address of the waiting computer.

Problems Connecting Via Network?

If you can’t connect from a connection icon you created, the computer
may not be ready and waiting. Check the Network List view in ReachOut
and make sure it is available.

Check your network configuration on both your computer and the one
you are trying to connect to. Make sure you have specified the correct
communications protocol for your network. Make sure the computers
do not have different Broadcast or Group IDs. If networks on both
computers are configured correctly, the systems should connect. If not,
check with your network administrator.

Configuring Network List Options

You can control how ReachOut prepares the network list of ReachOut
computers waiting on a NetWare or NetBIOS network that you can
display in the ReachOut window. ReachOut does not generate a network
list of computers waiting on the Internet.

Waiting | Identification | Hosting
¥.eyboard Netwiork List | Printing

When creating netwark, list

Lizt computers waiting for callz aver:

W ait |1D 3: seconds for remate computers to respand.

Choose the network type (NetWare or NetBIOS). Then specify how long
to wait for computers to respond. A very large or complex network may
take more time to identify all the computers.
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The network list is updated continually while it is displayed. When
waiting computers respond, ReachOut displays their icons immediately.
At regular time intervals, ReachOut resends the network list request to
see if any new computers are waiting for calls. By default, ReachOut
waits ten seconds for computers to respond before resending the
network list request. You can decrease this number to get updates more
often, or you can increase the number to give waiting computers more
time to respond to each request.

Tip! If acontinually updated network list is getting in your way, you
can stop the list at any time by right-clicking in the ReachOut window
and choosing Stop Network List. To continue updating the list at a later
time, right-click again and choose Start Network List.

Identifying Your Computer

When you installed ReachOut, your Windows NT computer name
automatically became your ReachOut computer name. This name
appears in network lists and is used by others to connect to your
computer over a network.

To change your computer’s ReachOut name

1. Choose Options from the Configure menu.

2. On the Identification tab, enter a new name.
You can use up to 15 characters.

Options
K.eyboard | Metwiark, List Frinting
W aiting |dentification Hosting

Uze the field: below to identify thiz computer. Other
ReachOut computers uge thiz name and description
wheh communicating with this computer.

Mare: IAnita's Dffice

Description: IMain WT machine

3. Inthe Description field, add a short description.
The description appears in network lists.
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Troubleshooting Connections

If you've set up your modem or network and you can’t make a
ReachOut connection, you might want to check the Troubleshooting
section of ReachOut Help. It contains a number of useful suggestions
that might help you solve connection problems.
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Your users will be accessing their computers from home, on the road,
and other locations. As the ReachOut supervisor, you can protect your
company’s data by implementing security globally. You have several
options:

* Install ReachOut on the network. Require that users install
ReachOut from your network to pick up your security settings. You
can also customize ReachOut so that your users install only certain
components.

* Use ReachOut Supervisor Security to set global ReachOut
security. You can set minimum security and require callbacks to
ensure that only authorized users are accessing the computers.
Your settings prevent users from making less secure settings on
their copy of ReachOut.

* Require that users dial in to a gateway system. This allows
you to verify computers dialing in before they connect to company
computers.

* Allow Internet access only to those who need it. Make sure
your company’s firewall (network security system) allows access
only to those people who need to have the ability to access your
computers via the Internet. Make sure your users understand that
they should not give their computer’s IP address to just anyone.

In this chapter¥
Installing ReachOut on the Network...........ccccovvvieinininn. 84

Setting Global ReachOut SECUrity........ccoveururinireirriricines 89
Setting Global Internet SECUIity..........cooveurrinieinninieinenns 95
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Installing ReachOut on the Network

As the ReachOut supervisor, putting ReachOut in a network directory
from which your users can install ReachOut allows you to centralize and
control ReachOut. With a network installation, you can:

* Customize ReachOut so that your users install only the
components you want them to install or only the ones they
need. For example, you can customize ReachOut so that once it is
installed on a user’s computer, the user can only use the computer
to make calls and not be allowed to wait for calls.

* Implement global security measures that affect all your
ReachOut users. For example, you can force callbacks, refuse all
connection attempts after three incorrect password entries, force a
a minimum level of security for file transfers with ReachOut
Explorer, and so on.

IMPORTANT! To install ReachOut on the network, you'll need a
multi-user ReachOut license.

Network Installation Options

You have three options for making ReachOut available to your users
from a network drive. The next section includes details for all three
options.

1. Copy the contents of the ReachOut Setup disks onto a network
drive. With this type of installation, you can’t enforce global
security. Users will need to implement their own ReachOut
security measures.

2. Install ReachOut on a network drive using SETUP SHARED and
have your users run SETUP from this directory to install only
essential ReachOut system files on their computers and use the
remaining files directly from the network directory. This
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installation option allows you to define a minimum level of
security for all ReachOut users who installed ReachOut from
the SHARED network installation.

3. Install ReachOut on a network drive using SETUP SHARED, and
write an installation script to customize ReachOut for your
users. This allows you to customize ReachOut and implement
global security.

Copying ReachOut CD-ROM to the Network

For convenience, you may want users to install individual copies of
ReachOut on their workstations from a network location.

To copy ReachOut to the network

1. Insert the CD-ROM into a CD-ROM drive.
2. Locate a network folder with at least 15 MB space.

3. Create a folder to hold the data; name it something like
ROshare.

4. Within Windows NT, drag the entire set of files and
folders to the network folder.

Users can now run SETUPEXE from the DISK1 folder much the same
way they would if they were installing ReachOut directly from CD-ROM
or floppy disks.

Note: ReachOut security will not be implemented globally. Users will
have to implement their own security measures.

Installing ReachOut Shared

Run SETUP SHARED to install a multi-user ReachOut license on a
network drive for public installation. During this type of installation,
ReachOut does the following:
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*  Copies ReachOut public installation files to the specified network
folder. To install ReachOut at their workstations, your users just run
SETUP from that directory.

* Installs crucial system files in a folder on your local computer.

* Installs SECURITY.EXE on the computer you choose, which allows
you to specify global security settings.

When your users run SETUP, ReachOut copies only the necessary
ReachOut files to their computers. When you and your users run
ReachOut, most of the files are accessed directly from the ReachOut
network directory.

To install ReachOut for public use

1. Choose Run from the Start menu.

2. In the Run box, type the path to Disk 1 and enter SETUP
SHARED instead of SETUP.

3. Click OK.

The Setup wizard steps you through the process. It will
ask you to select a network drive to install ReachOut, a
local folder for installing ReachOut, and a computer on
which to install Supervisor Security.

After installing ReachOut with SETUP SHARED, you will probably want to
set global security before users install ReachOut. See Setting Global
ReachOut Security on page 89 for details.

Scripts for Custom Network Installation

Create the script using any text editor such as Windows Notepad or
WordPad. If the same script applies to all users, you can modify an
existing file named ROINST. If you have different scripts for different
users, tell each user to run SETUP scriptname on the network drive
(scriptname is the name of the script file).
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When you have installed ReachOut with SETUP SHARED, you can write
an installation script that customizes ReachOut for your users; use any
text editor. The default script (named ROINST) includes PUBLIC as the
only command. To enforce shared security settings, you must include
PUBLIC as the first line of any script. This tells SETUP that it is doing a
public installation when users run SETUP.

In the script, you can add keywords to customize ReachOut. Save the
file with the same name if you want it to apply to all your users. If
different users need different setup scripts, you can create several files
and save them with different names. The figure shows an example script
that forces a user to connect to another ReachOut computer via
NetWare, and prevents the use of SuperFTP Client to connect to Internet
FTP hosts.

Bl roinst - Motepad =]
File  Edit Search Help

PUBLIC 2]
NETWORK=IPX
SERUER=F $4
NOF TPCLIENT

o

4] 2

For complete details on the entries you can make in the script, search
for “scripting” in Help. The following table lists some of the more
commonly used keywords for installation scripts. The online help
includes complete information.

Note: There is a limit to the length of each line in the script.
ReachOut ignores anything after the first 200 characters on a line.
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To do this...

Type this line...

Install only ReachOut data files and
configuration files.

Install ReachOut to a specific folder.

Specify a directory under which a
user can install to any subfolder.

Configure to make calls only.
Don’t allow use of the FTP client.

Set the network type for making or
receiving calls.

Set the computer’s name.

Allow users to type the computer
name with the install command (for
instance: SETUP MYCOMPUTER).

Set a NetWare server for routing.

PUBLIC

TARGET=path_name
TARGET=path_name\%1

TYPE=Viewer
NOFTPCLIENT

NETWORK=network_protocol
[Types: NetBIOS, IPX (for
NetWare), and Winsock (for
Internet)]

NAME=computer_name
NAME=%1

SERVER=server name

To create a new installation script

1. Use any text editor and create a new file.

2. Type the installation commands and settings you want.
Include PUBLIC as the first line in the script file.

Save the file as Read-Only.

Have users install with SETUP scriptname so ReachOut
will copy the necessary files to the user’s computer.

Note: If you modify the file ROINST instead of creating a new one, all
your users need to do to install ReachOut is to run SETUP.
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Setting Global ReachOut Security

The first step in implementing global ReachOut security is to install
ReachOut on the network running SETUP SHARED, and have your users
do a public installation from the network. The previous section in this
chapter explains how to do this.

The second step is to run ReachOut Supervisor Security and implement
the security features you want to apply to all users who install ReachOut
from the network.

Note: ReachOut Supervisor Security has no effect on ReachOut’s FTP
connections. However, you can prevent users from making FTP
connections by adding NOFTPCLIENT to an installation script.

When users do a public installation of ReachOut, they will not be able to
override your security settings. If, for example, you force callbacks,
your users cannot bypass callbacks. If you change the settings later, the
new settings apply to all public installations of ReachOut.

To run ReachOut supervisor security

From the Windows Start menu, choose Programs.
Choose ReachOut.

Choose Supervisor Security.

P wDdPE

In the ReachOut Supervisor Security window, make the
desired global security settings.

The Supervisor Security settings are summarized on the following pages.
In most cases they work exactly as described for individual users in
Chapter 5. Any settings you turn on here, however, are disabled for
individual users, so they can’t shut them off.
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Waiting Security

You can prevent users from receiving calls on any or all of the
connection types. By default, ReachOut accepts calls over any modem
or network that is present on the user’s computer. If you want to prevent
calls from connecting over the Internet, uncheck Internet. To prevent
receiving of direct modem calls, uncheck Modem. You’ll see locks

appear next to the connection types that you have made unavailable to
users.

Note: These settings prevent incoming calls only. Users can still make
outgoing connections over any connection types their computers are set

up for.
§ Fieschlut Superisor Secury Hils &3
*waiting IEonnectl Disconnectl Sessionl .&pplicationl Keyboard I Metwork List I Prirting
it for calls override “/aiting I Identification | Huosting
To prevent computers from waiting for calls on a
particular communications medium, clear the check —*fait for calls over
biox nest b the medium below,
[e) I Modem Configure... |
[~ Modem = S
_ [V MetBIOS (NetBELI) Carfigme.. |
¥ NelBIOS [NetBELI) i =
¥ Mefware IP</5Fx) Confi |
= L= figure...
¥ Netware (IPX/SPX) i
I Intemst [TCP/AP)
-W—. E 3
T =
— Start waiting for call:
i+ wWhen BeachDut starts
" “when computer starts
Ok I Cancel Help 0k, I Cahicel Help
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Connection Security

You can force users to use prompts, callbacks, logons, and lockout at
the level you require to ensure that incoming connections are secure.

The fields on the Supervisor Security Connect tab parallel those on the

ReachOut Security Connect tab reached through the Configure menu.
You can specify overrides that enforce the security or usage limits you

need.

The Confirmation override group of fields lets you set confirmation
limits; this is unchecked by default. If you require callbacks or deny
caller-specified callbacks as a supervisor, users are limited to your

requirements.

ﬁ ReachOut Supervisor Security

Waiting Connect | Disconnectl Sessionl Applicationl

S E3

r— Confirmation override

™ bust wait |3D 3: zeconds for a responze

I™ Force disconmect if no response

- Callback ovenide Authenticate caller

™ Callback required @ |sing default MT process
' On local computer anly

0 domain:

e

I Dan't allow caller
ta et callback
number/name

— Desktop control override

™ Muszt log off current wser and prompt for new lagon

 IntruderGuard overide

™ Lock aut all callers after |3 3: bad lagon attempts

Securty

Connect | Disconnectl Sessionl .ﬂpplicationl

r— Confirmation

W {Prompt before accepting an incoming calk

W ait IBD 3: geconds for a responze

Ifnoresponse: Connect © Disconnect

— Callback
™ Callback required

Authenticate caller

& sing default MT process

r Don't allow caller

" On local computer anl
to zet callback - 5 g

— Desktop contral
{0 | ot G ek e St pramEt e rew e
& Give caller all privileges of curent uger

r IntruderGuard

™ Lock out all callers after |3 3: bad logon attempts

o]

Cancel | Help

o]

Cancel | Help

You can also constrain desktop control and IntruderGuard (lockout)

conditions.
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You can force a connected computer to disconnect after a time of no
activity. By default, Force disconnect after no activity is off.

ﬁ ReachDut Supervisor Security

Waitingl Cornect Disconnect I Sessionl .&pplicationl

r~ Idle disconnect overide

W Force disconnect after no achivitg

™ bust wait ID _% minutes before disconnecting

~ Digconnect action overide

& User defined
& | og the caller off the computer

€ Restart the compter and prompt for new logon

=] E3

Security

Cornect Disconnect I Sessionl .&pplicationl

—*when under remote control

v Dizconnect after no activity

it ID 3: mirutes before disconnecting

—*when a call is disconnected

€ Leave the caller logged onta this computer

& Log the caller off this computer

" Bestart the computer and prompt for new logon

o]

Cancel | Help

o]

Cancel | Help

You can also specify the effect when two connected computers are
disconnected. Users are constrained to the same effect.
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For the hosting computer, you can deny remote control and/or
ReachOut Explorer access. You can also specify global file access
rights, as well as limit the connection time. For remote control, you can
force the computer’s screen to clear, ignore input devices from either
connected computer, or disable remote access to the Clipboard.

=] E3

ﬂ ReachDut Supervisor Security

Waitingl Eonnectl Disconnect  Session |ﬂpplication|

I~ Don't allow compters to be to remotely controlled

I Dan't allow files to be acceszed using FeachOut Explarer

— Remate control hasting override
™ Clear computer's display
™ lgnore computer's keyboard and mause &

™ lgnore caller's keyboard and mouse

I Daon't allow remote clipboard access

Security

Connectl Discornect  Session |Application|

I~ Don't allow callers to remately control thiz computes

I Dan't allow callers to access files wsing ReachOut Explarer

Ee

™ Dan't allow remote access to thiz computer's clipboard

—while hosting a remote control zeszion
™ Clear this computer's display
™ lgnaore this computer's kepboard and mouse

™ Ignore remote computer's keyboard and mouse

— ReachOut Explorer hosting override:

™ Limit caller access rights; I 'l gl

™ Must check for viruses on transferred files

— Connection time override

T

™ Limik o |24 :II Ihours

—while hosting a ReachOut Explarer session

Caller access rights: I Full Cantral hd I

¥ Check for vinuses on transfemed files

=

r— Connection time

I Limit to: |24 = Ihours =] per Iday =

Cancel | Help |

o]

Cancel | Help |

o]

For ReachOut Explorer, you can set a global access limit.
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Members of the Windows NT “Administrators” group on any computer
always have full access to ReachOut and its settings. Using application
security, you can specify one additonal NT user group that may edit
ReachOut security, edit ReachOut configuration, or edit ReachOut

connection icons.

ﬂ ReachOut Supervizor Security [ (3] =]

Waitingl Eonnectl Disconnectl Sezzion  Application |

— ReachOut access overides
V' Limiit wha may edit FeachOut security:

S

™ Lirit wha may edit FeachOut optiohs./configuration;

) IUsers L]

Administrators

™ Limit wha may edit ReachOut connection icons:

;3’_ I Users L]

Security

Connect | Disconnect | Gession  Application |

—Access to ReachOut feature
™ Limit wha may edit FeachOut security:

b

™ Limit wha may edit FeachOut aptions/configuration:

) IUsers j

Administrators

™ Limit wha may edit FeachOut connection icons:

E,._}_ IUsers j

0k I Cancel | Help

ok I Cancel | Help

Chapter 5, ReachOut Security, has more information about creating
user accounts and assigning users to Windows NT user groups.
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Setting Global Internet Security

It’s up to you to allow or deny access to your company’s data via the
Internet. If your company does not have a firewall (network security
system), users can connect without your knowledge. If a computer is
set up for anonymous logins, anyone can connect and have access to
your company’s important data.

Make sure you've taken all the necessary precautions to protect against
unauthorized users as described in Chapter 5, Security.
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PASSPORT

ReachQOut Passport™ lets you remotely control other computers from
within your web browser. With Passport, you can connect to any
computer around the world that’s on the Internet and running
ReachOut.

While you're browsing the Internet, click a remote control link in a web
page and your browser starts ReachOut Passport to make the
connection. Locally, you can also create Passport connection icons to
connect to waiting ReachOut computers over the Internet or over
another Windows-based TCP/IP network.

This chapter shows you how to use ReachOut Passport as well as how to
set it up in your own web site to give users access to ReachOut
computers.

In this chapter Y4

INEPOTUCHION ... 98
ReachOut Passport ReqUIremMeNtS.........cooveerrrrerevreninennn. 99
Installing ReachOut Passport...........ccoeueerininerrinincieininens 100
Using ReachOUut PaSSPOIT.........c.cviurureriiieiriniicieirnieeiins 103
Putting Passport on the Web ..., 109
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Introduction

ReachOut Passport lets users control waiting ReachOut computers over
the Internet or any other Windows-based TCP/IP network. It is easy to
install and use, both for people who just click a local connection icon
or a hyperlink from a web page and for webmasters who make
ReachOut Passport links available to users.

ReachQOut Passport always runs within a web browser. When you install
or download Passport, you get the components needed to run with the
type of browser that Passport finds in your system:

*  APlug-in for browsers like Netscape Navigator™ 2.0 or higher.

* AnActiveX Control for browsers like Microsoft Internet Explorer™
3.0 or higher.

Passport reaches its greatest potential when embedded in a web page,
because users are freed from their local computers. They can download
Passport for the current browser from any computer on the Internet
when they need to make a connection.

You can also use Passport locally, without clicking on hyperlinks. Here
are some ways you might want to use Passport locally:

* To create connection files to control your own connections.

* To make connections using connection icons on your local
computer.

Note: Passport supports remote control of a computer waiting on the
Internet. It does not support ReachOut Explorer and it does not receive
calls.
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ReachOut Passport from a Web Site

Most Passport users depend on links built into a web site to provide
connections to waiting ReachOut computers. Passport users can control
the computer remotely as soon as the connection is made. The first time
they use Passport, they can download the plug-in or let Passport handle
downloading the ActiveX Control.

The company webmaster builds the hypertext pages that provide links to
waiting ReachOut computers. The last part of this chapter (starting on
page 109) shows webmasters how set up pages so users can connect to
waiting ReachOut computers.

IMPORTANT LICENSING INFORMATION!

Each ReachOut computer to which you provide access through Passport
acts as a Host computer and requires a separate licensed copy of
ReachOut. Each Host computer’s primary user is legally entitled to
download as many copies of Passport as needed to control that
computer and other ReachOut computers from anywhere in the world.
Users who do not have a licensed copy of ReachOut are not entitled to
download ReachOut Passport. You can contact Stac for information
about a Multiple-License Agreement or Site License.

Reachout Passport Locally

Users can use ReachOut Passport in a browser locally to connect to
waiting ReachOut computers, after creating Passport connection icons.
These icons work much like standard ReachOut connection icons.
While Passport connection icons may look like ReachOut’s connection
icons, they are not interchangeable.

ReachOut Passport Requirements

To install and use ReachOut Passport, you must have:
*  Windows 95 or Windows NT 3.51 or later on your computer
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e Access to the Internet or another Windows-based TCP/IP network
e A web browser

> Plug-in compatible, such as Netscape Navigator 2.0 running on
Windows 95 or Windows NT 3.51 or 4.0

> ActiveX Control compatible, such as Microsoft Internet Explorer
3.0 running on Windows 95 or Windows NT 4.0

The computer you want to connect to must be:

*  Running Microsoft Windows NT, Windows 95, or Windows 3.1 or
higher

*  On the same TCP/IP network as your computer

*  Running ReachOut 5.0 or higher

*  Waiting for calls

Installing ReachOut Passport

You can install ReachOut Passport in three basic ways; this section
explains all three:

*  Download the components you need from a web page when you
need them

 Install for local use from ReachOut Setup
 Install for webmaster use from ReachOut Setup

Download from a Web Site

If your company has included Passport links on web pages, you don’t
have to install Passport at all. When you encounter a Passport link in a
web page, just follow any instructions there. (If you already have
installed or downloaded Passport, just click the link and control.) The
web page should include complete instructions on what to do, as
summarized below.
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Passport ActiveX Control

If your browser supports ActiveX Controls, as Internet Explorer 3.0 and

later browsers do, coding on the page locates the control, downloads it,
installs it, and connects to the computer you chose. Depending on your

browser’s security settings, you may see the VeriSign certificate attesting
to the safety of the downloaded files.

If Passport is not able to download the ActiveX Control and connect to
the requested computer, you may have your browser security level set to
reject all downloads.

To allow downloads

1. Start Internet Explorer.

2. Choose View from the Options menu.

3. On the Security tab, click the Safety Level button.
4

Click the Medium level, then choose OK.

Passport will notify you before downloading files.

Passport Plug-In

If you browser supports Netscape-compatible plug-ins, the web page
probably includes instructions for downloading a compressed file
(NPROPEXE), running it to extract files, and copying the files to the
appropriate folders. After you restart the browser, Passport is installed
and you can click the hyperlink to connect to the waiting computer.

Note: Once you've downloaded the Passport plug-in files to your
computer, you won't have to do it again.

The Passport plug-in requires that three Microsoft files (MFC40.DLL,
MSVCRT.DLL, and WININET.DLL) be present in the WINDOWS/SYSTEM,
WINNT/SYSTEM32, or WINNT35/SYSTEM32 folder. Microsoft supplies
them with much of its software (including Internet Explorer 3.0).
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If not, your web site should allow you to download the files. The file
ROPMFC.EXE contains MFC40.DLL and MSVCRT.DLL; download the file,
run to extract the files, and copy them to the folder. The file
WINTDIST.EXE or WINT351.EXE contains WININET.DLL; running it
extracts the files and places them in the appropriate directory.

Basic Passport Install

If you choose ReachOut Passport when setting up ReachOut, Setup
installs Passport components for the browsers it detects. If you have
both Netscape Navigator and Internet Explorer, for example, Setup
installs components for using Passport on both browsers and stores
them where the browsers can locate them.

If you didn’t choose ReachOut Passport when you ran ReachOut Setup,
you can run it again and just check ReachOut Passport.

Webmaster Setup Install

Webmasters need a different set of files than do Passport users. They
need copies of crucial files for putting on the web site for users to
download. And they need a set of sample HTML pages that demonstrate
the code that makes Passport work.

Note: The webmaster version of Setup copies files but does not place
them in other locations. For convenience, you may want to run Setup a
second time to install Passport for local use.

To install ReachOut Passport for webmasters

1. On the Start menu, choose Run.

2. Insert the CD-ROM or disk #1 into the appropriate drive
and type d:SETUP -W

3. Follow the instructions on the screen.
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Check only ReachOut Passport.
On the Choose Setup Type screen, choose Typical.

Note: If you are upgrading ReachOut Passport, restart Windows
before running Passport.

Using ReachOut Passport

ReachOut Passport is included with ReachOut 7.0 and runs on any
Windows 95 or Windows NT 3.51 or later system. You can use it to
connect to any computer running ReachOut under Windows.

Starting Passport from a Web Page

Clicking a link for a Passport connection automatically starts Passport if
the appropriate control files are available. When you click the
hyperlink, you'll see the Passport window in your browser as Passport
establishes the connection. When you supply the access information,
you’ll be connected, ready to control the computer.

When you disconnect from the ReachOut computer, you’ll see the
Passport window again in your browser.

Starting Passport from Your Desktop

Since Passport always runs within a browser, you can’t start it directly.
However, Setup puts ReachOut Passport in the Start menu Programs list
with entries for two Passport startup files: Plug-In Browser and
ActiveX Control Browser. Choose one of these, and your default
browser starts automatically.

Note: When you click one of these, Passport opens an HTM file using

your default browser. Be sure to choose the appropriate startup file for
your default browser.
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If default browseris... Choose ... Touse ...

Netscape Navigator or a plug-in Plug-in Browser  rop_np.htm
compatible browser

Microsoft Internet Explorer or an ActiveX Control  rop_ocx.htm
ActiveX compatible browser Browser

Note: Instead of opening a startup file, you can open a connection
file if you have any. Connection files are named with ROP extensions;
each corresponds to a connection icon. They are stored in the ReachOut
Passport folder. You can make a shortcut to the connection icon on your
desktop for quick access.

To start Passport from a running browser

Type any Passport startup file’s full name, including
path, in the browser’s input field, just as you would a
URL, or

Drag the file into the browser’s window.

The Passport Viewer

Whenever the Passport window appears in your browser, you can use it
to connect to waiting ReachOut computers. The default connection icon
(SAMPLE) is not set up to connect to anything. You can create
connection icons, much as you do in ReachOut. You won't get all the
features of ReachOut, but you’ll be able to remotely control a waiting
ReachOut computer over the Internet.

The Passport toolbar and the viewing window make up the Passport
area in the browser. If you are connected to a ReachOut computer,
you'll see that desktop in the viewing window. Just click the icon on the
far left of the toolbar to disconnect.



Passport toolbar

Viewing window
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When ReachOut Passport is not connected to another computer, the
viewing window contains any connection icons you have created; the
SAMPLE icon does not connect to anything. After you create connection

icons, you can use Passport to connect to ReachOut computers that are
waiting on the Internet or other TCP/IP network.

Here’s how Passport looks in Netscape Navigator.

»+¢ ReachDut Passport - Not Connected [_ o] =]
File Edit “iew Go Bookmarks Options Directory  Window Help
.l
oy G| |
Bzl || Forward| - Home Edit Reload | Imaces | Open Print Find St

Locatinn:|hle:#z’.’C|JF'F|DGFIA"1JF!EACHD"WF!DP_NP.HTM j N
Whal'sNew?l ‘what's Coal? | Diestinations | NatSealchI People | Softwaral Sl

-

1ol ole] Bls| ] Xl

B

sl |

=8| |Documert: Done [ =7

The toolbar and viewing window look the same under Internet Explorer.

Ei ReachOut Passport - Not Connected [_ (O] %]
File Edit “iew Go Favoites Help

“ﬁﬁeﬁ@vg@-

Back  Fonward  Stop Refresh Home  Search Favorites  Print Font b ail

”Addressl j HJ Lirks

SAMPLE

[ EL
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Passport Toolbar

Once Passport is connected to a ReachOut computer, whether through a
connection icon or through a web link, you can remotely control a
computer just as you would with a computer using standard ReachOut.

Since Passport doesn’t have menus, you'll use the toolbar for most
actions.

To do this ... Click ...

Connect using selected icon

Disconnect from the connected computer

Create a new connection icon

Send the local clipboard to the remote one
Get the remote clipboard into the local one
Enlarge Passport to fill the entire screen
Scale the remote desktop to fit in Passport

Choose settings for ReachOut Passport
printing, file storage, and DOS emulation

Delete the selected icon

X @lEEEEE R R

Change or read properties of selected icon

Display connection icons in this style

Get help using ReachOut Passport

B
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Passport Connection Icons

Passport connection icons let you connect directly to a ReachOut
computer waiting on the Internet. To make a connection, Passport
requires three pieces of information:

* The computer’s name or IP address
» A user name ReachOut expects on that computer

* Apassword correponding to that user name

The connection icon requires only the first; you may include user 1D
and password if you like.

To create a connection icon

1. Click |E| on the Passport toolbar.
The connection icon appears in the Passport viewing
window with a default name.

2. Change the name of that icon to something meaningful,
such as My Office.

3. Click on the toolbar or right-click the icon and
choose Properties.

3 # Connection Properties

User and Host | Calling Options I

Host

i My Computer

Host address: Imyc:ptr.wolk.c:om

Paszword

% i Specify remate computer password... I

QK Cancel Apply Help
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4. In the Host address field, type the computer’s IP address
or full domain name.
Note: Passport locates computers more quickly by IP address.

5. If you wish, click Specify remote computer password
and type the information.

For security reasons, you may want to leave it
unspecified so that Passport will prompt users for the
information.

6. If necessary, choose the Options tab. These are the
same properties as in standard ReachOut.

When a connection icon appears in ReachOut Passport, you can use it
to connect to the specified computer if ReachOut is waiting for calls.

To connect to a waiting computer

1. Select a connection icon.

2. Click f..l on the Passport toolbar.
Or connect in one step by double-clicking the connection icon.

For detailed information about how ReachOut Passport works, see its
online Help.

How ReachOut and Passport Differ

In a few cases, you use ReachOut Passport differently from standard
ReachOut. In ReachOut Passport:

*  Only remote control connections to computers waiting over the
Internet or another Windows-based TCP/IP network are valid.

* No ReachOut files are needed. Passport stores its connection files
in its own installation folder.
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* Any local connection icons are available when Passport is open but
you aren’t connected.

» Connection files use extension ROP, not RCO. They are specific to
Passport. ReachOut and Passport do not share connection files.
* You use the toolbar icons rather than commands to:
» Scale remote display to fit entirely within the Passport window
(Scale Display button)
Set printer options (Options button)
» Transfer data between the computers (Get/Send Clipboard
buttons)
* Panning is not available.
* There is no hot key to cycle the remote computer's running
applications.
» Passport can’t receive calls, use ReachOut Explorer, or Chat.

» Passport can’t force a connected computer to restart on
disconnect.

Putting Passport on the Web

Note: The remainder of this chapter contains information for
webmasters to use when putting ReachOut Passport on their web sites.

ReachOut Passport lets users control a waiting ReachOut computer over
the Internet. Passport contains two products in one: an ActiveX Control
and a browser plug-in. The ActiveX Control works automatically to get
any needed files and connect to a computer. The plug-in requires that
the needed files be available on the user’s computer in order to make
the connection. As webmaster, it is up to you to put the files in
appropriate locations and include HTML code that references them.

IMPORTANT! Before putting Passport in a web site, install it
using SETUP —W to make sure you have the files you need.
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Required Files

Setup puts Passport files in the folder you specify, and also creates a
subfolder named Sample Website. It contains sample HTML pages that
you can use as a guide in putting ReachOut Passport on your own site.

Note: Change to the Sample Website folder and double-click
START.HTM to look at the sample pages locally. The links and download
paths are incomplete, but you'll be able to see how the pages fit together
and how they are coded.

Passport also requires that users have several Microsoft files in
WINDOWS\SYSTEM, WINNT\SYSTEM32, or WINNT35\SYSTEM32; they
are installed with Internet Explorer and many other Microsoft products.
You can also download them from http://www.stac.com/rop.

e To get MFC40.DLL and MSVCRT40.DLL, users can download
ROPMFC.EXE, run ROPMFC.EXE to extract the files, then copy both
to the appropriate SYSTEM folder.

* To get WININET.DLL, users run WINTDIST.EXE or WINT351.EXE to
extract the files and puts them in the appropriate location.

You can have users download the files from your web site or directly
from Stac’s web site.

Sample Website Structure

The diagram on the next page shows the structure of the sample web
site. It includes the names of HTM files from the sample, and shows the
types of files you have to create to let Passport connect to three
computers. You can easily modify this plan to fit your needs.

The left side shows the pages the user may see when browsing the site.
Clicking on a link in LIST_AX.HTM or LIST_PLG.HTM connects the user
to one of the computers shown on the right side of the page. The files in
the middle of the diagram are required to make Passport work.


http://www.stac.com/rop
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The starting page (START.HTM) offers a choice between an ActiveX
control and plug-in compatible browser. You might want to use
HTTPS or another secure method to prevent unauthorized users
from going beyond this page.
The user must know what kind of browser will be used. Once that
choice is made, the user sees a list of remote computers.

Pages
User Sees

Files Used Internally

Computers
User Controls

ActiveX
Link to:
Desktop A
Desktop B
Desktap C

list_ax.htm

ActiveX

START
PAGE

start.htm

Plug-In

Plug-in
Download

Library
files

frst_plg htm

Plug-in
Link to:
Desktop C
Desktop B
Deskiop A

list_plg.htm

ActiveX
Link to A

paul_ax.htm

ActiveX

Link to B
coll_ax.htm

ActiveX
Link to €

anna_ax.htm

Plug-in Connection

Paints to
connection 7
file €

anna_plg.htm

Plug-in Connection

Points to fie B
connection
file B

coll_plg.htm coll.rop

Plug-in Connection

Points to
connection 7
file A

paul_plg.htm

Colleen's PC

Desktop
A

Windows NT

——

Paul's PC

A similar list appears for each type of browser (LIST_AX.HTM or
LIST_PLG.HTM). The user makes a choice, responds to login
prompts, and is connected to the ReachOut computer shown in the
right column. If your site has just one or two computers to control,
you might want to combine the starting page and the lists.
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The middle section of the diagram shows pages and files that the user
never sees. Passport uses these behind the scenes to establish the
connection to the computers shown on the right of the diagram.

* The user never sees the pages with the coding that sets up the links.
For ActiveX controls, the page contains an OBJECT tag with PARAM
attributes that identify the control and establish the connection. For
plug-in links, the page contains an EMBED tag naming a
connection file that establishes the parameters for the connection.

Sample ReachOut Passport Pages

This section demonstrates the essential coding in the sample web site
pages included with Passport. Your Sample Website subfolder contains
files that you can modify or use as a guide in putting Passport on your
company’s web site. The connection information and download targets
in the pages are incomplete. You will have to customize this
information.

The first Passport page asks the user what type of links are desired. The
Plug-in method works with both Netscape and Internet Explorer. Notice
that each choice links to a standard HTML page.

ActiveZ compatible browser (such as Microsoft

<BR>

ActiveX Control Branch Anyone who wishes to use ReachOut Passport

clicks on a choice like this:
<hr>»

Internet Ezplorer 2.0 or higher) <h2>ActiveX Control Branch<fh2>

<a href="list_ax.htm'">ActiveX compatible

browser<fa> [such as Microsoft Internet
Explorer 3.0 or higher]

Plug-in Branch <hr>

<h2>Plug-in Branch<fh2>

Plug-in compatible browser (such as MNetscape <a href="list_plg.htm">Plug-in compatible

MNawgator 2.0 or lugher) browser<ja> [such as Netscape Navigator 2.0

or higher]
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ActiveX Control Coding

The following illustrates the page that appears if the user chooses the
ActiveX branch. You can see how it looks on screen and how it is coded
with simple HTML tags. Notice that we used a table to allow for evenly
aligned graphics. You can use any type of list if you prefer.

When the user clicks a link, such as Colleen McDonald, the next page
(COLL_AX.HTM) downloads the ActiveX control if necessary, gets any
Microsoft files if necessary, runs the ActiveX control, and presents the
desktop for remote control. The user will have to enter a password.

<{TABLE BORDER=0>

<TR>

<TD ALIGN=CENTER> <img border=0
hspace=10 src="face?23.qgif'">

<{TD ALIGN=LEFT> <A HREF="coll_ax.htm">
{B>Colleen McDonald<{{B><fA>
<TR>

<TD ALIGN=CENTER> <img border=0
hspace=10 src=""execl 3.gif'">

<{TD ALIGN=LEFT>» <A
HREF="paul_ax.htm'"><{B>» Paul
Anna Lenore Smith Jefferson<{fB><{jA>

<TR>

Choose a remote computer.

Colleen WMcDonald

Paul Jefferson

The ActiveX control coding is similar for all three computer
connections. The only required difference is the HostAddress value.

<BODY>

<object
classid="clsid:a1d23d83-b31c-11cf-9246-0000e202bb2b"
type=""application/x-oleobject"
codebase="http:ropx.cab®Version=7,0,0,0"
id=ropctl
align=center
width = 100%
height = 90%

>

<param name="HostAddress" value="nnn.nnn.nnn.nn">

<{param name="UserName' value="""

<{param d" value=""">

<{param name="EnableCache" value=0>

<{param name="5aveCache" value=0>

<param name="EnableCompression" value=0>

<{param ""Disablelnput” val 0>

<param name="DontTransmitlnput" value=0>

<{param name="5caleDisplay" value=0>

<param name="ClearDisplay" value=0>

{{object>
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Use a separate HTML file for each connection in your list, with different
connection information in the parameters. You'll want to copy the tag
from one of the supplied files to make sure it is entered correctly. Use
the version information supplied.

Within the OBJECT tag itself, you'll have to supply the CODEBASE path
and version number information. The original version number for the
ActiveX Control is 7,0,0,0. You'll have to modify the value if you upgrade
to a later version. The OBJECT tag with its attributes is identical for all
your connection pages. For each connection, you'll have different
information for the first PARAM tag. You must supply the full domain
name or IP address of the desired connection; you may supply the
UserName and Password, but most people prefer to omit the access
information for added security. The last seven parameters can each have
avalue of 1 (ON) or 0 (OFF). The example shows them in ReachOut’s
default state.

The OBJECT tag syntax for using Passport is shown in the Reference
Section at the end of this chapter.

IMPORTANT! The required Microsoft Foundation Class libraries
and WININET.DLL are installed in WINDOWS\SYSTEM or
WINNT\SYSTEM32 with Microsoft Internet Explorer. If a user is missing
WININET.DLL, MFC40.DLL or MSVCRT40.DLL, the control accesses the files
automatically from the Stac web site.

Plug-in Use Coding

If the user chooses the plug-in branch, the next page offers a choice
using the Passport plug-in. You can see how it looks on screen and how
it is coded. Notice that we used a table to allow for evenly aligned
graphics. You can use any type of list if you prefer. Except for the names
of the linked files, the lists are identical for ActiveX control and plug-in
browsers. (The First Time Users button is explained on page 116.)
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Download Passport
Plug-In files

First Time Users

If you have used Passport from this computer

hefore, choose a remote computer.
Each requires User ID and Password.

Colleen WcDonald

Paul Jefferson

<TD><A HREF="first_plg.htm'><img border=0
src=""1time.gif">{a><{/td>

<TD><b>Download Passport Plug-In files</b><ftd>

<JTABLE>

<hr>

<b>lf you have used Passport from this computer before, choose a
remote computer.<br>Each requires User ID and Password.<fb>
<blockquote><blockquote>

<TABLE BORDER=0>

<TR>

<TD ALIGN=CENTER?> <img border=0 hspace=10 src="face23.gif'">
<TD ALIGN=LEFT> <A HREF="coll_plg.htm"> <B>Colleen
McDonald</B><jA>

<TR>

<{TD ALIGN=CENTER?> <img border=0 hspace=10
src="execl3.gif">

<TD ALIGN=LEFT> <A HREF="paul_plg.htm'><B> Paul

When all the files are in place, clicking a hyperlink causes Passport to
connect to the specified ReachOut computer. The linked page uses the
plug-in to get the connection file (ROP) that accesses the waiting
ReachOut computer. The user will probably have to enter a password.
Below is the code for the linked page and the connection file.

Plug-In Connection HTML Page

ROP Connection File

<BODY>

<fBODY">

<EMBED SRC="colleen.rop"
TYPE=applicationfx-rop
WIDTH=800 HEIGHT=600>

[Connection]
HostAddress=nnn.nnn.nnn.nn
UserName=
Password=
EnableCache=1
SaveCache=1
EnableCompression=1
Disablelnput=0
DontTransmitinput=0
ScaleDisplay=0
ClearDisplay=0

The plug-in connection page can rely on the EMBED tag, as shown in
the example, or it can reference the connection file directly in the HREF
attribute of the A tag. The EMBED tag tells the browser where to find the
connection file and what plug-in to use in processing it. You'll have to
insert the appropriate connection file name for each connection.
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You can create connection files using any text editor. Passport creates
them automatically when you create connection icons using your local
copy of Passport.

* When you create a connection icon in Passport, the name you
assign to the icon becomes the filename, with the extension ROP.

* If you create the file by hand, be sure to use all ten fields. To let
Passport prompt for the user ID and password, leave the
UserName= and Password= fields blank.

Put the ROP file in the folder that contains your HTM files. Syntax for
the EMBED tag and connection file are included in the Reference
Section at the end of the chapter.

First time Passport Plug-In Users

To use Passport with a browser that doesn’t support ActiveX Controls,
your users will have to download the files they need and move them to
the appropriate folders. The sample web site uses a First Time Users
button to link to a page (FRST_PLG.HTM) that tells users what to do
and makes the process easy for them.

Here are some things to keep in mind:

* Tell users how to decide what they need, and provide text or a
button to click for downloading.

*  ROPNPEXE contains the plug-in and help files. Setup installed it in
your Passport folder. You should put it on your own web site. After
downloading and extracting, users must copy ROPNP.DLL to the
plugins folder and the HLP and CNT files to WINDOWS\HELP or
WINNT\HELP.



Download Microsoft Lihrariesl

| Download for Windows HT 3.5“

| Download for Windows HT 4.l]|

| Download for Windows 95 I
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* ROPMFC.EXE contains Microsoft Foundation Class libraries
Passport depends on. Microsoft installs them with Internet Explorer
and other products, so they are not included in ROPNP.EXE. Your
users need these if WINDOWS\SYSTEM or WINNT\SYSTEM32 does
not contain MFC40.DLL and MSVCRT40.DLL. You can point directly
to http:/ftp.stac.com/rop/ropmfc.exe, or you can manually
download the file from the ReachOut Passport Web page and put a
copy on your web site.

e  WINTDIST.EXE (for Windows 95 and Windows NT 4.0) and
WINT351.EXE both contain the Microsoft file WININET.DLL, which
the plug-in depends on. Microsoft installs it automatically with
Internet Explorer and many other products, so it is not included in
the ROPNP.EXE download. Your users will need it if
WINDOWS\SYSTEM, WINNT35\SYSTEM32, or WINNT\SYSTEM32
does not contain WININET.DLL. Installing Passport puts these files
in the ReachOut Passport Webmaster folder. You can manually
download the files from the ReachOut Passport Web page, or point
directly to them at http:/ftp.stac.com/rop.

Your web page will have to

» Make sure any files users may have to download are available.

e Tell users how to run the downloaded files and where to move the
resulting files.

Reference Section

This section summarizes the components you need in placing ReachOut
Passport on a web site.

Stac maintains a web page where you can download the latest version of
crucial ReachOut Passport files. Connect to www.stac.com/rop at any
time and download the files you need or reference them directly from
your web pages.
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Passport
Feature ActiveX Plug-in
Coding tag <OBJECT> <EMBED>
Connection info <PARAM> tags ROP connection file

Download files

Storage of files

Automatic, if needed  User clicks button

Automatic User moves files

ActiveX Controls

The OBJECT tag specifies the information needed to locate the ActiveX
control (ROP.OCX), determine if a new one is needed, download
ROPX.CAB if needed, get any Microsoft files needed, and run the

control.

The items in bold italics indicate what you have to customize.

<OBJECT

CLASSI D="cl si d: a1d23d83- b31c- 11cf - 9246-

0000e202bb2b”

TYPE="appl i cati on/ x- ol eobj ect”
CODEBASE="ht t p: [ pat h] r opx. cab#Ver si on=7, 0, 0, 0"
| D=r opct |
ALI GN=CENTER
W DTH=100%
HEI GHT=90%

>
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM

NANE="
NANE="
NANE="
NANE="
NANE="
NANE="
NANE="
NANE="
NANE="

NANME=

</ OBJECT>

Host Addr ess” VALUE="nane or
User Nanme” VALUE="user| D' >
Passwor d” VALUE=" passwor d” >
Enabl eCache” VALUE=1>
SaveCache” VALUE=1>

Enabl eConpr essi on” VALUE=1>
Di sabl el nput VALUE=0>

Dont Transmi t | nput” VALUE=0>
Scal eDi spl ay” VALUE=0>

Cl ear Di spl ay” VALUE=0>

| P>
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If you have an updated ROPX.CAB, change the CODEBASE attribute to
specify an updated version number. The registry entry for ROP.OCX
includes version information and a later one signals the system to
download and use the new ActiveX Control.

You can change any of the PARAM values.

*  The HostAddress must be the full domain name or permanent IP
address of the ReachOut computer.

* The UserName and Password provide access information. Leaving
their VALUES blank forces the user to enter access information.

* The last seven values can be 0 (OFF) or 1 (ON).

Security

ROPX.CAB is certified by VeriSign, Inc., for your protection and that of
your users. If a new version of Passport’s ActiveX Control (ROPX.CAB) is
downloaded, a certificate may appear, depending on the user’s security
settings.

You may want to add additional security to your web site to protect the
connections you have established from wandering eyes. You can use
HTTPS or some other system that requires password access to pages
that contain Passport links.

Plug-in Requirements

The EMBED tag names the plug-in and indicates where the connection
file is. The items in bold italics are the ones you have to customize.

<EMBED
SRC="[path/]fil ename. ROP”
TYPE=appl i cati on/ x-rop
W DTH=800
HEl GHT=600>

Note: The WIDTH and HEIGHT attributes are required. This example
shows typical values.
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The connection file is ASCII text. Creating a Passport connection icon
creates a connection file for you, or you can create these files manually.
To force users to enter access information, leave the UserName and
Password field values blank. The last seven fields can be 0 (OFF) or 1
(ON). The example shows ReachOut’s default settings.

[ connecti on]

Host Address=ful | donmain nanme or |P address
User Nane=User | D
Passwor d=password
Enabl eCache=1
SaveCache=1

Enabl eConpr essi on=1
Di sabl el nput =0

Dont Transmi t | nput =0
Scal eDi spl ay=0

C ear Di spl ay=0

If you prefer, you can use a tag like <A HREF="passport/anna.rop”>
instead of EMBED to reference the connection file directly

Microsoft Files

MFC40.DLL, MSVCRT.DLL, and WININET.DLL must be present in
WINDOWS\SYSTEM, WINNT\SYSTEM32, or WINNT35\SYSTEM32 on the
local computer.

If necessary, you and/or the user can download ROPMFC.EXE from
http://www.stac.com/rop. Run ROPMFC to extract MFC40.DLL and
MSVCRT.DLL, then copy them to the appropriate SYSTEM folder.

Obtain WININET.DLL by extracting either WINTDIST.EXE or
WINT351.EXE. These files can be downloaded from Stac’s web site or
you can get them from the ReachOut Passport Webmaster folder. Run
the appropriate file to install WININET.DLL and store it correctly.
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Tips to Make Passport Work Well on Your

Site

* Allow for both ActiveX and plug-in compatible browsers.

 For both ActiveX and plug-in compatible branches, use a separate
HTML page for each computer connection link. The user doesn’t
see these pages, but the system needs them.

* Tell users what to do or what happens the first time a computer
uses Passport, and make sure all needed files are available.

* Make sure the linked-to computers really have ReachOut running

and are waiting on the Internet; Passport can’t connect if they
aren’t.

In Summary

Feel free to use our sample pages and graphics as you wish in preparing
your web site to use Passport.
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allowing, 68
files and folders, 65
Full transfer, 64
NTFS, 66
Read/Write transfer, 64
Read-Only transfer, 64
Accounts, 50
ActiveX Control
download, 101
example coding, 113
OBJECT tag syntax, 118
reference, 118
Adding
passwords, 50
Address book
view tool, 15
Adjusting
ReachOut viewing window,
33
Administrator
NT, 68
ReachOut. See Supervisor
Application
ReachOut security, 68
supervisor security, 94

Arranging
ReachQut connection icons,
19
Auditing, 67
Automating
file transfers, 45
icon, 11

B

Broadcast ID, 79
Browser

ActiveX Control compatible,

103

default, 103

plug-in compatible, 103
Buttons

Passport, 106

ReachOut, 15

ReachOut Explorer, 41

C

Cable
direct connect, 24
modem, 77
Cache
enabling, 37
saving to disk, 37
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Callback
prompting for, 59
protecting with, 57
protection, 54
using, 59
Calls
credit card, 76
operator assisted, 76
CD-ROM
installing from, 9
Centralizing ReachOut, 84
Changing
ReachOut connection icon
properties, 18
user account, 51
Chat, 45-47
Chat tool, 15
Clearing
the other computer's
display, 38
Clipboard
getting ReachOut remote, 39
Passport tools, 106
sending to ReachOut remote,
39
COM port, 73
Compression
enabling for remote control,
37
for faster file transfer, 44
ReachOut Explorer, 44
Configuring
computer identification, 81
Internet, 80
modem, 21, 73-76

multiple modems, 74
NetBEUI, 78
NetBIOS, 78
NetWare, 79
network, 20, 77
network list, 80-81
TCP/IP, 80
Waiting options, 72
Confirming
connections, 54
file transfers, 43
password, 62
Connect
ReachOut security, 53
supervisor security, 91
Connect tool
Passport, 106
ReachOut, 15
Connecting
direct cable, 24-25
for remote control, 27
FTP, 25-26, 29
local network, 20
multiple, 20
ReachOut Explorer, 29
ReachOut versions, 26
to a Windows 3.1 computer,
27
to Windows 3.1 computers,
27
with Passport, 108
with ReachOut, 14
Connection files
Passport, 115, 120
ReachOut, 18
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creating Passport, 107
creating ReachOut, 17
Dial-Up Networking, 22
on desktop, 19
Passport, 107
properties, 18
ReachOut, 17
viewing ReachOut, 19
Control
keyboard and mouse action,
37
remote, 32
Copying
Chat text, 47
FTP, 48
Creating
ReachOut connection icons,
17
user account, 51
Credit-card calls, 76

D

Data
optimizing transfers, 43
transfers with ReachOut
Explorer, 40
Default browser, 103
Desktop
in viewing window, 27
Desktop connection icons, 19
Diagram
sample website, 112
Dialing properties
modem, 21, 76

ReachOut for Windows NT

Dial-Up Networking, 21-24
connecting to DUN server,
23
connection icon, 17, 22
connection list, 22
controlling computer, 23
creating connection icons,
22
options, 22
view icons tool, 15
Differences
between ReachOut and
Passport, 108
Direct cable connection, 24—
25
Disabling
password, 52
remote input, 37
the other computer’s
keyboard and mouse, 38
user account, 52
Disconnect
FTP, 48
protection, 54
ReachOut, 14
ReachOut security, 61
result, 61
supervisor security, 92
Disconnect tool
Passport, 106
ReachOut, 15
Disks
installing from, 9
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Display

clearing the remote, 38

ReachQOut connection icons,

19

waiting computers, 20
Documents

working with remote, 32
DOS

can't connect from, 20
Double-clicking

in ReachOut Explorer, 43
Download Service, Stac, 6
Downloading

to install Passport, 100
Drag and drop

ReachOut Explorer, 40

E

Email, reading, 5

EMBED tag
example coding, 115
syntax, 119

Emulation, terminal, 75

Event log, 67

Explorer, ReachOut, 40-45
options, 43

F

File transfer
FTP, 47-48
long names, 41
optimizing, 43
Remote Clipboard, 38
rights, 64

standard, 44
vigorous, 44
with ReachOut Explorer, 40
File types
RCO, 18
ROP, 115
First time plug-in use, 116
Folders
synchronizing, 45
FTP
connection, 9, 25-26
connection icon, 17, 25
file transfers, 4748
window, 29
Full screen tool, Passport, 106
Full transfer rights, 64

G

Gateway, 22
Global
internet security, 95
supervisor security, 83
Group ID, 79
Groups, 66
Guest access, 52

H

Help
FTP, 9
icon, 11
Passport, 106
ReachOut, 6
Hot keys
Remote Clipboard, 40



HTML

examples, 110-11

for ActiveX Control, 113
for plug-in, 114

pages explained, 112-17
pages users don't see, 112
pages users see, 111

Identifying

your computer, 81

Install

shared, 85

Installation script, 87
Installing

from different media, 9

from the network, 10

network, 84

network options, 84

Passport, 100-103

Passport for webmasters,
102

Passport through ReachOut
Setup, 102

ReachOut, 9

Internet

accessing during remote
control, 32

configuring, 80

connecting over with
ReachOut, 21

file transfers, 47-48

global security, 95

security, 89

ReachOut for Windows NT

IntruderGuard, 54, 56
IPX/SPX, 79

K

Keyboard
disabling, 37
Keywords
scripted installation, 87

L

License

multi-user, 84

Passport, 99

ReachOut, 9
Listing ReachOut icons, 19
Local network

basic configuration, 20

configuring, 77
Lockout, 55

all users, 56

individual account, 55
Log

event, 67
Logon security, 53-57
Logon through ReachOut, 60
Long file names, 41

M

Making connections, 19
Messages
exchanging with ReachOut
Chat, 45
MFC libraries, 110, 117, 120
MFC40.DLL, 110, 117
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Microsoft Foundation Class

libraries, 110, 117, 120
Modem

basic configuration, 21

cable, 77

configuring, 73-76

connecting over, 21

connection icon, 17

dialing properties, 76

for direct cable connection,

24

multiple, 74

supported, 8

troubleshooting, 76
Monitor. See Screen
Mouse

disabling, 37
MSVCRT.DLL, 110
MSVCRT40.DLL, 117
Multiple connections, 20
Multiple modems, 74

N

Name
long file, 41
NetBEUI, 78
NetBIOS, 78
connections, 20
NetWare
configuring, 79
connections, 20
Network
basic configuration, 20
configuring, 77
connection icon, 17

copying ReachOut files, 85
custom installation, 86
installing from, 10
ReachOut installation, 84
shared installation, 85
supervisor, 83
supported, 8
troubleshooting, 80
Network list
configuring, 80-81
displaying, 20
view icons tool, 15
New connection icon tool
Passport, 106
ReachOut, 15
NPROP.DLL, 102
NTFS, 64, 65

O

OBJECT tag

example coding, 113
Online Help

FTP, 9

ReachOut, 6
Operator-assisted calls, 76
Optimizing

file transfer, 43, 44

ReachOut Explorer, 42, 43

remote control, 37
Options tool, Passport, 106

P
Paging in Chat, 47
Pan key, 34



Panning
using in ReachOut, 34
Passport
ActiveX Control coding, 113
connection icons, 107-8
different from ReachOut,
108
from a web site, 99
installing, 100-103
installing for webmasters,
102
licensing, 99
local use, 99
on the web, 109-17
overview, 98
plug-in coding, 114
requirements, 99
toolbar, 106
using the ActiveX Control,
101
using the plug-in, 101
viewer, 104
web reference, 117
Password
case-sensitive, 51
compatibility, 26
confirming, 62
IntruderGuard, 57
issuing, 51
protecting computers with,
50-53
removing, 52
retry, 54
Pasting
Chat text, 47

ReachOut for Windows NT

Permissions
NTFS, 66
Plug-In
download, 101
example coding, 114
first time users, 116
syntax, 119
Ports, 73
Product Support, 6
Properties
ReachOut connection icon,
18
Properties tool
Passport, 106
ReachOut, 15
Protecting
against intruders, 54
confirming all connections,
54
disconnection, 54
lockout, 55
virus checking, 67
with callbacks, 54, 57
with passwords, 50-53
Public. See Setup Shared

R

RapidSync, 45
RCO files, 18
ReachOut
Chat, 45-47
connecting with, 14
help, 6
icon, 11
installing, 9
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licensing, 99
network installation options,
84
over the Internet, 2
registering, 12
starting, 11
supervisor, 83
supervisor security, 89-94
toolbar, 15
upgrading, 10
usage summary, 14
version compatibility, 26
ReachOut Explorer, 40-45
security, 64
window, 29
ReachOut Explorer tool, 15
ReachOut Window
panning, 34
sizing, 33
Read/Write, 64
Read-Only, 64
Reference section
putting Passport on the web,
117
Registering ReachOut, 12
Remote Clipboard, 38
hot keys, 40
Passport tools, 106
Remote control
optimizing, 37
security, 63
using, 32
Remote control tool, 15

Remote node, 21

Requirements
Passport, 99

ROINST, 87

ROP files, 115

ROPMFC.EXE, 117

ROPX.CAB file, 119

S

Sample Website
pages, 112-17
structure, 110-11
Scaling
Passport, 106
ReachOut, 35
Scheduling file transfers, 45
Scripted installation, 87
keywords, 87
Scroll bars
in viewing window, 28
Security
allowing access, 68
callback, 57
file transfer, 64
lockout, 55
logoff, 61
logon, 53-57
NT administrator, 68
NT file access, 65
password, 50-53
ReachOut Explorer, 64
ReachQOut supervisor, 89-94
ReachOut user, 49



remote control, 63
supervisor icon, 11
virus check, 67
with Passport, 119
Security tool, 15
Session
ReachOut security, 63
supervisor security, 93
Setting up Passport, 102
Setting up ReachOut, 9
Setup
shared, 85
Shared. See Setup shared
Shared installation, 85
Shrinking. See Scaling
Sizing
ReachOut viewing window,
33
SmartSend, 43
disabling, 44
SmartStream, 4
SPX, 79
Stac
contacting, 6
Download Service, 6
home page, 6
product support, 6
Start menu, 11
Startup files
Passport, 103
Supervisor
Internet security, 89
ReachOut, 83

ReachOut for Windows NT

Supervisor security
Application, 94
Connection, 91
Disconnection, 92
icon, 11
Session, 93
Waiting, 90

Support
Stac, product, 6

Support icon, 11

Suprvisor security, 89-94

Sychronizing
folders, 45

T

TCP/IP
configuring, 80
connecting over with
ReachOut, 21
Terminal emulation, 75
Toolbar
Passport, 106
ReachOut, 15
ReachOut Explorer, 41
Tools
Passport, 106
ReachOut, 15
ReachOut Explorer, 41
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Transfer
between two ReachOut
computers, 41
files with long names, 41
FTP, 47-48
Full rights, 64
ReachOut Explorer, 40
Read/Write rights, 64
Read-Only rights, 64
scheduling, 45
SmartSend, 43
with Remote Clipboard, 38
Troubleshooting
connections, 82
modem, 76
networks, 80

U

Uninstall ReachOut
icon, 11

Upgrading
ReachOut, 10

User accounts, 50

User groups, 66

User manager
through ReachOut, 58

Using
ReachOut, 14
ReachOut Explorer, 40
ReachOut Explorer tools, 41
Remote Clipboard, 38

\Y%

VeriSign security, 119
Version
ReachOut compatibility, 26
View
Address book tool, 15
Dial-Up Networking icons,
15
network list tool, 15
Viewer. See also Local
computer
Viewing
adjusting ReachOut window,
33
controlling, 38
event log, 67
FTP window, 29
Passport window, 104
ReachOut connection icons,
19
ReachOut Explorer, 29
remote controlled desktop,
27-29
Virus checking, 67

W
Waiting
for calls, 14, 16
modem, 74
options, 72
supervisor security, 90



Web

putting Passport on, 109-17
Web site

Passport from, 99

Stac, 6

structure of sample, 110-11
Webmaster

installing Passport for, 102
Window

ReachOut for Windows NT

adjusting, 33

moving, 28

Passport, 104

scaling in ReachOut, 36

viewing, 27
WININET.DLL, 110, 117, 120
World Wide Web

Stac, 6
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