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Sending Secure Messages with Mulberry 2.0.3 for Windows

Acquiring PGP Welcome

Welcome to the PGP Setup program. Thes program
will irstall PGP on pour compuder.

Pretty Good Privacy® (PGP) is a program that encrypts
e-mail messages so that only the recipient is able to read
them. It also allows you to secure and encrypt files that

you have stored on your computer.

Itis strongly recommended that pou exit all Windowe programs
before running this Setup program.

Click Cancel to quit Setup and then close any programs you
have mnning. Chck Next to continue with the Setup piogram.

WARNING: This program is protected by copyright law and
intemational treaties

PGP is available on the Student Toolkit CD, which can
be obtained through Software Licensing Services.
University of Pittsburgh students, faculty and staff can
also download a freeware version of PGP through MIT’s
Distribution Center for PGP located at

Unauthorized reproduction or distibution of this program, ar any
portion of it, may result in severe civil and criminal penalties, and
will be prozecuted to the masimum extent pozsible under law.

Cancel

http://web.mit.edu/network/pgp.html. b.) The Software License Agreement window
appears. Read it carefully and click Yes.
Installing PGP Clicking No will cancel the setup process.
If you are installing PGP from the Student Toolkit CD: c.) The Important Product Information
1. Click the Software tab. window appears. Read it and click Yes to
2. Select Utilities. continue.

3. Click Pretty Good Privacy.

Important Product Information.

If you are downloading PGP from MIT’s site:
1. Go to http://web.mit.edu/network/pgp.html.
2. Click the Download link for Windows
95/98/NT/2000 to download the PGP zip file.
3. Use a program such as WinZip to unzip the file.

‘what's New.

What's Mew in PGP Fraaware Version 5.3 -
for Windows 95/8, Windows NT, and Windows 2000
Copyright (c] 1990-93 by Metworks Associates
Technology, Inc., and its Affiiated Companies.
All Rights Reserved,

Thank pou for using Network Associates’ products.

This Whal's New file contains important information

regarding PGP Freeware. Network Associates strongly
ds that you read this entire document.

Network Associates welcomes pour comments and
suggestions. Please use the information provided in
this file to contact us.

Once you have downloaded PGP, double-click the
PGPfreeware_653.exe icon from the folder where you
unzipped it. The PGP setup wizard begins.

IWaming: Export of this software may be restricted
-
< I

Cancel I

PG Plreeware_B53.exe

d.) The User Information window appears.
Enter your name in the Name: text box and
enter your company or University in the
Company: text box. Click Next.

a.) The Welcome window appears. Click Next.

e.) The Choose Destination Location box
appears. Click Next to choose the default
location, or you can press the Browse
button to specify a different location.




Choose Destination Location

PGPnet Set Adapter
Setup will nstall PGP in the followang folder.

H: Please select the network adapter you want
Toinstall to this folder. click Nest secured/unsecured.

fTl;'aﬂl:\'stall to a different feldsr, click Browse and select another

[BI[1] SMC EZ Card 107100 [GMLC1211 1)

Y'ou can choose not ko install PGP by clicking Cancel to exit
Setup.

=
L
|

[/
LR

v -
J

oK Cancel | Hep
Destination Folder

T \Network Associales\PGPNT Browse... Press OK after making selection ‘

Freeware

Cancel |

i.) Press OK . The Binding Configuration
process begins and will take a few moments.
f.) The Select Components window appears.

Click Next to accept the default j) Th'e Existing Keyrings window appears.
components, or you can specify which Click Yes and the Browse to Your Public
components you want installed. Keyring window appears. Select a file and

click Open. Click No and PGP will setup

Select Compansots 5 the default keyrings.

Select the components you want to install, clear the components
you do nok want to install.
Components Existing Keynings?
v| PGPnet Vitual Private Networking 882K j G’ iy : :
¥ PGP Qualcomm E udora Plugin 224K, \o) Do you have existing keynings pou wish to use?
v PGP Microsoft Exchange/Outlook Plugin 128K
| FGP Microsoft Outlook Express Plugin 124K d
_DE-SC"‘D;UH ;
i

Space Required: 11870K A
Stz T k.) The Setup Complete window appears. You
Bock | Net> | Cancsl | must restart your computer in order to start
using PGP. Select Yes, | want to restart
g.) The Ready to Start Copying Files window rrf:y corr:putetr ntow and CI'thF'n'tSh'I II you
appears. Click Next to start the setup CNOOSE fo restart your computer at a fater
time, make sure the box is not checked and
process. . i
click Finish.
rS‘ulup has encugh information ta begin copying the new program Setup Complete.

IF you want to review or change any settings, chick Back, Setup has finished copying files to your computer
If you are satisfied with the settings, click Next.

Before you can use the program you must reboot your system.
Cutrent Settings:

Name:
- Jim Smith

Compary:
- C55D- Publications

[ Yes. | want to restart my computer now:

Client Type:
- Freeware

Install Directory:
- C:\Program Files\N etwork Associates\PGPNT

Selected Components: -
Freeware ﬂ »

< Back Il'iﬂiuxﬁi‘\l Cancel |

Freeware

Once the setup begins, the PGPnet Set Adapter
window appears.

h.) Select the network adapter to be secured. A
padlock icon appears in the box next to the
selected adapter.




Using Keys

In order to start encrypting and decrypting messages,
you must set up a key pair, which is made up of a public
and a private key. By making your public key available,
people can send you encrypted messages. Your private
key is used to decrypt the messages.

Note: Encrypted messages cannot be sent or decrypted
unless you have exchanged keys with the people that
you will be communicating with through e-mail.

To set up a key pair:

1. Press the Start button on the taskbar and select
Programs, PGP.

2. Select PGPkeys. The PGPkeys window
appears.

47 PGPkeys M= B
Eile Edit Miew Keps Server Groups Help

Ex 4@ xR ﬁﬂ

g

4 DH/DSS public key 0:BE1FD...

o -
@@ Bill Blanke <wib@pgp. com> @ 4096/1024  DH/DSS public key
# @ Chanda Groom <chanda_groom(@nai.c. @ [ 2048/1024 DH/DSS publc key 0x1B534
= @ Damon Galaly <dgal@pgp.com> @ [ 307211024 DH/DSS public key 0408224
1 @ Jason Bobier <jason@pop, com: @ 1 205311024 DH/DSS public key OWFBFE3.
= 0= Katherine Massucci Pettit <kmn@pgp {0 @ 1 2048/1024 DH/DSS public key O<EJEBA..
1 0% Mar Nuk sterhanse < rard@nan cor P AR NHNSS nubic kea naeere =l
[1 keyls) selacted | %

3. Select New Key from the Keys menu. The Key
Generation Wizard appears.

Key Generation Wizard [ x]

I order for other people to send you secure messages, you must
generate a key par.

Your key pair will also be used to sign digital documents.

A key pair consists of a "Public Key," and a ""Private Key." The
public key should be given to everyone you know [PGP has
lacilities ko assist in thisl. The private key should be kept
absolutely secret.

If you would fike maore information on what a key pair is and how
PGP works, click the Help buttan, below.

Otheswise, choose Mext to continue.

4. Read the information and click Next.

5. In the second window, enter the name you
would like associated with the key in the Full
Name: text box.

Key Generation Wizard [x]

‘what name and emal addiess should be assaciated with this key
pair?

By listing pour hame ahd email address here, pou bet pour
conespondents know that the key they are using belongs to you,

Full name:

anul Name

Emaill address:;
Iusername@p\tt edu

< Back Next > Cancel | Hep |

6. Enter the e-mail address that is to be used with
the key in the Email address: text box and click
Next.

7. In the third window, read the information and
select the type of key pair you want. The
window explains that if you don’t know which
type to use, it is recommended you choose
Diffie-Hellman/DSS. Click Next.

Key Generalion Wizard [ %]

‘What type of key would you fike to generate? If you don't know,
it's recommended that you generate a Diffie-Hellman/DSS key
pair.

BS4 is the "old-style" PGP key. Most new users of PGP will be
expecting a Diffie-Hellman/DSS key.

I you'd like more information on the differences between the two
key types, press the Help button, below.

© oi

" RSA

Key Pair Type - ‘

<Back | umn” Cocel | Hep |

8. In the fourth window, select a size for your key
pair. Larger keys are slower, but more secure. It
is recommended that you use the default size of
2048 bits. Click Next.

Key Generation Wizard [ %]

How large a key par do you wish to generate? As a e, larger
keys are mone secure, but tlower.

Fou most applications, 1024 - 2048 bit keys are quite sufficient.

Key Pai Size

€ 1024 bits
1538 bits (1536 Diffie-Heliman/1024 DSS)

3]

3072
" Custom (1024 - 4036 bits)

|2E|-19

3)

<Back [ New> ] Cancel | Hep
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9. In the fifth window, choose an expiration date.
You can select Key pair never expires, or
select Key pair expires on and enter your own
date. Click Next.

‘You can set your key pait to automatically expire within a cartain

amount of time,

‘when pour key pair expires, you wil no longer be able to wse i for
enciypling of signing. Howeves, it will still deciypt and veriy,

Once you generate your key pait, you will not be able to change
itz expiration seting.

= ey pail neyer ewpires
U Keypairespieson [ o/ 900 =

<Back Nest > Cancel | Hep |

10. The sixth window requires that you enter a
password. This will be used when you decrypt
your e-mail. Enter a password in the
Passphrase: text box and re-enter it in the
Confirmation: box. Click Next.

Key Generation Wizard [x]
‘Your private key will be pratected by & passphrase. |t is mportant
that pou do not wiite this pazsphrase down,

*Your passphrase should be at least 8 characters long and should
contain non-alphabebic characters.
Passphrase: [V Hide Typing
Passphtase Quality :  anmmmimmany
Confamation:

I [— |

< Back Newt > Concel | Hep |
¥

11. Your key pair will be generated and the Wizard
lets you know when the process is complete.
Click Next.

Key Generation Wizard [ %]

PGP i now generating your new key pair. On a slow machine,
this could take several minutes. Please be patient.

i

Complete

12. You must send your key pair to the root server
before you can start encrypting messages. Click
Send my key to the root server now to have it
sent, or you can send it at a later time. Click

Next.

If you have an Intemet connection, we suggest that pou send
your new public key to the server

This will make it easy for your corespondents to get your key and

communicate with pou sscurely

If you don't have an Intemet connection, or are not connected
fight nowe, leave "Send my key to the oot server now'"
unchecked Yaou can send pour kep later fram within PGPkeys.

17 [Send my key i the oot server nov

Bac Next > Cancel | Help l

13. Click Finish to end the Wizard.

Exchanging Keys

You can exchange keys with others in three ways:

1. Make keys available through a public certificate
server
Note: If you selected Send my key to the root
server now in the last window of the Key
Generation Wizard, then you do not have to resend
it. Your key will already be available through a
public certificate server.

2. Send keys through e-mail

3. Import and Export keys

Making your key available through a public
certificate server:

1. Press the Start button on the taskbar and select
Programs, PGP.

2. Select PGPkeys.

3. Select your key pair by highlighting the name that
you entered in the Key Generation Wizard.

4. Select Send To from the Server menu and choose
the desired server.



1% PGPkeys [_Io]x]
File Edit Yiew FEeps

=% &l
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|Kee  Updae Culs catniy [ ke [=]
0% Bil Blanke (wib@  Relieve Derliicale i S 005000 | |
8% Chanda Groom <c 2048/1024  DH/DSS public key ON1BE34...

® = Damon Galaly <d _ IPdle Reyocations 30721024 DH/DSS publc key 8224
8% Jason Bober <jason@pgp.com @ ) 20591024 DH/DSS publc key O4FEFE3..

= . m  2048/1024 WE11DF,
50 Katheine Massucci Petth kmp@pgpe... @ [ 2048/1024 DH/DSS public key O4ESEEA...

@ B Marr Nk stathnze ¢ marcdi@nan comy e 1 dRANL  NH/NES nbhe ke WRRF1F ﬂ
1 keyls) selected | y

Sending keys through e-mail:

1. Press the Start button on the taskbar and select
Programs, PGP.

2. Select PGPkeys.

3. Select your key pair by highlighting the name that
you entered in the Key Generation Wizard.

4. Choose Copy from the Edit menu.

Key  Delete Validity | Trust | Sie Description KeyID -

ofl—————— r'A “ e

p OESSHER (EEY @ [ 204871024 DH/DSS publickey [

+ 0 Colapse Selection @ [ 40%/1024 DH/DSS publickey 0300,

+ 0 Expand Selection @na c. 3 ) 2048/1024 DH/DSS publickep 18534,

©9 Dgjons . T B 3 ) 0721024 DH/DSS public key 0408224,

B R S @ [ 20531024 DH/DSS publickey OWFEFB3

w0py John Smith <ismiths! 11 @pittedw> @) mmmmm 204071024 DH/DSS key psi O4ET1DF.

@0 Katherine Massucci Pettt ckmp@pgp.c.. @) [ 2048/1024 DH/DSS publickey HESEEA..

0" Marc Dpkstehouse <marcd@pgp.com () [ 2048/1024  DH/DSS public key OEREIE. |
P p——— I P,

1 key(s) selected

RS

5. Paste the text into an e-mail message and send it.

Importing and Exporting Keys:

If you receive a key in an e-mail message, you can

import the key to your public keyring.

1. Select the text block which represents the key and
choose Copy from the Edit menu, or right-click on
the text and select Copy.

b Parts: [ Pisin = Idontitios: | Delsul E

Paste !
Paste 2 Quotation

Find Selecton
Replace

Fenioas i
Ferleae /

‘witap Lines
Unwrap Lines:

Press the Start button on the taskbar and select
Programs, PGP.

Select PGPkeys.

Choose Paste from the Edit menu. The Select Keys
dialog box appears.

1% Select key[s) HE
Select the key(s] you would like to import to your keyring
Keps Validity | Trust | Size

4 | I |

SelectAl | Unselectal | 1mpony\us Cancel |

5. Select the key you want to import and click the

Import button.

There are three ways to export your key pair.
1. To export your key pair using the Keys menu:

a.) Press the Start button on the taskbar and select
Programs, PGP.

b.) Select PGPkeys.
c.) Select your key pair by highlighting the name
that you entered in the Key Generation

Wizard.

d.) Click the Keys menu and choose Export.

20 Sever Groups Help
&% &y CHikss |

Set as Default Key  CihD
add » pheity | Trust | Size [ Description [keyi [ 4
ik @ Gmmmm 204811024 DH/DSS key pair OxbEFFF
w @ AnnCamp | [jcatlp ) [ 20481024 DH/DSS public key OxBETFO
O Bl Blarke Revoke ., D ) 4091024 DH/DSS public key 0409000
50 Chands 5i| Reyerly Signatues 3 ) 2048/1024 DH/DSS public key 18534,
@@ DamonGe 0 ) 0721024 DH/DSS public key 008224,
0% Jason Bob| ew ey Ol o —— 20891024  DH/DSS public key FEFER
- Share Spit .. 4 § BAETIDF
=07 Katheane || ooy Cu |@ [ 2048/1024 DH/DSS public key [T
@O Marc Dgks M 0 T 204801024 DH/DSS public key BOBEIE. )
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1keyls) selected  Propertis Tkl v

e.) Select the folder where you would like to save
your key pair.

f.) Enter a file name in the Export Key to File
window and click Save.



Export Key to File

Save in:

52 ] e

| 3 Pgprt

File name:
Save as lype: lASEII Key File [*. asc)

™ Include Private Key(s)
™ Include 6 0 E stensions

1 0ld Keprings2

1 Sample Keys

Documentation
0ld Keyrings1

PGP Keyrings

John Smith. asc

2. To export your key pair using Drag and Drop:
a.) Double-click My Computer and select the

b.)

folder where you would like to save your key
pair.

Press the Start button on the taskbar and select
Programs, PGP.

Select PGPkeys.

Select your key pair by highlighting the name
that you entered in the Key Generation
Wizard.

Hold down the mouse button and drag your key
pair to the folder that you selected in My
Computer. Release the mouse button.

Fle Edl Vew Heb

4T PGPkeys
Eile Edi View Keys Sever Groups Help
ERA Y LEED M
ki ety | T [5ee
o % Amy Thompson <ath@pitt sdu>
@ O Ann Campi cacampi@nai.com
= @ Bill Blarke <wib@pgp.com>
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dy

[_O]x]
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Gmmmm 20481024 DH/DSS key pair DWEEFFF...

) 20481024 DH/DSS publc key OBEIF0
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T 30721024 DH/DSS pubhc key 008224
) 20681024 DH/DSS publc key 0oFEFA3
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) 2048/1024  DH/DSS publc key DETERS.
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3. To export your key pair using Copy and Paste:
a.) Press the Start button on the taskbar and select

Programs, PGP.

b.) Select PGPkeys.

c.) Select your key pair by highlighting the name

that you entered in the Key Generation
Wizard.

d.) Choose Copy from the Edit menu.

e.) Paste the text into an e-mail message and send
it.

Once you have installed PGP and exchanged keys with
others, you can begin encrypting your e-mail messages.

To encrypt an e-mail message using Mulberry:
1. Select File, New Messages to compose a new
e-mail message, or you can reply to a message.

2. Select the small padlock icon (1) to encrypt the

message.

Mulbery - [Re: Message 1] 1[=] B3
File Edit Mailboves Messages Draft Addiesses Windows Help 1= x|
EI'I'([ b |He\p Desk <helpdesk@pitt edu> H
- af | 35a
; Ce: b |username@pnt edu 1 T e e
[ Bee: b
: Subject: |He. Message 1 i
| \
, Copy to: INBOX. gent-mail ! v Also Copy Driginal Message '\
b Parts: |1 [Pan ] Identities: | Defaut <
~0n Tuesday. July 08, 2000, 10-41 AM 0400 Help Desk wiote: |-
> This is a test,
I received the message. The test worked. Ee

]

3. Click Send.

Note: You will not see the encrypted message on your
screen. It is not encrypted until it is sent.

To decrypt an e-mail message using Mulberry:
1. Open the message. The Passphrase: window
appears.

Possane
Enter the Passphrase: _
Ok
Cancel |

For Key: [ Srmith <jsmith2 @pitt edw> DH/DSS 10240, |

¥ Hide Typing

2. Enter the password you selected using the Key
Generation Wizard and click OK.

Getting Help

Contact the Help Desk if you have any questions about
installing this program or any other computing-related
issue. The Help Desk can be reached by phone at

(412) 624-HELP [4357] or via the Web at
http://technology.pitt.edu. The Help Desk is available
24 hours a day, seven days a week.

Additional information on obtaining and installing
Mulberry 2.0.3 is available at
http://technology.pitt.edu.



