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Sending Secure Messages with Mulberry 2.0.3 for Macintosh

iri Read Me
Acquiring PGP
What's New in PGPfreeware =]
Version 6.5.2a for Macintosh
[Copyright (a) 1990-39 by Networ} sociates Technolo

9y, Ino., and its

Pretty Good Privacy® (PGP) is a program that encrypts
e-mail messages so that only the recipient is able to read

them. PGP also allows you to secure and encrypt files whatte 1o This Fite

that you have stored on your computer. gy P

PGP is available on the Student Toolkit CD, which can :

be obtained through Software Licensing Services. 15 Froawars pr e
University of Pittsburgh students, faculty and staff can (rone ) (savers- ) [Continue ]

also download a freeware version of PGP through MIT’s

Distribution Center for PGP located at c.) The PGP 6.5.2a installation window appears.

http://web.mit.edu/network/pgp.html. Click Install.
InStalling PGP PGP 6.5.2a ] =]

If you are installing PGP from the Student Toolkit CD:
1. Click the Software tab.
2. Select Utilities.
3. Click Pretty Good Privacy.

This will install the full PGPfreeware, Version 6.5.2a package.

If you are downloading PGP from MIT’s site: L T S
1. Go to http://web.mit.edu/network/pgp.html. Tt e e
2. Click the Download link for Mac OS to ietal Locaton: _System/App ] | @]
download the PGP zip file. : [
3. Use Stuffit Expander to expand the program.
This application is usually found in your Web d.) A warning window appears to let you know that
browser’s program folder. no other applications can be running during PGP
installation. Click Continue. The installation
Once you have downloaded PGP, double-click the PGP process begins and will take a few moments.

6.5.2a icon from the folder where you expanded it. The

PGP setup wizard begins.
this installation. Click Continue to

‘l‘.
o
automatically quit all other running

PGP 6.5.7a applications. Click Cancel to leave your
disks untouched.

@ No other applications can be running during

[ cancel ] |[ continue ]|

Y

a.) The Software License Agreement window

appears. Read it carefully and click Yes.

Clicking No will cancel the setup process.

e.) If the installation was successful, a window

b.) The ReadMe window appears. Read it and appears, prompting you to restart your
click Yes to continue. computer. Click Restart.




Using Keys

In order to start encrypting and decrypting messages,
you must set up a key pair, which is made up of a public
and a private key. By making your public key available,
people can send you encrypted messages. Your private
key is used to decrypt the messages.

Note: Encrypted messages cannot be sent or decrypted
unless you have exchanged keys with the people that
you will be communicating with through e-mail.

To set up a key pair:

1. Open the PGP 6.5 folder from the location where
you installed it.

2. Double-click PGPkeys. If you don’t have any key
files, you are prompted to personalize your copy of
PGP.

Please personalize your copy of PGP:

|\’our Name

Organization

I University of Pittsburgh I

(_'ancelll 0K II

a.) Enter your name and organization. Click OK.
b.) Select New Key Files.

Your Key Files could not be found. Please
Select your Key Files in a different location,
create New Key Files, or Quit.

New KeyFiles | | SelectKeyFiles.. | || qQuit |
N

If you do not get a window prompting you to personalize
PGP, the PGPkeys window will appear.

Note: You may want to make an alias for your PGPkeys
if you are going to send encrypted messages to many
people. Choose File, Make Alias and drag the alias to
your desktop.

3. Select New Key from the Keys menu. The Key
Generation Wizard appears.

—— Key Generation Wizard———————

Inorder for people to send you secure messages, you must
generats a key pair.

Your key pair will also be used o sign digital documents.
& key pair consists of a “public key™ and a “private key.™
The public key should be given to everyone vou know (PGP
has facilities to sssist in this). The private key should be
kept absol utely secret.

If youd like more information on what a key pair is and how
PGP works, select “PGP Help™ from the Help menu.

Otherwise, click the Next button below to continue.

[ Previous Next

4, Read the information and click Next.

5. In the second window, enter the name you would
like associated with the key in the Full Name: text
box.

‘what name and email address should be associated with this
keypair?

Full Hame:

|\rnur Hame I

Email Address:

|uaernum@pitt.edu I

Mote: &n email address i3 necessary for some PGP email
integration features to work automatically. Email addresses
should be of the form “yourname®somelocation™, For
example:

America Online: JohnDoeS59@aol.com
Compuserve:  76543.2101 @compuserve com
Internet: Johndoe®internet net

6. Enter the e-mail address that is to be used with the
key in the Email address: text box and click Next.

7. In the third window, read the information and select
the type of key pair you want. The window explains
that if you don’t know which type to use, it is
recommended you choose Diffie-Hellman/DSS.
Click Next.

- Key Generation Wizard

‘What type of key pair would you like to generate? IT you don’t
know, it is recommended that you generate a Diffie-Hellman/
D355 key pair,

RSA is the “old-style” PGP key. Most users of PGP will be
expecting Diffie-Hellman/DS35 keys, and many will be unable
to use your key if you choose RS4_

If youd like more information about the different key types,
select “PGP Help” from the Help menu.

Key Pair Type .
@) Diffie-Hellman/DSS

O RSA




8.

10.

In the fourth window, select a size for your key pair.

Larger keys are slower, but more secure. It is
recommended that you use the default size of 2048
bits. Click Next.

- Key Generation Wizard

What size key pair do you wish to generate? As a rule, larger
keys are more secure, but slower

For most applications, 1024-2043 bit keys are quite
sufficient.

Key Pair Size
() 1024 bits @) 2048 bits
() 1536 bits () 3072 bits

) Custom: (1024 - 4096)

| Previous I Next hJ

In the fifth window, choose an expiration date. You
can select Key pair never expires, or select Key
pair expires on and enter your own date. Click
Next.

— Key Generation Wizard —

You can set your keypair to automatically expire after a
certain date.

When your key expires, youwill no longer be able to encrypt
and sign. However, vou may still decrypt and verify.

Once you set an expiration, you cannot change it

Key Expiration

@ Never
Q |08/11/2000 @

Previous i Next A !I

The sixth window requires that you enter a
password. This will be used when you decrypt your
e-mail. Enter a password in the Passphrase: text
box and re-enter it in the Confirmation: box. Click
Next.

Key Generation Wizard

Your private key is protected by a passphrase. It is
important that you not write down this psssphrase, so it
needs to be easy to remember.

Your passphrase should be at least |8  characters long
and should contain non-alphabetic characters,

Passphrase © [A Hide Typing

Passphrase Quality: [ 1 |

Confirmation:

Previous I I! NexthJ

11. Your key pair will be generated and the Wizard lets

you know when the process is complete. Click Next.

- Key Generation Wizard =

Inorder to generate a new key, some random input is needed.

Toenter random input, please do the fol lowing:

* Move your mouse randomly
® Type random keys on the keyboard

— Random Input
0% [ ] 100%

| Previous I Next !g

12. You must send your key pair to the root server

before you can start encrypting messages. Click
Send my key to the root server now to have it
sent, or you can send it at a later time. Click Next.

- Key Generation Wizard

If you have an Internet connection, we suggest you send your
new key to a server.

This will make it essy for your correspondents ta get your
key and communicate with you securely.

If you don't have an Internet connection, or are not connected
right now, leave the Send Key to Root Server checkbox
unchecked. You can send your key to the server later from
within PGPkeys.

IiSend Key to Root Server

| Previous | Next ||

| cancel |

13. Click Done to end the Wizard.

Exchanging Keys

You can exchange keys with others in three ways:

1.

2.

3.

Make keys available through a public certificate
server

Note: If you selected Send my key to the root
server now in the last window of the Key
Generation Wizard, then you do not have to resend
it. Your key will already be available through a
public certificate server.

Send keys through e-mail

Import and Export keys



Making your key available through a public
certificate server:

Open the PGP 6.5 folder from the location where
you installed it.

Select PGPkeys.

Select your key pair by highlighting the name that
you entered in the Key Generation Wizard.

Select Send To from the Server menu and choose
the desired server.

=l Domain Server 2K

Search... 3EF

Update %6 Idap://certserver.pgp.com
Delete http://pgpkeys.mit.edu:1137%
Disable

Retrieve Certificate...

Update Introducers
Update Revocations
Update Group Lists
Send Group Lists

Sending keys through e-mail:

1.

Open the PGP 6.5 folder from the location where
you installed it.

Double-click PGPkeys.

Select your key pair by highlighting the name that
you entered in the Key Generation Wizard.

Choose Copy from the Edit menu.

Can’t Undo %7
Cut 38X
0 3
Paste 8V
Clear %B
Select All A
Collapse Selection 38[
Expand Selection 3]
Preferences... BT

5. Paste the text into an e-mail message and send it.

Importing and Exporting Keys:

If you receive a key in an e-mail message, you can
import the key to your public keyring.
1. Select the text block which represents the key and

choose Copy from the Edit menu.

bparts: 1| | Formatted %] Copy ta:[ tone =]
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2. Open the PGP 6.5 folder from the location where

you installed it.
3. Double-click PGPkeys.

4. Choose Paste from the Edit menu.

[ vatigty [ creation [ size
% jsmith <jsmithst!] @pitt odu> [} 8/11/00 204871024
SelectAll_| [SelectNone |

5. Select the key you want to import and click the
Import button.

There are three ways to export your key pair.
1. To export your key pair using the Keys menu:

a.)  Open the PGP 6.5 folder from the location

where you installed it.

b.) Select PGPkeys.

c.)  Select your key pair by highlighting the name

that you entered in the Key Generation
Wizard.

d.) Click the Keys menu and choose Export.



 Keys I

Sign £
Set Default 3D
Add »
Enable

Disable

Revoke...

Reverify Signatures
New... N
Share Split...

Import... #M

Properties.. %I

e.)  Select the folder where you would like to save
your key pair.

f)  Enter a file name in the Export Key to File
window and click Save.

CRPGP 65 3 = Macintosh HD
[ Documentation _ Eect |
[2) PGP Guide =
(3 PGP Keyrings
'ﬁ\] PGP Private Keys Backup = m
fE] PGP Public Keys Backup -
Please set the name and location
[ Include Private Keys h
O Include 6.0 Extensions

2. To export your key pair using Drag and Drop:

a.)  Open the PGP 6.5 folder from the location
where you installed it.

b.)  Double-click PGPkeys.

c.)  Select your key pair by highlighting the name
that you entered in the Key Generation
Wizard.

d.) Hold down the mouse button and drag your
key pair to the desktop or desired folder.
Release the mouse button.

@ Macintosh HD

& items, 15.42 GE available |

[
@ @ 3 == |
Utilities Netscape Communicator™ Folder Web Pages E E @ ’§

Marnie

m 3 D O ann Campi <acampi@nai.com>
Installer Log File Mulberry § pepes || B 97 Bill Blanke o ib@ogp coms
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B B O Damon Gallaty <dgai@pgp.com:
b O John Smith <jsmimgpa scks»
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3. To export your key pair using Copy and Paste:

a.) Open the PGP 6.5 folder from the location
where you installed it.

b.) Double-click PGPkeys.

c.) Select your key pair by highlighting the name
that you entered in the Key Generation
Wizard.

d.) Choose Copy from the Edit menu.

e.) Paste the text into an e-mail message and send
it.

Once you have installed PGP and exchanged keys with
others, you can begin encrypting your e-mail messages.

Encrypting Messages

Once you have installed PGP, you can begin encrypting

your e-mail messages.

To encrypt an e-mail message using Mulberry:

1. Select File, New Messages to compose a new
e-mail message, or you can reply to a message.

2. Select the small padlock icon (1) to encrypt the
message.

O RE: Mulberry B
& te: [ |he LpdeskRpi tt.edu |
Co: D [usernamefp i tt.edu ] LS =
Attach Original Send
Bee: B[ |
Subject:  [Hulberry |
Copy to: INBON sent-mail = ' Also copy original message
brarts: [1_] |[Flain %] Mentity:[ Default 2] [a]

Mulberry is easy to use

]

4| v |2

3. Click Send.

Note: You will not see the encrypted message on your
screen. It is not encrypted until it is sent.



To decrypt an e-mail message using Mulberry:
1. Open the message. The Passphrase: window
appears.

— Passphrase

Enter the Passphrase:

For Key:[ John Smith <jsmith@pitt.edu> (DH/DSS 1024) (0... % |

|(nm:el| | 0K !l

[4 Hide Typing

2. Enter the password you selected using the Key
Generation Wizard and click OK.

Getting Help

Contact the Help Desk if you have any questions about
installing this program or any other computing-related
issue. The Help Desk can be reached by phone at

(412) 624-HELP [4357] or via the Web at
http://technology.pitt.edu. The Help Desk is available
24 hours a day, seven days a week.

Additional information on obtaining and installing
Mulberry 2.0.3 is available at
http://technology.pitt.edu.



