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Whatis SAVI?

The Sophos Anti-Virus Interface (SAVI) programme
brings Sophos’ world renowned virus protection to
environmentsbeyond the conventional desktop and
file-server. The programme allows 3" party software
developerstointegrate their applications with Sophos
Anti-Virus. Typicalapplicationsinclude:

* Emailmonitoring

* WWW download monitoring
¢ FTP download monitoring

¢ Firewalls

* Backup applications

SAVlintegrates with Sophos Anti-Virus running
under Windows NT.

Calling into this sophisticated network oriented
package, SAVIbrings Sophos’ 10 years of experience
inthe anti-virus field to developers working in other
fields, maximizing performance and minimizing
development costs.

Why SAVI?

Untilnow 3™ party applications requiring automated
virus protectionhavehad to call command line
versions of virus scanners. Sophos Anti-Virushas
alwaysincluded, and continues toinclude, a
command line interface for this, and other, purposes.
However there are anumber of limitations to
command line of operation:

Virus database initialization

Command line virus scanners mustre-initialize every
timea fileneeds tobe swept. This can take several
seconds. This delay isnotnoticeable when checking a
wholedisk, butbecomes amajor overhead when
checking asingle file, which typically takes a fraction
ofasecond. Thereisanadditional overhead
introduced every time that WindowsNThastostarta
new command prompt session, in order to call the
scanner.

With SAVI, the virus databaseisinitialized once at
startup and subsequent communicationis routed
directly into the SAVIDynamic Link Library (DLL),
no command prompts are needed. Sophos Anti-Virus
isthenabletoreactinstantly toindividual requests to
sweep files, without further initialization.
Performance improvements typically exceed 10 fold
when compared tocommand line virus scanners. (30
fold improvements are possible, depending on the 3+
party application)

Memory requirements

Each time acommand line scannerisinitialized, it
reserves memory foritself. With over 12,000 viruses
currently identified, virus engines typically require
more than 1Mbyte of memory. Email monitors, and
moresignificantly WWW monitors, which operateata
company’s Internet gateway, may process hundreds
of requests simultaneously. This willnot only deny
memory to otherapplications, but may dramatically
affect Internetaccess speed as Windows NTis
overloaded.

SAVIeliminates memory constraintsby using asingle
multi-threading copy of the virus database to process
allrequests.

SAVlIisanintegral part of Sophos’ main Windows
NT, servicebased, GUlapplication. Thisensures that
the functionality provided through SAVIexactly
matches thatavailable to other Sophos Anti-Virus
users.

SAVI Compliance

Integralis MIMEsweeper

MIMEsweeperisa centralized Internet/Intranet
content monitoring system. Specifically designed to
monitor emailand WWW access, MIMEsweeper
provides company wide protection againstarange of
threats, including:

* Virus protection - through Sophos’ SAVI
interface
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¢ Junkemail

¢ Unauthorized transmission of confidential
information

* Transmission of inappropriate information
MIMEsweeper consists of 2modules:

MAILsweeper: Available for SMTP (Internet mail),
Lotus cc:Mail, Novell GroupWise and Lotus Notes. In
all cases trafficis routed through MIMEsweeper to
ensure thatitmonitorsboth email contentand
attachments.

WEBsweeper: Monitors WWW downloads fora
complete organization, acting as a caching Web proxy
server

MIMEsweeper analyzes data and attachmentsin
emailand WWWdownloads. Onceithasidentified
attachments, MIMEsweeper uses a system of
“Validators” to check the various components
identified. The VALSWEEP validator, developed
jointly by Sophos and Integralis, uses the SAVI
interface to communicate with Sophos Anti-Virusand
providehighspeed virus detection. Infected items can
thenbe quarantined and logged by MIMEsweeper,
preventing any further infection.

An OPSEC compliant version of MIMEsweeper,
allowing integration with Check Point’s FireWall-1
productisalsoavailable. Through the SAVIinterface
MIMEsweeper for FireWall-1 allows Sophos Anti-
Virustovirus checkall traffic through the firewall,
including HTTP, SMTP and FTP protocols, with
minimal performanceimpact.

©1997 Sophos Plc, The Pentagon, Abingdon, OX14 3YP, England. Tel (+44) 1235 559933, Fax (+44) 1235 559935, Email technical@sophos.com, http://www.sophos.com/. No part of this publication may be reproduced,
stored in a retrieval system, or transmitted by any form or by any means, electronic, magnetic, optical or photocopying, without the prior written permission of the publishers.



