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Introduction

Asthemanufacturers of the anti-virus software
product SWEEP, weregularly receive requests asking
whetherweare “Year 2000 Aware” or “Millennium
Compliant”. Thisdocument aims to answer three
questions:

¢ Whatdoes Sophos understand by “Millennium
Compliance”, and whatare the potential
problems faced by softwarein the year 2000?

* Whatsignificance dodates have for SWEEP, and
how does the productaddress potential date
problemsin the year2000?

¢ What can users of Sophos’ products do to verify
for themselves that SWEEPisindeed
“Millennium Compliant”?

What is ‘millennium compliance’?

Weare currently in the 1997th year of the Christian
Era, whichisused and understood as the basis for
datesin most countries of the world. Because 1997 isa
lengthy number tosay aloud, and because 100 yearsis
along timeby human standards, wehavebecome
accustomed toreferring to thelast two digits of the
year. Werely on context to disambiguate statements
suchas“Iwasbornin’63”,or “my passportexpiresin
"06”.

This tendency touse only two digits for dateshas
extended to computer programming, especially in
legacy applications whoseimplementors never
imagined that their code mightstillbeinusein the
nextcentury.

Inthe example above, ahuman observer would have
notrouble computing thenumber of yearsbetween

the two dates as the value 2006 minus 1963, or 43 years.

A simplistic computer program, however, might
subtract 63 from 6, producing-57. Clearly, a program
of this type doesnotrecognise 1 January 2000 as the
day following 31 December 1999, and will produce
incorrectresults in date calculations which cross this
boundary.

There are other date concernsrelating to the year 2000,
even for programs which correctly place 1 January

2000 after 31 December 1999. Theserevolve around the

factthatall years evenly divisibleby fourareleap
years except centuries. Centuries areleap years only
ifthey areevenly divisible by 400.1700,1800 and 1900
werenotleap years; 2000 will be.

Some softwareissaid toreport2000 asanon-leap year,
and any program which does this will skip over29
February 2000. Thisimplies thatall date calculations
performed across this “missing day” willbe wrong by
oneday.

Foranapplicationtobe “Millennium Compliant”, we
believe thatits date-based functionality should be able
to perform consistently for dates prior to, during and
after the year 2000, and thatitshould be able to
recognise 2000 as a leap-year.

Note that the correctbehaviour of a program
successfully designed by its manufacturer tobe
“Millennium Compliant” may depend on other
softwarein the system operating correctly too.

Whatsignificance do dates have for
SWEEP?

Fortunately, SWEEP’s central functionis the detection
and disinfection of computer viruses, so datesand
date calculations arerelatively unimportantto the
product. Evenif SWEEP is used with system software
thatisnot Millennium Compliant, and which presents
incorrectdateinformation to SWEEP, the ability of
SWEEP to detectand disinfect viruses will notbe
compromised.

SWEEP uses date-related calculations in only two
places. Thefirstis performed when SWEEP starts up,
and involves a comparison between the current date
(asreported by the system software) and SWEEP’s
compilation date (asrecorded in the program fileat
build time). SWEEP’s internally-stored compilation
dateisstored in the form YYYYMMDD, using four
characters for the year.

Obviously, the system date should alwaysbe equal to
orlater SWEEP’s own compilation date. Ifitisnot,
SWEEP reports this with the message “System clock
dateisincorrect”. SWEEP will alsoreport “Useful life
of SWEEP hasbeen exceeded” if the
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system date is more than four months after its
compilation date. Thishelps warn users that the
program should be replaced with a morerecent
version that detects more viruses.

Thesecond date calculation performed by SWEEPis
carried out when external virusidentity files (known
asIDEfiles) areloaded. IDE filesare used in
emergencies toadd detection and disinfection of
specificnew viruses to SWEEP. The files consist
entirely of printable ASCIThexadecimal characters,
and can thus easily be downloaded from the Sophos
BBS, FTP server or Web site,and can evenbe received
by faxand typedinlocally.

Virusidentities provided in IDE files are typically
builtin to thenextrelease of SWEEP. This means that
any IDEfile older than three monthsis almost
certainly redundant,and SWEEP reports thiswitha
messagesuch as “File C:\SWEEP\NEWVIRUS.IDEis
older than90days”.

This calculation is performed by comparing the date
stamp oneachIDEfilein use against the current
system date. Because SWEEP’sinternal date
calculations are Millennium Compliant, SWEEP will
produce correctresultsifitis presented with correct
inputby the operating system.

How can SWEEP’s millennium
compliance be verified?

Testing SWEEP’shandling of datesis easy. Install the
current version of SWEEP onto a test machine (with
SWEEP for DOS, the program SWEEP.EXE canberun
directly from the distribution diskette) and run
SWEEP. Confirm thatno date-related messages
appear.

Setthe system date back by one year,and run SWEEP
again. The softwareshould report “System clock date
isincorrect”. Set the system date to one year into the
futureand run SWEEP again. It should now report
“Usefullife of SWEEP hasbeen exceeded”. The same
thing should happen if the dateis set to 31 December
1999, and should continue tohappen if the dateis then
advanced by oneday to 1]January 2000.

Similar tests can be done with an IDE file (IDE files can
be downloaded from the Web—see

http:/ /www.sophos.com). Place the IDE fileinto the
samedirectory as SWEEP .EXE, and thenrepeatedly
run SWEEP while advancing thesystem date up to
and past the year 2000. SWEEP should continue to
report “File...isolder than 90 days” as the date crosses
the “Millennium Boundary” into the next century.
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