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Abstract

Themacro virus problemis escalating rapidly and one
virusalone (Winword /Concept) now accounts for
about15% of allinfections. New macro viruses are
continuing toappear. This paper describes some
problemsin the detectionand eradication of macro
viruses, as well as outlining virus defence options.

Introduction

Over 9500 viruses currently exist which are capable of
replicating under DOS. Most of these are parasitic
viruses (aka file or program viruses) accounting for
89.5% of the total, about 5% are pure boot sector
viruses, 5% are multipartite viruses (infecting both
bootsectorsand programs)and only 0.5% of viruses
aremacro viruses. Parasitic viruses are responsible for
only 5% of all infections, multipartite viruses for 10%,
macro viruses for 18%and boot sector viruses fora
massive 67%. The most commonly encountered virus
is Winword /Concept, responsible for 15% of all
infectionsreported to Sophos* between January and
June 1996. The second most common virusis Form,
responsible for 11% of infections over the same period.

There are no excuses...

... for getting infected by a pure boot sector virus. Since
the early 1990s most manufacturers have been
shipping PCs which allow the user toswitch the
defaultboot sequence from floppy drive followed by
hard drive to hard drive followed by floppy drive. This
makes the PCimmune toboot sector viruses. Two
thirds of all virus infections today could be prevented
by this simple operation which takeslessthana
minute to complete, but the high percentage of boot
sector virusinfections today is evidence that this
technique continues tobeignored.

*Virus statistics are based on viruses reported to Sophos.
Anincidentislogged as one unitregardless of whether the
virus wasintercepted before causing an infection or
whetheritinfected one PC or 1000 PCs. Other anti-virus
vendorsreportsimilar percentages.

A program which would set the safe boot sequence
automatically (forexample fromalogin script)is
technically possible, but the way of storing the
sequence informationin the CMOSisnotstandard
and depends on the BIOS manufacturer. This makes
anautomated approach difficult. New operating
systems (Windows 95, Windows NT and OS/2)
complicate things further by prohibiting direct port
access. The easiest solution s still to visiteach PC
physically.

If the manufacturershave provided the ability toset
thebootsequence, why is the default sequence not the
reverse of the current one? A good logical explanation
doesnotseem toexist.

Virus problem

Sincebootsector viruses are easily preventable,
anybody who doesnot disablebooting from floppy
disk deservesno sympathy and his eventual cries for
help willbeignored. Macro, multipartite and parasitic
virusesremaina problem evenon properly
configured PCs. However, multi-partite viruses
cannotspread by booting fromaninfected floppy disk
onPCsprotected in thisway againstboot sector
viruses, while their ability to spread viaCOM and EXE
filesis severely limited by the way Windows 3.1
works("). Parasitic viruses are similarly decimated by
Windows 3.1, so, providing thatboot viruses
gradually disappear as users become wiser and new
operating systemsbecome widely used, macro viruses
arelikely tobecome the prevalent virus type.

Furthermore, macro viruses work onany platform
whichruns thehostapplication, which means that
therearesimply more machines available for
infection. A Microsoft Word macro virus will probably
function correctly in Windows 3.X, Windows 95,
Windows NT and the Macintosh. (Oneinteresting
hurdlein the path of macro virusesis the many
differentlanguage versions of Word, making it
difficult, butnotimpossible, to write an international
Word macrovirus.)

Microsoft Office 97 brings withit several advantages
tothebudding virus writer. Instead of Word Basic
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(whichisnotcompatible with other Office
applications), Office 97 will offer Visual Basic for
Applications version5 (VBAS5). All Office 97
applications will be able to execute the same code,
which seemslike ajuicy fruit which Microsoftis
offering to the virus writers. Backward compatibility
willalsobe provided, with existing macrosbeing
automatically translated from Word Basicto VBAS.
This, unfortunately, means thatalargishnumber of
virusesin VBA5 willappear at the time of the Office 97
launch, since the current Word viruses translated to
VBAb5stand a good chance of working.

Since the firstmacro virus appeared in the wild in July
1995, the speed of its spread and the scale of infections
have probably surprised even the gloomiest doom
merchant. Organisations with tens of thousands of
infected documents arenot uncommonand the
problemis further fuelled by active large-scale virus
dissemination centres: organisations which refuse to
implementanti-virus measures and clean infected
files‘sinceitisonly Concept’. Needless tosay, this
approachis profoundly wrong and may beillegal in
some countries.

Two virus defence options

If the major virus problemin the futureis going tobe
macro viruses and humanity refuses tostop
exchanging documents, or switch from Microsoft
Word to another text processor, what are the effective
solutions to the problem?

Standard anti-virus software which canbe used to
check disks or fileshas only alimited useinan
environmentwhere thereare somany easy and quick
ways of introducing potentially infected objectsintoa
company.

Twomain techniques of virus protectionin such
environments are used: virus-checking gatewaysand
on-access virus scanning.

Virus checking gateway

This seemingly attractive techniqueisbased on
intercepting mail coming into the organisation,
detaching the attachments, unpacking any encoded
parts, sending them to the virus detector and either
discarding them or passing them through to the
recipient. Unfortunately, thereare several problems
withthisapproach.

Gateway machine
Outsideworld,
-_— probablyviaa
firewall

Virus-checking gateway
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There arenumerous ‘standards’ for Internet mail
attachments which convertbinary informationinto 7-
bit ASCII textin order to ensure their unaltered
passageacross thenetwork via SMTP. This typically
makes filesbigger, so they are often compressed before
conversion using numerous available compression
methods. The gateway can only verify attachments
thatare compressed and encoded using the algorithms
itknowsabout. Furthermore, binary files canbe
manually encoded into printable text (eg.
UUENCODE) orencrypted (eg. PGP) and included
intothe message. The gatewayneeds torecognise
these parts, decode or decrypt them and check them.
The problemis simply too complex (or practically
impossible forencrypted files) and noavailable
gateway can (or claims to) solveit completely.
Although thereisnosuch thing as 100% security, the
use of a technique whichmay beable tocheck onlya
small proportion of objectsis difficult tojustify.

The use of agateway mustbe supplemented by other
anti-virus techniques since, evenapart from theabove
limitations, it cannot detect viruses in potential
carriers such asfloppy disks, CDs etc which are widely
used. Afterall,itwasa CDwhichspawned the
Winword/Concept distribution.

On-access virus scanning

On-access scanning provides virus detectionat the
workstation. Althoughitmay seem wrongtoleta
potentially infected object come so close to the end-
recipient, this technique is much safer thanany
alternative. On-access scanning involvesintercepting
fileopen and file close operations®, virus checking the
fileand allowing the file access or execution to proceed
onlyifnovirusesare found. The questions ofhow afile
ispacked, whetheritis compressed, encrypted or
whereitcomes from, becomeirrelevant: the virus will
be caught on unpacking, decompression or
decryption. If thefileis, forexample, compressed with
ZIP,unZIPpingitwill cause every executableitem to
be checked asitis created and, if a virusis found, the
on-access scanner will preventaccess to the offending
item.

Since Windows 3.X, Windows 95 and Windows NT
arenothampered by the DOS’s 640K memory limit,
on-access virus scanning hasbecome a feasible and
practically usable option. Thescannerisa VxD
(Virtual Device Driver for Windows 3.Xand Windows
95) oran FSD (File System Driver for Windows NT).

*Inpractice, afew more thingsare checked.
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On-access virus scanning isa powerful technique
whichstilldepends on scanning to detect viruses.
Scannershave tobe updated asnew virusesappear
and no on-access virus scanner will catcha virus thatit
doesnotrecognise assuch. Theburden of scanner
updatingisstill present and unlikely to disappearin
thefuture, although good anti-virus software usually
providesanautomated way of distributing the
updatesinnetworked environments.

Conclusions

Bootsector viruses currently cause the highest
percentage of infections, but they are easily
preventable. Easy connectivity and wide use of
networks facilitates the spread of parasitic,
multipartiteand macro viruses, however macro
virusesare likely tobecome the major virus problem of
the future. The bestsolution to the virus problem
todayisaregularly updated on-access virus scanner.
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