eSafe Desktop
Quick Start Guide

This quick start guide will help you to quickly setup eSafe Desktop. Please follow this entire
manual to quickly learn how eSafe Desktop can solve common security issues and to ensure a
trouble-free implementation.

If you wish to explore more advanced features of eSafe Desktop or require additional help, be
sure to read the User’s Manual.
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Installation

Step 1.

Step 2.
Step 3.

Step 4.
Step 5.

Step 6.

Insert the eSafe Desktop CD or locate the eSafe Desktop setup file that you
downloaded from the Internet. Launch the eSafe Desktop setup program to start the
installation.

Select Install eSafe Desktop from the menu that appears.

Select the language that you prefer for the eSafe Desktop interface. The default is
English.

Select Language

eSafe Protect iz a multi-lingual product,
Pleaze zelect the interface language for &5 afe Pratect.

Pleaze verify that your operation system supports this language.
Otherwize, gelect the Englizh language.

French [Francaig]

Deutzch [Germany/Austria)
Spanizh [Ezpafiol] —
Deutzch [Switzerland)

Hebrew [1sraell j

s _|

This causes the eSafe Desktop License Agreement to appear.

Read the conditions of the eSafe Desktop EULA and click | accept if you agree to
these conditions.

Follow the instructions that appear on screen.

Note:

It is highly recommended that you click OK when the setup program
offers to download the latest version from the Internet, including
virus signature tables.

Upon completion, the setup program adds a program group to your Start menu. The group
contains an icon to uninstall eSafe Desktop.

Uninstall

Step 1.

Step 2.

Click the Windows Start button and select Programs | eSafe Desktop| Uninstall
eSafe Desktop.

Follow the instructions that appear on screen.
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Changing your protection level

The eSafe Watch screen contains a protection setting lever and buttons for accessing the
configuration screens and the anti-virus module.

eSafe Protect Watch

PROTECTION THREAT

CONFIG
ANTI-VIRUS i

Protection setting lever

The protection setting lever lets you change your level of protection. It contains four settings:
Extreme, Normal, Low and Off.

Extreme
eSafe Desktop exits Learn mode, thereby activating those sandboxes. The Sandbox, Personal
Firewall and On-access scanner modules are all activated.

Normal
All modules are activated as configured.

Low
The Sandbox module is deactivated. On-access scanner and Personal Firewall modules are
activated.

Off
All eSafe Desktop modules are deactivated.

Changing your protection level 3
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Operation

Diagnostic Check

When you start Windows, eSafe Desktop loads and performs a diagnostic check of its
component files.

w5ale Desklop dagnoshc
fite

v Gwrchor probection

" Parstead Frewal

" Bkl probaction

w Flepon jactive

" Cookie: [dona|

v Cache [dors]

' Histony fcdone]
[rre——
[ Chrck hene bo hide B prodection diagnosic bom

ity mach Bme pou boot pow compute.

Note: The diagnostic check does NOT scan your disk for viruses.

Warning Screens
eSafe Desktop intervenes whenever it detects a virus or a violation of its protective rules.

Don’t Panic - your computer is safe
eSafe Desktop already intervened to prevent the potentially dangerous operation. Relax, take
you time to read and understand the warning, nothing can happen - you are protected.

Read the warning

There are three types of warning screens, each of which contains different information and
allows for different actions. These are:

* Access Violation
» eSafe Desktop Warning (virus/vandal found)

» eSafe Desktop Warning (Active Desktop)
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Access Violation

Accass Violation

Unisgrsieied spphcalion
hezs tried to dedebe fls PROTECT. This operation was biocked

Attempled violation delad:
Thee appicalnn sl allempiad he volaton I.I-'u-;h\u'ﬂmll-m

The fi= paih that the sopbcation sttemplsd o
CAESAFENWPROTECT

o 0K 7 Hep

This screen lets you know that a protective mechanism intervened to prevent a potentially
dangerous action, usually from the Internet, from wreaking untold havoc on your computer.
The following dialog box will appear when you click OK.

eSafe Elﬂl'rup wiolalicn merrage

Access Violation

Uniegsteed spphoation
hae e b debele bhs PROTECT. The: opesatior v blocked. Sebsct how ou wanl FUTLRE
occussrces of s achon bo be handled.
St alfmnpied the viokslion applic o

TI'III Hh“ﬂlmllmtﬁ
CAESAFENPROTEC

EMmuﬂwwl £3 ow n uhre |Im| ? Hep

I Dot allosy this sclivity snd hade Shis meszage in e fulues [Fen mods]

Note: Itis important that you understand that active content has legitimate
uses, and may be used by one of your legitimate programs. Take the
time to make sure that the file that caused the violation is, in fact,
part of a legitimate application that you want to use. The decision
that you make can open a security hole, allowing this file to run in the
future without your knowledge.

If you want to perform the action that has been blocked, you must run
the operation again after clicking Allow until next boot or Allow in
future.

Operation 5



Aladdin Knowledge Systems, Ltd.

What happened?
The first part of the Access Violation screen describes the action.

Access Violation

Urpesgistened] applicaton
Pt Invead 1y el e PROTECT. This operation was blocked Selact bow pou want FUTLIRE
ooourences of tis schon o be handied.

Atemated violsticn detait
The apphication thal abempted the viclsicer Lrmgitered sppicstion

Thas (kb path Hial Thar Spphc:ation aemphed 1o swolate
CAESAFEPROTECT

B fow uniipestboot | 73 llow in fubure |i = [in not slow | ? Hdn

I Do rot allowy thiz sclivity and hade fhis message n $e uhes [Fenl mods]

The information appearing in the message provides you with the information that you need, to
decide whether the action is a legitimate one that you want to allow.

In order to understand this information, you need to know that it contains two pieces of
information. The first is the name of the program or application that attempts the action. The
second is either the path to the threatened area of your hard disk or the rule being broken.

Offending application

If the action was performed by an application installed on your computer, the application name
appears. If the action was performed by an application not installed on your computer,
"Unregistered application™ appears in place of the application name.

Threatened path or rule

If the second piece of information is a rule, you must decide whether this rule should apply to
the application. If your application is expected to break this rule as part of normal operation,
then the action is legitimate. If not, you can assume that the action is dangerous and should
report it to your network administrator.

If the second piece of information is a file path, it indicates that the offending application
attempted one of the following:

» Read a file containing sensitive information
* Make changes to the (existing) file

¢ Delete the file from your computer

* Move, copy or rename the file

* Create the file on your computer

¢ Execute the file
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What should | do?

If you are familiar with the application, look to see if the threatened area contains files or data
that this application is expected to use. If so, it is probably a legitimate operation, and as such
should be allowed in the future. If you click Allow in future, eSafe Desktop changes the
protective mechanism that intervened, to allow this in the future.

If the action is one that you do not recognize or do not want this application to perform, you
should click Do not allow. This option lets eSafe Desktop know that it should warn you of
such violations in the future.

If you are not familiar with the application or if you recognize it as an active content file, you
should proceed with caution. Depending on the action that occurred, you should click either
Allow until next boot or Do not allow.

Silent mode - don’t ask me
At the bottom of the Access Violation screen there is check box. If you select it, eSafe Desktop
stops sending you this screen when the same protective mechanism intervenes.

This will not prevent a similar Access Violation screen from appearing if a different protective
mechanism intervenes.

Note: You cannot undo this because the same protective mechanism will
not send you any more Access Violation screens.

eSafe Warning - virus/vandal found

This warning occurs when a virus or vandal is encountered. It lists the path of the virus or
vandal, and contains a button to run the Anti-virus Wizard. This wizard removes the virus
found by the on-access scanner.

aSafe Desktop Warning|

& vings or wandal was lourd in the file:
CAWIND WS TEMPMIRTES T EE

ehabe Diezkiop winlalion mezzage:

e recommend thal pou num the Vine: Clean 'Wizad bo remove this visus

T Help

Note: If you do not want to run the wizard, click the x in the upper right
corner to close the window.
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Running the Anti-virus Wizard
Step 1. Click Run wizard in the eSafe Warning screen.

Step 2. Click Next.

Anti-virus Wizard.

The fallowing files are infected:
Infection it file:
C:AWINDOWSATEMPYWIRTEST.EXE

eSafe Deskiop will guide you zafely through the cleaning
process. Follow the instructions and your systern

will be disinfected. Al activities will be suspended

until the: virug iz eliminated from your system. Click MNext.

<< Back

Step 3.  Click Next again.

Anti-virus Wizard.

The Anti-virus “Wizard will now start scanning
and cleaning the infected areas.
Thiz may take a few minutes.

Scanning now...

| File: C:AWINDOWSATEMPYYIRTEST EXE

Yirug detected: VIRLUS TEST

Mon-removable virug - Operation cancelled

<< Back

Step 4. Click Scan Now.

The Anevaus Wiead vl now scan the
irfecied file and allempl ho remove e
g, s nabbng i uee in e luluse,

Chck “Sar now’ 1o #af seannirg

[t
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Step 5. Click Finish.

Anti-virus Wizard.

The Anti-virus "Wizard has just completed

zcanning and cleaning.

Your syztem is till infected!
‘We advize you to run the full anti-virus module.

to gzan and clean all possibly infected areas.

e -
% Fiun anti-virus module

Note: If you want to perform an on-demand virus check of other files, click
Run anti-virus module instead of Finish.

eSafe Warning - Active Desktop

e i 1010010107
"'-‘r.' M0 L]
—~

 eSale Daskiop Wamingl
e pokendialy dangeicess ilems wese detected on youl Active Desklop

-

Chok "Alow shraps'’ bo move all bems b the st of fusted bems
Chc, "Don’l sliosy’” o delets these new dems hom fhe Acivs Deskhop,
Chek “fvancad” o move deliads.

3 o] 8 s

The Active Desktop allows you to place Internet sites directly on your Windows Active
Desktop. As a result, the eSafe Desktop warns you of when you attempt to place a sites on the
Active Desktop containing potentially dangerous ActiveX, Java or active scripts.

The warning screen allows you to place the item on a list of trusted items, remove it from the
Active Desktop, or edit the list of trusted and untrusted sites. eSafe Desktop allows you to
access all pages of the sites listed as trusted, and prevents you from accessing any page in sites
listed as untrusted.
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Allowing placement of active content on the Active Desktop
Click Allow always in the eSafe DesktopWarning dialog box.

eSafe Desktop violation message x|
T 0 A4 =

eSafe Desktop Warning!

Mew patentially dangerous items were detected on your Active Desktop

Attempted violation detail
Click “Allow always" to move all ikems to the list of tusted items.
Click "Don't allow" to delete these new items from the Active Desktop.

Click “Advanced" for more details.

ng:: Advanced |

| Allow alwaysl

Preventing placement of active content on the Active Desktop
Click Don’t allow in the eSafe Desktop Warning dialog box.

3 OTOTUN
1010010101 |
]

eSafe Desktop Warning!

Mew patentially dangerous items were detected on your Active Desktop

Attempted violation detail
Click “Allow always" to move all ikems to the list of tusted items.
Click "Don't allow" to delete these new items from the Active Desktop.

Click “Advanced" for more details.

B g Allow alway: Don't aIIov{l\E o¥ Advanced
: L

10
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Making changes to the lists of trusted and untrusted sites
Step 1. Click Advanced in the eSafe DesktopWarning dialog box.

eSafe Desktop violation messa
T Y

eSafe Desktop Warning!

Mew patentially dangerous items were detected on your Active Desktop

Attempted violation detail
Click “Allow always" to move all ikems to the list of tusted items.
Click "Don't allow" to delete these new items from the Active Desktop.

Click “Advanced" for more details.

ng:: Advanced |

Step 2. Select the item to be moved and click the arrow pointing to the target list.

—Wiolation detail

o't al UWEI

Allow alwaysl

Al itermns in the left panel will be remaoved from your Active Desktop, and all items in the right panel
will be pratected by eSafe Pratect. To move an item from one panel to anather, uze the -» or <-
buttonz. Click DK to apply changes.

I_c Untrusted | I Trusted

hitp: #eliazhim, eliazhim, co.il/tst_actives

These sites will be remaved from my Active | trust these sites and want to zee them on
Desktop. my Active Desktop.
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Step 3. Click OK.

—Wiolation detail

Al itermns in the left panel will be remaoved from your Active Desktop, and all items in the right panel
will be pratected by eSafe Pratect. To move an item from one panel to anather, uze the -» or <-
buttonz. Click DK to apply changes.

I_c Untrusted | I Trusted

hitp: #eliazhim, eliazhim, co.il/tst_actives

These sites will be remaved from my Active | trust these sites and want to zee them on
Desktop. my Active Desktop.

Scanning for Viruses

The on-demand scanner scans and cleans all files susceptible to viruses on the disks and
directories that you select.

When should | scan for viruses?

Although eSafe Desktop contains an on-access scanner that checks files as you access them, it
is a good idea to initiate a scan of all floppy diskettes and CDs the first time you enter them
into your computer.

You should scan archive files that you copy from the network or other source. The on-access
scanner only inflates and scans archives downloaded from the Internet.

If a virus is discovered in an archive file, you should inflate the archive and scan all files
individually. Due to the nature of scanning archive files, if an infected file contains more than
one virus, it is possible that not all viruses are reported. Furthermore, it is always best to scan
the files whenever you extract them from an archive file.

You should scan you hard disk(s) on a regular basis. We recommend scanning your disks at
least once a week. If you leave your computer on during lunch breaks or overnight, you can
schedule the anti-virus scanner to automatically scan your hard disk during off hours. For more
information, contact your network administrator.

Why bother?

There are a number of ways in which a virus can enter your computer without being scanned
by the on-access scanner. For example, files located on your computer prior to installation of
eSafe Desktop may never have been scanned.

12 eSafe Desktop Quick Start Guide
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The on-access scanner is designed to scan for viruses without interfering with normal
operation. This requires it to make certain assumptions that the on-demand scanner does not,
such as ignoring files copied from one directory to another on the same hard disk.

Finally, as new viruses are discovered, eSafe creates updates that your network administrator
automatically distributes to you over the network. A new virus can theoretically slip through
by being scanned by the on-access scanner before the virus becomes known and the scanner
updated. By initiating a scan, you check all files using the latest version of eSafe Desktop.

How do | scan for viruses?

Scanning for viruses
Step 1.  Select Start|Programs|eSafe|Run eSafe Anti-virus.

Note: An alternate method is to double click the eSafe icon in at the far
right of Windows Taskbar, then click the ANTI-VIRUS button on the
eSafe Watch screen that appears.

Step 2.  Select the drives to scan. You can open the tree to be more specific and select
specific directories or files.

e Ehale Desktop on-demsnd anti-vinus configueation

SUERERATILI SV TS “

S canring nilsy
Diefaull - Savn | Sarve | |

Smmmlsommﬁu] Hepuﬂirl Fiespanzs | S-Chﬂ:i.i.‘l

B My Compule a
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Step 3.  Click Scan Now.

. 85ale Deskbop on-demand anti-vinus confguration

T -

Soanrineg nass

[omn 2] Swm | swws | |

Sean map | Soan properties | Flepoi e | Plespones | Echecule |

B My Comguter -
WA o Memoiy chick

+- e

+ M=l
L (= YU
i [J=Er
+-JemF
+

=y} =
_ e |

?I:l-bl | Sesrnowl |¥Elk'|1w|

Scanning for viruses from Windows Explorer
Step 1. Right-click the file, folder, or drive.

Step 2. Select Scan for viruses if available. If not, open the Select to option and select Scan
for virus.

Rescue Diskette

What is it?

An eSafe Desktop rescue diskette is a clean, locked diskette. It contains: its own boot files, an
image of the hard disk boot sectors, the partition table, the configuration stored in CMOS
RAM, and the files necessary to successfully remove viruses from an infected hard disk.

Who needs it?

Anyone with a computer, who does not want to lose data if a virus destroys the boot sectors,
partition table, or configuration stored in CMOS RAM. Each rescue diskette is for a specific
computer only, and you cannot use the rescue diskette of another computer.

This diskette is necessary to clean and restore the hard disk if your computer does become
infected with a virus that affects the boot sectors, partition table, or configuration stored in
CMOS RAM. Without it, you may need to reformat the entire disk.
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How do | create a rescue diskette?

Creating a rescue diskette

Step 1.  Click Windows Start button and select Programs | eSafe Desktop | Make Rescue
Diskette. This causes the following window to appear.

£ Cimabe ienciss diskelbs

Fie Creata your own aSafe Deskiop mscue disketisl
M e recommend creafing & rescus diskatts,
Thes enables you to restors wour hard disk i # is damagad
A rescus diskette conbains an Fmage of crifical parts of
wour cofmguter's configuration and the Windows stat-up
programs essential for restonng the hand disk

Do wou want to create o rescee diskette?

[ /e ||| X | 7Hee |
Step 2. Click Yes. This causes the following window to appear.
@ Label a 1.44 ME dizk ‘Rescue' and insert it into drive A:
WARMNING:

Any existing files on thiz disk will be deleted. The disk
will be formatted prior to creation of the rescue diskette.

Click OF. to continue.

Cancel |

Step 3. Label a 1.44 Mb floppy disk as your eSafe rescue diskette, place it in your floppy
drive and click OK.

Step 4.  Click Finish, then remove and lock the diskette.
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Advanced configuration
You should begin by making changes that you want to apply to all users.

Step 1. Click Advanced configuration. This opens the Advanced configuration , which is
divided into the following four modules:

a. Sandbox for protection from hostile Java, ActiveX, and other malicious mobile
code.

b. Personal Firewall for port control and Internet content filtering.
¢. Administrator for applying user protection settings and desktop lockdown.
d. Anti-virus for customizing virus scan operation.

Step 2.  Select the module to edit by clicking its button on the left.

Step 3.  Edit the configuration.

Step 4. Click Exit.

Sandbox - anti-vandal protection
The Sandbox limits Internet applications to a confined area that prevents hackers from using

your Internet applications to access areas of the drives containing vital information. Sandbox
configuration is organized into four tabs.

» Sandbox boundaries
Displays and defines the areas of the hard drive and privilege settings that the protected
applications are allowed to access.

* Operation mode
Defines whether the Sandbox is enabled, in Learn mode or disabled.

¢ Enforcement
Defines how the Sandbox reacts when a violation occurs.

¢ Media to monitor
Defines which drives are monitored for violations.

Note: The default configuration is designed to require minimal changes.
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Placing the Sandbox in Silent mode
Silent mode prevents users from receiving warning messages. All events are still logged for
use by the report generator. By default, only the Freeze Desktop Sandbox is in Silent mode.

Step 1.  Select the Sandbox to place in Silent mode from the drop down menu.

Step 2.  Select the Enforcement tab.

Step 3. Select an lllegal activity.

Step 4.  Select the Silent mode check box.

Step 5. Repeat steps 3 and 4 for each of the other illegal activities.

Step 6. Click Save.

Blocking access to certain files — advanced users only

You may want to create a general purpose Sandbox to serve as an access control mechanism
that is active continuously. A general purpose Sandbox restricts access to selected directories.

You can also restrict certain directories to Read-only to prevent users from modifying the files
contained inside.

Step 1.  Select the Blank Sandbox from the drop down menu.

Step 2. Click Save as.

Step 3. Name the new Sandbox and click OK.

Step 4.  Edit the access rights based on paths.

Step 5. Select the Enforcement tab and place each illegal activity in Silent mode.

Step 6.  Enter the Privileges tab of the Administrator module and assign the new Sandbox
to the user.

eSafe Desktop comes with the following two General purpose sandboxes defined.

Blank

This Sandbox restricts access to the C:\ESAFE\PROTECT\DATA directory to prevent users
from deleting eSafe Desktop. It is enabled by default.

Freeze Desktop

This Sandbox allows only read and execute privileges on the Windows Desktop and Start
menu. This prevents users from modifying, deleting or adding new icons to the Windows
Desktop or Start menu. The Freeze Desktop Sandbox is not enabled by default. To enable
this Sandbox, you must go to the Privileges tab of the Administrator module and assign it to
the user.

Note: You can use the Save as option to create additional Sandboxes based
on existing ones, but they will not become active unless you assign
them in Administrator|Privileges.
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Personal Firewall — port control and content filter

The Personal Firewall blocks ports used by Trojan horses and other vandals, and filters out
inappropriate content. This submodule is organized into five tabs.

* Firewall map
Controls access to specific Ports and IP addresses.

* Content Filter
Allows you to block content based on specific forbidden words.

* Privacy
Prevents sensitive information, such as personal details and credit card numbers, from being
submitted to sites that are not secure.

* Operation times
Specifies the time of day when the Personal Firewall is active.

¢ Enforcement
Defines how the Personal Firewall reacts when a violation occurs.

Configuring the Content Filter
Step 1.  Select one of the existing Personal Firewalls from the drop down menu.

Step 2.  Select the Content Filter tab and review the content.

Step 3.  Add or remove any words that you feel necessary. Defaults are usually sufficient.

Note: You also need to assign the Personal Firewall(s) in
Administrator|Privileges.

Administrator — assignment of protective functions
The Administrator module allows you to grant and restrict system privileges, and assign
specific eSafe Desktop functions to users. It contains the following elements:

* Reports
Defines the information to be logged for reports.
* Privileges
Assigns Privileges, Sandboxes, and Personal Firewalls.

e Password
Prevents unauthorized modification to eSafe Desktop configuration.

* Boot operations
Assigns operations to be performed when the PC boots-up.

¢ Active modules
Enables activation/deactivation of Sandbox, Personal Firewall and Anti-virus modules.

Note: You can use Administrator|Active Modules to isolate problems when
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trouble-shooting by enabling and disabling specific Sandboxes and
Personal Firewalls.

Activating and editing desktop lockdown
Step 1.  Click the Privileges tab.

Step 2. Open the Privileges tree in the left pane and double-click Enforce User Privileges.
This activates system policy protection.

Step 3. Open the user branch and the subsequent Privileges.

Step 4.  Open each group of privileges that you want to edit. The green check mark enables
the function, while the red X disables that function.

Step 5. Double-click each privilege that you want to change from enable to disable or vice-
versa.

Step 6.  Click Apply.

Note: Other security programs and products, such as the Windows Policy
Editor, Fortress, and Foolproof, duplicate many of the desktop
lockdown features of eSafe. If you are using any other security
products, DO NOT enable the desktop lockdown feature of eSafe
Desktop because doing so may cause conflicts.

Enabling Sandboxes and Personal Firewalls
Step 1.  Click the Privileges tab.

Step 2. Open the user branch in the left pane.
Step 3. Open Sandboxes or Personal Firewalls in the right pane.

Step 4. Select the Sandbox or Personal Firewall that you want to apply and click the red
arrow above to move it to the user in the left pane.

Step 5.  Repeat for each Sandbox and Personal Firewall you want to enable.
Step 6.  Click Apply.
Disabling/enabling eSafe Desktop modules

If you are using other anti-virus or content filtering products, you may want to disable certain
eSafe Desktop modules that could conflict with your existing software.

Step 1.  Click the Modules tab.
Step 2.  Disable any modules you do not want to use.
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Auto-updating of anti-virus signature tables

When you initially installed eSafe Desktop, an auto-update utility was installed on the PC.
This checks the eSafe FTP site every 7 days (default). If there is a new virus signature table, it
downloads it and installs the update to the ESPLAN directory on the server. When users log
on, it pushes the update to the PCs to protect them from the latest virus and vandal threats.

The auto-update utility allows you to change the frequency that it checks the FTP site for new
signature tables.

Regular vs. hot update

Regular updates consist of virus signature tables that have been tested and approved by QA.
These updates are considered 100% reliable. However, the test process cannot always keep up
with the latest breaking viruses. The auto-update utility does not download hot updates.

Whenever a new virus is discovered, a hot update is prepared to detect and possibly remove
the virus. This update is considered very reliable, but never the less, has not been tested as
thoroughly as the regular update. In some cases the hot update may only detect a virus, but not
be able to remove it without damaging or deleting the infected file.

Step 1.  Open your browser and go to http://www.esafe.com/udate.html .

Step 2. At the eSafe update site, select Updates| Hot update.
Step 3.  Execute the downloaded file at the server that will deploy it.

20 eSafe Desktop Quick Start Guide



