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Using this guide

This guide assumes you're familiar with basic functions like click, right-click and double-
click, and that you're familiar with the basics of the operating system you're using. Also,
we use the following conventions:

» [talics for file names, paths, buttons, menus, and menu items.

s Bold Italics for notes and comments.

»  Keyboard keys with a plus sign separating keys that you press simultaneously.
For example: press Ctrl+Alt+Del to restart your computer.

We strongly recommend to read this guide very carefully and thoroughly. It was

designed around the understanding that its users already have basic network
knowledge as well as the ability and know-how to install a Local Area Network (LAN).
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1. Overview

1.1 Introduction

PortsLock® is a firewall with user-level access controls for Windows NT/2000/XP and
Windows Server 2003. Once PortsLock is installed, administrators can assign
permissions to TCP/IP connections, just as they would in managing permissions on an
NTFS partition of a hard disk. It lets you control which users can access what TCP/IP
based protocols (HTTP, FTP, SMTP, POP3, Telnet, etc.) on a local computer,
depending on the time of day and day of the week. You can also set allowed/denied
TCP/UDP ports and IP addresses for incoming and outgoing connections. PortsLock
enhances access control possibilities for system administrators, helps them to build a
more secure network environment, and protects corporate networks against attacks
from the inside.

It is important to note that PortsLock works perfectly with other personal firewalls and
routers installed on the same computer.

1.2 General Information

PortsLock operates at the transport (TDI) level. Data is only allowed to leave the local
system if the PortsLock rules allow it. As packets arrive they are filtered by their type,
source address, destination address, port information contained in each packet, and the
security context. Unlike other personal firewalls, PortsLock's packet filtering is based not
only on networking rules (such as source and destination addresses, ports, protocols,
etc.) but also on the user's security context. It means that administrators can assign
different filtering rules to different users or user groups and these rules will apply to
network packets "on the fly", exactly like file permissions in an NTFS partition.

PortsLock is absolutely transparent to users. Users do not have to set up rules in their
applications to use the network. Only administrators are allowed to set rules so users
without administrative privileges cannot bypass the PortsLock security.

In addition to packet filtering, PortsLock adds the ability to audit network packets on a
local computer. This packet auditing is also based on the user's security context and
allows you to audit network packets that belong to a certain user or user group.
PortsLock employs the standard event logging subsystem and writes audit records to
the Windows event log so they can be read using any event viewer software (such as
EventViewer, Remote Task Manager, etc.) as well as PortsLock's built-in Audit Log
Viewer.

Moreover, PortsLock has a real-time monitor of TCP/IP network activity. PortsLock
specifies which process and user are associated with what TCP/IP address and
provides detailed information about every network activity.
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1.3 Technical Data

PortsLock consists of tree parts: PortsLock® Driver, PortsLock® Service
(plservice.exe), and PortsLock® Manager (p/manager.exe).

PortsLock Driver is the core of PortsLock. It is implemented as a special low-level driver
tightly integrated into the system kernel. This driver fully controls the system's driver
TCPIP.SYS. Therefore, it has absolute control over all packets passing to TCPIP.SYS
and is able to ensure complete protection of the system it is operating on.

User-level (Ring 3)

User’s Applications (PortsLock Manager, Internet Explorer,

Windows Sockets

Kernel-level (Ring 0)

\ 4

TDI Clients (Drivers)

PortsLock Driver

Windows TCP/IP Stack (TCPIP.SYS)

PortsLock Service is installed on each client system that you want to protect. PortsLock
Service runs automatically in the background and provides communication with
PortsLock Driver.

PortsLock Manager is the control interface Systems Administrators use to manage each
network computer that has PortsLock Service.

Local Computer

PortsLock Manager

Remote Computer

PortsLock Service PO 0 anage

A 4

A

\ 4
PortsLock Driver
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1.4 Requirements

PortsLock works on any computer using Windows NT/2000/XP and Windows Server
2003.

To use PortsLock, you must have a functioning TCP/IP network protocol.

1.5 Main Purpose
The following are a few examples of PortsLock uses:

= Blocking access to network resources (web sites, network services, LAN, etc.) for
a particular user or user group.

= Controlling access to network resources, depending on the time of day and day
of the week.

= Auditing network activity for a particular user or user group.

» Real-time monitoring of applications' network activities and discovery of
malicious programs (viruses, Trojans, etc.).
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2. Installation

To install PortsLock just run Setup (setup.exe).

PortsLock installs to the directory of your choice. Setup tries to find a PortsLock
installation and, if one exists, Setup suggests you install PortsLock to the same
directory. If a previous installation does not exist, Setup suggests you install PortsLock
to the Program Files directory on the system drive (e.g. C:\Program Files\PortsLock).
You can always select another directory for installation.

You have three choices: install both PortsLock Manager and PortsLock " Typical
Service using Typical setup, install only PortsLock Manager using Custom

setup, then selecting the PortsLock Manager component, or you can install

only PortsLock Service using Custom setup, then selecting the PortsLock i Custor
Service component.

Also, Setup supports unattended (silent) setups. This gives an install that can be used
from within a batch file. If you want to install PortsLock without user intervention run
Setup with the /s parameter (e.g. c:\setup.exe /s). There is a special configuration file for
silent setups — portslock.ini. Portslock.ini must be in the same directory where
setup.exe is located. With this file, you can customize the installation parameters. For
example, to install only PortsLock Service, portslock.ini should look like:

[Install]

Service = 1

Manager = 0

Documents = 0

If you have purchased a license for PortsLock, you can also specify the location of its
registration file in the portslock.ini file so Setup automatically registers new versions of a
PortsLock:

RegFileDir = C:\Directory

where C:\Directory is where your registration file is located.

You can also specify a destination directory for PortsLock:

InstallDir = C:\Program Files\PortsLock

If you want to run a program (e.g. batch file) after a successful install, you can specify
the Run parameter:

[Misc]
Run = C:\mybatchfile.bat
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PortsLock supports remote installation to help a Systems Administrator to set up a
service on remote machines without ever having to physically go to them. If the
PortsLock Service isn't installed on the remote system you are trying to connect to,
PortsLock Manager will suggest that you install the service. Select the PortsLock
Service executable file (plservice.exe) and PortsLock Manager will copy it to the remote
computer. The PortsLock Service executable file will be copied to the Windows system
directory (e.g. c:\winnt\system32) if this service doesn't exist on this system. If the
service exists on this system but is too old, PortsLock Manager will copy the executable
file to the directory of the old file and the old file will be replaced.

After a successful install, you can run PortsLock Manager by selecting the PortsLock
Manager item from the Programs menu.
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3. Interface

2.1 General Information

PortsLock Manager has a user-friendly, easy-to-use interface. All functions can be
accessed with either a mouse or keyboard.

In any dialog you can press the F17 button to get specific help.

The main window of PortsLock Manager can be resized. PortsLock Manager saves its
size and position, and restores these at its next startup.

PortsLock Manager has a menu at the top of its main window. Many functions are
accessible through this menu.

You can select Always on Top from the View menu to keep the PortsLock Manager on
top (above) any other applications.

2.2 Main Dialog

When you start PortsLock Manager it displays its main dialog where you can select a
computer to control.

W The left side of the Main dialog shows a list of the computers
=2 o available in your network. This listing is called the computer
= BuHG tree. Each computer that is running PortsLock Service has an
- e icon of a computer. Each computer without PortsLock Service
@ FRO running on it has an icon of a computer overlaid by a red circle
B SL_SERVER containing a white X, indicating the computer is inactive. A
E"@--gﬁlw computer will also show as inactive if you do not have the

system privileges to connect to it.

If you want a listing of only active computers —
computers with running and accessible PortsLock
Service — select Hide Inactive Computers in the
Options menu. If you do not want the computer tree
to expand automatically, unselect Expand Network
Tree in the Options menu.

To refresh a list of computers, press F5 or select
Refresh Network Tree from the View menu. Also,
you can refresh the state (whether active or inactive)
of a selected computer by pressing Shift+F5 or
selecting Refresh Selected Computer from the View menu.

|_ Refresh Metwark Tree
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If your computer is not connected to a network, the list of computers will be empty or
may contain only a single record — "Microsoft Windows Network" (or similar message).

To access a remote computer, it needs to have PortsLock Service installed and running,
and it needs to have a connection to your computer. To access a remote computer,
simply select it from the computer tree. PortsLock Manager automatically connects to
the computer immediately after it has been selected.
You can use a mouse to select the computer or you
can use the keyboard’s arrow keys and press Enter
on a selected computer. Alternatively, you can type
in the computer’s name in the field above the
computer tree, then press Enter.

To connect to the local computer, do not specify a computer name. If Connect to Local
Computer at Startup is enabled in the Options menu, PortsLock Manager automatically
connects to the local computer each time it starts up.

All frequently used computers are added automatically to the

HEE&WHETLER most recently used (MRU) list so they can be easily accessed.
|15L_SERVER

If you don't have administrative privileges on the selected computer, PortsLock
Manager will show the Enter Network Password dialog and you'll be able to connect
under the account of any other user. The Enter Network Password dialog appears
when you attempt to connect to a computer, but the domain controller (DC) does not
recognize the user account you have used to log on. This often occurs when you are
logged on as the administrator of a local computer and attempt to access domain
resources. To access the

domain resources, you must [EAER EULA RS

provide a valid user account
and password that the
domain recognizes. User

accounts are a dormain [

name followed by a
backslash (\) and the user g

name, e.g. D1\John.

If you successfully connect to a computer, its name appears in the
status bar of PortsLock Manager. All major PortsLock Manager \!

functions become available only if you are connected to a computer.
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4. Principles of Packet Filtering

To achieve security, you need to define a set of security rules for PortsLock so it can
determine if a packet should be allowed to pass or not. To do this, PortsLock looks
through its set of security rules for a rule that matches the user who owns the packet
and the contents of the packet's header. Once a match is found, the rule action is
followed. The rule action could be to block (Deny) the packet or to forward (Permit) the
packet. Only the first match counts, as the rules are searched in order.

The packet matching criteria varies depending on the protocol. You can specify rules
that depend on the source IP address of the packet, its destination IP address, the
source port number, the destination port number (for protocols that support ports), the
packet's direction (incoming or outgoing), the user or user group that owns the packet,
and even the time of day and day of the week the rule is active. This wide range of
matching criteria allows you to create a very flexible and secure network environment.
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5. Principles of Packet Auditing

To audit a user's network activities, you need to define a set of audit rules for PortsLock
so it can decide if information about a packet should be logged or not. To determine if a
packet should be logged, PortsLock looks through its set of audit rules for a rule that
matches the user that owns the packet and the contents of this packet's header. Once a
match is found, the rule is applied. Only the first match counts, as the rules are
searched in order.

The packet matching criteria is the same as for security rules (see the Principles of
Packet Filtering section of this manual).

PortsLock uses the standard event logging subsystem to log a packet's information. It is
extremely useful for system administrators because they can use any event log reading
software to view the PortsLock's audit log. You can use the standard Event Viewer, for
example.

H Event Viewer

Event Yiewer [Local]
4| Application Log gﬁuccess.ﬁ.udit 22112002 141351 Paortslock Audit SYSTEM

4| Securty Log @?Success Audit 22112002 141951 Portslock Audit SYSTEM
4| Spstern Log dﬁuccess.ﬁ.udit 22112002 141351 Portslock Audit SYSTEM

4| Directory Servics @f‘ Success Audit 2217.2002 141351 PortsLock Audit S%STEM
M| DNS Server @f Success Audt 22.11.2002 141951 PortsLock Audt  SYSTEM
4| File Replication Service || =@ guccess Audit 22.11.2002 141951 PortsLock Audt SYSTEM
@f Success Audit 2211.2002 141951 PortsLock Audit SYSTEM
@f Success Audit 2211.2002 141951 PortsLock Audit SYSTEM
@f Success Audit 2211.2002 141951 PorsLock Audit SYSTEM
af Success Audit 2211.2002 141951 PortsLock Audit
e e
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Event Properties

.'.' [
Al

PortsLock has its own built-in event viewer that represents information in a more
convenient form.

Iil—lilil—lili

&LSUEEESS £2.11.02 14:19:51 150,150, 139 150.150.1 15805 TCP (e}  Send
@&Success £2.11.02 14:19:51  150.150.1.11 139 150.150.1.5 15805 TCP (e}  Send
@!hSLIEEESS £2.11.02 14:19:51  150.150.1.11 139 150.150.1.5 15805 TCP () Event Receive
@kﬁuccess £2.11.02 14:19051  150.150.1.11 139 150.150.1.5 1805 TCP(E)  Send
lE\!hSLIn:n:E:ss 22.11.02 14:19:51  150.150.1.11 139 150.150.1.5 1805 TCP (&) Event Receive
@!hSuccess 22.11.02 14:19:51  150.150.1.11 139 150.150.1.5 1805 TCP(E) Send
@%Success 2z.11.02 14:19:51  150.150.1.11 139 150.150.1.5 1805 TCP (&) Ewvent Receive

1.1
1
1
1
1
1
1
1
1
1
1
1
1
1

211,02 14:19:51  150,150.1, 150,150.1, 1805 TCP (6  Send
@gSUEEESS £2.11.02 14:19:51  150.150.1.11 139 150.150.1.5 15805 TCP () Event Receive
lET&,Sl_u:u:nass £2.11.02 14:19:51  150.150.1.11 139 150.150.1.5 15805 TCP (e}  Send
IE!gﬁuccess £2.11.02 14:19:51  150.150.1.11 139 150.150.1.5 15805 TCP () Event Receive
tE\kﬁuccess £2.11.02 14:19051  150.150.1.11 139 150.150.1.5 1805 TCP(E)  Send
@!hSuccess 22.11.02 14:19:51  150.150.1.11 139 150.150.1.5 1805 TCP (&) Event Receive
%Success 22.11.02 14:19:51  150.150.1.11 139 150.150.1.5 1805 TCP(E) Send

The columns in the audit log viewer are defined as follows:

e Type —the class of an event, either Success for allowed packets or Failure for
denied packets.

o Date/Time — the date and the time when this event was received by the logging
service.
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e Local Address — the local IP address of the endpoint.

e [ocal Port — the local port of the endpoint, if applicable.

e Remote Address — the remote IP address of the endpoint, if applicable.
e Remote Port — the remote port of the endpoint, if applicable.

e Protocol — the protocol (TCP, UDP, ICMP, etc.) of the endpoint.

e Action — the network activity type. This can be Connect, Listen, Accept,
Disconnect, Send, Receive, and so on.

e User— the name of the user that owns the endpoint.
e PID - the identifier of the process that owns the endpoint.

e Process — fully qualified path to the process executable file. In some cases, the
process name may be displayed instead of the path.

Copyright ©2001-2003 SmartLine Inc. All rights reserved. PortsLock is a registered trademark of SmartLine Inc.
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6. Setting Up Rules

It is important to understand the internal logic of PortsLock's packet filtering and auditing
before creating rules.

There are two types of rules in PortsLock — security and audit.

Security rules are responsible for packet filtering. Each security rule follows one
of two actions: Permit or Deny. If you choose to deny a packet, PortsLock will
send back a response to the requesting application indicating that the connection
attempt was refused. Permit simply allows the packet to be routed to its
destination.

Audit rules are responsible for packet auditing. Each audit rule can have one of
two actions: Active or Inactive. Active means the rule takes effect on packet
auditing. Inactive means the audit rule is to be ignored. You can audit allowed
packets, denied packets or both types. If you choose to audit only allowed
packets, PortsLock will write a record to the Event log each time a packet is
routed to its destination. If you are auditing denied packets then PortsLock writes
a record to the Event log only when the connection attempt is refused because of
the matched security rule.

PortsLock can have separate rules for each user or user group on your computer. It
means that you can assign different rules to different users working on a local computer.
Moreover, you can audit packets that belong to particular users. This is possible
because PortsLock was developed as a firewall with user-level access control and it is
tightly integrated into the Windows security subsystem. PortsLock handles network
packets and connection requests exactly as Windows handles requests to the files and
folders on an NTFS partition.

Each rule belongs to a user or user group so together they form a tree. Please note that
rules can be set for both incoming and outgoing traffic.

= 4] PG00\ Administrators
E|---E|.¢ Incorning
o e TP Any host - Any host
- Cutgoing
- W IP Any host -2 Any host
[-]ﬁ SYSTEM
E|---E|.¢ Incorning
o e TP Any host - Any host
- Cutgoing
Lo TP ANy hOsE - Any host
El--ﬁ Everyone
=&« Incoming
- L 3 TCP Anvy hosk All ports - > 207,46,230,218 port=80
o ¥ TCP Any host All ports -= 192,150.10.120 pork=80
- Ee Outgaing
----- ¥ TCP Any host All ports -= 207 46,230,218 port=80
b ¥ TCP Any host All ports -= 192,150.10.120 pork=80
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Users and rules are applied from top to bottom. When a packet reaches PortsLock, it is
checked against the list of users and rules:

1. PortsLock looks at the top user or user group first, then goes down the list and
finally checks the lowest user or user group.

2. If the packet's security context does not correspond to a user or user group then
PortsLock continues down the list with each user or user group. If there are no
more users or user groups on the list, PortsLock allows the packet to pass
through without applying any rules to it.

3. If the packet's security context corresponds to a user or user group, PortsLock
checks that user's or group's rules (see next).

4. PortsLock looks at the top criteria first and goes down the list checking to the
lowest rule last.

5. If a packet meets the criteria of a rule, that rule is applied and the rest of the
users and rules are ignored. For this reason, it is best to place all rules that allow
at the top.

6. If a packet does not meet the criteria of a rule then PortsLock continues down
the list taking each rule in sequence. If there are no more rules for the current
user or user group, PortsLock takes the next user or user group.

Rules may apply to:

e Stand-alone IP hosts
¢ Range of IP addresses
¢ The whole subnet or network.

PortsLock supports these IP based protocols:

TCP

UDP

ICMP

Raw IP

Other (by protocol number).

The ability to allow or deny a protocol by its number (Other) is extremely important to
network administrators faced with a constantly growing list of application requirements
to support. Granting this, PortsLock allows you to set rules even for new and unknown
protocols.

For protocols that support ports (TCP and UDP), PortsLock can have rules that will

contain not only IP addresses but also port numbers. It allows you to permit or block
access to specific network services that reside at specific ports.
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It is important to note that rules can be applied at predetermined time intervals. In some
cases, it may be useful to apply particular rules during office hours and different criteria
for after hour access.

You can define an interval when a selected rule will Permit (for security rules) or is
Active (for audit rules) and when this rule becomes Deny (for security rules) or Inactive
(for audit rules). It means that the same rule can invert its type of action depending on
the time of day and day of the week. Hence, there are three action types for rules:

¥ Permit or Active

¥ Deny or Inactive
B Time-dependent

6.1 Setting Up Security Rules

As noted above, security rules are responsible for packet filtering. It means that by
using security rules you can permit or block a user's access to the network.

To manage security rules, select the Permissions tab.

=&+ Incoming
i o TP ANy host - Any host
=& Cukgaing
- ' IP Any host -= Any host
C-4F SYSTEM
=&+ Incoming
- ' IP Any host -= Any host
=B Cukgaing
- ' IP Any host -= Any host
EI--& Evervone
=-E+ Incoming
P ¥ TCP Ary host &ll ports -3 207 46,230,218 pork=30
i b BB OTCP Any host All ports - 192,150,10.120 pork=80
=B Cukgaing
----- ¥ TCP Ary host &ll ports -3 207 46,230,218 pork=30
- ¥ TCP Ary host &ll ports - 192,150,10,120 pork=30
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When you open the Permissions tab for the first time, the permissions list is empty, i.e.
doesn't contain any users or user groups and their rules. An empty permissions list
means that there are no rules to apply, so all network packets will be allowed to pass
through.

There are a few simple steps to define permissions:
1. Add the user or user group.
At first, you have to decide for which user or user group you would like to set rules.

To add a new user or user group to the list, click on the User button. You can add
several accounts simultaneously.

Add User

E nterprize certification and renewal agen
DMS Administrators Group
DMS clientz who are permitted to perfor
4B omain Admine Designated administrators of the domain
B0 omain Compliters Al waorkstations and zervers joined ko the
B0 omain Controllers All domain controllers in the domain
4B omain Guests All domain guests

B0 amain Users All domain users

To delete a user or user group from the list, highlight its record and press the Delete
button.

Users and user groups in PortsLock are searched on this list from the top down. To
change the order of users and user groups on the permissions list, use the Move Up
and Move Down buttons at the top right side of the Permissions tab.

!

« If you add the Everyone user at the top of the list then all subsequent users
and user groups will have no effect on packet filtering. For this reason, it is
best to place the Everyone user at the end of the permissions list.
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2. Add or edit the rule.

To enable packet filtering it is not enough to just add the user or user group. You
should also specify the rules that will be used to filter all packets for that user or user

group.
Different rules can be set separately for incoming and outgoing traffic:

e Incoming — all network packets that are coming to the local computer from
outside. By defining incoming rules, you can deny applications on a local
computer to receive data from any source.

e Outgoing — all network packets that are going from the local computer to
outside. By defining outgoing rules, you can deny applications on a local
computer to send data to any source.

To add either an incoming or outgoing rule, press the Rule button. To edit a rule,
either double-click it or select it and press the Edit button.

Edit Rule

-

ooy Acdress |8
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The first step is to describe the packet you wish to be filtered by this rule.

One of the main packet's description parameters is its protocol. Please note that
PortsLock supports only TCP/IP based protocols (for more information please see
the Setting Up Rules section of this manual). Select the protocol from the Protocol
combo box at the top, left side of the dialog.

If you select the Other protocol then you have to
enter its protocol's number in the editbox. For I
example, some protocols, such as IPSec, work

over |IP protocols 50 and 51, so it is only possible to filter them by their numbers.

Pratacal: [eldyl=s

!

Note that the /P protocol includes all other protocols. It means that if there are
two rules: a rule for the IP protocol at the top of the list and below it is a rule
for any other protocol (TCP, UDP, ICMP or Other) then the packet will be
filtered by the first rule and the second one will be ignored even if the packet
contains a protocol that is obviously specified in the second rule. For this
reason, it is better to place rules with the /P protocol at the bottom of the user
rule list.

The next step of describing the packet is defining its local endpoint and remote
endpoint. It is very important to clearly understand what local and remote
endpoints are. For example:

A 4

Internet Explorer
Local endpoint:
IP - 127.0.0.1

www.portslock.com
Remote endpoint:
IP - 209.66.127.43

Port - 1461 Port - 80

A

For each rule, set a source IP address. It can be specified as:

—Source

e Any Address — any IP address.
e Host — a particular IP address. Type ¢ |NetworkiRange =)
o Network/Mask — an entire sub-network. me:l 213 . 150 . 50 . 0 [
o Network/Range — an IP address range.
T.:.:| 213 . 150 . 50 . 255 e
Also, for TCP and UDP protocols it is part [cztneen () 5[ 10w

necessary to set a source port. Possible
options are:

To: I 2000

Any — any port.

Equal to — a port that is identical to the defined value.

Greater than — all ports that are greater than the defined value.
Less than — all ports that are less than the defined value.

Not Equal to — all ports that are different from the defined value.
Between — all ports that are between the two defined values.

Not Between — all ports that are outside of the two defined values.

Typical settings for a packet’s source are: “Any host All ports”.
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In exactly the same way as defining a packet’s source you have to define its remote
endpoint.

Metwork/Range 5] Set a destination IP address and port. There is
162 . 150 . 10 . = || no dlffe,rence in the process of defining a

: packet’s source and destination, so all

192 . 150 . 10 . 255 D08l parameters have the same meanings.

Fauatoi=)  [feo |

By defining the protocol, source and destination, you are completely describing the
packet, but there remains the final step of setting up a rule — defining its time
interval.

Using special time controls you
can define a time when the rule
will act as a Permit rule and
when it will act as a Deny rule. [T [ [
"Time control" appears at the Illlﬁl.'lll
bottom of the dialog. Use the left
mouse button and select the
allowed time. To select a denied
time, use the right mouse button.
You can also use the keyboard

to set times, the arrow keys for
navigation and the spacebar to : 'llll.l.l.l
toggle an allowed/denied time. u

That's all there is to it. Now you can arrange the rules in the order that best suits
your needs. Don't forget that rules are processed from the top of the list to the
bottom (see the Setting Up Rules section of this manual). To change the order of
rules, use the Move Up and Move Down buttons at the top, right side of the
Permissions tab.

Please note that rules take effect immediately as they are added to the list.
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!

inaccessible from the network.

(printers, shares, etc.).

(such as Remote Task Manager, DeviceLock Manager, etc.).

o There are several potentially dangerous security rule settings that could make
a local computer inaccessible from the network. We recommend that you:

1. Add the SYSTEM user and the Administrators group to the top of the list
and allow them all IP traffic in both directions (“/IP Any host -> Any host”).
This will allow the local system and administrators to work normally.

2. Do not add the Everyone user with any Deny rule at the top of the list. It

could block ALL network packets and a local computer will be completely

3. Do not block the TCP port 139 and UDP ports 137,138 for users or user
groups that should be able to access the local network’s resources

4. Do not block TCP ports above 1024 for users or user groups that should
be able to use PortsLock Manager and other remote management tools

6.2 Setting Up Audit Rules

As noted above, audit rules are responsible for packet auditing. This means that by

using audit rules you can audit a user's access to the network.

To manage audit rules, select the Auditing tab.

S Permissions  &d" Auditing |® Maonitoring

= € SMARTLINE}Guest
. B+ Incoming
o ¥ IF Any host -= Any host
- Cuakgoing
o ¥ IF Any host -= Any host
Eﬁ Evervone
=&+ Incoming
o @ TCP Ary host all ports -= Any host port=50
- Cuakgoing
o @ TCP Ary host all ports -= Any host port=50

There is not much difference between setting up audit and security rules so read the
Setting Up Security Rules section of this manual before defining audit rules.
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You can audit two types of packets:

e Allowed — all packets that were permitted by PortsLock, i.e. packets were
routed to their destination.

e Denied — all packets that were blocked by PortsLock, i.e. packets were
refused because of the matched security rule.

To enable logging for one or both of these packet types, I :
check Audit Allowed and/or Audit Denied at the bottom of | L4 AusiAlbwed . Audit Deniedt
the Auditing tab.

Please note that until either Audit Allowed or Audit Denied is checked, logging is
disabled in spite of defined audit rules.
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7. Batch Processing

Batch Processing is one of the most powerful and useful functions of PortsLock.
Usually, midsize and large networks contain many computers that should be configured
equally. Using Batch Processing network administrators can set security and audit rules
for every computer in the network very quickly.

To access Batch Processing, select the Batch Permissions item from the File menu or
press Shift+F2.

Batch Processing

-4 SL\Domain Admins
. El-E«+ Incoming
v IP Any host -= Any host
Els Outgoing
v IP Any host -= Any host
=47 sLiDomain Users
= TERMINALS (=I-&ke Incaming
,_Ii_l, TEST_S¥STEM : ¥ TCP Any host All paorts -
{ b BTCP Any host &ll ports -3 207,46,
¥ TCP Any host &ll ports - 212,243
B Cukgoing
¥ TCP &ny host &ll ports - 192,150
¥ TCP Any host &ll ports - 212,243
¥ TCP &ny host &ll ports - 207,46,

First, you need to select the computers that you want to include in the batch processing.
To add computers to the list, press the Add button. This opens a dialog with the
computer tree where you can select any computer that is available on your network.
Double-click on the computer name in the computer tree to add a computer or type the
computer's name manually and press the OK button to include the selected computer(s)
to the list.

You can also load computers from an external file. Press the Load button and select a
file that contains the list of computers. Two file formats are supported — text file (.txt)
and Comma Separated Values (.csv). A text file must contain computer names
separated by tabs. Computer names in a .csv file must be separated by commas or
semicolons. To save a computer listing to an external file, press the Save button. Select
the type of the file — .txt or .csv.
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You then define the rules (security and/or audit) to be applied to the selected
computers. Rules are defined in the Setting Up Security Rules and Setting Up Audit
Rules sections of this manual.

If you want to define only security rules and do not want to change existing audit rules
or vice versa, you have to check the appropriate Ignore checkbox on the Permissions or
Auditing tab:

e |If Ignore is checked on the Permissions tab then security rules will not be
changed for selected computers.

e |If Ignore is checked on the Auditing tab then audit rules will not be changed
for selected computers.

e |If Ignore is checked on both tabs then neither security nor audit rules will be

changed for selected computers.

Also, if Audit Allowed and/or Audit Denied checkboxes on

the Auditing tab are in the intermediate (grayed) state it
means that the appropriate audit parameters will not be

changed for selected computers.

To start batch processing, press the OK button. You can abort processing at any time.

Batch Processing

QALPHA PrepareService - The RPC server is unavailable, {1722)
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8. Monitoring

PortsLock adds the ability to monitor TCP/IP network activity in real-time. It shows you
which process is associated with each connection endpoint, making it easy to determine
what application and user are responsible for specific connections and activity.

To watch network activity in real-time, select the Monitoring tab.

S Permissions | & Auditing @ Manitaring |

£3.11.2002 0:06:24

IERPLORE.EXE: 732

DakefTime & | Process | Request

23,11,2002 0:06:15  IEXPLORE.EXE: 792 TOI_SET_EYEN
23.11.,2002 0:06:18  IEXPLORE.EXE: 792 TDI_SET_EYEN
23.11.,2002 0:06:18  IEXPLORE.EXE: 792 TDI_SET_EYEN
23,11, 2002 0:06:15  IEXPLORE.EXE: 792 TDI_QUERY_IM
23,11,2002 0:06:15  IEXPLORE.EXE: 792 TOI_QUERY_IM
23.11.,2002 0:06:18  IEXPLORE.EXE: 792 TDI_COMMNECT
23.11.2002 0:06:19  svchosk,exei416 IOCTL_TCP QL
23.11.2002 0:06:19  sychosk,exei416 IOCTL_TCP QL
23.11.2002 ;06319 svychosk,exei4l6 IOCTL_TCP QL
23.11.2002 0:06:19  swchost.exe:d41é IoZTL _TCP Ol
23.11.2002 0:06:19  svchosk,exei416 IOCTL_TCP QL
23.11.2002 0:06:19  sychosk,exei416 IOCTL_TCP QL
23.11.2002 ;06319 svychosk,exei4l6 IOCTL_TCP QL
23.11.2002 0:06:19  swchost.exe:d41é IoZTL _TCP Ol
23.11.2002 0:06:19  svchosk,exei416 IOCTL_IP_GET.
23.11.2002 0:06:19  sychosk,exei416 IOCTL_TCP QL

IRP_MI_CREAT

Each line (message) in the monitoring list represents a different event and the
information that PortsLock shows for the event includes the date and the time of the
event, the event type (send, receive, etc.), the event's status, the local and remote
address/port pairs of the endpoint on which the event took place, the number of bytes

sent or received, and more.

The columns in the monitoring list are defined as follows:

e Date/Time — the date and the time when this event was received by the

PortsLock Driver.

e Process — the name and identifier of the process that owns the endpoint.

e Request — the request code (TDI_CONNECT, TDI_SEND, etc.) that has been

sent to the TCP/IP driver.

e [ocal Address — the protocol (TCP, UDP, ICMP, etc.) of the endpoint and the
local IP address/port-pair of the endpoint.

e Remote Address — shows the remote IP address/port pair of the endpoint, if

applicable.
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e Status — the result code (STATUS_SUCCESS, STATUS_PENDING, etc.) of the
processed request.

e User - the name of the user that owns the endpoint.

e Device Name — the name of the TCP/IP’s device (Device\Tcp, Device\Udp,
Device\Rawlp, Device\lp, etc.) that should receive the request.

e Other — other request-specific information for the event, such as the number of
bytes sent or received, connection flags, and so on.

To toggle the display of resolved names, click Resolve Addresses. If
Resolve Addresses is checked, PortsLock tries to resolve IP
addresses and ports to their name (DNS) versions, otherwise it

shows their numeric representation.

If you wish to see more detailed information about an event, double-click on its record.

Detailed Information

For more information about request and status codes, please see Microsoft's
documentation for device driver developers — Device Driver Kit (DDK).

By default, the monitoring list scrolls so that it always shows the most recent event. To
disable auto-scrolling, uncheck the Keep Last Message in View item from the
Monitoring menu.
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You can limit the number of records the monitoring list retains by setting the maximum
number of messages with Set Message Count from the Monitoring menu. The number
you specify determines the maximum number of records that PortsLock will maintain in
its buffer at any given time. After a defined number of lines have accumulated, the
oldest records become unavailable.

To clear all records from the monitoring list, select Clear All Messages from the
Monitoring menu. Please note that once records are erased, they cannot be
recovered.

To save all the records currently in the monitoring list to a text file, select Save from the
Monitoring menu. PortsLock then copies all the currently available events to the file that
you specify. You can save either a brief or detailed log.

PortsLock can automatically refresh the contents of the monitoring list. To change the
refresh rate use Update Speed from the Monitoring menu. To completely disable
automatic refreshing, select the Paused menu item. At any time you can refresh the
monitoring list manually by pressing the Refresh button on the Monitoring tab. If the
Always Active menu item is checked, then PortsLock refreshes the monitoring list even
if the Monitoring tab is not active (i.e. the Permissions or Auditing tab is selected).

PortsLock offers powerful filtering option so that you can narrow the output down what
interests you. To filter records, use Filter from the Monitoring menu.
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9. Deployment Examples

Following are several examples of configuring PortsLock's rules that may help you
deploy PortsLock on your computers.

Please read the Setting Up Security Rules and Setting Up Audit Rules sections of
this manual before defining any rules.

a) To allow for all users in the Domain Users group to access the Internet only
from Monday till Friday and between 12pm and 5pm, allow them to access
the local network at any time, and allow any traffic for Administrators:

Add Administrators to the top of the security rule list (the Permissions tab) and
add two equal rules for Incoming and Outgoing with these settings:

Protocol: IP

Source Type: Any Address
Destination Type: Any Address
Time: the allowed time for all periods

Add Domain Users below Administrators and add two rules for Outgoing with
these settings:

Protocol: IP

Source Type: Any Address

Destination Type: Network/Mask, LAN_IP_ADDRESS/LAN_MASK
Time: the allowed time for all periods

Protocol: IP

Source Type: Any Address
Destination Type: Any Address
Time: as shown on the picture below

* - you must substitute LAN_IP_ADDRESS/LAN_MASK with the real IP
address and the network mask from your local network.
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b) To prevent Guest from accessing microsoft.com at any time:

Add Guest to the top of a security rule list and add a rule for Outgoing with
these settings:

Protocol: IP

Source Type: Any Address

Destination Type: Host, IP Address: 207.46.249.27
Time: the denied time for all periods

c) To prevent Guest from accessing www.microsoft.com (HTTP on port 80) and
fto.microsoft.com (FTP on port 21) at any time:

Add Guest to the top of a security rule list and add two rules for Outgoing with
these settings:

For www.microsoft.com

Protocol: TCP

Source Type: Any Address, Port: Any

Destination Type: Host, IP Address: 207.46.249.27, Port: Equal to 80
Time: the denied time for all periods

For ftp.microsoft.com

Protocol: TCP

Source Type: Any Address, Port: Any

Destination Type: Host, IP Address: 207.46.249.27, Port: Equal to 21
Time: the denied time for all periods

d) To prevent Guest from accessing microsoft.com at any time but allow it to
access www.microsoft.com (HTTP on port 80) only from Monday till Friday
and between 12pm and 5pm:

Add Guest to the top of the security rule list. At the top of its rule list add a rule
for Outgoing with these settings:

e Protocol: TCP
e Source Type: Any Address, Port: Any

Copyright ©2001-2003 SmartLine Inc. All rights reserved. PortsLock is a registered trademark of SmartLine Inc. 30



Copyright ©2001-2003 SmartLine Inc. All rights reserved. PortsLock is a registered trademark of SmartLine Inc.

e Destination Type: Host, IP Address: 207.46.249.27, Port: Equal to 80
e Time: as shown on the picture below

Below the previous rule add another rule for Outgoing with these settings:

Protocol: IP

Source Type: Any Address

Destination Type: Host, IP Address: 207.46.249.27
Time: the denied time for all periods

To prevent John from accessing the network at all, allow John Group, to
which John belongs, to access only TCP ports 80 and 110, allow for all users
in the Domain Users group to access only TCP ports 80, 110 and 21 (FTP),
and allow any traffic for Administrators:

Add Administrators to the top of the security rule list and add two equal rules
for Incoming and Outgoing with these settings:

Protocol: IP

Source Type: Any Address
Destination Type: Any Address
Time: the allowed time for all periods

Add John below Administrators and add two equal rules for Incoming and
Outgoing with these settings:

Protocol: IP

Source Type: Any Address

Destination Type: Any Address

Time: the denied time for all periods

Add John Group below John and add three rules for Outgoing with these
settings:

Protocol: TCP

Source Type: Any Address, Port: Any
Destination Type: Any Address, Port: Equal to 80
Time: the allowed time for all periods
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e Protocol: TCP

e Source Type: Any Address, Port: Any

e Destination Type: Any Address, Port: Equal to 110
e Time: the allowed time for all periods

e Protocol: IP

e Source Type: Any Address

e Destination Type: Any Address

e Time: the denied time for all periods

Add Domain Users below John Group and add four rules for Outgoing with
these settings:

Protocol: TCP

Source Type: Any Address, Port: Any
Destination Type: Any Address, Port: Equal to 80
Time: the allowed time for all periods

Protocol: TCP

Source Type: Any Address, Port: Any

Destination Type: Any Address, Port: Equal to 110
Time: the allowed time for all periods

Protocol: TCP

Source Type: Any Address, Port: Any
Destination Type: Any Address, Port: Equal to 21
Time: the allowed time for all periods

Protocol: IP

Source Type: Any Address
Destination Type: Any Address
Time: the denied time for all periods
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