BitDefender
ANTIVIRUS v10

Antivirus + Antispyware

Safeguard your valuable data

BitDefender Antivirus v10 delivers a one-two security NEW Web Scanning

punch, integrating today’s most powerful antivirus and Web traffic is now filtered in real-time even before reaching your
) ) ) browser, providing a safe and enjoyable web experience.
antispyware modules into one convenient package. It's

easy to use and updates itself automatically, making it Peer-2-Peer and IM Applications Protection

] ) Filters against viruses that spread via instant messaging and file
truly an ‘install and forget’ solution. sharing software applications.

Full E-mail Protection

Antivirus @ BitDefender runs on the POP3/SMTP protocol level. It filters

incoming and outgoing e-mail messages regardless of the
e-mail client used (Outlook™, Outlook Express™, The Bat!™,
Netscape®, etc.), and it requires no additional configuration.

Our antivirus module ensures detection and removal of all viruses in

the wild. BitDefender Antivirus utilizes robust scan engines certified

by ICSA Labs, Virus Bulletin, Checkmark, CheckVir and TOV.

IMPROVED Proactive Detection

B-HAVE (Behavioral Heuristic Analyzer in Virtual Environ-
ments) acts like a virtual “computer-inside-a-computer,”
running pieces of software in order to check for suspicious
behavior. This BitDefender proprietary technology represents
a new security layer that keeps your operating system safe
from unknown viruses by detecting malicious bits of code
before their signatures have even been released!

Permanent Antivirus Protection
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engines will scan and disinfect infected files on
access, minimizing data loss. Infected documents can now be
recovered instead of being deleted.
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Antispyware
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BitDefender monitors and prevents potential spyware threats in
real-time, before they can damage your system. By making use of a
comprehensive database of spyware signatures, BitDefender keeps
your computer spyware-free.

Real-Time Antispyware

BitDefender monitors dozens of potential “hotspots”—places on
your computer where spyware typically resides, and also checks
any changes made to your system and software. Known spyware
threats are also blocked in real-time.

Spyware Scanning and Cleaning

BitDefender can scan your entire system, or just part of it, for known
spyware threats. Our scan uses a constantly updated spyware signa-
ture database.

NEW Privacy Protection

The privacy guard monitors both web and e-mail traffic flowing out
of your computer to identify personal information such as credit card
numbers, Social Security numbers and other information such as
parts of passwords.

Anti-Dialer

A configurable anti-dialer prevents malicious applications from
running up a huge telephone bill at your expense.

Cookie Control

The firewall filters incoming and outgoing cookie type files, keeping
your identity and preferences confidential when you're browsing the
Internet.

Active Content Control

Proactively blocks any potentially malicious application such as:
ActiveX, Java Applets or Java Scripts type codes.
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Other Features

ENHANCED User Experience

BitDefender has redesigned the user experience, placing em-
phasis on ease of use and the avoidance of clutter. As a result,
many BitDefender v10 modules require significantly less user
interaction, through the convenient use of automation and by
enabling the software to learn as it detects both actual and
potential threats.

Hassle-Free Hourly Updates

Your copy of BitDefender automatically updates itself once
every hour over the Internet, directly or through a Proxy Server,
making it truly an “install and forget” solution. Your product is
able to repair itself, if necessary, by downloading the damaged
or missing files from the BitDefender servers.

24/7 Support

Comprehensive protection meets comprehensive support!
Qualified representatives provide BitDefender customers with
free support online, via telephone or by e-mail. We’ve got you
covered - all day, every day.

Rescue CD

Your BitDefender Antivirus v10 is on a bootable CD. You can
use this CD to analyze/repair/disinfect a compromised system if
you can’t start it.

System Requirements:

Pentium Il 350 MHz or higher processor
Minimum 128 MB of RAM Memory (256 MB recommended)
Minimum 60 MB available hard disk space

Operating Environment:
Windows 2000/XP IE 6.5 (+)
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BitDefender Antivirus v10 can be downloaded for evaluation from

www.hitdefender.com, the SOFTWIN corporate website dedicated to data security.



