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Some great men owe most of their greatness to the ability of
detecting in those they destine for their tools the exact quality of
strength that matters for their work.

¢Joseph Conrad

1 The BoundsChecker
Solution

The need for software development teams to produce quality software is greater than ever
before. The complexity of software has grown geometrically and the opportunity for problems
to develop is immense. Software defects can cripple a product, cause lengthy schedule delays,
and ultimately cost the engineer, the development team, and the company dearly.

Developers spend most of their debugging time tracking down and repairing elusive bugs that
were introduced early in development. The quality assurance staff does the bulk of the feature
testing late in the development process when the schedule allows little time. Unfortunately,
testing at this late stage usually focuses only on the outward functionality of the product.
Testers run a GUI regression test bed, achieve exit criteria, and declare the product ready for
shipping.

All too often, the product still possesses many hidden bugs that conventional testing
techniques failed to identify. These bugs create customer dissatisfaction and poor product
reputation. Updates, patches, and other expensive, embarrassing retroactive fixes cost time
and money that could be spent more profitably and creatively on product improvement and
new product development.

Check Early, Check Often—The BoundsChecker Philosophy

The solution to this problem is simple and quality assurance circles have been aware of it for
years. To increase software quality, developers must thoroughly test their code early in the
development process. Bugs must be caught and resolved as they are introduced to avoid
surprises during integration, quality assurance, beta testing, and production. Briefly stated,
“check early, check often.”

NuMega BoundsChecker 7



The BoundsChecker Solution

Before BoundsChecker, this was easier said than done. Most developers need to spend the
majority of their time writing code if they are to release a product on schedule. Unfortunately,
few developers have the time or resources to test their products thoroughly as they develop
them.

BoundsChecker provides the solution to this dilemma. BoundsChecker automates the crucial
process of error-detection and analysis, identifies elusive bugs that are beyond the reach of
traditional debugging and testing techniques, and adds little or no time to the development
process.

Industry figures show that 50 percent of the development effort on an average project is spent
on debugging. Regularly using BoundsChecker will significantly reduce the amount of time
needed to debug your applications.

The Benefits of Using BoundsChecker

BoundsChecker is the most comprehensive, automated debugging solution available for C,
and C++ development. As such, both individuals and organizations developing 32-bit
Windows applications benefit from the following features:

* Comprehensive Error Detection

* Flexible Debugging Environment

* Integration into the C++Builder Debugger
* Advanced Error Analysis

* Windows Compliance Assurance

* Open Error-detection Architecture

The following sections highlight these benefits.

Comprehensive Error Detection

8

Unlike ordinary heap checkers that are limited to finding common memory errors,
BoundsChecker is a sophisticated error-detection tool that validates the latest windows APIs
including ActiveX, DirectX, OLE, COM, and ODBC. Additionally, BoundsChecker detects
errors in executable files, dynamic link libraries, third-party modules, and OLE components.
Of course, BoundsChecker also pinpoints static, stack, and heap errors, as well as, memory
and resource leaks.

Best of all, using ActiveCheck technology, BoundsChecker does all this without requiring you
to recompile or relink your program. Simply run your program under BoundsChecker and it
automatically analyzes the internals of your program as it runs. BoundsChecker monitors

your program’s API calls, memory allocations and deallocations, windows messages, and other
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The Benefits of Using BoundsChecker

significant events, then uses this data to detect errors and to provide a complete trace of your
program’s execution. You can even check programs that do not have source code available.
Since ActiveCheck requires no compilation or relinking overhead, you can use it daily to
detect the following types of errors in Windows NT and Windows 95 programs:

API and OLE Errors Memory Errors Pointer and Leak Errors
*  Windows function failed + Dynamic memory overrun + Interface leak
» Windows function not imple- « Freed handle is still locked *  Memory leak
mented « Handle is already unlocked  + Resource leak
* OLE Interface method failure . pointer references unlocked + Unallocated pointer
+ Invalid argument memory block
+ Invalid OLE interface method -+ Stack memory overrun
argument + Static memory overrun

* Questionable use of thread

Flexible Debugging Environment

BoundsChecker provides a flexible debugging environment. You can run BoundsChecker as
follows:

¢ With Borland C++Builder

Lets you benefit from the error detection BoundsChecker provides while you continue to
work completely within the Borland C++Builder Integrated Development Environment
(IDE). Work as you normally do; BoundsChecker works in the background. You can
configure BoundsChecker settings, check your program, and review detected errors and
BoundsChecker messages.

¢ Asan independent application
Lets you run BoundsChecker independent of C++Builder.
e From a DOS command line

Lets you start BoundsChecker from a command line or automate a series of tests from a

batch file.

Integration Into the C++Builder Debugger

BoundsChecker provides a feature called Smart Debugging that automatically integrates
BoundsChecker with the debugger within C++Builder. Smart Debugging enhances your
debugger, so you no longer have to locate bugs yourself. Instead, BoundsChecker actively
monitors all events and looks for errors as you step through your code. When BoundsChecker
finds a problem, it displays the nature of the error. You can either position the debugger at the
source line that contains the problem and view the error immediately or you can continue
debugging and view the errors BoundsChecker found later.
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The BoundsChecker Solution

Advanced Error Analysis

Windows is an event-driven environment in which much of your program is executed in
response to Windows messages and other events. BoundsChecker intercepts control when
events occur and logs them, so you can use them to see a complete history of events that led to
a problem. BoundsChecker logs the following events:

* Windows messages and hooks. These events show how your program reacted to
Windows messages.

AP calls and API returns along with argument information. These events define the
order in which procedures are executed in your program.

* Output debug string messages from the program you are checking.

* Error messages, including all information BoundsChecker recorded in the event log.

Windows Compliance Assurance

To assure your program’s ability to run on all Win32 variants, BoundsChecker creates
compliance reports that identify calls specific to Windows NT, Windows 95, and Win32s.
BoundsChecker also checks for undocumented Windows calls and displays your program’s
use of the C and C++ Run-Time Library, highlighting calls not supported by ANSI C.

Open Error-Detection Architecture

You can easily extend the 2500 standard API and OLE functions BoundsChecker validates to
include APIs you create yourself. When you extend BoundsChecker to test your APIs,
BoundsChecker automatically validates their parameters, validates their return values, and
logs their trace data, so you can analyze it.

Where to Go From Here

10

This manual provides an overview of BoundsChecker and explains how to use its most
commonly-used features. These include:

* Checking code

* Viewing data

* Setting error detection and reporting

* Checking compliance

* Logging and validating your own DLLs

For detailed information, see the BoundsChecker on-line Help. To access a list of Help topics
click Tools, and then click BoundsChecker Help.

BoundsChecker Basics



It is of the highest importance in the art of detection to be able
to recognize out of a number of facts which are incidental and
which are vital.

¢ Sir Arthur Conan Doyle

Checking and
Analyzing Programs

BoundsChecker provides ActiveCheck technology to make checking your code so easy that

every member of your development team can use BoundsChecker daily to test his or her code.

ActiveCheck analyzes your executable image, DLLs, and OCXs as they execute, so you do not

need to recompile or relink your program. Simply run the program under BoundsChecker,

which works in the background to detect the following types of errors automatically.

Error

ActiveCheck Error Detection

API

OLE

Pointer

ActiveCheck validates the parameters passed to and the values returned from over
2,500 API functions. The APIs ActiveCheck supports include DirectX, ODBC, Win32,
WinSock, the C Run-Time Library, and internet APIs.

ActiveCheck detects invalid parameters and return codes for OLE Interface methods.
ActiveCheck supports over 70 different OLE interfaces including the ActiveX interfaces.

Additionally, ActiveCheck detects errors in reference counting. This is useful for
detecting errors that occur when interfaces are not properly released after they are
instantiated.

Bad pointers frequently cause errors. To help you eliminate them, ActiveCheck checks
for:

Operations on null pointers.

Operations on pointers that do not point to valid data.

Attempts to free handles without unlocking them.

NuMega BoundsChecker 11



Checking and Analyzing Programs

Error ActiveCheck Error Detection

Leaks ActiveCheck detects memory and resource leaks. Memory leaks occur when memory
is allocated, but never freed. ActiveCheck detects memory leaks by using Windows
memory allocation functions, such as HeapAlloc, GlobalAloc, and LocalAlloc, and
standard C and C++ allocations including malloc and new.

Resource leaks occur when windows specific resources, such as HMENU, HKEY, and
HCURSOR, are allocated by your program, but not released back to the system.
Resource leaks can consume excess memory and degrade system performance.

Memory ActiveCheck detects overwriting and underwriting of memory in dynamically allocated
memory, local or stack memory, and global or static memory.

Checking programs is easy, however, the specific steps to take depend on how you use
BoundsChecker. The following sections detail how to check programs from the:

* Borland C++Builder Integrated Development Environment
* BoundsChecker application

¢ DOS command line

Checking Programs Within C++Builder

12

BoundsChecker integrates with Borland C++Builder, so you can use BoundsChecker’s
advanced error-detection capabilities without leaving your development environment.

Additionally, BoundsChecker provides Smart Debugging to enhance the debugger within the
C++Builder IDE. Smart Debugging monitors all events and looks for errors as you step
through code. When it encounters a problem, it displays the error and lets you choose
whether to position the debugger at the source line that contains the error and view the error
immediately or to continue debugging and view the errors later.

Before you use Smart Debugging, set the options within C++Builder to build your program
with debug and stack frame information. Once you set these options, run the program as
usual. BoundsChecker automatically runs in the background to check your code. The
following sections explain how to set the C++Builder options for Smart Debugging and how
to check your program.

BoundsChecker Basics



Checking Programs Within C++Builder

Setting C++Builder Options to Support Smart Debugging

To support Smart Debugging, set the C++Builder options to build your application with
debug and stack frame information each time you build your application:

1 On the C++Builder project menu click Options.
2 Click the C++ tab.

3 Select the following:
* Debug Information
¢ Line Number Information

e Stack Frames
4 Under Code Optimization, click None.
5 Click the Linker tab.

6 Select the following:
* Include Debug Information

* Link Debug Version of VCL

7 Click OK.

Checking Programs
To check your program, do the following:
1 On the File menu, click Open to locate and open the project you want to check.

2 If BoundsChecker integrated debugging is not enabled, click Tools, and then click
BoundsChecker Integrated Debugging.

3  On the Run menu, click Run to compile and run your program.
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Checking and Analyzing Programs

14

4 Asyou use your application, BoundsChecker works in the background. When
BoundsChecker encounters an error, it displays detailed information about the error.

Acknowledge the error.

Debug the error.

oundszChecker - Program Emor Detected

Press F1 far help

~ Starting offset: 0, destination s

Diynamic memary averrn
Copylng 12 bytes to a block allocated in Unit].cpp at line 18

ize: 11 bytes

Bug description

Get Help on the error.

Hide the call stack and source
code.

void _ fastcall TFormfl:: ButtonlC

char =[5]:
char *foo = (chpr*)malloc

|l ick (TObject *Sender)

HAWDLE: 0:027C1EDS N
o |+ | e (|2 2
Acknowledge Debug Suppress... Halt Ex=plain
Function | File :I
Unit1.cpp —
Controlz:: T Contral. C| Controls. pas
Stdctrls:: TButton. Click[] StdChlz.paz =
| | »
} =i
Fod

Call stack

s

[ strcpy [ foo. "abpdefghijk")
strepy ( ®. "1234F"):

4

M
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Stop your program.

Suppress the error from being reported.

Source code that contains the
error.



Checking Programs Within C++Builder

Do one of the following;

¢ Click Debug to break into the debugger at the point in which the error occurred.

BoundsChecker automatically locates and displays the error.

Ifﬁ?; C++Builder - Project] [Stopped]|[Build: 0.09 secs] o IEIIﬂ
File Edit Search Wiew PFroject Hdn Component Database Tool: Options Help

r:D E':; El @lﬂl D il Standard I\:\:"inﬁil Additional | Data Access | Data Controls | win 2.1 Inieinet-I_Dialousl System | QReport | Actives |
EEEEE R E N P E S e R i = ]

“AProgram Files\Borland\CBuilder\Projects\Unit1.cpp

[N

| Init1.cpp I

#include "Unitl.h" =

74

firragma resource "%, dfm"

TForml *Forml;

74

_ Tastecall TForml::TForml (TComponent® Owner)
: TForm[Owner)

{
i
74
void _ fastcall TForml::ButtonlClick(TCOhject *Sender)
{

char x[5]:
char *foo

[char*)malloc [ 11 )

; hijk™) ;

strepy [ X, M123457):

I e |Irsert o

To resume your debugging session, run the program.
¢ Click Acknowledge to continue checking your program.

¢ Click Suppress if you do not want BoundsChecker to report the error again.
BoundsChecker then lets you choose the circumstances under which it suppresses the
error (within the function, within the source file, within the .EXE or DLL, or
anywhere it occurs) and lets you add a remark. You can also save suppression
information for future runs of the program.

There are two main reasons you might want to suppress an error:

o The error was generated by code belonging to another developer or by a third-party
DLL or OCX.

o Your code properly handles the error. For example, BoundsChecker might detect an
API failure that your code is able to handle.

In the Program Errors Detected by BoundsChecker window, BoundsChecker lists entries for
all the errors and leaks it detects. To display the code that contains the error or leak, double
click the entry.
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Checking and Analyzing Programs

¥ C++Builder - Project1 (=] ]

File Edit Search “iew Project Bun Component Database Tools Option: Help

r:D E'l:; El @lﬂl D i Standard IW’inSSI Additionall Diata Accessl Data Controlsl Wwin 3.1 I Intemetl Dialo’usl Svsteml QF!eDDrtI ActiveXI
— = R LT S = = =0 =3 | (==
= =1 e s S N = = e = |
Object Inspector x| Program Files\Borland\CBuilder\Projects\Unit1.cpp
IForm‘I: TForm1 ;I Unit1.cpp I
Froperties | Events | #include "Unitl.h" 5|
LacEbonio m ;/ra a resource "F.dfm"
 AutoScrol e Tﬁ g'r; i - .
+Borderlcons [biS pstembd SEn LM
BorderStyle bsSizeable s
Caption Farm1 _ Tastecall TForml::TForml (TComponent® Owner)
 ClientHeight 276 : TForm(Owner)
 Clientwidth 427 i
~ Colar clBinFace i
 CHap e il e
 Cursor ciDefault void _ fastecall TForml::ButtonlClick(TChject *Sender)
_ Enabled true {
+Font [TFont) char x[5]:
F char *foo = (char*)malloc [ 11 j:
h : 1 stropy [ foo, "abedefghiijk™):
‘ -lglp[lontext 0 stropy [ x, "12345"7);
Hint )
+HorzScrollB ar [TContralSc i
false 1 F— ;l;l
Left e S0 | | Imsert o
= Program Ermrors Detected by BoundsChecker Mi=1E3

Line | Details

X [l s =y B vProgram B 19 Copying 12 bytes to a block allocated in Unitl.cpp at line 18; Starting ¢
X | Stack memary overun E:\Program F... 20 Copying B bytes to «; Starting offzet: 0, destination size: 5 bytes
4 Memory leak E:\Program F... 18 11 bytes allocated by malloc in Unitl.cpp at line 18, HANDLE: 020223
1 Resource leak Project].exel... Allocated by GetEnvironmentStrings in Project]. exel 00020504, HAMD
4 Resource leak Project].exel... Allocated by InitializeCriticalS ection in Project].exel 0002E 415, HAMDL
4 Resource leak Project].exel... Allocated by InitializeCriticalS ection in Project].exel D002E 386, HAMDL
4 Fezource leak Frojectl.exel... Allocated by InitializeCriticalS ection in Project].exel 00010800, HAND
Lsd | i
Double-click an error or leak to display the line of source code that contains the error.

BoundsChecker also reports program events, so you can see the steps that led to an error. See
Viewing the Results of Your Error-detection Session on page 20 for more information about
analyzing events.

Checking Programs With BoundsChecker

To check your program from the BoundsChecker application, do the following:

1 Click the Start button, and then point to Programs. Point to the folder that contains
BoundsChecker, and then click BoundsChecker.

2 On the File menu, click Open.
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Checking Programs With BoundsChecker

3 Select the file you want to load and click Open.

BoundsChecker displays the Program Transcript window to log debugging events for the
program you opened. This log is useful for determining which DLLs load when your
program runs and for tracking output debug string messages to determine what the
program does.

8 [ 53 |

NuMega BoundsChecker - BUGBENCH.exe - Program Transcript

Llslel Aol &

IEEEN

| B BUGBENCH.exe - Program Transcript
C:\BCheckert\EXaMPLESAEUGBEMCHNBLGEENCH. exe opened

Displays debugging events for your program.

4 On the Program menu, click Run.

BoundsChecker displays the Program Results window and starts your program. The
Program Results window displays the errors and events BoundsChecker detects.
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Checking and Analyzing Programs

5 Asyou use your application, BoundsChecker works in the background. When
BoundsChecker detects an error, it displays detailed information about the error.

Acknowledge the error. Get Help on the error.
- ‘FoundsChecker - Program Error Detected x|
Irvealid argument ;I Lo
Deletebdenu, argument 1, HMENY: 0=0000FFO0 —-Bug descnptlon
LA S | @ | »? | 4 1—-Hide the call stack and source
{ Acknowledge | i
=\ ge | | Suppress... Halt Explain code.
Function - | File [ Line |
API_General HMENUI) MAPIERR.CPP 251
MainDlg_E xecutgFunction(] BUGEEMCH.cpp 144
MainDlg_OrDbICkTreeList) BUGBENCH cpp 153 —~Call stack
MainDlg_Ontotiff(] BUGBEMCH.cpp 803
M ain_DlIgProc() BUGEEMCH.cpp 895
DeleteMenu ( (HMEHNUO0=zfi00 |
a i .

[ WE BYPOSITION ) . = Source code that contains the

}CATCH error.

i <
4| | »

Feady 4
Stop your program.

Suppress the error from being reported.

Do one of the following;
* Click Acknowledge to continue checking your program.

* Click Suppress if you do not want BoundsChecker to report the error again.
BoundsChecker then lets you choose the circumstances in which it suppresses the
error (within the function, within the source file, within the .EXE or DLL, or
anywhere it occurs) and lets you add a remark. You can also save suppression
information for future runs of the program.

There are two main reasons you might want to suppress an error:

o The error was generated by code belonging to another member of the development
team or by a third-party DLL or OCX.

o Your code properly handles the error. For example, BoundsChecker might detect an
APT failure that your code is able to handle.
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Checking Programs With BoundsChecker

When you are done checking your program, use the data in the Program Results window to
analyze your program. For example, click an error in the Program Results window to display

the line of code in which BoundsChecker detected the error. See Viewing the Results of Your
Error-detection Session on page 20.

Displays errors and events Displays call stack data for
that occur in your program. the selected error.

‘NuMega BoundsChecker - BUGBENCH.exe - Program Results
Fil Edit Yiew Program ‘Window Help

£l 8l
E BUGBENCH.exe - Program Results
= @" Thread 0 starl 4294783257 [DxFFFD3119)

Irvalid argument DeleteMenu, argument 1, HMENLU: Ox0I

Ifwalid argument: DeleteMenu, argument 1,
HMEMLI: 0x0000FFO0

MainDlg_Onkotif(]  BUGBEMW... 803

x Irvalid argument, GetTextColor, argurment 1, HOC: 0x0000 Function | File | Line |
X Invalid argument wsprintfA, argument 2, char * (farmat strir | | AFL_General HME... \APIERR... 251

X Invalid argument, FTR: 00002034 Bad source pointar m:::g:g-gi?;gi gﬂggg: 1;3

X Invalid argument, FTR: 000000239; Bad source pointer i

x

L3

Invalid argument: LocalFree, argument 1, HLOCAL: DxDD_Dl_I Mai_DlgPrac() BUGBEM.. 895
[RVRPYEN [P EONPEPTRUSE PR oy 0 Loy PR P gl PN SRRERE Y +9 Ol Ao -
_TRY =l
{
DeleteMenu ( (HMEWNU)O0=zfi00 |
1] E
[ HF_BYPOSITION b . =
+
_CATCH
{ -
A I b
For Help, press F1 Program Events: 69 4

Displays source code for the selected error.

Starting BoundsChecker From the DOS Command Line

Start BoundsChecker from a DOS command line when you want to:

* Pass a file to BoundsChecker to open at initialization.

¢ Automate a series of tests from a batch file.

Once you are familiar with BoundsChecker, use the BC command from within a DOS

session to start BoundsChecker. You can use the BC command with .BCP, .BCE, and .EXE
files as follows:

BC [ f 0o0. bcp]
BC [ f 0o0. bce]

BC [fo00. exe [argument1 argurent 2] ]
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BoundsChecker provides these optional switches.

Switch Description

/B logfile Run BoundsChecker in batch mode. All operations are executed with no user input
required. The results are saved in “logfile.” This switch overrides /L, /M, and /S.

/L Disable start-up splash screen.

/M Start BoundsChecker minimized.

/S Disable immediate error reporting.

/W<dir> Specify the working directory. The directory path must immediately follow the /w

argument. Do not use a space to separate the directory path from the argument.

Viewing the Results of Your Error-detection Session

BoundsChecker intercepts control when errors or events occur and logs them to the Program
Results window. After checking your program, use the Program Results window to see a
complete history of the events that led to a problem.

If you are using C++Builder, click Tools, and then click BoundsChecker Events to view the
Program Results window. If you are using the BoundsChecker application, the Program
Results window is displayed automatically. The following figure shows a typical Program
Results window.

Lists detected errors and events. Lists call stacks for the selected error.

‘M uMega BoundsChecker - BUGBENCH.exe - Program Results
File| Edit W¥iew Program ‘Window Help

I%I@II

ce it I_nvali_interac:e method argument:
x°“ Invvalid interface method argument IviewOhije MR DG, i pll
X Arrayindex out of range; FTR: Dx006EFE80 Function | File | Line ]
X Assigning painter out of range: PTR: 0x0066F584 SLE—[;T”’?Q—SHF?“' B\SEEBEEI 133:
X Expression uses unrelated pointers: PTR: 0x0066F858 || Ma!nDlg_DxT:)CI;JIEEIk?'. it i
X Function pointer is not a function: PTR: 0xD066F330 ko
i M ainDlg_OnMotifw(] BUGEEM... 809
Memory Ieak 1200 bytes allocated by HeapAlloc in malle Mai_DlgPrac() BUGEEM.. 295
nnnnnnnnnn Lew Al mmdbimmd b o T —d s 0T A G W] DT T
o | _l_I
dcRender . %= Device context to draw on =~ ;I
&rectBounds= . % Bounding rectangle
TLL . % Window bounding rect *®.
HULL . % Call-back routine *.
1] <% Continue call-back param *. |
Ir— |
lp¥wlbj—:Release ( )
=
4] | LA
For Held. press F1 Program Events: B3 4
Indicates the type of error. Displays source code for the selected error.
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Viewing the Results of Your Error-detection Session

Examining Errors

BoundsChecker places a wealth of information at your fingertips. With BoundsChecker you
can easily view the following data about each error:

The line in the source code in which BoundsChecker detected the error.
The error’s corresponding call stack.
The source code for any function in the call stack.

The point at which memory is allocated (for errors that involve a memory block that is
allocated elsewhere).

On-line Help for the error.

Displaying Source Code and Call Stack Data

Click an error to display the following:

The source code in which BoundsChecker detected the error.

BoundsChecker highlights the line that contains the error by framing it and displaying it
in red.

The error’s call stack.

BoundsChecker lists each function in the stack, the file in which the function is located,
and the line on which the function is found.

Using the Call Stack

The stack frame lets you display the source code for any function in the stack. This is useful
for seeing the events that led to the error. If the error involves a memory block that is allocated
elsewhere, the stack frame also lets you view the point at which the memory is allocated.
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‘NuMega BoundsChecker - BUGBENCH.exe - Program Results == E

File Edit Wiew Program ‘Window Help

2| | gl = silel = slel| melfors 5 @

;E BUGBENCH.exe - Program Results M =]ES
X "¢ Invalid interface method argument: [ViewOhject:Draw, arc~ Ivvalid interface method argument:
X" |rpealid interface method argument: ViewObject: Setddvis MBI DG, R
X Arrayindex out of range; FTR: Dx006EFE80 Function | File | Line ]
X Assigning pointer out of range: FTR: 0x0066F584 SLE—ST”’?Q—ST?“' B\SEEBEEI 133:
X Expression uses unrelated pointers: PTR: 0x0066F858 || Ma!nDlg_DxT:)CI;JIEEIk?'. it i
X Function pointer is not a function: PTR: Dx006EFE90 e

i b ainDg_OnMotifw(] BUGEEM... 809

4 Memory leak: 1200 bytes allocated by HeapAllocin ma_H;_I Main DlaProc() BUGBEN.. 835

A Dmeoiees o lmmdes Al mmbe ol e s Tvem cde T A e VDL CE D T : :

1] | »

1 =
HANDLE MSG { hDlg . WH_INITDIALOG . MainDlg|OnInitDialog )
HANDLE MSG thg . WH_COMMAND . MainDlg|OnCommand )
HAHWDLE_MSG hD1 WH_SYSCOMMAND . MainDlg|OnSy=Command
HANDLE MSG { hDlg WM NOTIFY . MainDlg|OnHotif
HANDLE MSG thg . WHM_PAINT . MainDlg|OnPaint 1
HANDLE MSG ( hDlg . WH_QUERYDRAGICON . HainDlg|OnQueryDraglcon )]
HANDLE_MSG { hDlg . WH_PALETTECHANGED |, HMainDlg|OnPaletteChanged )_ILI

4] |

For Help, press F1 Program Events: 69 4

Click a function to view
its corresponding source code.

To view a particular function, click the corresponding function in the stack. If the error deals
with memory that was allocated either from the heap or from earlier on the call stack, you can
choose one of the following before selecting a function:

¢ Location of Error

Lists the functions that led to the error.
¢ Point of Allocation

Lists the functions where memory is allocated.
¢ Point of Deallocation

Lists the functions where memory is freed.

Displaying Help for the Error

BoundsChecker provides the following Help for each type of error it detects:

* A complete description of the error.
* Sample error code.

* Suggestions for correcting the error.
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Viewing the Results of Your Error-detection Session

.2 BoundsChecker Help H=E
File Edit Bookmark Options Help
Helplopicsl Haeh | FErint | it | s |

Invalid Argument—Invalid Pointer to Format String
@ Description @ Sample Code 3 Repair

Description ﬂ

The farmat string to this printfstyle function was not a valid
pointer.

Sample Code

In the following example, the programmer forgot to reset the
format variable:

char *format = NULL:

printf (format,m);

Repair

Allowing the call to continue could cause a serious error.

The most probable cause for this errar is an uninitialized

vatiable, as in the sample code above. To fix the sample =l

To display Help for a particular error, do the following:
1 Click the error on which you need Help.

2 Click the right mouse button, and then click Explain.

Suppressing Errors

You can suppress an error while you check your program or after you analyze it in the
Program Results window. Suppressing an error prevents BoundsChecker from reporting it
again. You might want to suppress an error if:

* The error was generated by code from another developer or from a third-party DLL or

OCX.

* Your code properly handles the error.
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To suppress an error, do the following:

1

2

Click the error you want to suppress.
Click the right mouse button, and then click Suppress.

Select one of the following suppression options:

* Suppress this Error Only When it Occurs in This Function

* Suppress this Error Only When it Occurs in This Source File

* Suppress this Error Only When it Occurs in This EXE or DLL

* Suppress this Error Regardless of Where it Occurs

If you want BoundsChecker to suppress the error automatically the next time you check

the program, select Save Suppression Information. Otherwise, BoundsChecker only
suppresses this error when you display the results of this error-detection session.

If you want to add a notation to the error you are suppressing, add a remark in the text
box.

When you suppress an error, it appears dimmed in the Program Results window.
BoundsChecker adds the suppressed error to the list it maintains in the Error Suppression tab
within the program settings. See Customizing Error Suppression Settings on page 33 for
information about removing errors from the suppression list.
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Viewing the Results of Your Error-detection Session

Changing the Results View

By default, the Program Results window displays errors, threads, and leaks only. However, you
can change the type of data it displays by changing its view. On the View menu, click one of
the following to change the Results view:

* Show Errors and Leaks Only
Displays errors, threads, and leaks.
* Show All Events
Displays errors, threads, leaks and all events.
 Show Errors and Specific Events
Displays errors, threads, and specific events. To determine the specific events it displays,
click Specific Events on the View menu and select the events you want to view. The

following example instructs the Program Results window to display API calls and returns
and hooks in addition to errors.

Specific Events 2| %]

" Show emors and leaks only oK
" Show all events

' Show enors and specific events Apply |

[w] AP Callz and Returns
(] OLE Interface Call: and Returns
] Leaks

1 Window and Dialog Messages

™ Save these settings as the default for all new windows

Note: The Error Detection and Event Reporting program settings determine the type of
errors and events that BoundsChecker detects and reports. See Chapter 3: Customizing
Error Detection and Reporting on page 29.
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The Program Results window uses the following icons to represent errors and events:

Icon

Error or Event
Type

Description

Call-return

OLE Call-return

Expanded Call

OLE Expanded Call

Expanded Return

OLE Expanded
Return

Comment
Error
Ole Error

Hook

Leak

OLE Leak

Message

Start of Thread

Thread Context
Switch

BoundsChecker adds a Call-return event to the event log when
your program makes an API or OLE call and then returns from
the call.

Call-returns that contain nested events are designated with a plus
sign. To see the nested events, click the plus sign to expand the
event. When you expand a Call-return event, BoundsChecker
uses Expanded Call and Expanded Return icons to designate the
individual calls and returns.

BoundsChecker adds a Comment event to the event log when
your program makes a call to OutputDebugString.

BoundsChecker adds an Error event to the event log when it
catches an error in your program.

BoundsChecker adds a Hook event to the event log when the
program processes a Windows hook call. The function hame and
arguments are included on the line.

BoundsChecker adds a Leak event to the event log for each
memory, resource, or interface method leak it finds. The message
describes the leak.

BoundsChecker adds a Message event to the event log when the
program processes a dialog or Windows message.

BoundsChecker adds a start of thread event to the event log
when it detects the creation of a thread.

BoundsChecker adds a Thread Context Switch event to the event
log when it detects that your program has switched from one
thread to another.

Printing Your Results

26

On the File menu, click Print to print the contents of the Program Results window.
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Viewing the Results of Your Error-detection Session

Saving Your Results
To save the results of your error-detection session to view later, do the following:
1 If your application is running, quit your application.
2 On the File menu, click Save As.

3 Enter a file name and select the location in which you want to save the file.

By default, BoundsChecker saves the file in the directory that contains the executable.
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The reasonable man adapts himself to the world; the
unreasonable one persists in trying to adapt the world to
himself- Therefore, all progress depends on the

unreasonable man.

¢ George Bernard Shaw

Customizing Error
Detection and
Reporting

BoundsChecker provides a series of program settings that let you determine how it detects
and reports errors and events. These program settings control the following:

Program Setting Description

Error Detection Determines the types of errors BoundsChecker detects and reports.

Event Reporting Determines if BoundsChecker collects and reports data about calls your program
makes to libraries and Windows APIs.

Program Info Determines the program search path and directory BoundsChecker uses to locate
your program files and establishes program parameters to pass as command-line
arguments.

Error Suppression  Determines if BoundsChecker reports errors in specific libraries and instances.

Modules and Files Determines the modules BoundsChecker checks.
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Customizing Program Settings

To modify the program settings:

1 Do one of the following:
* Ifyou are using C++Builder, click Tools, and then click BoundsChecker Settings.
* Ifyou are using the BoundsChecker application, click Program, and then click
settings.
2 Click the tab for the settings you want to modify.

The sections that follow highlight the settings for each of these tabs.

3 When you finish modifying the settings, click OK to save your changes.

Customizing Error Detection Settings

The following Error Detection settings determine how BoundsChecker detects and reports
errors.

BUGBENCH.exe - BoundsChecker Settings 7] %]

Error Detection | Ewent Heportingl Frogram Infol Error Suppressionl Modules and FiIesI

Cateqgory
I Memary emar checking LI

Custom

| [Eteck o memans ernans
¥ Check for Utinitialieed memon etiors
[ Use mulinle checking metheds

Fill character: |DxBF @mscl: &)

= Check allibeamblosks o each memons furston call

Add this number of guard bytes to the |4 vI

end of each block of allocated memary:

V' Beport erars immediately
[ Save these settings as the default for all new programs

oK I Cancel Help

Error Detection Scheme

To get you up and running as quickly as possible while offering you optimum flexibility,
BoundsChecker provides three Error Detection Schemes: Normal, Maximum, and Custom.
Normal and Maximum preset the level of error detection BoundsChecker provides and
Custom lets you specify your preferred level of error detection. Use these schemes as follows:
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Customizing Program Settings

TIP: 1o see the
difference between
Normal and
Maximum, switch
between the modes
and observe how the
options are set.

¢ Normal

Performs core error detection for all modules that have debug information. To maximize
performance, Normal collects only the information essential for diagnosing the problem.
Select Normal when you do not want a high level of detail or when you need to maximize
performance. Normal is the default.

¢ Maximum

Performs the highest level of error detection. Maximum even checks third-party code,
including modules that do not contain debug information. Maximum also reports all
instances of errors that are a result of other errors. Select Maximum when you want to:

* Collect as much information as possible about an error.

¢ Find all occurrences of an error.

e See errors in third-party modules that do not have debug information.
e Custom

Provides the greatest flexibility by letting you specify the types of errors BoundsChecker
detects and the extent to which they are reported. By default, the value of the Custom
options are set to Normal. Change these options as needed.

For information about controlling the events BoundsChecker reports, see Customizing Event
Reporting Settings on page 32.

Report Errors Immediately

Determines if BoundsChecker automatically displays the Program Error Detected window
each time it encounters an error in your program. Displaying the Program Error Detected
window is useful for seeing errors in context. If you prefer, clear this setting to check your
program without interruption. BoundsChecker always maintains a log of your error-detection
session, so you can see your program’s errors and events at your convenience.

Save These Settings as the Default for all New Programs

Depending on your development environment, you may want to permanently modify your
changes to the Error Detection settings. Select this setting to apply your modifications to all
subsequent programs you check with BoundsChecker.
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Customizing Event Reporting Settings

Event reporting instructs BoundsChecker to collect all the Windows API calls, parameters,
and messages your program sends and receives. This helps you debug your program, by
showing you what is happening. Use event reporting to solve the following problems:

Problem Area Suggested Analysis

Sequences Examine messages and how your program responds to them. For instance, did
the messages come in the order you expected?

Check the API calls your program made in response to messages.

Performance Look for indications of wasted time. For instance, is your program painting a
window twice in succession on two different messages? Your program may be
making hundreds or even thousands of unnecessary memory allocations or file
reads. You can block these allocations into a few big operations to improve
performance.

Threads Look at the thread-switching and thread interaction. This helps you debug multi-
thread problems with semaphores in critical sections.

API failures Look at the arguments passed to APIs. When pointers are passed, trace the data
to which they point.

By default, BoundsChecker does not enable event reporting, because collecting detailed event
data can increase the amount of disk space BoundsChecker uses and can affect system
performance. If you want BoundsChecker to collect this data, select Collect and Report
Program Event Data, and then select the types of events you want to collect.

BUGBENCH.exe - BoundsChecker Settings

Error Detection - Event Reporting | Program Info | Eror Suppreszion i Modules and Files I
BoundzChecker can collect information about the calls your program makes to libraries and the

‘Windows APz, This information is valuable in diagnosing problems but can increase the disk
zpace uged by BoundsChecker az it logs events.

7 Collect and report program event data

Additional Event Reparting
[ Report messages
™ Report pointer data for &P and OLE method calls

0k, I Cancel Help
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Customizing Program Information Settings

Use the Program Info settings to establish the following for your program:
* Working Directory

* Command Line Arguments

¢ Source File Search Path

Customizing Error Suppression Settings

Each time you suppress an error, BoundsChecker adds the suppression information to the
suppression library. BoundsChecker uses the suppression library to determine which errors to
suppress for future runs of the program. In addition to the individual program libraries,
BoundsChecker supplies suppression libraries for common DLLs including MFC, OWL, and
the Delphi VCL.
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As your work progresses, you may want to delete a suppression item, or you may want
BoundsChecker to check your program without referring to the library. Perform the actions
in the following table to view and modify libraries and suppression items.

To Do this

Display the list of suppression items for Select the name of the library.
a particular library.

Enable or disable a library. Select or clear the checkbox for the library.
Sort the suppression items in a library.  Click a sorting criterion above the list of items.

Delete a suppression item. Select the item from the list, and then click Remove.

Note: You can only delete suppression items from your program library.

BUGBENCH.exe - BoundsChecker Settings 2] %]

Error Detectionl Ewent Heportingl Program Info  Error Suppression | Modules and FiIesI

ugk |
[wl*izual C++ 4.0 Debug Runtime Library
[CIDelphi =l

Suppression Libraries

Suppression items

Type | Locatian | Scope | Comment I—'— Sorting Criteria

AP failure GetProctddress IFACEDLL.DLL:_CRT_INITI)

AP failure GetProcAddress MAINERR.BUG: _CRT_IMNIT[] .

Memory leak Localtlloc diphierr.bug Suppressmn ltems
Add API Function... Hemmyeltem |

oK I Cancel Help

Customizing Modules and Files Settings

34

BoundsChecker automatically checks all the source files for your .EXE and its related static
and run-time DLLs and OCXs. However, you might want to check only a specific portion of
your code. For example, you might want to limit error detection to a specific module or
source files that comprise a module.

To limit the code BoundsChecker checks, clear the modules or source files you do not want to
check. Note that run-time DLLs and OCXs are not listed, but are automatically checked. To
avoid checking these modules, click Add to locate and add them to the list of modules, then

clear their associated check boxes.
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Knowledge is what we get when an observer, preferably a
scientifically trained observer, provides us with a copy of reality
that we can all recognize.

¢ Christopher Lasch

Checking
Compliance

Microsoft provides a collection of 32-bit application programming interfaces (APIs) called
Win32. Win32 is implemented under Windows NT and Windows 95. A portion of Win32 is
also implemented on Windows 3.1 as Win32s.

Although many of the APIs within Win32 support both Windows NT and Windows 95,
some are platform specific. You can unknowingly use a call or set of calls that are available on
one platform, but not another. To assure that your program is compliant across both
Windows platforms and Win32s, BoundsChecker provides compliance reports that categorize
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your program’s APIs. Use these reports to determine if your program’s APIs are available on all
Win32 platforms or just a subset of Win32 platforms. Additionally, BoundsChecker
categorizes your program’s use of C Run-Time Library calls into ANSI and non-ANSI. The
following example illustrates a compliance report.

‘MuMega BoundsChecker - BUGBENCH.exe - Program Compliance !E[E

File Edit Wiew Program ‘Window Help
EI%I%II j gl“l“ﬁa gﬂlgl.llNormal VI IE‘

EE BUGBENCH.exe - Program Compliance !E[ E I
ulega Bound=Checker Program Compliance Report -

BUGEENCH . exe
02-06-97 17:21:13

Function Uszage Summary

10 Windows HT and Windows 95
0 Windows HT 4.0 and Windows 95
0 Windows HT 4.0 only
7  Windows HT only
0 Windows 95 only
111 All Win32 Platforms (Including Win32S5)
0 ANSI C
0 ANSI C Extension
0 Other

Function Uszage Details

Windows HT and Windows 95 LI
For Help, press F1 Program Events: 63 4

Checking APl Compliance

The best strategy for ensuring API compliance is to keep compliance in mind as you design a
program and to use BoundsChecker compliance checking early in the development process.
Otherwise, finding and fixing API compliance-related problems can be a long and tedious
task, especially if you postpone the job until after a program is completed.

BoundsChecker provides two ways for checking compliance:
* Program Compliance
Lists all functions to which your program’s .EXE file refers.
* Event Compliance

Lists only those functions that were called when you checked the program.

36 BoundsChecker Basics



Checking APl Compliance

Checking Program Compliance

Program Compliance categorizes and lists all functions to which your .EXE file refers.
BoundsChecker does not list AP calls made by DLLs to which the EXE points. To check
DLLs, use Event Compliance.

To produce a Program Compliance report, do the following from the BoundsChecker
application:

1 Open the program for which you want to produce the report.

2 On the Program menu, click Check Program Compliance.

Checking Event Compliance

Event Compliance uses the results of your error-detection session to categorize and list only
those Win32 and C Run-Time Library functions that were actually called when you ran the
program. Event Compliance includes calls made by DLLs to which your program points.

To produce an Event Compliance report, you need to set the Event Reporting program
settings before you run your program. The following steps explain how to set the Event
Reporting program settings and produce the compliance report from within C++Builder and
the BoundsChecker application.

Checking Event Compliance From C++Builder
To create an Event Compliance report from C++Builder:
1 On the Tools menu, click BoundsChecker Settings.
2 In the BoundsChecker Settings window, click the Event Reporting tab.
3 Select Collect and Report Detailed Event Data and click OK.
4 Check the program, using all the functions you want included in the compliance report.

5 On the Tools menu, click BoundsChecker Events to start the BoundsChecker
application. The BoundsChecker application generates compliance reports.

6 On the Program menu within the BoundsChecker application, click Check Event
Compliance to generate the compliance report.
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Checking Event Compliance From BoundsChecker

To produce an Event Compliance report:

1

2

BoundsChecker Basics

On the Program menu, click Settings.

In the BoundsChecker Settings window, click the Event Reporting tab.

Select Collect and Report Detailed Event Data and click OK.

Check the program, using all the functions you want included in the compliance report.

On the Program menu, click Check Event Compliance to produce the report.



An ounce of prevention is worth a pound of cure.

o Proverb

Validating Your Own
APIs

Application Programming Interfaces (APIs) are the most popular model on Windows for
defining how DLLs work together. APIs are also one of the most error-prone areas for
programmers, often resulting in bugs that are difficult to catch. Additionally, APIs can cause
strange behavior that is difficult to reproduce.

BoundsChecker excels at finding API-related errors for a pre-defined group of function sets.
The following table lists these sets.

Supported API Functions  Supported OLE Functions

CRTL Direct X
ODBC Active X
WIN32

WINSOCK

For each function within the API, BoundsChecker automatically validates:

* Every parameter for the function, including parameters specific to Windows, such as
hWnds and hMenu. See Default Parameter and Return Tjpes on page 43.

 The parameter’s return value. This validation finds errors in parameter types and ranges.
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The following table lists the types of API and OLE errors BoundsChecker detects.

API and OLE Errors BoundsChecker Detects

API failure: Windows function failed

API failure: Windows function not implemented

Interface method failure

Invalid argument

Invalid argument:
Invalid argument:
Invalid argument:
Invalid argument:
Invalid argument:
Invalid argument:
Invalid argument:
Invalid argument:
Invalid argument:

Invalid argument:

Invalid argument

Invalid argument:

At least one format specifier is illegal

Bad destination pointer

Bad handle

Bad source pointer

Conflicting combination of flags

Format string is not followed by valid arguments
Invalid pointer to format string

Not enough arguments for this format string
Out of range

Structure size field is not initialized

: Too many arguments for this format string

Undefined or illegal flags

Invalid interface method argument

Invalid interface method argument: Conflicting combination of flags
Invalid interface method argument: Out of range

Invalid interface method argument: Structure size field is not initialized
Invalid interface method argument: Undefined or illegal flags

Questionable use of thread

You can add your own API function sets to the function sets BoundsChecker validates. When
you extend BoundsChecker to test your APIs, BoundsChecker automatically validates
parameters, traces and validates return values, and lists the trace data in the Program Results
window, where you can analyze it.
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How BoundsChecker Validates APIs

To validate parameters and return values, BoundsChecker uses a validation routine to patch a

piece of code for each function into the memory image of the application under test. This

piece of code is called a validation stubs: it is responsible for intercepting each API call,
validating it, logging it, and updating the Program Results window.

The following figure illustrates how a validation stub intercepts and validates parameters and

return values for a function.

@ Parameters ——p

SAMPLE.DLL

Return - <

\

Value

BoundsChecker
Validation Stub

Parameters ——p

Function 1

Return <

Y

A

Value

BoundsChecker
Validation Stub

Function 2

1 The validation stub intercepts parameters as they are passed to the
function. The validation stub logs and validates each parameter against a

set of known values or conditions.

2 On return from the API call, the validation stub logs and validates the

return value, if one exists.
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Creating an API Validation Module

42

To validate your own APIs, create a validation module for each .DLL (or .DEF) you want to
test. BoundsChecker provides an API wizard to simplify this process. When you create a
validation module, the API wizard analyzes your .DLL and automatically generates the source
code for the validation module, including the validation stubs.

The following general steps explain how to create and use a validation module for your DLL.

See the On-line Help for more information about options you can use to refine this process.

1

BoundsChecker Basics

Click Start, point to NuMega BoundsChecker, and then click Generate API Validation
Module to start the API wizard (BCAPIWIZ .exe).

The wizard automatically analyzes your .DLL to determine the parameters it uses and the
calls it exports. Then, the wizard uses this information to generate a source (.CPP) file for
the validation module. Additionally, the wizard generates a .MAK file and a header (.H)
file.

Review the .CPP file to verify that the code BoundsChecker generated for the .DLLs
parameters and return calls is complete.

C++ functions use decorated names that contain parameter information, so
BoundsChecker can automatically provide the parameter validation code for any C++
function exported from a DLL. However, you need to create your own C or C++
validation code for C functions exported from a DLL or for parameter types that
BoundsChecker does not recognize. BoundsChecker indicates where you need to add
code by placing “TODO:” comments in the generated source file.

From the command prompt, run NMAKE or MAKE on the .MAK file, as follows:
[NNMAKE -f nakefil e- nane

Example: NVAKE -f FOQ MAK

NMAKE uses the compiler and linker to build an .API validation file. Then, NMAKE
places the file into the BoundsChecker APICheck directory.

Check your application as you normally would.

BoundsChecker automatically uses the validation module to validate your .DLL.
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Default Parameter and Return Types

By default, BoundsChecker generates validation and logging code for the following parameter
types. To add your own parameter types, see the On-line Help.

Parameter Type Action Parameter Type Action
ATOM Validate and log HSZ Log as DWORD value
BOOL Log as DWORD value HTHREAD Validate and log
bool Log as DWORD value HWND Validate and log
BYTE Log as BYTE value IDHOOK Validate and log
char * Validate and log int Log as DWORD value
char ** Validate KERNELHANDLE  Validate and log
CHAR Log as BYTE value LCID Log as DWORD value
char Log as BYTE value LCTYPE Log as DWORD value
COLORREF Log as DWORD value long Log as DWORD value
COORD Log as DWORD value LONG Log as DWORD value
double Log LPARAM Log as DWORD value
DWORD Log LPCODE Validate and log
FILE * Validate and log LPCSTR Validate and log
float Log LPCWSTR Validate and log
GLOBALATOM Validate and log LPSTR Validate and log
HACCEL Validate and log LPWSTR Validate and log
HANDLE Validate and log PACL Validate and log
HCONV Log as DWORD value PSID Validate and log
HCONVLIST Log as DWORD value REGSAM Log as DWORD value
HCURSOR Validate and log SECURITY_INFOR Log as DWORD value
MATION
HDBC Validate and log SERVICE_STATUS_ Log as DWORD value
HANDLE
HDDEDATA Log as DWORD value short Log as DWORD value
HDWP Validate and log signed char Log as BYTE value
HENV Validate and log signed int Log as DWORD value
HFILE Validate and log signed long Log as DWORD value
HGLOBAL Validate and log size_t Log as DWORD value
HHEAP Validate and log this Log
HHOOK Validate and log UCHAR Log as BYTE value
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Parameter Type Action Parameter Type Action

HICON Validate and log UINT Log as DWORD value
HINST Validate and log ULONG Log as DWORD value
HKEY Log as DWORD value unsigned char Log as BYTE value
HKL Validate and log unsigned int Log as DWORD value
HLOCAL Validate and log unsigned long Log as DWORD value
HMENU Validate and log unsigned short Log as DWORD value
HPROCESS Validate and log WORD Log as DWORD value
HRSRC Validate and log WPARAM Log as DWORD value
HSTMT Validate and log

The validation module utility can validate the following return types.

ATOM HKL PDWORD

bool HLOCAL PSID_IDENTIFIER_AUTHORITY
BOOL HMENU PUCHAR

CHAR HMETAFILE RETCODE

char HMODULE SC_HANDLE

char * HPALETTE SC_LOCK
COLORREF HPEN SERVICE_STATUS_HANDLE
double HRESULT SHORT

DWORD HRGN short

FAPPROC HRSRC short int *

FILE * HSZ signed int
HACCEL HWINSTA size_t

HANDLE HRESULT struct Iconv *
HBITMAP HRGN struct tm *
HBRUSH HRSRC time_t

HCONV HSZ tm*

HCONVLIST HWND UINT

HCURSOR INT unsigned char
HDC int unsigned char *
HDDEDATA int * unsigned int
HDWP LANGID unsigned int *
HENHMETAFILE LCID unsigned long
HFILE LONG unsigned long *
HFONT long unsigned short int
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HGDIOBJ
HGLOBAL
HHOOK
HICON
HINSTANCE

long *
LPSTR
LPVOID
LPWSTR
LRESULT

unsigned short int *
void
void *

WORD
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