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1. Introduction

In case you have installed AVG Free Edition on your computer, and you are running a firewall at the
same time, you might be experiencing problems while sending/receiving email messages and/or

downloading AVG Anti-Virus updates.

This Installation Guide refers to the firewall settings required for proper functionality of AVG Anti-
Virus. This document covers the settings instructions and recommendations for the following firewalls:

e Windows XP built-in firewall (Security Center)
e Kerio Personal Firewall
e Zone Alarm Pro firewall
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2. Windows XP built-in firewall (Security Center)

Typically, the Windows XP built-in firewall default settings correspond very well to the AVG Free
Edition configuration. Most probably no problems will occur at all. However, should you run up against
problems, please follow these steps:

a) Windows XP Firewall Settings
Open the Windows Firewall settings dialog window:
Start / Settings / Control Panels / Window Firewall
On the General tab make sure the Do not allow exceptions option is not selected.

%= Windows Firewall x|

General | Exceptions I Advanced I

\/-1 Firewall is helping to protect your PC

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a networlk.

K

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.
[~ Dont allow exceptions
Select this when you connect to public networks in less secure
locations, such as airports. You will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ruj&mmmﬂed]

Awvoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

What else should | know about Windows Firewall?

oK I Cancel

b) Define Exceptions
Switch to the Exceptions tab with the list of applications that are blocked to access to the Internet.
You need to allow access to Internet for all AVG Anti-Virus applications. To do so, mark each check
box related to an AVG application in the list of programs and services (see the following screenshot).

For AVG Free Edition the applications to be selected from the list and marked as allowed are:

AVG Free Control Center (file avgcc.exe)
AVG Free Edition for Windows (file avgw.exe)
avginet.exe

avgemc.exe

If these applications are not listed in the list of exceptions, you need to add them manually. This can
be done using the Add Program button:
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ﬂ
General Exceptions | Advanced I
Windows Firewall is blocking incoming network connections, except for the

programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

[¥] AVG Free Edition for Windows
avgemc.exe

avainet.exe

[ File and Prirter Sharing
Remote Assistance

[ Remote Desktop

[ UPRP Framework

WNC Viewer for Win32

Add Program... Add Port... Edit... Delete

[V Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

oK I Cancel

c) Add a New Program
A new dialog window opens providing a list of programs that can be added to the previously seen
Windows Firewall list of exceptions. Select the AVG applications from the list, and confirm adding them
to the Windows Firewall list of exceptions by pressing the OK button (see the following screenshot).

x

To allow communications with & program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed.

.P-. Fre it
‘A\"G Free Edition for Windows
ﬁiA\c"G Free Virus Vault

IﬁA\u"G Wirowy trezor

o FreeCell

, Hearts

i Intemet Backgamman

@ Intemet Explorer

P Irtemet Hearts

@ Intemet Checkers

q Intemet Reversi ;I

Path: IF:\F'roglElm Files"Grisoft\AVG Free'\avgcc exe Browse... |

Change scope... | 0K I Cancel |

In case you are not able to see any AVG application in the program list, you have to add them
manually. Click the Browse button, and find the above listed files (avgw.exe, avgcc.exe, avginet.exe,
and avgemc.exe) in the AVG Free Edition program folder (by default C:\Program Files\Grisoft\AVG
Free):
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Look in: I&} AVG Free

2=
H o2 E
ﬁ avg.exe
L2 avgamsvr.exe
My Recent

& avocc.exe
Documents

& avgemc.exe
!@- & avginet.exe

Desktop
EVgUpsYC.EXe
‘ avVgvy.exe

i avgw.exe
My Documents

avgscan.exe
avgupdin.exe

‘ setup.exe

. B
ar

My Network File name:
Places

Files of type: |Applications (".exe;”.com;”icd)

[
=

Confirm adding the selected files by pressing the OK button in the Add a Program dialog window.
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3. Kerio Personal Firewall

With the Kerio Personal Firewall you will probably need to configure the settings so that it is allowed for
the AVG Free Edition (and its applications) to connect to the Internet (send/receive data), and to launch
other applications (to update). To configure the Kerio Personal Firewall settings, follow these steps:

a) Run Kerio Personal Firewall

b) Network Security
In the Network Security item (left menu), Application tab (top menu) you are able to overview a
list of programs with the information on whether these are allowed to connect to the Internet. In the
list, verify that all AVG applications are labeled as permit.

If not, you need to change the AVG applications’ status. To do so, right click on every item and select
the Permit option from the context menu.

ol
~ KERIO -
¥ Enabds Metecs, sacusity modds
- Trustad Inkgerent
Diepcnphion - Dt ™ o2 Lag At |
] LS4 Shed [Ewport Vesnion]  «F pemmit o peid 7 ik aik
. nslirediovat M T Lo Apg T aak W peired ¥ ek ¢ otk
[ Usenrd Logon Appleabon ) ash - ? ok d b

T Gerseic Het Progss b wf perrral o perml Y ok w il

Bl VG Update dossrioaders o permit o permit of pemil of pemit

@ Macrosolt File ard Printes. W pamit o pemi 3wtk Pk
§5° Any other appcation ¥ aak ¥ ok ¢ ok ¢ ik
|_ex ] A= | (oo | Aot |

c) System Security
In the System Security item (left menu), Application tab (top menu) you are able to overview a list
of programs with the information on whether these are allowed to launch other application. Again, you
need to make sure all AVG applications listed are labeled as permit to launch other applications (e.g.
updates).

If not, you need to change the AVG applications’ status. To do so, right click on every item and select
the Permit option from the context menu.
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Confirm all changes by pressing the Apply button.
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4.

Zone Alarm Pro

With the Zone Alarm Pro you will probably need to configure the settings so that it is allowed for the AVG
Free Edition (and its applications) to connect to the Internet (send/receive data), and to launch other
applications (to update). To configure the Zone Alarm Pro settings, follow these steps:

a)
b)

Run Zone Alarm Pro

Program Control

In the Program Control item (left menu), Programs tab (top menu) you are able to overview a list
of programs with the information on whether these are allowed to connect to the Internet. In the list,
verify that all AVG applications are labeled as allowed (green confirmation mark).

If not, you need to change the AVG applications’ status. To do so, right click on every item and select
the confirmation mark from the context menu.

10 2onerAlaren Pro
Pragram Control Main - Feogrems | Compenents
Trams sre programs that Megenn Teived Sond
Oweswle® | op e b poces the Prwar Trared Inbavet Trasted intemed Blall
Feereet o bl etk ol A5 Edad Scarner S S S
Access and Server all A0 Upsiate dowrioader o J J J J |
Program  CONE dhin the @ ] deenenic Host Procass Tor o J o o 7
Control  PEMTISSONS the program 2 1 |
hens T ek Tore B raeret Expicre o o ? ? ? |
Antrinus. [ ] jluﬁrﬂlfqm'q'nmq:j o T 7 7 7
MSSBCHNg) crange n progroms ) Custonk Exqrass J 4 7P 7|7
Emnall|  PErTaSsn iy - - = |
Profsciion | bf-chihrg the wses ] Semocier SubSystem App J 7 7 ?T 7 |
the Acoess or Sarver 1 VHE Server for W2 Jd J . d 4=
o . 1
PO I8 ieasevs KT Logon Appics ? ? ? ? ?
T . rd -
- BE zone Leka Cleni ? ? ? f [;
Absrin B Logs:
Enitiy Detail =
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Pollcy Marualy configured
L] ey ugstabe i ke able [ gptiors |
i T 0D 3
Prosid s 3 W, TR i
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|

Add a Program
For AVG Free Edition the listed applications marked as allowed are:

e AVG E-Mail Scanner (avgemc.exe)
e AVG Update downloader (file avginet.exe)

If these applications are not listed, you need to add them manually. Use the Add button to open a
new dialog window where you can specify the files on your local disk. By default, the files are located
in the AVG Free Edition program folder (C:\Program Files\Grisoft\AVG Free).
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Add Program

Look in: I&} AVG Free

x| e ® ek E-

i avocc.exe
o avgeme.exe
i avginet.exe
avgscan.exe
Desktop avgupdin.exe
avOUpSVC.Exe
‘ avgyv.exe
ol avow.exe
My Documerts o setup.exe
o §
My Computer
(A=Y S File name: I
Places
Files of type:

IExec:LrtabIe Files {*.exe;”.com;"scr)

[
=

2|
Open
Cancel
%

d) E-mail Protection
In the E-mail Protection item (left menu), Main tab (top menu) you need to disable the built-in
inbound/outbound email protection provided by the Zone Alarm Pro. By switching the Zone Alarm Pro
implemented email verification off you will enable the more comprehensive AVG Free Edition email
control.

m ZoneAlarm Pro

E-mail Protection

n
il

g [ 5]

All Systems Active
©Help
/ Main I Attachments

MailSate is an important
supplement to antivirus
software because it
protects you from known
az well as unknown
wiruses delivered via
e-mail.

MailSate protects your
computers from incoming
e-mail attachnents that
may cortain malicious
code or viruses. Mailzate
fquarantines these
attachments, preverding
them from running
sweithout your permission.

E-mail
Protection

Cuthound Mailzafe
Protection bafts outgoing
e-mail far virus-like
activity befare it can do
damage.

A Hide Text

-Inbound MailSafe Protection

 On Off
& 0ff

File attachment pratection is disabled

Outhound MailSafe Protection

 On off
& 0ff

Outbound e-mal protection is disabled
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