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1 Scope

The present document is the baseline specification for the provision of the interaction channel for LMDS networks.
Thisversion supersedes the previous version 1.1.1 of this standard.

It is not intended to specify a return channel solution associated to each broadcast system because the inter-operability
of different delivery media to transport the return channel is desirable.

The solutions provided in the present document for interaction channel for LM DS networks are a part of a wider set of
alternatives to implement interactive services for Digital Video Broadcasting (DVB) systems.

The present document is not limited to a given frequency range. All the frequencies refer to | F frequencies as defined
in subclause 5.1.2.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

For a specific reference, subsequent revisions do not apply.
For a non-gpecific reference, the latest version applies.

A non-specific reference to an ETS shall also be taken to refer to later versions published asan EN with the

same number.

[1] ITU-T Recommendation 1.432: "B-ISDN User-Network Interface - Physical layer specification”.

[2] ETS 300 800: "Digital Video Broadcasting (DVB); Interaction channel for Cable TV distribution
systems (CATV)".

[3] EN 301 192: "Digital Video Broadcasting (DVB); DVB specification for data broadcasting'”.

4] EN 300 421: "Digital Video Broadcasting (DVB); Framing structure, channel coding and
modulation for 11/12 GHz satellite services'.

[5] TR 100 815: "Digital Video Broadcasting (DVB); Guidelinesfor the handling of ATM signalsin
DVB systems'.

[6] EN 300 468: "Digital Video Broadcasting (DVB); Specification for Service Information (SI) in
DVB systems'.

[7 ITU-T Recommendation 1.361: "B-ISDN ATM layer specification".

[8] ITU-T Recommendation 1.363: "B-ISDN ATM Adaptation Layer specification".

[9] SO 13818-1: "Information technology - Generic coding of moving pictures and associated audio

information: Systems".

[10] | SO/IEC 8802-3 (1996): "Information technology - Telecommunications and information
exchange between systems - Local and metropolitan area networks - Specific requirements - Part
3: Carrier sense multiple access with collision detection (CSMA/CD) access method and physical
layer specifications'.

[11] IETF RFC 2104, Krawczyk, et. a: "HMAC: Keyed-Hashing for Message'.
[12] IETF RFC 2236: "IGMP protocol".
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[13] IETF RFC 1483: "Multiprotocol encapsulation over ATM adapt. layer 5".

[14] IETF RFC 2131: "Dynamic host configuration protocol (DHCP)".

[15] IETF RFC 951: "Bootstrap protocol (BOOTP)".

[16] IETF RFC 791 "Internet protocol".

[17] ATMF UNI 3.1 ATM Forum User-Network Interface, Version 3.1.
3 Abbreviations
For the purposes of the present document, the following abbreviations apply:

ATM Asynchronous Transfer Mode

BC Broadcast Channel

BRA Basic Rate Access

LMDS Local Multipoint Distribution System

CBC Cipher Block Chaining

Connection ID  Connection Identificator

CM Cable Modem

D-H Diffie-Hellman

DAVIC Digital Audiovisual Council

DCE Data Communication Equipment

DES Data Encryption Standard

DTE Data Termination Equipment

DTMF Dual Tone Multifrequency (dialling mode)

DvB Digital Video Broadcasting

EKE Explicit Key Exchange

GSTN General Switched Telephone Network

HMAC Hash-based Message Authentication Code

IB In-Band

IC Interaction Channel

INA Interactive Network Adapter

IRD Integrated Receiver Decoder

ISDN Integrated Services Digital Network

1Q I n-phase and Quadrature Components

v Initialization Vector

LFSR Linear Feedback Shift Register

LSB Least Significant Bit

MAC Media Access Control

MKE Main Key Exchange

MMDS Multi-channel Multi-point Distribution Systems

MPEG Moving Pictures Experts Group

MTU Maximum Transmission Unit

NIU Network Interface Unit

NSAP Network Service Access Point

0ooB Out of Band

oSl Open Systems Interconnection

PID Packet Identifier (defined by ISO/IEC 13818 (MPEG-2) [9])

PM Pulse Modulation

PSTN Public Switched Telephone Network

QAM Quadrature Amplitude Modulation

QKE Quick Key Exchange

QoS Quality of Service

QPSK Quaternary Phase Shift Keying

Reservation ID  Reservation |dentificator

SHA-1 Secure Hash Algorithm 1

SMATV Satellite Master Antenna Television
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STB
STU
TDMA
TS
VCI
VPI

4.1

Set Top Box

Set Top Unit

Time Division Multiplex Access

Transport Stream

ATM Virtual Channd Identification (defined by ITU-T Recommendation 1.363 [8])
ATM Virtual Path Identification (defined by ITU-T Recommendation 1.363 [8])

Reference Model for System Architecture of
Narrowband Interaction Channels in a Broadcasting
Scenario (Asymmetric Interactive Services)

Protocol Stack Model

For asymmetric interactive services supporting broadcast to the home with narrowband return channel, asimple
communications model consists of the following layers:

physical layer: where all the physical (electrical) transmission parameters are defined.

transport layer: defines all the relevant data structures and communication protocols like data containers, etc.

application layer: isthe interactive application software and runtime environments (e.g. home shopping application,
script interpreter, etc.).

A smplified model of the OS| layers was adopted to facilitate the production of specifications for these nodes. Figure 1
points out the lower layers of the smplified model and identifies some of the key parameters for the lower two layers.
Following the user requirements for interactive services, no attempt will be made to consider higher layersin the
present document.

' Layer Structure for Generic System Reference Model

Proprietary
layers
Higher medium

layers Network Independent

Protocols

Access
mechanism
Packet structure
(Network Dependent

Modulation
Channel coding
Freq. range
Filtering
Equalisation
Power

Protocols)

Figure 1: Layer structure for generic system reference model

This specification addresses the LMDS network specific aspects only.
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4.2 System Model

Figure 2a shows the system model which isto be used within DVB for interactive services.
In the system model, two channels are established between the Service provider and the User:

Broadcast channel (BC): A unidirectional broadband Broadcast Channel including video, audio and
data. BC is established from the service provider to the users. It may include the Forward Interaction
path.

I nteraction channel (1C): A Bi-directional Interaction Channel is established between the service
provider and the user for interaction purposes. It isformed by:

- Return Interaction path: (Return Channel): From the User to the Service Provider. It isused to
make requests to the service provider or to answer questions. It is a narrowband channel. Also
commonly known as return channel.

- Forward Interaction path: From the service provider to the user. It is used to provide some sort of
information by the service provider to the user and any other required communication for the
interactive service provision. It may be embedded into the broadcast channel. It is possible that this
channel is not required in some simple implementati ons which make use of the Broadcast Channel
for the carriage of data to the user.

The user terminal isformed by the Network Interface Unit (NIU) (consisting of the Broadcast Interface Module (BIM)
and the Interactive Interface Module (11M)) and the Set Top Unit (STU). The user terminal provides interface for both
broadcast and interaction channels. The interface between the user terminal and the interaction network isvia the
Interactive Interface Module.

DVB BlueBook A032 Rev. 1 (June 1999)



Broadcast Channel
(DVB Transmission Systems)

Interaction Channel

network independent

Forward
Interaction
path

10

Broadcast
channel

Broadcasting \ / [

Broadcast Dehvery

Broadcast 1
roadcas Network Media Broadc:
Service Adaptor Interfac
Provider Module
Return . —
’ / Interaction Ll;lt;[[l'{[llCthlSO n Interacti
path Interfac
Interactive Module
Service pra— Interactive

. : (can be
Provider Network <« Interaction external
Adaptor Network to STB)

network dependent

Figure 2a: A generic system Reference Model for Interactive Systen

DVB BlueBook A032 Rev. 1 (June 1999)



11

Al A3 Ad
ol [ > —»
INA IF/ |onaAIR ODU
RE |TRANSMISSION
- I -
B1 B2 B4

ODU : OUTDOOR UNIT
Al, A4,B1, B4 : IFINTERFACES
B2, A3: RFINTERFACES

STl

Figure 2b: Position of IF and RF reference points in the particular case of LMI

DVB BlueBook A032 Rev. 1 (June 1999)



12 Error! No text of specified style in document.

5 DVB Interaction Channel Specification for LMDS
Networks

The LMDS infragtructures can support the implementation of the Return Channd for interactive services suitable for DVB
broadcasting systems.

LMDS can be used to implement interactive servicesin the DVB environment, providing a bi-directional communication
path between the user terminal and the service provider.

5.1 System Concept

The interactive system is composed of Forward Interaction path (downstream) and Return Interaction path (upstream). The
general concept isto use downstream transmission from the INA to the NIUs to provide synchronization and information to
al NIUs. Thisallowsthe NIUsto adapt to the network and send synchronized information upstream.

Upstream transmission is divided into time d ots which can be used by different users, using the technique of Time Divison
Multiple Access (TDMA). One downstream channel is used to synchronize up to 8 upstream channels, which are all divided
into time dots. A counter at the INA issent periodically to the NIUs, so that all NIUswork with the same clock. Thisgives
the opportunity to the INA to assign time dotsto different users.

Three major access modes are provided with this system. The first one is based on contention access, which lets users send
information at any time with the risk to have a collision with other user'stransmissions. The second and third modes are
contention-less based, where the INA either provides a finite amount of dotsto a specific NIU, or a given bit rate requested
by aNIU until the INA stops the connection. These access modes are dynamically shared among time dots, which allows
NIUsto know when contention based transmission isor is not allowed. Thisisto avoid a collision for the two contention-less
based access modes.

Periodically, the INA will indicate to new usersthat they have the possibility to go through sign-on procedure, in order to
give them the opportunity to synchronize their clock to the network clock, without risking collisonswith already active users.
Thisisdone by leaving alarger timeinterval for new usersto send their information, taking into account the propagation
time required from the INA to the NIUs and back.

51.1 Out-Of-Band / In-Band Principle

Thisinteractive system is based either on out of band (OOB) or in-band (1B) downstream signalling. However, Set Top Boxes
/ Modems do not need to support both systems.

In the case of OOB signalling, a Forward Interaction path is mandatory. This path isreserved for interactivity data and
control information only. However, it isalso possible to send higher bit rate downstream information through aDVB-MS
channel whose frequency isindicated in the forward information path.

In the case of IB signalling, the Forward Information path is embedded into the MPEG-2 TS of a DVB-MS channdl. Note
that it isnot mandatory to include the Forward Information path in all DVB-MS channels.

Both systems can provide the same quality of service. However, the overall system architecture will differ between networks
using IB Set Top Boxes/ Modems and OOB Set Top Boxes/ Modems. Note also that both types of systems may exist on the
same networks under the condition that different frequencies are used for each system.
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51.2 Spectrum Allocation

The RF spectrum allocation is ill to be defined and approved by the regulation bodies, the following | F frequency rangesto
use are not mandatory.

For downstream, both in Band and Out Of Band channels can use the 950 to 2 150 MHz frequency band.
For upstream channel s two different choices can be identified:

1) For the OOB signalling, In order to keep compatibility with equipment used in existing cable networksin accordance
with the ETS 300 800 [2] specification, 70 to 130 MHz and 5 to 65 MHz can be used for downstream and upstream
respectively.

2) For theIB sgnalling, taking into account the backward compatibility with the cable specifications and in order to give
major capacity for the future interactive and multimedia services, the frequency allocation can be 400 to 700 MHz is
5 to 305 MHz. Figure 3c indicates a possible spectrum allocation. Although not mandatory, a guidelineis provided to
use the following preferred frequency ranges, 70 to 130 MHz and/or 950 to 2 150 for the Forward Interaction path
(downstream OOB) and 5 to 65 MHz for the Return Interaction path (upstream), or partsthereof. To avoid filtering
problemsin the bi-directional video amplifiersand in the Set Top Boxes, theupper limit 65  MHz for the upstream
flow shall not be used together with the lower limit 70 MHz for the downstream flow in the same system.

Domdream LMDSdamds950t0 2150 MHz

A

‘ Freg(MH2)

>

\
aC ‘ 215C
OQPX ingradtive2 MHz dowrgream OOB darrds

5-65MHz
\J

Updream OPX ingadive2 MHz uodresmdards

Figure 3a: DVB preferred IF frequency ranges for LMDS interactive systems (OOB)
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Downstream LMDS channels 950 to 2150 MHz
A
Freg (MHz)
>
950 2150
400 - 700 MHz
\
Upstream QPSK interactive 2 MHz upstream channels
Downstream LMDS channels 950 to 2150 MHz
A
Freq (MH2z)
>
950 2150
Y 5-305MHz
Upstream OPSK interactive 2 MHz upstream channels

Figure 3b: DVB preferred IF frequency ranges for LMDS interactive systems (IB)

NOTE: Thestandardisapplicableto any RF frequency range, according to local regulations. therefore, the frequencies
specified in the present document are in the intermediate frequency range.

5.1.3 FDMA/TDMA Multiple Access

A multiple access schemeis defined in order to have different users share the same transmission media. Downstream
information is sent broadcagt to all users of the networks. Thus, an address assignment exists for each user which allowsthe
INA to send information singlecast to one particular user. Two addresses are stored in the Set Top Boxes/ Modemsin order
to identify users on the network:

MAC address. It isa48-hit value representing the unique MAC address of the NIU. ThisMAC
address may be hard coded in the NIU or be provided by external source.

NSAPaddress. It isa 160-bit value representing a network address. This addressis provided
by higher layers during communication.

Upgtream information may come from any user in the network and shall therefore also be differentiated at the INA using the
st of addresses defined above.

Upgtream and OOB downstream channel s are divided into separate channels of 2 MHz bandwidth for downstream and 2 or 4
MHz for upstream. Each downstream channel contains a synchronization frame used by up to 8 different upstream channels,
whose frequencies areindicated by the Media Access Control (MAC) protocol.
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Within upstream channels, users send packets with TDMA type access. This means that each channd is shared by many
different users, who can either send packets with a possibility of collisonswhen thisis allowed by the INA, or request
transmission and use the packets assigned by the INA to each user specifically. Assuming each channel can therefore
accommodate thousands of users at the same time, the upstream bandwidth can easily be used by all users present on the
network at the sametime.

The TDMA technique utilizes a dotting methodol ogy which allows the transmit start times to be synchronized to a common
clock source. Synchronizing the gart timesincreases message throughput of this signalling channel since the message
packets do not overlap during transmission. The period between sequential start times are identified asdots. Each dotisa
point in time when a message packet can be transmitted over the signalling link.

Thetime reference for dot location is received via the downstream channels generated at the Ddlivery System and received
simultaneoudy by all set-top units. Note that thistime reference is not sent in the same way for OOB and 1B signalling. Since
all NIU'sreference the same time base, the dot times are aligned for all NIU's. However, since thereis propagation delay in
any transmission network, atime base ranging method accommodates deviation of transmission due to propagation delay.

Sincethe TDMA dgnalling link isused by NIUsthat are engaged in interactive sessions, the number of available message
dots on this channel is dependent on the number of smultaneous users. When messaging dotsare not in use, an NIU may be
assigned multiple message dots for increased messaging throughput. Additional dot assignments are provided to the N1U
from the downstream signalling information flow.

There are different access modes for the upstream dots:

- reserved dotswith fixed rate reservation (Fixed rate Access: the user has a reservation of one or several timedotsin
each frame enabling, e.g. for voice, audio);

- reserved dotswith dynamic reservation (Reservation Access: the user sends control information announcing his
demand for transmission capacity. He gets grants for the use of dots);

- contention based dots (these dotsa re accessible for every user. Callision is possible and solved by a contention
resolution protocol);

- ranging dots (these dots are used upstream to measure and adjust the time delay and the power).

These dots may be mixed on asingle carrier to enable different services on one carrier only. If one carrier isassigned to one
pecific service, only those dot typeswill be used which are needed for this service.

514 Bit Rates and Framing

For the interactive downstream OOB channel, a transmission bit rate of 3,088 Mbit/s shall be used. The support of 3,088
Mbit/sis mandatory for both INA and NIU. For downstream | B channels, no other constraints than those specified in the
DVB-MS specifications exi<, but a guideline isto use rates multiples of 8 khit/s.

Downgtream OOB channel s continuoudy transmit a frame based on T1 type framing, in which some information is provided
for synchronization of upstream dots. Downstream |B channels transmit some MPEG-2 TS packets with a specific PID for
synchronization of upstream dots (at least one packet containing synchronization information shall be sent in every period of
3ms).

For upstream transmission, the INA can indicate two types of transmission rates to users, specifically 6,176 Mbit/s and
3,088 Mhit/s. The support of 3,088 Mbit/sis mandatory, of other ratesis optional for both INA and NIU. The INA is
responsible of indicating which rate may be used by NIUs.

Upstream framing consists of packets of 512 hits (256 symbols) which are sent in a bursty mode from the different users
present on the network. The upstream dot rates are 12 000 upstream dots when the upstream transmission bit rate is
6,176 Mbit/s, 6 000 upstream dots's when the upstream transmission bit rate is 3,088 Mhit/s.
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Lower Physical Layer Specification
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In this subclause, detailed information is given on the lower physical layer specification.
conceptual block diagrams for implementation of the present specification.

Figure 3c
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Figure 3c: Conceptual Block Diagram for the NIU OOB Transceiver
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Figure 4: Conceptual Block Diagram for the OOB Head-End Transceiver
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Figure 6: Conceptual Block Diagram for the IB Head-End Transceiver
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5.2.1 Forward Interaction Path (Downstream OOB)

5.2.1.1 Frequency Range (Downstream OOB)

See subclause 5.1.2.

5.2.1.2  Modulation and Mapping (Downstream OOB)

QPSK modulation is used as a means of encoding digital information over wireline or fibre transmisson links. The method is
a subset of Phase Shift Keying (PSK) which isa subset of Phase Modulation (PM). Specifically QPSK isafour level use of
digital phase modulation (PM). Quadrature signal representationsinvolve expressing an arbitrary phase sinusoidal waveform
asalinear combination of a cosne wave and a Sine wave with zero starting phases.

QPSK systems require the use of differential encoding and corresponding differential detection. Thisisaresult of the
receivers having no method of determining if arecovered reference isa sine reference or a cosne reference. In addition, the
polarity of the recovered reference is uncertain.

Differential encoding transmits the information in encoded phase differences between the two successive signals. The
modulator processesthe digital binary symbolsto achieve differential encoding and then transmits the absolute phases. The
differential encoding isimplemented at the digital level.

The differential encoder shall accept bits A, B in sequence, and generate phase changes as follows:

Table 1: Phase changes associated with bit A, B

A B Phase Change
0 0 none
0 1 +90°
1 1 180°
1 0 -90°

In serial mode, A arrivesfirst. The outputs |, Q from the differential encoder map to the phase statesasin =~ Figure7.

Q

00 ® ® 0

Figure 7: Mapping for the QPSK constellation (downstream OOB)

The phase changes can also be expressed by the following formulas (assuming the constellation is mapped from | and Q as
shownin 5.2.2.2):

}Ak = (- 1A Q1) (1A Q) +(IKkAQ- 1) (IkA . 1)
1Bk =(Ik-1A Q1) (-1 A1)+ (k- 1A Q)" (A Q-1)

wherek isthe timeindex.

1/Q amplitude imbalance shall be lessthan 1,0 dB, and phase imbalance lessthan 2,0°.
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5.2.1.3  Shaping Filter (Downstream OOB)
Thetime-domain response of a square-root rai sed-cosine pulse with excess bandwidth parameter  a isgiven by:

sin[r_)l_t(l- a)]+4$tcos[$(1+a)]

4at,,
=

g(t) =
pt
7[1- (

where T isthe symbol period.

The output signal shall be defined as
St)=a[ln " g(t- nT)" cos(2pfet) - Qn~ g(t- nT)" sin(2pfct)]
n

with I, and Q,, equal to * 1, independently from each other, and f . the QPSK modulator's carrier frequency.
The QPSK modulator dividesthe incoming bit stream so that bits are sent alternately to the in-phase modulator | and the out-

of-phase modulator Q. These same bit streams appear at the output of the respective phase detectors in the demodul ator
wherethey areinterleaved back into a serial bit stream.

The occupied bandwidth of a QPSK signal is given by the equation:
f
Bandwidth = E*’ (1+a)

fp = bit rate
a = excess bandwidth = 0,30

The Power Spectrum at the QPSK transmitter shall comply to the Power Spectrum Mask givenin  Table 2 and Figure 8. The
Power Spectrum Mask shall be applied symmetrically around the carrier frequency.

Table 2: QPSK Downstream Transmitter Power Spectrum

[ (f-f) /Tyl Power Spectrum
£1l-a 0+0,25dB
at 1 -3+0,25dB
atl+a £-21dB
32 £ -40 dB
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Figure 8: QPSK Downstream Transmitter Power Spectrum

QPSK systems require the use of differential encoding and corresponding differential detection. Thisisaresult of the
receivers having no method of determining if arecovered reference isa sine reference or a cosne reference. In addition, the
polarity of the recovered reference is uncertain.

Differential encoding transmits the information in encoded phase differences between the two successive signals. The
modulator processesthe digital binary symbolsto achieve differential encoding and then transmits the absolute phases. The
differential encoding isimplemented at the digital level.

5.2.1.4 Randomizer (Downstream OOB)

After addition of the FEC bytes (see subclause 5.3.1), all of the 3,088 Mbit/s data is passed through a Six register linear
feedback shift register (LFSR) randomizer to ensure a random distribution of ones and zeroes. The output of the randomizer
shall be the quotient of the input data multiplied by  X° and then divided by the generator polynomial  x° + x° +1.

Byte/serial conversion shall be MSB firgt. A complementary self-synchronizing de-randomizer isused in the receiver to
recover the data.

Serial Input

v

Seria Output

Figure 9: Example Randomizer
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Seria Input

Serial Output

Figure 10: Example De-randomizer

5.2.1.5 Bit Rate (Downstream OOB)

Thebit rate shall be 3,088 Mhit/s. The support of 3,088 Mbit/sis mandatory for both INA and NIU. Symboal rate accuracy
should bewithin + 50 ppm.

5.2.1.6  Receiver Power Level (Downstream OOB) (informative)

The receiver power level shall beintherange42 to 75 dBuV (RMS) (75 W) at itsinput.
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Summary (Downstream OOB)

Transmission Rate

3,088 Mbit/s for Grade B (mandatory for INA and NIU)

Modulation

Differentially encoded QPSK.

Transmit Filtering

Filtering is alpha = 0,30 square root raised cosine

Channel Spacing

2 MHz for Grade B

Frequency Step Size

250 kHz (centre frequency granularity)

Randomization

After addition of the FEC bytes, all of the 3,088 Mbit/s data is passed through
a six register linear feedback shift register (LFSR) randomizer to ensure a
random distribution of ones and zeroes. The generating polynomial is:
X®+x°+1.

Byte/serial conversion shall be MSB first.

A complementary self-synchronizing de-randomizer is used in the receiver to
recover the data.

Differential Encoding

The differential encoder shall accept bits A, B in sequence, and generate
phase changes as follows:

A B Phase Change

00 none
01 +90°
11 180°
10 -90°

In serial mode, A arrives first.

System Phase Noise
max.: ( phase noise
includes both IF and RF
parts).

-41 dBc/Hz at 1 kHz
-71 dBc/Hz at 10 kHz
-92 dBc/Hz at 100 kHz

Signal Constellation

The outputs I, Q from the differential encoder map to the phase states as in
Figure 11.

01 11

00 ® ® 0

Figure 11: QPSK Constellation

IF Frequency Range
(informative)

950 to 2 150 MHz or 70 to 130 MHz recommended but not mandatory 70 to
130 MHz and/or 300 to 862 MHz

Symbol Rate Accuracy |+ 50 ppm
Carrier Suppression >30dB
1/Q Amplitude Imbalance [<1,0dB
1/Q Phase Imbalance <2,0°

Receive Power Level at
the NIU input
(informative)

42 to 75 dBpV (RMS) (75 W)

Transmit Spectral Mask

A common mask is given in Table 2 and Figure 8.

RF Interface A3 + 200 kHz
Frequency uncertainty
IF interface A4 frequency |+ 5 MHz

uncertainty

Bit Error Rate Downstream OOB (Informative)

To be defined.
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5.2.2 Forward Interaction Path (Downstream IB)

The IB Forward Interaction Path shall usea MPEG-2 TS stream with a modulated QPSK channel as defined by
EN 300 421 [4]. Frequency range, channel spacing, and other lower physical layer parameters should follow that
specification. The accuracy of the downstream RF frequency shall be better than =5 MHz.

5.2.3 Return Interaction Path (Upstream)

5.2.3.1 Frequency Range (Upstream)

Seesubclause 5.1.2.

5.2.3.2  Modulation and Mapping (Upstream)

The unique word (0X 00 FC FC F3, see subclause 5.3.3 for upstream framing) is not differentially encoded, the outputs|, Q
map to the phase statesasin Figure 12.

Q
01 11

00 ® ® 10

Figure 12: Mapping for the QPSK constellation (upstream)
For the remainder of the packet, the differential encoder shall accept bits A, B in sequence, and generate phase changes as
follows. It gartswith thefirgt information digit and isinitialized with the last digit of the uniqueword, i.e. (A,B = 0,1) since
converson ismade MSB firgt.

Table 3: Phase Changes Corresponding to Bits A, B

A B Phase Change
0 0 none
0 1 +90°
1 1 180°
1 0 -90°

Phase changes correspond to the following formulas (assuming | and Q are mapped to the constellation as for the unique
word):

}A(z(lk-lek-l)' (1A Q)+ (kA QD) (KAl )
1B = (- 1A Q1) (k-1 A1)+ (k1A Q) (XA Q)

wherek isthe timeindex.

1/Q amplitude imbalance shall be lessthan 1,0 dB, and phase imbalance lessthan 2,0°.
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5.2.3.3  Shaping Filter (Upstream)
Thetime-domain response of a square-root rai sed-cosine pulse with excess bandwidth parameter  a isgiven by:

sin[r_)l_t(l- a)]+4$tcos[$(1+a)]

4at,,
=

9(t) =
pt
Tl

where T isthe symbol period.

The output signal shall be defined as:
S(t)y=a&([lp 9(t- nT)  cos(2pfe.t) - Qn g(t- nT)  sin(2pf.t)]
n

with I, and Q,, equal to * 1, independently from each other, and f . the QPSK modulator's carrier frequency.
The QPSK modulator dividesthe incoming bit stream so that bits are sent alternately to the in-phase modulator | and the

out-of-phase modulator Q. These same bit streams appear at the output of the respective phase detectorsin the demodul ator
wherethey areinterleaved back into a serial bit stream.

The QPSK signal parameters are:
RF bandwidth BW=(f,/2)*(1+a)
Occupied RF Spectrum [f.-BWI/2,f .+ BW/2]
Symbol Rate fg=1,/2
Nyquist Frequency fy="1s/2
with f,) = bit rate, f . = carrier frequency and a = excess bandwidth.
For all bit rates: 3,088 Mbit/s (Grade C) and 6,176 Mbit/s (Grade D), the Power Spectrum at the QPSK transmitter shall
comply to the Power Spectrum Mask givenin Table 4 and Figure 13. The Power Spectrum Mask shall be applied

symmetrically around the carrier frequency.

Table 4: QPSK Upstream Transmitter Power Spectrum

[ (f-f) /Nl Power Spectrum
£1l-a 0+0,25dB
atl -3+0,25dB
atl+a £-21dB
32 £ -40 dB
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Figure 13: QPSK Upstream Transmitter Power Spectrum

The specifications which shall apply to  modulation for the upstream channel aregivenin  Table 4.

5.2.3.4  Randomizer (Upstream)

The unique word shall be sent in clear (see subclause 5.3.3). After addition of the FEC bytes, randomization shall apply only
to the payload area and FEC bytes, with the randomizer performing modulo-2 addition of the data with a pseudo-random

sequence. The generating polynomial is X% + x> + 1 with seed all ones. We assume the first value coming out of the
pseudo-random generator taken into account is 0. Byte/serial conversion shall be MSB first. The binary sequence generated
by the shift register startswith 00000100... Thefirst "0" isto be added in thefirg bit after the unique word.

A complementary non self-synchronizing de-randomizer is used in the receiver to recover the data. The de-randomizer shall
be enabled after detection of the unique word.

+

Y

Serial Input —)@é—) Serial Output

Figure 14: Randomizer

5.2.3.5 Bit Rate (Upstream)

Two grades of modulation transmission rate are specified; they are called C and D for compatibility with ETS 300 800 [2].

Table 5: Upstream bit-rates for modulation grades C and D

Grade Rate
C 3,088 Mbit/s (mandatory for INA and NIU)
D 6,176 Mbit/s (optional for INA and NIU)

The support of 3,088 Mhit/sis mandatory, of other ratesis optional for both INA and NIU.

Symbol rate accuracy should be within + 50 ppm.
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For grade C, therateis 6 000 dotg's. For grade D, therate is 12 000 dotg/s.

5.2.3.6  Transmit Power Level (Upstream) (informative)

At the output, the transmit power level shall beintherange 85to 113 dBuV (RMS) (75 W). Thispower shall be adjustable by
gepsof 0,5 dB (nominally) by MAC messages coming from the INA.

Measured at the INA, the US power accuracy shall be better or equal to  + 1,5 dB.

5.2.3.7  Upstream Burst Power and Timing Profiles

Because of the symbol shaping filter that spreads the symbol duration over Ts = 1/symbol_rate, a burst hasaramp up (before
thefirst symbol) and a ramp down (after thelast symbol) asshown Figure 15.

firg last
symbol symbol
dart éf burst
time reference

Figure 15: Burst Ramp Up and Down

The ramps up and down of consecutive bursts can overlap.
The ramps shall be minimum 3 symbolslong.

When the tranamitter isidle the upstream power level attenuation shall be more than 60 dB (relative to the nominal burst
power output level), over the entire power output. A terminal isconsidered to beidleif it is 3 dots before an imminent
transmission or 3 dots after its most recent transmission.

4 symbols before the first symbol of a burst and 4 symbols after the last symbol, the upstream power leve attenuation shall be
more than 30 dB (relative to the nominal burst power output level), over the entire power output range.

After ranging and propagation delay compensation, the NIU/STB US timing accuracy shall be better than or equal to £ 5/8th
of asymbol (Upstream rate).

The time ranging accuracy provided by the MAC messages coming from the INA shall be better thanor equal to £ 1/8thof a
symbol (Upstream rate).

The NIU messages shall then arrived at the INA inawindow of  + 0,75 symbols (Upstream transmission bit rate).
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5.2.3.8 Interference (Spurious) Suppression.

The noise and the spurious power at the output of the transmitting (upstream) device may not exceed the levelsas shown in
Table 6 below. The measurement bandwidth isequal to the symbol rate.

Table 6: Interference Spurious Suppression

Transmitting Between bursts
burst
In band n.a. - 60 dBc
(see notes 1 and 2)
Adjacent band upstream - 40 dBc - 70 dBc
(see notes 1 and 2)

NOTE 1: dBc is based on the carrier level during the burst.
NOTE 2: The additional suppression of 30 dB for inter burst is based on the connection
max. 1 000 NIU's per INA.
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Summary (Upstream)

Table 7: Summary (Upstream)

Upstream Transmission
Bit Rate

Two grades of modulation transmission bit rate are specified:

Grade Rate
C 3,088 Mbit/s (mandatory for INA and NIU)
D 6,176 Mbit/s (optional for INA and NIU)

The support of 3,088 Mbit/s is mandatory, of other rates is optional for both
INA and NIU.

Modulation

Differentially encoded QPSK

Transmit Filtering

alpha = 0,30 square root raised cosine

Channel Spacing

2 MHz for Grade C (3,088 Mbit/s)
4 MHz for Grade D (6,176 Mbit/s)

Frequency Step Size

50 kHz

Randomization

The unique word shall be sent in the clear. After addition of the FEC bytes,
randomization shall apply only to the payload area and FEC bytes, with the
randomizer performing modulo-2 addition of the data with a pseudo-random

sequence. The generating polynomial is x® + x° +1 with seed all ones.
Byte/serial conversion shall be MSB first.

A complementary non self-synchronizing de-randomizer is used in the
receiver to recover the data. The derandomizer shall be enabled after
detection of the unique word.

Differential Encoding

The differential encoder shall accept bits A, B in sequence, and generate
phase changes as follows. In serial mode, A arrives first.

A B Phase Change
00 none
01 +90°
11 180°
10 -90°

Signal Constellation
(see note)

The outputs I, Q from the differential encoder map to the phase states as in
Figure 16.

01 11

Figure 16: Burst QPSK Constellation

IF Frequency Range
(informative)

5 to 65 MHz or 400 to 700 MHz

IF Frequency Stability

+ 50 ppm measured at the upper limit of the frequency range

Symbol Rate Accuracy |+ 50 ppm
Transmit Spectral Mask [A common mask is given in Table 4 and Figure 13.
Carrier Suppression >30dB

when Transmitter Active
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Burst Power Profile Upstream power level attenuation shall be more than 60dB relative to the

nominal burst power output level over the entire power output range and 30

dB right after or before transmission.

Idle Transmitter Definition: A terminal is considered to be idle if it is 3 slots

before an imminent transmission or 3 slots after its most recent transmission.
Guard Band

.
Burst Packet
3 slots 3 slots

1 byta 63 bytes 1 byte

0d8 |/ \ |1 30ds

60 dB 60 dB

1/Q Amplitude Imbalance|< 1,0 dB

1/Q Phase Imbalance <2,0°

Transmit Power Level at |85 to 113 dBuV (RMS) (75 W)
the modulator output
(upstream) (informative)
RF interface B3 + 100 kHz
frequency accuracy
IF interface B1 frequency|+ 200 kHz
accuracy
NOTE: The unique word ( 0x 00 FC FC F3) does not go through differential encoding.

5.2.3.10 Packet Loss Upstream (Informative)

To be defined.

5.2.3.11 Maximum Delay

This specification has been designed to support round trip delays of up to 800 s, which correspondsto a distance of
approximately 80 km. Larger delays than this may be accommodated, with judicious use of the specification.

5.3 Framing

5.3.1 Forward Interaction Path (Downstream OOB)

5.3.1.1 Signalling Link Extended Superframe Framing Format

The Signalling Link Extended Superframe (SL-ESF) frame structureisshownin  Figure 17. The bitstream is partitioned into
4 632-hit Extended Superframes. Each Extended Superf rame consstsof 24 ~ 193-bit frames. Each frame consists of
1 overhead (OH) bit and 24 bytes (192 bits) of payload.
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1| 2| 3] 4| 5] 6] 7| 8| 9(10|11|12|13|14|15(16|17]18(19 |20|21|22|23| 24

|< 24 Frames >i

24 Frames x 193 bits = 4 632 bits

OH Payload

| 1 |< 192 bits >I

Figure 17: SL-ESF Frame Structure

5.3.1.2 Frame overhead
There are 24 frame overhead hitsin the Extended Superframe which are divided into Extended Superframe Frame Alignment

Signal (F1-F6), Cyclic Redundancy Check (C1-C6), and M-bit Data Link (M1-M12) asshownin Table 8. Bit number O is
received first.
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Table 8: Frame overhead

Frame Number Bit Number Overhead Bit Data (192 bits)

1 0 M1
2 193 C1
3 386 M2
4 579 F1=0
5 772 M3
6 965 C2
7 1158 M4
8 1351 F2=0
9 1544 M5
10 1737 C3
11 1930 M6
12 2123 F3=1
13 2316 M7
14 2509 C4
15 2702 M8
16 2 895 F4=0
17 3088 M9
18 3281 C5
19 3474 M10
20 3667 F5=1
21 3 860 M1l
22 4 053 C6
23 4246 M12
24 4 439 F6=1

FAS: Frame Alignment Signal (F1 - F6)

DL: Mbit Data Link (M1 - M12)

CRC: Cyclic Redundancy Check (C1 - C6)

ESF Frame Alignment Signal

The ESF Frame Alignment Signal (FAS) is used to locate all 24 frames and overhead bit positions. The bit values of the FAS
are defined asfollows:

F1=0,F2=0,F3=1,F4=0,F5=1,F6=1.
ESF Cyclic Redundancy Check

The Cyclic Redundancy Check field contains the CRC-6 check bits cal culated over the previous Extended Superframe (CRC
Message block [CMB] size = 4 632 hits). Before calculation, all 24 frame overhead bitsare equal to "1". All information in
the other bit positionsis unchanged. The check bit sequence C1-C6 isthe remainder after multiplicationby x € and then
division by the generator polynomial x 6 + x + 1 of the CMB. C1 isthe most significant bit of the remainder. Theinitial
remainder valueis preset to all zeros.

ESF Mbit Data Link

The M-hitsin the SL-ESF serve for dot timing assgnment (see subclause 5.4).

5.3.1.3 Payload Structure

The SL-ESF frame payload structure provides a known container for defining the location of the ATM cellsand the
corresponding Reed Solomon parity values. The SL-ESF payload structureisshownin - Table 9. When the INA has no data or
MAC messages to send on the downstream OOB channdl, it will send Idle ATM Cédls as specified in [1], where the content

of theldle ATM Cell has been specified as.

0x00, 0x00, 0x00, 0x01, 0x52 (Idle ATM Cell header)
OX6A, OX6A, ..., OX6A (48 data bytes payload)
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Table 9: ESF Payload structure

2 53 >« 2—
1 Rla | R1b ATM Cdl RS parity
2 | Rlc | R2a sz
3 R2c R3a
4 | R3b | R3c F;“
5 | Rdb | Rac
6 | R5a | Rsb RS
7 | R6a | Réb :
8 | R6c | R7a Fg
9 R7c R8a
10 | R8b | R8c T [T

The SL-ESF payload structure consgts of 5 rows of 57 bytes each, 4 rows of 58 bytes each which includes 1 byte trailer, and
1 row of 59 bytes, which includesa 2 bytetrailer. Therelative orderi ng of data between Table 9 and Table 8, issuch that
reading Table 9 from left to right, and then top to bottom, correspondsto reading  Table 8 from top to bottom. The most
significant bit of byte Rlain Table 9, correspondsto Bit Number 1 in Table 8. The various SL -ESF payload fields are
described below.

Define the downstream time-ticks T, and the upstream time-ticks T |, asfollows:

The downstream channel is divided into 3 ms periods separated by downstreamtime-ticks T 4, and the upstream channel is
divided into 3 ms periods separated by upstream timeticks T

un.

Then the time difference, T ;T 4, is called the Absolute_Time Offset:
Absolute Time Offset =T T,

New Absolute Time Offset = current Absolute Time Offset - Time Offset Value.
(Time_Offset Valueisdefined in subclause 5.5.4.3).

Before the NIU is going through the sign-on procedure for the first time, the current Absolute Time Offset is set according
to the value passed in the Default Configuration message (taking into account the timing accuracy).

Time Offset Valueisonefield of the "Ranging and Power Calibration Message".
The NIU shall use the following definitions for using the R-bytes.

The boundary information contained in the downstream period that starts by downstreamtime-tick T 4, relatesto thedotsin
the upstream period that startsat upstream time-tick T . ;. 1. Thisupstream period is also called the "next" one.

The reception information contained in the downstream period that starts by downstreamtime-tick T 4, relatesto thedotsin
the upstream period that startsat upstreamtime-tick T, _». Thisupstream period is also called the "second previous' one.

ATM Cdl Structure

Theformat for each ATM cdl structureisshownin Figure 18. This structure and field coding shall be consistent with the
structure and coding givenin ITU -T Recommendation 1.361 [7] for ATM UNI.
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—1—40 bits 384 bits
Header Information Payload
- 53 bytes >

Figure 18: ATM cell format

The entire header (including the HEC byte) shall be protected by the Header Error Control (HEC) sequence. The HEC code
shall be contained in the last byte of the ATM header. The HEC sequence shall be capable of:

- gngle-bit error correction;
- multiple-bit error detection.

Error detectionin the ATM header shall be implemented as defined in [1]. The HEC byte shall be generated as described in
[1], including the recommended modulo-2 addition (XOR) of the pattern 01010101b to the HEC bits. The generator
polynomial coefficient set used and the HEC sequence generation procedure shall bein accordance with [1].

Channel coding and interleaving

Reed-Solomon encoding with t = 1 shall be performed on each ATM cell. Thismeansthat 1 erroneous byte per ATM cdl can
be corrected. This process adds 2 parity bytesto the ATM cell to give a codeword of (55,53).

The Reed-Solomon code shall have the following generator polynomials:
Code Generator Polynomial: g(x) = (x + nP)( x + mt), where m= 02 hex
Field Generator Polynomial: p(x) =x8+ x*+x3+x2+ 1

The shortened Reed-Solomon Code shall be implemented by appending 200 bytes, all set to zero, before the information bytes
at theinput of a (255,253) encoder; after the coding procedure these bytes are discarded.

Convolutional interleaving shall be applied to the ATM cells contained in the SL-ESF. The Rxa - Rxc bytesand thetwo T
bytes shall not be included in the interleaving process. Convolutional interleaving is applied by interleaving 5 lines of 55
bytes.

Following the scheme of Figure 19, convolutional interleaving shall be applied to the error protected packets. The
convolutional interleaving process shall be based on the Forney approach, which is compatible with the Ramsey type 1|
approach, with | = 5. The Interleaved frame shall be composed of overlapping error protected packets and a group of 10
packets shall be delimited by the tart of the SL-ESF.

Theinterleaver is composed of | branches, cyclically connected to the input byte-stream by the input switch. Each branch
shall beaFirg In First Out (FIFO) shift register, with depth (M*j) cells(whereM = N/I, N = 55 = error protected frame
length, | = interleaving depth, j = branch index). Theinput and output switches shall be synchronized. Each cdll of the FIFO
shall contain one byte.

For synchronization purposes, the first byte of each error protected packet shall be always routed into the branch "0" of the
interleaver (corresponding to a null delay). Thethird byte of the SL-ESF payload (the byte immediately following R1b) shall
be aligned to the first byte of an error protected packet.

Thede-interleaver issmilar, in principle, to the interleaver, but the branch indexes are reversed (i.e. branch O correspondsto
the largest delay). The de-interleaver synchronization is achieved by routing the third data byte of the SL-ESF into the " 0"
branch.
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Figure 19: Interleaver and De-interleaver structures

Reception indicator fields and slot boundary fields

A downstream channdl can control up to 8 upstream channels and contains control information for each of its associated
upstream channels. Thisinformation is contained within structures known asMAC Flags. A set of MAC Flagsisrepresented
by either 24 bits (denoted b0...b23) or by 3 bytes (denoted Rxa, Rxb and Rxc):

Rxa = (00...b7) = (msb..Ish)
Rxb = (b8...b15) = (msb...lsh)
Rxc = (b16..023) = (Msb...lsh)

One or more consecutive MAC flags are associated to one upstream channd. Thislink isdone in the MAC messages Default
Configuration Message, Connect Message, Reprovision Message and Transmission Control Message. To the upstream
channel "c" (parameter Service Channel or Upstream_Channel_Number or New_Upstream_Channel_Number of the MAC
messages mentioned above) are associated the MAC flags "x" and the following as described below. "x" corresponds to the
parameter MAC_Flag_Set of the previous MAC messages. Itisa5 -bit fidld and can takethevalues1 ...16. Values 0 and
17..31 areinvalid.

In the OOB downstream case, each  frame structure contains eight sets of MAC Flags represented by Rxa, Rxb and Rxc,
where X is replaced by the numbers 1...8 providing 8 sets of MACFlags. In the case of a 3,088 Mbit/s downstream bit rate,
two SL-ESFframes A and B occur during a 3 msinterval, providing 16 sets of MAC Flags. The second set of MAC Flags
(contained in SL-ESF B) are denoted by Rxa, Rxb and Rxc, where x is replaced by the numbers 9 through 16.

In case of a 3,088 Mbit/s upstream channel, two sets of MAC Flags are required. In this case, the MAC_Flag_Set parameter
representsthe first of two successively assgned MAC Flag sets (Rxa-Rxc,Rya-Ryc withy = (x + 1) belongsto[1, 15] for
3,088 Mbit/sDS.

In case of a 6,176 Mbit/s upstream channel, four sets of MAC Flags are required. In this case, the MAC_Flag_Set parameter
representsthefirg of four successvely assgned MAC Flag sets (Rxa-Rxc,Rua-Ruc,Rva-Rvc,Rwa-Rwc withu = (x + 1),
v=(x+2),w=(x+ 3), withx belongsto[1, 13] for 3,088 Mbit/sDS. In particular, if one downstream OOB 3,088 Mbit/s
channel controls 6,176 Mbit/s upstream channels, at most 4 upstream channels can be controlled, due to the number of
available MAC Flags.

The bits b0 to b23 are defined as follows:
b0 = ranging dot indicator for next 3 ms period (msh)
b1-b6 = dot boundary definition field for next 3 ms period
b7 =dot 1 reception indicator (asshownin Table 13)
b8 = dot 2 reception indicator (asshownin Table 13)
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b9 = dot 3 reception indicator (asshownin Table 13)
b10 = dot 4 reception indicator (asshownin Table 13)
b1l =dot 5 reception indicator (asshownin Table 13)
b12 = dot 6 reception indicator (asshownin Table 13)
b13 =dot 7 reception indicator (asshownin Table 13)
b14 = dot 8 reception indicator (asshownin Table 13)
b15 = dot 9 reception indicator (asshownin Table 13)

b16-17 = reservation control for next 3 msperiod
b18-b23 = CRC 6 parity (see definition in SL-ESF section)

When the upstream transmission bit rate is 3,088 Mbit/s, the 9 dots of thisfield and the 9 dots of the following field are
valid: two consecutive Slot Configuration fields are then used. The definition of thefirst Slot Configuration field is
unchanged. The definition of the second Slot Configuration field extends the boundary definition to cover upstream dots 10
through 18, and the reception indicators to cover upstream dots 10 through 18. When the upstream transmission bit rate is
6,176 Mbit/s, four consecutive Slot Configuration fields are then used. The definition of thefirst Slot Configuration field is
unchanged. The definition of the second Slot Configuration field extends the boundary definition to cover upstream dots 10
through 18, and the reception indicators to cover upstream dots 10 through 18. The definition of the third Slot Configuration
field extends the boundary definition to cover upstream dots 19 through 27, and the reception indicators to cover upstream
dots 19 through 27. The definition of the fourth Slot Configuration field extends the boundary definition to cover upstream
dots 28 through 36, and the reception indicators to cover upstream dots 28 through 36.

Ranging Slot Indicator (b0) - When thisbit isactive (b0 = 1), thefirgt three dots of upstream channel "x" which correspond
to the occurrence of the next superframe of the related downstream channel are designated asranging dots. A ranging
message may be transmitted in the second ranging dot according to the algorithm defined for ranging, and the first and third
ranging dots may not be used for transmission (guard band for ranging operations).
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Slot Boundary Definition field (b1-b6) - Slot types are assigned to upstream dots using bits b0-b6. The dots are grouped
into regions among "spans’ of 2*9 dots (two spans of 9 dotsare used for 3,088 Mbit/s), or 4*9 dots (four spans of 9 dotsare
used for 6,176 Mbit/s), such that dots of a similar type are contained within the same region. The order of theregionsis
Ranging dot, Contention based dots, Reserved dots and Fixed rate based dots. If aranging dot isavailable within a"span”,

it will consgt of the first three dot timesin the "span”, assuming b1-b6 are not intherange 55-63 (see Table 12). A ranging
dot isindicated by b0 = 1. The boundaries between the remaining regions of the "spans' are defined by b1-b6. The

boundaries are defined as shown in  Table 10.

Table 10: Slot Boundary Definition field (b1-b6)

Boundary 0

slot 1
Boundary 1

slot 2
Boundary 2

slot 3
Boundary 3

slot 4
Boundary 4

slot 5
Boundary 5

slot 6
Boundary 6

slot 7
Boundary 7

slot 8
Boundary 8

slot 9
Boundary 9

The boundary positions are defined by b1-b6 asshownin Table 11.

Table 11: Boundary positions (b1-b6)

(note 1) 0 1 2 3 4 5 6 7 8 9
(note 2)
0 (note 3) 0 1 2 3 4 5 6 7 8 9
1 (note 3) 10 11 12 13 14 15 16 17 18
2 (note 3) 19 20 21 22 23 24 25 26
3 27 | 28| 29 [ 30 [ 31 [ 32 | 33
4 34 | 35 [ 36 [ 37 [ 38 | 39
5 40 | 41 | 42 43 44
6 45 | 46 47 48
7 49 [ 50 | 51
8 52 | 53
9 54
NOTE 1: row = Contention based / Reserved region boundary.
NOTE 2: column = Reserved packet /Fixed rate based region boundary.
NOTE 3: When the ranging control slot indicator (b0) is set to "1", the
values in rows 0 to 2 are illegal values, and values in row 3
means that there are no contention slots, because slots 1-3 are
defined as ranging control slots.

Example: b0 = 0, b1-b6 = 22: Contention (1-2), reserved (3-5), Fixed rate (6-9)

Theremaining values of the Slot Boundary Definition Field are providedin - Table 12.
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Table 12: Slot Boundary Definition Field

b1-b6 ranging control |contention slots| reservation fixed rate

value slots slots slots
55 1-6 7-9 - -
56 1-6 7-8 - 9
57 1-6 7 8-9 -
58 1-6 7 8 9
59 1-6 7 - 8-9
60 1-6 - 7-8 9
61 1-6 - 7 8-9
62 1-6 - - 7-9
63 1-9 - - -

NOTE 1. For b1-b6 =55 - 63, b0 shall be set to 1. Note that for b1-b6 between 55 and 62, two ranging dotsa re provided
(2 and 5). For b1-b6 = 63, three ranging dotsare provided (2, 5, and 8).

The valuesin the above tables are derived from b1-b6 in the following manner:

bl+ (b2  2)+ (b3 4)+ (b4~ 8)+ (b5 16)+ (b6~ 32)

Warning: Thisformulaindicatesthat b6 is considered as msb of b1-b6 word, whereas b0 is msb of the entire word b0-b23.
Although this"looks' inconsistent, it has not been changed for the purpose of compatibility with the DAVIC standard.

NOTE 2: If dot boundary fields change while so me NIUs have already been allocated dotsin the reservation dots area,
these NlUs are responsible of updating the list of physical dots. Specifically, dotsare assigned by MAC
Reservation Grant messages, which contain a Reference dot that does not depend on the dot boundary fields
and a Grant_dot_count which corresponds to the number of dots assigned within the reservation dots
boundary field. If thefield changes, thelist of physical dots on which the NIU can transmit automatically
changes accordingly.

Slot Reception Indicators (b7 - b15) - When adot reception indicator isactive ("1"), thisindicates that a cell was received
without collision. The relationship between a given USdot and itsindicator isshownin  Table 13. When theindicator is
inactive ("0"), thisindicates that either a collision was detected or no cell was received in the corresponding upstream dot.

Slot reception indicators lead to the retransmission procedure only when contention accessis used as described in subclause
5.5.2.4.
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Table 13: Relationship of US slot to DS Indicator at the INA

1,544 Mbit/s Downstream 3,088 Mbit/s Downstream
256 kbit/s NONAPPLICABLE NON APPLICABLE
Upstream
1,544 Mbit/s NON APPLICABLE NON APPLICABLE
Upstream
1 Frame
3,088 Mbit/s | NON APPLICABLE e
Upstream os [ [ [ T T[T11ut1]
s —/] |
—
18 dots

6,176 Mbit/s | NON APPLICABLE

Upstream 1 Frame
f—
s [ [ [ [ [+[1]
W=
f—
36 dots
NOTE 1: "I"indicates the downstream frame(s) in which Indicators (contained within the MAC Flag Sets) are

sent. These indicators control the upstream slots in the shaded area.

NOTE 2: In the 3,088 downstream, two successive frames contain Flag Sets 1...16.

NOTE 3: Two successive MAC Flag Sets are used to control the 18 slots of a 3,088 upstream channel.

NOTE 4: Four successive MAC Flag Sets are used to control the 36 slots of a 6,176 upstream channel. In this
case you can control max. 4 upstreams using the 3,088 downstream.

NOTE 5: Note that this table refers to the position of US slots with respect to the positions of DS superframes at
the INA receiver. NIUs should have their Time_Offset_Value of transmission set such that this table
applies.

Reservation Control (b16-b17) - When the reservation control field has the value of 0, no reservation attempts are allowed
to be transmitted on the corresponding QPSK upstream channe during the dot positions associated with the next 3 ms
period. When the reservation control field hasthe value of 1, reservation attempts can be made. Thevalues2 and 3 are
reserved. A reservation attempt corresponds to sending a MAC Reservation Request message (see MAC section). b16 ismsh.

CRC 6 Parity (b18-b23) - Thisfield contain a CRC 6 parity value calculated over the previous 18 bits. The CRC 6 parity
valueisdescribed in the SL-ESF frame format subclause 5.3.1.2, b18 ismsb.

In the case where there is more than one OOB DS QPSK channel related to an upstream QPSK channel, the SL-ESF
overhead bits and the payload R-bytes shall beidentical in those OOB DS channels, with the exception of the overhead CRC
(C1-C6) hits, which are specific to each of those OOB DS channels. Such related DS channels shall be synchronized
(transmitted synchronoudy). This scenario applies for example when alot more bandwidth is needed for DS information than
USinformation. An NIU is but not required to have more than one QPSK tuner.

The MAC messages that are required to perform the MAC functions for the upstream channel shall be transmitted on each of
itsrelated OOB DS channels.

Trailer bytes

These bytes are not used. They are equal to 0.

DVB BlueBook A032 Rev. 1 (June 1999)



39 Error! No text of specified style in document.

5.3.2 Forward Interaction Path (Downstream IB)

5.3.2.1 IB Signalling MPEG2-TS Format (MAC Control Message)

The structure that is utilized when the downstream QPSK IB channdl is carrying MPEG2-T S packetsis shown
in Figure 20 MSBs of each field are transmitted first.

4 3 2 3 26 26 40 40 40 4
MPEG Upstream Slot MAC Flag MAC Ext. MAC MAC MAC rsrvc
Header Marker Numbr Control Flags Flags msg. msg. msg.

Figure 20: Frame structure (MPEG-2 TS format)

where;

MPEG Header isthe 4 byte MPEG-2 Transport Stream Header as defined in 1SO 13818-1 [9] with a specific PID designated
for MAC messages. ThisPID is0x1C. Thetrangport_scrambling_control field of the MPEG header shall be set to "00".

Upstream Marker isa 24-bit field which provides upstream QPSK synchronization information. (As mentioned in
subclause 5.1.4, at least one packet with synchronization information shall be sent in every period of 3 ms). The definition of
thefieldisasfollows:

bit O: upstream marker enable (msb)

When thisfield hasthe value "1", the dot marker pointer isvalid. When thisfield hasthe value"0", the dot marker
pointer isnot valid.

bit 1-3: MAC Message Framing

Bit 1 relatesto the first MAC message dot within the MPEG frame, bit 2 to the second, and bit 3 to thelast dot. The
meaning of each bit is:

0: aMAC message terminatesin thisdot.

1: aMAC message continues from this dot into the next, or the dot isunused, in which case thefirst two bytes
of the dot are 0x0000.

bit 4-7: reserved
bit 8-23: upstream slot marker pointer

The dot marker pointer isa 16-bit unsigned integer which indicates half the number of downstream "symbol™ clocks
between the next Sync byte and the next 3 mstime marker. Bit 23 isto be considered as the most significant bit of this
fidd.

Slot Number isa 16-bit field which is defined as follows: (As mentioned in subclause 5.1.4, at least one packet with
synchronization information shall be sent in every period of 3 ms).

bit O: slot position register enable (msb)

When thisfield hasthe value"1", the dot position register isvalid.  When thisfield hasthe value "0", the dot position
register isnot valid.

bit 1-3: reserved
bit 4 isset tothevalue"1". Thishit isequivalent to M12 in the case of OOB downstream.
bit 5: odd parity

Thishit provides odd parity for upstream dot position register. Thisbit isequivalent to M11 in the case of OOB
downstream.
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bits 6-15: upstream slot position register

The upstream dot position register isa 10-bit counter which counts from 0 to n with bit 6 the msb. These bitsare
equivalent to M10-M1 in the case of OOB downstream.

(see subclause 5.4 or more information on the functionality of the upstream dot position register)

MAC Flag Control isa 24-bit field (b0 (msb),bl, b2...b23) which provides control information which isused in conjunction
with the"MAC Flags' and "Extension Flags' fields. The definition of the MAC Flag Control fidd isasfollows:

b0-b2
b3-b5
b6-b8
b9-b11
b12-b14
b15-b17
b18-b20
b21-b23

Channel 0 control field
Channel 1 control field
Channel 2 control field
Channel 3 control field
Channel 4 control field
Channel 5 control field
Channel 6 control field
Channel 7 control field

Each of the above Channd "c" Control Fidldsis defined asfollows:

Channd "c" contral field (a, b, ¢) = (bn, bn + 1, bn + 2) wheren = 3*c

bit a

bit b, c:

0 - MAC Flag Set of channd "c" disabled
1- MAC Flag Set of channd "c" enabled

"MAC Flag Set of Channel "c" enabled" means that the Mac Flags assigned to the upstream channel "c"
arevalidin this TS packet. The relation between the channel number "c¢" and the assigned Mac Flag sets
is provided in the "Default Configuration, "Connect”, "Reprovison” and "Transmission control

messages.

In case of a 3,088 Mbit/s upstream channel, two setsof  Flagsare required. In this case, the
MAC_Flag Set parameter representsthefirst of two successively assigned  Flag sets. The definition of
the second dot configuration field extends the boundary definition to dots 10 through 18, and the
reception indicators cover dots 10 through 18.

In case of a 6,176 Mbit/s upstream channel, four sets of MAC Flags are required. In this case, the
MAC_Flag Set parameter representsthe first of four successively assigned MAC Flag sets. The
definition of the second dot configuration field extends the boundary definition to dots 10 through 18,
and the reception indicators cover dots 10 through 18. The definition of the third Slot Configuration
field extends the boundary definition to cover upstream dots 19 through 27, and the reception indicators
to cover upstream dots 19 through 27. The definition of the fourth Slot Configuration field extendsthe
boundary definition to cover upstream dots 28 through 36, and the reception indicators to cover
upstream dots 28 through 36.

00 - al flags valid for second previous 3 ms period (out-of-band signalling equivalent)
01 - flagsvalid for 1st msof previous 3 ms period

10 - flagsvalid for 2nd ms of previous 3 ms period

11 - flagsvalid for 3rd msof previous 3 ms period
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MAC Flags isa 26 bytefield containing 8 dot configuration fields (24 bits each) which contain dot configuration
information for the related upstream channels followed by two reserved bytes ( The First 3 bytes correspond to MAC Flag Set
1, second 3 bytesto MAC Flag Set 2, etc). The definition of each dot configuration field is defined asfollows:

b0 ranging control dot indicator for next 3 ms period (msh)

b1-b6 dot boundary definition field for next 3 ms period

b7 dot 1 reception indicator for [second] previous 3 ms period
b8 dot 2 reception indicator for [second] previous 3 ms period
b9 dot 3 reception indicator for [second] previous 3 ms period
b10 dot 4 reception indicator for [second] previous 3 ms period
b1l dot 5 reception indicator for [second] previous 3 ms period
b12 dot 6 reception indicator for [second] previous 3 ms period
b13 dot 7 reception indicator for [second] previous 3 ms period
b14 dot 8 reception indicator for [second] previous 3 ms period
b15 dot 9 reception indicator for [second] previous 3 ms period

b16-17 reservation control for next 3 msperiod
b18-b23  CRC 6 parity

The dot configuration fields are used in conjunction with the MAC Flag Control field defined above. Note that when the
MAC Flag Control field designates that a 1 msflag updateis enabled; (1) the reception indicators refer to the previous 3 ms
period (the bracketed term [second)] is omitted from the definition), (2) only the reception indicators which relate to dots
which occur during the designated 1 ms period are valid, and (3) the ranging control dot indicator, dot boundary definition
field, and reservation control field are valid and consistent during each 3 ms period.

Extension Flags isa 26 byte field which is used when one or more 3,088 Mbit/s or 6,176 Mbit/s upstream QPSK links are
used. The definition of the Extension Flagsfidd isidentical to the definition of the MAC Flagsfield above. The "Extension
Flags' field containsthe MAC Flagsfrom 9 to 16.

The MAC Message field contains a 40 byte message, the general format is defined in subclause 5.5.2.7.

reserved field c isa 4 bytefied reserved for future use.

5.3.2.2  Frequency of IB Signalling Information
IB Downstream Time-Tick Definition

Inthe case of 1B, downstreamtime-tick T, isthe 3 mstime marker Downstream (defined in subclause 5.4.2).

Upstream Marker and Slot Position Register Number

The MAC Control Message structures shall be transmitted one time every 3 mswith an enabled dot position register
(dot_position register_enable = 1) and a valid upstream marker (upstream Marker_enable= 1) (i.e. both arevalid in the
same packet).

MAC Flag Control, MAC Flags & Extension Flags

The MAC Control Message structures containing MAC Flag Control, MAC Flags & Extension Flags shall be transmitted so
astothe NIU hasat least 1 millisecond to process the MAC Flag Information. Thisinformation shall be received by the NIU
between two downstream time-ticks (see subclause 5.3.1.3).
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MAC Messages

Additional MAC Control Message structures containing only MAC messages, i.e. with a disabled dot position register
(dot_position register_enable = 0), a disabled upstream marker (upstream_marker_enable = 0) may be transmitted at any
time.

5.3.3 Return Interaction Path (Upstream)

53.3.1 Slot Format

Theformat of the upstream dot isshownin Figure 21 below. A Unique Word (UW) (4 bytes) provides a burst mode
acquisition method. The payload area (53 bytes) contains a single message cell. The RS Parity field (6 bytes) providest = 3
Reed Solomon protection RS (59,53) over the payload area. The Guard band (1 byte) provides spacing between adjacent
packets.

4 bytes 53 bytes 6 bytes 1 byte

A 4

A
A 4
A

Uw Payload Area RS Parity ' Guard Band

Figure 21: Slot format

The structure and field coding of the message cell shall be cons stent with the structure and coding givenin
ITU-T Recommendation 1.361 [7] for ATM UNI.

Unique Word

The unique word isfour byteslong: 0X 00 FC FC F3 hex. The unique word for minidotsisfour bytes: 0X 00 FC FC F3 hex,
transmitted in this order.

ATM Cdl Structure

Theformat for each ATM cdl structureisillugtrated below. This structure and field coding shall be consistent with the
structure and coding givenin ITU -T Recommendation 1.36 1 [7] for ATM UNI.

—— 40 bits 384 hits
Header |nformation Payload
- 53 bytes

Figure 22: ATM cell format

The entire header (including the HEC byte) shall be protected by the Header Error Control (HEC) sequence. The HEC code
shall be contained in the last byte of the ATM header. The HEC sequence shall be capable of:

- gngle-bit error correction;
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- multiple-bit error detection.

Error detectionin the ATM header shall be implemented as defined in [1]. The HEC byte shall be generated as described in
[1], including the recommended modulo-2 addition (XOR) of the pattern 01010101b to the HEC bits. The generator
polynomial coefficient set used and the HEC sequence generation procedure shall bein accordance with [1].

Channel Coding

Reed-Solomon encoding shall be performed on each ATM cdl with T = 3. This meansthat 3 erroneous byte per ATM cdll
can be corrected. This process adds 6 parity bytesto the ATM cell to give a codeword of (59,53). The shortened Reed-
Solomon Code shall be implemented by appending 196 bytes, all set to zero, before the information bytes at theinput of a
(255,249) encoder; after the coding procedure these bytes are discarded.

The Reed-Solomon code shall have the following generator polynomials:
Code Generator Polynomial:  g(x) = (x + mP)(x + n) (x + n¥) ... (x + nP),
where m= 02 hex
Fidd Generator Polynomial:  p(x) =x8+ x4+ x3+x2+1
Guard Band
Theguard bandis 1 bytelong (4 QPSK symbals). It provides some extra protection againgt synchronization errors.

For the minidot dot format see subclause 5.6.2.

534 Minimum Processing Time

The NIU hasto be able to process the boundary information in the Mac flag setswithin 1 millisecond.
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5.4 Slot Timing Assignment

54.1 Downstream Slot Position Reference (Downstream OOB)

Upgtream synchronization is derived from the downstream extended superframe (OOB) by noting the dot positions as shown

in Table 14.

Table 14: Downstream slot position reference

Frame Bit Overhead Slot position
Number Number Bit reference

1 0 M1 " Slot Position 1

2 193 Cl

3 386 M2

4 579 F1=0

5 772 M3

6 965 C2

7 1158 M4

8 1351 F2=0

9 1544 M5 " Slot Position

10 1737 C3

11 1930 M6

12 2123 F3=1

13 2 316 M7

14 2 509 C4

15 2702 M8

16 2 895 FA=0

17 3088 M9 " Slot Position

18 3281 C5

19 3474 M10

20 3667 F5=1

21 3860 M11

22 4 053 C6

23 4 246 M12

24 4 439 F6=1

For the 3,088 Mbit/s rate downstream, the 3 mstime marker only appears once every two superframes. The M 12 hit (see
subclause 5.4) isused to differentiate between the two superframes.

54.2 Downstream Slot Position Reference (Downstream IB)

Upgtream synchronization is derived from the Trangport Stream by noting the 3 mstime marker Downstream as shown in
Figure 23. From the bits of the upstream marker field contained in the MPEG-2 TS packet, the 3 mstime marker is obtained
by counting a number of symbol clocks equal to (b23-b8). This marker isequivalent to the first dot position of the superframe
for the OOB case.

(623 - b8) |
MPEG?2 - TS (188 bytes) 16 bytes Sync. >
in baud clocks | ¢ 3mstime

| Marker Downstream

when upstream marker enable b0 =1

Figure 23: Position of the 3 ms time marker for IB signalling

NOTE: The upstream marker pointer gives half the number of baud clocksto co unt; the baud rate considered is before
inner coding and transmission.

In order to describe how the US dot position is derived from the location of the DS 3 mstime marker at the NIU, consder the
following system diagram.
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Headend Delays ~ Datalink . Settop Box Delays
Delays :
DATA
—— R — — I
Ds D, D, D +d, d3 ds
DIA
DIB

Figure 24: System Model for Timing Analysis

The delay between the location of the end of the Upstream Marker and the beginning of the next Sync byte, designatedasD
isacongtant value for each bit rate equal to the equivalent time of 197 bytes, or

(197 * 8 /x) symboal clocks
where:
x = 2,forQPSK

Therewill be some processing delay in the Head-end hardware between the location where the Upstream Marker isinserted
inthe MAC packet and the arrival of the datainto the interleaver. This should be aconstant delay, D 1, which isthe same for

every incoming byte, including the sync byte following the Upstream Marker.

The delay dueto theinterleaving processin the Head-endisD |, and will be zero for each sync byte.

Therewill be some processing delay in the Head-end hardware between the output of the interleaver and the output of the
QPSK 1B modulator. This should be a constant delay, D, for every bytein the outgoing stream.

The data link is composed of two delay values, D | , the constant link delay that every STU experiences, andd |, thevariable

link delay for each STU which isdueto the fact that each STU islocated at a different distance from the Head-end. This
variablelink delay is compensated for by the ranging operation.

Therewill be some processing delay in the STU hardware between the input of the QPSK 1B demodulator and the input of
the de-interleaver. This delay isdesign dependent, d 5, and may be a condtant delay or a variable delay for each bytein the

data stream.

The delay dueto the de-interleaving processinthe STU isD |5, and will be equal to the entire interleave delay for each sync
byte.
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Thetotal interleave delay,

D;=Djp*+ D

will be congtant for each byte. The value will be given by
D, =204 * 8 * (interleave_depth-1) / bit rate

Therewill be some processing dday in the STU hardware between the output of the de-interleaver and the circuitry that
utilizes the Upstream marker and following sync byte for generating the local 3 mstime marker. Thisdeay, which includes
FEC, isdesign dependent, d ,, and may be a constant delay or a variable delay for each byte in the data stream.

The accumulated delay in the data link is composed of a number of constant terms and three variable terms. The constant
termswill beidentical for every STU that is utilizing a particular QPSK 1B channel for in-band timing and thus becomes a
fixed offset between when the counter which isloading the Upstream Marker value and the actual location of the 3 mstime
marker at each STU. Each STU isresponsible for compensating for the design dependent delays, d 5 and d,, before utilizing

the Upstream Marker value for generating the 3 mstime marker. The variablelink delay, d |, will be compensated for viathe
ranging algorithm, in the same way as performed when out-of-band signalling is employed.

54.3 Upstream Slot Positions

Transmission on each QPSK upstream channel is based on dividing access by multiple NIU units by utilizing a negotiated
bandwidth all ocation dot access method. A dotting methodology allows the transmit dot locations to be synchronized to a
common dot position reference, which is provided via the related downstream MAC control channel. Synchronizing the dot
locations increases message throughput of the upstream channels sincethe ATM cells do not overlap during transmission.

The dot position reference for upstream dot locationsis received via the related downstream MAC control channel by each
NIU. Since each NIU receivesthe downstream dot position reference at adightly different time, due to propagation delay in
the transmission network, dot position ranging is required to align the actual dot locations for each related upstream
channel. The upstream dot ratesare 12 000 upstream dots/'sec when the upstream transmission rate is 6,176 Mbit/s, 6 000
upstream dots/'sec when the upstream transmission bit rateis 3,088 Mbit/s.

The number of dotsavailablein any one second is given by:

number of slotg/sec = upstream transmission bit rate/ 512 - (extra guardband )
where extra guardband may be designated between groups of dots for alignment purposes.
The M-bitsin the SL-ESF serve two purposes.

- tomark the dot positions for the upstream Contention and Reservation and Fixed Rate based signalling links (see
subclause 5.4);

- toprovide dot count information for upstream message bandwidth allocation management in the NIU.

M-bits M1, M5, and M9 mark the start of an upstream dot position for upstream message transmission.

5.43.1 Rate 256 kbit/s
Non applicable.

5.4.3.2 Void

5.4.3.3 Rate 1,544 Mbit/s
Non applicable.
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5434 Rate 3,088 Mbit/s

= 3 mstime period ® ‘
sk-1) [k [k [k [k [k [k]|[k][k]k [k [k [k [k [k [k [k [k [k |gk+18)
+ [+ |+ |+ [+ |+ |+ |+ |+ + + + + + + + +
1|2 (3|4 |5 |6 |7 |8 ]9 |10 |11 |12 |13 |14 |15 |16 |17
4 4 4 4 L 4 L 4

3 dot position references (downstream) per 3 mstime period

In the case where the downstream OOB rateis 3,088 Mbit/s, there are 6 dot position references downstream during the
transmission of 18 upstream packets. In the case of IB downstream, packet «  k » is sent when the 3 mstime marker is
received.

The relationship between the received dot position reference and the actual dot transmit position is given by:
dot_transmit_position = dot_postion_reference(valid) + dot_position_offset

where only the dot_position_references which cause the upstream_dot_position_counter to beloaded are valid (see subclause
5.4.4), and thedot_position_offset is derived from the Time_Offset Value provided viathe
Range _and_Power_Calibration Message.

- dot_transmit_position

dot (j-1) dot (j)

< dot_position_offset >

@ dot position reference (downstream)

In the case where the upstream transmission hit rate is 3,088 Mbit/s, the actual dot transmission locations are given by
dot_transmission location (m) = dot_transmit_postion + (m* 512);

wherem = 0,1,2,3,4,5; isthe position of the dot with respect to the dot_transmit_position. Thisleaves afreetimeinterval
(FI = 16 bits)) before the next dot_transmit_position occurs, during which no NIU transmits anything.

- dot_transmit_postion - dot_transmit_postion
€ loc | € € loc | € < <
0 2 loc4

loc1 loc3 loc5

previous dot dot0 | dotl dot2 | dot3 | dot4 dot 5
(m=0) | (m=1) [ (m=2) [ (Mm=3) | (m=4) | (Mm=5)

next dot

— 1

512 512 | 512 512 512 512 1
bits bits bits bits bits bits

()

n —~+ — o
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5435 Rate 6,176 Mbit/s

= 3 msec time period ®
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+ + bR rrERrFErrFrFEFFFERFFEBFRFFRFFEFFEFEF R B

1234567 (80 |10[11|12(13|14(15|16(17|18[19[20[21[22|232425[26/27[28[29(30[31(32/33(34(35

2 2 2 2

3 slot position references (downstream) per 3 msec time period

There are 6 dot position references downstream during the transmission of 36 upstream packets. In the case of IB
downstream, packet « k » is sent when the 3 mstim e marker isreceived.

The relationship between the received dot position reference and the actual dot transmit position is given by:
dot_transmit_position = dot_postion_reference(valid) + dot_position_offset

where only the dot_position_references which cause the upstream_dot_position_counter to beloaded are valid (see subclause
5.4.4), and thedot_position_offset is derived from the Time_Offset Value provided viathe
Range _and_Power_Calibration Message.

- slot_transmit_position

slot (j-1) slot (j)

< slot_position_offset >

@ slot position reference (downstream)

In the case where the upstream transmission bit rate is 6,176 Mbit/s, the actual dot transmission locations are given by
dot_transmission location (m) = dot_transmit_position + (m * 512);
wherem=0,1,2,3,4,5,6,7,8,9,10,11; isthe position of the dot with respect to the dot_transmit_position. Thisleavesafree

timeinterval (FI = 32 bits)) before the next dot_transmit_position occurs, during which no NIU transmits anything.

- slot_transmit_position - slot_transmit
| position

< loc& < loc& < <« < loq< < loq< < lod<
0 2 loc 4 6 8 10
loc 1 loc 3 loc 5 loc 7 loc 9 loc 11

previous [slot Oslotl [slot Zslot 3slot 4slot Sslot 6slot 7slot 8slot 9slot 10slot 11FI |next slot

slot (m=0)|(m=1){(m=2)|(m=3)|(m=4)|(m=5) ((m=6) [((m=7)|(m=8)|(m=9)|(m=210)|(m=11)

512 512 512 512 512 512 512 | 512 512 [|b12 [p12 512 32
bits bits bits bits bits bits bits | bits |bits |bits |bits bits bit
S
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5.4.4 Slot Position Counter

The M-bitsM10 - M1 are aregigter, called the upstream dot position register, which counts from 0 to N, incrementing by
one every 3 ms, where N isan unsigned integer which indicates dot position cycle size (the value of N is calculated from
Service_Channedl_Lagt_Slot sent in the Default Configuration Message and the upstream transmission bit rate of the service
channel. For the case of 3,088 Mbit/s the maximum valueisimposed to be 8 189, and for the case of 6,176 Mbit/sthe
maximum valueisimposed to be 8 171. Thevalue of N shall bethe samefor all DS carriers, and N isrelated to the number
of USdotshy:

Number_of_US Slots=3* m* (N+1), wherem isrelated to US rate as described below.

The upstream dot position register indicates the upstream dot positions that will correspond to the next SL-ESF frame. There
are 12 upstream dots per ms when the upstream transmission bit  rateis 6,176 Mbit/s, 6 upstream dots per mswhen the
upstream transmission bit rateis 3,088 Mbit/s. The corresponding upstream dot rates are, therefore, 12 000 upstream

dots/sec when the upstream transmission hit rate is 6,176 Mbit/s, 6 000 upstream d ots/sec when the upstream transmission

bit rateis 3,088 Mbit/s.

There are 36 upstream minidots per mswhen the upstream data rate is 6,176 Mbit/s, there are 18 upstream minidots per ms
when the upstream data rate is 3,088 Mbit/s. The corresponding upstream minidot rates are, therefore, 36 000 upstream
minid oty'sec when the upstream data rate is 6,176 Mbit/s, 18 000 upstream minid ots/sec when the upstream datarateis
3,088 Mhit/s. The algorithm to determine the upstream d ot position counter value is given below:

In the case of OOB downstream, the algorithm to determine the upstream d ot position counter value is given below:
upstream_dot_position_register = value of M -bitslatched at bit_position M11 (M10 - M1)
if (upstream_rate == 3,088 Mbit/s) {m = 6;}
dseif (upstream_rate == 6,188 Mbit/s) {m=12;}
if (bit_pogition == M1 and previousM12 == 1)
{upstream_dot_position_counter = upstre am_dot_postion_register * 3* m;}
if (bit_position == M5)
if (previousM12 == 0)
{upstream_dot_position_counter = upstream_dot_position_counter + m;}
if (bit_position == M9)
if (and previousM12 == 1))
{upstream_dot_position_counter = upstream_s lot_position_counter + m;}
if (bit_position==M11)
{temp_upstream_dot_position_register = (M10, M9, M8, ..., M1);}
if ((bit_podtion==M12and M12==1))
{upstream_dot_position_register = temp_upstream_dot_position_register;}

where the M-bitswill be defined asfollows:

M1-M10= 10-bit ESF counter which counts from 0 to n with M 10 the mogt significant bit (MSB);

M11 = odd parity for the ESF counter, i.e, M11 = 1 if the ESF Counter (M1 -M10) has an even number
of bitssetto 1;

M12 = 1: ESF counter valid

0; ESF counter not valid
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The values assgned to M12 are asfollows:

1) Theinformation isawaystransmitted in pairs of superframe, where superframe-A isthefirst superframein the pair,
and superframe-B isthe second superframe in the pair. In this case, the M12 bit of superframe-A is et to the value 0"
and the M 12 bit of superframe-B isset to thevalue"1".

2) When the downstream channel isIB, M12 = 1.

In the case of 1B downstream, the upstream dot timing should mimic that of the OOB downstream.

5.5 MAC Functionality

551 MAC Reference Model

The scope of this subclause islimited to the definition and specification of the MAC Layer protocol. The detailed operations
within the MAC layer are hidden from the above layers.

This subclause focuses on the required message flows between the INA and the NIU for Media Access Control. These areas
are divided into three categories: Initialization, Provisioning and Sign On Management, Connection Management and Link
Management.

Higher Layers

Physical

L Link

° Management £ nialization,

\g Sign-On and

r Connection ! '\l;rowsmnmg Data

L Management anagement Adaptation MAC

; Gement Entity Sublayer

e —

r ‘ MAC Signaling

P ‘ Multicast Address Resolution ‘ LLC
r

0 ‘ Singlecast Address Resolution ‘

t MAC
0

c

cln Physical
s

IEEE 802 Reference Model

Figure 25: MAC Reference Model

5.5.2 MAC Concept

5.5.2.1 Relationship Between Higher Layers and MAC Protocol

The goal of the MAC protocol isto provide toolsfor higher layer protocolsin order to transmit and receive data transparently
and independently of the physical layer. Higher layer services are provided by the INA to the STU. The INA isthus
respons ble of indicating the transmission mode and rate to the MAC layer for each type of service.
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Specifically, for each connection provided by higher layerson the INA side (VPI/VCI), aconnection ID isassociated at the
MAC layer. The maximum number of simultaneous connectionsthat a NIU should support is defined as follows:.

Level A: Only one connection at a time can be handled by aNIU.

Level B: Asmany connections as needed, defined dynamically by the INA, following higher layersrequests. Note that in
this case all connections should be assigned to the same frequency upstream and downstream for implementation reasons.

Note however, that bandwidth (time dots) does not need to be assigned immediately by the INA for a given connection. This
meansthat a connection ID may exist at the NIU side without associated 9ot numbers.

The INA isresponsible of providing transmission bandwidth to the NIUswhen needed by higher layers. However, since the
NIU shall tranamit all data from the STU, the NIU isalso responsible for requesting for more bandwidth if not already
provided by the INA.

Aninitial connection isallocated to the STB by the INA, following the successful compl etion of sign-on at power up. This
connection can be used to send data from higher layersleading to further interactive connections. Note that this connection
can be associated to a zero transmisson rate (no initial bandwidth allocation).

5.5.2.2 Relationship Between Physical Layer and MAC Protocol

Up to 8 QPSK Upstream channels can be related to each downstream channel which is designated asa MAC control channel.
These upstream channels can be used in different, physically separated coaxial cells where space division multiplexing
(SDM) isapplied or within asingle cell where frequency division multiplexing (FDM) is applied. Mixed scenarios where
gpace and frequency divison multiplexing is applied in either upstream or downstream direction are also possible. Network
scenarios showing when to apply SDM or FDM can be found in [guideline document]. An example of a frequency allocation
for the FDM scenario isshownin  Figure 26. This relationship consists of the following items:

1) Each of these related upstream channel s share a common dot position. Thisreferenceisbased on 1 millisecond time
markersin case of OOB and 3 millisecondstime markersin case of 1B that are derived viainformation transmitted via
the downstream MAC control channdl.

2) Each of these related upstream channels derive dot numbers from information provided in the downstream MAC
control channel.

3) The Messaging needed to perform MAC functions for each of thes e related upstream channelsistransmitted via the
downstream MAC control channel.

The Media Access Control Protocol supports multiple downstream Channels. In instances where multiple Channels are used,
the INA shall specify asingle OOB frequency called the Provisioning Channd, where NIU's perform Initialization and
Provisioning Functions. Also, in networkswhere IB NIUs exigt, provisioning should beincluded in at least one | B channdl.
An aperiodic message is sent on each downstream control channel which points to the downstream Provisioning Channel. In
instances where only a single frequency isin use, the INA shall utilize that frequency for Initialization and Provisioning
functions.

The Media Access Control protocol supports multiple upstream channels. One of the available upstream channels shall be
designated the Service Channel. It may be necessary to provide a Backup Service Channel to make the system more reliable
e.g. inanoisy environment. The Service Channel and the Backup Service Channd, respectively, shall be used by NIU's
entering the network viathe Initialization and Provisioning procedure. The remaining upstream channels shall be used for
upstream data transmission. In cases where only one upstream channel is utilized, the functions of the Service Channel shall
reside in conjunction with regular upstream data transmission.

The Provisioning channd isthe frequency channel on which the Default configuration message is transmitted. There can be
several Provisoning channelsin the system.

The Service channd isthe frequency channe to which the Default configuration message field Service channel frequency
points. The ranging following the Default configuration messageis carried out on that Service channel. There can be several
Service channelsin the system.
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8 channels 8 channels AUpstream
upstream upstream 1 Provisioning
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Figure 26: Example of a frequency allocation for the FDM scenario
Upstream frequency change

All connections of a NIU are on the same frequency channel. The upstream frequency can be changed by Reprovision or
Transmission control message. If any of these messages change the frequency, the frequency is changed immediately, all
connections remain established. After each frequency change, the sign-on procedure is entered (compare subclause 5.5.5).
Reservation grants are logt, fixed rate dots are kept: If the frequency change was made by the <MAC> Transmission Control
Message, the dot assignments remain the same. If the frequency change was made by the <M AC> Reprovision Message, the
dot assgnments remain the same except if new dot assgnments are provided in this message.

Downstream frequency channel types

Table 15: Possible combinations of downstream content
types and physical channels (NIU Capabilities)

MAC Data
Case 0O0B 1B QPSK QPSK 1B
1 X X
2 X X
3 X X X
4 X X

There are three types of content in the downstream direction MAC messages and MAC flags, data and video. There can be
two types of physical channds. QSPK and QPSK IB downstream channels. The QPSK IB downstream channel may carry
either MPEG or MAC messages directly on the physical layer frame structure. The possible combinations of the content and
physical channels are shown in the following table.

NOTE: Thesandard refersonly toif frequencie sasthe RF frequency range will depend upon local regulations.
therefore all the frequencies specified in the MAC messages are if frequencies as specified in subclause 5.1.2.

Combination establishment

The NIU tunesto either a QPSK or QPSK 1B channd on which it locates the provisioning channel. The NIU tunesto it and
getsits MAC information on that channdl. If the Connect message gives a new downstream frequency, the MAC information
isfound on that frequency, if it isthe same type of frequency channd.

Change of downstream fregquency

The downstream frequency can be changed by using either Reprovision or Transmission control message. All NIU's
connections which use the same physical frequency channel (DS QPSK or DS QPSK IB) are located on the same frequency.
When the downstream frequency changes the connections on the earlier frequency remain established.
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Change of combination

The combination can be changed with Connect message only immediately after the sign-on procedure or with Reprovision
message at any time. The signalling channel cannot be changed to a different type of downstream channdl.

5.5.2.3 Relationship Between Physical Layer Slot Position Counter and MAC Slot
Assignment

M10 - M1 isa 10-bit superframe counter at the INA side, whereas the upstream dot position counter is an upstream dot
counter at the NIUsside. The NIU dot position counter (M10-M1 “~ 3"~ mm = 6 for 3,088 Mbit/sand m = 12 for

6,176 Mbit/s) may beimplemented as a 16-bit counter which is compared to the 13-bit dot numbersa ssigned by the INA in
MAC messages (list assignment). When the counter value equals any assigned value, the NIU is allowed to send a packet
upstream.

5.5.2.4  Access Modes (Contention / Ranging / Fixed rate / Reservation)

Different access modes are provided to the Nl1Us within access regions specified by information contained in the dot
boundary fields of the downstream superframes. The limits between access regions allow usersto know when to send data on
contention without risks of collision with data of Reservation or Fixed Rate regions. Also, the separation between reservation
and fixed rate regions provides two ways of assgning dotsto NIUs. The following rules define how to sl ect access modes:

Data connections:

When the INA assigns a connection ID to the NIU, it either specifiesa dot list to be used (Fixed rate access) or the NIU shall
use contention or reserved access by following this algorithm:

When the NIU shall send more cellsfor a specific VPI/V CI than what was assigned by the INA, it can use contention access
only if the number of cellsto tranamit isless than Maximum_contention_access message length (specified inthe MAC
Connect Message from the INA). The detail s of the contention access mechanism isexplained below under @).  The NIU can
send one request for reservation accessif the number of cdllsislessthan Maximum_reservation _access message |ength
(specified in the MAC Connect Message from the INA). If more cells shall be tranamitted, the NIU shall send multiple
requests for reservation access. If the NIU/STB isforced to use reservation access, and it has not yet been assigned a
Reservation_|D, then it shall wait for an assignment before transmitting.

MAC messages.
MAC messages can be sent on contention access or reservation access.

Note that the VPI/VCI = 0/0x21 connection used for MAC messagesis always set up, o the INA does not assign a particular
connection ID which isnormally used for reservation requests. Thus, in order to use reservation access, dots assigned for
other connections may be used for MAC messages.

a) Contention Access

Cont enti on Access indicatesthat data (MAC or bursty data traffic) is sent in the dots assigned to the contention
accessregion in the upstream channd. 1t can be used either to send MAC messages or data. The VPI, VCI of the ATM cdls
are then used to determine the type and direction of the data in higher layers. Contention based access provides ingtant
channel allocation for the NIU.

The Contention based technique is used for multiple subscribersthat will have equal accessto the signalling channdl. Itis
possible that s multaneous transmissions occur in asingle dot, which iscalled a collison. The INA utilizes the reception
indicatorsto inform the NIU's whether successful reception of ATM cells has been obtained.

The NIU executes a separate contention process for each VPI/VCI connection that requires contention access. The contention
processisinitiated by transmitting the first cell in a contention dot. This contention dot israndomly chosen from the
available contention dotsin thefirst frame that contains at least one contention dot. The contention process hasto wait until
the reception indicator of the dot isreceived. If the indicator contains a positive acknowledgement, the cell has been
successfully received, and the next cell, if present, can be transmitted by continuing the contention process. If the indicator
contains a negative acknowledgement, a collision has been detected and the cell can be retransmitted according to the
procedure defined below. If the reception indicator is not received (e.g. dueto CRC error), the NIU  proceeds asif a positive
acknowledgement would have been received.
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If a collison has occurred the NIU is not abliged to retransmit the cdll that was originally transmitted. Instead it may choose
to update the contents of the cell, transmit another cell belonging to the same VPI/VVCI connection, or not to retransmit at all.
In the latter case, the NIU isnot allowed to restart a contention process for the same VPI/VCI connection at an earlier dot
than the latest possible contention dot in which it could have retransmitted the cell in the first contention process. Note that
the allowed choices makeit possible for the NI1U to update the queue status when the cell to be retransmitted isa grant
request.

A counter at the NIU/STB records the number, denoted by backoff _exponent, of collisions encountered by a cell. The

backoff _exponent counter starts from a value determined by the Min_Backoff Exponent variable. The backoff _exponent is

used to generate a uniform random number between 1 and 2”backoff exponent. This random number is used to schedule
retransmission of the collided cdll. In particular, the random number indicates the number of contention accessdotsthe  /STB
shall wait before it transmits. Thefirst transmisson is carried out in arandom cell within the contention based access region.

If the counter reaches the maximum number, determined by the Max_Backoff Exponent variable, the value of the counter
remains at thisvalue regardless of the number of subsequent collisons. After a successful transmission the backoff_exponent
counter isreset to a value determined by the Min_Backoff Exponent variable. Informational Statement:  The random access
algorithm isungtable; the INA is expected to have intdligence to detect an ungtable state of the random access algorithm and

to solveit.

For minidot contention resolution, see subclause 5.6.3.
b) Ranging Access

Rangi ng access indicatesthat the datais sent in a dot preceded and followed by dots hot used by other users. These
dotsallow usersto adjust their clock depending on their distance to the INA such that their dotsfall within the correct
allocated time. They are either in the ranging dots region when the ranging control dot indicator b0 received during the
previous superframewas 1 (or when b1-b6 = 55 to 63), or reserved if the INA indicatesto the NIU that a specific ot is
reserved for ranging(via the Ranging and Power Calibration Message). In the latter case, the NIU isforbidden from ranging
in the ranging dots region before the assigned dot appears.

Simultaneous transmissions in ranging dots are resolved through the procedure defined in Figure A.1.
¢) Fixed rate Access
NOTE: Fixedrateiscalled contentionlessin DAVIC.

Fi xedr at e_Access indicatesthat dataissent in dots assgned to the fixed rate based access region in the upstream
channel. These dotsare uniquely assigned to a connection by the INA.

d) Reservation Access

Reservati on Access impliesthat dataissent inthe dotsassigned to the reservation region in the upstream channel.
These dots are uniquely assigned once to a connection by the INA. This assignment is made at the request of the NIU for a
given connection. It isalso allowed to use such assignment in the fixed rate region.

5.5.2.5 MAC Error Handling Procedures

Error handling procedures are under definition (Time out windows, power outage, etc.)

5.5.2.6 MAC Messages in the Mini Slots

MAC reservation request messages may also be trangported in the minidot structure. The Start Field (SF) for the MAC
messagesis defined in subclause 5.6.2. Error correction and/or detection is performed using a 2 byte Reed Solomon code.

Reed-Solomon encoding shall be performed on the 14 bytes following the Unique Word with T = 1. This process adds 2
parity bytesto the MAC Message in the Minid ot to give a code word of (16,14). Reed-Solomon encoding is performed on the
MAC Message in the Minid ot before upstream data randomization. The shortened Reed-Solomon code shall be implemented
by appending 239 bytes, all set to zero, before the information bytes at the input of a (255,253) encoder; after the coding
procedure these bytes are discarded.
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The Reed-Solomon code shall have the following generator polynomials:
Code Generator Polynomial:  g(x) = (x + nP)(x + n¥)
where m= 02hex

Field Generator Polynomial:  p(x) =x8+ x4+ x3+x2+1

4B 1B 13B 2B 1B
Unique |S RS |G
Mini dot payload
Word F B
/
/] |
/1|28 6B 58 |
/ /
/ / MG MAC Informa-
Conf MAC address
/ / .
o Ty tion Elements
MAC indicator / /
\ / /
N\ Reserved
Bit 7 6.0

Figure 27: MAC messages in the minislots
Unique Word = 0x00 FC FC F3
SF = Start Field (Bit 7: MAC indicator, always set to 1; Bit 6...0: reserved, shall be set to zero)
RS = Reed Solomon Bytes
GB = Guard Band
Reservation Request M essage

The Reservation Request Message has the same structure asin the caseit is transported in the upstream ATM dot. The MAC
message structure for carrying the Reservation Request Messageisshownin - Figure 28.
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4B 1B 13B 2B 1B
Unique |S RS |G
Mini dot payload
Word F B
| |
| 2B 6B 5B |
SG
M MAC Informa-
Conf MAC address
tion Elements
Type
|
3B 2B |
Res ID | (Res
S Cnt |erved)

Figure 28: Reservation Request Message in the minislot MAC message structure
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MAC Message Format
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The MAC message types are divided into the logical MAC states of [ nitialization, Sign On, Connection Management and
Link Management. Messagesin Italic represent upstream transmission from NIU to INA. MAC messages are sent using
Broadcast or Singlecast Addressing. Singlecast address shall utilize the 48-bit MAC address.

To support the delivery of MAC reated information to and from the NIU, a dedicated Virtual Channel shall be utilized. The

Table 16: MAC messages

Message Addressing
Type Value Type
MAC Initialization, Provisioning and Sign-On Messages
0x00 Used for fragmented messages (continued message) (see note) | Scast or Bcast
0x01 Provisioning Channel Message Broadcast
0x02 Default Configuration Message Broadcast
0x03 Sign-On Request Message Broadcast
0x04 Sign-On Response Message Singlecast
0x05 Ranging and Power Calibration Message Singlecast
0x06 Ranging and Power Calibration Response Message Singlecast
0x07 Initialization Complete Message Singlecast
0x08-0x0B |[Reserved]
0x0C Security Sign-on (see note) Singlecast
0x0D Security Sign-on Response (see note) Singlecast
OXOE-Ox1E |[Reserved]
OX1F Wait (see note) Singlecast
0x20-0x3F [MAC Connection Establishment and Termination Msgs
0x20 Connect Message Singlecast
0x21 Connect Response Message Singlecast
0x22 Reservation Request Message Singlecast
0x23 Unused Broadcast
0x24 Connect Confirm Message Singlecast
0x25 Release Message Singlecast
0x26 Release Response Message Singlecast
0x28 Reservation Grant Message Broadcast
0x29 Reservation ID Assignment Singlecast
Ox2A Reservation Status Request Singlecast
0x2B Reservation ID Response Message Singlecast
0x2C Resource Request Message Singlecast
0x2D Resource Request Denied Message Singlecast
0x2E-0x2F [[Reserved]
0x30 Main Key Exchange (see note) Singlecast
0x31 Main Key Exchange Response(see note) Singlecast
0x32 Quick Key Exchange (see note) Singlecast
0x33 Quick Key Exchange Response(see note) Singlecast
0x34 Explicit Key Exchange (see note) Singlecast
0x35 Explicit Key Exchange Response(see note) Singlecast
0x36-0x3F [[Reserved]
MAC Link Management Messages
0x27 Idle Message Singlecast
0x40 Transmission Control Message Scast or Bcast
0x41 Reprovision Message Singlecast
0x42 Link Management Response Message Singlecast
0x43 Status Request Message Singlecast
0x44 Status Response Message Singlecast
0x45-0x5F [[Reserved]
NOTE: Optional MAC messages for the security option.

VPI,VCI for thischanne shall be 0x000,0x0021.
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Thetimer accuracy of the MAC messages shall be + 3 msin the NIU, and the INA shall take thisinto account.
Upstream MAC messages.

AALS5 (asspecified in ITU -T Recommendation 1.363 [8]) ad aptation shall be used to encapsulate each MAC PDU inan ATM
cdl. Upstream MAC information should be single 40 bytes cell messages.

Downstream OOB MAC messages.

AALS5 (asspecified in ITU -T Recommendation 1.363 [8]) adaptation shall be used to encapsulate each MAC PDU inan ATM
cell. Downgtream OOB MAC information may be longer than 40 bytes. All Downstream MAC messages shall be restricted to
lessthan or equal to 120 bytes.

Downstream |B MAC messages.

Downgream IB MAC messages are limited to a size of 120 bytesand shall be carried in asingle TS packet. L onger messages
shall be split into separate messages. No AALS layer isdefined for MPEG-2 TS cells. MAC messages shall therefore be sent
asexplained in subclause 5.3.2 using the three MAC Message Framing hits.

MAC Fragmentation Protocol (optional):

Larger security MAC messages up to 512 bytes may optionally be supported using the MAC fragmentation protocol. This
capability isindicated by the NIU inthe MAC_Sign_On_Response.

A multi-fragment MAC message is composed of consecutive individual MAC messages with Syntax_Indicator equal to
Fragment No MAC_Addressor Fragment. MAC_Address Included.

The Fragment _Count fidd of each individual MAC message indicates the number of fragments remaining of the full
message, decreasing by one for each consecutive fragment. Thusthefirst fragment has  Fragnent _Count equal to the
total number of fragmentsin the message, and the last fragment has  Fr agnent _Count == 1.

Furthermore, the type of MAC message isindicated by the Message Typefield of thefirst fragment, whereas all subsequent
fragments have Message Type==0.

The sender of afragmented MAC message shall not interleave any other fragmented MAC messages for the same receiver
into the string of fragments. Thisincludes any fragmented broad-cast MAC messages, which shall therefore not be sent while
there are any incompl ete fragmented messages outstanding.

MAC messages of unfragmented syntax type can be interleaved with fragments destined for the same N1U. They are deemed
to have arrived before the fragmented message, and should be processed immediately.

The receiver of afragmented MAC message shall discard any message with missing fragments, asimplied by the uniformly
decreasing Fragment_Count field in consecutive fragments. Likewisg, it shall discard any stray fragmentswith
Message Type== 0, for ingtance in the case where the first fragment waslost during transport.

Thelength of each fragment isimplied by itstransport context: ATM/AAL-5 for upstream and OOB downstream, MPEG
encapsulation for 1B downgtream, etc.

The MAC_Information_Elements fields of each fragment are concatenated to form the MAC_Information Elementsfield of
the full MAC message. The message typeis conveyed in thefirst fragment.

In the upstream direction, all fragments shall be of syntax type Fragment. MAC_Address Included, in order to allow the INA
to use the MAC address to distinguish inter-mixed MAC messages and fragments coming from separate Nl1Us.

For a broad-cast in the downstream direction, each fragment is of syntax type Fragment No MAC_Address. For a single-cast
downstream message, the first fragment shall be of syntax type Fragment. MAC_Address Included, and include the MAC
address of the target NIU. Subsequent fragments can also include the same MAC address value, or can be

Fragment_ No_MAC_Address, omitting the MAC address, when the INA ensuresthat the fragment is associated with the
immediately preceding fragment in the transport stream, that is, not separated by messages or fragmentsfor other N1Us.
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Since MAC related information is terminated at the NIU and INA, a privately defined message structure will be utilized. The
format of this message structureisillustrated below.

NOTE 1: All messages are sent most significant bit first.

NOTE 2: For al MAC messages where the parameter length is smaller than thefield, the parameter shall be right
justified with leading bits set to 0. All reserved fieldsin the MAC messages shall be set to 0.

NOTE 3: Message 0x23 isnot used in the present rel  ease of the MAC protocol. It refersto DAVIC 1.0 protocol whichis
not supported by the present document .

NOTE 4: When no MAC_Addressis specified in the message, it meansthat the messageis sent broadcast.
(Syntax_indicator = 000).

NOTE5: Negative integersare sent in 2's complement.

Table 17: MAC message structure

MAC_message (){ Bits Bytes Bit Number /
Description
Message_ Confi guration 1
Pr ot ocol _Version 5
Synt ax_I ndi cat or 3

Message_Type 8 1

if (Syntax_lndicator == 001 ||

Syntax_I ndi cator == 011) {
MAC Addr ess (48) (6)

}

if (Syntax_lndicator == 010 ||

Syntax_I ndi cator == 011)) {
Fragnment _Count (8) (1)

}

MAC | nformation_El enments () N

MAC Information Elements
MAC | nf ormati on_El ement s isamultiple byte field that contains the body of one and only one MAC message.
Protocol Version

Pr ot ocol _Ver si on isab5-hit field used to identify the current MAC version. The valuefor this parameter isgivenin the
following table.

Table 18: Protocol_version coding

Value Definition
0 DAVIC 1.0 Compliant device (not consistent with
the present documeny
1 DAVIC 1.1 Compliant device
2 DAVIC 1.2 Compliant device
3-19 Reserved
20 EN 301 199 compliant device
21 -28 Reserved
29 ETS 300 800 [2] V2 compliant device
30 ETS 300 800 [2] V1 compliant device
31 Reserved
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Syntax Indicator

Synt ax_| ndi cat or isa3-bit enumerated type that indicates the addressing type contained in the MAC message.

Enum Syntax_Indicator {No_MAC_Address, MAC_Address_Included, Fragment_No_MAC_Address,
Fragment_MAC_Address, reserved 4...7};

MAC Address

MAC Addr ess isa48-bit value representing the unique MAC address of the NIU. ThisMAC address may be hard coded
inthe NIU or be provided by external source.

Fragment_Count

| dentification of fragment in a MAC message transmitted in multiple fragments. A MAC Message divided into N fragments,
will betransmitted with Fr agnent _Count =N, N-1, ... 1.

5.5.3 MAC Initialization and Provisioning

Thissubclause definesthe procedure for Initialization and Provisioning that the MAC shall perform during power on or
Rest.

1) Upon aNIU becoming active (i.e. powered up), it shall first find the current provisioning frequency. The NIU shall
receivethe <M AC> Provisioning Channel Message . This message shall be sent aperiodically on all downstream
channels carrying MAC information when there are multiple channels. In the case of only a single channel, the
message shall indicate the current channel isto be utilized for Provisioning. Upon receiving this message, the NIU
shall tune to the Provisioning Channel. In the case of IB downstream, the IB channel to be used during provisioning
shall be given by using ETS 300 468 [6].

2) After avalid lock indication on aProvisoni ng Channd, the NIU shall await the <MAC> DEFAULT
CONFIGURATION MESSAGE. When received, the NIU shall configure its parameters as defined in the default
configuration message. The Default Configuration Parameters shall include default timer values, default power levels,
default retry counts aswell as other information related to the operation of the MAC protocol.

Figure 29 showsthe signalling sequence.

INA NIU/STB

<MAC> Provisioning
—_—
Channel Message

<MAC> Default
) : —_—
Configuration Message

Figure 29: Initialization and Provisioning signalling
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5.5.3.1 <MAC> Provisioning Channel Message (Broadcast OOB Downstream)

The<MAC> PROVISIONING CHANNEL MESSAGE is sent by the INA to direct the NIU to the proper frequency where
provisioning is performed. The format of the message is shown in the following table.

Table 19: Provisioning Channel Message Structure

Provisioning_Channel_Message ()}{ Bits Bytes Bit Number /
Description
Pr ovi si oni ng_Channel _Control _Field 8 1
Reserved 7 7-1
1 0:{no=0,yes =1}

Pr ovi si oni ng_Frequency_I ncl uded

i f
(Provi si oni ng_Frequency_I ncl uded) {
Pr ovi si oni ng_Frequency (32) (4)
DownSt r eam Type (8) (1)

Provisioning Channel Control Field
Pr ovi si oni ng_Channel _Control Fi el d isusedto specify which parameters areincluded in the message:

Pr ovi si oni ng_Frequency_| ncl uded isaBoolean when set, indicates that a downstream frequency is specified that
the NIU should tune to begin the provisioning process. When cleared, indicates that the current downstream frequency isthe
provisioning frequency.

Provisioning Frequency

Pr ovi si oni ng_Frequency isa32-bit unsgned integer representing the Out-of-band Frequency in which NI1U
provisioning occurs. The unit of measureisHz.

Downstream Type

DownSt r eam Type isan 8-bit enumerated type indicating the modulation format for the down stream connection. { QPSK
IB, reserved, QPSK 3,088, 3...255 reserved} }
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5.5.3.2 <MAC> Default Configuration Message (Broadcast Downstream)

The<MAC> DEFAULT CONFIGURATION MESSAGE is sent by the INA to the NIU. The message provides default
parameter and configuration information to the NIU. The format of the messageis shown in the following table.

Table 20: Default configuration message structure

Default_Configuration_Message (){ Bits Bytes Bit Number /
Description
Sign_ On_Incr_Pw_Retry Count 8 1
Servi ce_Channel _Frequency 32 4
Servi ce_Channel _Control Field 1
MAC Fl ag_Set 5 7.3
Servi ce_Channel 3 2.0
Backup_Servi ce_Channel _Frequency 32 4
Backup_Servi ce_Channel _Control _Field 1
Backup_MAC Fl ag_Set 5 7.3
Backup_Ser vi ce_Channel 3 2.0
Servi ce_Channel _Frane_Length 16 2
Servi ce_Channel Last Sl ot 16 2
Max_Power Level 8 1
M n_Power Level 8 1
Upstream Control _Field 1
Reserved 5 7.3
Upst ream Transmi ssion_Rate 3 2.0
Max_Backof f _Exponent 8 1
M n_Backof f _Exponent 8 1
Idle_Interval 16 2
Absol ute Time_ O fset 16 2
frequency-rangi ng_step 8 1
Nunber of Ti meouts 8 1
for (1=0; I<Nunber_of Tinmeouts;|++) {
Field (1)
Code (4)
Val ue (4)
}
INA_Capabilities 4
Encapsulation 8 31..24
US_Bitrate 8 23..16
DS_OOB_Bitrate 4 15..12
Reserved 5 11..7
Resource_Request_Capable 1 6: {no,yes}
Fragmented_MAC_Messages 1 5: {no, yes}
Security_Supported 1 4: {no, yes}
Minislots_for_Reservation 1 3: {no,yes}
Reserved_for_DAVIC 1 2: shall be O
IB_Signalling 1 1: {no, yes}
OOB_Signalling 1 0: {no, yes}
}

Sign-On I ncrement Power Retry Count

Sign_On_I ncr_Pw _Retry_Count isan8-bit unsgned integer representing the number of attempts the NIU should
try to enter the system at the same power level before incrementing its power level by steps of max. 2 dB.

Service Channel Frequency

Servi ce_Channel _Frequency isa32-bit unsgned integer representing the upstream frequency assigned to the
service channd. The unit of measureisin Hz.
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MAC_Flag_Set

MAC Fl ag_Set isab5-bit field representing thefirt  Flag set assigned to the service channel. A downstream channel
containsinformation for each of its associated upstream channels. Thisinformation is contained within structures known as
MAC Flag Sets represented by either 24 bits (denoted b0...b23) or by 3 bytes (denoted Rxa, Rxb, Rxc). Thisinformation is
uniquely assigned to a given upstream channel . See subclauses 5.3.1.3 and 5.3.2.1 for the use of this parameter.

Service Channel

Servi ce_Channel isa3-hit field which definesthe channel assigned to the Service Channel_Frequency. It identifies the
logical channel (denoted by "c") assigned to the NIU/STB. See subclauses5.3.2.1and  5.3.3 for the use of this parameter.

Backup Service Channe Frequency

Backup_Servi ce_Channel _Frequency isa32-bit unsgned integer representing the upstream frequency assigned to
the backup service channd. The backup service channd isused when entry on the primary service channd fails. The unit of
measureisin Hz. If thereisno Backup Service Channel, this parameter shall be equal to the Service Channel Frequency.

Backup MAC Flag_Set

Backup_MAC Fl ag_Set isan 5-bit field representing thefirg  Flag set assigned to the backup service channdl. The
function of thisfield isthe same asthe MAC_Flag_Set above but with respect to the backup service channd.  If thereisno
Backup Service Channd, this parameter shall be equal to the MAC Flag Set.

Backup_Service Channel

Backup_Ser vi ce_Channel isa 3-bit field which defines the channel assigned to the Backup
Service_Channe_Frequency. The function of thisfield isthe same asthe Service_Channd above but with respect to the
backup channd. If thereisno Backup Service Channel, this parameter shall be equal to the Service Channel.

Service_Channel_Frame L ength [reserved]
Unused in thisversion.
Service Channel Last Slot

Servi ce_Channel Last Sl ot isal16-bit unsgned integer representing the largest dot value of the NIU's upstream
dot position counter (as defined in subclause 5.4.4).

Only 13 lowest sgnificant bits shall be considered. 3 MSB are reserved for future used.

NOTE: Sincethevalueof Servi ce_Channel _Last _Sl ot equals((N+1) ~ 3~ m) -1, where"N" isthe maximum
value of the upstream dot position register (M10-M1), and "m" isa constant dependent upon the upstream bit
rate, (see subclause 5.4.4), one may useit to calculate N.

Maximum Power L evel

MAX_ Power Level isa8-bit unsigned integer representing the maximum power the NIU shall be allowed to use to
transmit upstream. The unit of measureisin dBuV (RMS)on 75 W.

Minimum Power L eve

M N_Power _Level isan 8-bit unsigned integer representing the minimum power the NIU shall be allowed to useto
transmit upstream. The unit of measureisin dBuV (RMS)on 75 W.

Upstream Transmission Rate

Upgream_Transmission_Rateisa 3-bit enumerated type that indicates the upstream transmission bit rate.

enum Upstream_Transmission_Rate {Reserved, Reserved, Upstream_3-088M, reserved3...7};
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MIN_Backoff Exponent
M N_Backof f _Exponent isan 8-bit unsgned integer representing the minimum value of the backoff exponent counter.
MAX_Backoff_Exponent

MAX_Backof f _Exponent isan 8-hit unsgned integer representing the maximum value of the backoff exponent counter.
Only the 5 least Sgnificant bits are valid, the 3 most significant bits are reserved for future use.

Idle_Interval

I dl e_Interval isal6-bitunsgnedinteger representing the predefined interval for the MAC Idle Messages. The unit of
the measureisin seconds. The value of zero indicates that no | dle messages shall be sent.

Absolute_Time Offset

Absol ute Time_ O fset isal6-bit sgnedinteger used to set the default Absolute Time Offset (defined in subclause
5.3.1.3) when first Sgning on. The unit of measureis 100 ns.

Frequency Ranging Step

Frequency_ranging_step isan 8-bit unsgned integer used to set the frequency step value for frequency ranging. The unit of
measureisthe kHz; the default valueis 50 kHz.

Timeouts
Number_of _Timeouts

Nunber _of _Ti nmeout s isa8-bit unsgned integer which identifies the number of timeout codes and valuesincluded in
the message.

Code

Code isa4-hit unsigned integer which identifies the timeout or group of timeouts (accordingto  Table 21, Table 22 and
Table 51) for which the following value is given.

Value

Val ue isa4-hit unsgned integer which gives the value for the timeout or group of timeouts identified by the preceding
code. The timeout can be derived from the following table:

Table 20a
Value Timeout (ms)
0 Infinite (disabled)
1 9
2 30
3 60
4 90
5 300
6 600
7 900
8 3 000
9 6 000
10 9 000
11 30 000
12 60 000
13 reserved
14 reserved
15 reserved

The value shall be between the Min Value and the Max Valuegivenin Table 21, Table 22 and Table 51 (if specified). If no
values are given in the <MAC> Default Configuration Message, the default values apply.
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Table 21: Head-end Timeout Values

Code Transaction(s) Default
Value
0x0 Ranging and power calibration -> Ranging and power calibration response 300

Connect -> Connect response (no frequency change)

Release -> Release response

Transmission control -> Link management response (no frequency change)
Reservation ID assignment -> Reservation ID response

Reprovision -> Link management response (no frequency change)

Status request -> Status response message

Init complete -> Connect response

Init. complete -> Link management response

0x1 Connect -> Sign on response (only for frequency change) 3000
Reprovision -> Sign on response (only for frequency change)
Transmission control -> Sign on response (only for frequency change)

The Unit for the timeoutsisms.

These timeouts apply when the mentioned two messages are consecutive.

Table 22: Terminal Timeout Values

Code Transaction(s) Default
Value
0x2 Default configuration interval(time between two Def. Conf. msg) 900
Sign on request interval
0x3 Sign on response -> Ranging and power calibration 920

Sign on response -> Initialization complete

Ranging and power calibration response -> Ranging and power
calibration

Ranging and power calibration response -> Initialization complete
Connect response -> Connect confirm

Resource Request -> Release

Resource Request -> Reservation_ID assignment

0x4 Initialization complete -> Connect 300
Resource Request -> Resource Request Denied
Resource Request -> Connect

Resource Request -> Reprovision

The Unit for the timeoutsisms.

These timeouts apply when the mentioned two messages are consecutive.

INA_Capabilities

I NA_Capabi | ities isa32-bit field that indicates the capabilities of the INA. It hasthe following subfields:

Encapsul ati on isan 8-bit field that indicates the type(s) of encapsulation supported by the INA: { DIRECT_IP,
Ethernet. MAC_Bridging, PPP, reserved 3...7}

US Bitrate isan8-bitfied that indicatesthe upstream bitrate(s) supported by the INA: { reserved, reserved,
3,088 Mbit/s, 6,176 Mbit/s, reserved 4...7}

DS OOB Bitrate isa4-bitfied that indicates the downstream OOB hitrate(s) supported by the INA:
{3,088 Mbit/s, reserved 2...3}

Reser ved: Reserved for future use

Resour ce_Request Capabl e isal-hit field that indicatesif the INA isableto process <MAC> Resource
Request Messages.
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Fragnment ed_MAC_Messages isal-hit field that indicates that the INA is able to support MAC messages having
the compound MAC_Information_Elementsfield of asingle up to 512 bytesin size. Thisflag isalso for backwards
compatibility with INAs not supporting MAC message fragmentation and re-assembly. By not setting this bit, the INA
indicates that it does not support fragmented MAC messages at all, and will not understand or utilizethe

Fragment No MAC_Addressand Fragment. MAC_Address Included MAC message syntax types.

Security_ Suport ed isal-bit field that indicatesthat the INA isable to support the security extensions specified
in this protocol .

M ni sl ots_for_Reservati on isan1-bit field that indicatesthat the INA is capable of utilizing minidots.
Reser ved_f or _DAVI C: Reserved for compatibility with DAVIC.
I B_Si gnal li ng isan 1-hit field that indicatesthat the INA is capable of utilizing IB signalling.

OCB_Si gnal |'i ng isan 1-bit field that indicatesthat the INA is capable of utilizing OOB signalling.

554 Sign On and Calibration

The NIU shall Sign On viathe Sign-On Procedure. The signalling flow for Sign-On is described below.

The NIU shall tune to the downstream Provisioning channel and the upstream service channel witht  he information
provided in the Initialization and Provisioning sequence.

The NIU shall await the <M AC> Sign-On Request M essage from the INA Entity.

Upon receiving the <M AC> Sign-On Request M essage, the NIU shall respond with the <M AC> Sign-On Response
Message. The Sign-On Response Message shall be transmitted on a Ranging Slot. The NIU/STB shall either use
settings of the last successful Sign-on procedureif it isenabled by the INA or the Min_Power Level containedin  the
<MAC> Default Configuration M essage.

The INA, upon receiving the Sign-On Response Message shall validate the NIU, either sending <MAC> Initialization
Complete Message or the <M AC> Ranging and Power Calibration Message.

The NIU shall respond to the <M AC> Ranging and Power Calibration Message with the <M AC> Ranging and
Power Calibration Response Message. The <M AC> Ranging and Power Calibration Response Message shall be
transmitted on a Ranging Slot (which can either be in the ranging region (b0 = 1) or reserved region (if aranging dot
number is given in the message). The calibration sequence is hot always necessary.

TheINA shall send the <MAC> Initialization Complete Message whenthe NIU iscalibrated. The NIU isassumed
to be calibrated if the message arriveswithin awindow of  + 0,75 symbols (upstream rate) and a power within a
window of + 1,5 dB from their optimal value.
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INA NIU/STB

<MAC>Sign-On

_—
Message

<MAC>Sign-On

+—
Response Message

<MAC> Ranging and
Power Calibration —————p
Message

<MAC> Ranging and

#4— Power Calibration
Response Message

<MAC> Initialization
—_—»
Complete

Figure 30: Ranging and Calibration Signalling

A more detailed description of the ranging and calibration process, including state diagrams and time outs, is given in Annex
A.

5.54.1 <MAC> Sign-On Request Message (Broadcast Downstream)

The<MAC> Sign-On Request message isissued periodically by the INA to allow aNIU to indicate its presence in the
network. Theformat of this subcommand is shown in the following table.

Table 23: Sign-On Request Message Structure

Sign-On_Request_Message (){ Bits | Bytes Bit Number / Description
Sign-On_Control_Field 1

Reserved 6 7.2

Need_Calibration 1 1: {0 = enable rapid sign-on,

1 = disable rapid sign-on}
Address_Filter Params_Included 1 0: {no,yes}

Response Collection_Time Window 16 2
if (Sign-On_Control_Field &=
Address_Filter Params_Included {

Address_Position_Mask (8) (1)
Address_Comparison_Value (8) (1)

Sign-On Control Field
Sign-On_Control Field specifieswhat parameters areincluded in the SIGN-ON REQUEST:

Need_Cal i brati on indicatesto the NIU that it hasto enter the Sign-on process garting with the Min_Power L evel and
Absolute Time Offset (and Frequency Offsat for LMDS) defined in the <MAC> Default_Configuration_message. Thisbit is
not to be taken into account the firgt time the NIU engages the sign-on process after power on, in this caseit always starts

with the parameters defined in the <MAC> Default_Configuration_message.

Address_Fil ter_Parans_| ncl uded isaBoolean, when set, indicates that the NIU should respond to the SIGN-ON
REQUEST only if its address matches the filter requirements specified in the message.
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Response Collection Time Window

Response_Col | ecti on_Ti me_W ndow isa16-bit unsgned integer that specifiesthe maximumtimefor the SIGN-
ON RESPON SE message transmission randomization. The unit of measureisthe millisecond (ms).

Address Position M ask

Addr ess_Posi ti on_Mask isan 8-hit unsigned integer that indicates the bit positionsin the NIU MAC addressthat are
used for addressfiltering comparison. The bit positions are comprised between bit number  Mask and Mask+7. Mask =0
correspondsto the 8 L SBs of the address, i.e., it represents the number of bits shifted to the left. The maximum valueis 40.

Address Comparison Value

Addr ess_Conpari son_Val ue isan 8-bit unsgned integer that specifiesthe value that the NI1U should use for MAC
address comparison.

< 6 bytes = 48 bits >
‘Mask‘ MAC address
MSB LSB
Address comparison
value (8 bltS) |:| Address Position Mask

Figure 31: Position of Mask in MAC address

5.5.4.2 <MAC> Sign-On Response Message (Upstream Ranging)

The<MAC> Sign-On Response Message is sent by the NIU in response to the <MAC> Sign-On Request Message issued by
the INA Entity. The NIU shall wait for arandomtimelessthan Response_Col | ecti on_Ti ne_W ndow to send this

message.

If the Sign-on procedure did not start at the Min_Power L evel (see subclause 5.5.4), when the NIU has not received any
response from the INA after  Si gn_On_I ncr _Pw _Retry_Count attempts, it shall retry with the Min_Power_Level.
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Table 24: Sign-On response Message structure

Sign-On_Response_Message (){ Bits Bytes Bit Number /
Description
NIU/STB_Status 4
Reserved 29 31..3
Network_Address_Registered 1 2: {no, yes}
Connection_Established 1 1: {no, yes}
Reserved 1 0
NIU/STB_Error_Code 2
Reserved 13 15..3
Connect_Confirm_Timeout 1 2: {no, yes}
First_Connection_Timeout 1 1: {no, yes}
Range Response_Timeout 1 0: {no, yes}
NIU/STB_Retry Count 8 1
NIU/STB_Capabilities 4
Encapsulation 8 31..24
US_Bitrate 8 23..16
DS_OOB_Bitrate 4 15..12
Reserved 5 11..7: {no, yes}
Resource_Request_Capable 1 6: {no,yes}
Fragmented_MAC_Messages 1 5: {no, yes}
Security_Supported 1 4: {no, yes}
Minislots_for_Reservation 1 3: {no,yes}
Reserved_for_DAVIC 1 2: shall be zero
IB_Signalling 1 1: {no, yes}
OOB_Signalling 1 0: {no, yes}
}
NIU/STB_Status

NI U/ STB_St at us isa32-hit field that indicates the current state of the NIU/STB. It hasthe following subfidds:

Net wor k_Addr ess_Regi st er ed indicatesthat the Network Interface Module has registered its NSAP
Addresswith the Application Module. The NSAP Addressis not currently used but remains reserved for this
purpose.

Connecti on_Est abl i shed indicates that the Network Interface Module has been assigned Connection
parameters.

NIU/STB_Error_Code

NI U STB_Er r or _Code isan 16-hit field that indicates the error condition within the NIU/STB. It hasthe following
subfields:

Connect _Confirm Ti neout (set to 1 for trangtion SCE:E4 or DCE:EB)
First_Connecti on_Ti nmeout (set to 1 for trandtion DCE:E2)
Range Response_Ti nmeout (set to 1 for trandtion RC:E13, Figure A.1)
In case of atimeout in the current signalling, the corresponding subfield is set to one (Annex A).
NIU/STB_Retry Count

Nl U STB_Retry_ Count isa8-hit unsgned integer that indicates the number of transmissions of the <MAC> Sign-On
Response. Thisfield isalwaysincluded in the response to the <MAC> Sign-On Request.  Thisfield shall beinitialized to zero
whenever a Sign-On procedureis sarted, and thisfield shall be incremented by one each time the message is transmitted

until the Sign-On procedure completes or the value reaches its maximum value (255). In the case that thisfield reachesits
maximum value, it shall remain at the maximum value for the remainder of the current Sign-On procedure.
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NIU/STB_Capabilities
NI U/ STB_Capabi | i ti es isa32-bit field that indicates the capabilities of the NIU/STB. It hasthe following subfields:

Encapsul at i on isan 8-hit field that indicates the type(s) of encapsulation supported by the NIU/STB:
{DIRECT_IP, Ethernet_ MAC_Bridging, PPP, reserved 3...7}

US Bitrate isan8-hitfield that indicatesthe upstream bitrate(s) supported by the NIU/STB: {reserved, reserved,
3,088 Mhit/s, 6,176 Mbit/s, reserved 4...7}

DS OOB Bitrate isa4-bitfidd that indicates the downstream OOB hitrate(s) supported by the NIU/STB:
{3,088 Mbit/s, reserved 2...3}

Reser ved: Reserved for future use

Resour ce_Request Capabl e isal-hit field that indicatesif the NIU isable to send <MAC> Resource Request
Messages.

Fragment ed MAC Messages isal-hit field that indicates that the NIU/STB is able to support MAC messages
having the compound MAC_Information_Elementsfield of asingle up to 512 bytesin size. Thisflag isalso for
backwards compatibility with NIU/STBs not supporting MAC message fragmentation and re-assembly. By not setting
thisbit, the NIU/STB indicates that it does not support fragmented MAC messages at all, and will not understand or
utilizethe Fragment. No_ MAC_Address and Fragment. MAC_Address Included MAC message syntax types.

Security_ Support ed isal-hit field that indicatesthat the NIU/STB is able to support the security extensions
specified in this protocol.

M ni sl ot s_for_Reservati on isal-hitfieldthat indicatesthat the NIU/STB is capable of utilizing minidots.
Reser ved_f or _DAVI C: Reserved for compatibility with DAVIC.
| B_Si gnal i ng isan 1-hit field that indicates that the NIU/STB is capable of utilizing IB signalling.

OCB_Si gnal |'i ng isan 1-bit field that indicates that the NIU/STB is capable of utilizing OOB signalling.

5.5.4.3 <MAC> Ranging and Power Calibration Message (Singlecast Downstream)

The<MAC> RANGING AND POWER CALIBRATION MESSAGE is sent by the INA to the NIU to adjust the power level
or time offset the NIU isusing for upstream transmission. The format of this message is shown in the following table,
Minidots are not used for ranging.

DVB BlueBook A032 Rev. 1 (June 1999)



71 Error! No text of specified style in document.

Table 25: Ranging and Power Calibration Message structure

Ranging_and_Power_Calibration_Message (){ Bits Bytes Bit Number /
Description
Range Power_ Control_Field 1
Reserved 5 7-3:
frequency_adjustment_included 1 3: {no, yes}
Ranging_Slot_Included 1 2: {no, yes}
Time_Adjustment_Included 1 1: {no, yes}
Power_Adjustment_Included 1 0: {no, yes}

if (Range_Power_Control_Field &=
Time_Adjustment_Included ) {

Time Offset Value (16) (2)
}

if (Range_Power_Control_Field &=

Power_Adjustment_Included ) {

Power_Control_Setting (8) (1)
}

if (Range_Power_Control_Field &=
Ranging_Slot_Included) {
Ranging_Slot_Number (16) (2)

}
if (range_frequency_control-field = =

frequency_adjustement_included) {

Frequency_Offset_Value (32) (4)

Range and Power Control Field
Range Power Control Fiel d gpecifieswhich Range and Power Control Parameters are included in the message.
Frequency Adjustment Included

frequency_adjustment_included is a Boolean when set, indicates that a relative upstream frequency offset valueisincluded
that the N1U should useto adjust its upstream I F frequency.

Time Adjustment I ncluded

time_adj ust ment _i ncl uded isaBoolean when sat, indicatesthat arelative Time Offset Valueisincluded that the
NIU should useto adjust its upstream dot transmit position.

Power Adjust Included

power _adj ust i ncl uded isaBoolean when set, indicatesthat a relative Power Control Setting isincluded inthe
message

Ranging Slot Included

Rangi ng_Sl ot _I ncl uded isaBoolean when st, indicates the calibration dot available. When thishit equals 1, theNIU
shall send itsresponse on the dot number givenby Ranging Slot Number. When this bit equals 0, the NIU shall respond on
aranging dot as mentioned in Figure A.1.

Time Offset Value

Time_Ofset Val ue isal6-hit short integer representing a relative offset of the upstream transmission timing. A
negative value indicates an adjustment forward in time (later). A positive value indicates an adjustment back in time (earlier).
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The unit of measureis 100 ns(The NIU will adjust approximately itstime offset to the closest value indicated by the
Time_Offset_Value parameter, which impliesthat no extra clock is needed to adjust to the correct offset).

Power Control Setting

Power Control Setting isan8-bit sgnedinteger to be used to set the new power level of the NIU. (A positive value
represents an increase of the output power level)

New output_power_level = current output_power level + power_control_setting ~ 0,5 dB
Ranging Slot Number

Rangi ng_Sl ot _Nunber isa16-bit unsgned integer that represents the reserved access Slot Number assigned for
Ranging the NIU. It shall be assgned by the INA in the reservation area. The INA shall assure that an unassigned dot
precedes and follows the ranging dot.

Only 13 lowest significant bits shall be considered. 3 MSB are reserved for future used.

Frequency Offset value

Frequency O fset Val ue isa32-hit signedinteger representing the upstream carrier  offset frequency compared the

centre | F frequency. The unit measureisin Hz.

5.544 <MAC> Ranging and Power Calibration Response Message (Upstream Ranging or
reserved)

The<MAC> RANGING AND POWER CALIBRATION RESPONSE Messageis sent by the NIU to the INA in response to
the <MAC> RANGING AND POWER CALIBRATION MESSAGE. Theformat of the message is shown in the following
table.

Table 26: Ranging and Power Calibration Response Message Structure

Ranging_Power_Response_Message (){ Bits Bytes Bit Number /
Description

Power_Control_Setting 8 1

}

Power Control Setting

Power Control _Setting isan8-bit unsggned integer representing the actual power used by the NIU for upstream
transmission. The unit of measureis0,5dB nV.

5.5.45 <MAC> Initialization Complete Message (Singlecast Downstream)

The<MAC> INITIALIZATION COMPLETE Message is sent by the INA to the NIU/STB to indicate theend of the  Sign-
On and Provisioning procedure. The STB/NIU shall re-enter the initialization process after recelving a non-zero
Completion_Status Field value. The <MAC> Transmission Control Message can be used to stop the NI1U from sending

upstream messages.

Table 26a
Initialization_Complete_Message (){ Bits Bytes Bit Number /
Description
Completion_Status_Field 1
Reserved 4 7.4
Invalid_STB/ 1 3: {no, yes}
Timing_Ranging_Error 1 2: {no, yes}
Power_Ranging_Error 1 1: {no, yes}
Other_Error 1 0: {no, yes}
}
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Completion_Status Field

Conpl etion_Status_Fi el d isan8-hit field that indicates errorsin theinitialization phase. It has the following
subfields:

I nval i d_STB/ isaBoolean that (when set to 1) indicates that the STB/NIU isinvalid.

Ti m ng_Rangi ng_Error isaBoolean that (when set to 1) indicates that the ranging has not succeeded.
Power Rangi ng_Err or isaBoolean that (when set to 1)indicates that the power ranging has not succeeded.
O her _Error isaBoolean that (when set to 1) indicates an error with unspecified type.

5.5.4.6 Frequency ranging

It can happen in LMDS systemsthat the NIU upstream frequency doesn't fit into the service channe demodulator frequency
window, asthe upstream frequency uncertainty is specified to be + 200 kHz at the reference point B1, while the detection
window of a burst demodulator isusually lower than 100 kHz.

In that case, the NI1U will perform the normal ranging procedure described in Figure 30. When the NIU doesn't receive a
Ranging and Power calibration message, it will change its upstream frequency with the procedureillustrated in the figure
below: firgt Df, than -DF, than + 2DF, etc. DF being the frequency_ranging_step defined in the default_configuration
_message.

In the example below, the NIU first tries at a frequency outside the demodulator window; at the third attempt, it falls within
the window, and receives a Ranging and Power calibration Message with a frequency_offset parameter to shift the NIU
frequency at the middle of the demodulator window.

Demodulator
center frequency
A
Demodulator
detection window
l -2DF
A A
+DF
3rd 1 2nd UPSTREAM
attempt atempt  attempt FREQUENCY

Figure 31a

555 Connection Establishment
Two cases shall be considered:
1) egtablishment of thefirt (initial) connection;

2) establishment of additional connections.
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5.5.5.1 Establishment of the First (Initial) Connection

After Initialization, Provisioning and Sign On Procedures are complete, the INA shall assign an upstream and downstream
connection to the NIU. This connection can be assigned on any of the upstream channels. The INA shall assign the
connection by sending the <M AC> Connect M essage to the NIU. This message shall contain the upstream connection
parameters and downstream frequency on which the connection isto reside.

The NIU, upon receiving the <M AC> Connect Message shall tune to the required upstream and downstream frequencies
and send the <M AC> Connect Response M essage confirming receipt of the message.  However, if the US and/or the DS
frequency contained in the <MAC> Connect Message is different than the current US and/or DS frequency, the NIU/STB
shall tuneto the new frequency and enter the Sign-On procedure as defined in subclause 5.5.4, the Connection_Established
flag being set and the NIU/STB retry count reset. The NIU/STB shall send the <MAC> Connect Response M essage after the
<MAC:> Initialization Complete Message.

Upon receipt of the <M AC> Connect Response Message, the INA shall confirm the new connection by sending the
<MAC> Connect Confirm M essage.

INA NIU/STB

<MAC>
ConnectMessage

v

<MAC>
Connect Response

S

<MAC> Connect
Confirm

v

Figure 32: Connection Signalling for the Initial Connection

A more detailed description of the connection establishment process, including state diagrams and time outs, isgivenin
Annex A.
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<MAC> Connect Message (Singlecast Downstream)

Table 27: Connect Message Structure

Connect_Message (){ Bits Bytes Bit Number /
Description
Connection_ID 32 4
Session_Number 32 4
Connection_Control_Field_Aux 1
Reserved 6 7..2: shall be O
Encapsulation_Included 1 1: {no, yes}
DS_Multiprotocol_CBD_Included 1 0: {no, yes}
Resource_Number 8 1
Connection_Control_Field 1
DS_ATM_CBD_Included 1 7: {no, yes}
DS_MPEG_CBD_Included 1 6: {no, yes}
US_ATM_CBD_Included 1 5: {no, yes}
Upstream_Channel_Number 3 4.2
Slot_List_Included 1 1: {no, yes}
Cyclic_Assignment 1 0: {no, yes}
Frame_Length 16 2
Maximum_Contention_Access_Message Length 8 1
Maximum_Reservation_Access_Message_Length 8 1
if(Connection_Control_Field &=
DS ATM_CBD Included) {
Downstream ATM CBD() (64) (8)
}
if (Connection_Control_Field &=
DS MPEG CBD Included) {
Downstream MPEG CBD() (48) (6)
}
if (Connection_Control_Field &=
US ATM_CBD Included) {
Upstream ATM_CBD() (64) (8)
}
if (Connection_Control_Field &=
Jot List Included) {
Number Slots Defined (8) (1)
for (i=0;i<Number_Slots Defined; i++{
Slot_Number (16) (2)
}
}
if (MAC_Control_Params == Cyclic_Assignment){ Fixed RateAccess
Fixedrate Start (16) (2)
Fixedrate Dist (16) (2)
Fixedrate End (16) (2)
}
if (Connection_Control_Field_Aux &=
DS Multiprotocol CBD_Included) {
Downstream_Multiprotocol CDB() (48) (6)
}
if (Connection_Control_Field_Aux &= Encapsulation_Included)
{
Encapsulation (8) (1)
}
}
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Connection ID
Connection_I D isa32-bit unsgned integer representing a connection I dentifier for the NIU Dynamic Connection.
Session Number

Session_Number isa 32-bit unsigned integer representing the Session that the connection parameters are associated. This
parameter isnot used by the present document  specification.

Connection Control Field Aux
Reserved isa6-hit fied, for future extensons. Thisfield shall be zero.
Encapsul ati on_I ncl uded isaBoolean that indicates that the type of encapsulation isincluded in the message.

DS Mul tiprotocol CBD I ncluded isaBooleanthat indicatesthat the Downstream Multiprotocol Descriptor is
included in the message.

Resource Number

Resource_Number isa 8-bit unsigned integer providing a unique number to the resource defined in the message. This
parameter isnot used by the present document  specification.

Connection Control Field

DS _ATM CBD_I ncl uded isaBoolean that indicatesthat the Downstream ATM Descriptor isincluded in the message.
DS MPEG CBD I ncl uded isaBoolean that indicatesthat the Downstream MPEG Descriptor isincluded in the message.
US_ATM CBD_I ncl uded isaBoolean that indicatesthat the Upstream ATM Descriptor isincluded in the message.

Upst ream Channel _Nunber isa3-bit unsgned integer which identifiesthelogical channel (denoted by "c") assigned to
the NIU/STB. See subclause 5.3.2.1 for the use of this parameter.

Sl ot _List_Included isaBooleanthat indicatesthat the Slot Ligt isincluded in the message.
Cyclic_Assi gnment isaBoolean that indicates Cyclic Assgnment.

The connection type can be deduced from the presence or the absence of the Connection Control Fieldsrelative to the CBDs.
The following table summarizes the valid combinations:

Table 27a
DS _ATM_CBD DS_MPEG_CBD Connection Type

YES NO 0O0B

NO YES DVB Multiprotocol Encapsulation
over MPEG [3]

YES YES Reserved for

ATM over DVB Data piping

over MPEG [5]

All other combinationswill not be used by the INA. If so, the message shall be ignored by the NIU/STB (no <MAC>Connect
Response Message shall be sent).

Frame Length

Frame_I| engt h - This16-bit unsigned number represents the number of successive dotsin the fixed rate access region
associated with each fixed rate dot assignment. Inthe dot_list method of allocating dotsit represents the number of
successive dots associated with each lement inthe ligt. In the cyclic method of allocating dotsit represents the number of
successive dots associated with the Fixedrate Start dot and those which are multiples of Fixedrate Distance from the
Fixedrate Start_d ot within the Fixed rate access region.
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Maximum Contention Access Message Length

Maxi mum cont enti on_access_nessage_| engt h isan 8-bit number representing the maximum length of a
messagein ATM sized cellsthat may be transmitted using contention access. Any message greater than this should use
reservation access.

Maximum Reservation Access Message Length

Maxi mum r eservati on_access_nessage_| engt h isan 8-bit number representing the maximum length of a
messagein ATM sized cellsthat may be transmitted using a single reservation access. Any message greater than this shall be
transmitted by making multiple reservation requests.

Downstream ATM Connection Block Descriptor

Table 28: Downstream_ATM_CBD substructure

Downstream_ATM_CBD (){ Bits Bytes Bit Number /
Description
Downstream_Frequency 32 4
Downstream_VPI 8 1
Downstream_VCI 16 2
Downstream_Type 8 1
}

Downst r eam Fr equency isa32-bit unsgned integer representing the Frequency where the connection resides. The unit
of measureisin Hz.

Downst r eam VPI isan 8-bit unsigned integer representing the ATM Virtual Path I dentifier that is used for downstream
transmission over the Dynamic Connection.

Downst ream VCl isan 16-bit unsgned integer representing the ATM Virtual Channel Identifier that isused for
downstream transmission over the Dynamic Connection.

DownSt r eam Type isan 8-bit enumerated type indicating the modulation format for the down stream connection. { QPSK
IB, reserved, QPSK 3,088, 3...255 reserved}

Downstream MPEG Connection Block Descriptor

Table 29: Downstream_MPEG_CBD substructure

Downstream_MPEG_CBD (){ Bits Bytes Bit Number /
Description
Downstream_Frequency 32 4
Program_Number 16 2
}

Downst r eam Fr equency isa32-bit unsgned integer representing the Frequency where the connection resides. The unit
of measureisin Hz.

Pr ogram Numnber isa16-bit unsigned integer uniquely referencing the downstream virtual connection assignment (PID
of the MPEG-2 program, not equal to the program number defined by MPEG-2!). Only the 13 least significant bitsare valid,
the three most significant bits are reserved for future use.
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Upstream ATM Connection Block Descriptor

Table 30: Upstream_ATM_CBD substructure

Upstream_ATM_CBD (){ Bits Bytes Bit Number /
Description
Upstream_Frequency 32 4
Upstream_VPI 8 1
Upstream_ VCI 16 2
1
MAC_Flag_Set 5 7.3
Upstream_Rate 3 2.0
}

Upst ream Frequency isa32-bit unsgned integer representing the channel on assigned to the connection. The unit of
measureisin Hz.

Upst ream VPl isan 8-bit unsigned integer representing the ATM Virtual Path Identifier that isused for upstream
transmission over the Dynamic Connection.

Upst ream VCl isan 16-bit unsgned integer representing the ATM Virtual Channel Identifier that is used for upstream
transmission over the Dynamic Connection.

MAC Fl ag_Set isab5-hit field representing thefirst Flag set assgned to thelogical channel. A downstream channel
containsinformation for each of its associated upstream channel. Thisinformation is contained within structures known as
MAC Flag Sets represented by either 24 bits (denoted b0...b23) or by 3 bytes (denoted Rxa, Rxb, Rxc). Thisinformation is
uniquely assigned to a given upstream channel. See  subclauses 5.3.1.3 and 5.3.2.1 for the use of this parameter.

Upst r eam Rat e isan 3-bit enumerated type indicating the upstream transmission bit rate for the upstream connection.
{reserved, reserved, Upstream 3,088 M, Upsteam 6,176 M, 4...7 reserved}

Number of Sots Defined

Nunber Sl ots_Defi ned isan8-bit unsgned integer that represents the number of dot assignments contained in the
message. The unit of measureisdots.

S ot Number

Sl ot _Nunber isal6-bit unsggned integer that representsthe Fixed rate based Slot Number assigned to the NIU. Only 13
lowest significant bits shall be considered. 3 MSB are reserved for future used.

Fixed Rate Sart

Fi xedrat e_Start - This16-bit unsigned number represents the starting dot within the fixed rate accessregion that is
assigned to the NIU. The NIU may usethe next Frame_length dots of the fixed rate access regions. Only 13 lowest
sgnificant bits shall be considered. 3 MSB are reserved for future used.

Fixed Rate Distance

Fi xedrat e_Di st ance - This16-bit unsgned number represents the distance in dots between additional dots assigned to
the NIU. The NIU isassigned all dotsthat are a multiple of Fixedrate Distance from the Fixedrate Start dot which don't
exceed Fixedrate End dot The NIU may usethe next Frame _length dots of the fixed rate access regions from each of these
additional dots.

Fixed Rate End

Fi xedr at e_End - This16-bit unsgned number indicates the last dot that may be used for fixed rate access. The dots
assigned to the NIU, as determined by using the Fixedrate Start dot, the Fixedrate Distance and the Frame_length, cannot
exceed this number. Only 13 lowest significant bits shall be considered. 3 MSB are reserved for future use.
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Downstream Multiprotocol Connection Block Descriptor

Table 31: Downstream_Multiprotocol CBD substructure

Downstream_Multiprotocol_CBD (){ Bits Bytes Bit Number /
Description

MAC_Address 48 6

}

MAC_Addr ess isa48-bit MAC address, identifying an additional MAC address (used for example for multicagt) to filter
on inthe DVB Multiprotocol Encapsulation header, according to EN 301 192 [3]. By default the NIU filterson itsown MAC
address and the Broadcast MAC address FF.FF:FF.FF.FF:FF.

Encapsul at i on isan 8-bit field that indicates the type of encapsulation provided: { Direct_| P, Ethernet. MAC_Bridging,
PPP, reserved 3...7}

<MAC> Connect Response (Upstream Contention or Reserved)

The<MAC> CONNECT RESPONSE MESSAGE is sent to the INA from the NIU in response to the <MAC> CONNECT
MESSAGE. The message shall be transmitted on the upstream frequency specified in the <MAC> CONNECT MESSAGE. If
the Upstream frequency is different than the current upstream frequency, then the procedure describedin - subclause 5.5.4
shall be used before the <M AC> Connect Response Message is sent. If the Connect Confirm message does not arrive within
the specified time interval, the N1U shall re-send the Connect Response message.

Table 32: Connect response message structure

Connect_Response (){ Bits Bytes Bit Number /
Description

Connection_ID 32 4

Connection ID

Connection_I D isa32-bit unsgned integer representing a global connection Identifier for the NIU Dynamic
Connection.

<MAC> Connect Confirm (Singlecast Downstream)

The <MAC> Connect Confirm message is sent from the INA to the NIU.

Table 33: Connect Confirm message structure

Connect_Confirm (){ Bits Bytes Bit Number /
Description

Connection_ID 32 4

Connection ID

Connection_I D isa32-bit unsgned integer representing a global connection Identifier for the NIU Dynamic
Connection.

5.5.5.2  Establishment of Additional Connections

The INA can assign additional connectionsby usingthe <MAC> Connect Message described previoudy. The NIU can
request such connectionsusing the <M AC> Resour ce Request M essage . Besides from that, the message sequenceisthe
same asfor theinitial connection, with the following restrictions:
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The US frequency shall be the same for all connections, and the OOB and IB frequencies shall be the same for all OOB
and IB connections respectively.

If a<MAC>Connect M essage isreceived with new values of US and/or DS frequency, the NIU/STB will ignore the
message.

If needed, the INA will use one of the resource management procedure to modify the US or DS frequency (see  subclauses
TDMA Allocation Management and Link Management) before sending the additional <M AC>Connect M essage.

INA NIU/STB

Resource Request

<MAC>
ConnectMessage

v

<MAC>
Connect Response

'y

<MAC> Connect
Confirm

v

Figure 33: Connection signalling for additional connections

A more detailed description of the connection establishment process, including state diagrams and time outs, isgivenin
Annex A.

<MAC> Resource Request Message (Upstream)

The NIU may request a new connection, may request to change the parameters of an existing connection and may request to
release an exigting connection by sending a <MAC> Resource Request Message to the INA. The INA can answer to that
request by sending a<MAC> Connect Message, a <MAC> Reservation_|D Assignment Message/ <MAC> Reprovision
Message or a<MAC> Release Message, respectively, to the NIU or by sending a <MAC> Resource Request Denied Message
to the NIU.

Table 34: Resource Request Message Structure

Resource_Request_Message ()} Bits Bytes Bit Number /
Description
Resource_Request_ID 8 1
Connection |ID 32 4
Field 1
Reserved 7..3: shall be zero

5

Release_Requested 1 2: {no, yes}

Reservation_ID_Requested 1 1: {no, yes}
1

Cyclic_Assignment_Needed 0: {no, yes}
Requested_Bandwidth 24 3 The unitis
slots/1 200 ms
Maximum_Distance_Between_Slots 16 2 The unit is slots

Encapsulation 8 1

Resour ce_Request | Disan 8-bit unsigned integer which identifies the resource request. The value of the
Resource Request ID isincremented by one for every new resource request of the NIU.

Connection_ID isa 32-bit field which identifies the connection for which changes are requested. If the value of
Connection_ID iszero, a new connection is requested.
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Reser ved: Resarved for future use. Shall be zero.

Release Requested: If set to one, the release of the connection is requested. In this case, all following parameters of the
message shall beignored by the INA.

Reservati on_|I D Request ed: If settoone aReservation |ID isrequested for the connection.

Cyclic_Assignment Needed: If settoone cyclic assgnment isrequested for fixed rate access for the connection. If
Requested Bandwidth is zero, thisfield isignored by the INA.

Requested Bandwidth: Gives the requested bandwidth for fixed rate access for the connection in dot5300 ms.

Maxi mum Di st ance_Bet ween_Sl ot s: Givesthe requested maximum distance between assigned fixed rate dots. If
Reguested Bandwidth is zero, thisfield isignored by the INA.

Encapsul at i on isan 8-bit field that indicates the type of encapsulation requested: { Direct_IP, Ethernet. MAC_Bridging,
PPP, reserved 3...7}

<MAC> Resource Request Denied Message (Singlecast Downstream)

The INA may respond to a resource request of the NIU with a<MAC> Resource Request Denied Message:

Table 35: Resource Request Denied Message Structure

Resource_Request_Denied_Message ()} Bits Bytes Bit Number /
Description

Resource_Request_ID 8 1

Resour ce_Request | Disan 8-bit unsigned integer which identifies the resource request which is denied.

5.5.6 Connection Release

Thissubclause definesthe MAC signalling requir ementsfor connection release.  Figure 34 below displaysthe signalling flow
for releasing a connection. The NIU can request the release of a connection usingthe  <MAC> Resour ce Request M essage.

1) TheNIU may request therelease of a connection using the <M AC> Resour ce Request M essage, or the INA itself
can initiate the release process.

2) Upon receiving the <M AC> Release M essage from the INA, the NIU shall tear down the upstream connection
established for the gpecified Connection_ID.

3) Upon teardown of the upstream connection, the NIU shall sendthe <M AC> Release Response M essage on the
upstream channel previoudy assigned for that connection. If the Connection_ID isunknown by the NIU, it shall send
zero in the response message. I the Number_of_Connectionsin the Connection Release Messageis zero, then the NIU
shall release all open connections.

INA NIU/STB

<MAC> Resource
Request

<MAC> Release
Message

<MAC> Release
Response

Figure 34: Connection release signalling

A more detailed description of the connection rel ease process, including state diagrams and time outs, isgiven in Annex A.
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<MAC> Release M essage (Singlecast Downstream)

The <MAC> Release M essage is sent from the INA to the NIU to terminate a previoudy established connection.

Table 36: Release Message Structure

Release_Message (){ Bits Bytes Bit Number /
Description
Number_of_Connections 8 1
for(i=0;i<Number_of_Connections;i++){
Connection_ID (32) 4)
}
}

Connection ID

Connecti on_| D isa32-bit unsigned integer representing a global connection Identifier for the NIU Dynamic
Connection.

<MAC> Release Response (Upstream contention or reserved)

The<MAC> RELEASE RESPONSE MESSAGE is sent by the NIU to the INA to acknowledge the release of a connection.
The format of the message is shown in the following table.

Table 37: Release Response Message structure

Release_Response_Message (){ Bits Bytes Bit Number /
Description

Connection_ID 32 4

Connection ID

Connecti on_I D isa32-bit unsigned integer representing the global connection Identifier used by the NIU for this
connection.

5.5.7 Fixed Rate Access

Fixed rate accessis provided by the INA using the <MAC> Connect Message. The INA isalso allowed to assgn dotsin
fixed rate access to a connection in response to a <MAC> Reservation Request Message.

5.5.8 Contention Based Access

The NIU shall use contention based dots specified by the dot boundary definition fields (Rx) to transmit contention based
messages (see subclause 5.3). The format of contention based MAC messagesis described by the MAC message format (see
subclause 5.5.2.3).
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5.5.9 Reservation Access

Thissubclause definesthe MAC signalling requirements for reservation access.  Figure 35 below displaysthe signalling flow
for reserving an access.

INA NIU/STB

Resource Request

<MAC> Reservation_ID
Assignment Message

v

<MAC> Reservation_ID
Response Message

'y

<MAC> Reservation
Request Message

'y

<MAC> Reservation
Grant Message

v

Figure 35: Reservation access signhalling

1) TheNIU can reguest a Reservation_ID using the <MAC> Resource Request Message.

2) TheNIU shall wait fora <MAC> Reservation | D Assi gnnent Message fromthelNA beforeit can request
reservation access.

3) At any time when needed after receiving the reservation ID, the NI1U can request a certain number of dotsto the INA
usngthe <MAC> Reservation Request Message.

4) TheINA shall respondt o that message usingthe <MAC> Reservati on Grant Message.

5) If theNIU hasnot receivedthe <MAC> Reservati on G ant Message beforethe
Grant _Protocol _Ti neout ,itshall send a <MAC> Reservation Status Request tothelNA. This
leads back to 3.

A more detailed description of the reservation process, including state diagrams and time outs, isgiven in Annex A.
<MAC> Reservation ID Assignment M essage (Singlecast Downstr eam)

The<MAC> Reservation ID Assignment Message isused to assign the NIU a Reservation_ID. The NIU identifiesitsentry in
the Reservation_grant_message by comparing the Reservation ID assigned to it by the Reservation ID_assignment_message
and the entriesin the Reservation_Grant_message.

Theformat of the message is given in the following table.

Table 38: Reservation ID assignment message structure

Reservation_ID_Assignment_Message (){ Bits Bytes Bit Number /
Description
Connection_ID 32 4
Reservation_ID 16 2
Grant_protocol_timeout 16 2
}
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Connection ID
Connecti on_I D isa32-bit unsgned integer representing a global connection identifier for the NIU Dynamic Connection.
Reservation_ID

Reservati on_| Disa16-bit unsgned number representing an identifier for the connection. Thisisused as a short
identifier by the NIU to identify the appropriate Reservation_Grant_ Messages.

Grant_protocol _timeout

G ant _protocol _timeout isal6-bitunsgned number representing the timein milliseconds that the NIU should wait
before verifying the status of pending grants. This parameter specifiesthe time that the NIU should wait after receiving the
last <MAC> Reservation_grant_message, with an entry addressed to the NIU, before initiating a reservation status request. If
the NIU has pending grants and the timeout occurs, it should send the Reservation_status request messageto the INA. The
INA will respond with the Reservation _grant_message (probably without granting any dots) to inform the NIU of any
remaining dotsleft to be granted. Thisallowsthe NIU to correct any problems should they exist such asissuing an additional
request for dots or waiting patiently for additional grants.

<MAC> Reservation I D Response M essage (Upstream contention or reserved)

The<MAC> Reservation ID Response Message is used to acknowledge the receipt of the <MAC>
Reservation_|D_Assgnment message.

The format of the message is given below.

Table 38a
Reservation_ID_Response_Message (){ Bits Bytes Bit Number /
Description
Connection_ID 32 4
Reservation_ID 16 2
}

Connection ID

Connecti on_| D isa32-bit unsgned integer representing a global connection identifier for the NIU/STB Dynamic
Connection.

Reservation_ID

Reservati on_I| Disa16-bit unsgned number representing an identifier for the connection. Thisisused as a short
identifier by the NIU/STB to identify the appropriate Reservation Grant. M essages.

<MAC> Reservation Request M essage (Upstream contention or reserved)

Table 39: Reservation Request Message structure

Reservation_Request_message ()} Bits Bytes Bit Number /
Description
Reservation_ID 16 2
Reservation_request_slot_count 8 1
}

Thismessage is sent from the NIU to the INA.
Reservation_ID

Reservati on_I| Disa16-bit unsgned number representing an identifier for the connection. Thisisused as a short
identifier by the NIU to identify the appropriate Reservation_Grant_Messages.
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Reservation Request Sot Count

Reservation_request_dot_count isan 8-hit unsigned number representing the number of dots requested by the NIU. Thisis
the number of sequential dotsthat will be allocated in the reservation region of the upstream channel. The INA will respond
with the Reservation_Grant message granting the request.

<MAC> Reservation Grant M essage (Broadcast Downstream)

The<MAC> RESERVATION GRANT MESSAGE isused to indicate to the NIU which dots have been allocated in
response to the Reservation Request message. The NIU identifiesits entry in the Reservation_grant_message by comparing
the Reservation_|D assigned to it by the Reservation ID_assignment._message and the entriesin the
Reservation_Grant_message.

The format of the message is given in the following table.

Table 40: Reservation Grant Message structure

Reservation_grant_message (){ Bits Bytes Bit Number /
Description
Reference_slot 16 2
Number_grants 8 1
for (1=0; I<Number_grants; I++){
Reservation_ID (16) (2)
(2
Grant_Slot_count 4) 15..12
Remaining_slot_count (5) 11..7
Grant_slot_offset (7) 6..0
}
Number_of_US_Channels 8 1
for(1=0; I<Number_of US_Channels;l++) {

Minislot_Control_Field 1)
Upstream_Channel_Number 33) 7.5
MS_Feedback_Included Q) 4: {no, yes}
MS_Allocation_Included Q) 3: {no, yes}
Reserved (3) 2.0

if (MS_Feedback_Included || MS_Allocation_Included) {

MS Reference Field (16) (2)
}
if (MS_Feedback_Included) {
Number_of Feedbacks (8) (1)
for(I=0;I<Number_of Feedbacks; I++) {
Feedback Offset (8) (1)
Feedback Collision_Number 1 (8) (1)
Feedback Collision_Number 2 (8) (1)
Feedback Collision_Number 3 (8) (1)
}

}

if (MS_Allocation_Included) {

Entry_Field (2
Stack_Entry 1) 15
Reserved 3) 14.12
Entry_Spreading (12) 11..0

Number_of Allocations (8) (1)

for(1=0;I<Number_of_Allocations; I++) {
Allocation_Offset (8) (1)
Allocation_Collision_Number (8) (1)

}

}
}
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Reference_dlot

Ref er ence_sl ot isan 16-bit unsigned number indicating the reference point for the remaining parameters of this
message. Thisrepresentsa physical dot of the upstream channel. Since the upstream and downstream dots are not aligned,
the INA shall send this message in a downstream dot such that it is received by the NIU before the Reference_dot existson
the upstream channdl. Only 13 lowest sgnificant bits shall be considered. 3 MSB are reserved for future used.

Number_grants

Nunber _gr ant s isan 8-bit unsigned number representing the number of grants contained within this message. Thiscan
either correspond to grantsfor different NIUs, or to different connection IDs for the same NIU.

Reservation_ID

Reservati on_I| Disa16-bit unsgned number representing an identifier for the connection. Thisisused as a short
identifier by the NIU to identify the appropriate Reservation_Grant_ Messages.

Grant_dlot_count

Grant _sl ot _count isa4-bit unsgned number representing the number of sequential dots currently granted for the
upstream burst. A value of zero indicates that no dots are being granted. Thiswould typically bethe casein aresponseto a
Reservation_status request message.

Upon receipt of this message the NIU isassigned Grant_dot_count sequential dotsin the region of the upstream channel
garting at the position indicated by the Reference_dot and Grant_dot_offset values (jumps are needed in the case where the
number of dots granted exceeds the length of thisregion).

Remaining_slot_count

Remai ni ng_sl ot _count isa5-bit unsgned number representing the remaining dotsto be granted by the INA with
subsequent grant messages. A value of Ox1f indicatesthat 31 or more dotswill be made available in the future. A value of
0x0 indicates that no additional dotswill be granted in the future and that the dots granted in this message represent the only
remaining dots available for the connection. The NIU should monitor this count to determine if sufficient dotsremain to
satisfy current needs. Should additional dots be required because of lost grant messages or additional demand, additional
dots should be requested using the Reservation_request_message. Additional Reservation request_messages shall be sent
only when the Remaining_dot_count islessthan 15. To minimize contention on the upstream channel, the
Reservation_request_message may be sent in one of the dots granted by the Reservation_grant_message. The remaining dot
count is calculated for each grant in a Reservation Grant message.

Grant_dlot_offset

G ant _sl ot _of f set isa7-bit unsgned number representing the starting dot to be used for the upstream burgt. This
number is added to the Reference dot to determine the actual physical dot.

Number_of US Channels

Nunber _of Channel s isa8-hit unsggned integer representing the number of Upstream channelsin this message.
Minidot_Control_Field

Upst ream Channel _Nunber isa3-hit unsigned integer representing the upstream channel concerned by thisiteration.
M5 _Feedback_I ncl uded isaBoolean that indicates that Minidot Feedback Section isincluded in the message.

M5 _Al | ocati on_I ncl uded isaBoolean that indicatesthat Minidot Allocation Section isincluded in the message.
Minidot_Reference Field

M ni sl ot _Ref erence_Fi el d isa16-hit field of which the 13 L SBsrepresent the reference ATM dot number.
Number_of Feedbacks

Nunber of Feedbacks isa8-bit unsgned integer representing the number of three minid ot feedback groupsin this
message.
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Feedback Offset

Feedback O f set isa8-bit unsgned integer representing the offset of the group of three minidotsin ATM dots. This
number is added to the Minidot_Reference Field to determine the actual physical dot.

Feedback_Collision_Number_1

Feedback _Col I'i si on_Nunber 1 isa8-hit unsigned integer representing the first minidot collison identificationin
the group of three minidots. The values OxFF and OXFE represent for idle and successful transmission, respectively. Other
values are called Collison_Number and are used to resolve contentions (see Allocation_Collison_Number field).

Feedback_Collision_Number_2

Feedback_Col i si on_Nunber 2 isa8-hit unsigned integer representing the second minidot collison identificationin
the group of three minidots. The values OxFF and OXFE represent for idle and successful transmission, respectively. Other
values are called Collison_Number and are used to resolve contentions (see Allocation_Collison_Number field).

Feedback Collision_Number_3

Feedback_Col I'i si on_Nunber 3 isa8-hit unsgned integer representing the third minidot collision identification in
the group of three minidots. The values OxFF and OXFE represent for idle and successful transmission, respectively. Other
values are called Collison_Number and are used to resolve contentions (see Allocation_Collison_Number field).

Entry_Field

St ack_Ent ry isaBoolean parameter. When it is set to 0, collision resolution is according to the tree algorithm (see
subclause 5.6.3) and NIUswith new requests have to wait for mini-dotswith the Allocation_Collison_Number equal to 0 to
enter the request contention process. When Stack Entry is set to one, NIUswith new requests can enter the request
contention processin any minidot (independent of the value of Allocation_Collision_Number). After entering in thisway to
the contention process, the collision resolution isidentical to the tree mode. So, the difference between Stack Entry set to O or
1listhat inthelatter case NIUs don't have to wait for minidotswith Allocation Collison Number equal to O before they can
gart sending a new request in contention mode.

Ent ry_Spr eadi ng isa 14-bit unsgned integer that is used to control the number of NIUsthat enter the request contention
processin minidotswith the corresponding Allocation Collision_ Number equal to 0. The NIU generates a random number
between 0 and Entry_Spreading (the random number generator in the NIU shall have a uniform distribution). If this number
falls within the window from 0 to the number of dotswith Allocation_Collison_Number equal to 0, then the NIU contends
for accessin the corresponding minidot, otherwise it will not transmit a request but wait for the next set of minidotswith
Allocation_Collison_Number equal to 0 and follow the same procedure again.

Number_of_Allocations

Nunber of Al | ocati ons isa8-hit unsgned integer representing the number of contention resolution allocationsin this
message.

Allocation_Offset

Al l ocati on_Of f set isa8-bit unsgned integer representing the offset of the group of three minidotsin ATM dotsto be
added to the Minidot_Reference Field to determine the physical dot number of the group of three minidots.

Allocation_Collision_Number

Al l ocation_Col l'i si on_Nunber isa8-bit unsgned integer associated with the group of three minidots. Only N1Us
having their Collison_Number equal to Allocation_Collison_Number are allowed to transmit in these minidots.

<MAC> Reservation Status Request (Upstream contention or reserved)

The<MAC> RESERVATION STATUS REQUEST Message is used to determine the status of the outstanding grants to be
assigned by the INA. This message is only sent after the Grant protocol time-out is exceeded. The INA will respond with the
Reservation_grant_message (possibly without granting any dots) to inform the NI1U of any remaining dots|eft to be granted.
Thisallowsthe NIU to correct any problems should they exist such asissuing an additional request for dots or waiting
patiently for additional grants.
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Theformat of the messageis given in the following table.

Table 41: Reservation status request message structure

Reservation_Status_Request_Message (){ Bits Bytes Bit Number /
Description
Reservation_ID 16 2
Remaining_request_slot_count 8 1
}

Reservation_ID

Reservati on_I| Disa16-bit unsgned number representing an identifier for the connection. Thisisused as a short
identifier by the NIU to identify the appropriate Reservation_Grant_ Messages.

Remaining_request_slot_count
Remai ni ng_r equest _sl ot _count isan 8-bit unsgned number representing the number of dotsthat theNIU is

expecting to be granted.

5.5.10 MAC Link Management

The MAC Link Management tasks provide continuous monitoring and optimization of upstream resources. These functions
include;

- Power and Timing Management;
- Fixed rate Allocation Management;

- Channd Error Management.

5.5.10.1 Power and Timing Management

Power and Timing Management shall provide continuous monitoring of upstream transmisson fromthe NIU. The  <MAC>
Ranging and Power Calibration Message isused to maintain a NI1U within predefined thresholds of power and time.

The Upstream Burst Demodulator shall continuoudy monitor the upstream burst transmissions from an NIU. Upon detection
of an NIU outside the predefined range, the INA shall sendthe <M AC> Ranging and Power Calibration Message to the
NIU.

The NIU/STB upstream power accuracy shall be better than or equal to  + 1,5 dB. The NIU/STB power resolution shall be
0,5 dB nominally.

A detailed description of the re-calibration process, including state diagrams and time outs, isgiven in Annex A.

5.5.10.2 TDMA Allocation Management

To ensure optimum assignment of TDMA resources, the INA shall ensure the upstream allocation of TDMA resources for
various connections remain intact when allocating resources to a new connection. However, in the event that reconfiguration
is required to minimize fragmentation of resources, then the INA shall dynamically reconfigure  the upstream TDMA
assgnmentsto a NIU or group of NIUs. The <MAC> Reprovision Message is utilized to change previoudy established
connection parameters.

The NIU can request the change of some parameters of existing connections by use of the <M AC> Resour ce Request
M essage, in which casethe <M AC> Reprovision Message can be used by the INA to confirm the requested changes.

A detailed description of the reprovisioning process, including state diagrams and time outs, isgiven in Annex A.

<MAC> Reprovision Message (Singlecast Downstream)
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The<MAC> REPROVISION MESSAGE issent by the INA to the NIU to reassign upstream resources (maintaining the
originally requested QoS parameters at the establishment of the connection.) This message isintended for Fixed rate based
channel maintenance by the INA to redistribute or reassign resources allocated to a NIU.

Table 42: Reprovision Message structure

Reprovision_Message (){ Bits Bytes Bit Number /
Description
Reprovision_Control_Field 1
Reserved 1 7
Delete_Reservation_IDs 1 6: {no,yes}
New_Downstream_|B_Frequency 1 5: {no,yes}
New_Downstream_OOB_Frequency 1 4: {no,yes}
New_Upstream_Frequency_Included 1 3: {no,yes}
New_Frame_Length_Included 1 2: {no,yes}
New_Cyclical_Assignment_Included 1 1: {no,yes}
New_Slot_List_Included 1 0: {no,yes}
if (Reprovision_Control_Field &=
New Downstream IB_Frequency) {
New_ Downstream IB_Frequency (32) (4)
}
if (Reprovision_Control_Field &=
New_Downstream_OOB_Frequency) {
New_Downstream_OOB_Frequency (32) (4)
DownStream_Type (8) (1)
}
if (Reprovision_Control_Field &=
New_ Frequency Included) {
New_ Upstream_Frequency (32) (4)
New Upstream Parameters 2)
New_Upstream_Channel Number 3) 15..13
Reserved (2) 12..11
Upstream_Rate 3) 10..8: enum
MAC_Flag_Set 5) 7.3
Reserved 3) 2.0
}
if (Reprovision_Control_Field &=
New_Frame_Length_Included){
New Frame Length (16) (2) 9-0: Unsigned
}
if (Reprovision_Control_Field &=
New_Slot_List_Included ||
New_Cyclical_Assignment_Included ||
Delete_Reservation IDs}{
Number_of Connections (8) (1)
for(i=0;i<Number_of Connections;i++){
Connection_ID (32) (1)
if(Reprovision_Control_Field &= Fixed Rate Access
new_slot_list_included){
Number_Slots_ Defined (8) (1)
for(i=0;i<Number_Slots_Assigned;i++){
Slot_Number (16) (2)
}
}
if (Reprovision_Control_Field &= Fixed Rate Access
new_cyclic_Assignment_included){
Fixedrate Start (16) (2)
Fixedrate Dist (16) (2)
Fixedrate End (16) (2)
}
}
}
}
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Reprovision Control Field

Reprovi si on_Control _Fi el d specifieswhat modifications to upstream resources areincluded. It consists of the
following subfields:

Del et e_Reservati on_I| Ds isaBoolean that indicatesthat the NIU/STB shall delete all Reservation_IDsthat have been
assigned to the Connection_I Ds contained in this message.

New Downst ream | B_Frequency isaBoolean that indicatesthat a new downstream IB frequency is specified in the
message

New_Downst r eam OOB_Frequency isaBoolean that indicatesthat a new downstream OOB frequency is specified in
the message

New_Upstream Frequency_ | ncl uded isaBoolean that indicatesthat a new upstream frequency is specified in the
message.

New Frame_Lengt h_I ncl uded isaBoolean that indicatesthat a new upstream frameis specified in the message. In
the Reprovison Message the Frame_L ength isa global value which appliesto all connection ID referred in this message.

New Cyclical _Assignnment I ncl uded isaBoolean that indicatesthat a new cyclical assgnment is specified in the
message.

New Sl ot List _Included isaBooleanthatindicatesthat anew dot ligt is specified in the message.
New Downstream | B Frequency

New Downst ream | B_Frequency isa32-bit unsgned integer representing the reassigned downstream IB carrier
centre frequency. The unit of measureisHz.

New Downstream OOB Frequency

New_Downst r eam OOB_Frequency isa32-bit unsgned integer representing the reassigned downstream OOB carrier
centre frequency. The unit of measureisHz.

DownStream Type

DownSt r eam Type isan 8-bit enumerated type indicating the modulation format for the down stream connection.
{reserved, reserved, QPSK 3,088, 3...255 reserved}

New Upstream Frequency

New_Upstream Frequency isa32-bit unsgned integer representing the reassigned upstream carrier centre frequency.
The unit of measureisHz.

New Upstream Par aneters

New_Upst ream Channel _Nunber isa3-bit unsgned integer which identifiesthe new logical channel (denoted by "c")
assgned to the NIU/STB. See subclause 5.3.2.1 for the use of this parameter.

Upst r eam Rat e isan 3-bit enumerated type indicating the upstream transmission bit rate for the upstream connection.
{reserved, reserved, Upstream 3,088 M, Upstream 6,176 M, 4...7 reserved}

MAC Fl ag_Set isan 5-bit field representing the first MAC Flag set assigned to the new logical channel. A downstream
channel contains information for each of its associated upstream channel. Thisinformation is contained within structures
known as MAC Flag Sets represented by either 24 bits (denoted b0...b23) or by 3 bytes (denoted Rxa, Rxb, Rxc). This
information is uniquely assigned to a given upstream channd. See  subclauses 5.3.1.3 and 5.3.2.1 for the use of this
parameter.

New Frame Length
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New_Frame_Lengt h isal16-bit unsigned integer representing the size of the reassigned upstream Fixed rate based frame.
Theunit of measureisin dots.

Number of Sots Defined

Nunber Sl ots_Defi ned isan8-bit unsgned integer that represents the number of dot assignments contained in the
message. The unit of measureisdots.

S ot Number

Sl ot _Nunber isal6-bit unsgned integer that representsthe Fixed rate based Slot Number assigned to the Network
Interface Unit. Only 13 lowest significant bits shall be considered. 3 MSB are reserved for future used.

Fixed rate Sart

Fi xedrat e_Start - This16-bit unsigned number represents the starting dot within the fixed rate accessregion that is
assigned to the NIU. The NIU may usethe next Frame_length dots of the fixed rate access regions. Only 13 lowest
significant bits shall be considered. 3 MSB are reserved for future used.

Fixed rate Distance

Fi xedrat e_Di st ance - This16-bit unsgned number represents the distance in dots between additional dots assigned to
the NIU. The NIU isassigned all dotsthat are a multiple of Fixedrate Distance from the Fixedrate Start dot which don't
exceed Fixedrate End dot. The NIU may use the next Frame_length dots of the fixed rate access regions from each of these
additional dots.

Fixed rate End

Fi xedr at e_End - This16-bit unsgned number indicates the last dot that may be used for fixed rate access. The dots
assigned to the NIU, as determined by using the Fixedrate Start dot, the Fixedrate Distance and the Frame_length, cannot
exceed this number. Only 13 lowest significant bits shall be considered. 3 MSB are reserved for future use.

5.5.10.3 Channel Error Management

During periods of connection inactivity (no upstream <MAC> transmisson by an NIU), the NIU shall enter an Idle Mode.
Idle mode is characterized by periodic transmission by theNIU of a <M AC> Idle M essage. The ldle Mode transmission
shall occur at a periodic rate sufficient for the INA to establish Packet Error Rate statistics.  The ldle Message shall be sent
only when the NIU/STB has at least one connection, after the <MAC> Connect Confirm Message is received.

A detailed description of idle message transmission, including state diagrams and time outs, isgiven in Annex A.
<MAC> Idle M essage (Upstream contention or reserved)

The <MAC> Idle Message is sent by the NIU within the STB to the INA at predefined intervals (between 1 and 10 minutes)
when the NIU isinidle mode.

Table 43: Idle Message structure

Idle_Message (){ Bits Bytes Bit Number /
Description
Idle_Sequence_Count 8 1
Power_Control_Setting 8 1
}

Idle Sequence Count

I dl e_Sequence_Count isa8-hit unsgned integer representing the count (modulo 256) of <MAC> IDLE MESSAGES
transmitted whilethe NIU isldle. It countsthe number of transmitted |dle Messages since the last sign-on, thusit sarts
counting at 0.
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Power Control Setting

Power Control Setting isan8-bit unsgned integer representing the actual power used by the NIU/STB for upstream
transmission. The unit of measureis0,5dB nV.

5.5.10.4 Link Management Messages
<MAC> Transmission Control Message (Singlecast or Broadcast Downstream)

The<MAC> TRANSMISSION CONTROL MESSAGE issent to the NIU from the INA to control several aspects of the
upstream transmission. Thisincludes stopping upstream transmission, re-enabling transmission from a NIU or group of
NIU'sand rapidly changing the upstream frequency being used by a NIU or group of NIU's. To identify a group of NIU's for
switching frequencies, the <MAC> TRANSMISSION CONTROL MESSAGE is sent in broadcast mode with the

A d_Downst ream Fr equency included in the message. When broadcagt withthe QO d_Downst r eam Fr equency,
the NIU shall compareits current frequency valueto O d_Downst r eam Frequency. When equal, the NIU shall switch
to the new frequency specified in the message. When unequal, the NIU shall ignore the new frequency and remain on its

current channdl.

A detailed description of the transmission control process, including state diagrams and time outs, isgiven in Annex A.
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Table 44: Transmission Control Message structure

Transmission_Control_Message (){

Bits

Bytes

Bit Number /
Description

Transmission_Control_Field
Reserved
Change_Timeouts
Switch_Downstream_IB_Frequency
Stop_Upstream_Transmission
Start_Upstream_Transmission
Old_Frequency_Included
Switch_Downstream_OOB_Frequency
Switch_Upstream_Frequency

RPRRRPRRRERRR

1

7
6: {no, yes}
5: {no, yes}
4: {no, yes}
3: {no, yes}
2: {no, yes}
1: {no, yes}
0: {no, yes}

if (Transmission_Control_Field &=
Switch_Upstream_Frequency &&
Old_Frequency_Included){

Old_Upstream_Frequency

(32)

4

}

if (Transmission_Control_Field &=
Switch_Upstream_Frequency){

New_ Upstream_Frequency

(32)

4

New_Upstream_Channel_Number
Reserved
Upstream_Rate

(3
(2
3

@

NN
o w W

MAC_Flag_Set
Reserved

®)
3

@

NN
ow

}

if (Transmission_Control_Field &=
Switch_Downstream_OOB_Frequency &&
Old_Frequency_Included){

Old_Downstream__ OOB_Frequency

(32)

4

}

if (Transmission_Control_Field &=
Switch_Downstream_OOB_Frequency){

New_Downstream_OOB_Frequency
Downstream_Type

(32)
®

4
@

}

if (Transmission_Control_Field &=
Switch_Downstream_IB_Frequency &&
Old_Frequency_Included){

Old_Downstream__ IB_Frequency

(32)

4

}

if (Transmission_Control_Field &=
Switch_Downstream_IB_Frequency){

New_ Downstream IB_Frequency

(32)

4

}

if (Transmission_Control_Field &=
Change_Timeouts){

Nurber _of _Ti meout s

(8

(€]

for (1=0; |<Nunber_of_Tinmeouts;|++) {

Field
Code
Val ue

4
“)

@
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Transmission Control Field
Transm ssion_Control Field specifiesthe control being asserted on the upstream channel:
Change_Ti nmeout s isaBoolean when set indicatesthat timeout codes and values are included in the message.

Swi t ch_Downstream | B Frequency isaBoolean when set indicatesthat a new downstream IB frequency is
included in the message.

St op_Upst ream Tr ansmi ssi on isaBoolean when set indicates that the NI1U should halt its upstream transmission.
The NIU shall respond to the ranging and power calibration message regardl ess of the setting of the
start _upstreamtransmi ssion bit.

Start_Upstream Transm ssi on isaBoolean when set indicates that the Network Interface Unit should resume
transmission on its upstream channel.

Old_Frequency_Included is a Boolean when st indicates that the Old Frequency value isincluded in the message and should
be used to determine if a switch in frequency is necessary

Swi t ch_Downst ream OOB_Fr equency isaBoolean when set indicatesthat a new downstream OOB frequency is
included in the message.

Swi t ch_Upstream Frequency isaBoolean when set indicatesthat a new upstream frequency isincluded in the
message. Typically, the swi t ch_upst ream f requency andthe st op_upstream transni ssi on areset
simultaneoudy to allow the NIU to stop transmission and change channel. Thiswould be followed by the <MAC>
TRANSMISSION CONTROL MESSAGE withthe st art _upstream transm ssi on bit st.

Old Upstream Frequency

A d_Upstream Frequency isa32-bit unsgned integer representing the frequency that should be used by the NIU to
compare with its current frequency to determine if a changein channel isrequired.

New Upstream Frequency

New_Upstream Frequency isa32-bit unsgned integer representing the reassigned upstream carrier centre frequency.
The unit of measureisHz.

New_Upst ream Channel _Nunber isa3-bit unsgned integer which identifiesthe new logical channel (denoted by "c")
assgned to the NIU/STB. See subclause 5.3.2.1 for the use of this parameter.

Upst r eam Rat e isan 3-bit enumerated byte indicating the upstream transmission bit rate for the upstream connection.
{reserved, reserved, Upstream_3,088 M, 3...7 reserved}

MAC Fl ag_Set isab5-hit field representing the firs MAC Flag set assigned to thelogical channel. A downstream channel
containsinformation for each of its associated upstream channel. Thisinformation is contained within structures known as
MAC Flag Sets represented by either 24 bits (denoted b0...b23) or by 3 bytes (denoted Rxa, Rxb, Rxc). Thisinformation is
uniquely assigned to a given upstream channel. See  subclauses 5.3.1.3 and 5.3.2.1 for the use of this parameter.

Old Downstream OOB Freguency

A d_Downstream OOB_Fr equency isa32-bit unsgned integer representing the frequency that should be used by the
NIU to compare with its current frequency to determineif a changein channel isrequired.

New Downstream OOB Frequency

New_Downst r eam OOB_Frequency isa32-bit unsgned integer representing the reassigned downstream OOB carrier
centre frequency. The unit of measureisHz.

DownSt r eam Type isan 8-bit enumerated type indicating the modulation format for the down stream connection.
{reserved, reserved, QPSK 3,088, 3...255 reserved}

Old Downstream |B Frequency
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A d_Downstream | B Frequency isa32-bit unsggned integer representing the frequency that should be used by the
NIU to compare with its current frequency to determine if a changein channel isrequired.

New Downstream |B Frequency

New Downst ream | B_Frequency isa32-bit unsgned integer representing the reassigned downstream B carrier
centre frequency. The unit of measureisHz.

Number_of _Timeouts

Nunber _of _Ti nmeout s isa8-bit unsgned integer which identifies the number of timeout codes and valuesincluded in
the message.

Code

Code isa8-hit unsigned integer which identifies the timeout or group of timeouts (accordingto  Table 21, and Table 51) for
which the following valueis given.

Value

Val ue isa8-hit unsgned integer which gives the value for the timeout or group of timeouts identified by the preceding

code. The unit of measure is 100 ms. The value shall be between the Min Value and the Max Valuegivenin  Table 21, and
Table 51 (if specified). If no values are given in the <MAC> Default Configuration Message, the default values apply. Values
for single timeouts overwrite values for groups of timeouts for the specified timeout.

<MAC> Link Management Response M essage (Upstream contention or reserved)

The<MAC> LINK MANAGEMENT RESPONSE MESSAGE is sent by the NIU to the INA to indicate reception and
processing of the previoudy sent Link Management Message. The format of the message is shown in the following table.

Table 45: Link Management Acknowledge Message structure

Link_Management_Acknowledge (){ Bits Bytes Bit Number /Description
Link_Management_Msg_Number 16 2

}

Link Management Message Number

Li nk_Management _Msg_Nunber isa16-bit unsigned integer representing the previoudy received link management
message. Thevalid valuesfor Li nk_Managenent _Msg_Nunber are shown inthefollowing table.

Table 46: Link Management Message Number

Message Name Link_Management Msg Number
Transmission Control Message Transmission Control Message Type Value
Reprovision Message Reprovision Message Type Value

<MAC> Status Request M essage (Downstream Singlecast)

The STATUS REQUEST message is sent by the INA to the NIU to retrieve information about the NI1U's health, connection
information and error states. The INA can request either the address parameters, error information, connection parameters or
physical layer parameters fromthe NIU. The INA can only request one parameter type at atimeto a particular NIU.

A detailed description of the gatus request process, including state diagrams and time outs, isgiven in Annex A.
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Table 47: Status Request Message structure

Status_Request (){ Bits Bytes Bit Number / Description
Status_Control_Field 1
Reserved 4 4.7
Status_Type 4 0..3: {enum type}
}

Satus Control Field

Status_Control _Fi el disa3-bit enumerated type that indicates the status information the N1U should return

enum Status_Control_Field {Address_Params, Error_Params, Connection_Params,
Physical_Layer_Params, reserved 4...7};

<MAC> Status Response M essage (Upstream contention or reserved)

The<MAC> STATUS RESPONSE MESSAGE is sent by the NIU in response to the <MAC> STATUS REQUEST
MESSAGE issued by the INA. The contents of the information provided in this message will vary depending on the request
made by the INA and the state of the NIU. The message shall be dissociated into separate messagesif the resulting length of
the message exceeds 40 bytes, even if fragmentation of <M AC> messagesis supported.
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Table 48: Status Response Message Structure

Status_Response (){ Bits Bytes Bit Number /
Description
NIU_Status 4
Reserved 29 31..3
Network_Address_Registered 1 2
Connection_Established 1 1
Calibration_Operation_Complete 1 0
Response_Fields_Included 1
Reserved 4 4.7:
Address_Params_Included 1 3: {no,yes}
Error_Information_Included 1 2: {no,yes}
Connection_Params_Included 1 1: {no,yes}
Physical Layer Params_Included 1 0: {no,yes}
if (Response_Fields_Included &=
Address Params_Included){
NSAP_Address (160) (20)
MAC_Address (48) (6)
}
if (Response_Fields_Included &=
Error_Information_Included){
Number_Error_Codes_Included (8) (1)
for(i=0;i<Number_Error_Codes_Included,;
i++){
Error_Param_code (8) (1)
Error_Param_Value (16) (2)
}
}
if (Response_Fields_Included &=
Connection_Params_Included) {
Number_of Connections (8) (1)
for(i=0;i<Number_of_Connections;i++)}{
Connection_ID (32) (4)
}
}
if (Response_Fields_Included &=
Physical_Layer Params_Included) {
Power_Control_Setting (8) (1)
Reserved (16) (2)
Time_Offset Value (16) (2)
Upstream_Frequency (32) (4)
OOB_Downstream_Freguency (32) (4)
IB_Downstream_ Frequency (32) (4)
SNR_Estimated (8) (1)
Power_Level Estimated (8) (1)
}
}
NIU Satus

Nl U_St at us isa32-bit unsgned integer that indicates the current sate of the NIU.

Table 48a
NIU_ Status NIU Status Code
Calibration_Operation_Complete 0x01
Connection_Established 0x02
Network Address_Registered (reserved) 0x04
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The gate Calibration_Operation_Completeis reached after an Initialization Complete M essage with status zero. The
Connection_Edtablished state indicates that the N1U has received a Connect Message indicating a connection which has not
been released yet.

Response Fields Included

Response_Fi el ds_| ncl uded isan 8-bit unsigned integer that indicates what parameters are contained in the upstream
status response.

NSAP Address

NSAP_Addr ess isa20 byte address assigned to the NIU.
MAC Address

MAC Addr ess isa6 byte address assigned to the NIU.
Number of Error Codes Included

Nunber Error_Codes_| ncl uded isan 8-bit unsgned integer that indicates the number of error codes are contained in
the response.

Error Parameter Code

Error_Paranet er _Code isa8-bit unsgned integers representing the type of error reported by the NIU.
Error_Parameter_Codes not supported by the NIU are not send.

Table 49: Error Parameter Code

Error Parameter Code Name Error Parameter Code
Reserved for compatibility 0x00
Slot_Configuration_ CRC_Error_Count 0x01
Reed_Solomon_Error_Count 0x02
ATM_Packet Loss Count 0x03
Slot_Configuration_Count 0x04
SL-ESF_CRC_Error_Count 0x05
Reed_Solomon_Errors_Correctable 0x06
Reed_Solomon_Errors Non_Correctable 0x07
SL-ESF Frame Count 0x08

- Slot_Configuration_CRC Error_Count referstothe number of errorsin Slot_Configuration_Count R bytes,
asfound by the CRC decoder.

- Reed_Sol omon_Error _Count refersthe number of errors as corrected by the Reed Solomon decoder.

- ATM Packet _Loss_Count refersto the number of received ATM cdllsthat werelogt, either due to unrecoverable
Reed-Solomon errors or because of an erroneous HEC of the ATM cells header.

- SL-ESF _CRC Error_Count referstothe number of CRC errorsfound in consecutive C1-C6.
- SL- ESF_Frane_Count refersto the number of frames the satisticsin this message apply on.

- Sl ot_Configuration_Count referstothenumber of R-byte sets (Rxa-Rxc) used to calculate
Slot_Configuration CRC_Error_Count. This parameter isincluded so that NIUs can either measure only the errorsin
the R-byte set it isallocated to, or measurethe errorsin all R-byte sets.

- Reed_Sol onmon_Errors_Correct abl e refersto MPEG frames received with correctable Reed Solomon Errors
(1B only).

- Reed_Sol onon_Errors_Non_Correct abl e refersto MPEG frames received with non correctable Reed
Solomon Errors (1B only).
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Error Parameter Value

Error_Paramet er _Val ue isa16-bit unsigned integer representing error counts detected by the NIU. These valuesare
st to O after they are transmitted to the INA. If the counter reachesits maximum value, it stops counting. The counter
resumes counting after itisset to 0.

Number of Connections

Nunber of Connecti ons isan 8-bit unsgned integer that indicates the number of connectionsthat are specified in the
response. Specifically, if the number of connectionsistoo large to have a MAC message with lessthan 40 bytes, it is possible
to send separate messages with only the number of connectionsindicated in each message.

ConnectionlD

Connecti on_I D isa32-bit unsigned integer representing the global connection Identifier used by the NIU for this
connection.

Power Control Setting

Power Control _Setting isan8-bit unsggned integer representing the actual power used by the NIU/STB for upstream
transmission. The unit of measureis0,5dB nV.

Time Offset Value

Time_O fset Val ue isal6-hit short integer representing a relative offset of the upstream transmission timing. A
negative value indicates an adjustment forward in time. A positive value indicates an adjustment back in time. The unit of
measureis 100 ns.

Upstream Frequency

Upst ream Frequency isa32-bit unsgned integer representing the channel assigned to the connections. The unit of
measureisin Hz.

Downstream Frequencies

OB _Downst ream Frequency isa32-bit unsgned integer representing the Frequency where the connections on Out Of
Band channel resides. The unit of measureisin Hz. When not significant field, thisfieldisset to O.

| B_Downst r eam Fr equency isa32-bit unsigned integer representing the Frequency where the connections on In Band
channel resides. The unit of measure isin Hz. When not significant field, thisfieldisset to 0.

SNR _Esti mat ed isan 8-bit unsigned integer specifying the NIU estimated signal to noise ratio of the downstream carrying
MAC messages. The unit isdB*2. If the NIU is not able to estimate the value, the value zero (0) is used.

Power Level Esti mat ed isan 8-bit unsigned integer specifying the NIU estimated power level of the downstream
carrying MAC messages. The unit isdBuV*2. If the NIU isnot able to estimate the value, the value zero (0) is used.

5.6 Minislots

5.6.1 Carrying Minislots
Minidots may only be used to send <MAC> Reservation_Request messages. Only contention accessis allowed for minidots.

Minidots can be utilized in both in-band signalled and out-of-band signalled systems. The in-band signalling uses the same
control fields as the out-of-band signalling inside the MAC flags, and the MAC messages are the same for both in-band and
out-of-band signalling case. The phrase minidot refersto a physical frame structure of the upstream channel. The 64 byte
upstream dotsare called ATM dots.
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5.6.2 Minislot framing structure

In case minidots are used, the upstream dot structure is sub-divided into three 21 byte long mini-dots. Each of these
minidots can be sent by different user terminals. The upstream channel can support a mixture of ATM dotsand minidots.
Theformat of the minidot is shown in the following figure. It contains a 4 byte Unique Word (the minisot UW and the ATM
dot UW will differ to enable smple decoding of the ATM dots and the minidots by the PHY'), asingle byte Start field, a 16
byte payload and a single byte guard band.

64 ]

bytes

ATM Slot Structure

Minislot Minislot Minislot GB

«— 21 —_ >
bytes

Figure 36: Minislot Framing Structure

For the structure of the minidot itself see  subclause 5.5.2.6.

5.6.3 Contention resolution for minislots

Minidots may carry the Reservation Request MAC message. The messageis sent in a contention based minidot. In the case
of collision, the resolution is carried out according to a INA controlled ternary splitting algorithm (see Figure 37). All
necessary information is transmitted in the minid ot feedback and minid ot all ocation sections of the

Reservation Grant_Message.

If Stack_Entry isnot set a NIU may enter the contention process only when the Allocation_Collision_Number isequal to
zero. the number of minidotswith Allocation Collison_Number equal to O.

If Stack_Entry isset, the NIU may enter the contention resolution in any of the contention based minidots, independent of
the value of Allocation_Collison_Number.

Furthermore both cases the random number for the minidot selection in the range between 0 and Entry_Spreading shall be
in the window from O to 2 before sending the request.

If Stack_Entry isset, the NIU may enter the contention resolution in any of the contention based minidots, independent of
the value of the Feedback _Collison_Number equalsto OxFF and OxFE for idle and successful transmission, respectively. All
other values of the Collision_Number are numbered as collisions and used to sdlect the retransmission minidots: the NI1U
shall retransmit in aminidot having an Allocation_Collison_Number equal to Collision_Number

Theretransmission of the collided request takes place in aminidot that is randomly selected among a the group of three
minidotswith the corresponding Allocation_Collision_Number.
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from reservation state diagram
E4 (send reservation request)

Feedback_Coallison_Number =OxFF
(error: empty dot)

Feedback_Collison_Number
=0xFE
(successful transmission)

v

exit

Feedback_Collison_Number < OXFE (collision)

Figure 37: Ternary Splitting Algorithm

5.7 Security (optional)

The security solution consigts of two separate sub-systems.

A new set of MAC messages used for authentication and key-agreement between INA and NIU. These messages are used
only during connection-set-up.

On-the-fly encryption and decryption of payload data streams passed between INA and NIU.

When a connection is being set-up, before payload data is transferred, one of three new request/response MAC message-pairs
is used to generate a session key specific to the payload stream associated with the connection.

The session key isa shared secret between the INA and the NIU: even if every MAC message isintercepted, the
cryptographic properties of the protocol ensure that an eavesdropper cannot determine the session key value.

Thisisachieved by using a public-key protocol, which requires no up-front shared secret, or asimpler protocol based on a
long-term shared secret between INA and NI1U called a cookie. The cookie is 160 bitslong. It isalso used for authenticating
the NIU to the INA during connection-set-up.

Each NIU will storeits own cookie in non-volatile sorage, whereasthe INA will maintain a data-base of the cookie values of
the NIUs on its network. Cookie values will be updated occasionally as dictated by security policy, but they arelessvulnerable
than session keys. a successful brute-force attack on a session key reveals nothing about the cookie value, nor any other

session key.

The new MAC messages also implement a defence againgt clones: a NlUsthat isa physical copy of an existing NIU and
attempts to operate on the network under the cloned identity (when the cloned NIU itsalf is not registered on the network).
The anti-cloning measure is a Ssmple non-volatile 8-bit counter that isincremented synchronoudy at the INA and NIU over
time: if aclone NIU engagesin traffic with the INA, thiswill be detected the next time the cloned NIU connects because the
counter value will be out of synchronization.

If the clone attempts to operate concurrently with the cloned unit, there will be an immediate break-down of functionality for
both units, due to confusion within the MAC protacol. Thisamountsto a denial-of-service attack, and the INA should be
prepared for thiskind of protocol failure.
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5.7.1 Cryptographic primitives

The key exchange protocols and data stream encryption is based on a set of well-established primitive cryptographic
functions. The functions and their associated key sizes can be changed in the future, in case crypt-analytic or brute-force
attacks become aredligtic threat.

The specific set of functions and key sizes are negotiated between INA and NIU at sign-on time. The functions supported at
the present time are Diffie-Hellman, HMAC-SHA1, and DES. Check current cryptographic literature for any updates
regarding their security and use.

Thefollowing sections give a brief overview of the cryptographic primitives, and details on how they are used in the protocol.
Later sections describe the exact field layout of the new MAC messages.

The protocol parameters are described in terms of byte strings, where concatenation is denoted by the ~ operator. Integer
quantities are represented as base-256 byte strings. Big-endian byte-ordering is used, that is, the most significant byte comes
fird. If necessary to reach afixed length, the string is padded with zeros at the most significant end.

5.7.1.1 Public key exchange

A public key exchange primitiveisused to allow the INA and NIU to agree on a secret, although communicating in public.
The Diffie-Hellman schemeis based on unsigned integer arithmetic and worksasfollows (" denotes exponentiation):

The INA choosestwo public values, alarge prime number m, and a (small) number g which isagenerator modulo m (that
is, g"a mod m will generate all number from 0 to m-1 for varying a). The INA also chooses a secret number x < m, and
sends the following three valuesto the NIU: m, g, X = g”x mod m.

The NIU chooses a secret value y < m, and respondsto the INA with thevalue Y = gy mod m.

The NIU now calculates s = Xy mod m = (g”*x)"y mod m = g"(x*y) mod m , whereasthe INA calculates Y”x mod m =
(gy)x mod m = g"\(y*x) = s, sothe INA and NIU now agree on thevalue s.

Thevalue of s isa secret shared between INA and NIU. To determineitsvalue from the publicly communicated values m, g,
X, and Y, an eavesdropper shall determine x or y by solving an equation of theform Z = gz mod m for unknown z. Thisis
known asthe discreet logarithm problem and is computationally infeasible with current algorithms for sufficiently large
valuesof m.

The parameter size supported are 512 bitsfor the prime number  m, and hence also for the remaining values since all
arithmeticismodulo m.

In the applicable MAC messages, the unsigned integer quantities m, g, X, and Y are encoded into fixed-sze fields (64, 96, or
128 bytes) using big-endian byte-ordering.
5.7.1.2  Hashing

The protocol makes use of a keyed hash function that computes secure checksums which can only be verified with the
possession of a secret key. The function has the one-way property, meaning that it is computationally infeasible to find an
input value that maps to a given output value.

The hash function is also used to generate derived secret material based on a master secret. Because of the one-way property,
the master secret is protected even if the derived secret is discovered.

In generic terms, the keyed hash function takestwo byte strings asinput, the  key and a data string, and produces another
gtring of bytes, the digest:

digest = H ( key, data )

The H function shall accept key and data parameters of any size, whereas the protocol is designed to accept digests of any
sze.

The specification currently supportsthe HMAC-SHA1 function defined in IETF RFC 2104 [11]. It produces a 20-byte digest.
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5.7.1.3  Encryption

Payload data is encrypted and decrypted using a symmetric-key block cipher, which isused in Cipher Block Chaining (CBC)
mode with special handling of any final odd-size block.

In generic terms, the encryption and decryption functions take two byte strings as input, the key and a data block, and
produce as output another data block of the same length:

ciphertext = E ( key, plaintext)
D ( key, ciphertext ) = plaintext

Thekey length and block Iength is given by the chosen cipher, and the payload stream processing logic will apply it as
appropriate to data units of various sizes.

The specification currently supports the DES algorithm, which has a block sizeis 8 bytes, and various options for key length
based on an 8-byte raw key block (see subclause 5.7.5).
5.7.1.4  Pseudo-random numbers

The protocols used for generating secret values depend on the availability of a pseudo-random, that is, practically
unpredictable, endless string of bytes. Thiswill typically be produced with a Pseudo-Random Number Generator, PRNG,
algorithm.

Therandom bytes are used to generate the secret Diffie-Hellman values, x and y, and for nonce values used during key
exchange. The unpredictable nature of the random input ensuresthat different secret values are produced each time, and also
preventsreplay of old intercepted messages.

This specification does not require any particular algorithm, only that the INA and NIU each choose one that iswell-
established and cryptographically analysed.

The hardest aspect of usng a PRNG isto initializeit with an unpredictable seed value. The seed should contain multiple
high-granularity device-dependent time-samples, aswell as any other available pseudo-random material, like file allocation
tables, etc. These random source values are then hashed together to squeeze out the entropy for the seed value.

5.7.2 Main Key Exchange, MKE

Main Key Exchange uses Diffie-Hellman to develop a shared secret between the INA and NIU, which isindependent of the
cookie value. Furthermore, it usesthe cookie value to authenticate the NIU to the INA. It optionally uses the newly developed
shared secret to update the cookie value. Finally, it derives a shared secret key used for the security context that isused to
process payload stream data.

The exchangeisinitiated by the INA sending a message containing the DiffieHelman values, m, g, X, and a random nonce
string, noncel. The NIU responds with a message containing its DiffieeHellman value, Y, arandom nonce string, nonce2,
and an authentication gring, auth.

TheINA and NIU each use the same formula to cal cul ate the authentication string:
auth = H ( cookie, noncel ~ nonce2 )

which is communicated by the NIU and checked by the INA. This provesthe identity of the NIU, sinceit requires knowledge
of the cookie to calculate the correct value of auth.

TheNIU and INA each use the Diffie-Hellman values (see 5.7.1.1) to arrive at the same secret value,  s:
s = g™(x*y) mod m.

Thisunsigned integer value is encoded as a byte string, of length specified by the Diffie-Hellman parameter size, using big-
endian byte ordering. It isthen used to calculate a temporary shared secret string,  temp:

temp = H ( encode ( s ), nonce2 ~ noncel).
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If the cookie isto be updated, the new valueis computed in sectionsfor n=1, 2, ...:
newcookie(n) = H ( temp ~ byte(1) ~ byte(n), null(unsigned char)1 ~ (unsigned char)n, void )

where byte(...) isasngle-byte string with the specified value, and  null(unsigned char) isthe cast operator of the C
programming language, and void isthe empty string. These string values are computed and concatenated until the total
length matches or exceeds the length of the cookie. The cookieis then obtained by taking the required number of bytes out of
the concatenated sections, starting from the beginning.

The session key used for payload stream encryption is likewise computed in sections:
key(n) = H (temp ~ byte(2) ~ byte(n), null)

where, again, a sufficient number of sections are calculated to produce enough bytes to cover the length of the key. The
session key is obtained by taking the required number of bytes out of the concatenated sections, starting from the beginning.

5.7.3 Quick Key Exchange, QKE

Quick Key Exchange uses the existing cookie value to authenticate the NIU to the INA, and then derive a shared secret key
used for the security context that is used to process payload stream data.

The exchangeisinitiated by the INA sending a message containing arandom nonce string,  noncel. The NIU responds with
amessage containing arandom nonce gtring, nonce2, and an authentication value, auth.

Thevalue of auth iscalculated in the same way as for Main Key Exchange, and islikewise used to verify theidentity of the
NIU (see subclause 5.7.2).

The NIU and INA then each calculate atemporary shared secret gring, temp:
temp = H ( cookie ~ byte(3), nonce2 ~ noncel).

Thisvalueisused to produce the payload encryption key in the same way asfor Main Key Exchange (see subclause  5.7.2).

5.74 Explicit Key Exchange, EKE

Explicit Key Exchangeis used by the INA to deliver a pre-determined session key to the NIU. The session key is encrypted
under atemporary key derived from the cookie value, and is used for the security context that is used to process payload
stream data.

Theddivery isperformed by the INA sending a message containing arandom noncestring,  noncel, and a byte string value,
encryptedkey, which has the same length as a key used for payload encryption. The NIU responds with a message
containing arandom nonce string, nhonce2, and an authentication value, auth.

Thevalue of auth iscalculated in the same way as for Main Key Exchange, and islikewise used to verify theidentity of the
NIU (see subclause 5.7.2).

Both the INA and NIU calculate a temporary shared secret string,  temp:
temp = H ( cookie ~ byte(4), noncel )

which isused to produce sections of atemporary key, in the sameway asfor Main Key Exchange (see subclause  5.7.2). The
INA usesthesetemporary key string sectionsto XOR with the sesson key to obtainthe  encryptedkey value, and the NIU
performs a second XOR operation to decrypt the session key value.

For normal DES, 8 bytes of raw key data are delivered, which are used to derive the actual key with the appropriate number
of effective bits, as described below (see subclause 5.7.5).
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5.7.5 Key derivation

Theactual key value used for processing payload data is derived from the key sections devel oped during key exchange. For
DES, 8 bytes of raw key dataisrequired, so asingle 20-byte section, key(1), computed by HMAC-SHAL is sufficient.

In each byte, the least significant bit isnot used (it can be used as an odd-parity bit of the remaining 7 bits), bringing the
effective key sze down to 56 hits.

Furthermore, when used in 40-bit mode, the two most significant bits of each byte in the key are zeroed.

5.7.6 Data stream processing

Security can be applied to various payload data streams selectively. The elementary unit is called a security context, which
contains two session keys used for encrypting and decrypting a stream of payload data. Only one of the keysis used to process
any particular payload unit. Each key can be used for processing both upstream and downstream payload data.

Having two keys allows negotiation of a new key to take place while payload data is processed using the old one, and then do
an immediate switch-over once the new key is agreed upon, without interrupting payload traffic. The INA initiates the key
exchanges, and can gart using a session key for downstream traffic encryption once the key exchange is complete. For
upstream traffic encryption, the NI1U should use whichever key was used by the INA in the most recent payload unit.

5.7.6.1 Payload streams

A payload stream isidentified by either of:

a 24-bit (UNI) ATM virtua circuit VPI/VCI: thisisused for ATM-based |B downstream, OOB downstream, and
upstream payload data. The ATM circuit can be one-to-one, or one end-point of a multi-cast circuit.

a48-bit MAC-address: thisisused for DVB Multiprotocol Encapsulation downstream payload data. The MAC-address
can be the physical address of the STB or a pseudo address used for MAC-address based multi-cagting.

When a payload stream is secured, the NI1U and the INA will have matching security contexts, which are used to
encrypt/decrypt both upstream and downstream traffic. For unsecured payload streams there is no security context, and
payload data is not encrypted.

To support encrypted multi-cast traffic, the same security context will be created for each member usng EKE
(see subclause 5.7.4), so that each NIU can decrypt the common payload data stream.

5.7.6.2 Data encryption

Within a payload data stream, datais carried in individual units at the various protocol layers. Encryption is applied at the
lowest layer possible, cong stent with the payload stream:

ATM-based payload streams:. the unit of encryptionisasingle ATM cell. The 48-byte cell payload is encrypted using the
security context implied by the 24-bit VPI/VCI of the cell header.

Encryption istransparent to higher-level protocol layers, which see only unencrypted cell payloads.

DVB Multiprotocol Encapsulation payload streams: the unit of encryptionisa single DVB Multiprotocol Encapsulation
section. The datagram_data_bytes (between the MAC-address and the CRC/checksum) are encrypted using the security
context implied by the 48-bit MAC addressin the section header. The DVB Multiprotocol Encapsulation payload to be
encrypted will be adjusted to have alength of n* 8 bytes (nisan integer) by adding an appropriate amount (0...7 bytes) of
stuffing bytes before the CRC/checksum according to [3]. The CRC/checksum is calculated on the encrypted datagram
bytes, while higher-level protocol layers see only unencrypted datagrams.
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5.7.6.3  Encryption flags
There areflagsin the header of each encryption unit pecifying which of the two sessions keys of the security context is used.
Thereceiver will use the security context of the payload stream to seeif decryption shall be done.
ATM cdls: onehit of the Generic Flow Control, GFC, field of the cell header are used:
xxX0: encrypted using session key 0
xxx1: encrypted using sesson key 1

DVB Multiprotocol Encapsulation sections, according to EN 301 192 [3]: the 2-bit payload_scrambling_control field in
the section header is used:

00: not encrypted

01: reserved

10: encrypted using sesson key 0
11: encrypted using session key 1

The 2-bit address_scrambling_control field in the section header is00 all the time (the addressis not scrambled).

5.7.6.4  Chaining and initialization vector

Within encryption units, the block encryption algorithm isused in Cipher Block Chaining mode, CBC: thefirst plain-text
block is XOR'ed with an initialization vector (1V), and subsegquent blocks are XOR'ed with the previous cipher-text block,
before the block is encrypted. Decryption is opposite: each cipher-text block isfirst decrypted and then XOR'ed with the
previous chaining value.

If the last block is smaller than the size of an encryption block, the chaining value is encrypted directly (without being
XOR'ed with the plain-text), and the result is XOR'ed with the plain-text, as many bytes as required. Decryption isidentical
(that is, thelast chaining valueis encrypted, whereas previous blocks are decrypted).

The value of the 1V for a given encryption unit is zero.

5.7.7 Security Establishment

Security issues are handled in the following situations:

When aNIU registers on the network it will do aninitial handshake with the INA to establish the level of security
support, in particular the cryptographic algorithms and key sizesto be used subsequently.

The handshake consstsof <M AC>Security Sign-On and <M AC>Security Sign-On Response messages (see
subclauses 5.7.9.1 and 5.7.9.2) which are exchanged immediately prior tothe <MAC>Initialization Complete message.

A failure during this stage of the protocol causesthe INA to revert to non-secureinteraction with the N1U.

The security context of a secured payload stream is established when the underlying MAC connection is created, before
any stream data istransmitted. One session key is agreed, and the cookie and/or clone counter values may be updated as
part of the exchange.

The key exchange consgtsof <M AC>Main/Quick/Explicit Key Exchange and <M AC>Main/Quick/Explicit Key
Exchange Response messages (see subclauses 5.7.9.3 to 5.7.9.8) which are exchanged immediately prior to the
<MAC>Connect Confirm message.

A failure during this stage of the protocol causes the connection-set-up operation to fail.
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After a connectionisin use, each sesson key of the security context of the payload stream can be updated on-the-fly, that
is, without re-establishing the underlying connection, and without interrupting payload data traffic. The cookie and/or
clone counter values cannot be updated as part of the exchange.

A new session key is negotiated using the same MAC messages used during connection-set-up. Thereisno
<MAC>Connect Confirm message.

A failure during this stage of the protocol causes the connection to be dropped.

While a session key of the security context isbeing updated for a particular connection, payload stream data traffic should
be encrypted using the other session key or not at all. Once the key exchange is complete, the INA can start using it for
subsequent downstream traffic, thereby directing the NI1U to useit for upstream traffic.

All three variants of key exchange messages authenticate the NIU based ontheexisting  cookie value. They aso perform the
clone detection counter check, and optionally increment the clone counter. Only MKE can update the cookie.

The security MAC message flow is naturally serialized within the context of the particular connection that is being set-up.
But, in asfar as multiple connections are being established concurrently, there can also be multiple concurrent key exchanges
whose messages are interleaved. The NIU isfree to complete outstanding key exchanges on separate connectionsin any order
it chooses

5.7.8 Persistent state variables

To facilitate authentication, key exchange, and clone detection, the NIU has a set of state variables whose values are retained
across regigrations and power cycles:

Table 50: Persistent NIU variables

Name Function Size
Cooki e authentication cookie 160 bits
Cooki e_SN cookie sequence number 1 bit
C one_Count er clone detection counter 8 bits
d one_Count er _SN clone counter sequence number 1 bit

The sequence numbers are used to ensure that the INA and NIU can stay synchronized even in case the NIU drops off the net
in the middle of a protocol exchange.

5.7.8.1 Guaranteed delivery

Within the set-up protocol for aMAC connection, the INA will ensure that a protocol exchange is complete before
proceeding. If it doesn't receive a response MAC message within a given time-interval, it will re-transmit the original
message unchanged. The NIU will do likewisein situationswhere it requires a response. If the number of re-transmissons
exceeds three, the protocol fails.

Due to race conditions, superfluous re-transmissions may be generated by both INA and NIU. They shall discard such
messages after the first message hasin fact been received.

If the NIU is not ready to respond within the specified time-out, it cansend <M AC>Wait messages (see subclause 5.7.9.9) to
extend the time it has available to generate a proper response. Upon receiving the wait message, the INA will restart itstimer
and reset the retry count.

The protocol time-out values can be set by the <MAC> Default Configuration Message, otherwise the following default
values apply:
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Table 51: Protocol time-out values

Code Protocol stage Default Value
0xD Security Sign-On 90
OXE Main Key Exchange 600
OxF Quick Key Exchange 300
Explicit Key Exchange

Time-out values are:

Table 52: Protocol time-out values

Protocol stage timeout value
Security Sign-On 100 ms
Main Key Exchange 400 ms
Quick Key Exchange 200 ms
Explicit Key Exchange 200 ms

The Unit for the timeoutsisms.

5.7.9 Security MAC Messages

5.7.9.1 <MAC>Security Sign-On (Single-cast Downstream)

As part of the registration process when a NIU attachesto the network, the INA and NIU will negotiate the specific set of
cryptographic algorithms and parameters used in the key exchange protocols and for payload encryption.

The sdections are global, and apply to all subsequent security exchangesfor aslong asthe NIU is registered on the network.

The sdlections affect the layout of the subsequent key exchange messages, since they have fields that vary in size according to
the choice of algorithms and parameters.

The INA indicates which algorithms and parametersit supports by setting the appropriate bitsinthe <M AC>Security Sign-
On message. There arefour classes of algorithms, and the INA will set one or more bitsin each of the four fieldsto indicate
which specific choicesit supports:

DVB BlueBook A032 Rev. 1 (June 1999)



109 Error! No text of specified style in document.

Table 53: Security Sign-On message structure

Security_Sign-On (){ Bits Bytes Bit Number / Description Parameter
bytes
Public_Key_Alg 1 Public key algorithm choices: Ppka:
PKA_Reserved 7 7..1: Reserved, shall be 0 64
PKA DH 512 1 0: (yes/no) Diffie-Hellman, 512 bits
Hash_Alg 1 Hash algorithm choices: Phai
HA_Reserved 7 7..1: Reserved, shall be 0 20
HA HMACSHA1 1 0: (yes/no) HMAC-SHA1
Encryption_Alg 1 Encryption algorithm choices: Pea:
EA_Reserved 6 7..2: Reserved, shall be 0 8
EA _DES_56 1 1: (yes/no) DES, 56-bit key
EA DES 40 1 0: (yes/no) DES, 40-bit key
8
Nonce_Size 1 Nonce size choices: Phs'
NS_Reserved NS_64 7 7..1: Reserved, shall be 0 8
1 0: (yes/no) 8 random bytes
Reserved 32 4 Reserved for future use, shall be 0
}

If the security option is supported, the minimum subset to supportis PKA DH 512, HA HVACSHA1L, EA DES 40, and
NS_64.

EA_DES 56 isoptional.

5.7.9.2 <MAC>Security Sign-On Response (Upstream)

Inits security sign-on response, the NIU indicates which specific algorithms and parametersto use. It does so by choosing
one of the suggestions offered by the INA within each of the four classes.

Thefiglds of the response message have the same definition as the message from the INA, except that exactly one bit will be
setineach field.

If the NIU is unable to support any of the suggested algorithmsfor any class, it shall return an all-zero field value, and the
INA will revert to non-secure communication or re-issuethe <M AC>Security Sign-On message with different choices.

Table 54: Security Sign-On Response message structure
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Security_Sign-On_Response (){ | Bits Bytes Bit Number / Description Parameter
bytes

Public_Key_Alg 1 Public key algorithm choices: Ppka:
PKA_Reserved 7 7..1: Reserved, shall be 0 64
PKA DH 512 1 0: (yes/no) Diffie-Hellman, 512 bits

Hash_Alg 1 Hash algorithm choices: Phai
HA_Reserved 7 7..1: Reserved, shall be 0 20
HA HMACSHA1 1 0: (yes/no) HMAC-SHA1

Encryption_Alg 1 Encryption algorithm choices: Pea:
EA_Reserved 6 7..2: Reserved, shall be 0 8
EA _DES_56 1 1: (yes/no) DES, 56-bit key
EA DES 40 1 0: (yes/no) DES, 40-bit key

8

Nonce_Size 1 Nonce size choices: Phs'
NS_Reserved 7 7..1: Reserved, shall be 0 8
NS 64 1 0: (yes/no) 8 random bytes

Reserved 32 4 Reserved for future use, shall be 0

}
5.7.9.3 <MAC>Main Key Exchange (Single-cast Downstream)

The Main Key Exchange message is used to start a cookie-independent key exchange with the NI1U, and also ingtructsthe
NIU whether to update its cookie value and clone counter value.

Table 55: Main Key Exchange message structure

Main_Key Exchange (){ Bits Bytes Bit Number / Description
Connection_ID 32 4 MAC connection identifier
Flags 1
Reserved 4 7..4: shall be 0
FL_Initializing 1 3: (yes/no) first ever key exchange
FL_Update_Cookie 1 2: (yes/no) make new cookie value
FL_Update_Counter 1 1: (yes/no) increment clone counter
FL_Session_Key 1 0: select session key 0 or 1
Reserved 8 1 Reserved for future use, shall be 0
Nonce P,s |Random string noncel
DH_Modulus Ppka Diffie-Hellman modulus m
DH_Generator Ppka Diffie-Hellman generator g
DH_Public_X Ppka Diffie-Hellman public value X
}

The FL_Sessi on_Key hit specifieswhich session key of the security context to update.
If the FL_Updat e_Count er bitiss, it ingtructsthe NIU to increment its clone detection counter.

If the FL_Updat e_Cooki e hitissdt, it instructsthe NIU to generate a new cookie value to be used for future
authentication and key exchanges, and to reset the clone detection counter to zero.

Any updatesto the cookie, clone counter, or their associated sequence number bits do not take effect until the following
<MAC>Connect Confirm messageisreceived by the NIU.
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Ifthe FL_I niti ali zi ng bitisse, ittellsthe NIU that the Aut hent i cat or field in the reponsewill be ignored.

The sizes of the multi-byte fields are determined by the parameters of the algorithms sl ected during security sign-on
(see subclause 5.7.9.1).

The INA will useitsown private Diffie-Hellman value, X, together with the fields of the response message from the NIU to
derive the new session key value, aswell asany new value for the cookie (see subclause  5.7.2).

5.7.9.4 <MAC>Main Key Exchange Response (Upstream)

The Main Key Exchange Response message authenticates the NIU and completes the cookie-independent key exchange with
the INA. It aso contains the current value of the clone detection counter.

Table 56: Main Key Exchange Response message structure

Main_Key Exchange_Re-sponse (){ Bits Bytes Bit Number / Description
Connection_ID 32 4 MAC connection identifier
Flags 1
Reserved FL_Cookie_SN 6 7..2: shall be 0
FL_Counter_SN 1 1: cookie sequence number
1 0: clone counter sequence number
Clone_Counter 8 1 Current clone counter value
Nonce P,s |Random string nonce2
Authenticator Pha [Authentication value auth
DH_Public_Y Poka Diffie-Hellman public value Y

The FL_Count er _SN hit isthe current sequence number of the clone detection counter. The O one_Count er fieldisthe
current value of the counter. A clone collision has been detected if the INA finds a mis-match from the expected value.

The FL_Cooki e_SN bit isthe sequence number of the cookie used for authentication.

If the FL_Updat e_Cooki e hit was set by the INA, the NI1U will generate a new cookie value and complement the cookie
sequence number bit. 1t will also reset the clone counter value to zero and clear the clone counter sequence number bit.

If the FL_Updat e_Count er bit wasset by the INA, the NIU will increment the value of the clone counter (modulo 256)
and complement the clone counter sequence number bit.

Any updates to the cookie, clone counter, or their associated sequence number bits do not take effect, and shall not be
committed to non-volatile storage, until the following <M AC>Connect Confirm messageis received by the NIU.

The NIU usesits private DiffieeHelman value, y, together with the message fields to derive the new session key value, as
well asany new value for the cookie (see subclause 5.7.2).

5.7.9.5 <MAC>Quick Key Exchange (Single-cast Downstream)

The Quick Key Exchange message is used to start a cookie-dependent key exchange with the NIU, and also instructs the N1U
whether to update its clone counter value.
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Table 57: Quick Key Exchange message structure

Quick_Key Exchange (){ Bits Bytes Bit Number / Description
Connection_ID 32 4 MAC connection identifier
Flags 8 1
Reserved FL_Update_Counter 6 7..2: shall be 0
FL_Session_Key 1 1: (yes/no) increment clone counter
1 0: select session key 0 or 1

Reserved 8 1 Reserved for future use, shall be 0

Nonce P,s |Random string noncel

The FL_Sessi on_Key bhit specifieswhich session key of the security context to update.
If the FL_Updat e_Count er bitiss, it ingtructsthe NIU to increment its clone detection counter.

The INA will useits knowledge of the cookie value together with the fields of the response message from the NIU to derive
the session key value (see subclause 5.7.3).

5.7.9.6 <MAC>Quick Key Exchange Response (Upstream)

The Quick Key Exchange Response message authenticates the NIU and compl etes the cookie-dependent key exchange with
the INA. It also contains the current value of the clone detection counter.

Table 58: Quick Key Exchange Response message structure

Quick_Key Exchange_Re-sponse (){ Bits Bytes Bit Number / Description
Connection_ID 32 4 MAC connection identifier
Flags 1
Reserved 6 7..2: shall be 0
FL_Cookie_SN 1 1: cookie sequence number
FL_Counter_SN 1 0: clone counter sequence number
Clone_Counter 8 1 Current clone counter value
Nonce P,s |Random string nonce?2
Authenticator Pha |Authentication value auth

The FL_Cooki e_SN bit isthe sequence number of the cookie used for authentication.

The FL_Count er _SN hit isthe current sequence number of the clone detection counter. The O one_Count er fieldisthe
current value of the counter. A clone collision has been detected if the INA finds a mis-match from the expected value.

If the FL_Updat e_Count er bit wasset by the INA, the NIU will increment the value of the clone counter (modulo 256)
and complement the clone counter sequence number bit. The updated values do not take effect, and shall not be committed to
non-volatile storage, until the following <M AC>Connect Confirm messageisreceived by the NIU.

The NIU usesthe cookie value together with the message fiel ds to derive the session key value (see subclause  5.7.3).

5.7.9.7 <MAC>Explicit Key Exchange (Single-cast Downstream)

The Explicit Key Exchange messageis used to securely deliver an existing session key value to the NIU, and also ingtructs
the NIU whether to update its clone counter value.
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Table 59: Explicit Key Exchange message structure

Explicit_Key Exchange (){ Bits Bytes Bit Number / Description
Connection_ID 32 4 MAC connection identifier
Flags 1
Reserved 6 7..2: shall be 0
FL_Update_Counter 1 1: (yes/no) increment clone counter
FL_Session_Key 1 0: select session key 0 or 1
Reserved 8 1 Reserved for future use, shall be 0
Nonce Pns Random string noncel

o

Encryptedkey Encrypted session key

ea

The FL_Sessi on_Key bit specifieswhich session key of the security context to update.
If the FL_Updat e_Count er bitiss, it ingtructsthe NIU to increment its clone detection counter.

The INA has used its knowledge of the cookie value to encrypt the session key value (see subclause  5.7.4).

5.7.9.8 <MAC>Explicit Key Exchange Response (Upstream)

The Explicit Key Exchange Response message authenticates the NIU and acknowledges receipt of the delivered key. It also
contains the current value of the clone detection counter.

Table 60: Explicit Key Exchange Response message structure

Explicit_Key Exchange_Response (){ Bits Bytes Bit Number / Description

Connection_ID 32 4 MAC connection identifier
Flags 1

Reserved 6 7..2: shall be 0

FL_Cookie_SN FL_Counter_SN 1 1: cookie sequence number

1 0: clone counter sequence number

Clone_Counter 8 1 Current clone counter value
Nonce P,s |Random string nonce2
Authenticator Pha [|Authentication value auth

The FL_Cooki e_SN bit isthe sequence number of the cookie used for authentication and session key decryption. If the INA
determinesthat it has used the wrong cookie for sesson key encryption it will re-issuethe <MAC>Explicit Key Exchange
using the old cookie value.

The FL_Count er _SN hit isthe current sequence number of the clone detection counter. The O one_Count er fieldisthe
current value of the counter. A clone collision has been detected if the INA finds a mis-match from the expected value.

If the FL_Updat e_Count er bit wasset by the INA, the NIU will increment the value of the clone counter (modulo 256)
and complement the clone counter sequence number bit. The updated values do not take effect, and shall not be committed to
non-volatile storage, until the following <M AC>Connect Confirm messageisreceived by the NIU.

The NIU usesthe cookie value together with the message fiel dsto decrypt the session key value (see subclause  5.7.4).

5.7.9.9 <MAC>Wait (Upstream)

The Wait message is used by the NIU to extend the time the INA waits for areply to a given message. Upon receiving it, the
INA will reset itstime-out value and retry count (see subclause 5.7.8.1).
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Table 61: Wait message structure

Wait (){ Bits Bytes Bit Number / Description
Connection_ID 32 4 MAC connection identifier
Message Type 8 1 Type of message from INA
Reserved 8 1 Reserved for future use, shall be 0
}

The Message_Type fidd isthe message type value of the message received from the INA being processed. If the message
is specific to aconnection, the Connect i on_| D fidd identifieswhich; otherwisethisfield iszero. The NIU indicates that it
iscurrently unable to send a reply to the message.

6 Interactive STB / Data Modem Mid Layer Protocol

This clause describes the mid layers to be used when the present standard is used to implement Interactive STB respectively
Data Modem applications. Three solutions are given for thisapplication, Direct I1P, Ethernet MAC bridging and PPP. Direct
IPismandatory for both INA and NIU, the other two solutions are optional. Interoperability testing will be performed only on
Ethernet MAC bridging until 6 month after the ratification of this specification by ETSI.

6.1 Direct IP

The goal of thissubclauseisto allow compatible and interoperable implementations for transmitting | P datagrams [16] over
ATM AALS5[13] and DVB Multiprotocol Encapsulation [3], asused by the present document for upstream and downstream
transmisson.

6.1.1 Framing

INA and NIU/STB shall support an MTU size of 1 500 Byte.

6.1.1.1 Upstream and OOB Downstream

The |P datagram shall be carried as such in the payload of the AAL5 CPCS-PDU. Thismethod is described in RFC 1483 [13]
asVC based multiplexing for routed protocols and is generally aso known as null encapsulation.

6.1.1.2 IB Downstream

The IP datagram shall be carried as such in the DVB Multiprotocol Encapsulation sections of EN 301 192 [3],
LLC SNAP flagisset to zero.

6.1.2  Addressing

In upstream framing structure and in downstream out-of-band framing structure, the addressing of a specific NIU/STB is
donewith aVPI/VCI pair. At least one VPI/VCI pair isassgned per NIU/STB. Thefollowing VPI/VCI pairs are reserved:

VPI / VCI Remark

any / 0..0x1F reserved for ATM use
0/ 0x20 reserved for DAVIC use
0/0x21 reserved for DVB MAC messages
0/0x22 reserved for broadcast

All other VPI/VCI pairs can be assgned by the INA for carrying I P traffic. The VPI/VCI is provided through the DVB MAC
protocol.
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6.1.2.1 IP Broadcast and Multicast from STB/NIU to INA

All upstream I P broadcast and multicast packets shall be transmitted with an upstream VPI/VCI given in a MAC connect
message.

6.1.2.2 IP Broadcast and Multicast from INA to STB/NIU

I B downstream

For 1B downstream, | P broadcast and multicast shall be carried out according to EN 301 192 [3] as described below:

IB downstream | P broadcast shall be transmitted with the broadcast MAC address FF.FF.FF:FF.FF:FF. An IP multicast
group isjoined according to the IGMP protocol [12]. Additionally, the INA may assign anew DVB MAC connection to the
NIU/STB for that purpose, including a multicast MAC address. IB downstream multicast shall than be transmitted with that
multicast MAC address.

OOB downstream

OOB downstream | P broadcast shall be transmitted with a VPI/VCI value of 0/0x22. An |P multicast group isjoined
according to the IGMP protocol [12]. Additionally, the INA may assign a new MAC connection to the NIU/STB for that
purpose. QPSK downstream multicast shall than be transmitted with the VPI/VCI given in the corresponding MAC connect

message.
6.1.3 IP Address Assignment

After receiving the MAC Connect confirm message, the NIU/STB shall use either the BOOTP or the DHCP protocol
according to RFC 951 [15] and to RFC 2131 [14] to get an | P address from the network, unless a fixed | P address was
assigned to the NIU/STB by the operator and made known to the INA. All additional 1P addresses of customer premises
equipment connected to the NIU/STB shall be assigned through BOOTP or DHCP, unless fixed | P addresses have been
assigned by the operator. Singlecast downstream traffic with a destination | P address not assigned through BOOTP, DHCP or
the operator shall be discarded by the INA. Upstream traffic with a source host | P address not assigned through BOOTP,
DHCP or the operator shall be discarded by the NIU/STB and by the INA.

6.1.4 INA Interfaces (Informative)

t.b.d.

6.1.5 NIU/STB Interfaces (Informative)
th.d.

6.2 Ethernet MAC Bridging

Thegoal of thissubclauseisto allow compatible and interoperable implementations for transmitting | SO 8802-3 Ethernet
MAC frames[10] over ATM AALS5 [13] and DVB Multiprotocol Encapsulation [3], as used by the present standard for
upstream and downstream transmission.

6.2.1 Framing

6.2.1.1 Upstream and OOB Downstream

The Ethernet MAC frame shall be carried in the payload of the AAL5 CPCS-PDU asdescribed in RFC 1483 [13] asLLC
encapsulation for bridged Ethernet/802.3 PDUSs, using PID 0x00-07 (LAN FCSis not transmitted). No padding bytes are
inserted between the LLC/SNAP header and the Ethernet MAC frame.
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6.2.1.2 IB Downstream

The Ethernet MAC frame shall be carried in the payload of the DVB Multiprotocol Encapsulation sections as described in
EN 301 192 [3], LLC_SNAP_flag is set to one. The value of the LLC/SNAP header is OxAA-AA-03-00-80-C2-00-07.

6.2.2  Addressing

In upstream framing structure and in downstream out-of-band framing structure, the addressing of a specific NIU/STB is
donewith aVPI/VCI pair. At least one VPI/VCI pair isassgned per NIU/STB. Thefollowing VPI/VCI pairs are reserved:

VPI / VCI Remark

any / 0..0x1F reserved for ATM use
0/ 0x20 reserved for DAVIC use
0/0x21 reserved for DVB MAC messages
0/0x22 reserved for broadcast

All other VPI/VCI pairs can be assgned by the INA for carrying Ethernet traffic. The VPI/VCI is provided through the DVB
MAC protocal.

6.3 PPP

Thegoal of thissubclauseisto alow compatible and interoperable implementations for transmitting PPP packets over ATM
AALS5 and DVB Multiprotocol Encapsulation [3], as used by the present standard for upstream and downstream
transmission.

6.3.1 Framing

Theimplementation shall be done according to the RFC2364, as mentioned in paragraph 5.

6.3.1.1 Upstream and OOB Downstream

The PPP frame shall be carried as such in the payload of the AAL5 CPCS-PDU. Thismethod is described in RFC 2364 [13]
(Figure 1). Theflag sequences, that delimit the beginning and the end of each frame, don't exist any more. The
Asynchronous-Control-Character-Map (ACCM) is not negotiated. In thisway, the stuffing procedure is no longer necessary.

6.3.1.2 IB Downstream

The PPP datagrams shall be carried in the payload of the DSM-CC sections as described in EN 301 192 [3] (DVB
multiprotocol encapsulation) with the LLC_SNAP_flag set to one. The encapsulation of PPPinto LLC/SNAP isdefined in
RFC2364 "PPP over AAL5" (with the NLPID value for PPP set to OXCF).

6.3.2 Addressing

In upstream framing structure and in downstream out-of-band framing structure, the addressing of a specific NIU/STB is
donewith aVPI/VCI pair. At least one VPI/VCI pair isassgned per NIU/STB. Thefollowing VPI/VCI pairs are reserved:

VPI / VCI Remark

any / 0..0x1F reserved for ATM use
0/ 0x20 reserved for DAVIC use
0/0x21 reserved for DVB MAC messages
0/0x22 reserved for broadcast

All other VPI/VCI pairs can be assgned by the INA for carrying PPP traffic. Each PPP connection will be associated to one
VPI/VCI provided through the MAC DVB RC protocol.
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6.3.3 IP Address Assignment

After recelving the MAC Connect confirm message, the NIU/STB uses | PCP protocol included in the PPP protocol,
according to RFC 1332 to get an IP address from the network. The PPP protocol supports the case of afixed |P address
assigned to the STB/NIU.

In the case afixed IP address has been assigned to the NIU/STB by the operator, the IPCP protocol shall be used to make this
I P addressknown to the INA. The PPP IPCP  Configure-Request of the NIU/STB states which IP-addressis used.

The INA can provide an(other) | P address by making this option, and returning avalid | P-address. The NIU/STB shall use
this | P address even in the case, the NIU/STB has a fixed one.

6.3.4 Additional IP addresses

In the case the NIU/STB is aso connected to customer premises equipment by a LAN, one of the following | P address
assignment schemes shall be implemented:

1) theLAN hasitsown IP subnet address and subnet mask, in this casethe NIU/STB actslike arouter i.e. the IP subnet
address and subnet mask of the LAN is completely independent of the INA; or

2) BOOTP/DHCP messagesfrom the LAN are sent transparently through the PPP link to a server at the INA side.

Singlecast downstream traffic with a destination | P address not assigned through PPP or BOOTP/DHCP shall be discarded by
the INA. Upstream traffic with a source host | P address not assigned PPP or BOOTP/DHCP shall be discarded by the
NIU/STB and by the INA.

6.3.5 Security

The PAP or CHAP protocolswill supply authentication and authorization mechanisms both included in PPP.

6.3.6 INA Interfaces (Informative)
th.d.

6.3.7 NIU/STB Interfaces (Informative)
th.d.
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Annex A (informative):
MAC State Transitions and Time Outs

A.1  Ranging and Calibration

Figure A.1 describes the ranging and calibration procedure in detail .
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(E12: TO && Power >= MAX) or Initialisation Complete Msg with Completion_Status_Field != 0

E11: Initialisation Complete Msg with Completion_Status_Field =0

Figure A.1: State Diagram for Ranging and Calibration

The boxes represent sates, state-trangtions are represented by arrows. State-transitions are triggered by events, denoted by:
"Ex: <event>". Triggers are either the reception of MAC-messages or Time-Outs. An event can lead to a state-transition
depending on a condition, thisis denoted by "Ex: <event> & & <condition>.
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A time-out timer runsin all the states. The values of these time-out counters are denoted by Tx.

On the following pages the events are accompanied by actions that are performed by the state machine during the state
trangition. Some actions are performed only under a certain condition. To makethisclear, "if then else" congtructions are
used.

El Power up:
Tune to any downstream channel
(re)set timeoutto T1

E2 Time Out received:
Tuneto next downstream channel
(re)set timeoutto T1

E3 Provison Msg received:
IF current DS freg. != provision Freg.
Tune provision channel
(re)set timeout to T2

E4 Time Out received:
Do nothing
(re)set timeoutto T1

E5 Default Configuration Msg received:
Tuneto service channd
TimeOffset = Absolute Time Offset
Output_Power Level = MIN_Power_Level
Power_Retry Count =0
Sign-On_Retry Count =0
(re)set timeout to T3

E6: Sign-On Msg & & addres!= OK:
Do nothing
(re)set timeout to T3

E7: Time Out received:
Do nothing

(re)set timeoutto T1

ES: Sign-On Mgy & & addres== OK:
Sign-On_Retry Count = min (Sign-On_Retry Count+1, 255)
(re)set timeout to T4

E9: Time Out received:
Send Sign-On Response Mg in ranging area
(re)set timeout to T5

E10: Ranging and Power Calibration Msg:
Time_Offsat = Time_Offset + Time_Offset_ Value
Output_Power Level = Output_Power Level + Power Control_Setting x 0,5 dB
IF Ranging_Slot_Included
send Ranging and Power Calibration Response Msg on Ranging_Slot_ Number
ELSE
send Ranging and Power Calibration Response Mg in ranging area
(re)set timeout to T5

E11l Initialization Complete Msg with Completion_Status Field = 0:
(re)set timeout to T6
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E12 (Time Out received & & Power >= MAX) or Initialization Complete Msg with Completion Status = Field !=0:
Do nothing
(re)set timeoutto T1

E13 Time Out received & & Power < MAX:

Power_Retry Count++

IF Power_Retry_Count < Sign_On_Incr_Pwr_Retry_Count
Do Nothing

ELIF Tuned to Backup Service Channel
Tuneto Service Channd
Output_Power Level = min (O utput_Power Level + x dB, MAX_Power_Level)
Power_Retry Count =0

ELIF Service Channd != Backup Service Channel (x1 [05...2])
Tune to Backup Service Channel
Power_Retry Count =0

ELSE
Output_Power Level = min (Output_Power Level + x dB, MAX Power_Level)
Power_Retry Count =0

(re)set timeout to T3 (x1 [05...2])

E14 Ranging and Power Calibration Msg:
Absolute Time Offset = Absolute Time Offset + Time Offset Value
Output_Power Level = Output_Power Level + Power Control_Setting x 0,5 dB
IF Ranging_Slot_Included
send Ranging and Power Calibration Response Msg on Ranging_Slot_ Number
ELSE
send Ranging and Power Calibration Response Msg in ranging area
(re)set timeout to T6

E15 Time Out received
Send IdleMgs
(re)set timeout to T6

E16 MAC message sent upstream
(re)set timeout to T6

Table A.1 links the timeout of the State Transition Diagram to the timeouts.

Table A.1: TimeOuts NIU SignOn STD

Timeout Description Code (see Def. Conf. Msg.)
T1 Provision Interval 0x31fixed 900 ms
T2 Default Configuration Interval Ox
32
T3 Sign-On Message Interval 0x
332
T4 Random ( ResponseCollectionTimeWindow )

see Sign on Requ. Msg.
T5 Sign On Response -> Rang. and Power Calibr. 0x3

Sign On Resp. -> Initial. Complete

Rang. and Power Calibr. Resp. -> Rang. and Poer Cal.
Rang. and Power Calibr. Resp. -> Initial. Complete

T6 Idle Interval see Def. Conf. Msg.
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Connection Establishment
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Two cases of connection establishment exist: connection establishment of the 1 < or default connection, and connection
establishment of additional connections after the default connection has been successfully established.

If the STB detects the continuous loss of carrier or framing for longer than Lof Timeout, then the STB will consider all
connections released and will go to the Wait for Login state (T0?).

Default Connection Establishment

Thisprocedure is sarted after a successful Sign-On and Calibration procedure. A special case exists when the STB losesthe
Initialization Complete Message but receives a Connect Message. In this special case, the STB shall proceed asif the
Initialization Complete M essage had been received.

E4, From Sign-On,

l E1, From Sign-On, ICM gtatus=0

DCE1

(re)Start NiuConnectTimeout

Receive Connect Message, Lost ICM
v B3 Receive Connect Message
DCE3 | pce2
(re)Start NiuConnectTimeout "] Parse Connect Message
E6, From Sign-On, B
New USFreg, ICM gatus=0 v J
DCE 4
DCES5 | Send Connect Response

(re)Start NiuConnectTimeout

Start NiuConnectConfirmTimeout

* When entering Sign-On

with NiuConnectTimeout
running, if NiuConnectTimeout
expires, then go to Hunt

Subsequent Connection Establishment

Y

—l E8, NiuConnectTimeout

> E2, NiuConnectTimeout, go to Hunt (T1)

—> ES5, USfreq changed, goto Sign-On (T3)*

E7, NiuConnectConfirmTimeout

DCE6
Stop NiuConnectConfirmTimeout

> GotoHunt (T1)

E9, Receive Connect Confirm Message w/ correct Connection_ID

DCE7

Stop NiuConnectTimeout

Stop NiuConnectConfirmTimeout
Default Connection is established
MAC State= RUNNING

This procedure can be entered only when the STB has at least one operating (i.e. not STOPPED viaa TCM) connection.
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l E1, Receive Subsequent Connect Message

SCE1

Parse Connect Message —> E2, Invalid Connect Message*,
Start NiuConnect Timeout Stop NiuConnectTimeout, exit

<
<

v J
SCE2 E3, NiuConnectConfirmTimeout
Send Connect Response ) )
Start NiuConnectConfirmTimeout | > E4 NiuConnectTimeout,

Stop NiuConnectConfirmTimeout, exit
E5, Receive Connect Confirm Message w/ correct Connection_|D

Y

SCE3

Stop NiuConnectTimeout

Stop NiuConnectConfirmTimeout
Subsequent Connection is established

* Subsequent Connect Message Validity

if (USfrequency isdifferent than the current US frequency) {
messageinvalid

} dseif (Connect Message contains both an IB and OOB DS frequency) {
messageinvalid

} dseif (Connect Message contains an I B freq and the STB currently has an open connection on a different IB freq) {
messageinvalid

} dseif (Connect Message contains an OOB freq and the STB currently has an open connection on a different OOB freq) {
messageinvalid

}

A.3 Connection Release

The STB may release connections only when it has at least one operating (i.e. not STOPPED by TCM) connection. If the
STB hasits number of connections reduced to one connection then the remaining connection is considered the default
connection.

l E1, Receive Connection Release Message

CR1
Parse message — E2, STB hasno operating connections,
exit
v
CR2

STB sends a Connection Rel ease Response Message
for each valid connection.

If any Connection_ID isunknown by the STB,

then the STB shall send zero in the response message.
If Number_of _Connectionsiszero, then the STB
shall rlease all open connections.
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A4 Reservation Process

Thefigure below gives a sate diagram of the reservation process. The boxes represent states, state-transitions are represented
by arrows. State-transtions are triggered by events, denoted by: "Ex:<event>". Triggers are either the reception of MAC
messages or time outs. An event can lead to a Sate-transition depending on a condition; thisis denoted by

"Ex:<event>& &<condition>".

A pending dot is defined as a dot for which no reservation request has been sent yet.

A requested dot is defined as a dot for which a reservation request has already been sent, but which is not yet granted.

No assigned
—®| resarvation id (*)(**)
E2 : nomore El: Reservation_ld
Reservation_|d Assignment message
y

Oneor more  (**)

—® Reservation |ds assigned[«#———E3: Reservation_Id
Assignment message
E5 : no more | or Release Message
pending slots E4 : dotsrequired
4
Wait for reservation grant |T1
E6 : Reservation -
Grant && pending I | E7:TO
dots
*) "No assigned Reservation_id" Stateisto belinked to the state diagram of connection establishment process.

(**) No Time-Out is associated to this state since when transition shall occur isnot in the scope of the specification.

El Reservation |d Assignment message:
If a"Reservation |d assgnment” message isreceived with avalid connection_id
send a"Reservation_id response”’ message
consder new parameters

go to "One or more Reservation_|lds assigned"”

E2 No morereservation |d:
If a"Release’ message closesthe last connection with an assigned reservation _id,
Ddete all dotsallocated in reservationr egion for this connection
go to "No assigned reservation _id" state
If a"Reprovisoning" message is received with "Delete Reservation_|Ds' bit s,
Ddete all dotsallocated in reservation region

go to "No assigned reservation _id" state
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E3 "Reservation _|d Assignment" message or "Release”’ message
If a"Release" message closes the connection with an assigned reservation id (but not the lagt),
Ddete all dotsallocated in reservation region for this connection
Stay in same state
If a"Reservation |d assgnment” message isreceived with avalid connection_id
consder new parameters
send a"Reservation |D_Response” message

Stay in same state

E4 Reservation dotsare required by the NI U:
Send a "Reservation Request" message
with reservation_id corre sponding to the connection
maintain count of pending dots and requested dots for this connection
Set atimer to T1 (equal to "grant_protocol _timeout" associated to the reservation_id)

Goto "Wait for reservation grant” state

E5 Reservation Grant message granting all requested dots.

if a"reservation grant" message grants all the previous requests (i.e. with
"remaining_dot_count" field set to 0) and no pending dots

Disable active timers

Goto "One or more Reservation IDsReservation_|ID assigned” & ate
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E6 Reservation Grant message but requested dots ill to be granted:

if a"reservation grant" message grants previous requests (but not all or somewith
"remaining_dot_count" field different from 0)

For connection with request not completely granted

Set timer of the connectionto T1 (equal to "grant_protocol _timeout"
associated to the reservation_id)

Update number of requested dotswith "granted dot count” field

If "remaining_dot_count" < 15 and (pending_dot_count !=0 or
requested dot_count !=remaining_dot_count)

Send a "Reservation Request" message
with reservation_id corresponding to the connection

maintain count of pending dots and requested dotsfor this
connection

For completely granted connection
disable timer of the connection
set number of requested dotsto O for this connection
If pending dotsexist
Send a "Reservation Request” message
with reservation_id corresponding to the connection

maintain count of pending dots and requested dotsfor this
connection

Set timer of the connection to T1 (function of
"grant_protocol_timeout" associated to the reservation_id)

If new dotsare required for a connection, update number of pending dots.

Stay in same status

E7 Time Out received:
If an active timer elapsed
Send areservation gtatus request message for the associated connection

Set timer of the connection to T1 (function of "grant_protocol _timeout" associated to the
reservation id)

If new dotsare required for a connection, update number of pending dots.

Stay in same status

Time-out T1 isdynamically set by the INA inthe "Reservation Id_Assignment” message (grant_protocol _timeout
parameter).
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A.5 Re-calibration

The STB may be re-calibrate whenever it has at least one open (i.e. STOPPED or RUNNING) connection.

l E1, Receive Ranging and Power Calibration Message

RE 1
Parse message — E2, STB has no open connections,
exit
v
RE 2

STB adjugtstransmisson parameterswithin it’ s capabilities
(i.e. the STB can Tx power in excess of normative range).
STB sends Ranging and Power Calibration Response Message
with the actual parameters used.

A.6  Reprovision Message

The STB can be re-provisioned whenever it has at |east one operating connection.

l E1, Receive Reprovision Message

REP1 > E2, STB has no operating connections or message invalid, exit
Parse message !
> E3, New USfrequency, go to Sign-On (T3)

Y

REP 2

E4, New US frequency, > STB sendsthe Link Management Message

from Sign-On, ICM status= 0

A.7  Transmission Control Message

The Transmission Control Message (TCM) controls aspects of upstream and downstream transmission. The commands are
sent to the STB in either broadcast or singlecast mode. The STB isin one of the following MAC states:

RUNNING, the STB has at |east one operating connection;
STOPPED, the STB hasreceived a TCM Stop Upstream T ransmission command; and
ERROR, the STB hasreceived a|CM with non-zero Completion_Status Field;

NONE, the STB has no open connections.
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E4, New US frequency
from Sign-On, ICM gtatus=0

* Invalid TCM

128
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l E1, Receive Transmission Control Message

TCM 1
Parse message

TCM 2
Set new MAC_State**,
Process frequency changes

A4

—>

TCM 3
If MAC_State== RUNNING,
then Send LMM

> E2, Invalid message*, exit

l » E3, New USfreq && MAC_State == RUNNING,

goto Sign-On (T3)

Besidesinvalid parameter values, the received TCM will be considered invalid if
(Start_Upstream_Transmission && Stop_Upstream_Transmission) or (Old_Frequency != CurrentFrequency)
in which case the STB will ignore the message.

** new MAC date

if (Start_Upstream_Transmission==0 && Stop_Upstiream_Transmisson == 0) {
New_MAC_State= Old_ MAC_State
} d=eif (Start_Upstream_Transmission==0 && Stop_Upstream_Transmisson==1) {
if (Old MAC_State== ERROR) New_MAC_State= ERROR
dseNew MAC State= STOPPED
} d=eif (Start_Upstream_Transmisson==1 && Stop_Upstream_Transmisson == 0) {
If (Old MAC_State== ERROR && Broadcast) New_MAC_State= ERROR
dseNew MAC State= RUNNING

Status Request Message

The STB can be queried for status whenever it has at |east one operating connection.

l E1, Receive Status Request Message

SR1

Parse message

— E2, STB hasno operating connections, exit

SR2

STB sendsthe Status Response M essage(s)
If the Status_Typeisunknown by the STB,
then it shall send the response with
Response _Fidlds_Included st to zero.

Idle Message

Theldle Message is sent during periods of upstream MAC message inactivity that exceed a non-zero Idle_Interval by the
STB whenever it has at least one operating connection.
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