


N
etwork administrators are always looking for a way to automate
management tasks, but many companies cannot aff o rd a

sophisticated management system. The May/June edition of Field
Notes off e red some tips to help you perf o rm daily management
tasks, and suggested several useful share w are and fre e w are utilities.
(See “Managing Your Servers Doesn’t Have to Be Expensive,”
N e t Wa re Connection, May/June 1995, p. 38-46. You can download
this article from N e t Wa re Connection’s Networking Home Page at
h t t p : / / w w w. m c r l a b s . c o m / n et/documents.html.) 

I received a lot of feedback about that article. One reader in
p art i c u l ar asked me to explain how to manage disk space more
e ff e c t i v e l y. As a result, this edition of Field Notes will focus on
two important aspects of disk space management: creating an
e fficient dire c t o ry stru c t u re and file system, and implementing
space re s t r i c t i o n s .

No matter  which version of NetWare you are running, the way
you stru c t u re your dire c t o ry and file system plays a crucial role in
the overall manageability of your servers. With the introd u c t i o n
of more advanced operating systems such as NetWare 4.1, the
enterprise has become the focal point for network administrators.
Although these operating systems present a more enterprise-based
n etwork outlook, managing server re s o u rces is still an import a n t
p art of a network administrator’s job. You must continue to
a d d ress dire c t o ry stru c t u re and disk space usage. 

The Ideal Dire c t o ry Stru c t u re
The first task involved in disk space management is setting up

the dire c t o ry stru c t u re. If you design a sound dire c t o ry stru c t u re ,
you will minimize the work re q u i red to complete many manage-
ment tasks, including the following: 

• Installing and maintaining applications
• Backing up and restoring applications and files
• Assigning trustee rights
• S etting up space re s t r i c t i o n s

Although opinions vary on the best way to set up a NetWare
d i re c t o ry stru c t u re, one setup has proven to be effective for many
companies. In addition to the directories created by NetWare
(such as LOGIN, ETC, MAIL, SYSTEM, DOC, and PUBLIC),
you should, at a minimum, create the following dire c t o r i e s :

• Application dire c t o ry
• Home dire c t o ry
• S h ared group dire c t o ry

Application Directory
You should create a parent application dire c t o ry, under which

you can create a subdire c t o ry for each application that will be
installed on the serv e r. Storing all application program files in a
single dire c t o ry system will resolve several management issues:

• Trustee Rights. Because users re q u i re the same rights to access
most applications, you can grant trustee rights to the
application parent dire c t o ry rather than to each application
s u b d i re c t o ry.

• Backup and Restore Pro c e d u re s . Because application
p rogram files are usually updated only when the software is
upgraded on the serv e r, these files do not need to be backed
up daily. If you create a parent application dire c t o ry, you can
c o n f i g u re your backup system to archive the application
d i re c t o ry once a week or only as needed. This configuration
will shorten the time it takes to archive your system.

• Disk Space Management. C reating an application dire c t o ry
s t ru c t u re will allow you to better control disk space. Because
users cannot create data files in the application pro g r a m
d i rectories, you do not have to assign users disk space to these
d i rectories. (Assigning disk space restrictions will be explained
later in this art i c l e . )

Home Directory
You should also create a parent home dire c t o ry, and within

that dire c t o ry, you should create a home subdire c t o ry for each
u s e r. Because a server can support hundreds or thousands of users,
o rganizing users’ home subdirectories in a parent dire c t o ry will
help you manage and protect your users’ data files. First, users will
be able to maintain files within their home subdirectories without
w o rrying about other users accessing those files. Second, when
you create users and allow NetWare to create their home
s u b d i rectories for you, users’ trustee assignments are made auto-
m a t i c a l l y. Whenever possible, let NetWare do the work for you.

Using this dire c t o ry stru c t u re, you can configure your backup
system to archive the entire parent home dire c t o ry, rather than
specifying numerous individual directories. This setup will save
you time and simplify the backup pro c e s s .
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Shared Group Directories
Many network administrators allow

users to grant  other  users access to their
home subdirectories. For most installa-
tions, this practice results in excessive
rights being granted, and it may compro-
mise network security. A better solution
would be to create a shared dire c t o ry that
will allow users to share and exchange
files. Then you can create groups on the
s e rv e r, using the SYSCON utility for
NetWare 3 and the NE TADMIN utility or
the NetWare Administrator (NWA D M I N )
utility for NetWare 4. You assign users as
members of these groups and then grant
g roups access to specific dire c t o r i e s .
S h ared directories allow you to impose
space restrictions more eff e c t i v e l y, as I will
explain later in this  article. 

F i g u re 1 illustrates a typical NetWare
d i re c t o ry stru c t u re for a file server called
FS1. This server includes three applica-
tions (APP1, APP2, and A P P 3), thre e
users (M I C H E L L E, C R A I G, and
B RYA N), and three groups (E V E RY O NE ,
PAY R O L L, and M ARKET for the
M ar k eting department). 

Managing Disk
S p a c e

How does your dire c t o ry stru c t u re
a ffect how you manage disk space? To
answer this question, let ’s look at the two
ways you can assign space restrictions: The
first and most commonly used met h od is
to restrict space on the server on a per
u s e r, per volume basis. The second met h od
is to restrict the size of directories. 

Restrict Disk Space on a Per User Basis
At first glance, it may seem easier to

restrict disk space on a per user, per
volume basis. However, this met h od may
c reate more problems than it  solves.
When you impose space restrictions on
individual user IDs, you must know
exactly what  kind of work each user will
be doing. Gathering this information can
be overwhelming or even impossible if
your server supports hundreds or
thousands of users. 

C o n s e q u e n t l y, some network admini-
strators ar b i t r arily restrict disk space for all
user IDs, but this approach can cause
p roblems because users do not fully
understand space restrictions. In most
cases, users think that  if they are assigned
10MB on the serv e r, this 10MB re s t r i c t i o n
applies only to their  personal subdire c t o ry. 

H o w e v e r, NetWare uses the file owner
attribute to calculate the amount of space
a part i c u l ar user is consuming. For
example, suppose you assign a 10MB
space restriction to user GAIL on the
SYS: volume. GAIL then creates a file in
her personal subdire c t o ry that is 2MB in
size, leaving her with 8MB available on
the serv e r. Next, GAIL sends a 1MB
print job to the PQ1 print queue. The
print job is put on hold, leaving GAIL
with only 7MB available until the job
actually gets printed. 

GAIL then runs the Mar k eting depart-
m e n t ’s presentation application on the
s e rver and updates a 10MB graphic file.
B e f o re she opened the file, BOB was the
file owner, but when GAIL tries to save
the file, she becomes the file owner. Be-
cause the file is 10MB, GAIL runs out of
available space on the server volume, and
the save pro c e d u re cannot be complet e d .

The potential for  file corruption in
this situation is obvious. Hours of work
have been lost, and GAIL and her
manager blame y o u because you placed a
space restriction on GAIL’s ID. 

Of course, some applications will not
change file ownership. It depends on how
the application saves and updates files.
U n f o rt u n a t e l y, many popular applicat ions
do change the file owner.

Restrict the Size of Directories
Many of the problems described above

can be solved by restricting the size of
d i rectories. Many administrators feel that
this met h od can create a huge manage-
ment headache, but if your dire c t o ry
s t ru c t u re is well organized, it’s much
easier than it s eems. 

The best way to explain this met h od
of assigning space restrictions is to use an
example dire c t o ry stru c t u re, which is
shown in Figure 1. Now take a look at
F i g u re 2 (see p. 54), which list s the
t rustee rights and the dire c t o ry space
restrictions for the directories shown in
F i g u re 1. As Figure 2 shows, no users 
have rights to create files within the
LOGIN, ETC, SYSTEM, DOC, and
APPLIC directories. As a result, you do
not need to impose disk space re s t r i c t i o n s
on these dire c t o r i e s .

Users do have r ights to their  own
personal subdire c t o ry within the HOME
p arent dire c t o ry, however. For each sub-
d i re c t o ry, you would assign a space limita-
tion, based on the needs  of your users and
the amount of disk space available. In our
example network, each personal subdire c-
t o ry has a 5MB limitat ion. Make sure
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F i g u re 1. When you set up your dire c t o ry
s t ru c t u re,  you should create parent dire c t o r i e s
for application subdirectories, home
s u b d i rectories, and shared subdire c t o r i e s .
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your users know how much data they can
s t o re in their personal subdire c t o r i e s .

F i g u re 1 shows that the SHARE D
p arent dire c t o ry contains three subdire c-
tories. Groups have been created on the
file serv e r, and the appropriate users have
been set up as members of these groups. In
t u rn, the groups have been granted Read,
Write, Create, Erase, Mod i f y, and File
Scan rights to their  respective subdire c -
tories in the SHARED parent dire c t o ry. 

B e f o re you limit the size of each share d
s u b d i re c t o ry, you should consult the gro u p
that will use the subdire c t o ry. For example,
the Mar k eting group shown in Figure 1
uses an application that creates large files,
so the group thinks it will need 200MB for
its data files. The MARKET subdire c t o ry
has been restricted accord i n g l y. (See Figure
2.) The PAYROLL group, on the other
hand, re q u i res only 50MB for its data files.
F i n a l l y, the network administrator cre a t e d
the EVERY O NE subdire c t o ry so that users
can share and exchange files; the
administrator then limited the dire c t o ry
space to 100MB. If you create this kind of

s u b d i re c t o ry, make sure users understand
the purpose of the subdire c t o ry and the
space limitation you impose.

Although assigning space limitations
on a per dire c t o ry basis does not com-
p l etely eliminate the chance of a user
encountering insufficient space errors, it
does offer several advantages:

• I m p roved Aw a re n e s s. It is easier for
most users to understand space limita-

tions on directories. As I explained
e ar l i e r, users may have trouble saving a
file if you assign space restrictions on a
per user basis. You must foresee such
p roblems and plan accord i n g l y. It is
not the users’ responsibility to know if
an application updates the file owner.

• I m p roved Cost Allocation. In most
e n v i ronments, several workgroups or
d e p artments use a part i c u l ar serv e r. If
you restrict space by dire c t o ry, work-
g roups and departments can “purc h a s e ”
a portion of disk space on the serv e r,
and this space will always be available
to them. Some companies choose to
have separate volumes for each depart-
ment or workgroup, but this solution is
not a viable one for many companies.

• A c c o u n t a b i l i t y. After you set up your
d i re c t o ry stru c t u re as outlined in this
article, you can meet with workgro u p s
and departments and ask them to pre-
dict how much disk space they will
need. If you allow users, workgro u p s ,
and departments to det e rmine these
re q u i rements, they will be more
accountable for any errors that occur.

• I m p roved Management. If you impose
space restrictions on a user ID and the
user consumes all of the allocated disk
space, you have two choices: You can
grant the user more space, or you can
scan the server and list all of the files
owned by the user. You can then eva-
luate how the space is being used and
ask the user to delete unneeded files.
On the other hand, if space re s t r i c t i o n s
are imposed on a dire c t o ry stru c t u re
and a user encounters an insuff i c i e n t
space error when saving a file, you can
m o re easily pinpoint the problem. Yo u
can find out what application the user
was using and locate the dire c t o ry in
which the application saves its files.
You can then check the space re s t r i c-
tions for that dire c t o ry and det e rm i n e
what the problem is. This appro a c h

Directory Trustee Assignments Restricted Directory Size

RF to EVERYONE

None

C to EVERYONE

None

None

RF to EVERYONE

RF to EVERYONE

RF to EVERYONE

RF to MARKET group

RWCEMF to MICHELLE

RWCEMF to CRAIG

RWCEMF to BRYAN

RWCEMF to EVERY O NE

RWCEMF to PAYROLL

RWCEMF to MARKET
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A d d re s s P u r p o s e

e n h c l i e n t @ n o v e l l . c o m Client prod u c t s

e n h s e rv e r @ n o v e l l . c o m S e rver products (such as installing, monitoring, licensing)

e n h p r i n t @ n o v e l l . c o m Printing and utilit ies (such as PCONSOLE, FILER, NDIR)

e n h n d s @ n o v e l l . c o m D i re c t o ry services, Timesync, and related utilities

Figure 3. If you want to recommend an enhancement to NetWare, send a message to one
of these e-mail addresses.

LOGIN Directory

ETC directory

MAIL directory

SYSTEM directory

DOC directory

PUBLIC directory

APP1 subdirectory

APP2 subdirectory

APP3 subdirectory

MICHELLE subdirectory

CRAIG subdirectory

BRYAN subdirectory

EVERYONE subdirectory

PAYROLL subdirectory

MARKET subdirectory

Not Restricted

Not Restricted

50MB

Not Restricted

Not Restricted

Not Restricted

Not Restricted

Not Restricted

Not Restricted

5MB

5MB

5MB

100MB

50MB

200MB

F i g u re 2. If you set up your dire c t o ry stru c t u re pro p e r l y,  restricting the size of directories is fairly
simple. Using a chart like this, you restrict only the directories to which users have rights. (The
Read, Write, Create, Erase, Modify, and File Scan rights are abbreviated as RW C E M F. )



takes less time than reviewing all of
the files a user has on the volume and
d et e rmining which files can be delet e d .

Limiting the size of directories pro v i d e s
significant advantages for most enviro n-
ments. However, you must weigh the
benefits of both approaches and det e rm i n e
the best solution for your enviro n m e n t .
One met h od does not work for every o n e ,
but if you have never considered re s t r i c t-
ing the size of directories, you may want to
think about the benefits of doing so.

Tell Novell What 
You Think

If you are like most network admini-
strators, you have a wish list of feature s
that you would like to be added to or
i m p roved in the next update of NetWare .
So what do you do with this wish list? 

If you want to request an enhancement
or a new feature, send an e-mail message
to the appropriate address listed in Figure
3. Please send only messages about en-
hancements or new features; these e-mail

a d d resses are not intended for re p o rt i n g
bugs or for requesting product inform a t i o n .

Write Us!
The purpose of this  column is to pro-

vide you with helpful tips and tr icks. If
you would like me to address a part i c u l ar
topic in a future edition of Field Notes or

if you have a quick tip or  tr ick that you
want to share with other  readers, drop me
a line on CompuServe at the addre s s
listed below.

Doug Archell is an independent NetWa re
consultant and a NetWi re SysOp. He is also
an ECNE and author of NetWare 3.12
System Administrators Refere n c e f ro m
Que Publishing. You can reach Doug on
C o m p u S e rve at 70751,767. n
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What’s New on the Wire

Several updates have recently been released for the NetWa re operating system.

The following files are available on NetWi re (Novell’s information service on Compu-

S e rve) in the NOVLIB forum or on Novell’s FTP site on the Internet (ftp.novell.com).

The information given here is accurate at press time. However, files on these

s e rvices are often moved, renamed, or updated. If you cannot find a file or have

questions, leave a message for the System Operators (SysOps).

41RTR2.EXE Contains NetWare 4.1 protocol NetWare loadable module 

(NLM) updates.

IPXRT3.EXE Contains IPX router software, version 1.0c for NetWare

3.1x and 4.02.

PS3X02.EXE Contains updated PSERVER and RPRINTER utilities 

for NetWare 3.x and NetWare 2.x.

VRPUP1.EXE Contains the updated VREPAIR.NLM for NetWare 3.1x and 

NetWare 4.0. n
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