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Preface
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» IBM WebSphere Host On-Demand Version 7.0
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1

Introduction to Host Access
Client Package

The IBM Host Access Client Package is a solution for all of your host connection
needs. The package provides:

» Access to applications and data on IBM @server iSeries (5250),
IBM @server zSeries (3270), and DEC/UNIX virtual terminal (VT) hosts for
traditional Web users in SNA and intranet environments

» Thin client technology to distribute host access capability to remote users, as
well as users in intranet and extranet environments

» The ability to create new graphical user interfaces to front-end host
information without programming, using drag and drop technology

The IBM Host Access Client Package offering integrates WebSphere Host
On-Demand, IBM Screen Customizer and IBM Personal Communications into a
single packaged solution. This package can provide access to legacy
applications to virtually any type of user regardless of their needs. Whether it is
an office-based power user, a mobile employee, a systems programmer, or a
business partner with no training on host applications, the Host Access Client
Package fits virtually any user need. With the addition of relatively simple
graphical rejuvenation tools, you can make your applications easy to use and
available to virtually anyone, virtually anywhere.

© Copyright IBM Corp. 2002 1
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2

IBM Host Access Client Package offers a migration path from traditional
emulation to Web browser-based emulation, with the ability to put a simple
graphical user interface on a host application. This bundle focuses on TN5250,
TN3270E, and VT applications support.

The components of this package are:

» IBM WebSphere Host On-Demand Version 7.0

Host On-Demand provides Java applets that enable host connectivity and
terminal emulation for 3270, 5250, and VT displays, plus FTP, and JDBC
access, using industry-standard TCP/IP protocols for communications to the
host. The Java applets are downloaded from a Web server via a Web
browser.

» |IBM Personal Communications Version 5.6

Personal Communications provides host connectivity and emulation for Telnet
3270, Telnet 5250, and VT displays; supports SNA applications and
technologies and TCP/IP.

» |IBM Screen Customizer Version 2.0.70

Screen Customizer provides the ability to present host screens as a graphical
user interface.

IBM Host Access Client Package Update
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1.1 Host On-Demand

WebSphere Host On-Demand is targeted to customers who wish to provide easy,
and cost-effective host access with security to users in intranet-based and
extranet-based environments. It enables businesses to extend the reach of their
host applications and data to new users, including business partners, suppliers,
and sales personnel.

Host On-Demand gives users secure browser access to host applications and
data, with Web browser-based emulation. With support for TN3270E, TN5250,
VT and CICS applications included in a single package, users need to learn only
one interface to reach key host data. Because Host On-Demand is Java based,
users in different operating environments get the same look and feel, and
identical feature set.

Host On-Demand is installed only on the Web server, and the Host On-Demand
applet is downloaded via a Web URL to the user's Web browser. Code
maintenance, updates and configurations all occur on the Web server, and users
are updated automatically. The Host On-Demand cached client reduces
download and user idle time, enhances productivity, and helps save significant
expense in product deployment and maintenance. Host On-Demand works with
IBM Screen Customizer, providing customized graphical screens in place of
“green screens” to help simplify the user experience for users who may be
unfamiliar with or prefer not to use the traditional host “green screens”.

Host On-Demand can be installed on nearly any server platform to fit nearly any
size organization or branch office. Host On-Demand is supported by your choice
of platforms, ranging from Windows NT, Windows 2000, AlX and Linux servers to
iSeries and zSeries mainframes. And, this benefit extends to the desktop as well.
Because the interface is Java based, it is the same in every workstation
environment, whether it be Windows 95, Windows NT, Windows XP, OS/2, Linux
or other supported workstation environments.

A rich Java tool set, including Host Access Beans for Java and the application
programming interface (API), can enable customers to rapidly create custom
e-business applications to achieve a competitive advantage. Because Host
On-Demand is part of the WebSphere family, applications developed using the
tool set can be incorporated into other WebSphere software projects, helping
preserve your Host On-Demand investment and helping provide a quick start to
the Web and e-business.

Chapter 1. Introduction to Host Access Client Package 3
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Host On-Demand is recommended for installations that require low-cost
centralized deployment, easy, centralized administration, and support for a broad
range of client and server platforms. IBM Personal Communications is
recommended for full-function emulation, more extensive APIs and a wider range
of protocols or connectivity, including APPN and other SNA technologies.

1.1.1 Host On-Demand features

4

The features and functions that Host On-Demand provides have been increasing
steadily with each new version. It is now a very powerful terminal emulator, FTP
client and database-access utility, all implemented in Java and downloadable
through a standard Web browser.

Features summary

Here is a summary of the main features followed by a list of features by release
that have been added.

» TN3270, TN5250 and VT (VT52/100/420) emulation and a CICS Gateway
client

3270 host printer emulation

Database On-Demand for database query

3270 file transfer with MVS, VM, CICS

File transfer with OS/400

FTP client

Keyboard remap

Color remap

Copy, cut and paste

Print screen

Macro record/play, with prompts and waits and a powerful editor
Session security, through the Secure Sockets Layer (SSL) protocol
Support for firewalls

Server-based management of user configurations

Usage (license) management

Telnet redirection

Host Access Class Library for development of network-computing
applications

Host Access Beans for Java for application development
Translation into 20 languages, with keyboard and code page support for 20
more, including Arabic, Hebrew and Thai

Comprehensive problem determination capability

26 sessions allowed

Ability to create customized clients

Locally installed client on Windows machines

VYYYYYYYVYYVYVYVYVYYVYY

vy

vVvyyy
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Host On-Demand Version 7

The main emphasis in Version 7 is on enhanced Java 2 support and HOD portlet
support of WebSphere Portal Server.

» User productivity enhancements

Customizable toolbar buttons and icons for HOD sessions

Macro enhancement to support variables, conditional processing,
arithmetic expression assignment to a variable, and starting a macro
within a macro

Session inactivity timeout for 3270 or 5250 display/printer sessions or VT
sessions

Initial support for accessibility features to help users who have physical
disabilities. Currently, not all features are available for all screens.
Associated printer session improvements to reduce the risk of 3270 client
associated printer sessions being inadvertently shared by different pooled
LUs

Remap graphics colors for 3270 sessions

Arranging configured session icons on the desktop by name or type
Custom function editor to define and maintain new keyboard functions
without having to edit HTML and JavaScript files

URL hot spots can be displayed as underlined links or as
three-dimensional buttons

Confirmation dialog on exit from a Host On-Demand session

Print screen enhancements for Java 2-enabled browsers to specify page
orientation and margins, add headers and footers, and suppress the print
dialog box

Support for the Start PC Command (STRPCCMD) in 5250 sessions
Support for grid lines defined by Data Description Specifications for DBCS
5250 display sessions

Cached client improvements to specify a separate upgrade percentage for
peak and off-peak demand periods. A download size and time estimate
will be displayed.

» Technology improvements

Java 2 support for cached clients running the Java 2 plug-in. Some HOD
V7 features require Java 2.

Creation of Adobe Portable Document Format (PDF) versions of host
documents

Support for Auto Input Method Editor (IME) feature when configuring 3270
and 5250 display sessions

Session Manager JavaScript APIs for managing host sessions and
text-based interactions with host sessions

Socks 5 and HTTP proxy server support to transparently access host
systems that are behind a firewall

Support for Transport Layer Security (TLS) protocol version 1

> Support for IBM WebSphere Portal Server as a portlet

Chapter 1. Introduction to Host Access Client Package 5
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» Administrator improvements

Stand-alone Deployment Wizard installation

Distribution of Deployment Wizard files using the DWunzip tool

Size requirement display when creating download clients

Deployment Wizard files published to a location other than the Host
On-Demand publish directory

Customized Host On-Demand Web pages using custom HTML templates
Copy and paste new sessions to the Users/Groups window in the
administration client

Support for dynamic HTML overrides of session properties

» FTP enhancements

Support for transferring directories to and from the host

FTP client Transfer List Manger toolbar support to create file or directory
transfer lists

Support for renaming files or directories before they are transferred to the
receiving system

Support for viewing server directory information

Enhanced FTP client support switching between MVS Services and HFS
Services without changing the host type or defining two FTP sessions
Support for UTF-8 transfer type

Language selection for greetings and error messages for UTF-8 transfers

For a list of all functions and enhancements, see the online Getting Started
documentation:

» Onthe CD:
http://[cdrom] /doc/[Tanguage] /doc/install/install.html

» On Windows:

Click Start -> Programs -> IBM Host On-Demand -> Information Library ->
Getting Started

» On disk:
http://[published directory]/[language]/install/install.html

For the latest information about Host On-Demand, visit the Web site at:

http://www.ibm.com/software/webservers/hostondemand

To subscribe to the Software Support Bulletin, go to:

http://www.ibm.com/software/network/support

Host On-Demand Version 6
The major emphasis in Version 6 was on improving the deployment options and
user management. The main features are:

IBM Host Access Client Package Update
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More flexibility and control over locally stored user preferences
Deployment Wizard enhancements

Native Windows print support

Integrated Windows domain logon

Cached client support across the Internet

Support for Java 2-enabled browsers

Netscape 6.0 Support

Enhanced Local Preferences

— No user IDs for the Administrator to create

— No logons needed by the client

Copy a session between users and groups rather than import/export
Reset Insert Mode on Aid Key (for example Enter, PFx, PAX)
Reset on Enter

— Additional parameters

Customizable toolbar buttons

Tab to next word and delete word

Multi-user Cached Client

The cached client will be machine specific, not user specific, allowing several
users to work on one machine

User-defined character (UDC) mapping editor for DBCS environments
Greek National Language Support

Basic GB18030 code page support

Problem determination enhancements

Dropped support for OHIO

Host On-Demand Version 5

The emphasis in Version 5 focused on several areas, from improving cached
client operations to improving administration and security and the ability to work
in an Internet environment. The main features were:

>

Administrative improvements

— Automatic installation on AIX

— Customizable Service Manager port

— Configuration Servlet

— Deployment Wizard

— Disable functions to end users

— Java 2 platform support (server side)

— Host On-Demand toolkit package

Security enhancements

— Express Logon Feature

— Native Authentication

— AS/400 file transfer and Database On-Demand proxy and enhanced SSL
support

— Configuration Servlet

Chapter 1. Introduction to Host Access Client Package 7



6182HACPIntro.fm Draft Document for Review November 24, 2002 6:23 pm

— Telnet-negotiated security
— Smart card support
» Client operations
— ENPTUI support
— Improved cached client
— Improved enhancements to keyboard remapping
— Multiple session icon
— Hindi enablement
— Blink attribute support and color remap improvements

1.1.2 Host On-Demand components

8

Host On-Demand consists of the following components:

» One or more Web servers

» A Java environment, provided by a Java virtual machine (JVM)
» The Host On-Demand Server

» A Web application server (optional)

» Clients

» Deployment Wizard

» Certificate management utilities

» Host Access Class Library for Java

» Host Access Beans for Java

» Screen Customizer default graphical user interface

Web servers

Since the Host On-Demand applet must be downloaded from a server to the
client, a Web server must be installed on the same machine as the Host
On-Demand server. Any Web server will work; we have not yet found a Web
server that does not work.

On Windows NT, Windows 2000, Windows XP and AlX, the Host On-Demand
installation program will detect and configure most Web servers. Configuration
consists of creating the required alias for the Host On-Demand publish directory
so that the applet and other files are available to clients.

The client code is available for download once Host On-Demand is installed and
the Web server configured. If the Configuration Server model is used (see 13.1,
“Host On-Demand configuration models” on page 514), then the Host
On-Demand Service Manager is utilized to configure and manage users and
sessions.

IBM Host Access Client Package Update
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Java virtual machine

Since Host On-Demand consists of a set of Java applets and applications, a Java
environment is required on both the server and the client. This Java environment
is provided by a Java virtual machine (JVM).

For Windows clients, the Java virtual machine is installed along with the Host
On-Demand code. Host On-Demand V7 installs the IBM 1.3 JVM. For all other
servers the JVM must be obtained and installed separately.

Clients are supported on Java 2-enabled Web browsers, such as Netscape 6.x
and Mozilla. The Java 2 Plug-in with Netscape 4.x and Microsoft Internet
Explorer is also supported. For more information refer to 5.15, “Web browsers:
Java 1 and Java 2 enabled” on page 221.

Host On-Demand server

The Host On-Demand server consists of multiple sub-functions each of which is
discussed in detail in Part 1, “IBM WebSphere Host On-Demand” on page 21.

» Configuration Server

The Configuration Server manages configuration data on a user and group
level.

» Redirector service

The Redirector is a Telnet proxy that may be used to protect internal Telnet
servers and ports from Internet users or to provide security for Telnet servers
that do not support security natively.

» 0S/400 Proxy

The OS/400 Proxy is a proxy that allows clients to connect to a back-end
AS/400 system via a single port, instead of exposing the address and ports of
the AS/400 to end users.

» Configuration Servlet

The Configuration Servlet is very useful in Internet environments. The servlet
runs under control of a Web application server and is configured to relay
communications between the client and Configuration Server over standard
HTTP(S) connections.

» Native Authentication

This is a function that is used to authenticate Host On-Demand defined users
with the native operating system of the server upon which the Host
On-Demand server is running. This is supported only on Windows NT,
Windows 2000, Windows XP, AIX, OS/390 and z/OS operating systems.

» License Use Management

Chapter 1. Introduction to Host Access Client Package 9
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This function keeps track of concurrent Host On-Demand usage.

Web application server

A Web application server, such as IBM WebSphere Application Server V3.5 or
V4, Lotus Domino R5 or R6, Netscape IPlanet (JRun) Version 4.1, iPlanet Web
Server Enterprise Edition V6, iPlanet Application Server V6 or HTTP Server
V1.3.6.2,V1.3.6.4,V1.3.12.6, V1.3.19.2, or V2 is required to run the
Configuration Servlet.

Clients

Host On-Demand provides several types of preconfigured clients. Note that an
emulator client can support all of the listed terminal types from a single
full-function client.

» Emulator clients

— 3270 display
— 3270 print
5250 display
5250 print

- VT

» FTP client
» Database clients

» Administrative clients

» Utility clients

Host On-Demand provides these full-function clients as either a cached client or
as a download client, or both, with normal or debug options. In addition, the
Deployment Wizard utility allows for the creation of custom emulation clients.

All available clients are explained in detail in Chapter 5, “Clients” on page 163.

Deployment Wizard

The Deployment Wizard is a utility that allows the administrator to build an
emulation client customized for their environment. By using the Deployment
Wizard to build custom clients, the administrator can affect the size of the
downloaded or cached client, restrict the client to a subset of functions that they
may perform, and establish the security capabilities of the client. The list below is
a partial list of the capabilities of the Deployment Wizard.

» Type(s) of emulation allowed:

— 3270 display
— 3270 print

IBM Host Access Client Package Update
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— 5250 display
— 5250 print
- VT

» Capabilities of the emulator:

— Keyboard remap
— Color remap
— File transfer
— Macro play/record

» Cached or download client
» Normal or debug options
» User model

— Configuration Server
— HTML-based

» Portlet creation

For a complete discussion of the Deployment Wizard, refer to Chapter 14,
“Deployment Wizard” on page 529.

Certificate management utilities

The certificate management utilities are installed on Windows and AIX platforms
during installation. These applications provide the capability of managing digital

certificates and keyring files used by the Host On-Demand clients and Redirector
on supported platforms. Refer to Chapter 12, “Certificate management” on

page 487 for additional information.

Host Access Class Library for Java

The Host Access Class Library (HACL) for Java, delivered on the Host
On-Demand Toolkit CD, provides a set of classes and methods that allow the
development of platform-independent applications that can access host
information at the data stream level. HACL implements the host access function
in a complete class model that is independent of any graphical display and
requires only a Java-enabled browser or comparable Java environment.

With HACL, application developers can write Java applets that manipulate data
from the data stream presentation space (such as 3270, 5250, and VT) without
requiring that the applets reside on the client machines.

HACL is a significant improvement over traditional emulator programming
interfaces, such as EHLLAPI, in several respects. It is an object-oriented API,
with all the well-known benefits of the object-oriented programming paradigm
and it requires far fewer statements to achieve the same result.
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For more details, refer to Chapter 21, “Host Access Toolkit” on page 739.

Host Access Beans for Java

The Host Access Beans for Java provide emulator functions as a set of
JavaBeans. JavaBeans are components that have configurable properties that
use events to communicate between each other, and that can be manipulated in
visual development environments. The Host Access Beans can be used by
developers to rapidly develop custom applications that deliver the specific
functions they want to include in their host-access applications.

For more details, refer to Chapter 21, “Host Access Toolkit” on page 739.

Screen Customizer default graphical interface

Host On-Demand has the ability to automatically render the classic “green
screen” into a basic graphical user interface. A default graphical user interface,
Screen Customizer/LE, is included in all the Host On-Demand clients and can be
turned on in the session configuration panels, but this cannot be customized. In
order to be able to customize this interface, you must install the full IBM Screen
Customizer product that is distributed with the Host Access Client Package and
then customize the screens using the customization capabilities of the product.
For information on the full IBM Screen Customizer product, refer to Part 3,
“Screen Customizer” on page 921.

1.1.3 Architecture and operations

12

Figure 1-1 illustrates the basic operations of Host On-Demand. We briefly
describe the components and how Host On-Demand works, referring the reader
to more specific chapters.
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Figure 1-1 Host On-Demand basic operations

Host On-Demand is installed on a Web serving platform. This platform can be
almost any platform that supports a Web server, and Java.

A client browser running a Java virtual machine contacts the Web server and
requests an HTML page that has a Host On-Demand client embedded. This
connection to the Web server may optionally be secured with HTTPS.
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Configuration information for the client is either downloaded with the HTML page
or is obtained from the Host On-Demand Configuration Server component via a
non-secure TCP RMI connection. To secure this configuration information and to
simplify administration in an Internet environment with firewalls, a Configuration
Servlet running under a Web application server can be configured and HTTP(S)
used to pass the configuration information as opposed to the non-secure RMI
connection.

If configuration information is obtained from the Host On-Demand server and not
via the HTML files, then the ability to store these preferences using Windows
user IDs is supported. Additionally, the ability is provided to challenge the user for
their user ID and password as known by the server upon which Host Access
Client Package is running.

Once the configuration information is obtained, any of the clients shown in
Figure 1-1 may be invoked by the user in the following ways:

» Connections are supported to the CICS Gateway using the CICS Gateway
client using a non-secure TCP/IP connection

» Standard TN3270(E) and TN5250 connections are supported to any of the
following:

— Stand-alone Telnet servers via secure or non-secure connections
— Host On-Demand Redirectors

— Communications Server for AIX Redirectors via secure, non-secure, or
passthrough connection

— Direct to an iSeries or zSeries server via secure or non-secure Telnet
protocols

» VT sessions are supported in the following ways:
— Directly to a supported VT host via non-secure Telnet connections

— To a Redirector via a secure Telnet connection that can then connect to
the back-end non-secure VT host

» Database On-Demand connections to an iSeries host in the following ways:
— Direct to the iSeries via secure or non-secure TCP/IP connections

— Via the Host On-Demand OS/400 Proxy via a non-secure TCP/IP
connection

In order to provide the administrator a mechanism for insuring that the company
stays within its licensing agreement, the License Use Management function is
provided on the Host On-Demand server. This function, when enabled, provides
a count of the maximum number of users concurrently running a Host
On-Demand client at any given point in time.
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This architecture and operations is fully described in Part 1, “IBM WebSphere
Host On-Demand” on page 21.

1.2 Introduction to Personal Communications Version
5.6
Host Access Client Package V3 ships with Personal Communications Version 5.6
for Windows. Personal Communications Version 5.6 is Windows XP certified and
runs on Windows 95, Windows 98, Windows ME, Windows NT, Windows 2000,
and Windows XP. Both products are market leaders for traditional client access
and connectivity, providing connectivity and APls for all environments.

Personal Communications brings the power of personal networking to your
workstation by exploiting networking capabilities to provide a variety of
connectivity options supporting local area network (LAN) and wide area network
(WAN) environments. Whether it is for host terminal emulation, client/server
applications, or connectivity, Personal Communications offers a robust set of
communication, networking, and administrative features.

Personal Communications is a full-function emulator. In addition to host terminal

emulation, it provides these useful features:

» File transfer

» Dynamic configuration

» An easy-to-use graphical interface

» APIs for SNA-based client applications

» An API allowing TCP/IP-based applications to communicate over an
SNA-based network

A variety of SNA-based client application programming interfaces (APIs) are
supported by Personal Communications. You can create applications that use
the peer-to-peer client APIs, which are based on LU 6.2 and provided by
Personal Communications. These APIs let you simultaneously access and
process information on peer workstations.

Personal Communications supports Advanced-Peer-to-Peer Networking (APPN)
as an end node, and uses the advanced network features: high-performance
routing (HPR) and dependent LU requester (DLUR).

AnyNet SNA over TCP/IP is a feature of Personal Communications that allows
emulator and client/server SNA applications to communicate over a TCP/IP
network.
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Refer to Part 2, “Personal Communications Version 5.6” on page 803 for more
information.

1.3 Introduction to Screen Customizer

IBM Screen Customizer is a Java-based Web client for IBM WebSphere Host
On-Demand and IBM Personal Communications. It transforms the traditional
character user interface of mainframe green-screen applications to nice-looking,
presentable and user-friendly graphical application. It supports 3270 and 5250
and CICS Gateway-based emulation sessions; however, Screen Customizer
support is not available for VT display sessions.

It interprets the host data stream that comes through either Host On-Demand or
Personal Communications Version 5.6 and transforms it to a default basic
graphical screen. Provision is available for customization of these screens to
generate more sophisticated graphical screens. The transformation happens in
real-time thus ensuring there are no compromises on the speed and
performance of the client system and the underlying legacy application.

Extensive customization is possible with the help of the Studio and Administrator
tools, by which the green screens can be transformed to modern graphical
application. Thus IBM Screen Customizer gives a new lease on life to those
ageing character user interface-based legacy applications. All this is possible
without the need to do any programming or modification of the host-based legacy
applications.

Refer to Part 3, “Screen Customizer” on page 921 for more information.

1.4 National Language Support

16

IBM, as a true international leader of global information technology, has a global
vision for all its products. As a part of its globalization strategy, IBM ensures all its
products, communications and services are designed to meet the needs of the
global market.

This means that they must support the language, culture, and character
encoding elements of IBM’s worldwide customers. The strategy is to do this in a
consistent and comprehensive manner, and at the same time leveraging existing
international standards where possible.

National Language Support (NLS) provides a standardized method of supporting
multiple international locales, code pages, input methods, sort orders, and
number/currency/time/date formats.
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1.4.1 The need for National Language Support

As the global economy becomes more integrated, users require software
compatibility across multicultural and multilingual barriers. They want to run
applications using their own language and local conventions for time display,
menu selections, and error messages.

A large corporation with several branches offices around the world may require a
its applications to have interfaces for more than one language, may be a mixture
of English, Japanese, and French software environments with, perhaps, multiple
languages supported in a single site.

Enterprises with such complex requirements require a unified system-software
architecture that can support global networks without the incompatibilities often
found with different localized versions of software. Not only do they require
unified system-administration models and policies, but they also need to be able
to develop internal applications that operate without modification across all their
operations.

For an application to be successful and to reach the global marketplace, it has to
made in accordance to the local customs, conventions and other requirements.
These could be culturally specific, such as the way date is represented and the
way decimals are rounded.

In accordance with the IBM globalization strategy for its products, the Host
Access Client Package is translated to several languages to ensure its global
reach. The individual products such as Host On-Demand, Screen Customizer
and Personal Communications Version 5.6 are provided in many languages. The
session windows, configuration panels, help files, and the documentation have
been translated. In addition, display, keyboard, and processing support is
provided for Arabic, Hebrew, Thai, Hindi, and Greek.

The languages and code pages supported by Host On-Demand and Screen
Customizer are listed in the National Language Support section of the online
Installation and Planning Guide. There is also a list of the suffixes required if you
want to load non-native versions of the client applets.

Support in terms of code pages, fonts, screens and keyboard functions has been
included for a host of languages such as Arabic, Hebrew, Hindi, and Thai, as well
as for the Euro, the new currency of the European Union. For a complete and
comprehensive list of supported languages and their levels of support, please
refer to the installation guide provided along with the software.
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Note: National Language Support is operating-system dependent. It calls for
the availability of the necessary font and keyboard support for the language
you want to use and it should be installed in the operating system. For
example, if you want to use French as the host-session language but do not
have the French font and keyboard support installed, you may not be able to
display the correct characters.

1.4.2 Globalization de-mystified

This section attempts to explain some of the technical terms/jargon used.

National Language Support Supporting multiple international locales, code
pages and input methods to a software product
using a standards based approach that makes
the software product culturally correct and closer
to the user.

Internationalization The process of designing software applications
so that it can be adapted to various languages
and regions without engineering changes.
Sometimes the term internationalization is
abbreviated as i18n, because there are 18
letters between the first “i” and the last “n.”

Localization The process of adapting software for a specific
region or language by adding locale-specific
components and translating text. The term
localization is often abbreviated as 110n,
because there are 10 letters between the “” and
the “n.” Usually, the most time-consuming
portion of the localization phase is the
translation of text. Other types of data, such as
sounds and images, may require localization if
they are culturally sensitive. Localizers also
verify that the formatting of dates, numbers, and
currencies conforms to local requirements.

DBCS Double-Byte Character Set, which is used in
Asia Pacific countries, including Japan, Korea,
Taiwan (Traditional Chinese), China (Simplified
Chinese), and Hong Kong (Simplified Chinese).
As the name suggests, it may be assumed that
DBCS simply means a character-encoding
scheme where each character occupies two
bytes. However, depending on the scheme such
as EBCDIC, ASCII, 1S0O2022, and Unicode,
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each character could occupy one or more bytes
in the DBCS environment.

Code Page (CP) A code page (CP) is the specification of code
points (hexadecimal value) for each character in
a character set. Each CP has its own ID number.
For example, Japanese Kanji has a Code Page
ID number 300.

Unicode Provides a unique number for every character,
irrespective of the platform, or program or
language.

1.4.3 Installation

When you install any or all the products of the Host Access Client Package on a
Windows server or on an iSeries, you can choose which languages you wish to
be installed.

Note: For an exhaustive list of supported languages and code pages, please
refer to the online Getting Started Guide for the product you are using.
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IBM WebSphere
Host On-Demand

In this part, we review Host On-Demand Version 6.0. We address all aspects of
the product from installation planning to deployment strategies, from
administration to client operations, and migration issues from prior versions of
Host On-Demand. Installation and deployment on zSeries are discussed in

considerable detail.
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2

Planning and installation

This chapter discusses the planning for an installation of Host On-Demand on all
platforms except zSeries. Installation on a zSeries is significantly different from
installation on distributed platforms; therefore, we will discuss zSeries planning
and installation in Chapter 3, “z/OS implementation” on page 79.
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2.1 Supported platforms

The following paragraphs describe the platforms that are supported by Host
On-Demand and the server disk space requirements.

2.2 Server requirements

2.2.1 zSeries platform

For a complete list of 0S/390 and z/OS requirements, see the Program Directory.

2.2.2 iSeries platform
Table 2-1 iSeries server requirements

Server operating system 0S/400 (R) V4R5, V5R1, and V5R2.
Recent cumulative service is
recommended. Refer to the OS/400
Fixes, Downloads and Updates Web
page for service information.

Disk space 410 MB DASD

Memory 256 MB memory or more. Refer to the
iSeries Performance Capabilities
Reference Web page for additional
information about the impact of additional
memory and Java performance

Supported Web servers » Apache-based HTTP Server for
iSeries

» |IBM HTTP Server for iSeries
» Lotus Domino for iSeries

Java IBM Java Toolbox
Java Developer’s Kit "BASE option and
one of the following

» Option4-1.1.8
» Option5-1.3

All other requirements TCP/IP Connectivity Utilities for iSeries
QShell Interpreter
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2.2.3 Windows Platforms

Table 2-2 Windows server requirements.

6182HODPInInst.fm

Server operating systems

» Windows NT 4.0 with SP5 or
later

» Windows 2000 Professional,
Server, and Advanced Server

» Windows XP Professional (32-bit)
(Note: This should not be used for
a large scale production server.)

Disk space

340 MB for an English-only
installation. Add 4 to 8 MB for each
additional national language to be
installed.

Supported Web servers (automatically
configured)

» IBMHTTP Server
» |IBM Internet Connection Server

» Lotus Go, Domino, and Domino
Go

» Microsoft Internet Information
Server 3 and 4

» Microsoft Peer Web Services
» Microsoft Personal Web Server

Java

Installed with Host on Demand
For XP see Note

Note: To get the Tatest JVM update for Windows XP install the Tatest
Service Pack for XP via Windows Update. (SP1 contains Java2 update)

Alternate sites to get Java support:

http://www.ibm.com/java

http://java.sun.com/getjava/download.html

2.2.4 AIX Platform

Table 2-3 AlIX server requirements.

Server operating system

AIX (R) Version 4.3.3 and 5L 5.1

Chapter 2. Planning and installation

25


http://www.ibm.com/java
http://www.ibm.com/java
http://java.sun.com/getjava/download.html

6182HODPInInst.fm Draft Document for Review November 24, 2002 6:23 pm

Disk space (installp image) 310 MB for an English-only
installation. Add 4 to 8 MB for each
additional national language to be
installed (including the additional
security files).

Supported Web servers » Apache Web Server
» IBM HTTP Server

Java JVM1.1.80r1.3

You can obtain the latest AIX JVM from one of the following Web sites:
ftp://ftp.hursley.ibm.com/pub/java/

http://www.ibm.com/java

2.2.5 Solaris platform

Table 2-4 Solaris server requirements.

Server operating system Sun Solaris 2.6, 2.7, and 2.8

Disk space 278 MB for an English-only
installation. Add 4 to 8 MB for each
additional national language to be
installed.

Supported Web servers » Apache Web Server
» IBM HTTP Server

Java JVM1.1.80r1.3

You can obtain the latest Solaris JVM from one of the following Web sites:
ftp://ftp.hursley.ibm.com/pub/java/

http://www.ibm.com/java

2.2.6 HP-UX platform

Table 2-5 HP-UX server requirements.

Server operating system Sun Solaris 2.6, 2.7, and 2.8
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Disk space

278 MB for an English-only
installation. Add 4 to 8 MB for each
additional national language to be
installed.

Supported Web servers

» Apache Web Server
» IBMHTTP Server

Java

JVM1.1.80r1.3

You can obtain the latest HP-UX JVM from one of the following Web sites:

ftp://ftp.hursley.ibm.com/pub/java/

http://www.ibm.com/java

2.2.7 Linux and other Unix platform

Table 2-6 Linux server requirements.

Server operating system

v

Red Hat Linux 6.2, 7.0,7.1,7.2,
and 7.3

» SuSE Linux6.4,7.0,7.1,7.2,7.3,
and 8.0

» Caldera 2.3 and 3.1
» TurboLinux 6.0, 6.5, and 7.0

» Unixware 7

Disk space

278 MB for an English-only
installation. Add 4 to 8 MB for each
additional national language to be
installed.

Supported Web servers

» Apache Web Server
» IBM HTTP Server

Java

JVM1.3o0r1.4

You can obtain the latest Linux JVM from the following Web site:

http://www.ibm.com/java
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When using Redhat Linux Version 7.0, make sure that the glibc package is at
least Version 2.2-12. In addition, make sure the IBM JDK is at least J2RE 1.3.0

IBM Build ¢x130-20010207.

2.2.8 0S/2 platform

Table 2-7 OS/2 server requirements.

Server operating system

» 0OS/2 (R) Warp Server Version 4

» OS/2 Warp Server for e-Business
4.5

Disk space

410 MB. The hard disk must be
configured for HPFS.

Supported Web servers

Lotus Domino Go Web server for
0S/2

Java

0S/2 JVM 1.1.8 or JVM 1.3.

You can obtain the latest OS/2 JVM from one of the following Web sites:

ftp://ftp.hursley.ibm.com/pub/java/

http://www.ibm.com/java

For JVM 1.1.8, make sure your classpath entry in config.sys is updated with the
location of the JVM class files and that the current directory (.) is included. The
classpath should include something like this:

c:\Javall\lib\classes.zip;

Note: When you have installed the JDK and set the classpath, reboot the
workstations that the updated classpath takes effect.

2.2.9 Novell Netware platform

Table 2-8 OS/2 server requirements.

Server operating system

Novell NetWare Version 4.2, 5.1, and
6

Disk space

410 MB.

Supported Web servers

Novell Web Server

Java

Novell Java Development Kit 1.1.8.
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You can obtain the latest Novell JDK at http://www.developer.novell.com. The
JDK must be configured for long-filename support.

Note: For users to load the client HTML files from a Novell server, their
browsers might need to be configured not to use a proxy server. In addition, if
users have a browser with a Java 2 plug-in, the IBM plug-in must be 1.3.0 or
later and the Sun plug-in must be version 1.3.1 or later. The client applets do
not successfully load if the plug-in is an earlier version.

2.2.10 Supported LDAP servers

The Host On-Demand server can optionally use the lightweight directory access
protocol (LDAP) as a data store for user and group information. The following
LDAP servers are supported:

» IBM LDAP Directory Server V2.1, V3.1.1 V3.2.1,V3.2.2

» IBM LDAP Server running on OS/390 V2R9, V2R10

» IBM LDAP Server running on z/OS V1R1, V1R2, V1IR3, V1R4

» Netscape Directory Server V3.1 and V4.0 (Windows NT and AlX)

For more information on IBM’s LDAP Directory solution and to download a
complimentary evaluation kit, go to

http://www.software.ibm.com/network/directory/

For instructions on using LDAP with Host On-Demand, see Chapter
18,“Configuring Host On-Demand Server to use LDAP” on page 129.

2.2.11 Web servers

The following Web servers are supported:

» WebSphere Application Server 3.5, 4.0

» Lotus Domino R5, R6

» Netscape iPlanet (JRun) V4.1

» iPlanet Web Server Enterprise Edition V6.0

» iPlanet Application Server V6.0

IBM HTTP Server V1.3.6.2, V1.3.6.4, V1.3.12.6, V1.3.19.2, V2.0

v
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2.3 Client requirements

For updates to client requirements, refer to the Readme file, readme.html.

2.3.1 Supported operating systems
Host On-Demand clients are supported on the following operating systems:
» Windows 95
» Windows 98
» Windows Millennium Edition (ME)
» Windows NT 4.0 with SP5 or later
» Windows 2000 (Professional)
» Windows XP Professional and Home Edition (32-bit version)
» AIX4.3.3, AIX5L5.1
» 0OS/2 Warp 4
» Sun Solaris 2.6, 7, and 8
» HP-UX 10.20, 11.00, and 11i
» RedHatLinux6.2,7.0,7.1,7.2, and 7.3
» SuSE Linux 6.4,7.0,7.1,7.3,and 8.0
» Caldera 2.3 and 3.1
» Turbolinux 6.0, 6.5, and 7.0
» Windows Terminal Server Version 4
» Windows Terminal Services for 2000
» Netstation V2R1MO

» Citrix Metaframe 1.8 for Windows Terminal Server 4.0 and 1.8 for Windows
2000

» Server

» Citrix Metaframe XP (Versions s,a,e) for Windows

30 IBM Host Access Client Package Update



Draft Document for

Review November 24, 2002 6:23 pm 6182HODPInInst.fm

Note: A local client is supported only on Windows XP, Windows NT, Windows
2000, Windows 95, Windows 98, and Windows Millennium (installed from
win32 using setup.exe Ic)

Certain newer versions of Windows do not ship with Java support. Host
On-Demand does not have a way to detect whether Java exists unless Java is
already present on the workstation; therefore, your clients will not be directed
to the Web page to download and install the Java 2 plug-in. Thus, if you plan to
roll out these versions of Windows on your client machines and want to use
the Java 2 functions listed above, it is recommended that you install the Java 2
plug-in before rolling out the client machines.

Restricted users do not have the authority to install the Java 2 plug-in.
Someone with administrative authority must load the Java 2 plug-in.

2.3.2 Supported browsers

The following browsers are supported for you to download the Host On-Demand
clients from a remote Host On-Demand server or to run Host On-Demand on a
locally installed client:

>
>
>
>

>

If

Netscape Navigator 4.6, 4.7, 6.1, 6.2

Netscape Navigator (0S/2) 4.61

IBM Web Browser for 0S/2 V1.2

Microsoft Internet Explorer 4.01 with SP1, 5.0 or 5.1, 5.5, 6.0
Sun and IBM Java plug-in 1.3, 1.3.1,and 1.4

you are using a Java 2-enabled Web browser, such as Netscape 6.x or the IBM

Web Browser for OS/2, several restrictions on Host On-Demand functions apply
when using the predefined HTML pages (HOD.html). For more information on
these limitations, the most up-to-date list of supported Web browsers, refer to the
Readme and to the Host On-Demand Web site.

http://www.ibm.com/software/webservers/hostondemand

Note: Based on our experience during the tests we strongly suggest that you
use the latest browser versions.
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Microsoft Technical Document, Q163637, available on Microsoft's Web site,
provides information for Internet Explorer users on how to obtain the latest JVM
for Microsoft Windows 98 operating system, Microsoft Windows 98 Second
Edition operating system, Microsoft Windows Millennium Edition operating
system, Microsoft Windows NT(R) 4.0 operating system, and Microsoft Windows
2000 operating systems.

For Windows XP operating system, without a JVM installed, reference the
Microsoft support news group for Windows XP operating system, located on
Microsoft's Web site

2.4 Installing Host On-Demand

The Host On-Demand clients are served as Web pages, so you must install the
Host On-Demand server on a system with a Web server. The installation steps
are different for each of the following operating systems:

Installing on Windows NT, Windows 2000 or Windows XP Servers and XP
Installing on OS/2

Installing on Novell NetWare

Installing on AIX

Installing on UNIX (Solaris, HP-UX, and Linux)

Installing on iSeries

Installing on OS/390 or z/OS

vVvVvyVvYyVvYyYYvYYyvyYy

2.4.1 Installing on Windows NT, Windows 2000 or Windows XP

Servers

32

A Web server is required to install Host On-Demand on Windows NT, Windows
2000 or Windows XP. The Web servers which are recognized and automatically
configured during installation are listed in Table 2-2 on page 25.

You can install Host On-Demand with a graphical interface using the Windows
InstallShield or with a response file using Windows InstallShield in silent mode.
You have to have administrator rights on the machine to install HOD!

The installation (and de-installation) is logged in HODINSTALL. 1og which is located
in

c:\Documents and Settings\userid\Local Settings\Temp

Installation using InstallShield

To automatically install Host On-Demand on a Windows NT, Windows 2000 or
Windows XP server using the InstallShield, follow the steps below.
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1. Log in as Administrator or a user that is a member of the administrators
group.

2. If CD autoplay is enabled on your Windows NT, Windows 2000, or Windows
XP server, insert the CD and wait for the start window. Otherwise, insert the
CD and run the setupwin.exe program in the root directory. Figure 2-1 shows
the new Host On-Demand Version 7 Windows installation welcome window
from which yo can choose your next step.

Note: For directly installing Host On-Demand you can run from the win32
subdirectory the setup.exe. Without any parameter it will install the HOD
server. With the 1c parameter it will install the local client.

Version 7.0

i3M WebSphere

Host On-Demand

Installation Prereguisites

Prerequisite Information. Click this button (or press Alt+P) to read
icumentation about Host On-Demand prereguisites. This information is found in
Planning, Installing, and Configuring Host On-Demand and can be
accessed at any time.

Install Hast On-Demand

@ Copyright International Business Machines Corporation 1999, 2002.
All Rights Reserved.

Figure 2-1 Windows installation welcome window

3. Click Install.
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4. Follow the directions in the installation windows. You will reach the language
selection panel as shown in Figure 2-2. The English language is always

selected by default. Using the english language setup is very helpful when
discussing problems with IBM support.

Host Dn-Demand 7.0 Setup

Select Languages

Suppart for English will be ingtalled. Select any additional language(s] for which you want to
inztall support.

-

SelectAl | Clearall |

IztallShield

< Back | Mewt > I Cancel |

Figure 2-2 Language selection panel

Continue following the next selection panels until you reach the panel
showing you what is selected for installation.

Host On-Demand 7.0 Setup

Installation Selections

Below are the inzstallation options you have selected. Verify that the list iz correct, then click
Mext to begin installing files. Click Back to change an option.

Current Settings:

Installation Type: Server ;I
Target Directory: C:vhostondemand

Publish Directary: C:\hostondemandtHOD

Faolder: IBM Host On-Diemand

L o

Ikl Shield

< Back | Mest » I Cancel |

Figure 2-3 Panel showing the activated selections for installation
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The installation will take place according to your selections. After that the
installed Web Server is detected. Select your server and continue.

Host Dn-Demand 7.0 Setup

Web Server configuration

The ‘Web servers listed below were detected on pour syzstem.
Select the server(s] you want to have configured automatically.

IV IEM HTTP Apache Webserver

IztalShield

< Back | Mewt > I Cancel

Figure 2-4 Detecting the installed web server

» The default server directory is \hostondemand. If you are upgrading, the
installation program uses the same server directory as before. The server
directory contains files used only by the server and must not be available to
client workstations.

» The default publish directory is \hostondemand\HOD. The publish directory
contains files that must be available to client users who access the server
through a browser.
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Host Dn-Demand 7.0 Setup

Specify Publish-Directory Alias

Specify the aliaz for your 'Publish’ directary.

The aliaz will be part of the URL used by download clients to access Host On-Diemand. For
example:

http: ¢/ [pourwebserver]/hod/[client_name]. html

Jhod

IztallShield

< Back | Mewt > I Cancel

Figure 2-5 Published directory alias

» The default Service Manager port is 8999, and it is usually a safe port to
select. Check your server documentation to see if this port is being used. If it
is in use, you can change the port during installation, or later. For more
information about changing the Service Manager port, see Changing the
Service Manager’s configuration port in the online help and Chapter 2.4.8,
“Changing the Configuration Server port” on page 56.

Host On-Demand 7.0 Setup

Enter Text

Please enter information in the figld below.

Specify Service Manager Port Mumber

IrztallShield

< Hack | Mest » I Cancel

Figure 2-6 Selecting the Service Manager port

» If the installation program detects that IBM WebSphere Application Server is
installed, you are asked if you want to use the configuration servlet to connect
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to the configuration server for client configuration information. If you are
running Host On-Demand through a firewall, this eliminates the need to open
an extra port for the configuration server. Answering Yes automatically
configures the clients to access the configuration server through the
configuration servlet. Answering No configures the clients to access the
configuration server directly on port 8999. See “Installing the Configuration
Servlet” on page 60 for more information.

Host On-Demand 7.0 5 |

IBM Host On-Demand has detected the IBM WebSphere Application Serwver. IF vou want the Host On-Demand
serviet configured in the WebSphere Application Server, first ensure that your WebSphere Application Server is
started then select Yes, If you do not want the serviet configured, select Mo,

Do you want the Host On-Demand servlet configured in the Websphere Application Server?

Figure 2-7 Select to use configuration servlet

Note: If you would like to set up your server so that some clients are using the
Configuration Servlet and others do not, select Yes at this time and refer to
Chapter 9, “Configuration Servlet” on page 397 for more information.

5. A window appears giving you the option to register your software and view the
Planning, Installing, and Configuring Host On-Demand guide.

6. If a message tells you that your Web server is not recognized or was not
configured, configure it. If you install a Web server later or your Web server is
not recognized by Setup, you must publish the Publish directory to the Web.
Refer to the Web server documentation for information on how to publish the
directory.

For IBM HTTP Server for Windows, the entry in the httpd.conf file will
probably look like this:

Alias /hod/ C:/hostondemand/HOD/
7. Restart the Web server to pick up the configuration changes.

8. Load the HODMain.html, located in the published directory into your browser as
shown in Figure 2-8 on page 38. This page contains links to all the Host
On-Demand clients and utilities, the readme file, and basic configuration
steps for configuring the Host On-Demand server.
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38

/3 Host On-Demand ¥7 Clients - Microsoft Internet Explorer 10l =l
J File Edit View Favorites Tools  Help |

J GBack + = - ) at | Qhsearch [GFavorites £ #History ||%v =1

| Address | €] http://5.24.104. 186/hodjhodmain.html x| @ |JLinks »

IBM Host On-Demand Clients

P Administration Clients

A dmimstration client

A dmiristration client cached

Administration client cached with problem determination

A dmimstration client with Start Zession enabled
Admimstration client cached with Start Session enabled
Administration client cached with problem determination with
Start Zession enabled

P Emulator Clients

Cached client

Cached client with problem determination
Download client

Download client with problem determination
Function On-Demand

=
4 | »

&7 ’_ ’_ | tnternet v

Figure 2-8 Started HODMain web page

At the end of installation, the Host On-Demand Service Manager is started
automatically.

Installation in silent mode

A silent installation installs Host On-Demand without displaying any windows or
asking for input. All of the input required during an installation is obtained from a
text file called a response file. A response file is created by recording an
installation. A sample response file is included in the instmgr directory of the
product CD as install.script. The defaults are English, no WebServer
configuration, no WebSphere configuration, and a port value of 8999. If these
values are not correct and there is not a GUl—capable console available to record
a new response file, the install.script file may be copied to a writable directory
and manually edited based on the comments included in the install.script file.

A local client cannot be installed silently.
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Note: When you install in silent mode, there is because of this mode no
indication on the screen or taskbar that the installation is in progress or that it
is complete. In task manager you will find the IKERNEL.EXE running as long
as the install process is active.

The directory for the response file must be defined prior to the start of the
installation.

Use the setup.exe from the WIN32 subdirectory. To record a response file:
setup.exe -r -flc:\temp\serverl.iss

The resulting serverl.iss response file which was created using the default
values and answers for the HOD7 server installation is shown in Example 2-1 on
page 39.

Example 2-1 Recorded response file

[InstallShield Silent]
Version=v6.00.000
File=Response File
[File Transfer]
OverwrittenReadOnly=NoToATll
[{ABFAF859-1718-11D5-AF27-0060945545E0} -D1g0rder]
D1g0={ABFAF859-1718-11D5-AF27-0060945545E0} -SdWe1come-0
Count=12
D1g1={ABFAF859-1718-11D5-AF27-0060945545E0
D1g2={ABFAF859-1718-11D5-AF27-0060945545E0
D1g3={ABFAF859-1718-11D5-AF27-0060945545E0
D1g4={ABFAF859-1718-11D5-AF27-0060945545E0
D1g5={ABFAF859-1718-11D5-AF27-0060945545E0

{

{

{

-SdAskOptionsList-0
-SdDTgDestinationPath-0
-SdAskDestPath-0
-SdSelectFolder-0
-SdStartCopy-0
D1g6={ABFAF859-1718-11D5-AF27-0060945545E0} -AskOptions-0
D1g7={ABFAF859-1718-11D5-AF27-0060945545E0} -AskText-0
D1g8={ABFAF859-1718-11D5-AF27-0060945545E0} -AskYesNo-0
D1g9={ABFAF859-1718-11D5-AF27-0060945545E0} -MessageBox-0
D1g10={ABFAF859-1718-11D5-AF27-0060945545E0} -AskText-1
D1g11={ABFAF859-1718-11D5-AF27-0060945545E0} -AskYesNo-1
[{ABFAF859-1718-11D5-AF27-0060945545E0} -SdWelcome-0]
Result=1

[{ABFAF859-1718-11D5-AF27-0060945545E0} -SdAskOptionsList-0]
Component-type=string

Component-count=1

Component-0=English

Result=1

[{ABFAF859-1718-11D5-AF27-0060945545E0} -SdD1gDestinationPath-0]
szDir=C:\hostondemand

Result=1

[{ABFAF859-1718-11D5-AF27-0060945545E0} -SdAskDestPath-0]

vt et et vt et et gt
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szDir=C:\hostondemand\HOD

Result=1

[{ABFAF859-1718-11D5-AF27-0060945545E0} -SdSelectFolder-0]
szFolder=IBM Host On-Demand

Result=1

[{ABFAF859-1718-11D5-AF27-0060945545E0} -SdStartCopy-0]
Result=1

[Application]

Name=WebSphere Host On-Demand Server
Version=7.00.000

Company=1BM

Lang=0009

[{ABFAF859-1718-11D5-AF27-0060945545E0} -AskOptions-0]
Result=1

Sel-0=1
[{ABFAF859-1718-11D5-AF27-0060945545E0} -AskText-0]
szText=hod

Result=1
[{ABFAF859-1718-11D5-AF27-0060945545E0} -AskYesNo-0]
Result=1

[{ABFAF859-1718-11D5-AF27-0060945545E0} -MessageBox-0]
Result=1
[{ABFAF859-1718-11D5-AF27-0060945545E0} -AskText-1]
szText=8999

Result=1
[{ABFAF859-1718-11D5-AF27-0060945545E0} -AskYesNo-1]
Result=1
[{ABFAF859-1718-11D5-AF27-0060945545E0} -SdFinish-0]
Result=1

bOpt1=0

bOpt2=0

Again use the setup.exe from the win32 subdirectory to install in silent mode:
setup.exe -s -flc:\temp\serverl.iss -f2c:\temp\serverl.log

The resulting serverl.log looks after the successful installation using the above
serverl.iss is shown in Example 2-2 on page 40.

Example 2-2 Log file contents after successful silent installation

[InstallShield Silent]
Version=v6.00.000

File=Log File

[ResponseResult]

ResultCode=0

[Application]

Name=WebSphere Host On-Demand Server
Version=7.00.000

40 IBM Host Access Client Package Update



Draft Document for Review November 24, 2002 6:23 pm 6182HODPInInst.fm

Company=1BM
Lang=0009

All options and their usage are listed in Table 2-9.
Table 2-9 Options supported in silent mode

Command Line Option Description

-r Records a response file.

-s Runs a response file to install Host
On-Demand.

-fl[path\response_file_name].iss Defines the response file, in both record and
run modes. The path and filename must be
43 characters or fewer. There must not be a
space between parameter and value. The
filename extension must be iss.

-f2[path\Tog_file_name] Defines the log file and can be used in run
mode to create a file that contains a history of
an installation. The path and filename must
be 43 characters or fewer. There must not be
a space between parameter and value.

The system’s configuration of the target (to which HOD will be installed via silent
mode) must be the same as that of the source system (the system on which the
response file was created). For example, if the source system has a previous
installation of Host On-Demand, the target system must have the same. If the
source system installed Host On-Demand on the D drive, the target system must
also have a D drive. The source and target systems must have the same number
of Web servers, although they do not need to be the same types.

The playback of the response file relies on exactly the same windows, in the
same sequence and with the same contents to appear during the installation as
they appeared during recording. So both systems have to match. If during install
e.g. a windows from another application would pop up that would interfere with
the sequence and this silent install would not be successful. In such cases
response code of -12 would be recorded in the log file.

If an installation is not successful, the log file may indicate the reason. The log file
of the silent install does not contain exhaustive details for the cause of the
problem. In some cases it might be needed to run the installation on the target
machine manually with Install Shield for visual comparison of the sequence and
contents of pop-up-windows with the machine where the response file was
recorded.
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The ResultCode entry indicates whether or not the installation was successful.
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Possible values are shown in Table 2-10.
Table 2-10 ResultCode values

Value Description

-0 Successful

-1 General error

-2 Mode not valid

-3 Required data not found in the response file

-4 Not enough memory available

-5 File does not exist

-6 Cannot write to the response file

-7 Cannot write to the log file

-8 Path to the response file is not valid

-9 Not a valid list type (string or number)

-10 Data type is not valid

-11 Unknown error during setup

-12 Dialogs are out of order. Since the dialog order depends on what
other related products were already installed on the workstation,
the target system must have the same products.

-51 Cannot create the specified folder

-52 Cannot access the specified file or folder

-53 Selected option is not valid
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Tips: The following are common problems that have appeared during tests
and do not necessarily lead to an error message:

»

»

The setup.iss file is not in the directory specified by the -f1 option.

You changed the name or location of the setup.iss file and did not specify
the new name or location when you ran the setup.exe command to install
the product.

There is not enough space on the specified target drive to install the
product.

You are installing or uninstalling Host On-Demand and you are not logged
on to the target machine with Administrator authority.

There is an error in the syntax of the setup.exe command.

The environment to which you are installing the HOD is not the same as
when you did record the response file. So the panels and answers as
recorded in iss file do not match as they occur (invisible) on the installing
system

Note to Reviewer: | have no resources/ skill to prove the contents for the following
operating systems. Byron is taking over the AIX part, | had asked Bob Bogardus
to check the AS400 part - Achim Zorn 08/28

2.4.2 Installing on 0S/2

You can obtain the latest JVM level from:

http://www-105.1bm.com/developerworks/tools.nsf/dw/java-all-byname

Note: If you have previously installed Host On-Demand and have changed
/hostondemand/private/NSMprop or changed or created
/hostondemand/hod/config.properties,

you must back up these files before installation and then restore them after
installation. The files are overwritten during the unzip process.

The following steps assume that hostondemand is the server directory and HOD is
the publish directory. To install the Host On-Demand server:

1.

Insert the CD.
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2.

If this is a new installation, create a server directory, for example
C:\hostondemand. The server directory contains files that are used only by the
server and must not be available to client workstations

3. Change to the server directory.

4. Run the following command to extract the files:

unzip [cd_rom]:\zip\hod70srv.zip

Where:

— unzip is your unpacking program (such as UNZIP.EXE). It must support
long filenames.

— [cd_rom] is the CD-ROM drive letter.
— zip is the directory on the CD.

If this is a new installation, create the publish directory, for example
C:\hostondemand\HOD. The publish directory contains files that must be
available to client users who access the server through a browser.

6. Change to the publish directory.

7. Run the following command to extract the files:

unzip [cd_rom]:\zip\hod70www.zip

Make the publish directory available to clients on the network. Refer to the
documentation of your Web server for information about how to publish a
directory.

Configure a local host by adding the following line to the setup.cmd file, which
is usually found in the \mptn\bin directory:

ifconfig 1o 127.0.0.1

10.Start the Host On-Demand Service Manager, which provides support

services for Host On-Demand and runs as a Java application:
a. Atthe command prompt, change directory to \hostondemand\11ib.

b. Copy NCServiceManager-0S2.cmd from the
\hostondemand\1ib\samples\CommandFiles directory.

c. Edit NCServiceManager-0S2.cmd to reflect the directory paths appropriate
for your workstation.

d. Run NCServiceManager-0S2.cmd. The Service Manager does not display a
message indicating that it has started. Also, disregard the following
message: Native library failed to load, indicating this Redirector does not
support SSL. The failure to load this library simply indicates that the server
does not support SSL sessions.
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Note: For Host On-Demand to function, the Service Manager must be
running. If you reboot the server, you must also restart the Service Manager.
You might want to add the NCServiceManager-0S2.cmd command to your
startup.cmd file so that the Service Manager starts automatically when the
workstation boots. If you do, remember to specify the path to change directory
to the \hostondemand\1ib subdirectory before the command runs.

11.Restart the Web server to pick up the changes in the configuration

12.Load HODMain.html, located in the \hostondemand \HOD directory, into your
browser.

— Click Readme to see updated information.

— Click Basic configuration steps to help you get started with configuring
the Host On-Demand server.

To start the Service Manager automatically, you might want to:

» Add the command to your startup.cmd file so that the Service Manager starts
automatically when the workstation boots.

» If you do, include logic to change directory to the \hostondemand\1ib
subdirectory before the command runs.

2.4.3 Installing on Novell NetWare

To obtain the Novell JDK, go to http:\\www.developer.novell.com. The JDK
must be configured for long-filename support.

Note: If you have previously installed Host On-Demand and have changed
/hostondemand/11ib/NSMprop or changed or created
/hostondemand/hod/config.properties, you must back up these files before
installation, then restore them after installation. The files are overwritten
during the unzip process.

These steps assume that hostondemand is the server directory and HOD is the
publish directory. To install the Host On-Demand server:

1. Stop the Service Manager with the Java -exit command.

2. From a client workstation, map a drive to the SYS: volume of the Novell server.
3. Mount the SYS:volume.

4. Insert the CD.
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5. If this is a new installation, create a server directory, for example
hostondemand. The server directory contains files that are only used by the
server and must not be available to client workstations.

6. Change to the server directory.

7. From the drive mapped to the SYS:volume, run the following command to
extract the files:

unzip [cd_rom]:\zip\hod70srv.zip

Where:

— unzip is your unpacking program (such as UNZIP.EXE). It must support
long filenames.

— [cd_rom] is the CD-ROM drive letter.
— zip is the directory on the CD.

8. Change to SYS:\web \docs. This directory is usually published (made
available to client users who access the server through a browser)
automatically. If the \web \docs directory does not exist, create a publish
directory, for example HOD, change to that directory, and go to Step 10.

9. Create a publish directory named HOD and change to that directory. The HOD
directory contains files that must be available to client users who access the
Host On-Demand server through a browser.

10.Run the following command to extract the files:
unzip [cd_rom]:\zip\hod70www.zipl0
11.From the server console, run the command load java to start the Java NLM.

Start the Host On-Demand Service Manager, which provides support
services for Host On-Demand and runs as a Java application, by following
these steps from a client system mapped to the SYS volume of the server:

a. Copy NCServiceManager-Novell.ncf from the
\hostondemand\1ib\samples\CommandFiles directory to the \system
directory on the Novell server. To run the command from the server
console, you might have to change the file name to the eight-dot-three
format.

b. Edit NCServiceManager-Novell.ncf (or the eight-dot-three format of the
file) to reflect the directory paths that are correct for your workstation.

c. From the server, run NCServiceManager-Novell.ncf (or the eight-dot-three
format of the file). The Service Manager does not display a message
indicating that it has started.

Note: For Host On-Demand to function, the Service Manager must be
running. If you reboot the server, you must also restart the Service Manager.
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2.4.4 Installing on AIX

You can automatically install Host On-Demand through a graphical interface, or
through an ASCII control file in silent mode.

The automatic installation verifies the presence and version of required products
before installation occurs. If a prerequisite is missing, the action taken by the
Install Manager will depend on the policy setting in the control file.

Installation using the graphical interface
To install the Host On-Demand server on an AIX workstation using the graphical
interface, follow the steps below.

1.
2.

Insert the CD and mount the CD-ROM drive.

Start the installation program by changing to the root directory of the CD and
run the setupaix.sh script. You may need to type./setupaix.sh if the current
directory (.) is not set in your PATH variable.The AlX install program window
appears.

You may click View Documentation to see the product information (including
the installation instructions).

Note: Make sure you have configured Netscape such that it can be run by the
installation program. Specifically, before running setupaix.sh, ensure that the
Netscape executable is in your PATH (e.g. /usr/local/netscape), and that
MOZILLA_HOME is set to the appropriate directory (e.g.
/usr/local/netscape).

To check for the latest version of Netscape Communicator please check the
following URL: http://techsupport.services.ibm.com/aix/efixes/netscape/

4. Click Install Product
5. Follow the directions in the installation windows.

The default server directory, determined by the installation program, is
/usr/opt/hostondemand. The server directory contains files used only by the
server and must not be available to client workstations.

The default publish directory, determined by the installation program, is
/usr/opt/hostondemand/HOD. The publish directory contains files that must be
available to client users who access the server through a browser.

The default Configuration Server port is 8999, and it is usually a safe port to
select. Check your server documentation to see if this port is being used. If it
is in use, you can change the port during installation or later. For more

Chapter 2. Planning and installation 47


http://techsupport.services.ibm.com/aix/efixes/netscape/

6182HODPInInst.fm Draft Document for Review November 24, 2002 6:23 pm

48

information about changing the Configuration Server port, see 2.4.8,
“Changing the Configuration Server port” on page 56.

» If the installation program detects IBM WebSphere Application Server, Lotus
Domino Go Webserver or IBM Domino Go Webserver installed, you are
asked if you want to use the Configuration Servlet to connect to the
Configuration Server for client configuration information. If you are running
Host On-Demand through a firewall, this eliminates the need to open an extra
port for the Configuration Server. Selecting Yes automatically configures the
clients to access the Configuration Server through the Configuration Servlet.
Selecting No configures all clients to access the Configuration Server directly
on its port (default=8999).

Note: If you would like to set up your server that some clients are using the
Configuration Servlet and others do not, select Yes at this time and refer to
Chapter 9, “Configuration Servlet” on page 397 for more information.

6. Click Finish to end the installation.

7. If a message tells you that your Web server was not recognized or was not
configured, configure it. If you install a Web server later or your Web server
was not recognized by the Install Manager, you must publish the Host
On-Demand Publish directory to the Web. Refer to the Web server
documentation for information on how to publish the directory.

8. Restart the Web server to pick up any configuration changes.

Note: For Host On-Demand to function, the Service Manager must be
running. If you reboot the server, you must also restart the Service Manager.
To arrange for this script to be run at boot time, refer to the documentation
supplied with your operating system on how to add a boot service.

Installation in silent mode

A silent installation installs Host On-Demand without displaying any windows or
asking for input. All of the input required during an installation is obtained from a
text file called a response file. A response file is created by recording an
installation.

When you install in silent mode, there is no indication that installation is in
progress or that it is complete.
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Below are sample command lines that will install Host On-Demand on an AIX
workstation in silent mode. The silent mode installation installs Host On-Demand
in the /usr/opt directory, creates hostondemand as the server directory and HOD as
the publish directory. The examples assume that you mounted the CD-ROM
drive as /cdrom.

Note: The following commands must be on one line. Before issuing any of the
following commands, change into the instmgr directory, for example:

cd /cdrom/instmgr

To install in silent mode using the install.script from the CD and record a log file
called HodlInstall.log:

/cdrom/instmgr/installaix.sh -p /cdrom/instmgr/install.script
>/tmp/HodInstall.log

To record a response file:

/cdrom/instmgr/instaix.sh -r /tmp/install.script

To playback the response:

/cdrom/instmgr/instaix.sh -p /tmp/install.script

Note: When you install in silent mode, there is no indication that installation is
in progress or that it is complete.

Table 2-11 Options supported in silent mode

Command Line Option Description

-r Records a response file.

-p Runs a response file to install Host On-Demand.
/path/response_file_name Defines the name for the response file. The default

is install.script, and a sample install.script file is
provided in the /instmgr directory on the Host
On-Demand CD. Any file name can be used if
properly specified on the command line used to
execute the installation process.
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The target system’s configuration must be the same as that of the source system
(the system on which the response file was created). For example, if the source
system has a previous installation of Host On-Demand Version 7, the target
system must have the same. If the source system installed Host On-Demand to a
/usr/opt/hostondemand directory, the target system must also have a
/usr/opt/hostondemand directory. The source and target systems must have the
same number of Web servers, though they do not need to be the same type.

2.4.5 Installing on UNIX (Solaris, HP-UX, and Linux)
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Supported Java versions for UNIX may be obtained from:

http://www.ibm.com/developerworks/tools.nsf/dw/java-devkits-byname

Note: If you have previously installed Host On-Demand and have changed
/hostondemand/11ib/NSMprop or changed or created
/hostondemand/HOD/config.properties, you must back up these files before
installation and restore them after installation.

To install the Host On-Demand server on a UNIX workstation, follow the steps
below. These examples assume that you are installing Host On-Demand in the
/usr/opt directory and that hostondemand is the server directory and HOD is the
publish directory. Adjust the statements to match your environment.

1. Insert the CD and mount it.

2. Change to the /usr/opt directory and create a server directory, for
example /hostondemand. The server directory will contain files that are
used only by the server and must not be available to client workstations.

cd /usr/opt
mkdir hostondemand

3. Change to the server directory, and untar the files from hod70srv.tar to the
server directory. Tar files are located in the /cdrom/tar directory.

cd hostondemand
tar -xf /cdrom/tar/hod70srv.tar

4. Create the publish directory HOD and change to it. It will contain the files that
must be available to client users who access the server through a browser.

mkdir HOD
cd HOD

5. Untar the files from hod70www.tar to the publish directory using the following
command:

tar -xf /cdrom/tar/hod70www.tar
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English language support is installed by default. If you want additional language
support, untar the appropriate language file from the /cdrom/tar directory into
the publish directory. For example, to install Spanish language support:

cd /usr/opt/hostondemand/HOD
tar -xf /cdrom/tar/hod_es.tar

6. Make the publish directory, /usr/opt/hostondemand/HOD available to clients
on the network. Refer to the documentation of your Web server for information
about how to publish a directory.

7. Start the Host On-Demand Service Manager, a Java application that provides
support services for Host On-Demand and runs as a Java application:

a. Change directory to the /usr/opt/hostondemand/1ib subdirectory.

b. Copy NCServiceManager-UNIX from the
/usr/opt/hostondemand/1ib/samples/CommandFiles directory.

c. Edit NCServiceManager-UNIX to reflect the directory paths that are correct
for your system.

Note: Make sure the NCServiceManager-UNIX file has execute permission.

d. Run NCServiceManager-UNIX. The Service Manager does not display a
message indicating that it has started.To arrange for this script to be run at
boot time, refer to the documentation supplied with your operating system
to add a boot service. Also, disregard the following message: Native
library failed to load, indicating this Redirector does not
support SSL. The failure to load this library simply indicates that the server
does not support SSL sessions.

Note: For Host On-Demand to function, the Service Manager must be
running. If you reboot the server, you must also restart the Service
Manager. To arrange for this script to be run at boot time, refer to the
documentation supplied with your operating system on how to add a boot
service.

8. Restart the Web server to pick up any configuration changes.

9. Load HODMain.html, located in the hostondemand/HOD directory, into a
browser.

» Click Readme to see the latest information.

» Click Basic configuration steps to help you get started with configuring the
Host On-Demand server.
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Installing Host On-Demand on iSeries is a two step process:
1. Install the Host On-Demand server software.
2. Configure the HTTP server.

For information about the impact of additional memory and Java performance,
refer to the iSeries Performance Capabilities Reference Web page:

http://www.ibm.com/servers/eserver/iseries/perfmgmt/resource.htm

Recent cumulative service is recommended. Refer to the Fixes, Downloads and
Updates Web page:

http://techsupport.services.ibm.com/eserver/fixes
Search for iSeries.

Install the software

1. Sign on to the iSeries with the QSECOFR user profile (or user profile with
equivalent security authorities).

2. If Host On-Demand was previously installed, issue the following OS/400
command to shut down the Service Manager:

ENDHODSVM
3. If you previously installed Host On-Demand, do the following:

a. Type the following command to migrate the NSMprop file to the correct
location for Host On-Demand 7:

MOV 0BJ(’/QIBM/ProdData/hostondemand/1ib/NSMprop )
TODIR(’/QIBM/ProdData/hostondemand/private *)

b. Type the following commands to back up the current settings:

CRTSAVF QGPL/HOD
CALL QCMD

c. Press the F11 key and enter the following command on line 2 of the
window:

SAV DEV(’/qgsys.1ib/qgpl.1ib/hod.file )
0BJ((*/qgibm/proddata/hostondemand/private/*”)
(*/QIBM/ProdData/hostondemand/hod/*.html *)
(*/QIBM/ProdData/hostondemand/hod/hoddata/**)
(*/QIBM/ProdData/hostondemand/hod/custom/*?)
(*/QIBM/ProdData/hostondemand/hod/config.properties *)
(*/QIBM/ProdData/hostondemand/hod/CustomizedCAs.class )
(*/QIBM/ProdData/hostondemand/1ib/com/ibm/as400/access/keyring.class *))
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Note: The line beginning with SAV and ending with keyring.class ’)) should be
one line on your command line. One or more .Object not found....(CPFAQA9)
messages may appear if the config.properties or hoddata files are not on
your system.

4. Place the Host On-Demand for OS/400 CD in the iSeries CD drive.
5. Type the following OS/400 command:
RSTLICPGM LICPGM(5733A59) DEV(OPTO1)
This command will process for 10-45 minutes, depending upon the configuration
of the iSeries.

6. For each additional OS/400 secondary language for which you would like to
provide full help text support, type the following OS/400 command:

RSTLICPGM LICPGM(5733A59) DEV(OPTO1) LNG(xxxx) RSTOBJ(*LNG)
Where xxxx is the language code from the list below. This step is optional and
can be performed after installation.
Table 2-12 Language codes

Language Language code
Belgian Dutch 2963
Belgian English 2909
Belgian French 2966
Brazilian Portuguese 2980
Canadian French 2981
Chinese (simplified) PRC 2989
Chinese (traditional) Taiwan 2987
Czech 2975
Danish 2926
Dutch Netherlands 2923
English 2924
English DBCS (uppercase) 2938
English (uppercase) 2950
English DBCS 2984
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Language Language code
Finnish 2925
French 2928
French Multinational 2940
German 2929
German Multinational 2939
Greek 2957
Hungarian 2976
Italian 2932
Italian Multinational 2942
Japanese Kanji DBCS 2962
Korean DBCS 2986
Norwegian 2933
Polish 2978
Portuguese 2922
Portuguese Multinational 2996
Russian 2979
Slovenian 2911
Spanish 2931
Swedish 2937
Turkish 2956
7. Install IBM Screen Customizer 2.0.70 for iSeries (if you are planning to use

the full runtime features). If you have previously installed IBM Screen
Customizer, you must install the new version at this time. Refer to the
installation manual for Screen Customizer.

If you want the Host On-Demand Service Manager to automatically start after

an IPL (when QSYSWRK is started), type the following OS/400 command:

CFGHODSVM AUTOSTART (*YES)

To view the status of the Host On-Demand Service Manager, type the
following OS/400 command:

WRKJOB QHODSVM
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9. To restore the former configuration settings (if Host On-Demand was
previously installed), do the following:

a. type the following command:
CALL QCMD

b. Press the F11 key and enter the following command in line 2 of the
window:

RST DEV(’/qsys.lib/qgpl1.1ib/hod.file *)
0BJ((*/gibm/proddata/hostondemand/private/*’)
(*/QIBM/ProdData/hostondemand/hod/config.properties *)
(°/QIBM/ProdData/hostondemand/hod/hoddata/*?)
(*/QIBM/ProdData/hostondemand/hod/custom/*?)
(*/QIBM/ProdData/hostondemand/hod/config.properties )
(*/QIBM/ProdData/hostondemand/hod/CustomizedCAs.class )
(*/QIBM/ProdData/hostondemand/1ib/com/ibm/as400/access/keyring.class *))
OUTPUT (*PRINT)ALWOBJDIF (*ALL)

Note: The line beginning with RST and ending with ALWOBJDIF(*ALL)should
be one line on your command line.

One or more messages may appear if config.properties is not on your system.

10.To restore custom built web pages in the Host On-Demand publish directory,
enter the following command:

RST DEV(’/qgsys.lib/qgpl1.1ib/hod.file *)
0BJ((*/gibm/proddata/hostondemand/hod/*.html *)
OUTPUT (*PRINT)

Note: By not specifying ALWOBJDIF (*YES), this step avoids replacing *.html
objects that are part of Host On-Demand

Configuring the iSeries HTTP server

The following commands assume that you are using the IBM HTTP server’s
DEFAULT HTTP configuration and CONFIG HTTP instance. These adjustments
are necessary to grant the HTTP server permission to serve objects from the
/qibm/proddata/hostondemand/hod directory. For more information, refer to the
iSeries Webmaster’s Guide at the following site:

http://publib.boulder.ibm.com/html/as400/v5r1/ic2924/info/rzah1/rzahlusergoal.h
tm

For additional information, refer to the iSeries Webmaster's Guide at:
http://as400bks.rochester.ibm.com

1. Stop the Web server using the following command:
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ENDTCPSVR *HTTP HTTPSVR(DEFAULT)
2. Configure the Web server using the following command:
WRKHTTPCFG

3. Make sure that active Enable POST and Enable GET entries exist and are not
commented out. Add the following entry (there must be one space before the
first slash (/) and after the first asterisk (*)):

pass /hod/*/QIBM/ProdData/hostondemand/HOD/*

This entry creates an alias, hod, for the path to the Host On-Demand files. It is
case sensitive, so you must type it exactly as you typed the original directory
names.

4. Press F3 to exit the WRKHTTPCFG tool.
5. Start the Web server using the following command:
STRTCPSVR *HTTP HTTPSVR(DEFAULT)

6. If you want the Host On-Demand Service Manager to automatically start after
an IPL (when QSYSWRK is started), type the following command:

CHGHTTPA AUTOSTART (*YES)

7. Load http://server_name/hod_alias/hodmain.html (where server_name is
the name of your server and hod_alias is the directory you set in step 3. on
page 56) to verify that the Web server can serve Host On-Demand HTML
pages.

For advanced configuration information, see Configuring on iSeries in Appendix
C of the online Host On-Demand Getting Started manual.You can find this
manual on the installation CD.

2.4.7 Installing on 0S/390 or z/OS

For instructions about installing Host On-Demand on OS/390 or z/OS, refer to
3.2, “Host On-Demand installation” on page 83.

2.4.8 Changing the Configuration Server port

56

The Host On-Demand Service Manager provides support for persistent user
configuration, error logging, and the Redirector.

During Host On-Demand installation, you have the option of specifying which
port the Configuration Server will use to communicate with clients. The default
port is 8999.
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Changes to Configuration Server

You change the Configuration Server port after Host On-Demand is installed by
updating the NSMprop file. If the Configuration Server is running on z/OS, see
3.3.6, “Changing the configuration port” on page 90 for details. On all other
platforms, follow the instructions below to make changes to the Configuration
Server:

1. Stop the Configuration Server.

On Windows System it runs at a service - stop it using the Services panel

On OS/2 press CTL-C in the window from where it was started

On Novell enter java-exit from console

On a Unix machine use the following sequence:

Determine the process ID of the Service Manager by entering the
following command:

ps -ef | grep NCServiceManager
The system responds with a line similar to the following:
root 20130 22944 0 Feb 16 pts/1 0:20 java

com.ibm.eNetwork.HODUti1.services.admin.NCServiceManager
/usr/Tocal/hostondemand

The number following root is the process ID (20130 in the example
above).

Enter ki1l -9 20130 at the command prompt.
2. Change ConfigServerPort parameter.

This can be done in one of several ways. Choose the most convenient
method. These are listed in order of precedence based on where the
parameter is set. These parameters are case-sensitive.

a. Add the command-line parameter /ConfigServerPort=8999 to the end of
the command you use to start the Configuration Server (or edit the script
that is used to start the Configuration Server so that the ConfigServerPort
parameter is passed to it).

On the iSeries, use CFGHODSM to add the ConfigServerPort parameter.

On Windows machines the Service Manager runs as a service so that this
parameter could be entered in the registry or in the properties panel for the
service - but we do not recommend that - please refer to option b) and c)

b. Edit the NSMprop file to add ConfigServerPort=8999 to the bottom of the
file. The NSMprop file is found in the private directory of the Host
On-Demand server. For example:

¢ On Windows: D:\hostondemand\private
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e On z/OS: /usr/lpp/HOD/hostondemand/HOD/private
c. Edit the NSMprop file to update CONFIGSERVER_PARMS:
CONFIGSERVER_PARMS = %INSTALL_PATH% 8999

This method provides compatibility with previous versions of Host
On-Demand.

3. Restart the Configuration Server.

Because there are several ways to specify a different configuration port for the
Service Manager, there is a precedence that takes place based on where the
parameter is set:

a. Firstis a command line parameter, such as /ConfigServerPort=12345.
b. Second is the ConfigServerPort entry in the NSMprop file

¢. Third is the setting of the second parameter of CONFIGSERVER_PARMS
in the NSMprop file

4. Next, change the port the Host On-Demand clients use.

Changes to Host On-Demand clients

When you elect to use a port other than the default of 8999, you must notify all
clients of the port change.

There are several ways to make the necessary changes to each entity but it is
important to note the order of precedence. There must be a match between the
port specified for the Configuration Server, the clients, and the Configuration
Servlet (if used) in order for the clients to successfully access the Configuration
Server. If you have trouble accessing the Configuration Server, verify each
possible point of change to make sure one parameter is not canceling out
another. These are listed below in the order of precedence based on where the
parameter is set.

1. Change the ConfigServerPort parameter in the client HTML. The preferred
method is through the Deployment Wizard. See 14.3.2, “Configuration
Server-based model example” on page 549 for an example. Only clients that
use the customized HTML files will pick up the change. If you need to
manually modify the HTML, use the PARAM tag inside the APPLET tag to set
the ConfigServerPort parameter. For example:

<PARAM_NAME=ConfigServerPort VALUE=8999>

2. Change the ConfigServerPort parameter in the config.properties file. This
change will be picked up by all clients.
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Edit config.properties to add ConfigServerPort=8999 to the file. If a
config.properties file does not exist, create it and add the parameter. The
config.properties file is found in the publish directory of the Host On-Demand
server. For example:

— On Windows: D:\hostondemand\HOD
— On z/OS: /usr/lpp/HOD/hostondemand/HOD
Example of Windows config.properties file:

This file is used to set properties that apply to all Host On-Demand
applets loaded from this directory. By default, config.properties is
read by each applet and used to over-ride default values.

Parameters set using HTML PARAM tags will take precedence over those
set in this file.

Examples:

ConfigServer=hodserver.ibm.com
ConfigServerPort=12345

H 3= = I ¥ H I I

H=

For Websphere Application Server 3.5x
ConfigServerURL=http://hodserver.ibm.com/serviet/HODConfig/hod
For Websphere Application Server 4.x
ConfigServerURL=http://hodserver.ibm.com/HODConfig/HODConfig/hod

O = FH I ¥ H I H I

onfigServerPort=8999

Force any active Host On-Demand clients to re-read the config.properties file by
clearing your browser's cache and reloading the Host On-Demand applet.

Because there are several ways to specify a different configuration port for the
clients, there is a precedence that takes place based on where the parameter is
set:

a. Firstis the ConfigServerPort parameter set in the client HTML.

b. Second is the ConfigServerPort set in the config.properties file.

If you are using the configuration servlet and you change the Service Manager
port, you will need to set the ConfigServerPort parameter for the configuration
servlet. For example, if you change the Service Manager port to 12345 you need
to pass the ConfigServerPort=12345 parameter to the configuration servlet so it
can communicate with the Service Manager. Check your web server or servlet
engine documentation for information about how to pass parameters to servlets.
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2.4.9 Installing the Configuration Servlet
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During the Host On-Demand installation, you can choose to have the
configuration servlet installed and configured on the Windows NT, Windows
2000, and AIX platforms for recognized Web application servers. Recognized
Web application servers include:

» IBM WebSphere Application Server Version 3.5 and 4.0
» Lotus Domino Go Web Server
» IBM Domino Go Web Server

All Web servers and servlet engines are configured differently. Check your Web
server and servlet engine documentation for servlet configuration details on your
operating system

Installing on Windows and AIX platforms

The following instructions assume a Web server is already installed. To manually
install the configuration servlet:

1. Install Host On-Demand, without running the configuration servlet installation,
to a directory such as d:\hostondemand or /usr/opt/hostondemand.

2. Add cfgsrvit.jar from the Host On-Demand installation's lib directory to the
servlet engine's classpath; for example d:\hostondemand\1ib\cfgsrvit.jar
or /usr/opt/hostondemand/1ib/cfgsrvit.jar. Refer to your Web server or
servlet engine documentation for information about how to do this. You can
get a copy of cfgsrvlt.jar from the /servlet directory of the Host On-Demand
CD or from the install_dir/hostondemand/11ib directory on your server.

3. Add a servlet definition named hodconfig with a class name of
com. ibm.eNetwork.HODUti1.services.remote.HODCfgServiet. Refer to your
Web server or servlet engine documentation for information about how to add
a servlet definition.

4. Configure the configuration servlet. If necessary, set the ConfigServer and
ConfigServerPort parameters to the host name and port number of the Host
On-Demand Service Manager. Refer to your Web server or servlet engine
documentation for information about how to pass parameters to a servlet.

The port used by the clients, configuration servlet, and the Service Manager
can be customized. For instructions on how to customize the port, see the
topics Configuring the configuration servlet and Changing the Service
Manager port in the online help.

Host On-Demand clients use the default port of 8999 to communicate with the
Service Manager for configuration information. If any of your clients are
outside the firewall, the firewall administrator must open this port internally
and externally. Optionally, you can customize the clients to access the
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configuration servlet through a firewall over either HTTP or HTTPS. The
configuration servlet then communicates with the Service Manager on port
8999. If both the configuration servlet and the Service Manager are inside the
firewall, port 8999 does not need to be opened for Host On-Demand.

5. Publish the hodconfig servlet using an alias. Refer to your Web server or
servlet engine documentation for information on about how to make the
configuration servlet known to the Web server. In general, you are associating
the fully qualified name of the servlet with an alias.

6. Stop and restart the Web server and the servlet engine, or refer to your Web
server or servlet engine documentation for information about saving the
changes.

Once the configuration servlet is installed, you must configure your clients to use
the configuration servlet instead of directly accessing the Service Manager. You
can use the Deployment Wizard to build customized HTML client pages. The
wizard sets the applet parameters in the HTML based on your input, so you don't
have to learn the syntax and valid parameter values. We recommend that you
use the Deployment Wizard to set the ConfigServerURL parameter in the client
HTML to the name you assigned to the servlet through the servlet engine in the
publish step above. For example, if you set the name of the servlet to be
/servlet/hodconfig, set the Configuration Server URL to
/servlet/hodconfig/hod

Note: The servlet alias and the value for the ConfigServerURL parameter are
different.

If you find you need to manually modify the HTML, use the <param tag> inside
the <applet> tag to set the ConfigServerURL. For example, to set the
ConfigServerURL to /servlet/hodconfig/hod set <param name=ConfigServerURL
value=/serviet/hodconfig/hod> in the <applet>tag in the HTML client.

For more information regarding configuration servlet parameters, configuration
and examples, see Configuring the configuration servletin the online help.

Installing on the iSeries platform
On the iSeries platform, you must manually run a separate utility in order to

install and configure the configuration servlet. This utility is provided by Host
On-Demand and supports WebSphere Application Server Version 3.5 and 4.0.
To install and configure the configuration servlet on iSeries, do the following:
1. Start a shell by entering the following at the command prompt:

gsh
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2. Change directories to the Host On-Demand servlet directory:
cd /qibm/proddata/hostondemand/1ib/samples/hodserviet
3. Enter the following command to run the configuration utility:
cfghodservlet-0s400.sh
The installation is complete when the $ symbol is shown.
4. Press the F3 key to exit the gsh program.

5. Edit the config.properties file by entering the following at the command
prompt:

edtf '/qibm/proddata/hostondemand/hod/config.properties’
6. Add the following line:
ConfigServletURL=http://my400/HOD/HODConfig/hod

where my400 is the name of the iSeries system. Be aware that this URL is
case sensitive.

7. Press the Enter key, then press the F3 key to update the config.properties file.

8. Stop the Host On-Demand Service Manager by entering the following
command at the command prompt:

ENDHODSVM

9. Restart the Host On-Demand Service Manager by entering the following
command at the command prompt:

STRTHODSVM
10.Verify that the servlet is working. In a Web browser, enter the following URL:
http://my400/HOD/HODConfig/info

where my400 is the name of the iSeries system. Be aware that this URL is
case sensitive.

2.4.10 Installing the locally installed client
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The locally installed client installs to a local disk. The client applet is loaded
directly into the default system browser, so there is no download from a server.
The most common reason to use a local client is for users who connect remotely
over slow telephone lines, where download time can be an issue and connectivity
is unpredictable. You can also use the locally installed client to test host access
capabilities without installing the full Host On-Demand product.

For Java2 information on Windows XP please see hints on Chapter 2.3, “Client
requirements” on page 30
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To install the Host On-Demand local client on a Windows NT, Windows 2000, or
Windows XP workstation, you must be a member of the Administrators group.

1. Insert the CD and run
setup.exe 1Ic

from the \win32 directory of the CD. At the Welcome screen click Next. Follow
the next screens.

2. You will reach the Client Installation screen

Host On-Demand 7.0 Setup |

Client Install Options

Chooze how you would like ta ingtall the Host On-Demand Client. Custom allows pou to select
components and languages.

& Typical
 Custom

IrnstallShield

< Back | Mest » I Cancel

Figure 2-9 HOD CLient Installation selection

3. Choose a Typical or Custom installation.

a. Typical installs the Host On-Demand Java applets and the information
library in English plus the native language of your workstation according to
your locale setting of the operating system.

b. Custom allows you to choose components to install: Host On-Demand
Java applets, the information library and the Host Access Class Library. In
addition to English, you can also select any of the other supported
languages.

4. Proceed through the rest of the windows.

5. If you have not already done so, read the Readme available in the last
window.

Chapter 2. Planning and installation 63



6182HODPInInst.fm Draft Document for Review November 24, 2002 6:23 pm

At the end of installation, the Host On-Demand Service Manager is configured
and started automatically. On Windows NT, Windows 2000, and Windows XP, the
Service Manager is installed as a Service; on Windows 95, Windows 98, and
Windows Millennium (Me) it is added to the Start menu.

Starting the local client
To start Host On-Demand as a client, click

Start > Programs > IBM Host On-Demand > Host On-Demand

2.4.11 Installing the Deployment Wizard
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The Deployment Wizard is automatically installed as part of the Windows Host
On-Demand server installation. It is also available separately for those customers
who do not wish to install the entire Windows Host On-Demand server. This
separate Deployment Wizard can be installed in one of two ways:

» Using the Deployment Wizard install option on the Windows Host
On-Demand server installation CD.

» Downloading it from the Host On-Demand server.

The following two sections describe the installation process for each,
respectively.

Note: The Deployment Wizard installation image is approximately 85 MB. If
you are planning to download this installation image, particularly over a
modem, prepare for a large download

Installing the Deployment Wizard from the Windows CD
To install and run the Deployment Wizard, do the following:

1. Insert the Host On-Demand CD. If autorun is enabled, the CD Installer starts
automatically. If autorun is not enabled, start the CD Installer by running the
setupwin.exe file located on the Host On-Demand CD.

2. From the CD Installer window, select Install Deployment Wizard.

3. The InstallShield Wizard will guide you through the remaining installation
steps.

4. Once installation is complete, you can launch the Deployment Wizard from
the Start > Programs desktop menu.
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Downloading the Deployment Wizard installation image from a
Host On-Demand server

The Deployment Wizard image is shipped on all Host On-Demand server
platforms, and can be downloaded from the server and installed on any Windows
machine.

To download the Deployment Wizard from a Host On-Demand server, do the
following:

1. From your Windows machine, start your browser and point to the
HODMain_xx.html file on your Host On-Demand server, where xx is your two
letter language sulffix.

You can enter and use only those languages which had been installed on the
HOD server according to Figure 2-2 on page 34. The Language suffixes are
as shown in Table 2-13 on page 65.

Table 2-13 Language suffixes:

Language Language suffix
Simplified Chinese zh
Traditional Chinese zh_TW
Czech cs
Danish da
Dutch nl
English en
Finnish fi
French fr
German de
Greek el
Hungarian hu
Italian it
Japanese ja
Korean ko
Norwegian no
Polish pl
Brazilian Portuguese pt
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Language Language suffix
Portuguese pt_PT

Russian ru

Slovenian sl

Spanish es

Swedish sV

Turkish tr

/3 Host On-Demand ¥7 Clients - Microsoft Internet Explorer 1ol x|

J File Edit “iew Favorites Tools  Help

J Bk » = - @) #at | Phsearch  [GlFavarites ¢ AHistory ‘ ]

| Address |@ http:{/9.24.104. 186 /hodfhodmain_en html | @eo |JLinks »
Femove Cached Chent (Autodetect Java 1 or Java 2) =

Eemove Cached Clent (Tava 1 only)

Mew user chent

Mew user client cached

Mew user chent cached with problem determination

P Deployment Wizard Installation Image

Deployment Wizard Installation Image for Windows

P Java 2 Runtime Environment Installation Image

IBM Windows Plug-In, Java 2 Technelogy Edition

P Help

3] : [ [ miernet

EH

Figure 2-10 Downloading the Deployment Wizard

2. Click on the Deployment Wizard link. This will download the Deployment
Wizard installation image to your Windows machine.
Run the Deployment Wizard installation from your Windows machine.

Once installation is complete, you can launch the Deployment Wizard from
the Start > Programs desktop menu.

2.5 Migration considerations

With very few exceptions, data used in earlier versions of Host On-Demand will
be automatically migrated when you begin using Host On-Demand Version 7.
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You can upgrade the Host On-Demand server so that the upgrade is transparent
to the clients. After the upgrade, the clients have their same sessions defined and
all their customizations, for example, macros and keyboard remaps, continue to
work as before (first introduced as Enhanced Local Preferences with HOD 6). On
platforms where an uninstall program for Host On-Demand is not provided, the
administrator must back up some files and directories before upgrading, and then
restore them after the upgrade.

2.5.1 Server considerations

Any existing configuration data in your Configuration Server will be automatically
available in Host On-Demand Version 7 once installation is complete. Even if
most of the installation processes preserve the data in the \private directory, it
is recommended that you back up all custom HTML files and the \HODData
directory.

Note: The method for backing up files might vary depending on what server
platform you use.

If you need to make changes to the NSMprop file (for example, to change the
default port), or need to migrate NSMprop from a previous version of Host
On-Demand, put this file in the /private directory.

Backing up files and directories

You can put custom HTML files (files generated from the Deployment Wizard),
config.properties, and CustomizedCAs.class files in a directory other than the
Host On-Demand publish directory. Creating a user publish directory makes it
easier to apply future Host On-Demand upgrades because installing a new
version of Host On-Demand will not affect the new directory. It also keeps the
Host On-Demand publish directory read-only and provides a separate writable
location for deploying Deployment Wizard pages. Additionally, creating a
separate user publish directory isolates new files from those provided by Host
On-Demand. Note that other user-modified files (such as customer applets and
HACL programs) still need to run from the Host On-Demand publish directory.

To set up a separate user publish directory, do the following:

1. Specify the codebase (the URL of your Host On-Demand publish directory) as
follows:

a. Using the Deployment Wizard, on the Additional Options page, click the
Advanced Options button.

b. Select the Other tab.
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c. Enter the codebase. You can enter a fully qualified URL including the
hostname (for example,
http://your_HOD_server/hod_publish_dir_alias/) or a relative path (for
example, /hod_publish_dir_alias/).

Advanced Options =

Display  Other | additional Parametersl
Include problem determination components (e.g., trace, log, etc.)?

 Yes ' Mo (Recommended)

Mote: ou may still have to configure problem determination parameters, See the help for
details,

Select the language to use for all client deskkop and session frame messages.

Select language Use the system Locale |

Use this field to specify the URL of your HOD publish directary if you are publishing this file to
a different location. IF this URL specifies a hostname, users must access this file From exactly
the same hostname.

Codebase Jihod_publish_dir_alias

‘fou can include banners, backgrounds, images and other HTML in the final Host On-Demand
web page by providing a custom HTML template.

Custom HTML template | Browse... |

By enabling the Session Manager Javascript AP, you can interact with sessions via
Javascript, See the help For details on how ko use the APL

"] Enable Session Manager Javascript AR

OF | Cancel | Help |

Figure 2-11 Advanced Options of Deployment Wizard

2. Select Output Zip to save the files generated from the Deployment Wizard in a
Zip file.
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Help | Back I Create Filefs) I Cancel

‘%IBM Host On-Demand Deployment Wizard
File Mame and Output Format

Page Title: hchims Wizzard created

File: Mame: I‘I’eamcomeizz

Directory: k:'l,Program FilestIEM|Deploymentiwizard), Browse. .. |

[v] Cutput HTML
M i
[ Gutput Portlst

% Wad Format. €0 PAR Earmat Partlet Details |

HED Server WAL |

Summary

The information below is a summary of your selections and will be written in the HTML file you create,
‘fou can make corrections For any of your selections by clicking "Back”,

-HTML-based model was used as configuration model.
-Users are allowed to save session changes.
-Host On-Demand applet will be cached.

Details. .. |

Figure 2-12 Name and Output Format Panel

3. Click Create Files.

If you are not running the Deployment Wizard on your Host On-Demand
server, FTP the output Zip file to your server platform.

5. Create a separate user publish directory, /user_publish_dir/.

6. Use the DWunzip tool to install the Deployment Wizard generated files into

the /user _publish dir/ directory. You must edit the Dwunzip command file
on your server to specify the correct MY _PUBLISHED DIRECTORY value. You will
find the sample DWunzip.cmd on Windows machines in
\hostondemand\1ib\samples\DWunzip.See the online help topic Using
Dwunzip for more information on how to use this tool. Example 2-3 on

page 69 shows a simple customized section of DWunzip.cmd.

Example 2-3 Example of customized DWunzip.cmd

REM
REM
REM
REM
REM

ifddssdssdsdisddstasddsidddsadsadsadsadtdssdsdsdadisddsddsdasdasdasdtsdad
If you do not use Host On-Demand's default web-published directory, then
set the following variable to be your web-published directory.
Note: This is also the directory where your zip file should be.
Example: set MY_PUBLISHED_DIRECTORY=c:\hostondemand\HOD
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set

REM
REM
REM
REM
REM

set

MY_PUBLISHED DIRECTORY=c:\hostondemand\HOD

ifgdgsdssdadigddastasdaddsddsdasddsddsdssdssdtsdtadsdigdsdssdadisdisdasdasi
If you run DWUnzip from anywhere other than the directory where
Host On-Demand was installed, then set the following variable
to your Host On-Demand installation directory.
EXAMPLE:  set MY_HOD_DIRECTORY=c:\hostondemand

MY_HOD_DIRECTORY=c:\hostondemand

The execution of the DWunzip results in:

Example 2-4 Execution of DWunzip

C:\Program Files\IBM\DeploymentWizard>dwunzip teamcom2wizz

Extracting teamcom2wizz.zip to and from directory: c:\hostondemand\HOD
Allocating ZIP comments array

Added ZIP comment "HODCDLABEL"

Added ZIP comment "HODCDLABEL"

Added ZIP comment "HODCDLABEL"

Added ZIP comment "HODCDLABEL"

Added ZIP comment "HODCDLABEL"

Added ZIP comment "HODCDLABEL"

File being extracted from teamcom2wizz.zip: Teamcom2wizz.html

File being extracted from teamcom2wizz.zip: HODData\Teamcom2wizz\cfg0.cf
File being extracted from teamcom2wizz.zip: HODData\Teamcom2wizz\params.txt
File being extracted from teamcom2wizz.zip: HODData\Teamcom2wizz\policy.obj
File being extracted from teamcom2wizz.zip: HODData\Teamcom2wizz\preloads.obj
File being extracted from teamcom2wizz.zip: HODData\Teamcom2wizz\wInfo.txt

File extraction was a success.

The Deployment Wizard HTML files are installed in the directory
/user_publish_dir/. Additional files like cfg0.cf, params.txt, and so forth,
are installed in the /user_publish_dir/HODData/your_html directory as
shown in Example 2-4 on page 70.

Add a pass rule (also known as an alias on some platforms) in your Web
server configuration file, /etc/httpd.conf , to point to this new user publish
directory. For example:

Pass /user_alias/ * /user_publish_dir/ *

If changes are required in the Host On-Demand config.properties file (for
example, to change the default port or enable the Host On-Demand
configuration servlet), do the following:
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a. Update the config.properties file. If your server platform does not support
the ASCII character set, update this file on a machine that does support
ASCII.

b. If the config.properties file was updated on a different platform than your
server, FTP the file to your server platform in binary format.

c. Place the file in the user publish directory, /user_publish_dir/.

d. Add the following pass rule (also known as an alias on some platforms) in
the Web server configuration file /etc/httpd.conf:

/hod_publish_dir_alias/config.properties
/user_publish_dir/config.properties

Note: On the zSeries platform, append the ascii extension,
/user _publish dir/config.properties.ascii.

9. If you are using SSL and need to change the CustomizedCAs.class file, do the
following:

Place the updated file in the user publish directory
/user_publish_dir/CustomizedCAs.class.

e. Add the following pass rule (also known as an alias on some platforms) in
the Web server configuration file /etc/httpd.conf:

/hod_publish_dir_alias/CustomizedCAs.class
/user_publish_dir/CustomizedCAs.class

10.Restart the Web server.

11.From a Web browser, specify the URL:
http://your_HOD_server/user_alias/your_html.html.

Migrating on server platforms with an uninstall program

On server platforms that have an uninstall program, for example, Windows and
AIX, the uninstall program assists in the upgrade process. The uninstall program
does not uninstall any files that the installation program did not install initially, for
example, CustomizedCAs.class or customized HTML files. Also, there are no
changes to the private directory during the uninstall of the previous release. Any
customized files that you added for the previous release of Host On-Demand
remain unchanged when you install Host On-Demand 7. Run the uninstall
program to remove the old version and then install Host On-Demand 7.
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Migrating on server operating systems without an uninstall
program

On server platforms without an uninstall program, you should delete the Host
On-Demand 6 installation directory. Before you delete the installation directory,
copy the private directory, any files added to the publish directory, such as
CustomizedCAs.class or customized HTML files, and the HODData directory to a
temporary location. After you install Host On-Demand 7, move these files and
directories back to their original location.

Moving a Host On-Demand server installation to a new server
You can move your Host On-Demand server configuration from one server to
another. If you install Host On-Demand in a test environment before deploying to
your production environment, complete the following steps to migrate Host
On-Demand from one server to another (or from one HFS to a different HFS in
an OS/390 or z/OS environment). For example, if you wanted to move your Host
On-Demand server configuration from server1 to server2, you must:

1. Install Host On-Demand on server2. You must install the same release level of
Host On-Demand on server2 that is installed on server1. If server2 is using a
web server that is not recognized by the Host On-Demand installation
program, you must manually configure the web server for Host On-Demand.
Refer to Planning, Installing, and Configuring Host On-Demand for more
information.

2. Stop the Host On-Demand Service Manager on server2.

3. Replace the necessary files and directories on server2 with those from
serveri1. This step overwrites any configuration changes made to Host
On-Demand on server2 since step 1.

4. Copy the \private\ directory in the Host On-Demand root directory, which is
\hostondemand\ by default, on server1 to the \private\ directory on server2
to move user and group configuration information to server2.

5. Copy all files and directories you have created with the Deployment Wizard
from their server1 location to server2. For example, if you created test. HTML
using the Deployment Wizard, copy test. HTML and Autotest. HTML in the
publish directory from server1 to server2. Also copy the test directory in
\HODData in the publish directory from server1 to server2.

6. Start the Host On-Demand Service Manager on server2
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Note: If your current environment is not 0S/390 or z/OS and you want to move
to an OS/390 or z/OS environment, this migration requires some additional
steps. You can copy the private directory and CustomizeCAs.class file over to
the new server directly. However, you should use the DWUnzip utility to
correctly install the customized HTML files and the HODData directory.

2.5.2 Client considerations

There is no need to actually migrate a client, except the locally installed client.
For the locally installed client the InstallShield for Windows XP, Windows 2000,
Windows NT, Windows 98 and Windows 95 will detect any earlier version of Host
On-Demand, uninstall it, and install Host On-Demand Version 7.

When using a cached client, the user will be notified about the change at the
server when accessing it for the first time and any new files will be downloaded.

Upgrading Host On-Demand Version 4.x cached clients to Host
On-Demand 7

If you upgrade your Host On-Demand server from Version 4.x to Version 7, your
clients will no longer be able to communicate with the server without upgrading.

If you need to manage network demand while upgrading cached clients, you can
gradually move all of your Host On-Demand Version 4.x cached clients to Host
On-Demand 7 by setting up two servers. One would be a Host On-Demand
Version 4.x server and the other would be a Host On-Demand 7 server.
Configure all clients to access the Host On-Demand 7 server, and then add the
HTML parameter HODServer to HODCached.html, or any of your customized
cached client HTML files that are on the Host On-Demand 7 server. There are
two sets of applet parameters defined in the HTML. Add the HODServer
parameter to the set defined by the array cHod_AppletParams. You can do all of
this using the Deployment Wizard on the Additional Parameters window;
however, if you want to manually modify the HTML, the format for the parameter
is:

cHod_AppletParams[7] =<PARAM NAME=HODServer
VALUE=http://yourhostname/alias/HODCached.html>

(this is actually contained in one single Tine)

where yourhostname and alias are your Host On-Demand Version 4.x server's
hostname and alias, or Publish, directory. Make sure that the index of the new
cHod_AppletParams array element is in the correct sequence with the existing
array elements.
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The HODServer parameter works with the UpgradePercent and UpgradeURL
parameters to manage client upgrades. If the cached client won't be upgraded on
this connection attempt, it is redirected automatically to the Host On-Demand
Version 4.x server specified in the HODServer HTML parameter. If a cached
client will be upgraded, the Host On-Demand Version 4.x cached client is
removed and the Host On-Demand 7 cached client is installed. Once the client is
upgraded to Host On-Demand 7, the HTML parameter is ignored and the client is
no longer redirected to the Host On-Demand Version 4.x server. After you have
gradually upgraded all your cached clients, you no longer need the Host
On-Demand Version 4.x server.

Note: Be aware of the following when you are upgrading cached clients from
Version 4.x to Version 7:

» Cached clients are upgraded in the foreground. The upgrade in background
option is ignored.

» If you have customized Host On-Demand Version 4.x HODCached.html and
have called it something different, like OurHTML.htm1, do the following:

a. Copy the Host On-Demand 7 version of HODCached.html to the file
OurHTML.html;

b. Add the HODServer parameter to QurHTML. htm1. The HODServer
parameter should specify http://yourhostname/alias/OurHTML.html as
the Host On-Demand Version 4.x server.

» You can copy the new HODCached.html, that includes the HODServer
parameter, to AutoHODCached.html and AutoHODLaunch.html, in case these
pages are bookmarked by the clients. The HODServer parameter in
AutoHODCached.htm1 should specify the AutoHODCached.html page on the
Host On-Demand Version 4.x server. The HODServer parameter in
AutoHODLaunch.htm1 should specify the AutoHODLaunch.html page on the Host
On-Demand Version 4.x server

» If you are using language specific HTML files (such as HODCached_es.html,
AutoHODCached_es.html, AutoHODLaunch_es.html, etc.) you can also add the
HODServer to these pages.

Upgrading custom HTML files

Java 1

If your users have Java 1 browsers and you have customized HTML files from
previous versions of the Deployment Wizard, you do not have to regenerate the
custom files with the Host On-Demand 7 Deployment Wizard. The users can take
advantage of all the new features (except Java 2-specific features) once the
client code gets upgraded to Host On-Demand 7.
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Java 2

If your users have Java 2 browsers, we strongly encourage you to regenerate the
HTML files with the Host On-Demand 7 Deployment Wizard to receive the
improved support for Java 2 environments. Additionally, if you want to take
advantage of the new features built in to the Host On-Demand 7 Deployment
Wizard, such as the customized template, separate codebase, or upgrade based
on time of day, you should regenerate your custom HTML files.

2.5.3 Client Migration Problems

It is not common, but does happen that when a user upgrades a workstation from
one HOD client version to another that it does not go well. For these situations
you should be prepared to try the following procedures:

1. Have user use the HodRemove.html utility to remove the existing cache client
2. Clear browser temporary cache

3. Clear Java 2 cache

4. Reload the new cache client

If this still fails to resolve the problem then use the HOD InfoCenter and refer
directly to the Troubleshooting section of the Online Help. The section client

troubleshooting checklist under the list of Troubleshooting topics should be very
helpful.

2.6 Removing Host On-Demand

To uninstall the Host On-Demand server follow the appropriate steps for your
platform:

2.6.1 zSeries

Follow the instructions in the Program Directory for uninstalling the Host
On-Demand server on zSeries.

2.6.2 iSeries

You will need *JOBCTL, *SPLCTL, *SERVICE and *ALLOBJ authority to use this
command. Logon to the iSeries with a security officer user profile, such as
QSECOFR .

1. Shutdown the Service Manager by typing ENDHODSVM at the command line.
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2. Delete the licensed Host On-Demand product by typing DLTLICPGM
LICPGM(5733A59) at the command line.

3. Remove any directories containing user data manually after the program has
completed. You will also need to remove the QUSRSYS/QHODCFGD *DTAARA
object.

2.6.3 Windows NT, Windows 2000, or Windows XP

Use Add/Remove Programs from the Windows control panel.

Notes:

» On Windows 2000, if you plan to reinstall Host On-Demand, you should
reboot first.

» If you install the standalone Deployment Wizard on a Windows NT or
Windows 2000 workstation that already has Host On-Demand server
installed, you should uninstall the Deployment Wizard before you uninstall
the Host On-Demand server.

If you uninstall Host On-Demand server first, you might not be able to
uninstall the Deployment Wizard because the Deployment Wizard
uninstallation attempts to use the Host On-Demand JVM.

2.6.4 AIX, Solaris, Linux, HP-UX

Stop the Host On-Demand Service Manager. Get the process ID, kill the process,
then delete the Host On-Demand directories (except ./private ).

2.6.5 0S/2

Stop the Host On-Demand Service Manager by pressing Ctrl+C in the OS/2
window in which you started it, close the window, then delete the Host
On-Demand directories (except \private ).

2.6.6 Novell NetWare

From the console, enter java -exit to stop the Java NLM, then delete the Host
On-Demand directories (except \private ).
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2.7 Service updates

You can access the latest service updates from the Host On-Demand Support
Web site. The URL is:

http://www.ibm.com/software/webservers/hostondemand/support.html
Click Service Updates.

To download the latest service updates for Host On-Demand, Screen
Customizer, and Personal Communications, you will need to register with the
IBM Software Internet Service Delivery site. The URL is:

http://www6.software.ibm.com/enetwork/isd/home.html

This site entitles you to download service updates directly from the Internet. You
must first register, then add your service key to your registration. The service key
is the 10-digit number on the service key card that is provided for each product.
Then you can download the product that matches the key you have entered. We
recommend registering every key that comes in the package.

The service key must be treated with the same care given to the base product in
terms of export and import regulations. It provides access through the Web to
product code that contains encryption technologies. Care should be taken to
read and comply with the text presented on the Authorization to Download Web
page. You must agree to these terms prior to being allowed to download the
product code.

Note: The service key can be used by only one person. Once registered to an
individual, it cannot be registered to another individual.

When attempting to download Corrective Service Distributions (CSDs) or
Program Temporary Fixes (PTFs) from the site, you must make sure that you
select the product version, the language and the encryption correctly.

Please also note that this key will provide you with access to the product as long
as service is generally provided for this level of code.
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3

z/OS implementation

In this chapter we discuss Host On-Demand on the z/OS platform. The base
operating system referred to in this chapter is assumed to be one of the following:
0S/390 V2R9 or higher; z/OS V1.1 or higher. Information relevant to a particular
operating system is listed. Information pertinent to both OS/390 and z/OS is
referred to as z/OS. Although the z/OS environment is a UNIX environment, it is
installed and maintained differently from a normal UNIX distributed environment.
Therefore, this chapter will cover the following areas for z/OS, emphasizing the
z/OS unique aspects.

>
S
>

v

© Copyright IBM Corp

Planning

Host On-Demand installation

Activating Host On-Demand Service Manager, including the configuration of
the Web server and RACF

Deployment Wizard considerations for uploading customized HTML pages,
including a sample created and uploaded to a z/OS server

Configuration Servlet setup

Using SSL with Communications Server for z/OS, including general
information about SSL on z/OS, samples of using the gskkyman certificate
management utility, and RACF certificate management, TCP/IP profile for
server and client authentication

Express Logon Feature (ELF)

Native Authentication

LDAP directory server configuration on z/OS
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3.1 Planning
Host On-Demand consists of only one FMID: HHOJ700.

The distribution medium for Host On-Demand Version 7 is magnetic tape or
downloadable files. A program directory is supplied with the package, providing
the information necessary to install Host On-Demand using SMP/E, activate Host
On-Demand server, start the Native Authentication service, and set up the LDAP
directory server.

Installing Host On-Demand by SMP/E will result in the previous Host
On-Demand FMID being deleted, for example:

» HHOF®600 - Version 6 FMID

» HHOH500 - Version 5 FMID

Host On-Demand on z/OS can only be installed using SMP/E. You cannot copy
the .tar file from another platform and run hod70mvs.sh shell script to install it.

It is recommended that you consult the program directory and the following Web
sites prior to installation. Support, product information, and hints and tips can be
found on the following Web sites:

» Product information site:
http://www.ibm.com/software/webservers/hostondemand/

» Support site (hints and tips, service updates, newsletters):
http://www.ibm.com/software/webservers/hostondemand/support/

» Program directory softcopy:

http://www.ibm.com/software/webservers/hostondemand/Tibrary/
Maintenance for Host On-Demand V7 can be ordered in one of two ways, both of
which are SMP/E installed:

» Go to the support Web site and select Support Downloads. You must be
registered with the IBM Software Internet Service Delivery site. Refer to 2.7,
“Service updates” on page 77 for additional details.

» Order the PTF tapes via IBM support.

3.1.1 Software requirements

The following requisites are required for the Host On-Demand V7 product to
install or function:

» 0S/390 V2R9 or higher or z/OS V1R1 and above.
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— If running with OS/390 V2R10 and using the LDAP directory server,
maintenance (APAR OW45791/PTF UW73147) is needed to properly
display LDAP sessions.

— The z/OS Communications Server TCP/IP Services included with z/OS
are required at runtime.

— Java for z/OS, required at runtime
— Java V1R3 or higher
— Java V1IR1M8

— If running with OS/390 V2R10, you must install Java APAR OW45575/PTF
UW78944(PTF6)

» A Web server
— IBM HTTP Server V5.2 or higher

» WebSphere Application Server if using the Configuration Servlet
— WebSphere Application Server for 0S/390 V3.5
— Websphere Application Server for zZOS and 0S/390 V4.0.1

» For SSL encryption, one of the following elements is needed. Refer to
Table 3-1 on page 108 for the correct FMID:

— Communications Server for OS/390: IP Security SSL DES (56-bit Export)

— Communications Server for OS/390: IP Security SSL Triple-DES (168-bit
us)

» LDAP directory server (optional)
— IBM LDAP directory server for z/OS

3.1.2 DASD storage requirements

DASD storage is required for the target and distribution libraries and for the HFS
(Hierarchical File System). Work space is also needed during the SMP/E
installation. The program directory outlines the storage requirements for Host
On-Demand and for SMP/E.

Space requirements for the distribution library and HFS have increased from
previous versions of Host On-Demand. The recommended allocation is 940 MB
for the distribution library and 3500 MB for the HFS.
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3.1.3 Backing up the private directory

The private directory can be backed up using either the pax command or the tar
command. During our upgrade, we used the pax command. The private directory
was on a different system running Host On-Demand V6.

1.

From the Host On-Demand V6 HFS, change directory into the private
directory.

cd /usr/1pp/HOD/hostondemand/private

. Archive the private directory in a /tmp directory. The -z option compressed the

file; the -v provided a list of files and subdirectories being archived (optional).
pax -wzvf /tmp/private.pax.Z *

The private.tar.Z file was then transferred in binary to the /tmp directory on the
system for Host On-Demand V7.

On the Host On-Demand V7 HFS, change directory into the private directory
where the file will be extracted.

cd /usr/1pp/HOD/hostondemand/private

Issue the pax command to extract the private.pax.Z file. The -z option
specifies a compressed file; the -v provides a list of files and subdirectories
being extracted (optional).

pax -rzvf /tmp/private.pax.Z

3.1.4 Upgrade considerations

82

When upgrading from a previous level of Host On-Demand, you will probably
want to take into consideration previous customizations. The following are three
processes of allocating an HFS and restoring the previous private directory. We
found the third option to be the easiest.

1.

Allocate a new HFS and copy the existing HFS into the new HFS. Then follow
the installation procedure. The customization in the private directory will be
intact. Any customizations made in any directory other than the private
directory will be overwritten, so they must be backed up prior to running the
hod70mvs.sh shell script.

Install into the existing HFS. With this process, you need to take into
consideration space available in the HFS. Host On-Demand V7 will require
more space. Any customization other than what is in the private directory will
be lost as in option 1.

Allocate a new HFS, then follow the installation procedure. Copy your existing
private directory into the new HFS using the pax or tar command. Refer to
3.1.3, “Backing up the private directory” on page 82.
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In Host On-Demand V7 the NSMprop file is now located in the /private directory.
If you have customized this file in a previous version you can copy the file from
the /lib directory to the Host On-Demand V7 /private directory.

Customized files not in the private directory can also be copied to the new HFS,
for example, CustomizedCAs.class, custom HTML pages, /HODData directory
and config.properties.ascii found in the publish directory.

Publish Directory

With Host On-Demand V7, the administrator can choose to publish files created
by the Deployment Wizard to a directory other than the Host On-Demand publish
directory. If you wish to move your custom HTML pages to a separate user
publish directory you will need to re-edit these files via the Deployment Wizard to
add the Codebase parameter. See Chapter 14, “Deployment Wizard” on

page 529 for more information on using the Deployment Wizard.

Mounting a separate user publish directory allows the administrator to mount the
Host On-Demand HFS as read only. However, when starting the ServiceManager
for the first time Host On-Demand will require write access to the /lib directory.
Also, if you use the DWunzip utility you will need to either edit DWunzip-S390
prior to mounting the HFS as read only or copy the file to a directory with write
permissions. After initialization of the ServiceManager for the first time, the Host
On-Demand HFS can be changed from read/ write to read only mode. For more
information on setting up a separate user publish directory see Chapter 8, IBM
WebSphere Host On-Demand Version 7.0 Planning, Installing, and Configuring
Host On-Demand, SC31-6301-00.

3.2 Host On-Demand installation

In this section we detail the installation of Host On-Demand on z/OS. We discuss
the installation jobs and instructions, activating and stopping the Service
Manager.

3.2.1 Installation jobs

Host On-Demand can be installed into its own SMP/E environment, but sample
jobs to create and initialize the environment are not provided. Sample jobs are
provided to do the basic RECEIVE, APPLY, and ACCEPT functions, as well as
defining the DDDEF entries.

The program directory provides JCL that can be used to copy the sample jobs

from the product tape. Once the RECEIVE is completed, the samples can be
found in the IBM.HHOJ700.F1 data set.
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The sample jobs provided to install Host On-Demand V7 are:

HOMRECVE
HOMALLOC
HOMDDCLN

HOMDDDEF
HOMCOPY

HOMHFS

HOMISMKD

HOMAPPLY
HOMACCPT
HOMSERVR

Sample RECEIVE job
Sample job to allocate target and distribution libraries

Sample job for deleting V2 DDDEFs (only for V2
migrations)

Sample job to define SMP/E DDDEFs

Sample job to copy V2 to the current version (only for V2
migrations)

Sample job to define Host On-Demand HFS data set
(optional)

Sample job to invoke the supplied HOMMKDIR EXEC to
allocate HFS paths

Sample APPLY job
Sample ACCEPT job
Sample job for starting Host On-Demand

The sample jobs should be updated to reflect the CSI, target zone and
distribution zone names used in the installation.

3.2.2 Installation instructions

84

The program directory

contains the steps for the SMP/E installation; therefore

they are not included in this book. The support Web site contains the latest

program directory.

If upgrading from a previous level of Host On-Demand, you need to decide which
process to follow to migrate your customization. Refer back to 3.1.4, “Upgrade
considerations” on page 82. If allocating a new HFS, you may want to consider
increasing the space allocation in the HOMHFS job to accommodate future
service updates. Refer to 3.1.2, “DASD storage requirements” on page 81.

Create the mount point and make sure it has permissions of 755. For example:
TSO MKDIR °[PATHPREFIX]/usr/1pp/HOD> MODE (7,5,5)

where [PATHPREFIX] is the appropriate high-level directory name. For users

installing in the default

path, this would be null. For others, the high-level

directory may be something like /service/ or some meaningful name for your

installation.
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Note: In the UNIX System Services environment, everything is case-sensitive.

Mount the HFS to the system; it must be mounted with read and write access.
This is the default if omitted on the MOUNT command.The command should be
on one line.

TSO MOUNT FILESYSTEM(*hfsprfx.hom.hfs”>) MOUNTPOINT(‘[PATHPREFIX]/usr/1pp/HOD?)
TYPE (HFS)
where hfsprfx is the name of the qualifier used in the HOMHFS installation job.

Regardless of whether a new or existing HFS is used, you must run the
HOMISMKD job to create the directory structure for the Host On-Demand
product.

If you obtained Host On-Demand as part of a CBPDO, follow the installation
instructions found in the CBPDO RIMLIB data set to receive the Host
On-Demand FMID, HHOJ700.

Important: Depending on when the product was ordered, you may receive
PTF tapes in addition to the base product tapes. You must install the base
product before installing the PTF tapes. The z/OS installation requires the
base to be fully installed. The hod70mvs.sh shell script performs tasks such
as symbolic links that the PTF shell script does not.

3.3 Activating Host On-Demand Service Manager
Before you can use a Host On-Demand server, there are several steps to
complete:

» Set up the UNIX System Services environment.

» Set up the Security Server (RACF) if you plan to run the HOMSERVR as a
started task.

» Set up the Web server environment.
» Modify the HOMSERVR sample job to suit your environment.
» Start the Host On-Demand Service Manager.
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Note: The basic installation assumes the Host On-Demand port will be 8999,
the recommended port. To change the port, refer to 3.3.6, “Changing the
configuration port” on page 90.

3.3.1 UNIX System Services environment

Make sure the CLASSPATH, LIBPATH and PATH statements are all set correctly in
the UNIX System Services (USS) environment. The USS file is commonly stored
as /etc/profile. Since Host On-Demand supports both Java 1.1.8 (for all
supported Host On-Demand OS/390 and z/OS releases) and Java 1.3.X (for
0S/390 V2R9 and above), you need to point to your installed level of Java. You
should also make sure that the CLASSPATH, LIBPATH, and PATH statements are
included in the WebSphere product statements, for example /usr/lpp/internet/bin.

Note: The actual paths for Java may vary depending on your installation.

» The CLASSPATH environment variable should point to your z/OS Java library
directory base class. The statement below is included for Java 1.1.8 support.
For Java 1.3.X support, CLASSPATH is not required.

CLASSPATH=/usr/1pp/java/J1.1/1ib/classes.zip

» The LIBPATH environment variable should point to the correct Java library.
Include one of the following paths; the first is for Java 1.1.8 support, the
second for Java 1.3.X support.

LIBPATH=/usr/1pp/java/Jl.1/11ib
LIBPATH=/usr/1pp/java/IBM/J1.3/1ib

» The PATH environment variable should point to the correct Java library.
Include one of the following paths; the first is for Java 1.1.8 support, the
second for Java 1.3.X support.

PATH=/usr/1pp/java/Jl.1/bin
PATH=/usr/1pp/java/IBM/J1.3/bin

» The JAVA_HOME environment variable should point to the correct Java
library for Java 1.1.8 only. JAVA_HOME is not used for Java 1.3. The double
quotes are necessary.

JAVA_HOME="/usr/1pp/java/J1.1”

3.3.2 Security Server (RACF) considerations

The HOMSERVR sample job is supplied to start Host On-Demand. It runs the
ServiceManager.sh shell script, which starts the Host On-Demand Service
Manager (NCServiceManager).
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The HOMSERVR procedure must be started from a user ID with root authority in
z/0OS UNIX System Services. Our examples are for z/OS Secureway Security
Server RACF. Here are the basic instructions to enable Host On-Demand to be
assigned to the appropriate user ID:

1. Create a user ID for the HOMSERVR procedure (for example, HOMSRYV).

a. Choose a default group that is defined to z/OS UNIX (for example, it has
an z/0S UNIX segment with a group identification number (GID) defined.
You might have a group called OMVSGRP that includes all zZOS UNIX
users).

b. Add a z/OS UNIX segment, giving the user ID root authority by assigning it
a user identification number (UID) of 0.

2. Create a started class entry (or update ICHRINO3) for the HOMSERVR
procedure.

a. Make the entry name procname.” (for example, HOMSRV. *).

b. Assign =MEMBER to the user, thereby making the user ID and the
procname the same (for example, HOMSRV . *).

c. Assign the procname to the z/OS UNIX group that is the default group for
the user (for example, OMVSGRP).

Here is an example:

Associate the Host On-Demand Started Task with a RACF user ID that has
an OMVS segment defined:

RDEFINE STARTED HOMSRV STDATA(USER(TCPIPOE))
SETROPTS RACLIST(STARTED) REFRESH

Where TCPIPOE is the user name with which the started task is associated.

If you want to create a different user ID to be used with Host On-Demand,
issue the following commands:

ADDUSER HODSRV OMVS (HOME(*/*) UID(777))

DFLTGRP (OMVSGRP) AUTHORITY (CREATE) UACC (ALTER)
RDEFINE STARTED HOMSRV STDATA(USER(HODSRV))
SETROPTS RACLIST(STARTED) REFRESH

Remember that the GROUP also has to have an OMVS segment defined.

3.3.3 Web server environment

To activate the Host On-Demand functions, the Web server must be configured
to allow the HTML pages, class files, and JavaScript files to be downloaded to
the user’s machine. The name of the Web server configuration file is
/etc/httpd.conf and it contains the configuration statements called directives.
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The Pass directive specifies a template for requests that you want to be passed
from the server. These Pass rules must be in the order listed and be placed prior
to the ending Pass rule, Pass /*. The rules assume an alias of /hod/. Keep in
mind that the alias is also case-sensitive. Consult the Web Server documentation
for details.

Example 3-1 z/OS Web server Pass statements

Pass /hod/*.html /usr/1pp/HOD/hostondemand/HOD/*.html.ascii

Pass /hod/*.HTML /usr/1pp/HOD/hostondemand/HOD/*.HTML.asc1i1

Pass /hod/*.js /usr/1pp/HOD/hostondemand/HOD/*.js.ascii

Pass /hod/*.properties /usr/1pp/HOD/hostondemand/HOD/*.properties.ascii
Pass /hod/*.props /usr/1pp/HOD/hostondemand/HOD/*.props.ascii

Pass /hod/* /usr/1pp/HOD/hostondemand/HOD/*

If you are using a directory path other than /usr/lpp/HOD, change the directory
path to the correct path, for example /service/usr/Ipp/HOD.

Data type directives must be added among the other rules in the AddType
section of the file:
AddType .cab application/octet-stream binary 1.0
AddType .jar multipart/x-zip binary 1.0

f you are using a directory path other than /usr/Ipp/HOD, change the directory
path to the correct path, for example /service/usr/Ipp/HOD.

If you wish to publish your custom HTML pages from a separate user publish
directory you will need to add a pass rule pointing the alias to your separate
publish directory:

Pass /user_alias/* /user_publish_dir/*

For example:
Pass /hodpages/* /var/hod/customHTML/*

In this example the user_alias is hodpages and our customized files will be
stored in the directory /var/hod/customHTML.
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3.3.4 Modify the HOMSERVR sample job

To start the Service Manager with a started task, copy HOMSERVR sample
procedure to a PROCLIB known to the system, and make the necessary
changes to your installation. In this example we renamed the sample
HOMSERVR procedure to HODSRV. If you have a different path structure for the
Host On-Demand HFS, make the change in the PARM field. If you need to direct
the STDOUT and STDERR to a file, you can modify the JCL like the following
example to redirect the output to a temporary file.

Example 3-2 Sample Host On-Demand started procedure

//HODSRV  PROC

/1*

//* Function: IBM WebSphere Host On-Demand Server JCL

//*

/ /HODSRV EXEC PGM=BPXBATCH,REGION=0K,TIME=NOLIMIT,

// PARM="'sh /usr/1pp/HOD/hostondemand/1ib/ServiceManager.sh'
//SYSPRINT DD SYSOUT=*

//SYSIN DD DUMMY

//SYSERR DD SYSOUT=*

//STDOUT DD PATH='/tmp/homservr-stdout',

// PATHOPTS=(OWRONLY,0CREAT,0TRUNC) ,
// PATHMODE=SIRWXU

//STDERR DD PATH='/tmp/homservr-stderr',
// PATHOPTS=(OWRONLY,0CREAT,0TRUNC) ,
// PATHMODE=SIRWXU

//SYSOUT DD SYSOUT=*

3.3.5 Start the Host On-Demand Service Manager

The Service Manager can be started one of two ways, either as a started task
using the HOMSRYV job or by entering the shell script from the OMVS shell. You
cannot start it from the ISHELL because the environment variables set in
/etc/profile will not be used.

To start from the z/OS console using the sample procedure defined in
Example 3-2 on page 89, enter:

s hodsrv

In this example the started task name, HODSRY, is less than 8 characters hence
job names HODSRVx and HODSRVYy will also be created, where x and y is a
numeric between 1 and 9. In this scenario HODSRV1 and HODSRV2 were
created as shown in Figure 3-1. If the started task name is 8 characters all three
job names will be the same.
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SDSF DA sC48 scC48 PAG 0 SIO @ CPU 9/ 7 LINE 1-3 (3]

COMMAND INPUT ===> _ SCROLL ===>

NP JOBNAME StepName ProcStep JobID Owner C Pos DP Real Paging SIO0
HODSRY  HODSRY  =OMVSEX STC29265 STC L0 FF 269 0.00 0.00

HODSRV1 STEP1 STC29264 STC L0 FF 281 0.00 0.00
HODSRV2 STEP1 STC29263 STC IN FS 3568 0.00 0.00

Figure 3-1 Job names

From the OMVS shell, there are a couple of ways to start the Service Manager:
/usr/1pp/HOD/hostondemand/11b/ServiceManager.sh &

or
cd /usr/1pp/HOD/hostondemand/1ib

ServiceManager.sh &

Remember to include the ‘&’ in order to run the shell script in the background;
otherwise the ID will be unusable.

Once the Service Manager is started you will get the following message in
STDOUT:

RDR0008: Native Tibrary failed to load, indicating this Redirector does not
support SSL.

The message is self-explanatory and can be ignored. If you would like to
eliminate the message, edit the NSMprop file in the private library,
/usr/Ipp/HOD/hostondemand/private. Change the following parameter from YES
to NO:

REDIRECTOR_AUTOSTART = NO

The Service Manager will need to be stopped and restarted to pick up the
change.

3.3.6 Changing the configuration port

To change the configuration port for Host On-Demand on z/OS, the port must be
specified in two places:

1. The NSMprop file, found in the /hostondemand/private directory, sets
properties for the server. This file is in EBCDIC and does not need to be
downloaded to be edited. Edit the NSMprop file and change the port number
in the following line found in the CONFIGSERVER section. For our example
we changed the port from 8999 to 8900:

CONFIGSERVER_PARMS = %INSTALL_PATH% 8900
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2. The config.properties.ascii file sets the port for the clients. The file resides in
the publish directory. Host On-Demand on z/OS ships with a
config.properties.ascii file located in a subdirectory in the publish directory,
/usr/lpp/HOD/hostondemand/HOD/hod. You need to edit the file on an ASCII
based system. Add the following to set the port to 8900:

ConfigServerPort=8900

Then transfer the file to the z/OS server in binary. The reason for this is that
the client applets expect ASCII text in config.properties.ascii, but files created
or edited on z/OS are stored in EBCDIC.

After these changes have been made, the Service Manager can be started. To
verify the correct port is listening, issue the TCP/IP netstat conn command:

To verify the client is making requests on the new port, access HODAdmin.html.

If you receive the message window as shown in Figure 3-2, verify you have
transferred the file in binary mode from the workstation and the filename is
config.properties.ascii.

Host On-Demand ; x|
LOGOODT: The Host On-Demand clisnt is uhabls to contact the Host On-Demand
Service Manager for one of the following reasons:

1. The Service Manager iz located on the other zide of 5 firewall, which does not
allow the connection.

2. "rour broveser's prosy configuration prevents contact.

3. & network, problem has prevented the connection.

4, The Service Manager iz not started or iz ot operational.

Pleaze contact pour systermn administrator.

|Warning: Applet Window

Figure 3-2 LOGO0001 error window

Migration concern

If your existing Host On-Demand configuration was using a port other than 8999,
you must be careful during migration. During the install process, the files in the
private directory are unchanged, including the config.properties.ascii file. Also, in
Host On-Demand V7 the NSMprop file is now installed in the directory,
/usr/lpp/HOD/hostondemand/private. Therefore, you must edit the file to change
the ConfigServerPort parameter to indicate the port you wish to use. For more
migration concerns refer to 2.5, “Migration considerations” on page 66.
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3.3.7 Stopping the Service Manager

If the Service Manager was started as a started task, the task cannot be stopped
with the purge command as it will not work; the cancel command must be used.
If the task name is HODSRY, stop it with the z/OS command:

C HODSRV

Note, you do not need to cancel the additional two jobs created by the system as
these will be stopped when the main task is cancelled. It is recommended to use
a started task name less than 8 characters. If the started task name is 8
characters, to cancel the Service Manager you will need to specify the ASID of
the main task on the cancel command.

Important: If the level of Java on the z/OS is J1.3.1, when the cancel
command is issued, CEEDUMP and HPITRACE files are created in the Host
On-Demand /lib directory. If these files are not removed eventually the HFS
will become full. You can manually remove these files or add the rm command
to the ServiceManager.sh script as shown in Example 3-3. Note, if you stop
Host On-Demand by killing the USS process these files will not be created.

Example 3-3 ServiceManager.sh with rm command

rm /usr/1pp/HOD/hostondemand/1ib/CEEDUMP*
rm /usr/1pp/HOD/hostondemand/1ib/HPITRACE*

If the Service Manager was started from the OMVS shell, you need to determine
the PID of the Service Manager by issuing either, as super user:

ps -ef

from the OMVS shell, or:

d omvs,a=all

from the z/OS console. Two processes will be running:

WEBSRV 67895616 51118403 - 11:09:59 ttyp0000 0:03 java -Djava.compiler=o
ff -classpath .:sm.zip:ibmjndi.jar:jndi.jar:jsdk.jar:ods

WEBSRV 51118403 84672827 - 11:09:59 ttyp0000 0.00 /bin/sh ./ServiceManag
er.sh

You must issue the ki1l command with the PID of the Java -classpath process
even though the ServiceManager.sh process is the parent. For example:

kill -9 67895616
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The ServiceManager.sh shell script issues the Java command that actually starts
the server. If you kill the ServiceManager.sh process, the Java -classpath
process remains. Then, if you try to restart the Service Manager, you will get the
following error:

remote.Server. : ServerSocket Constructor Failed: EDC8115I Address already
in use.
*** Error - Failed to start Service Manager on port 8999

You must kill the Java -classpath process so the ServiceManager.sh process will
also be killed and then the server can be restarted. You can create a shell script
to kill Host On-Demand as shown in Example 3-4. In this example, we created a
shell script, stophodsrv.sh, in the /private directory.

Example 3-4 Shell script to kill Host On-Demand

#1/bin/sh

#

HODTMP1=/tmp/tmpl

HODTMP2=/tmp/tmp2

HODTMP3=/tmp/tmp3

#

echo "Shell script looking for HODSRV group process id and kill it"
#

ps -e -o pgid,pid,ppid,args >$HODTMP1

egrep "ServiceManager.sh" $HODTMP1 >$HODTMP2
if test ! $? -eq 0

then
echo "Could not find the Host On-Demand ServiceManager"
echo
exit 1

fi

i=0

while test $i -1t 1

do

read gprocid cprocid pprocid junk
echo $gprocid $cprocid $pprocid
let i=§i+1
done <$HODTMP2 >$HODTMP3
echo "killing HODSRV group process " $gprocid
ki1l -- -$gprocid
rm $HODTMP1
rm $HODTMP2
rm $HODTMP3

The shell script can also be executed from an MVS procedure. A sample
procedure is shown in Example 3-5, stophodsrv.sh is the name of the script we
created in Example 3-4.
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Example 3-5 Procedure to kill Host On-Demand

//STOPHOD PROC
//‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*‘k‘k‘k‘k*‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*‘k‘k‘k‘k*‘k
//STOPHOD  EXEC PGM=BPXBATCH,REGION=0K,TIME=NOLIMIT,

// PARM="sh /usr/1pp/HOD/hostondemand/private/stophodsrv.sh'
//SYSPRINT DD SYSOUT=T

//SYSIN DD DUMMY

//SYSERR DD SYSOUT=T

//STDOUT DD SYSOUT=T

//STDERR DD SYSOUT=T

//SYSOUT DD SYSOUT=T

//***STDENV DD PATH='/etc/leopt'

3.3.8 Considerations when running multiple TCP/IP stacks

If you are running multiple TCP/IP stacks, you may need to establish affinity to a
specific stack by setting the BPX_SETIBMOPT_TRANSPORT environment variable.
The variable can be set in one of two ways: add the variable to the
ServiceManager.sh shell script or create a data set or PDS member that contains
the environment variable and is pointed to by the SYSENV DD name in the
started task. We recommend having a data set with the environment variable and
not editing the ServiceManager.sh shell script. We do not recommend adding the
environment variable to the /etc/profile in the event other processes will be
establishing affinity to other stacks.

export _BPXK_SETIBMOPT_TRANSPORT=XxxXXXX

Where xxxxxx is the name of the TCP/IP stack with which you want to
establish affinity.

If you have multiple stacks and it is not necessary to establish affinity to a specific
stack, then do not set the _BPXK_SETIBMOPT_TRANSPORT environment variable.
The Host On-Demand server will bind to each stack that is active and can be
accessed by the host name of each stack as long as a Web server is active on
each stack.

3.3.9 Miscellaneous information

The following are additional functions that a z/OS user should be concerned with.

0S/400 Proxy server port

By default the OS/400 Proxy server is automatically started and it listens on port
3470. If the OS/400 Proxy server is not required, it may be disabled by following
these instructions.
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1. Start the Service Manager and log on to the administration applet from a
workstation.

Select 0S/400 Proxy Server in the left frame.
Select the No radio button, then click Apply.
Log off the administration applet.

ok~ 0N

Stop and restart the Service Manager and the port 3470 will no longer be
open.

For more information on the OS/400 proxy server, refer to Chapter 10, “OS/400
Proxy” on page 419.

Web server timeout directives

During the download of the cached client from a z/OS Host On-Demand server,
you may encounter what appears to be a hang. The default values of the Web
server timeout values may not be sufficient for Host On-Demand clients,
especially for dial-up connections. We recommend the following start values for
the timeout directives in the httpd.conf file if you are supporting dial-up users.

InputTimeout 10 min
OutputTimeout 20 min (may need to be increased for slow connections)
ScriptTimeout 10 min
PersistTimeout 20 sec

You may need to adjust the values based on your environment. Refer to IBM
HTTP Server Planning, Installing, and Using, SC34-4826.

Removing Host On-Demand on 2/0S

To remove Host On-Demand on the z/OS platform, you must use SMP/E to
delete the product from the SMP/E environment. Refer to the SMP/E User’s
Guide, SC28-1740 and SMP/E Reference, SC28-1806 to delete the product.

Error starting Service Manager, address already in use

If you receive an error message indicating the port address is already in use
when starting the Service Manager, you need to check the IPL parameters in the
BPXPRMxx member of SYS1.PARMLIB. In the FILESYSTYPE for the transport
type of CINET, the parameters INADDRANYPORT and INADDRANYCOUNT
reserve ports that the system will use. If the port you have specified for Host
On-Demand is in the range specified by these parameters, Host On-Demand
cannot use the port. For details on these parameters, refer to MVS Initialization
and Tuning Reference, SA22-7592. The port can also be reserved via the zZ/OS
Communications Server TCP/IP stack.
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3.4 Deployment Wizard considerations

The Deployment Wizard does not run on z/OS, but runs only on a Windows
platform. With Host On-Demand V7 the Deployment Wizard can be installed on a
Windows platform from either a Host On-Demand Windows CD or by
downloading setupDW.exe from HODMain.html. For further instructions see
“Starting the Deployment Wizard” on page 530.

3.4.1 Deployment Wizard files

The administrator can select the type of output to be generated by the
Deployment Wizard. If Output HTML is selected a number of files will be
generated which must be transferred to the z/OS server. If Output Zip is checked
the Deployment Wizard will create a zip file. In Host On-Demand V7 after the zip
file has been transferred to the z/OS server it can be uzipped using the DWunzip
utility. For detailed information about using the Deployment Wizard refer to
Chapter 14, “Deployment Wizard” on page 529.

All Deployment Wizard output must be transferred to the z/OS server in binary
mode and the names are case-sensitive. We recommend using FTP to transfer
the file to the z/OS server.

Tip: We recommend using the DWunzip utility as the tool creates files in the
appropriate directory, appends the necessary file extensions and sets file
permissions.

Transferring Deployment Wizard Output Zip files

For our example, using the Deployment Wizard, we selected the HTML-based
model to configure two 3270 sessions. The file name created is called
RaleighITSO. After checking Output Zip, RaleighITSO.zip was created by the
Deployment Wizard. In this example, the HTML file will be published from a
separate user directory: /var/hod/customHTML.

Once a zip file is created, follow these steps to deploy the files to the z/OS system.
1. Start an FTP session with your z/OS server system from the workstation.
2. Use the binary command to ensure the transfer mode is Image.

3. Change directory on the target system to your publish directory. This will
either be the Host On-Demand publish directory or your user publish
directory. In this scenario we will use our user publish directory:

cd /var/hod/customHTML

4. Change directory on the local client to the directory where the zip file resides.
For example:
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Tcd c:\DWizard\ZIPfiles
5. Transfer the zip file:

put RaleighITSO.zip RaleighITSO0.zip
bye

6. Logon to your z/OS server and change directory to where the DWunzip file is
located. The z/OS DWunzip file is called DWunzip-S390 and located in the
Host On-Demand /lib/samples/DWunzipCommandFiles directory. For
example:

cd /usr/1pp/HOD/hostondemand/1ib/sample/DWunzipCommandFiles

Edit DWunzip-S390 modifying the parameters to your installation directories
as shown in Figure 3-3. If you have created a separate user publish directory
modify MY_PUBLISHED_DIRECTORY to reflect this directory. Verify DWunzip has
execute permissions. Use the chmod command to set the permissions if
required. If you have mounted the Host On-Demand HFS as read only you will
need to copy DWunzip-S390 to a directory with write permissions in order to
update the file with your installation variables.

A A A A A A A A A A A A A
# mModify the following to be your web-pubTlished directory.

# mNote: This dis also the directory where your zip file should he.
A A A A A A R A A A A A

MY _PUELISHED_DIRECTORY=/var /hod/customHTML

A A A A A A A A A A A A A A A A A A
# mModify the following to be your Host on-Demand install directory.

AR AR A A AR A A AR A R AR A A R A A AR A AR A A A A A A A A A A
MY _HOD_DIRECTORY=/ usr1pp, Ho0/hostondemand

AR A A A A R A R A A AR R A A R A

# mModify the following to specify your java engine
AR A A R A A A A A A A A A A A A A A A

JAVA_ENGINE=Susr/pps/javaIBM 1.3 /hinsJava
ekt s s s s

# Modify the following Tine to specify the path of your java class Tibrary
A A A e e

JavA_LIB_CLASSES=/usr/Tpp/javasIBM 1.3,/ 1ih
Figure 3-3 DWunzip-S390

Transferring Deployment Wizard Output HTML files

If Output HTML is selected you will need to transfer all the Deployment Wizard
files, in binary, to the z/OS server. You will also need to append .ascii to the .html
and .txt files.
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In this example, using the Deployment Wizard and the HTML-based model we
created two 3270 sessions. The file name entered was Raleigh2ITSO and
Output HTML was checked. See Example 3-6 for a list of files that was created
by the Deployment Wizard. In this example the HTML file will be published from
the Host On-Demand publish directory.

Example 3-6 Sample Output HTML Deployment Wizard files

hostondemand\HOD\Raleigh2ITS0.html
hostondemand\HOD\z_Raleigh2ITS0.htm1
hostondemand\HOD\HODData\Raleigh2ITSO\cfg0.cf
hostondemand\HOD\HODData\Raleigh2ITSO\cfgl.cf
hostondemand\HOD\HODData\Raleigh2ITSO\params.txt
hostondemand\HOD\HODData\Raleigh2ITSO\policy.obj
hostondemand\HOD\HODData\Raleigh2ITSO\preloads.obj
hostondemand\HOD\HODData\Raleigh2ITSO\udparams.txt
hostondemand\HOD\HODData\Raleigh2ITSO\wInfo.txt

Follow the following steps to copy the files to the z/OS server.
1. Start an FTP session with your z/OS server system from the workstation.
2. Use the binary command to make sure the transfer mode is Image.

3. Change directory on the target system to the Host On-Demand publish
directory or your user publish directory. In this example we have used the
Host On-Demand publish directory:

cd /usr/1pp/HOD/hostondemand/HOD

4. Change directory on the local client to the directory where the files reside. For
example:

Tcd c:\DWizard\HTMLfiles
5. Transfer the files, renaming the .html and .xt files to append .ascii:
Example 3-7 FTP Deployment Wizard generated files to z/0S

put Raleigh2ITSO.html Raleigh2ITSO.html.ascii
put z_Raleigh2ITSO.html z_Raleigh2ITSO.html.ascii
mkdir HODData

cd HODData

mkdir Raleigh2ITSO

cd Raleigh2ITSO

lcd HODData\Raleigh2ITSO

mput cfg*.*

put params.txt params.txt.ascii

mput p*.obj

put udparams.txt udparams.txt.ascii

put winfo.txt winfo.txt.ascii

bye
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6. Verify the permissions are 755 of all the files, including the subdirectories
HODData and Raleigh2ITSO. If they are not, change them using the chmod
command, either through the FTP session or by logging on to the zZ/OS
system on TSO.

The customized client is now ready to be downloaded. If the Host On-Demand
server and Web server were active before you uploaded, you do not need to
recycle them to pick up the new HTML files.

If you are updating an existing customized HTML file, you should stop the Web
server prior to uploading, since the FTP may falil if the custom page is in use.

3.5 Configuration Servlet setup

In this section we discuss how to configure the WebSphere Application Server for
z/OS for the Host On-Demand Configuration Servlet using WebSphere
Application Server. Host On-Demand V7 Configuration Servlet can be deployed
using WebSphere Application Server V3.5 or V4.01. For further details about
using the Configuration Servlet see Chapter 9, “Configuration Servlet” on

page 397.

Our samples are based on WebSphere Application Server V3.5 for 0S/390. See
Chapter 15, IBM WebSphere Host On-Demand Version 7.0 Planning, Installing,
and Configuring Host On-Demand, SC31-6301-00 for information on using
WebSphere Application Server V4.01.

Unlike the Windows NT platform, z/OS does not provide a graphical interface to
configure the Configuration Servlet. Several configuration files must be modified
for the Configuration Servlet:

was.conf

httpd.conf
httpd.envvars
config.properties.ascii

vVvyyy

3.5.1 Configuration files

The sample configuration files are based on our installation. The directory paths
for Java, Web server, and WebSphere Application Server for your installation
may be different. For our configuration, make the following assumptions:

» Java is located in /usr/Ipp/java/IBM/J1.3

» Configuration files are located in /web/hod70, may normally be found in the
/etc directory
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» WebSphere Application Server is located in /usr/Ipp/was35
» TCP/IP stack name is TCPIPOE

was.conf

The following statements were added to /web/hod70/was.conf. Each
deployedwebapp and webapp statement is on a single line, but due to space
constraints are shown on multiple lines in the example. Note the third
deployedwebapp statement spans four lines.

Example 3-8 was.conf example

deployedwebapp.HOD.host=default_host

# rooturi must match pathname on Service statement in httpd.conf:
deployedwebapp.HOD.rooturi=/serviet
deployedwebapp.HOD.classpath=/usr/1pp/HOD/hostondemand/HOD: /usr/1pp/HOD/hostond
emand/1ib/cfgsrvit.jar:/usr/1pp/java/IBM/J1.3/bin:/usr/1pp/HOD/hostondemand/HOD
/com/ibm/eNetwork/HODUti1/services/remote:/usr/1pp/was35/serviet:/usr/Tpp/HOD/h
ostondemand/HOD/com/ibm/eNetwork/HOD: /usr/1pp/java/IBM/J1.3/1ib/rt.jar
deployedwebapp.HOD.documentroot=/usr/1pp/HOD/hostondemand/11ib
deployedwebapp.HOD.autoreloadinterval=100000

webapp.HOD. jspmapping=*.jsp

webapp.HOD. jspmapping=*.jhtm]

webapp.HOD. jsplevel=1.0

webapp.HOD. filemapping=/

# URL to serviet by code name or servletmapping alias listed below:
webapp.HOD.servlet.HODConfigServiet.code=com.ibm.eNetwork.HODUti1.services.remo
te.HODCfgServiet

webapp.HOD.servlet.HODConfigServiet.servietmapping=/HODConfig
webapp.HOD.servlet.HODConfigServiet.initargs=ConfigServer=9.12.6.126,ConfigServ
erPort=8900,ShowStats=true,Trace=true
webapp.HOD.servlet.HODConfigServlet.autostart=true

The ConfigServer parameter is the IP address of the TCP/IP stack with which
the Sample Web server establishes affinity. Note that ConfigServerPort is 8900
instead of 8999. The ShowStats parameter allows you to list information about
WebSphere Application Server to help verify it is configured correctly. The Trace
parameter allows you to get trace information for problem determination.

httpd.conf

The following statements were added to our /web/hod70/httpd.conf. Note the
ServerlInit statement and the first Service statement are shown on multiple
lines due to space constraints, but each must be on one line.

Example 3-9 httpd.conf example

#  *** WAS directives ***
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ServerInit /usr/l1pp/was35/AppServer/bin/was350plugin.so:init_exit
/usr/1pp/was35,/web/hod70/was.conf

Service /webapp/examples/*
/usr/1pp/was35/AppServer/bin/was350plugin.so:service_exit

Service /examples/* /usr/l1pp/was35/AppServer/bin/was350plugin.so:service_exit
Service /servlet/* /usr/1pp/was35/AppServer/bin/was350plugin.so:service_exit
Service /*.jsp /usr/1pp/was35/AppServer/bin/was350pTugin.so:service_exit
ServerTerm /usr/1pp/was35/AppServer/bin/was350plugin.so:term exit

httpd.envvars

The following is the entire contents of our /webhod70/httpd.envvars. note that
PATH, NLSPATH, and LIBPATH are shown on multiple lines, but each must be on
one line. Other variables may be different in your installation such as the
timezone variable, TZ.

Example 3-10 httpd.envvars example

PATH=/bin:.:/usr/sbin:/usr/1pp/internet/bin:/usr/1pp/internet/sbin:/usr/1pp/1da
p/bin:/usr/1pp/java/IBM/J1.3/bin

SHELL=/bin/sh

TZ=EST5EDT

LANG=C

LC_ALL=en_US.IBM-1047
NLSPATH=/usr/1ib/n1s/msg/%L/%N:/usr/1pp/internet/%L/%N:/usr/1pp/1dap/1ib/nls/ms
g/%L/%N: /usr/1pp/was35/AppServer/msg/%L/%N
LIBPATH=/usr/1pp/internet/bin:/usr/1pp/internet/sbin:/usr/1pp/1dap/1ib:/usr/1pp
/java/IBM/J1.3/1ib

JAVA_HOME=/usr/1pp/java/IBM/J1.3

_BPXK_SETIBMOPT_TRANSPORT=TCPIPOE

STEPLIB=CURRENT

The JAVA_HOME variable is necessary for WebSphere Application Server even
though the variable is not needed for the Host On-Demand server.

config.properties.ascii

The clients can be enabled to use the Configuration Servlet in one of two ways. It
depends on how you choose to deploy the Configuration Servlet; either all clients
or only some clients will use the servlet. If all clients will be enabled to use the
Configuration Servlet, then the config.properties.ascii will need to be modified.
Set the ConfigServerURL parameter in the config.properties.ascii file. It must be
edited on an ASCII machine then transferred in binary to the publish directory. A
sample config.properties.ascii file is shipped in the
/usr/lpp/HOD/hostondemand/HOD/hod directory.

Example 3-11 config.properties.ascii example
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ConfigServerPort=8900
ConfigServerURL=servlet/HODConfig/hod

If only some clients will be enabled to use the Configuration Servlet, change the
HTML page for the clients that use the servlet. For example if your clients will be
using the download client, modify or make a copy of the HOD.html.ascii file and
add the following parameter in the HTML page:

<PARAM NAME=ConfigServerURL VALUE=/servlet/HODConfig/hod>

Since HTML pages on the z/OS server are ASCII, you must transfer the file in
binary to an ASCII machine. Edit the file, then transfer back to the z/OS server.
You could also add ConfigServerURL to a client HTML page created by the
Deployment Wizard.

3.5.2 Testing the servlet

Restart the Web server and Host On-Demand Service Manager if the
config.properties.ascii file was modified. You can test the Configuration Servlet
by invoking the ShowStats function. The ShowStats argument in the was.conf file
must be set to true in order for the function to work. Specify the following URL
from a browser:

http://server_name/serviet_location/HODConfig/info

Using our configuration the URL would look like the following:

http://server_name/serviet/HODConfig/info

When successful your browser will return a window similar to that shown in
Figure 3-4.
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4} Host On-Demand Configuration Servlet - Microsoft Internet Explorer I [m]

J File Edit Vew Favorites Tools Help ﬁ

J Back - = - @ 3 | Qhsearch [GFavorites £ 4History “%v =]

JAddress I@ hitp: fiwiksc4Goe. itso.ibm, com: &6/ servliet (HODConfigfInfo j @GU |JLir|ks 2
=l

Host On-Demand Configuration Servlet

Configuration Servlet - IBM Host On-Demand
Wersien: 7.0.0-B20020812
Copyright IBM Corporation 1997, 2002, All rights reserved.

Servlet start time: Wed Sep 11 20:0%:5% EDT 2002 (748)

Host On-Demand Applets
For more formation about launching one of the Host On-Demand applets refer to HODMain htrnl.

Servlet Parameters

o ConfigServer=9126126
« ConfiglerverPort = 8200

o BufferSize = 4056
o WMaxPoolSize =5

Servlet Statistics

« Server Information = Web3Sphere Application Server for OS/390/3.50

o ServletID =0

o 0 POST request have been processed. The largest request contained O bytes of data.
o The buffer pool currently containg 0 entries

o A total of 0 buffers have been created

o A total of 0 bytes have been transfered to the Service MWanager.

o A total of 0 bytes have been received from the Service MManager.

N

€] bane I_I_‘Q Internet
Figure 3-4 Configuration Servlet testing information

After invoking the ShowStats function, we accessed the HODCServ.html page
that was modified. We then logged on to a Host On-Demand user. If it had failed
you would have received the error window shown in Figure 3-5 on page 104.

3.5.3 Changing the Configuration Server port

When you change the port for Host On-Demand as described in 3.3.6, “Changing
the configuration port” on page 90, you must also change the following webapp
statement in the was.conf file:

webapp.HOD.servlet.HODConfigServiet.initargs=ConfigServer=9.12.6.126,ConfigServ
erPort=8900,ShowStats=true,Trace=true

Restart the Web server and Host On-Demand server to use the new port.
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3.5.4 Problem determination

If anything is incorrect in the configuration you may receive the following error
when trying to access an HTML page.

| x|
LOGOO0Z: The Host On-Demand client is using a Configuration Servlet URL:

"http: £ AwtzcdBoe. tzo.ibm. com: BE/zervlet/HOD Config/hod™ and is unable to contact
the Host On-Demand Service Manager for one of the following reasans:

1. The Configuration Servlet iz not installed, iz not operational or iz not configured

with the comect hostname and port number of the Service Manager.

2. The client's ConfigServerll JRL parameter doez nat point to the Configuration

Servlet or iz miszing the “/hod" extengion from the end of the URL.

3. & network, problem has prevented the connection.

4. The Service Manager iz not started or is hot operational.

Pleaze contact pour systerm administrator.

Figure 3-5 LOGO0002 error window

If you receive the LOG0002 error, check the following items:
» If using a port other than 8999:

— Verify the Configuration Servlet is using the correct port by using the
ShowsStats function described in 3.5.2, “Testing the servlet” on page 102.

— Verify the correct port is displayed.

— Verify Host On-Demand server is listening on the correct port by issuing
the following TSO command:

netstat conn

— Verify the correct port is defined in the config.properties.ascii file. If you
need to edit the file, transfer it in binary to an ASCIl machine. Make any
corrections, then transfer the file back to the host and restart the Web
server and Host On-Demand server.

» Verify all the configuration files for any incorrect paths in was.conf, httpd.conf,
and httpd.envvars. If any changes are made to these files, restart the Web
server.

» When entering the URL, remember the URL is case-sensitive. If you have the
following in the was.conf file:

webapp.HOD.servlet.HODConfigServiet.servietmapping=/HODConfig
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You also need to specify the ConfigServerURL as servlet/HODConfig/hod in
either the HTML or the config.properties.ascii file, depending on how the
Configuration Servlet is enabled to the clients. In this case the URL to access
the Configuration Servlet ShowStats would be:

http://server_name/serviet alias/hodconfig/info

If you had specified Trace=true in the was.conf file on the
webapp.HOD.servlet. HODConfigServlet.initargs, then you can access the
trace, configuration and statistic information from the Configuration Servlet for
debugging purposes. To view the trace, load the following URL into your
browser:

http://server_name/servliet_alias/HODConfig/Trace

The Configuration Servlet’s trace information will be displayed in the browser.
This information may help in determining what is in error. For example, if you
see an exception like the following:

java.net.ConnectException: EDC8128I Connection refused

It indicates the Configuration Servlet is unable to connect to the Host
On-Demand server. The port definitions may be incorrect. The Host
On-Demand server may not be operational.

Verify the ConfigServer parameter is pointing to the correct TCP/IP stack if
you have multiple stacks.

3.6 Using SSL with Communications Server for z/0S

Communications Server for z/OS supports data encryption through the Secure
Sockets Layer (SSL) protocol. Beginning with Communications Server for
0S/390 V2R10 the use of RACF as a repository for the server’s keyring is
supported. OS/390 V2R10 also introduced the TELNETPARMS CONNTYPE
statement that allows a client to connect to a Telnet port either as secured or
basic, which allows security negotiation on a single port.

There are three main scenarios:

1.

A Host On-Demand client can be configured to make an SSL-secured
connection directly to a Communications Server for z/OS server, having been
loaded from a separate Host On-Demand server.

A Host On-Demand Redirector on Windows NT or AlX can be configured to
make an outgoing SSL connection to a Communications Server for z/OS.

When a Host On-Demand server and Communications Server for z/OS are
installed on the same system, a client downloaded from z/OS can make an
SSL connection to the z/OS Telnet server without the use of the Redirector.
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The z/OS set up required for scenarios 1 and 2 are the same. Communications
Server for z/OS uses gskkyman for its key management and the keyring
database is of the kdb type. Prior to OS/390 V2R8, mkkf was the key
management utility. This book will cover the usage of gskkyman and RACF. The
procedure for putting the server’s site certificate into the CustomizedCAs.class
file is as follows:

1. On the z/OS, create the keyring file and a certificate request using gskkyman.
2. Store the unknown CA’s certificate into the key database.

3. Receive the signed certificate into the key database.

4. Update the CustomizedCAs.class.

Scenario 3 is different because the key management utility on z/OS is not able to
add the certificate to the class file database, CustomizedCAs.class. However, a
Java program named keyrng.class is provided by Host On-Demand to add the

certificate to the CustomizedCAs.class file. This is demonstrated in “Make
certificates available to clients” on page 119.

3.6.1 Telnet Server and SSL support

The z/OS TN3270 Telnet server supports the Secure Sockets Layer (SSL)
protocol. This provides secure data transmission between a secure port and an
SSL-enabled client. In Communications Server for OS/390 V2R8, SSL support
was enhanced to support three levels of client authentication (allowing additional
authentication and access control by means of a certificate that must be
presented to the server by a client):

» Client authentication defined in the SSL specification, Level 1
» Client authentication against the certificate stored in RACF, Level 2
» Client authentication with the SERVAUTH RACF class, Level 3

In the TCP/IP profile, three keywords can be used for the CLIENTAUTH
parameter in the TELNETPARMS block:

NONE Indicates that no client authentication is required during the
SSL handshake.
SSLCERT Specifies that the SSL handshake process authenticates the

client certificate as well as the server certificate. This is Level 1
security support.

SAFCERT Indicates the additional validation associated with Levels 2 and
3. Level 2 requires the certificate to be stored in RACF, and
Level 3 requires the SERVAUTH RACF class is in effect.
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In Communications Server for 0S/390 V2R10, the Security Server (RACF)
provided common keyring support, so no key database is required. All
certificates can be managed through the RACF database.

Telnet-negotiated session

A Telnet-negotiated session determines if the security negotiations between the
client and the Telnet server are done on the established Telnet connection or on
an SSL connection prior to the Telnet negotiation. For the client to use this
feature, the Telnet server must support Telnet-negotiated security. The other SSL
options are valid regardless of whether Telnet-negotiated is set to Yes or No.

In OS/390 V2R10 or above, the CONNTYPE ANY keyword in the TELNETPARMS
block signifies that the Telnet server can support both SSL clients and non-SSL
clients over a single port. The Telnet server first establishes a Telnet session then
negotiates security. If the client wishes to enter into a secure connection, SSL
protocols will be used for all subsequent communication. If the client is not willing
to enter a secure connection, a non-SSL or basic connection is used. For a
complete discussion of Telnet-negotiated sessions, refer to “Telnet-negotiated
sessions” on page 1023.

Note: Do not use CONNTYPE ANY if you are going through a firewall, because
this will allow a non-SSL connection through the firewall. For details about the
CONNTYPE keyword, refer to the IBM Communications Server IP Configuration
Reference manual for your operating system release.

3.6.2 SSL encryption overview

Host On-Demand V7 has one FMID providing all the encryption support,
HHOJ700.

In an SSL-encrypted session, any data on a secure port is encrypted by means
of the SSL protocol before it is sent to the client. Data received from the client is
decrypted before the data is sent to other processes, such as VTAM. The flows
between Telnet and VTAM are unchanged.

Secure connections are made through a secure port. When running with base
TCP/IP, Telnet connections across ports defined as secure are protected by way
of MD5 or SHA hashing algorithms and support SSL V3 clients, but do not
provide data encryption. SSL Encryption support by way of RC2, RC4, DES, or
triple DES requires one of the optional features shown in the tables below.
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The following table describes the FMIDs for the respective levels of OS/390 and

z/OS.

Table 3-1 Encryption FMIDs
Encryption Base Level 1 Level 2 Level 3
Feature
V2R8 HTCP380 JTCP383 JTCP382 JTCP38K
V2R10 HTCP50A HTCP53A HTCP52A JTCP5KA
z0S V1iR1 HTCP50A HTCP53A HTCP52A JTCP5KA
z0S V1iR2 HIP6120 N/A N/A JIP612K
z0S V1R3 HIP6120 N/A N/A JIP612K

The following table provides the level of security that each level provides.
Table 3-2 Encryption features for 0S/390

Level SSL V3 Clients SSL V2 Clients
Base NULL SHA Not supported
NULL MD5
NULL NULL
Level 1 RC4 MD5 Export RC4 Export
RC2 MD5 Export RC2 Export
NULL SHA
NULL MD5
NULL NULL
Level 2 DES SHA RC4 Export
RC4 MD5 Export RC2 Export
RC2 MD5 Export
NULL SHA
NULL MD5
NULL NULL
Level 3 Triple DES SHA US Triple DES US
DES SHA DES US
RC4 MD5 Export RC4 Export
RC4 SHA US RC4 US
RC4 MD5 US RC2 Export
RC2 MD5 Export RC2 US
NULL SHA
NULL MD5
NULL NULL
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Refer to “Basic concepts of cryptography and digital certificates” on page 990 for

descriptions of the encryption elements.

For more information about the security levels, please refer to:

» IBM Communications Server IP Configuration Reference manual for your
operating system release.

You can find additional information on the following Web sites:

About SSL protocol:
http://home.netscape.com/eng/ss13/ss1-toc.html
» About the encryption methodology:

http://www.verisign.com/repository/crptintr.html

3.6.3 SSL Configuration using gskkyman

In this section we discuss the use of the gskkyman utility to do the following:
» Create the key database

» List all trusted CAs

» Create key pair and certificate request

» Store a CA certificate

» Receive a certificate issued for the request

» Create a self-signed certificate

» Make certificates available to clients

» Server Authentication using a certificate from an unknown Certificate
Authority

» Client authentication
» Transport Layer Security-based security (OS/390 V2R10 and higher)

Create the key database

If you do not have a key database, you must create it using either gskkyman
utility, shipped as part of the Cryptographic Services, or the Security Server
(RACF) if on OS/390 V2R10 or higher.
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Note: When using gskkyman, do not create your key database in any of the
Host On-Demand directories, for security and migration reasons.

If using gskkyman, go to the OMVS shell and follow the steps shown in
Example 3-12. Before using the utility, you might need to make gskkyman known
to the UNIX System Services environment:

export STEPLIB=GSK.SGSKLOAD (verify name)
Example 3-12 Creating the key database

CASEY @ SC48:/u/casey>gskkyman

IBM Key Management Utility

Choose one of the following options to proceed.

—_
1

Create new key database
2 - Open key database
Change database password

w
1

0 - Exit program

Enter your option number: 1

Enter key database name or press ENTER for "key.kdb": itso.kdb
Enter password for the key database....... >

Enter password again for verification..... >

Should the password expire? (1 = yes, 0 =no) 17: 0

The database has been successfully created, do you want to continue to work
with the database now? (1 = yes, 0 =no) 17: 1

Key database menu
Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request

- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

O W ONOO OB WN
1

—_
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11 - Store encrypted database password

0 - Exit program
Enter option number (or press ENTER to return to the parent menu): 11
The encrypted password has been stored in file /u/casey/itso.sth

Your request has completed successfully, exit gskkyman? (1 = yes, 0 = no) 07: 0

After creating the key database, you need to store the encrypted database
password, option 11. This creates a .sth stash file.

List all trusted CAs

Next, we need to determine if the Certificate Authority you plan to use is in the list
of trusted CAs (Example 3-13). If you plan to use a self-signed certificate, refer to
“Create a self-signed certificate” on page 117.

Example 3-13 List trusted Certificate Authorities this key database knows

Key database menu
Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

—_ O W oo ~NOYOL B WN -
1

—_

0 - Exit program

Enter option number (or press ENTER to return to the parent menu): 10

Trust CA certificate list
Key database name is /u/casey/itso.kdb
Please choose one of the following keys to work with.

1 - Integrion Certification Authority Root
2 - IBM World Registry Certification Authority
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- Thawte Personal Premium CA

- Thawte Personal Freemail CA

- Thawte Personal Basic CA

Thawte Premium Server CA

- Thawte Server CA

- Verisign Test CA Root Certificate

- RSA Secure Server Certification Authority

O o ~NOoYOT AW
1

Enter a key number or press ENTER for more labels: <Enter>
Trust CA certificate list

Key database name is /u/casey/itso.kdb

Please choose one of the following keys to work with.
10 - Verisign Class 1 Public Primary Certification Authority
11 - Verisign Class 2 Public Primary Certification Authority

12 - Verisign Class 3 Public Primary Certification Authority

Enter a key number or press ENTER to return to parent menu: <Enter>

Create key pair and certificate request

If you need to request a certificate to be signed by a well-known Certificate
Authority or an unknown Certificate Authority, you need to create a key pair and
certificate request (Example 3-14).

Example 3-14 Create new key pair and certificate request

Key database menu
Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

— O WO NOOYOL B WN =
1

—_

0 - Exit program

Enter option number (or press ENTER to return to the parent menu): 3
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Enter certificate request file name or press ENTER for "certreq.arm":

itsoreq.arm
Enter a label for this key.........ccvvn.n > ITSO Certificate
Select desired key size from the following options (512):

1: 512

2: 1024

Enter the number corresponding to the key size you want: 2
Enter certificate subject name fields in the following.

Common Name (required).........cevunn. > wtsc48oe.itso.ibm.com
Organization (required)............... > IBM

Organization Unit (optional).......... > ITSO

City/Locality (optional).............. > RTP

State/Province (optional)............. > NC

Country Name (required 2 characters)..> US
Please wait while key pair is created...

Your request has completed successfully, exit gskkyman? (1 = yes, 0 = no) 07: 1

The label you enter will be the label you see when you display the list of
certificates.

The common name is the fully qualified host name of the TN3270 server. If you
select server authentication on the Host On-Demand session properties, the
common name must match the host name in the DNS server for the IP address
of the TN3270 server. In our example, the host name of our TN3270 server is
wtsc48oe.itso.ibm.com.

Using the file that was created (in our example, itsoreq.arm) you can then send
the request to the Certificate Authority of your choice. For these examples, we
set up an ITSO Certificate Authority server for signing certificates.

Store a CA certificate

After you receive the signed certificate from the CA, you need to add the
unknown CA certificate to your list of Trusted CAs (Example 3-15). Enter
gskkyman and open the key database you previously created. If you requested a
certificate from a CA already in the trusted list, you can skip this step and go to
“Receive a certificate issued for the request” on page 116.

Example 3-15 Store a CA certificate

Key database menu
Current key database is /u/casey/itso.kdb

1 - List/Manage keys and certificates
2 - List/Manage request keys
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- Create new key pair and certificate request

- Receive a certificate issued for your request
- Create a self-signed certificate

- Store a CA certificate

Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

—_
= O W oo NOOYOT AW
1

—_

0 - Exit program

Enter option number (or press ENTER to return to the parent menu): 6
Enter certificate file name or press ENTER for "cert.arm": itsoca.cer
Enter a label for this key................ > ITSO Certificate Authority

Please wait while certificate is stored...

Your request has completed successfully, exit gskkyman? (1 = yes, 0 = no) 07: 0
Key database menu

Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

— O WO NOOYOLRE WN =
1

—_

0 - Exit program
Enter option number (or press ENTER to return to the parent menu): 10
Trust CA certificate list
Key database name is /u/casey/itso.kdb
Please choose one of the following keys to work with.
1 - ITSO Certificate Authority

2 - Integrion Certification Authority Root
3 - IBM World Registry Certification Authority
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- Thawte Personal Premium CA

- Thawte Personal Freemail CA
Thawte Personal Basic CA

- Thawte Premium Server CA

- Thawte Server CA

- Verisign Test CA Root Certificate

O 0o N OB~
1

Enter a key number or press ENTER for more labels: 1
Key Menu

Currently selected key: ITSO Certificate Authority

Choose one of the following options to proceed.

- Show key information

- Set the selected key as default

- View certificate of the key

Remove trust root status

- Copy the certificate of this key to a file
- Delete the key

- Export the key to another database

NO Ol BW N
1

0 - Exit program

Enter option number (or press ENTER to return to the parent menu):1

Basic information of the currently selected key

Unique ID: 13

Label: ITSO Certificate Authority
Chosen as default key: false
Key size: 1024
Set as trusted: true
Private key existence: false
User defined field existence: false

Certificate information for the selected key

Version: 3
Serial number: 0582c¢f5027da20a945f0dadf594849b1
Issuer name:

ITSORaleigh
ITSO
IBM
Raleigh, NC
us
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mticknor@us.ibm.com
Subject name:
ITSORaleigh
ITSO
IBM
Raleigh, NC
Us
mticknor@us.ibm.com
Effective date: 08/27/02
Expiration date: 08/27/04
Signature algorithm OID: shalWithRSASignature

Issuer unique ID: false
Subject unique ID: false
Number of extensions: 5

Selecting to list all trusted CAs shows the new CA as trusted and then you can
show the key information. You cannot make this certificate the default at this time.
Once a private key from this CA has been added to the key database, then the
certificate can be made the default.

Receive a certificate issued for the request
Once you receive the signed certificate from the CA, you can receive the
certificate into the key database for your request (Example 3-16).

Example 3-16 Receive certificate after signed by CA

Key database menu
Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

—_ O WO NOYOL P WN -
1

—_

0 - Exit program

Enter option number (or press ENTER to return to the parent menu): 4
Enter certificate file name or press ENTER for "cert.arm": itso.cer
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Do you want to set the key as the default in your key database? (1 = yes, 0 =
no) 1": 1

Please wait while certificate is received......

Your request has completed successfully, exit gskkyman? (1 = yes, 0 = no) 07:1

Create a self-signed certificate

Using gskkyman, you can create a self-signed certificate (Example 3-17). Once
the certificate is created, make this certificate the default.

Example 3-17 Creating a self-signed certificate

Key database menu
Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

— O WO NOOYOL B WN =
1

—_

0 - Exit program

Enter option number (or press ENTER to return to the parent menu): 5
Enter version number of the certificate to be created (1, 2, or 3) Y3": 3

Enter a label for this key........ccvvvn.. > ITSO self-signed cert
Select desired key size from the following options (512):

1: 512

2: 1024

Enter the number corresponding to the key size you want: 2
Enter certificate subject name fields in the following.

Common Name (required).........ccvunn. > wtsc48oe.itso.ibm.com
Organization (required)..........c.... > IBM

Organization Unit (optional).......... > ITSO

City/Locality (optional).............. > RTP

State/Province (optional)............. > NC

Country Name (required 2 characters)..> US
Enter number of valid days for the certificate Y365": 365
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Do you want to set the key as the default in your key database? (1 = yes, 0 =
no) ¥17: 1

Do you want to save the certificate to a file? (1 = yes, 0 = no) Y1": 1

Should the certificate binary data or Base64 encoded ASCII data be saved? (1 =
ASCII, 2 = binary) 17: 2

Enter certificate file name or press ENTER for "cert.crt": itsoself.crt

Please wait while self-signed certificate is created...

Your request has completed successfully, exit gskkyman? (1 = yes, 0 = no) 07: 0
Key database menu

Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

—
= O WO NOOYOL B WN
1

—_

0 - Exit program
Enter option number (or press ENTER to return to the parent menu): 10
Trust CA certificate list
Key database name is /u/casey/itso.kdb
Please choose one of the following keys to work with.

- ITSO self-signed cert

- ITSO Site Certificate

- ITSO Certificate Authority

- Integrion Certification Authority Root

IBM World Registry Certification Authority
- Thawte Personal Premium CA

- Thawte Personal Freemail CA

- Thawte Personal Basic CA

- Thawte Premium Server CA

O 00N Ol B WN =
1

Enter a key number or press ENTER for more labels:
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The label you enter will be the label you see when you display the list of
certificates.

The common name is the fully qualified host name of the TN3270 server. If you
select server authentication on the Host On-Demand session properties, the
common name must match the host name in the DDNS server for the IP address
of the TN3270 server.

Make certificates available to clients

The process of making the server’s public certificate available varies with the
type of client. The locally installed client obtains the server certificate from the
same sources as the download and cached clients, the CustomizedCAs.class file
or the Microsoft cryptographic database. However, on a locally installed client the
CustomizedCAs.class file must reside on the client itself. There are two methods
of updating this file on the client. We recommend the first method.

1. Have the administrator create the CustomizedCAs.class file for the download
clients, then distribute it to every locally installed user.

2. Distribute the certificate to every locally installed user and have them run the
Certificate Management Utility or the Certificate Wizard to create or update
their local copy of the CustomizedCAs.class file. The procedure for doing this
is the same as described in “Creating the CustomizedCAs.class file on the
server” on page 119.

Downloaded and cached clients must be able to access the certificate from the
Host On-Demand server. If the server is using a certificate from a well-known
trusted CA, nothing more needs to be done because the certificate is already in
the WellKnownTrustedCAs.class file in the “publish” directory. Therefore, it is
accessible to the clients.

The Telnet server’s certificate issued from an unknown CA, or a self-signed
certificate can be made available to the client in one of two ways:

1. If the client is running on a Windows platform you add the certificate to the
MSIE browser’s keyring. This action is not automatic and must be performed
by each user. Refer to 11.4.4, “Add MSIE browser’s keyring” on page 448 for
the procedures on how to do this.

2. Create a CustomizedCAs.class file, store it on the server, and it will be
downloaded to the client.

Creating the CustomizedCAs.class file on the server

If the certificate is self-signed or from an unknown Certificate Authority, you
should put it into the CustomizedCAs.class file in the publish directory using the
Java keyring utility. The publish directory can be either the Host On-Demand
server publish directory or a separate user directory. See Chapter 8, IBM
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Websphere Host On-Demand Version 7.0 Planning, Installation, and Configuring
Host On-Demand, SC31-6301-00. The utility can be issued one of two ways,
either with the add option or connect option. We recommend the connect option
because it issues a socket connection to the TCP/IP SSL port and verifies it is
available and configured correctly.

Before you can issue the Java keyring utility, you need to have the TCP/IP
TN3270 Telnet server configured for the SSL port you wish to connect. For
TCP/IP profile definitions see “Configuring TCP/IP TN3270 server for SSL” on
page 125. Run the Java keyring utility provided with Host On-Demand. This is a
lengthy command and it is easy to make errors. The backslash is a continuation
character; otherwise the command must be on one continuous line. The
command for Java 1.3 is:

java -classpath .:/usr/1pp/HOD/hostondemand/Tib/sm.zip \
com.ibm.hodss1ight.tools.keyrng CustomizedCAs connect ipaddr:port

where ipaddr is the address of your TN3270 Telnet server and port is the SSL
port you wish to connect.

The command for Java 1.1.8 is:

java -classpath .:/usr/1pp/HOD/hostondemand/1ib/sm.zip: $CLASSPATH \
com.ibm.hodss1ight.tools.keyrng CustomizedCAs \
connect ipaddr:port

Tip: You can create a shell script with the command. This enables you to
easily reissue the command if needed. It also allows you to check the syntax
of the command before running the script.

You will be prompted to enter the password for CustomizedCAs.class file. You
must not give a password; just press Enter, or it will not work. The results of the
command will look similar to the Java 1.3 example shown in Example 3-18.

Example 3-18 Java keyring utility output

CASEY @ SC48:/usr/1pp/HOD/hostondemand/HOD>javakeyrng
Password for CustomizedCAs.class:
Connecting to 9.12.6.126:6623
com.ibm.hodssTight.SSLException
at com.ibm.hodssTight.SSLConnection.certificate(SSLConnection.java:979)
at com.ibm.hodsslight.SSLClient.serverCertificate(SSLClient.java:272)
at com.ibm.hodss1ight.SSLClient.handshake(SSLClient.java:110)
at
com.ibm.hodss1ight.SSLConnection.handleData(SSLConnection.java(Compiled Code))
at
com.ibm.hodss1ight.SSLRecordLayer.receiveRecord(SSLRecordLayer.java:695)
at com.ibm.hodss1ight.SSLConnection.install(SSLConnection.java:212)
at com.ibm.hodss1ight.SSLClient.<init>(SSLClient.java:719)
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at com.ibm.hodss1ight.SSLSocket.install(SSLSocket.java:117)
at com.ibm.hodsslight.SSLSocket.<init>(SSLSocket.java:260)
at com.ibm.hodsslight.tools.keyrng.main(keyrng.java)

com.ibm.hodssTight.SSLException

time created=Wed Aug 29 16:52:27 EDT 2002

category=4 TRUSTPOLICY

error=1017 PEERCERTIFICATECHAINNOTTRUSTED

intl =0

e=null

Site Certificate - Number 0

Key : RSA/512 bits
Subject: wtsc48oe.itso.ibm.com, Research Triangle Park, ITSO, IBM, US
Issuer: ITSORaleigh, Raleigh, ITSO, IBM, US
Valid from: Mon Aug 27 10:53:17 EDT 2002
Valid to: Tue Aug 27 11:03:17 EDT 2003
Finger print: 2A:84:BA:46:C0:73:7C:4F:6D:98:AD:B1:44:72:BA:F8

Enter the number of the certificate to be added to CustomizedCAs.class (q to
quit): 0

Adding the Site Certificate - 0 to CustomizedCAs.class

Done.

When executing in a Java 1.3 environment, we found that the flow of execution
changes since Java 1.3 classifies certain exception conditions differently from
Java 1.1.8. The result is that program flow under Java 1.3 follows a different
exception handling path, a path not traversed under Java 1.1.8. In any case, the
Java exception shown in Example 3-18 can be ignored. You can verify the
certificate was added to the CustomizedCAs.class file with the following
command:

java -classpath .:/usr/1pp/HOD/hostondemand/Tib/sm.zip \
com.ibm.hodsslight.tools.keyrng CustomizedCAs verify

The add option does not require the TN3270 server to be available, since no
socket call is issued. You must specify the name of the certificate file as one of
the input parameters. The command when using Java 1.3 is:

java -classpath .:/usr/1pp/HOD/hostondemand/Tib/sm.zip \
com.ibm.hodss1ight.tools.keyrng CustomizedCAs \
add --certificatetype certificate.name
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Where the certificate type is either ca if you are adding a CA root certificate or
site if you are adding a site or self-signed certificate. The certificate.name is the
fully qualified name of the actual certificate, for instance, /u/casey/itso.cer.

The command for Java 1.1.8 is:

java -classpath .:/usr/1pp/HOD/hostondemand/1ib/sm.zip:$CLASSPATH \
com.ibm.hodss1ight.tools.keyrng CustomizedCAs \
add --certificatetype certificate.name

Server authentication

For basic SSL TN3270 server authentication connection, you need to configure a
port capable of SSL. Refer to “Configuring TCP/IP TN3270 server for SSL” on
page 125 for how to define the TELNETPARMS definitions.

With the instructions provided for creating a key database and requesting and
receiving a certificate, you should be able to establish a TN3270 SSL connection
for server authentication. In the session properties, select Yes for Enabled
Security (SSL) and select Yes for Server Authentication (SSL) as shown in
Figure 3-6.
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Figure 3-6 Session properties to enable SSL for server authentication

When you start the 3270 session the lock in the bottom right corner of the
session window should be locked. If it is not, check the communication code on
the bottom of the window. Click the up-arrow next to the message in the OIA to
display the Status Bar History. Click ? for further details of the error.
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Figure 3-7 3270 session fails to connect, communications error

For this example, the CustomizedCAs.class file did not exist. It was created using
the instructions in “Creating the CustomizedCAs.class file on the server” on
page 119. In order to download the CustomizedCAs.class file, if using Internet
Explorer, press and hold Ctrl, then click Refresh on the browser to reload the file;
if using Netscape, click Reload.

Client authentication

In client authentication the Telnet server requests a certificate from the client to
verify who it claims to be. To enable client authentication, server authentication
must first be enabled. On the Host On-Demand session properties, several
options are available to deploy client authentication. Refer to 11.3.3, “Client
authentication” on page 443.
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Restriction: Host On-Demand requires a Version 3 type certificate for client
authentication. If you have created the certificate using GSKKYMAN on the
z/OS you will need to convert the Version 1 PKCS12 created on the z/OS to a
Version 3 PKCS12 file. The following lists the steps required to convert a
PKCS12 Version 1 file to Version 3.

1. On the TN3270 server, use GSKKYMAN to create a self-signed certificate.

2. Create a PKCS12 format file (select ‘Export keys’, ‘Export keys to a PKCS12
file’ from the GSKKYMAN panels). This will create a file with the format
filename.p12. If using CLIENTAUTH SAFCERT, use this file as the client
certificate source if manually registering the client certificate to the SAF
product.

3. FTP the PKCS12 file in binary mode to the client.

4. Use the Host On-Demand certificate management panels to import the
PKCS12 file into the Host On-Demand key database.

5. Export the certificate using the Host On-Demand certificate management
panels to create a new PKCS12 file. This is the file that Host On-Demand will
use to retrieve the client certificate.

On the z/OS TN3270 server, the TCP/IP profile must be configured for client
authentication. Refer to “Configuring TCP/IP TN3270 server for SSL” on
page 125 for details on configuring the profile.

Configuring TCP/IP TN3270 server for SSL

To configure client authentication in IP services, the TCP/IP profile must be
updated. Configure the TCP/IP profile data set, using the CLIENTAUTH statement
in the TELNETPARMS block and choosing the security level you want. Client
authentication is only supported by OS/390 V2R8 and higher. This is our TCP/IP
profile Telnet statements:

Example 3-19 TCP/IP profile Telnet statements

; Basic TN3270 Telnet - non-SSL
TELNETPARMS

PORT 623
ENDTELNETPARMS

; Basic SSL - provides Server Authentication
TELNETPARMS
SECUREPORT 6623 KEYRING HFS /u/casey/itso.kdb
CLIENTAUTH NONE
ENDTELNETPARMS

; Client Authentication, without RACF security
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TELNETPARMS
SECUREPORT 7723 KEYRING HFS /u/casey/itso.kdb
CLIENTAUTH SSLCERT

ENDTELNETPARMS

; Client Authentication, with RACF security
TELNETPARMS
SECUREPORT 8823 KEYRING HFS /u/casey/itso.kdb
CLIENTAUTH SAFCERT
ENDTELNETPARMS

; Client Authentication, with RACF security and SERVAUTH class active
TELNETPARMS

SECUREPORT 9923 KEYRING HFS /u/casey/itso.kdb

CLIENTAUTH SAFCERT
ENDTELNETPARMS

BEGINVTAM
PORT 623 6623 7723 8823 9923

DEFAULTLUS
TCP48001..TCP48099
ENDDEFAULTLUS

DEFAULTAPPL SC48TS 5 1SO
LINEMODEAPPL SC48TS
ALLOWAPPL *

ENDVTAM

The Telnet server configuration can be updated dynamically by using the
following command:

vary tcpip,,obeyfile,dataset.name

3.6.4 Certificate management using RACF

RACF can be used to create, register, store, and administer digital certificates
and the private keys associated with the certificates. RACF can also be used to
create and manage keyrings of stored digital certificates. In this section we
describe how to manage your certificates using the RACF commands.
Certificates are stored in the RACF database, while private keys may be stored in
the ICSF Public Key Data Set (PKDS), encrypted under a 168-bit Triple-DES key.
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Using RACF keyrings is the preferred method, because it provides better security
for the certificates and their private keys. With RACF keyrings, stash files
containing key database passwords are not used and access to keyrings and
certificates is controlled by RACF.

RACEF distinguishes three types of digital certificates:

1. Certificate Authority certificates: These certificates are associated with
Certificate Authorities (CAs) and are used to verify signatures in other
certificates.

2. Site certificates: These certificates are associated with servers or network
entities in other locations than the local system.

3. User certificates: These certificates are associated with a RACF user ID and
are used to authenticate a user’s identity.

A user certificate or a certificate that has been connected to a keyring with
USAGE(PERSONAL) is the only type of certificate whose private key can be
used to create signatures. Therefore, all server certificates for local servers need
to be user certificates or they need to be connected to an appropriate keyring
with USAGE(PERSONAL).

The step-by-step example described in “Using a CA-signed certificate” on
page 127 is generic in nature. It can be used to create a RACF keyring for the
IBM HTTP Server for z/OS, the TN3270 server, or other servers that are SSL
enabled.

For detailed information about the RACDCERT command refer to the IBM
SecureWay Security Server RACF Command Language Reference manual for
your operating system release.

Using a CA-signed certificate

This section presents the steps required to implement the SSL environment for
the Host On-Demand Server. A similar procedure can be used for other
SSL-enabled application servers. In this scenario, we use a server certificate
signed by a public CA. The steps are:

» Generate a self-signed certificate

» Create a certificate request for the CA

» Store the returned certificate into a data set

» Store CA certificate for unknown Certificate Authority
» Replace the self-signed certificate

» Create a keyring for the server

» Connect the certificate to the keyring
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» Connect the CA certificate to the keyring

Generate a self-signed certificate
We will use this self-signed certificate as a base for the certificate request we will
be creating.

RACDCERT ID(STC) GENCERT
SUBJECTSDN(CN(’wtsc48oe.itso.ibm.com”)
0(’IBM?)
0U(’ITSO?)
L(*RTP?)
SP(*NC?)
Cc(°Us?))
WITHLABEL(>HOD Server Certificate’)

Make sure the common name (CN) is the same as the host or domain name of
the server. The ID is the RACF defined ID associated with the Host On-Demand
server started task.

Create a certificate request for the CA
The certificate request will be stored in an MVS data set with a name like
"CASEY.HODSRV.GENREQ'.

RACDCERT ~ ID(STC)  GENCERT
GENREQ(LABEL(HOD Server Certificate’))
DSN(*CASEY.HODSRV.GENREQ”)

This certificate request needs to be sent to the Certificate Authority. The format
of the request is Base64-encoded text. The data set can be transmitted to a PC
with FTP and pasted into the appropriate field in the certificate request.
Alternatively, cutting and pasting between a host emulator window and the Web
browser can be used.

Store the returned certificate into a data set

The CA usually returns the certificate using e-mail or similar means. The
certificate is in Base64-encoded text format. Again, use the same technique as
before to copy the certificate into a data set named, for instance,
"CASEY.HODSRV.CERT".
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Note: The data set organization must be variable blocked. If it is fixed blocked,
you will receive error IRRD103Il: An error was encountered processing the
specified input data set. You may need to preallocate the data set as
variable blocked prior to transferring the signed certificate.

Store CA certificate for unknown Certificate Authority

If your certificate is signed by an unknown Certificate Authority, you need to store
the CAs certificate into the RACF database. We had created our own Certificate
Authority to sign the certificates; therefore the CA certificate needed to be stored
in the RACF database.

RACDCERT CERTAUTH ADD(“CASEY.HODSRV.CACERT®) TRUST
WITHLABEL(*HOD Certificate Authority®)

Replace the self-signed certificate
Replace the self-signed certificate with the certificate received from and signed
by the CA.

RACDCERT  ID(STC) ADD(’CASEY.HODSRV.CERT®) TRUST
WITHLABEL(’HOD Server Certificate’)

Create a keyring for the server

This keyring must not already exist for this user. Keyring names becomes names
of RACF profiles in the DIGTRING class, and can contain only characters that
are allowed in RACF profile names. Although asterisks are allowed in keyring
names, a single asterisk is not allowed.

RACDCERT ADDRING(HODSERVER)

Connect the certificate to the keyring

Now we can create the connection between the digital certificate and the keyring
with the RACDCERT CONNECT command and associate it with the Host
On-Demand started task user ID.

RACDCERT CONNECT(ID(STC) LABEL('HOD Server Certificate') RING(HODSERVER)
DEFAULT USAGE(PERSONAL))

Connect the CA certificate to the keyring

If you had your certificate signed by an unknown Certificate Authority and had to
store the CA certificate in the RACF data base, you need to connect the CA
certificate to the keyring.

RACDCERT CONNECT(CERTAUTH LABEL(HOD Certificate Authority’)
RING (HODSERVER) USAGE (CERTAUTH))
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3.7 Express Logon Feature (ELF)

Express Logon Feature (ELF) was introduced in IBM Communications Server for
0S/390 V2R10 IP Services. ELF allows a user on a workstation, with a TN3270
client and an X.509 certificate, to log on to an SNA application without entering a
user ID or password.

Express Logon Feature allows users to:
» Reduce the time administrators spend maintaining user IDs and passwords.
» Reduce the number of user IDs and passwords that users must remember.

» Remove a potential security risk of users writing down user IDs and
passwords, or sharing them with someone else.

For a complete discussion of Express Logon, refer to 11.8, “Express Logon
Feature” on page 455.

Implementation of two-tier network design

The ELF two-tier design implementation is simpler than the three-tier design
implementation, as you no longer need a DCAS for a middle-tier TN3270 server.
Chose the three-tier design if you do not want to have a TN3270 server on z/OS
or if you are going to use Host Publisher. Host Publisher acts as the client and
the middle-tier server together.

Follow the steps below to implement ELF with the two-tier design, using Host
On-Demand as the client and accessing TSO on z/OS:

1. Define an SSL session with client authentication level 2 (CLIENTAUTH
SAFCERT in TCP/IP profile). The procedure to define an SSL session is in
“Configuring TCP/IP TN3270 server for SSL” on page 125.

2. Define the EXPRESSLOGON parameter on TCP/IP profile. The ITSO profile
statements used for ELF are shown in Example 3-20.

Example 3-20 Profile definition for ELF

TELNETPARMS
SECUREPORT 23003
KEYRING SAF tcpipa.tn3270.keyring
CONNTYPE SECURE
CLIENTAUTH SAFCERT
EXPRESSLOGON
DEBUG DETAIL

ENDTELNETPARMS

3. Define the PassTicket profile to RACF. For each application to which users
are to gain access with a PassTicket, you must define a PTKTDATA class
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profile. In our example, the application is TSO and the commands issued are
those shown in Example 3-21.

Example 3-21 RACF definition for PassTicket

SETROPTS CLASSACT (PTKTDATA)

SETROPTS RACLIST(PTKTDATA)

RDEFINE PTKTDATA TSOSC64 SSIGNON(KEYMASKED(E6C9D30195D4C1E7)) UACC(NONE)
SETR RACLIST(PTKTDATA) REFRESH

The profile name (TSOSC64 in our case) must match the application 1D
configured on the Host On-Demand client window. For TSO, the rule to create a
profile name is: TSO+smfid.

Define a key using KEYMASKED, even though the value is not significant. This is
required.

For more details about PTKTDATA and rules of profile names, see the IBM
SecureWay Security Server RACF Security Administrator’s Guide manual for
your operating system release.

4. Next, start TCP/IP and establish a session with port 23002. Now you are
ready to create the ELF macro.

You can display the connection to check that ELF is being used as shown in

Example 3-22 and Example 3-23.

Example 3-22 Connection display

D TCPIP,TCPIPA,T,CONN
EZZ60641 TELNET CONNECTION DISPLAY 664

EN TSP
CONN TY IPADDR..PORT LUNAME  APPLID  PTR LOGMODE
00000F76 4S 9.24.106.91..1347 TCP64002 SC64TS05 TAE D4C32XX3
----- PORT: 23003 ACTIVE PROF: CURR CONNS: 1

3 OF 3 RECORDS DISPLAYED

Example 3-23 Connection display details

D TCPIP,TCPIPA,T,CONN,CO=F76

EZZ6065I TELNET CONNECTION DISPLAY 689
CONN: 00000F76 CLNTIP..PORT: 9.24.106.91..1347
LINKNAME: O0SA22EOLINK DESTIP..PORT: 9.12.6.60..23003
HOSTNAME: NO HOSTNAME
CONNECTED: 15:43:14 09/28/2001 STATUS: SESSION ACTIVE

PORT: 23003 ACTIVE SECURE ACCESS: SECURE 4S5 SAFCERT fl
PROTOCOL: TN3270E LOGMODE: D4C32XX3 DEVICETYPE: IBM-3278-3-E
OPTIONS: ETET---  3270E FUNCTIONS: BSR----
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NEWENV FUNCTIONS: E-
USERIDS
RESTRICTAPPL: **N/A**  CLIENTAUTH: FASCINI [
EXPRESSLOGON: FASCINI §
APPL: SC64TS05
LUNAME: TCP64002 TYPE: TERMINAL GENERIC
MAPS CONN IDENTIFIER OBJECT  DEFAPPL OPTIONS
LU MAPPINGS:
S¥DEFLUS* **N/A** oo
DEFAULTAPPL:
NL (NULL) SO e
USS TABLE: **N/A**
INT TABLE: **N/A**
PARMS :
PERS FUNCT  DIA SECURE TIMERS SMF  MAX LINE
(LMTQ) (OATSSWH) (DRF) (SCKLECX) (IKPSTS) (ITIT) (RSQ) (BDCTT)

see= =-TS=== === -B--D-- =---STS ---- RSQ =--C-- *DEFAULT
S . e e s *TGLOBAL
S T e e e *TPARMS
-===  =-TS--- DJ- SSS-DFX ---STS ---- RSQ --C-- TP-CURR
--—=  —-TS--- DJ- SSS-DFX ---STS ---- RSQ --C-- FINAL

29 OF 29 RECORDS DISPLAYED

, - CLIENTAUTH level 2 is being used for Express Logon.

- This is the RACF user ID associated to the client certificate.

Implementation of three-tier network design

The implementation of ELF with three-tier design is the same in both z/OS V1R2
and above and OS/390 V2R10. The following sections describe the
implementation.

DCAS - DCAR connection

The Digital Certificate Access Server (DCAS) is a TCP/IP server that runs on
0S/390 V2R10 and later. The middle-tier TN3270 servers connect to DCAS
using Secure Socket Layers V3 (SSL). The purpose of DCAS is to receive an
application ID and a digital certificate from a middle-tier TN3270 server, then ask
RACF to return a valid user ID that has been associated with the certificate and
to generate a PassTicket for the input user ID and application ID.
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Figure 3-8 DCAS/DCAR

Authenticating the Digital Certificate Access Server

The DCAS authentication is always performed by the Digital Certificate Access
Requestor (DCAR) during the SSL handshake. Authentication requires that the
DCAS has a private key and an associated X.509 digital certificate defined in a
keyring.

If you use a self-signed certificate, it has to be treated as a CA certificate by all
TN3270 servers. Follow the steps below:

1. Export the DCAS self-signed certificate into a file in the DER binary format.
2. Send it to a TN3270 server, using FTP with the BINARY send option.

3. Store the certificate into a key database for the TN3270 server as a trusted
Certificate Authority.

Authenticating the Digital Certificate Access Requestor

The DCAR is the client that interacts with the DCAS. Authenticating the DCAR
involves additional levels of control in which the client must have a key database
with a certificate. Depending on the control level, the certificate is authenticated
by SSL and the DCAS using RACF services.

There are three levels of client authentication from which to choose:

» Level1
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With Level 1 authentication, the DCAS uses the client authentication provided
by SSL at the time of the SSL handshake. The keyring used by the DCAS
must contain the following certificates:

— The DCAS certificate

— The certificate of a CA that has signed the TN3270 server certificate. Or
the TN3270 certificate itself, if a self-signed certificate is used for the
TN3270 server.

To configure DCAS for this level of authentication, specify the CLIENTAUTH
LOCALT1 keyword in the DCAS configuration file. Use the KEYRING or the
SAFKEYRING keywords in the DCAS configuration file to specify the keyring
used by the DCAS.

Level 2

Level 2 includes Level 1 authentication plus additional verification that the
DCAR certificate has been associated in RACF with a valid user ID. To
configure DCAS for this level of authentication, specify the CLIENTAUTH
LOCAL2 keyword in the DCAS configuration file. Use FTP (with the BINARY
send option) to send the client’'s DER certificate to an MVS data set. Use the
RACDCERT ADD command to add the certificate to RACF and associate it
with a user ID, as shown in the following example:

RACDCERT ID(dcasid) ASID(*DCAS.DCAR.CERT’) TRUST
Level 3

Level 3 includes level 2 authentication plus it verifies that the DCAR has
access to the DCAS. The user ID derived from the certificate using the RACF
checks from Level 2 is defined as having access to the SERVAUTH RACF
class and the EZA.DCAS.cvtsysname resource in the SERVAUTH class. The
following conditions apply:

— if the SERVAUTH class is not active or the EZA.DCAS.cvtsysname profile
is not defined, or both, it is assumed this enhanced level is not requested.

— If the SERVAUTH class is active and the EZA.DCAS.cvtsysname profile is
defined (but not for the user associated with the certificate) the requestor’s
connection is terminated.

Use the commands below to create the RACF profile and give the access
permission to a user:

RDEFINE SERVAUTH EZA.DCAS.cvtsysname UACC(NONE)
PERMIT EZA.DCAS.cvtsysname CLASS(SERVAUTH) ACCESS (CONTROL) ID(dcasid)
SETR RACLIST(SERVAUTH) REFRESH

To configure DCAS for Level 3 authentication, follow these steps:

— Specify the CLIENTAUTH LOCAL2 keyword and value in the DCAS
configuration file.
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— Activate the SERVAUTH RACF class.

— Define a profile for the EZA.DCAS.cvtsysname resource and associate the
profile with the user ID associated with the certificate.

Note: The ID associated with the certificate and the EZA.DCAS.cvtsysname
can be any valid user ID.

DCAS customization
Follow the steps below to customize DCAS for ELF with three-tier design:

1. Define an SSL session between DCAS (z/OS) and DCAR (middle-tier Telnet
Server) and between DCAR and TN3270 client (Host On-Demand in our
case). The procedure to define an SSL session is in “Configuring TCP/IP
TN3270 server for SSL” on page 125. Instead of using the TCP/IP name, use
the DCAS name on RACF commands.

The user ID associated with the keyring and the DCAS server’s certificate has
to be the user defined in the STARTED procedure of DCAS.

The DCAS certificate has to be imported into the key database used by the
TN3270 server (middle-tier) and defined as trusted.

The Host On-Demand client certificate has to be defined in RACF.
2. Set up DCAS to use RACF services.
— Define started profile and OPERCMDS
ADDUSER DCAS DFLTGRP(OMVSGRP) OMVS(UID(0) HOME(°‘/’)

RDEFINE STARTED DCAS.* STDATA(USER(DCAS))
SETROPTS RACLIST (STARTED) REFRESH

RDEFINE OPERCMDS(MVS.SERVMGR.DCAS) UACC(NONE)
PERMIT MVS.SERVMGR.DCAS CLASS(OPERCMDS) ACCESS(CONTROL) ID(DCAS)
SETROPTS RACLIST(OPERCMDS) REFRESH

— Permit the DCAS to use certificate services

SETROPTS CLASSACT(DIGTCERT DIGTRING)

RDEFINE FACILITY(IRR.DIGTCERT.LIST) UACC(NONE)

RDEFINE FACILITY(IRR.DIGTCERT.LISTRING) UACC(NONE)

PERMIT IRR.DIGTCERT.LIST CLASS(FACILITY) ID(DCAS) ACCESS(CONTROL)
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY) ID(DCAS) ACCESS(CONTROL)
SETROPTS RACLIST(DIGTRING DIGTCERT) REFRESH

— Define PassTicket data profile

SETROPTS CLASSACT (PTKTDATA)

SETROPTS RACLIST(PTKTDATA)

RDEFINE PTKTDATA TSORAO3 SSIGNON(KEYMASKED(E6C9D30195D4C1E7))
UACC (NONE)

SETROPTS RACLIST(PTKTDATA) REFRESH
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3. Define DCAS configuration file.

Some of the configuration parameters you can use in the DCAS configuration
file are shown in Table 3-3.

Table 3-3 DCAS configuration parameters

Parameters Description

IPADDR Allows you to define the IP address to
which the DCAS will bind.

PORT Defines the port number on which DCAS
will run.

KEYRING Defines the HFS key database file

containing the certificate to be used during
the SSL handshake.

STASHFILE Specifies the password file to the
associate key database file.

SAFKEYRING Defines the RACF-defined keyring
containing the certificate to be used during
the SSL handshake.

V3CIPHER Specifies a subset of the supported SSL
V3 cipher algorithms.

fl - The keywords KEYRING and SAFKEYRING are mutually exclusive.

Here is a sample DCAS configuration file that was used in DCAS startup
procedure in next step:

TCPIP TCPIPB

PORT 8990

CLIENTAUTH LOCAL2

SAFKEYRING r2617.mvs28b.dcas.keyring
# KEYRING /etc/dcas/dcas.kdb

# STASHFILE /etc/dcas/dcas.sth

- The keyring name is case sensitive
4. Start DCAS

Following is a sample procedure for DCAS. It is also provided in
hlg.SEZAINST(EZADCASP):

//DCAS PROC

//DCAS EXEC PGM=EZADCDMN,REGION=4M,TIME=NOLIMIT,

// PARM=('POSIX(ON) ALL31(ON)',

// "ENVAR(" CEE_ENVFILE=DD:STDENV" ',

// '"DCAS_CONFIG_FILE=/etc/dcas.r2617.conf")/-d 3') Hl
//CEEDUMP DD SYSOUT=*

//SYSPRINT DD SYSQUT=*
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//SYSERR DD SYSOUT=*
//SYSOUT DD SYSOUT=*
//STDENV DD DSN=TCPIP.TCPPARMS.R2617 (DCASENV),DISP=SHR

il - The DCAS configuration file is /etc/dcas.r2617.conf

By default DCAS writes the messages in the /tmp/dcas.log file. You can set
the debug level in the -d start option.

When DCAS is started as an MVS started procedure, the following messages
will show up in the MVS console:

S DCAS

$HASP100 DCAS ON STCINRDR

IEF695I START DCAS WITH JOBNAME DCAS IS ASSIGNED TO USER
TCPIP3 , GROUP OMVSGRP

$HASP373 DCAS STARTED

IEF403I DCAS - STARTED - TIME=20.36.55

EZZ86011 DCAS IS STARTING

EZ786201 DCAS SECURITY SERVER SERVAUTH CLASS IS ACTIVE
EZZ86241 DCAS PROCESSING CONFIGURATION FILE /ETC/DCAS.R2617.CONF
EZ786251 DCAS CONFIGURATION FILE PROCESSING IS COMPLETE
EZZ86181 DCAS LISTENING ON SECURE PORT 8990

5. Define a Host On-Demand TN3270 session and create a macro for Express
Logon. Refer to 11.8.2, “Record the macro” on page 457 for procedures for
Host On-Demand or “Recording the ELF macro” on page 894 for Personal
Communications Version 5.6 clients. The client setup is identical for two-tier
and three-tier designs.

For more information about the ELF implementation with OS/390 V2R10 using
the three-tier network design, refer to the following documents:

» IBM Communications Server IP Configuration Guide for your operating
system release

» IBM Communications Server for OS/390 TCP/IP 2000 Update Technical
Presentation Guide, SG24-6162

3.8 LDAP directory server

The OS/390 Lightweight Directory Access Protocol (LDAP) server is part of the
SecureWay Security Server for OS/390 or z/OS. This server may be the LDAP
Server for one or more Host On-Demand systems on any platform. The OS/390
LDAP server is configured in one of three modes: RDBM, SDBM or TDBM. Host
On-Demand only works when the LDAP server is configured with a DB2
back-end database, RDBM or TDBM. TDBM implementation, introduced with
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0S/390 Release 10, is the recommended implementation because it has an
improved schema that includes the HOD required schema, and it uses a DB2
database that was designed for performance. For detailed information about the
OS/390 LDAP Server, refer to the following:

» 0S5/390 SecureWay Security Server LDAP Client Application Development
Guide and Reference, SC24-5878

» IBM SecureWay Security Server LDAP Server Administration and Usage
Guide for your operating system release.
If you have an existing OS/390 Security Server, verify the following:

» The server is configured as described in the appropriate SecureWay Security
Server LDAP Server Administration and Usage Guide.

» A suffix has been added and associated with an object class.
The remainder of this section focuses on the configuration of the 0S/390 LDAP

directory server. For information about using the LDAP server, refer to Chapter 8,
“LDAP directory server” on page 381.

3.8.1 Schema installation

In order to use Host On-Demand with your existing LDAP directory you will need
to use the IBM schema shipped with the LDAP server. The process for setting up
this schema is different for RDBM and TDBM.

Schema set up using RDBM backend
To add the IBM schema to the existing LDAP directory:

a. Edit the LDAP directory configuration file, slapd.conf, and modify the
include statements as follows:

Original IBM schema

slapd.at.system schema.system.at
slapd.cb.at.conf  schema.IBM.at
slapd.at.conf schema.user.at
slapd.oc.system schema.system.oc
slapd.cb.oc.conf  schema.IBM.oc
slapd.oc.conf schema.user.oc

b. Restart the LDAP directory server.

See the program directory for further information regarding DB2 tables.

Schema set up using TDBM backend
To add the IBM schema to the existing LDAP directory:
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a. Use the 1dapmodify command to add the schema.user.ldif that is shipped
with the LDAP server.

b. Use the 1dapmodify command to add the schema.IBM.Idif that is shipped
with the LDAP server.

3.8.2 Directory Tree

To configure an existing LDAP directory for Host On-Demand, familiarize yourself
with the LDAP directory. Decide how Host On-Demand will fit into your network
and organizational structure, and then design the LDAP directory information
tree. For example:

» To build a directory information tree for an entire organization, use the
organization object class for the suffix:

dn: o=MyOrganization
objectclass: organization
0: MyOrganization

» To build a directory information tree for one division of an organization, use
the organizationalUnit object class for the suffix:

dn: ou=MyDivision, o0=MyOrganization
objectclass: organizationalUnit
ou: MyDivision

The directory information tree should be defined in an LDAP Data Interchange
Format (LDIF) file. Examples of the directory information tree can be found in
/usr/lpp/ldap/examples/sample_server/sample.ldif. We created a file called
itso.ldif with the following:

dn: ou=ITSO, o=IBM
objectclass: organizationalUnit
ou: ITSO

To add to the directory information tree in the LDAP directory, use the 1dapadd
command. Details on using this command can be found in the IBM SecureWay
Security Server LDAP Client Application Development Guide and Reference,
SC24-5878.

3.8.3 Performance considerations

When using RDBM the following configuration changes are offered as possible
performance enhancements that can be added to slapd.conf:

index pr nc palPtr eq
index dc eq

index o eq

index name eq
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index objectClass eq
index u d eq

Sizelimit is a parameter in the slapd.conf. This is the number of entries the LDAP
directory server will return on a search request; change the sizelimit to 5000 (this
applies when using either RDBM or TDBM).

3.9 Native Authentication

The Native Authentication code runs as a separate executable module called
HODRAPD, which is invoked using the hodrapd.sh shell script. The HODRAPD
module is installed during SMP/E CALLLIBS processing and it is automatically
link-edited during the JCLIN CALLLIBS processing in the APPLY process.

When the Native Platform Authentication Service is started from UNIX System
Services, the HODRAPD module is executed from SYS1.LINKLIB or your
alternate LINKLIB data set. If you choose to move the HODRAPD module to an
alternate LINKLIB data set, that data set must be accessed by the system
LNKLST or LPALIB.

In order to use the Native Authentication service, Host On-Demand must enable
an LDAP directory for the storage of preferences.

3.9.1 Installation of Native Authentication service

During installation of Host On-Demand V7, the hod70mvs.sh shell script not only
untars the Host On-Demand V7product, it also creates the necessary link so that
when the user starts Native Authentication with hodrapd.sh shell script, the
HODRAPD load module is executed. If the link to HODRAPD gets unlinked, the
statements below can be used to restore the link.

Example 3-24 Restore link for HODRAPD

export HOD_DIR=/usr/Tpp/HOD

touch $HOD_DIR/hostondemand/private/HODRAPD

Tn -s $HOD_DIR/hostondemand/private/HODRAPD (continued on next line)
$HOD_DIR/hostondemand/private/hodrapd

chmod 744 $HOD DIR/hostondemand/private/HODRAPD

chmod +t $HOD_DIR/hostondemand/private/HODRAPD

The Native Authentication code logs its messages to the syslog, which may need
to be configured to log the desired level of messages. The HODRAPD module
writes its messages to the user.” entry in the syslog.conf file.
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3.9.2 Starting Native Authentication service

To start the Native Authentication code, run the hodrapd.sh shell script (located
in the /usr/lpp/HOD directory). The shell script may need to be edited if you
installed Host On-Demand in a directory path other than /usr/Ipp/HOD.

The shell script also has options that can be set. Options such as logging,
time-out values, and maximum number of requests the server will allow can be
specified when you start the service. You must keep the -x option, but can
append any of the following options. Edit the line where the HODRAPD module is
called and append the following options if desired:

I Enable logging (for example -xI)

t Set socket timeout value, in seconds, default is 20 (for example
-xt100)

c Set the max number of requests the server will allow (for example
-xc100)

The shell script must be started by a user with root authority.

HODRAPD can be started from the OMVS shell or as a started task. To start
HODRAPD from the from OMVS shell go your Host On-Demand install directory
and run the shell script. For example:

cd /usr/1pp/HOD
hodrapd. sh

The following is a sample procedure we used to start HODRAPD:
Example 3-25 Sample HODRAPD started procedure

//HODRAPD PROC

//* HOST ON DEMAND VERSION 7

//HODSRVG EXEC PGM=BPXBATCH,REGION=0M,TIME=NOLIMIT,

// PARM="'sh /usr/1pp/HOD/hodrapd.sh'

//SYSPRINT DD SYSOUT=A

//SYSERR DD SYSOUT=A

//SYSOUT DD SYSOUT=A

//STDENV DD DSN=TCPIPOE.SC48.TCPPARMS (HODENV),DISP=SHR
//SYSIN DD DUMMY

//STDOUT DD PATH='/tmp/HODRAPD.stdout',

// PATHOPTS=(OWRONLY,0CREAT,0TRUNC) ,
// PATHMODE=SIRWXU

//STDERR DD PATH='/tmp/HODRAPD.stderr',

// PATHOPTS=(OWRONLY,0CREAT,0TRUNC) ,
/1 PATHMODE=SIRWXU
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Because our system had more than one TCP/IP stack, we had to make sure the
HODRAPD task established affinity to the correct stack. We set the following
environment variable in the data set member pointed to by DD name STDENV:

_BPXK_SETIBMOPT_TRANSPORT=TCPIPOE

When the Native Authentication service is completely started, a message is
displayed on the z/OS console unless you have logging enabled. Then it is
displayed in the syslog. The message reads:

PAS0001 Starting IBM Platform Authentication Service.

You can check the status of the Native Authentication service by issuing the
netstat conn command from TSO or netstat -a from USS (UNIX System
Services). The command will display the status of the service. The Native
Authentication service uses the well-known port 2569. The netstat command
will display the following status based on the user ID for the Native Authentication
service:

MVS TCP/IP onetstat CS V2R10 TCPIP Name: TCPIPOE 11:03:39
User Id Conn Local Socket Foreign Socket State
HODRAPD2 00005CCE 0.0.0.0..2569 0.0.0.0..0 Listen

If the port is not in listening status, verify the permissions of HODRAPD in the
private directory. The file must have the sticky bit turned on as shown below:

-rwxr--r-T 1 AAAAAAA SYS1 0 Dec 8 2000 HODRAPD

If the sticky bit (denoted by the T) is not set, use the chmod commands shown in
Example 3-24 on page 140 to set the bit.

When the Native Authentication service is started, two UNIX System Services
processes are started as shown below:

Example 3-26  HODRAPD process IDs

uIbD PID PPID C STIME TTY TIME CMD
AAAAAAA 50332132 33554917 - 10:34:41 ? 0:00 hodrapd -x1
AAAAAAA 33554917 1 -10:34:39 7 0:00 hodrapd -x1

The hodrapd.sh shell script appends to your LIBPATH and NSLPATH. You may
want to append these statements to your /etc/profile in USS. For example:

export NLSPATH=$NLSPATH:/usr/1pp/HOD/hostondemand/1ib/msgs/%N
export LIBPATH=$LIBPATH:/usr/1pp/HOD/hostondemand/1ib/
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3.9.3 Testing Native Authentication service

In order to verify that the Native Authentication service is working correctly
perform the following steps:

1. Log on to the Host On-Demand administrator and insure that the LDAP
directory is enabled as shown in Figure 3-9.

2} 1BM Host On Demand 7.0 - Microsoft Inte

=0l x|
J File Edit Wiew Favorites Tools  Help ﬁ
i J dBack » = - B 3 | @Qisearch  [G|Favorites £ 4History | By S

1 J Address I@ JHOD Frameset, html? Java2=False, Obplet=applet, cshe=False, Locale=en_US, pri=Logon, hgt=480, wth=640, Full=trus j @Go |J Links **

Host On-Demand 7.0

D Introduction

D Users/Groups

: D Services

E D) Redirectar Service

: Directory Service
[ 054400 Prowy Server

i‘ Directory Storage Adminiztration

¥ Use Directory Service (LDAF)

: D Licenses

| O Lagrft Destination Address bigtex raleigh.itzo.ibm. com

i Drestination Port 389

| Administrator Distinguished M ame cr=directory manager.o=IB

Adminigtrator Password
Distinguished Mame Suffi: ou=IT50,0=IBM
[T Advanced

Uszers Location

Groups Location

Diomain Location

™ Migrate Corfiguration to Directory Service

Apply | Canicel |

Figure 3-9 Using Directory Service

2. Verify that Native Authentication is enabled for at least one user by selecting
Use Native Authentication and providing a native user ID as shown below:
Click OK.
Log off the Host On-Demand administrator.

Download a Host On-Demand client, and log onto the ID using the password
of the Native user ID that you specified. Using the example above, the Host
On-Demand user ID is CASEYTEST and the password is the RACF
password of native ID CASEY.
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i Change User =10 x|
Uszer D cazeytest
Description lazey test id

xxxxxxxx

MHew Password

xxxxxxxx

Canfirn Pazzwaord

Member of

# GUESTS [Guest Users) ’j
i HOD [System Default Group)

# TS0 (1750 Project Leaders and residents)
& Residents [NP-2717 Residents)

< o

[ Do nat save preferences

[+ Wser cannot change passward

v Uze Mative Suthentication

Mative User 1D I-:asey
Ok, | Cancel | Help |

Enter information

Figure 3-10 Enabling Native Authentication

Problem determination

If you receive an invalid logon (Figure 3-11) and you know without a doubt that
the user ID and password is correct, verify you have defined 1ocalhost in the
/etc/hosts file. You must be able to resolve localhost. If necessary, add an entry
for Tocalhost as follows in the /etc/hosts file:

127.0.0.1 localhost

If you make a modification to the /etc/hosts file, you must recycle the Host
On-Demand server. The HODRAPD task does not need to be recycled.
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|nizormect pazaword. Please by again.

Figure 3-11 Native Authentication logon failure

Stopping the Native Authentication service

When the service is started, two UNIX System Services processes are started as
described in 3.9.2, “Starting Native Authentication service” on page 141. The
service can be stopped in one of two ways. Both ways require that you determine
the PID of the first process that is started. From the OMVS shell, issue the ps -ef
command or from the MVS console issue d omvs,a=all and find the two
processes. Using Example 3-26 on page 142, the HODRAPD service can be
stopped with either of the following commands

» From OMVS shell:
ki1l -9 33554917

» From the MVS console:
f bpxoinit,term=33554917
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iISeries tips

In this chapter we cover some of the top OS/400-related tips and techniques from
the Host Access Call Center Team, including:

» The iSeries as a Host On-Demand server
» Performance tips
» Other iSeries tips
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4.1 Upgrade JVM level to 1.3

Some modest performance gains can be obtained by using the most advanced
Java release level. However, some applications are not compatible with this level

yet. OS/400 can support multiple JVM levels.

1. As new JVM levels are announced, they will become available via PTFs.
Refer to http://www-912.1ibm.com. You may also want to obtain the latest
Java group PTF and cumulative service.

Table 4-1 Current 0S/400 PTFs

0S/400 level Java Group PTF JVM 1.3 PTF
V4R4 SF99067 SF63322
V4R5 SF99068 SF63319
V5R1 SF99069 *

V5R2 SF99169 *

* = included with base CD set for 0S/400

»

Install the JVM. Even though the CD is distributed as a PTF, the installation
instructions will instruct you to use the RSTLICPGM command.

3. Apply the Cumulative Service CDs via option 8 on the GO PTF menu.
4. Apply the Java Group PTF CD via option 8 on the GO PTF menu.
5. Adjust Host On-Demand to use JVM 1.3 the next time it is started:

- CFGHODSVM

— Page down

— Add the property (java.version 1.3) to the Java options as shown in
Figure 4-1 on page 149.

— Press Enter.
6. Restart the Host On-Demand Service Manager:
— ENDHODSVM
— STRHODSVM
7. Validate that JVM 1.3 is being used:
- WRKJOB QHODSVM
— Choose the active job
— Option 4 to view printouts for the job
— Option 5 to view the printout
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— The message “Finding native method Tibrary: QJAVA QJVIO13”
indicates that the 1.3 JVM is being used.

=l Session A - [24 = 80] 10l =l
File Edit Yiew Communication Actions Window Help

Bl B 2% @[] ] % 22 o |

Configure HOD e Manager (CHGHO

» ‘/QIBMAProdhatashostondemand’

e e e e e e e e e Mame, #*5AME

FE=Refresh F1z el F13=How to use this di

34" 1902 - Session successfully started

Figure 4-1 Switch JVM to 1.3

4.2 Using IBM HTTP Server (Powered by Apache)

The trend for 0S/400 is to switch from the 5769-DG1 HTTP server to the Apache
server. Customers may have switched their default Web instances and would like
to handle Host On-Demand with Apache.

The following describes how to add the “hod” directive to an existing Apache Web
instance.

For the latest information on the HTTP server (powered by Apache), refer to

http://www.ibm.com/servers/eserver/iseries/software/http/services/ap
ache.htm

1. From a browser, start the main Web page for your iSeries:
http://<system.name>:2001/HTTPAdmin (if you are using V5R1 or V5R2)
http://<system.name>:2002/HTTPAdmin (if you are using V4R5)

2. Click Manage HTTP Servers under General Server Administration. See
Figure 4-2.
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/3 1BM HTTP Admin on ELCRTP27 - Microsoft Inter =101 x|
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TP Server
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Administration Configuration Search Setup Related Links

HTTP Server Creation: =
[ reate HTTE Server
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)
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EManage HTTP Servers
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BlChange Internet Tser Password

EiDelete Internet User -
4 | E
|@ I_’_ Local intranet &

Figure 4-2 Starting the iSeries Apache Configuration tool

3. Select the instance that you want to update. In this case, we are updating the
WEBSERVER Apache instance (root directory = /www/webserver).

4. The configuration window is shown for the WEBSERVER instance. Click the
Aliases and Redirection link.
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Figure 4-3 Adding the /hod alias

5.

Click Add in the Map URLSs to the host file system section. Then select Alias.
Set the URL path to /hod and the Host directory to
/QIBM/ProdData/hostondemand/hod. Finally, click OK.

Click Edit Configuration File (located in the bottom right). Add the following
text lines to the configuration just before the <Directory /> line.

<Directory /QIBM/ProdData/hostondemand/hod>
<LimitExcept GET POST>
order deny,allow
deny from none
</LimitExcept>
AlTowOverride None
UseCanonicalName Off
HostNameLookups off
Options +FolTowSymLinks
</Directory>

Click OK. You will return back to the instance configuration window.

8. Click Restart. In a few moments, you should be able to bring up the

http://as400/hod/hodmain.htm] window.

An interesting option that you may want to consider is to require the user to
sign on to the HTTP server. This can be accomplished by replacing the
information entered in step 6 above with the following:

<Directory /QIBM/ProdData/hostondemand/hod>
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PasswdFile %%SYSTEM%%
AuthType Basic
UserID %%CLIENT%%
AuthName usr
require valid-user
<LimitExcept GET POST>
Order allow,deny
AlTow from none
</LimitExcept>
AlTowOverride None
UseCanonicalName Off
HostNameLookups off
Options +FolTowSymLinks
</Directory>

4.3 Using Lotus Domino HTTP Server

Some customers have a Domino HTTP server as their default server or they may
want users to authenticate to their Domino HTTP server before any Web pages
are served.

The following instructions were tested on Lotus Notes for iSeries Release 5.04.
Refer to the Getting Started with Lotus Notes for iSeries 5.07 manual, which will
guide you in configuring your server so that a basic Web page can be served.

This example assumes that you have previously installed the Domino
Administrator tool on a PC. On the PC, perform the following commands:

1. Click Start -> Programs -> Lotus Applications -> Lotus Domino
Administrator.

2. Click File -> Tools -> User id (choose the user ID for the Domino
administrator).

3. Click File -> Open server -> <specify server name> -> OK.

4. A window similar to Figure 4-4 will be shown.
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Figure 4-4 Starting the Domino Administration tool

Click the Configuration tab.
Open the server documents.
Click All Server Documents.

© N o o

Find the server you wish to update. In the example below, we chose the
DMETes65 system.

9. Click the Web... action on the menu bar (its icon is a globe symbol). Note that
you may have to use the (->) left arrow on the action bar to view the icon if
your screen is limited in size.

10.Click URL mapping

11.Leave the settings for the Basics and Site Information fields blank (so that the
information applies to all Virtual Servers). Click the Mapping tab. A window
similar to Figure 4-5 will be displayed.
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The incoming URL string or path.

Figure 4-5 Specify the map to the Host On-Demand directory

12.Type /hod/* for the Incoming URL string (see Figure 4-5).

13.Type /QIBM/ProdData/hostondemand/hod/* for the Target server directory
field.

14.Click Save and Close.

4.3.1 Restarting the Domino HTTP Server

The Web server must be restarted before the new directive becomes effective.
The following procedure will cause a quick restart.

1. Click the Server tab.
2. Locate the HTTP Web Server task as shown in Figure 4-6.
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Figure 4-6 Restarting the Domino HTTP server

3. Click the Server menu option on the top bar.

4. Click Task -> Tell -> Restart HTTP server -> Clear cache.

4.3.2 Using the Domino HTTP Server and Host On-Demand

The typical Host On-Demand Web pages should serve in a manner similar to the
DG1 product. For example, http://rtpas65/hod/hodmain.html.

4.4 Using the Configuration Servlet

An installation script has been provided to install the Host On-Demand
Configuration Servlet. Additional information on the Host On-Demand

Configuration Servlet can be found in Chapter 9, “Configuration Servlet” on
page 397.

Installation notes:

» WebSphere V4.0 or V3.5 must be installed and the subsystem must be

active. Advanced, Standard or Advanced Edition Single Server versions are
supported.

» WebSphere security must be temporarily disabled.
» Toinstall:

a. Run gsh
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b. Enter cd /qibm/proddata/hostondemand/1ib/samples/HodServlet
c. Run CfgHodServlet-05400.sh

* Note: You may optionally specify a WebSphere instance using the
-instance xxx parameter. If the parameter is not specified, the instance
is assumed to be default.

* The installation script may run for a minute or two. The installation
program is complete when a dollar sign ($) is shown.

d. Exit from gsh by pressing F3.
e. Run EDTF ’/QIBM/ProdData/hostondemand/hod/config.properties’
f. Add the following line:
ConfigServerURL=/HODServiet/HODServiet/hod
g. Press Enter, then press F3 to update the config.properties file.

h. Startthe Websphere Application Server instance . Refer to the Websphere
Getting Started Manual for additional details.

i. Restart the Host On-Demand service manager.
e ENDHODSVM
e STRHODSVM
being careful that you enter /HOD in uppercase.
» Attempt to use the Web page. http://my400/H0OD/hodmain.htmi.
Be very careful that you enter /HOD in uppercase

» For faster execution, consider the method discussed in 4.7.2, “Compile Host
On-Demand for faster execution” on page 159.

4.5 Screen Customizer and 5250 subfiles

By default, Screen Customizer will use the “GUI version” for OS/400 commands,
if they are available. To have Screen Customizer display the screen in the same
manner as Host On-Demand, use the following procedure:

1. Enter WRKLNK ¢/QIBM/ProdData/hostondemand/HOD/hod*.htm1’
— Use option 2 to edit each entry.
— Add the following lines to each Host On-Demand Web page:

<PARAM NAME=DisableSubfiles VALUE=True>
<PARAM NAME=UseHostColors VALUE=True>

2. If you have custom-designed Web pages, use the Deployment Wizard to add
the parameters.
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Refer to 4.8.4, “Mapping a network drive to the iSeries” on page 162 for
information on how to map a network drive to the iSeries.

— Open an existing customized screen.

— On the Additional Options window, click Advanced Options. Then click
the Additional Parameters tab.

— Type DisableSubfiles in the Name field. Type True in the Value field. Click
Set.

— Type UseHostColors in the Name field. Type True in the Value field. Click
Set.

This adjustment is only applicable to Screen Customizer-enabled sessions and
should not distort any custom-designed sub files.

4.6 Add Printer Definition Table entry

A printer definition table allows a custom printer to created. To create a new
printer definition table, perform the following:

1. Map a network drive to the iSeries. See 4.8.4, “Mapping a network drive to the
iSeries” on page 162.

net use z: \\my400.ibm.com\hodpdt /user:bob

2. Use a text editor to create a definition file. Type the following after clicking
Start -> Run on your PC:

notepad z:\newprt.pdf

3. Use a text editor to modify the script. Type the following after clicking
Start -> Run on your PC:

notepad z:\pdtcompilerapplication-0S400
— Locate the word NONGUI_COMMAND.
— Add a new line (as follows):
NONGUI_COMMAND=’newprt.pdf “my description” ¢
4. Compile the newprt.pdt file. Type the following OS/400 commands:
— gsh
— cd /qibm/proddata/hostondemand/hod/samples
— cd pdtcompilercommandfiles
— PdtCompilerApplication-0S400
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Important: PdtCompilerApplication-OS400 is case sensitive. Enter it as
shown.

For additional information, refer to Chapter 19, “Host printing” on page 661 for
more information on 5250 Host Print, and to the online Host Printing Reference
document.

4.7 Performance tips

By following the suggestions in this section you should be able to improve the
overall performance of your iSeries Host On-Demand system.

4.7.1 Web page caching

We found that when using the original iSeries Web server, 5769-DG1 and
5722-DG1 HTTP server, Host On-Demand can utilize the HTTP server “local
caching” feature (57% performance improvement in the hits/sec/CPW). A read
from main memory is much faster than accessing the object from disk. However,
if memory is being required by a system process, the objects will be paged out,
which negates the performance gains. Refer to AS/400 HTTP Server
Performance and Capacity Planning Redbook, SG24-5645, for additional details.

To enable Web caching for “original” iSeries Web instances:
1. WRKHTTPCFG
2. Add the following directives:

— CachelLocalMaxBytes 100 M

— LiveLocalCache On

— CachelocalFile /QIBM/ProdData/hostondemand/hod

To enable web caching for iSeries web instances “powered by Apache”:

1. Start the Administration web page. See Section 4.2, “Using IBM HTTP Server
(Powered by Apache)” on page 149 for details.

2. Click on the Global Settings settings link in the left menu panel. See
Section Figure 4-2, “Starting the iSeries Apache Configuration tool” on
page 150.

3. Click on the Performance link near the bottom of the menu.

4. Under the “Files to cache when server is started” section, click the Add
button.
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5. Type /QIBM/ProdData/hostondemand/HOD/*, then select Copy into
memory.

6. Since the information in the HOD directory is stable, the normal setting for
“Dynamically cache files based on file usage” is off .

7. “Update cache when files are modified” is normally set to on.

8. Click OK, then click the Restart button for the web instance.

4.7.2 Compile Host On-Demand for faster execution

The largest performance gain we noticed was by installing the JVM 1.3. See 4.1,
“Upgrade JVM level to 1.3” on page 148. Starting with OS/400 V4R5 and higher,
Java will automatically perform Just In-Time compilation.

To create a more efficient environment, 0S/400’s JVM compiles Java classes
into native code as they are loaded. However, since the compilation process can
be lengthy, depending on the number of classes and the size of the ZIP and JAR
files, this may not be desirable because it will take a long time to start a session
or load a function.

To avoid delay and provide good performance, you should compile the class files,
ZIP files and JAR files immediately after installation. This also allows better
optimization between classes within packages.

The files to compile are:

> sm.zip

» ods.jar (see note below)

» jndi.jar

» ibmjndi.jar

» jsdk.jar

» cfgsrvlt.jar (only if you are planning to use WebSphere Configuration Servlet)

All of the files reside in /QIBM/ProdData/hostondemand/lib.

To compile the files, run a command like the following for each file except ods.jar:
CRTJVAPGM CLSF(>/QIBM/ProdData/hostondemand/1ib/sm.zip®) OPTIMIZE(30)

Note that the ods.jar files requires an additional option. In prompt mode for the
command CRTJVAPGM, press F10 for additional parameters and, in the field
labeled Licensed Internal Code options, replace *optimize with
errorreporting=2. This option is only available on V4R3 and later. The syntax for
the command line option is:
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CRTJVAPGM CLSF(’/QIBM/ProdData/hostondemand/1ib/ods.jar>) OPTIMIZE(30)
LICOPT(’errorreporting=2")

Optimization can take a long time and use a lot of processor capacity. It depends
on many conditions, including the power of the iSeries and what else it is doing at
the time. It is best done when the machine is not busy with other tasks.

4.8 iSeries as a target host

The following tips are for use when the iSeries is the target host system.

4.8.1 5250 Workstation ID

Starting with Host On-Demand V 5.04, Host On-Demand supports some special
values for workstation ID (device name). This allows Host On-Demand 5250
display and printer sessions to generate a non-arbitrary device name for a
session without requiring per-session customization or a user exit.

Table 4-2 Special values for 5250 workstation ID

Character Function Example string Example devices
* Short Session ID A123* A123A, A123B
Y% Session type: %DEV SDEV
S=display
P=printer
= Collision %DEV= If SDEV1 is in use,
avoidance. If then try SDEV2, ...
device is in use, until success
generate.
&COMPN Computer name. &COMPN%= MYPCSA
Obtained from TCP
settings. (MYPC=computer
S=display
A=short ID)
&USERN User name. &USERN%= BOBSA
(Windows clients
only) (BOB=user,
S=display,
A=short ID)
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Character Function Example string Example devices

+ Trim the excess +&COMPN
from the right side.
(computer=

CLIENTACCESS

If the resulting device name exceeds 10 characters, the excess will be trimmed
from the left side. This produces fewer duplicate device names for “left to right”
languages, such as English. Excess characters can alternatively be trimmed
from the right side by prefixing the CN keyword with a plus sign character (for
example, +&COMPN).

Restrictions:

1. A numeric character in the first position of a DEVNAME is invalid, and may
be converted by OS/400 to the "#" (pound or hash) character.

2. Only supported on Win32 platforms.

4.8.2 5250 Telnet dropout

If you are using a firewall, make sure that the firewall inactivity time-out value for
Telnet connections is at least as long as the session keep alive timeout
(TIMMRKTIMO) parameter on the CHGTELNA OS/400 command.

4.8.3 Tip for 5250 printing

The first time an output queue is used, a CPA3394 (“Load form type ¢*STD’ in
device xxx”) message is directed to the message queue for the OUTQ. The
message must be answered before the printouts begin to print.

Caution: If you use the autoreply command below, the feature is automatically
set for all printers for the iSeries. When the autoreply is activated, the printer
will not prompt the printer operator for form changes.

To automatically have the system answer the message, use the following

command:
ADDRPYLE SEQNBR(9999) MSGID(CPA3394) RPY(G)
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4.8.4 Mapping a network drive to the iSeries

The iSeries can participate in a Windows Network Neighborhood. It may be
helpful to create the following shares:

Table 4-3 Typical shares for Host On-Demand and Screen Customizer

Share Target directory Used for
hodpubl /QIBM/ProdData/hostondemand/hod Publish custom Web
pages using the
Deployment Wizard.
hodpdt /QIBM/ProdData/hostondemand/hod/samples | Publish printer definition
/PdtCompilerCommandFiles tables.
scpubl /QIBM/ProdData/hostondemand/hod/custom Publish Screen

Customizer maps.

Tip: When you attempt to map a network drive to the iSeries, the Windows
user ID and password must match your iSeries user ID and password. If your
workstation operating system is Windows NT or Windows 2000, you may click
Connect using a different user name on the Map Network Drive.

For additional information, refer to:

http://www.ibm.com/servers/eserver/iseries/netserver

4.8.5 Additional iSeries-related Web pages

Table 4-4 lists some useful iSeries Web pages.
Table 4-4 Additional iSeries related Web pages

Title Web page

Common SSL problems. | http://publib.boulder.ibm.com/iseries/v5rl/ic2924/tstudio/tech_ref/
Also has a table tcp/telntss1/Index.htm

describing the telnet-ssl
return codes

Telnet exits-filter Telnet http://publib.boulder.ibm.com/iseries/v5r2/ic2924/info/rzaiw/rzaiwm
service by IP address antelsrvr.htm

National Language exit- | http://publib.boulder.ibm.com/iseries/v5rl/ic2924/tstudio/tech_ref/
ADDNLS tool tcp/telex/telexdwn.htm

iSeries Performance http://publib.boulder.ibm.com/pubs/html/iseries/online/chgfrm.htm
Estimator Tool
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Clients

Host On-Demand provides a variety of types of clients: emulator clients, FTP
clients, CICS Gateway clients, and database clients. Most of these are available
as either a cached client or a download client.

This chapter introduces the various Host On-Demand clients and describes how
you can use and customize them.

This chapter also discusses support for clients running on Java 2 enabled
browsers.
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5.1 Host On-Demand default clients

The following figure shows the default clients supplied with Host On-Demand.
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Figure 5-1 /hod/hodmain.html

The following table lists the Host On-Demand default clients. These clients use
the Configuration server-based model. The Deployment Wizard may be used to
create HTML files with custom versions of the emulator clients. See Chapter 14,
“Deployment Wizard” on page 529 for details.
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Table 5-1 Host On-Demand clients
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Package

Client

HTML File

Administration clients

Administration client download

HODAdmin.html

Administration client cached

HODAdminCached.html

Administration client cached with
problem determination

HODAdminCachedDebug.html

Administration client with Start Session
enabled

HODAdminFul1l.html

Administration client cached with Start
Session enabled

HODAdminCachedFul1.html

Administration client cached with
problem determination with Start
Session enabled

HODAdminCachedDebugFul1.html

Emulator Clients

Cached client

HODCached.htm]

Cached client with problem
determination

HODCachedDebug.html

Download client

HOD.htm1

Download client with problem
determination

HODDebug.html

Download client with Screen
Customizes/LE Interface

HODCustom.html

Function On-Demand client

HODThin.html

Database Clients

Database On-Demand client

HODDatabase.html

Database On-Demand client cached

HODDatabaseCached.html

Database On-Demand client cached
with problem determination

HODDatabaseCachedDebug.html

Utilities

Remove cached client (Autodetect Java
1 or Java 2)

HODRemove. html

Remove cached client (Java 1 only)

HODRemove. html

New user client

NewUser.html

New user client cached

NewUserCached.html

New user client cached with problem
determination

NewUserCachedDebug.html
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5.1.1 Administration clients

166

The administration client (HODAdmin.html) starts the Administration window,
where you can:

Manage users, groups, and sessions

Configure, manage and trace the Redirector service
Configure Database On-Demand

Enable security

View trace and message logs

Disable functions to end users

vVvyyvyvyYYyy

Refer to Chapter 7, “Administration” on page 273 for complete details on the
functions and operations of the administration client. You must use one of the
following clients to do administration. The Deployment Wizard does not have the
capability to create customized administration pages.

Administration client cached

This client starts the administration client in a cached environment. Load this
client if you want to use the administration client in a cached environment without
problem determination. The advantage of the administration client cached is that
it can be cached along with other cached clients in the browser. In releases prior
to Version 5, the cached client had to be removed before the administration client
could be loaded.

If you want to bookmark the Administrator client cached, you must manually
create the bookmark. It must point to HODAdminCached.html, so that Host
On-Demand can compare the cached version to the server version. This allows
Host On-Demand to recognize and notify you that a newer version of the
administration client cached is available at the server.

Administration client cached with problem determination

This client also starts the administration client in a cached environment. Load this
client if you need to use the administration client in a cached environment with
problem determination (session logging and tracing).

Administration client with Start Session Enabled

Loads the download version of the full Administration client. The full
administration client gives the administrator the additional ability of starting
sessions to configure runtime properties. However, the download size of the full
administration client is larger than the download size of administration client.
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Administration client cached with Start Session enabled
Loads the cached version of the full Administration client. Like the cached
version of the regular Administration client, this client can be cached along with
the cached client in the browser.

Administration client cached with problem determination with
Start Sesssion enabled

Loads the cached version of the full Administration client with problem
determination (session logging and tracing) enabled.

5.1.2 Download clients

A download client is one where the code is downloaded from the server on every
invocation of the client. The advantage of the download client is that the browser
does not need to be stopped and then restarted.

This client can be used when:

» You do not want to take up disk space on client machines by installing the
cached client.

» The download time is not an issue.

Important: Running a download client with a cached client loaded in the
browser will result in inaccurate and unpredictable results. You must first
remove a cached client from the browser before using a download client. See
5.4.2, “Remove cached client’” on page 175 for more information.

For information on the Java 2 download client, see “The Java 2 download client”
on page 220.

5.1.3 Cached clients

A Host On-Demand cached client has all the functionality of the download client.
It is cached on your local disk the first time you download it. The next time you
start the emulator session, only a small applet downloads from the server,
reducing the time needed to start the session. When using a Java 1 or Java 2
enabled browser, the applet that is downloaded checks to see if the software on
the server is more recent than the software that has been cached, and if so, the
cached software is updated.

For more information about the Java 2 cached client see “The Java 2 cached
client” on page 210.
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Beginning with Host On-Demand Version 5, all clients consist of a collection of
smaller JAR/CAB files, called components, to allow for the administrator to create
smaller clients, and to provide the ability to update individual components rather
than the entire client. This has been called componentization and is more fully
documented in 5.2, “Componentization” on page 172.

Since the clients are broken into components, only the specific component will be
updated, and then only after that component has been referenced. Under most
circumstances, you can continue to use the current level of the cached client to
connect to a host while the newer components are downloading. See 5.3, “Smart
caching” on page 174 for further information.

The cached client is persistent across operating system restarts and browser
reloads. If you want to remove it, you must load HODRemove.html. See 5.4.2,
“Remove cached client” on page 175

Restricted users on Windows XP and Windows 2000

Restricted users of Windows 2000 and Windows XP can now install and use the
Java 1 or Java 2 Host On-Demand cached client. A separate version of the
cached client will be installed for each restricted user.

Previously only users with Administrator or Power User authority could install and
use the cached client on Windows 2000 and Windows XP.

Sharing the cached client on the Windows platform

Sharing the Host On-Demand Java 2 cached client
Users cannot share the Host On-Demand Java 2 cached client.

Sharing the Host On-Demand Java 1 cached client
Multiple users on Windows XP, Windows 2000, Windows ME, Windows NT, or
Windows 95/98 can share a single Java 1 cached client installation.

For users to share a single cached client installation, the system administrator
must take the following steps:

1. Use the Additional Parameters tab of the Advanced options panel of the
Deployment Wizard to add the ShareCachedClient parameter to the cached
client HTML file.

This step is required if some of the machines on which the cached client
installation will be shared are running Windows 2000 or Windows XP.

This step is not required if all the machines on which the cached client
installation will be shared are running Windows NT, Windows Me, or Windows
95/98.

2. Modify each client machine to include the IBMHOD directory:
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a. On client machines running Windows 2000, Window XP, or Windows NT,
have a user with Administrator or Power User status take the following
steps.

i. Create a directory named IBMHOD under the system “all users”
directory. For example, if Windows 2000 is installed on the C: drive, the
directory path would be:

c:\Documents and Settings\A11 Users\IBMHOD

i. Change the security settings for the IBMHOD directory so that
restricted users have read, write, and modify access.

If this step is omitted then a restricted user attempting to install or use a
shared cached client will not be able to do so. Instead, an error
message will be displayed inidcating that there may be a problem with
the file system.

iii. If the IBMHOD directory already exists, run HODRemove.html to remove
the previous version of the cached client.

Note: a user with Administrator or Power User status can create the
IBMHOD directory automatically merely by installing the cached client.
However, the user with Administrator or Power User status must still
change the security settings of the IBMHOD directory as described above.

b. On client machines running Windows ME or Windows 95/98, have any
user create the following path:

c:\Documents and Settings\All Users\IBMHOD

After the above setup, any user can:
» Install the shared cached client

» Use the shared cached client

» Upgrade the shared cached client

After the shared cached client is installed, any user attempting to use the shared
cached client for the first time will be prompted to restart the browser.

Java 1 cached client support across the Internet

If you deploy the Java 1 cached client to the Internet, consider that your users
might use Host On-Demand with other business partners running Host
On-Demand servers at different service levels. This could be a problem if your
user needs different functions when accessing servers at different service levels.
Components of different service levels are not supported within a single cached
client, and there can be only one cached client on a machine.

This section discusses the problems that might occur.
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Also, if you want your users to be able to attach across the internet to servers
running different versions of Host On-Demand and you want your users to be
able to run the cached client with these servers, then you must install Host
On-Demand version 5.0.4 or higher on each server.

Note: These problems do not occur with the Java 2 cached client. See
“Increased flexibility with Java 2 cached clients” on page 216.

The remainder of this subsection is applicable only to the Java 1 cached client,
not to the Java 2 cached client.

Installed Java 1 cached client version is later than HOD server

If the software on the server is an earlier version than the cached software, the
cached client applet checks the version levels of the components and prevents
caching of any new components. To cache new components, remove the more
recent version of the cached client and then install the earlier version of the
cached client. To avoid this problem, select all the functions the user needs
(across all sites the user accesses) in the preload list when you create the HTML
page using the Deployment Wizard.

Installed Java 1 cached client version is earlier than HOD server
When a client points to a server running a later version of Host On-Demand, and
the upgrade test passes, all cached components are automatically upgraded (not
only the components defined in the HTML page’s preload list). Because all
cached and new components are upgraded simultaneously, the upgrade might
generate additional Web server load. After the upgrade, the client can point back
to the server running the earlier version of Host On-Demand, and the later
version of the cached client will function correctly.

Workarounds with Java 1 cached client
To prevent these complications with Java 1 cached clients, you can do some or
all of the following:

» Select all the functions a user needs (across all sites the user accesses) in a
preload list when you create an HTML page using the Deployment Wizard.

» Use the disable function of the Deployment Wizard to disable all functions not
in the preload list and the functions that are not needed for your users.

» Create separate HTML pages for different user groups.
» Give your HTML pages a name that identifies your company.
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If you are using locally stored preferences, the custom HTML pages you
create must have names unique to your company, because the HTML file
names are used to differentiate between the locally stored preferences of
different sites. Using generic names could cause preference conflicts for your
users.

» Always install Screen Customizer to prevent users who are accessing your
server from losing Screen Customizer functions when accessing other sites.

If you use the cached client on the Internet, you must install Screen
Customizer on your server. If a full-function version of Screen Customizer is
cached and Screen Customizer is not installed on the server, the cached
client applet issues an error message and prevents the upgrade.

If you have problems managing a cached client deployment across the Internet,
see the Host On-Demand support Web site for more information:

http://www.ibm.com/software/webservers/hostondemand

5.1.4 Emulator clients

The emulator clients provide emulation support for:

3270 displays
3270 printers
5250 displays
5250 printers
VT displays
FTP clients

vVvyvyvyYYyy

These are the most used clients. The emulator clients listed in Table 5-1 on
page 165 provide support for all of these terminal emulators. The Deployment
Wizard, (see Chapter 14, “Deployment Wizard” on page 529) provides you with
the capability of custom creating an emulator client that supports one or more of
these device types.

5.1.5 Problem determination clients

Problem determination clients have special functions that allow them to trace
sessions and log information for problem determination purposes. The default
Host On-Demand problem determination clients have the character string Debug
appended to the name of the file, for example HODDebug.html. The Deployment
Wizard can also create debug clients; however, the name of the file will not
indicate that debugging components have been included.
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5.1.6 Function On-Demand client

The Function On-Demand (HODThin.htm1) client is much smaller that the other
clients. On the initial download only the basic functions are downloaded, thus
greatly reducing the startup time. Other functions are downloaded only when
they are required. Some functions may be required immediately (such as the
3270 emulator), while other functions (file transfer, for example) might never be
invoked or might not be needed for a long time.

The Function On-Demand client can be configured with the traditional “green
screen” interface, or it can be configured with the Screen Customizer interface.

You can also custom build your own function on-demand client using the
Deployment Wizard, specifying what functions are enabled and what functions
are to be downloaded initially. We recommended that you use the Deployment
Wizard to create a customized HTML file instead of the Function On-Demand
client to better suit your requirements.

The default function on-demand client, HODThin.html, is a download client;
however, with the Deployment Wizard you can create a cached function
on-demand client that initially loads the functions you wish. Refer to Chapter 14,
“Deployment Wizard” on page 529 for details.

Note: The Function On-Demand client is not available with Java 2-enabled
Web browsers. See 5.14, “The Java 2 download client” on page 220.

5.2 Componentization

172

The Host On-Demand cached client has been identified as the overwhelmingly
preferred Host On-Demand client. In Host On-Demand Version 4, the cached
client needed to include all the class files that could possibly be used by all four
emulator types and all functional components, such as macro recording and
playback, ColorRemap, and all possible code pages. This produced a very large
archive file of class files, many of which would probably never be used.
Downloading these files, although done only when the files changed, created a
response time problem for users on slower speed lines as well as a network
utilization problem.

The cleanest way to resolve these concerns was to break each function into its
own archive file, and then a smaller client could be built that contained only the
functions required by the user. This technique is referred to as componentization

With the introduction of componentization, Host On-Demand was able to
implement smart caching. See 5.3, “Smart caching” on page 174.
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Table 5-2 provides a breakdown of JAR /CAB files that are sent to the
workstation for a cached client installation. In this table, the base install is
represented by the first five JAR files (CAB files if using Internet Explorer). These
files are common across all client emulators and represent the minimum cache
install available.

The lower portion of Table 5-2 includes files that are required for specific
emulation requirements such as 3270 Display. By selecting a specific column,
such as 3270 Display, a list of required files may be obtained. The administrator
can calculate the approximate size of the cached client and estimate installation
time for a new installation or code update.

Table 5-2 Required class files by client

Class File 3270 5250 3287 5250 VT100/ | CICS

Names Display | Display | Printer Printer 220 Gateway
Display

ha_en.jar X X X X X X

habasen.jar X X X X X X

hacp.jar X X X X X X

hodbasen.jar | X X X X X X

hodimg.jar

ha3270n.jar X X

hafntap.jar X X

hafntib.jar X X

ha5250n.jar X

haprintn.jar X X X

havtn.jar X

hacicsn.jar X

ha3270pn.jar X

ha5250n.jar X

ha5250pn.jar X

For further information, please refer to the IBM Host Access Toolkit documentation
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5.3 Smart caching

Smart caching is the ability to cache and upgrade individual components of the
client, even components that were not included in the initial loading of the client.
A side benefit is the ability to create a smaller client footprint for network
distribution that includes only basic functionality for downloading to the
workstation, and incrementally adding only those functions that the user actually
uses rather than all the functions that the user may use. In Table 5-2 on

page 173, you can see the basic components that are required to have a
functional Host On-Demand client. The remainder of the associated JAR/CAB
files are downloaded and maintained in permanent cache only when the user
requests a function requiring that function, for example file transfer.

This configuration or packaging of required components is accomplished with the
use of the Deployment Wizard. Refer to Chapter 14, “Deployment Wizard” on
page 529 for details. Several independent configurations can be created to
satisfy specific client requirements within a large diverse environment. For
example, several organizations require keyboard remapping and file transfer
capabilities. Instead of shipping the necessary JAR file to everyone, a specific
HTML page is created for their unique requirements reducing the installation time
and network contention. Other advantages include controlling specific
configuration of the client’s capabilities. This may be necessary if the workstation
is a shared device or security may be an issue.

5.4 Utility clients

174

There are three valuable utility clients:
» New user client
This client allows non-administrative users to create other user accounts.
» Remove cached client (autodetect Java 1 or Java 2)
This client is used to remove a Java 1 or Java 2 cached client from a browser.
» Remove cached client (Java 1 only)
This client is used to remove a Java 1 cached client from a browser.
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5.4.1 New user client

If the administrator has checked the Allow users to create accounts option in
the Users/Groups view of the Host On-Demand administration applet, users will
be allowed to load a special client, NewUser.html, that allows them to create
accounts for themselves or other users. The purpose of this client facility is to
remove some of the load from the administrator and delegate the responsibility
for creating users to department managers, site managers, or other designated
people.

The default HTML file will insert users into the default Host On-Demand group,
HOD, when an account is created. This file can be used as a template to create
customized applets that will allow a user to be inserted into specific groups or

combinations.

To add users to a group other than HOD, you must modify the following HTML
parameter:

<PARAM NAME="Groups" VALUE="HOD">

You may replace HOD with any previously defined group. If you are using the Host
On-Demand default data store, you may specify more than one group separated
by commas. For example by specifying the following parameter:

<PARAM NAME="Groups" VALUE="ProjectlLeader, HOD">
Users will be added to both the ProjectLeader and HOD groups.

This utility is available in three forms:

» Download client - NewUser.htm]

» Cached client - NewUserCached.htm]

» Cached problem determination - NewUserCachedDebug.html

5.4.2 Remove cached client

HODRemove.html is the remove cached client utility. In Host On-Demand Version 4
this utility was used to remove the cached from the Netscape browser after Host
On-Demand stopped using Netscape’s smartupdate function to manage the
persistently cached applications. Users of Internet Explorer continued to use the
facilities of Internet Explorer to remove the cached client. With the introduction of
Host On-Demand Version 5 and componentization (see 5.2, “Componentization”
on page 172), it became necessary for Host On-Demand to assume
management of the cached clients directly. This required all browsers to use the
HODRemove.html tool to clear the cache.
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In Host On-Demand 7.0, the remove cached client function was divided into two
types, both of which are handled by HODRemove.htm1.

1. Remove Cached Client (Autodetect Java 1 or Java 2)

This selection causes HODRemove.htm] to detect the browser type, either Java
1 or Java 2 enabled, and to remove the corresponding type of cached client
data.

If the browser type is Java 1, then HODRemove.html removes Java 1 cached
client data, if any is present.

In contrast, if the browser type is Java 2 enabled, then HODRemove . htm1
removes Java 2 cached client data, if any is present.

2. Remove Cached Client (Java 1 only)

This selection causes HODRemove.htm1 to remove Java 1 cached client data, if
any is present. (However, this selection does not work if the web browser is
Netscape 6.x).

For more information see “Removing the cached client” on page 217.

5.5 CICS Gateway client

176

The CICS Gateway client is a special 3270 emulator client. It connects only to a
distributed CICS Gateway, thus forcing a three-tiered environment. The CICS
Gateway client acts as a 3270 Telnet server, communicating with the client via
TN3270 protocol and with CICS via SNA protocol.

There are several limitations to the CICS Gateway client that force most users to
select the standard 3270 emulator client:

» SSL sessions are not supported

» You can't sign on to CICS

» The CECI transaction is always started

» You are limited by the EPI subset (no BMS PAGING/ACCUM, no RETURN
IMMEDIATE)

» No ATI support (STARTed transactions)

» The CICS Gateway client must connect via a distributed CICS Gateway, thus
forcing a three-tiered environment and arbitrarily increasing path lengths

Because of the above limitations, we recommend that under normal
circumstances you use the standard TN3270 emulator client.
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5.6 Database On-Demand

Refer to Chapter 6, “Database On-Demand” on page 247 for details on the
Database On-Demand client.

5.7 The emulator session window

An emulator session window consists of a title bar, a menu bar, a toolbar (with or
without explanatory text), a presentation space, an operator information area
(OIA), a keypad, and a status bar at the bottom of the window, as illustrated in
Figure 5-2.

Title bar & wiscPOK - A » =k

Menu bar Fie Edi Wiew Communication Actions Help
Toolbar &/ 2|%|5|6|%| | £|s|s|4 2

Macro mgr RIERIEEEEEET

VM/ESA ONLINE

- Poughkeepsie, N.Y. -
International Technical
Support Organization

. Internal 8-293-1660
Presentatlon External 845-433-1660

space VM Level: z/¥M V4 R2Z

You selected this node
through a PVM network. ..

To return to PVM from

this panel, enter: LOGOFF System Use is Restricted to IBM
in the COMMAND field. Management Approved Purposes Only
Fill in your USERID and PASSWORD and press ENTER

(Your password will not appear when you type it)

USERID

PASSWORD

COMMAND ===>
RUNNING WTSCPOK

OIA [E I 20/017

FF1 | FF2 | FF3 | FF4 | FF5 | FF6 | Enter | PA1 | Altn | Mewtine |

Keypad PF?7 | PFB | PF9 | PF10 | PF11 | PF12 | Clear | %) | sysRea | MewPad |
Status barl s [xhuzianza [

Figure 5-2 Host On-Demand session
In this section we will describe the OIA, and then discuss how the user or
administrator tailor an emulator session in the following ways:
» Customizing the toolbar
» Color remapping
» Keyboard remapping
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5.7.1 Operator information area

The operator information area (OIA) is located across the bottom portion of the
session window. This is where communication information is displayed. Almost
every position in the area is used at some time, though many may be blank at
any one time. The indicators are all explained in the Host On-Demand online
help, but some deserve special mention:

>

The first three columns show the type of connection and the condition of the
host application. As you log on and move through an application, the indicator
in column 3 changes.

If the session is using SSL security and is connected in encrypted mode,
column 4 has a + sign.

Column 7 shows the session ID or short name, from a to z.

Starting in column 19, you will sometimes see a Communications or Program
Check message, which includes a number. Such messages do not
necessarily indicate a problem but merely the status of the connection. For
example, you may see COMM 657, followed by COMM 655 as the
handshaking progresses and session connects; the length of time during
which the messages appear depends on the performance of the various links
and devices in the path.

Column 75 through 80 indicate the position of the cursor by row and column.
The position does not vary according to the screen size.

Table 5-3
Column Status Description

Character

M Indicates a connection has been established to a
Telnet server.

A The protocol in use is TCP/IP.

*or - The session has established an LU-LU connection
with an application program.

p - A SSCP-LU connection has been established but
the connection has not been established to the
application.

? -The session bind has not been established or is not
connected.

+ When the session data is encrypted, the character
“a” will change to “a+”.

a-z Indicates which host session you are using.
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Column Status Description
Character
9-17 X[] - (3270 session only) System response time. It is

made up of network hops and system response time
until the keyboard is unlocked for additional input.

X SYSTEM - Application or transaction is in response mode.
Keyboard is locked until process is complete.
X <-0-> -Indicates that an attempt was made to insert a

character into a protected field. Press reset and
move to an edit or update field.

19-26

75-80 Cursor position

Color remapping of the OIA cannot be modified by using the mouse pointer and
selecting an area. It requires the modification to be done by utilizing the
Advanced color remapping window (see 5.7.3, “Color remapping” on page 183).

5.7.2 Customizing the toolbar

Toolbar customization, new in Host On-Demand Version 6.0, allows
Administrators and users to add, edit and remove buttons on the session toolbar.
These buttons can be configured to launch an applet, run an application, go to a
URL, run a macro or perform a menu function. The toolbar settings are saved for
future sessions.

Administrators can deploy their own customized toolbars either by customizing a
session during the Deployment Wizard stage or at a later stage by importing a
customized session for a group or user in the administration utilities. By
pre-customizing the toolbar, this feature can be disabled for the user so they can
not add, modify, remove or reset the toolbar.

By default the toolbar appears with the following buttons; for clarity, the toolbar
text has been enabled (see Figure 5-3).
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Figure 5-3 Default 3270 toolbar with toolbar text enabled

Add button
By right-clicking in the toolbar area and selecting Add Button... you will be
presented with the window shown in Figure 5-4.

~1o/] x|

Communication ] Action ] Help Keystroke
spplication | URL | Mamo Fie | Edt

Enter Class Mame:

Enter Parameter (Optional):

Toolbar Text:

Description {Appears in Stakus Bar):

Ican:

[‘_,Q' Change... Default

Insert Spacer

Set to Default

|

Close Help

Figure 5-4 Add Button window for 3270 session
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Each button type has a unique attribute, for example the Class name for the
applet, along with the two common fields, Toolbar Text and the Description. The
Description will appear in the status bar at the bottom of the client window when
the mouse passes over the button.

If a user has a disabled function, for example playing a macro, they will not see
that tab on the Add Button window.

The tabs are arranged in the following order:

» Applet

This allows you to specify an applet you want to launch. Type the class name
with or without an extension. The applet must implement the
ECLAppletinterface in order to run.

» Application

Specify the full application path, along with any parameters in accordance
with the platform syntax. A Browse feature is provided as an aid in locating
the application.

» URL
Enter the URL that will be opened in a browser window.
» Macro

Choose from one of the prerecorded macros. The Toolbar Text and
Description fields will default to the macro name. These default values can be
edited if desired.

The File, Edit, View, Communication, Action and Help tabs are associated with
the drop-down menu functions.

The new button will appear to the left of where you right-clicked on the toolbar.
You can also add a button by selecting from the drop-down menu Edit ->
Preferences -> Toolbar -> Add Button.... When selecting from the drop-down
menu, the new button will be added to the end of the toolbar.

Modifications to the existing toolbar buttons and layout can be achieved by
right-clicking either the button to be modified, or elsewhere in the toolbar to insert
spacers.

Edit button

By right-clicking the desired button, and choosing Edit Button..., an Edit window
is displayed, allowing you to modify the button attributes (Figure 5-5).
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Figure 5-5 Modifying existing toolbar buttons

Remove button
Removing a toolbar button is done by right-clicking the button, and selecting
Remove.

Insert Spacer

Toolbar buttons can be grouped together or separated by the use of toolbar
spacers. By right-clicking the toolbar and selecting Insert Spacer, a spacer is
inserted to the left of where you clicked, with the outer buttons being shifted to
the right.
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Set to Default

By selecting Set to Default, the toolbar customizations will be removed, and the
toolbar will be reset back to the default settings. If a user resets a session that
contains customizations defined by the administrator for a group, as well as
personal customizations, both levels of customizations will be removed for the
period of that login. The administrator-defined customization will return on the
next login; however, the personal customization will have been permanently
removed.

Customizing the toolbar for spawned clients will not be saved, for example
making a file transfer in the VT session brings up the FTP client. While it is
possible to modify the toolbar for the spawned FTP client, the next invocation of
this FTP client will show the default toolbar.

Note: The Macro Manager toolbar item can not be customized.

5.7.3 Color remapping

Each host screen is made up of fields with attributes and elements. Elements are
simply a way to group fields that share the same attributes. When you remap a
color, all the fields that share those same attributes throughout your host
applications will also remap to the new color. If you are not familiar with field
elements and attributes, you may be surprised to see that other fields throughout
your host applications will be remapped to the same color. In addition you may
find other fields that were the original color will not be changed. These fields do
not contain the same attributes so they are different elements.

There are two ways to access the color mapping windows for Host On-Demand:
» From the drop-down menu, selecting Edit -> Preferences -> Color...
» Clicking the Setup display color button on the toolbar

The first window displayed is the basic color window (see Figure 5-6 on

page 184). To change a screen element, you must first click it in the session
window. The sample text will then adopt the attributes of this element. If the
element has foreground or background colors, they can be modified by clicking
the desired color in the palette. Foreground or background colors may also be
specified using RGB values by clicking either the Foreground color or
Background color buttons adjacent to the color palettes. In order to modify the
OIA, you must use the Advanced window as described below.
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Figure 5-6 Basic color mapping window

The Advanced color mapping window (see Figure 5-7), which is toggled by
clicking Advanced, allows modification to the base attributes, extended
background as well as the operator information area (OIA). Each session type,
3270, 5250 and VT, has its own unique elements that may be modified. These
elements and attributes are listed within the Host On-Demand online help.
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Figure 5-7 Advanced color mapping window

The Host On-Demand online documentation provides further information and
procedures for modifying the host session colors.
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5.7.4 Keyboard remapping

Most common host system functions are mapped to a key, but some are not. You
may want to change the function of a key, map an undefined function or create a
new function that currently isn’t mapped. The keyboard remapping function
provides the ability to display keyboard assignments on a per-key basis. The
basic procedures are covered the Host On-Demand online documentation;
however, it may prove helpful to discuss assigning keys to custom functions.

Assigning keys to custom functions

If you want to assign a key or key combination to a custom function that is not
listed under any categories in the Keyboard window, you must first define the

functions by adding them via HTML parameters. For pages generated via the

Deployment Wizard, the custom functions must be added using the Advanced
Options window as shown in Figure 5-8.

Advanced Options x|

Display | Other  Additional Parameters

Add options and HTML parameters that are not automatically included in the Deployment
‘Wizard, See "Help" for a list of parameters,

Iame: kustomKeyFunctionS

Value: | ogout|logout[enter]

Set |

Parameter name: Parameter value:
CustomkeyFunctionl Chrl-a] A
(CustomkeyFunctionz Login|myuserid[tabmypwlenter]

OF | Cancel | Help I

Figure 5-8 Creating custom functions in the Deployment Wizard

In the example, adding a “Logoff” function requires the following:

Parameter name This must be CustomKeyFunctionX where Xis the next
ordinal number, in this example 3.
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Parameter value This is the combination of Custom Function identified |
function data, for example Logoffllogofflenter]. Executing
this function would be the equivalent of typing Togoff
followed by pressing the Enter key.

For HTML pages not generated via the Deployment Wizard, you add the
parameter to the applet tag as highlighted in Example 5-1.

Example 5-1 Adding custom key functions to the applet tag

<applet archive=CachedAppletSupporter.jar mayscript name="CachedAppletLoader"
code="com. ibm.eNetwork.HOD.cached.appletloader.CachedAppletLoader" width="584"
height="450">

<param name=Cabinets value=CachedAppletSupporter.cab>

<param name=BookmarkPage value=AutoHODCached.html>

<param name=CachedClient value=true>

<!-- put Host On-Demand applet parameters here -->

<param name=CustomKeyFunctionl value=Logoff|logoff[enter]>

<p>If you are reading this message, your client platform is not capable of
running

IBM Host On-Demand. To run IBM Host On-Demand, you must have a Java-enabled
web

browser such as Netscape Navigator or Microsoft Internet Explorer.

</applet>

Note: Further information on coding the parameter value is included in the
Host On-Demand online help.

After completing the session information in the Deployment Wizard, or having
modified the HTML, and refreshing the session in the browser, you will now see
Custom Functions listed in the Category list box shown in Figure 5-9.
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Figure 5-9 Custom Functions has been added to the category drop-down menu

Keys can now be assigned to the custom functions in the usual way, as shown in
Figure 5-10.

key Assignment | Key Repetition |

Cateqgary ICustom Functions LI

Cuskom Functions I Key I
Ctrl-4 [ |
Login

T T

Assign a Key | Unassign Key | Cuskom Functions. ., |
Reset Key | Reset All | Search For Key |
OF | Cancel | Apply N Help |

Figure 5-10 Mapping keyboard shortcuts to custom functions.

After this mapping has been saved, in this example, pressing Ctrl+B is the same
as typing logoff followed by pressing the Enter key.
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5.8 Improvements to Java 2 support

5.8.1 Terms defined

Please note the terms below and their meanings in this book.
Table 5-4 Terms defined

Term: Meaning in this book:

Java 1 Refers to a Java 1.1.x JVM.

Java 2 Refers to a Java 1.3.x or Java 1.4.x JVM.
Java 1 class file A class file produced by a Java 1 compiler.
Java 2 class file A class file produced by a Java 2 compiler.
Java 1 browser Netscape 4.x, or

Internet Explorer with only its built-in Java 1 JVM

Java 2 enabled browser Netscape 6.x or Internet Explorer with the Java 2 plug-in
installed.

Java 1 cached client, The version of Host On-Demand compiled with a Java 1

Java 1 download client compiler, and intended to be run primarily on a Java 1
browser.

Java 2 cached client, The version of Host On-Demand compiled with a Java 2

Java 2 download client compiler, and intended to be run on a Java 2 enabled
browser.

5.8.2 Java 2 support before Host On-Demand 7.0

Host On-Demand 6.0 enabled a download client or a cached client to run
Netscape 6.x with the Java 2 plug-in. Version 6.0.3 allowed clients to run on
Internet Explorer with the Java 2 plug-in.

However, the Host On-Demand Version 6.0 client code that ran on these Java 2
enabled browsers was exclusively Java 1 code, compiled with Java 1 compilers.
There was as yet no Java 2 version of Host On-Demand.

In addition, some cached client features were not supported completely on Java
2 browsers:
» Delayed upgrades were not supported Java 2 cached clients.

» A Java 2 cached client configured with a preload list could not later download
an additional module.
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5.8.3 Java 2 support with Host On-Demand 7.0

In version 7.0, Host On-Demand greatly expanded its Java 2 support and added
new features that take advantage of Java 2 capabilities.

Java 2 support now includes:

>

Complete Java 1 and Java 2 versions of the Host On-Demand download
client and cached client.

In the Java 2 versions, all the graphical user interface components are Swing
(Java 2) components: panels, frames, menus, text fields, buttons, and so on.

Swing-enabled bean components in the toolkit.
For example, the Terminal bean is now a JPanel that can be integrated into a
Swing application.

The ability to specify in the Deployment Wizard whether an HTML file can be
run by Java 1 browsers, by Java 2 enabled browsers, or by either type of
browser.

This setting is called the client Java type. For more information about the
client Java type see “Client Java type: Java 1, Java 2, or Auto Detect” on
page 199 and “Effect of client Java type at startup” on page 202.

At run time, the HTML file detects the type of browser and whether the Java 2
plug-in is available, looks at the client Java type, and determines whether to
run the Java 1 version of Host On-Demand, run the Java 2 version, or take
some other action.

Support for Java 2 plug-ins from IBM, Sun, and Hewlett-Packard.

Inclusion of an install image for the IBM Java 2 plug-in version 1.3.1 runtime
for Win32.

Win32 Host On-Demand clients can download this install image from the Host
On-Demand server, no matter what platform the server is running on.

Java 2 detection built into the default HTML files, such as HOD_en.html,
HODCached en.html, and so on.

The Deployment Wizard re-implemented to run as a Java 2 applet as well as
an application, with usability and other improvements.

Fixes for two limitations of Java 2 cached clients present in Host On-Demand
6.0 (see the previous section):

— Delayed upgrades are now supported with Java 2 cached clients.
— Subsequent downloads are now supported on a Java 2 cached client
configured with a preload list.

Increased flexibility with Java 2 cached clients.
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Users who are running the cached client can switch among several different
servers running different versions of Host On-Demand without having to
remove and re-install the cached client.

5.8.4 Features that take advantage of Java 2

The following features of Host On-Demand, which were introduced in Version
7.0, are available to a Host On-Demand client only if:

» The client is running a Java-2-enabled browser, and
» The client Java type of the HTML file has been set to Java 2 or Auto Detect.

The features are:

» Visual settings and key remapping features that make computers more
accessible to persons with physical disabilities. These changes affect the
runtime and the Deployment Wizard.

» Auto IME (Input Method Editor) and on-the-spot conversion for DBCS
languages.

Auto IME is the ability to switch between editing modes when moving from a
DBCS field to a non-DBCS field or vice versa. On-the-spot conversion is the
ability to select from among several closely related DBCS characters using a
popup that appears in a location that is contiguous to the editing area.

» Screen print improvements: page header and footer and the ability to set
margins, orientation, paper size, and paper source.

» The ability to start a session minimized -- useful for starting associated printer
sessions.

For additional information on these features see the Host On-Demand online
documentation.

5.8.5 Look and feel with Java 2 version of Host On-Demand

190

This section describes some of visible differences between the Java 1 version
and the Java 2 version of the Host On-Demand runtime.

If you are running an HTML file that was created or edited with the Host
On-Demand 7.0 Deployment Wizard, and the HTML file's client Java type is Java
2, and you are not seeing the differences listed below, then try clearing the
browser's cache and restarting the browser.

» The window containing the session icons on the Host On-Demand desktop
has a tab labeled Host On-Demand Client. The tab is on the left side of the
upper edge of the window. See the figure below.

IBM Host Access Client Package Update



Draft Document for Review November 24, 2002 6:23 pm 6182ClientConf.fm

'3 augj2dl.html - Microsoft Internet Explorer ;Iglll

J File  Edit View Favorites Tools  Help |
JAddress I@ http: figaitherfhodfaugjzdl. html? JavaType=javaz j @Go

IBM WebSphere Host On-Demand I

Host On-Demand Client
onrigured Sessions Active Sessions

Click the icons with the right mouse-button,

3270 5250 VT @

3270 Display 5250 Display WT Display

Help |

|@ Applet started. ’_’_ Local intranet:
Figure 5-11 Java 2 window containing session icons has tab

» After a session is started, clicking File on the session panel's menu bar pops
up a submenu which includes the option Print Screen Setup. The figure below
shows a session panel with the Print Screen Setup menu option selected.

File Edit Wew Communication Actions Help

Jumnphesxt El%l[&%lﬁll ||-|£|E|

Run the Same I

Prink Screen Setup Page Setup...

Prink Screen Prink Setup...

LSO -ional Technical

Support Organization

Internal 8§-293-1660
External 8§45-433-1660
VM Level: z/VM V4 R2

You selected this node
through a PVM network. ..

Figure 5-12 Java 2 session window with Print Screen Setup option
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» After a session is started, moving the mouse pointer over a graphics image
inside the session panel causes a small text popup to appear. This is an
illustration of the capability of Java 2 to provide assistive information for
computer users with physical handicaps. The figure below shows one of these
popups with the text "Set up display colors".

File Edit View Communication Actions Help

BT r| 2% ||| B 0] s s]a] =
OHLI E e

To return to PYM from
Figure 5-13 Java 2 session window with text popup over graphic image

» The Host On-Demand version information on the session panel's About box
includes the word's Java 2. The figure below shows the About box. Note the
words Java 2 at the bottom of the box as part of the version information.

& About Host On-Demand 10l =l

IBM WebSphere
Host On-Demand

Licensed Materials - Property DF‘IBM

{c) Copyright IBM Corp, 1997, 2002, All rights reserved,
US Government Users Restricked Rights -

Use, duplication, or disclosure restricked

by GS& ADP Schedule Contract with IBM Corp,
7.0.0-B20020930 Java 2

Figure 5-14 About box for Java 2 version of Host On-Demand

» The Java 2 Plug-in's Java console includes the same version information as
the About box, including the words Java 2. See Figure 5-30 on page 229.

» Different Java security message box.

192  IBM Host Access Client Package Update



Draft Document for Review November 24, 2002 6:23 pm 6182ClientConf.fm

Java Security Warning ll

The Java 2 security message box is different from the Java 1 security
message box. Also, for Java 2 just one message box is popped up and is for
all the privileges requested. In contrast, for Java 1 a separate message box is
popped up at the time each type of privilege is requested. The figure below
show the Java 2 security message box for the IBM Java 2 Plug-in 1.3.1 for
Win32.

Do youwant to install and run signed applet distributed by "International
Eusiness Machines"?

Fublisher authenticity verified by: "WeriSign, Inc."

yjig The security certificate was issued by a company that is trusted.

yjig The security certificate has not expired and is still valid.

Caution: "International BEusiness Machines" asserts that this content is safe. You
should anly installiview this content if you trust "International Business
Machines" to make that assertion.

| Grant this session || Deny || Grant always || View Certificate

Figure 5-15 Java 2 Plug-in security warning

5.9 Java 2 practical issues

This section addresses practical issues involved in using Java 2 version of Host
On-Demand.

The information in this section is relatively brief and at a high level. For more
specific, detailed information:

>

On client Java types (Java 1, Java 2, Auto Detect), see 5.10, “Client Java
type: Java 1, Java 2, or Auto Detect” on page 199 and 5.11, “Effect of client
Java type at startup” on page 202.

On the Java 2 download client, see 5.14, “The Java 2 download client” on
page 220.

On the Java 2 cached client, see 5.13, “The Java 2 cached client” on
page 210.

On removing the Java 1 and Java 2 cached clients, see 5.13.7, “Removing
the cached client” on page 217.

On browsers, see 5.15, “Web browsers: Java 1 and Java 2 enabled” on
page 221.
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» On the Java 2 plug-in, see 5.16, “The Java 2 plug-in” on page 227.
» On the sticky cache, see 5.17.1, “More information on the Java 2 sticky

cache” on page 236.

5.9.1 Advantages of switching clients to Java 2 enabled browsers

The advantages of having clients switch to Java 2 enabled browsers are:
» Your clients will be able to use the new features of Host On-Demand that are

available when the client is running the Java 2 version of Host On-Demand.
See “Features that take advantage of Java 2” on page 190.

You will have support for the JVMs.

IBM, Sun, and Hewlett-Packard currently provide support (bug fixes) for their
Java 2 JVMs.

In contrast, IBM and Sun no longer fix bugs in their Java 1 JVMs. However,
Microsoft is continuing for now to support the Java 1 JVM that is included as a
part of Internet Browser.

You are better positioned for the future.

It is likely, although not a foregone conclusion, that in future releases of Host
On-Demand IBM may eventually be obliged to implement some new features
only in the Java 2 version of Host On-Demand, because of the extra cost of
implementing new features in both the Java 2 and the Java 1 version.

5.9.2 Limitations and workarounds
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This section describes limitations and workarounds in Java 2 support by Host
On-Demand.

Cached client
The following limitation exist in Host On-Demand cached client support:

» Java 2 cached clients cannot be upgraded in the background. There is no

workaround at present.

Download client

The following limitations exist in Host On-Demand download client support. For
the reasons behind these limitations see “Reasons for three limitations on the
Java 2 download client” on page 239.

. When a Java 2 download client is configured with a preload list, no additional

components can be downloaded later.
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The workaround is to configure the client so that every component that may
be needed is included in the preload list.

Note: components in the preload list are downloaded as JAR files. Because
JAR files contain compressed data, components that are specified in the
preload list are downloaded more quickly than loose class files would be
downloaded.

2. The Function On-Demand client (HODThin.html) will not run correctly on Java
2-enabled Web browsers.

The workaround is to create a custom HTML file using the Deployment
Wizard that includes all the components that the client will need.

3. The default download clients (such as HOD_en.html, HODCached_en.html,
and so on) do not include some components. For more information see the
online documentation.

The workaround is to create a custom HTML file using the Deployment
Wizard that includes all the components that the client will need.

Miscellaneous

For additional limitations and workarounds, especially those having to do with
particular versions of the Java 2 plug-in used with certain national languages,
see the Host On-Demand online documentation and the readme file.

5.9.3 Effects on system resources

Running the Java 2 version of Host On-Demand affects the client system in the
following ways:

» A slightly longer time is required before the Host On-Demand desktop
appears.

The delay is due to the facts that:

— If the client Java type is Java 2 or Auto Detect, then the HTML file has to
detect the browser type and determine whether the Java 2 plug-in is
present.

— The Java 2 plug-in has to be loaded.

» Additional disk space is required if the Java 2 cached client attaches to
multiple servers.

The reason is that the Java 2 cached client components are installed in the
Java 2 plug-in's sticky cache, which stores a separate set of components for
each server visited.
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For example, if a user visits two servers running the same level of Host
On-Demand, and runs an HTML file that is the same on both servers, then
two sets of Host On-Demand components will be stored in the Java 2 sticky
cache. Each set will be associated with one of the servers and will be re-used
if the user visits the server again.

5.9.4 Must | migrate my existing HOD 6.0 Deployment Wizard files?

196

Migration in this section refers to using the Host On-Demand 7.0 Deployment
Wizard to regenerate HTML files that were created using the Host On-Demand
6.0 Deployment Wizard.

» You do not need to migrate HTML files that are used only by clients running

Java 1 browsers.
Specifically we are referring to the following situation:

— Your clients have been running Java 1 browsers and will continue to do so.

— You created HTML files using Host On-Demand 6.0 Deployment Wizard.

— Your clients have been using these files to connect with a Host
On-Demand 6.0 server.

— Your clients now are going to use these files to connect with a Host
On-Demand 7.0 server.

In this situation, you do not need to migrate your files using the Host
On-Demand 7.0 Deployment Wizard.

IBM recommends that you migrate HTML files that are used by clients running
Java 2 enabled browsers.

Specifically we are referring to the following situation:

— Your clients have been running Java 2 enabled browsers and will continue
to do so.

— You created HTML files using Host On-Demand 6.0 Deployment Wizard.

— Your clients have been using these files to connect with a Host
On-Demand 6.0 server.

— Your clients now are going to use these files to connect with a Host
On-Demand 7.0 server.

In this situation, you actually do not need to migrate your files using Host
On-Demand 7.0 Deployment Wizard. Your files will continue to function as
they did when your clients attached to a Host On-Demand 6.0 server.

Unfortunately, this level of functionality means that the Java 2 enabled
browsers will download Host On-Demand 7.0 Java 1 code modules, not Java
2 code modules. Your clients will not be able to use any of the Java 2
functionality in Host On-Demand 7.0.
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If you want your clients to use any Java 2 functionality in Host On-Demand
7.0, then you must migrate the HTML files that you created with Host
On-Demand 6.0.

For these reasons, IBM recommends in this situation that you migrate your
HTML files.

5.9.5 What if | want to continue running Java 1 browsers only?

If your clients are running Java 1 browsers only, and you want to continue that
practice for the time being, then you have only a few tasks, or none, to perform.

>

Your clients should already be running Netscape 4.x or Internet Explorer
without the Java 2 plug-in.

You do not have to migrate your existing HTML files that you created with the
Deployment Wizard from Host On-Demand 6.0. These files will continue to
run with Host On-Demand 7.0. See “Must | migrate my existing HOD 6.0
Deployment Wizard files?” on page 196.

If you do want or need to migrate your existing HTML files, use the
Deployment Wizard from Host On-Demand 7.0. On the Additional Functions
page, set the Client Java Type field to Java 1.

If your clients use one of the default HTML files, such as HOD_en.html or
HODCached_en.html, you can improve start up time by making the following
change. Edit the HTML files with a text editor as follows:

-- Find the JavaScript line

var hod JavaType = 'detect' ;
-- Change it to

var hod_JavaType = 'javal' ;

This change will cause the HTML file to immediately launch the Host
On-Demand applet on the browser’s Java 1 JVM rather than try to detect
whether the browser is Java 1 or Java 2 enabled.

On new workstations:

— Verify that a Java 1 browser is installed.
— Verify that the Java 1 browser has access to a Java 1JVM. See 5.15, “Web
browsers: Java 1 and Java 2 enabled” on page 221.

5.9.6 What if | am already running Java 2 enabled browsers?

If some or all of your clients are running Java 2 enabled browsers, then you may
have a few tasks to perform.
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Your clients should already be running a Java 2 capable browser with a Java 2
plug-in.

If necessary, for client machines running Internet Explorer, use the Java 2
Plug-in Control Panel to verify that the default JVM for Internet Explorer is
NOT set to the Java 2 plug-in. For more information see “Default JVM for
Internet Explorer must be MS Java 1 JVM” on page 224.

Although your existing Java 2 HTML files would run on Host On-Demand 7.0,
they would continue to download Java 1 modules just as they did in Host
On-Demand 6.0. Therefore you should migrate your existing HTML files. See
5.9.4, “Must | migrate my existing HOD 6.0 Deployment Wizard files?” on
page 196.

If you want to or need to migrate your existing HTML files, use the Host
On-Demand 7.0 Deployment Wizard. On the Additional Options page:

— Set the Client Java Type field to Java 2 if ALL your clients are using Java 2
enabled browsers, or

— Set the Client Java Type field to Auto Detect if some of your clients are
using Java 2 enabled browsers and others are using Java 1 browsers, or if
you are not sure.

Users should remove any previous Java 1 cached client or Java 2 cached
client from their workstations.

On new workstations:

— Verify that a Java 2 capable browser is installed.

— Verify that a Java 2 plug-in is installed.

— For Internet Explorer, use the Java 2 Plug-in Control panel to verify that
Internet Explorer's default JVM is NOT set to the Java 2 plug-in. For more
information see “Default JVM for Internet Explorer must be MS Java 1
JVM” on page 224.

5.9.7 What if | want to migrate my users to Java 2 enabled browsers?

198

If all your clients are running Java 1 browsers, and you want to change some or
all of your clients to Java 2 enabled browsers, you have a few tasks to perform.

» You probably want your clients that are changing to Java 2 enabled browsers

to download the Java 2 version of Host On-Demand, rather than to download
Java 1 modules as in Host On-Demand 6.0. Therefore, you should migrate
your existing HTML files. See “Must | migrate my existing HOD 6.0
Deployment Wizard files?” on page 196.

If you want to or need to migrate your existing HTML files, use the
Deployment Wizard from Host On-Demand 7.0. On the Additional Options

page:
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— Set the Client Java Type field to Java 2 if ALL your clients are using Java 2
enabled browsers, or

— Set the Client Java Type field to Auto Detect if some of your clients are
using Java 2 enabled browsers and others are using Java 1 browsers, or if
you are not sure.

» Users should remove any previous Java 1 cached client or Java 2 cached
client from their workstation.

» On all workstations that will use Java 2:

— Verify that a Java 2 capable browser is installed.

— Verify that a Java 2 plug-in is installed.

— If necessary, for client machines running Internet Explorer, use the Java 2
Plug-in Control Panel to verify that Internet Explorer's default JVM is NOT
set to the Java 2 plug-in. For more information see “Default JVM for
Internet Explorer must be MS Java 1 JVM” on page 224.

5.10 Client Java type: Java 1, Java 2, or Auto Detect

Host On-Demand 7.0 added to the Deployment Wizard the concept of client Java
type. The possible settings for client Java type are: Java 1, Java 2, and Auto
Detect.

5.10.1 Overview

The Client Java Type field appears on the Additional Options page of the
Deployment Wizard. This page is shown in the figure below. The client Java type
is set to Java 1.
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E‘%IBM Host On-Demand Deployment Wizard £ |EI|1|
Additional Options

‘fou can allow or not allow users to save changes they make to the session {e.g.. font,
colors, macros, added sessions, etc. ).

Persist user changes?
&+ ‘Yag

" No

‘fou can have the Host On-Demand applet cached on user's systems, This reduces
subsequent downloads, as only updated components will need to be downloaded.

Cache Host On-Demand applet?

& Yes (Recommended) Cache Options... |

" No

Choose the type of Java you expect your clients' browsers to be running. Select Auto Detect
if wou are not sure ko support both bypes,

Client Java Type?
Java 1 =

Configure additional HTML parameters, HTML
templates, codebase, display options and more

Preload Options... | Configure the size of the initial download by selecting
which components are included in the initial download

Advanced Options... |

Cancel |

Help |

Figure 5-16 Deployment Wizard page showing Client Java Type field

The following sections discuss the client Java types. For the specific effect that
each of these settings has at startup see 5.11, “Effect of client Java type at
startup” on page 202.

5.10.2 Java 1

200

Choose this setting if you know that all your Host On-Demand clients are running
Java 1 browsers.

Choosing this setting instead of Auto Detect will save your clients the small but,
for slower systems, appreciable time that would be required for the HTML file to
detect whether the client browser type is Java 1 or Java 2 enabled.

In one unusual situation you must choose the Java 1 setting rather than Auto
Detect. This situation, which is also described in the online documentation, is:
» Your deployment uses the Configuration server-based model.

» Your server has been running Host On-Demand 6.0.x or earlier.

» You are now installing Host On-Demand 7.0 on the server.
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» You want to use cached client controls so that not all Java 1 clients are
upgraded on their first try (deferred upgrades).

In this situation, you must specify Java 1 rather than Auto Detect. If you specify
Auto Detect, your clients will not be able to run Host On-Demand properly.
Alternatively, you can change your HTML file settings not to use deferred
upgrades.

After all your clients have upgraded to Host On-Demand 7.0, you are no longer
exposed to this problem. At this point you can change the client Java type of the
HTML file from Java 1 to Auto Detect if you wish.

5.10.3 Java 2

Choose this setting if you know that all your Host On-Demand clients are running
Java 2 enabled browsers.

Choosing this setting instead of Auto Detect will save your clients the small but,
for slower systems, appreciable time that would be required for the HTML file to
detect whether the client browser type is Java 1 or Java 2 enabled.

Choosing this setting will also require your users, or in some scenarios merely
remind them, to use a Java 2 enabled browser in order to take advantage of the
capabilities of the Java 2 version of Host On-Demand.

Note: Occasionally a problem occurs that causes the HTML file to fail to
detect the Java 2 plug-in when it is in fact present. As a result the HTML file
behaves at startup as if the Java 2 plug-in were not installed. The workaround
is to retry the operation. The detection usually succeeds on the second try.

5.10.4 Auto detect

Choose this setting if you know that some of your Host On-Demand clients are
using Java 1 browsers while other clients are using Java 2 enabled browsers, or
if you are not sure.

Choosing this setting instead of Java 1 or Java 2 will allow both types of clients to
use Host On-Demand, but will also impose a small but, for slower systems,
appreciable delay while the HTML file detects whether the client browser type is
Java 1 or Java 2 enabled.

For an unusual situation in which you must use Java 1 instead of Auto Detect see
section 5.10.2, “Java 1” on page 200.
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5.11 Effect of client Java type at startup

The tables in this section show what occurs at startup for each client Java type.
The results depend not only on the client Java type but also on the browser type
and whether the client is a download client or a cached client.

These tables assume that Internet Explorer’s default JVM is set to the Microsoft
Java 1 JVM. For more information on this topic see “Default JVM for Internet
Explorer must be MS Java 1 JVM” on page 224.

5.11.1 Messages
The figure below shows the message displayed when:
» The client Java type is Java 1 or Java 2.
» The browser is Netscape 6.x without a Java 2 plug-in.
» The client is a download client or a cached client.

Click khere ta get the plugin
Figure 5-17 Netscape 6.x message prompting user to download a Java 2 plugin

The next figure shows the messages displayed when:

» The client Java type is Java 2.

» The browser is Netscape 4.x or Internet Explorer without the Java 2 plugin.
» The client is a download client or a cached client.

» The platform is Win32.

This figure shows the message for the Win32 platform:

Microsoft Internet Explorer 3 5'

¥ou are running a configuration that requires a Java 2 Plugin to function. Do wou want to get the plugin From the Hosk
On-Demand server? Click OK to get the plugin, or click Cancel to continue without the functions that require Java 2,

Cancel |

Figure 5-18 You are running a configuration that requires a Java 2 Plug-in to function

A similar message is shown in the same situation for the non-Win32 platform, but
the user is told to contact the system administrator in order to get the plug-in.
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Example 5-2 Non-Win32 platform message

You are running a configuration that requires a Java 2 Plugin to function.
Please contact your administrator to obtain the necessary Java 2 Support. Host
On-Demand will continue without the functions that require Java 2.

The figure below shows the message displayed when:
» The client Java type is Java 1.

» The browser is Netscape 6.x with a Java 2 plug-in.
» The client is a cached client.

atert x|

i_ This bype of Cached Client is not suppaorted with JavaZz enabled browsers,
i See your HOD Administrator for additional details,

Figure 5-19 This type of cached client is not supported with Java 2 enabled browsers

5.11.2 Startup behavior for Java 1 download client

The table below shows the startup behavior for the Java 1 download client based
on the client Java type and the browser type.

Table 5-5 Startup behavior for Java 1 download client

Client Java Browser type: Result:
type in
Deployment
Wizard:
Java 1 or Netscape 4.x HTML file runs Java 1 download client
Auto Detect
Java 1 or Internet Explorer HTML file runs Java 1 download client
Auto Detect without Java 2
plug-in
Java 1 Internet Explorer HTML file runs Java 1 download client

with Java 2 plug-in

Java 1 or Netscape 6.x Netscape 6.x displays warning message in
Auto Detect without Java 2 Figure 5-17 on page 202. User options:
plug-in - Quiit; or

- Click to download Sun Java 2 plug-in
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Client Java
type in
Deployment
Wizard:

Browser type:

Result:

Java 1

Netscape 6.x with
Java 2 plug-in

HTML file runs Java 1 download client

5.11.3 Startup behavior for Java 2 download client

The table below shows the startup behaviorfor the Java 2 download client based

on the client Java type and the browser type.

Table 5-6 Startup behavior for Java 2 download client

Client Java
type in
Deployment
Wizard:

Browser type:

Result:

Java 2

Netscape 4.x

HTML file displays warning message,
see Figure 5-18 on page 202.

User options if Win32 platform:

- Cancel; or

- Run Java 1 download client; or

- Download IBM Java 2 plug-in for Win32
User options if non-Win32 platform

- Cancel; or

- Run Java 1 download client

Java 2

Internet Explorer
without Java 2

plug-in

HTML file displays warning message,
see Figure 5-18 on page 202.

User options if Win32 platform:

- Cancel; or

- Run Java 1 download client; or

- Download IBM Java 2 plug-in for Win32
User options if non-Win32 platform

- Cancel; or

- Run Java 1 download client

Java 2 or
Auto Detect

Internet Explorer
with Java 2 plug-in

HTML file runs Java 2 download client

Java 2 or
Auto Detect

Netscape 6.x
without Java 2

plug-in

Netscape 6.x displays warning message,
see Figure 5-17 on page 202.

User options:

- Quiit; or

- Download Sun Java 2 plug-in
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Client Java
type in
Deployment
Wizard:

Browser type:

Result:

Java 2 or
Auto Detect

Netscape 6.x with
Java 2 plug-in

HTML file runs Java 2download client

5.11.4 Startup behavior for Java 1 cached client

The table below shows the startup behavior for the Java 1 cached client based
on the client Java type and the browser type.

Table 5-7 Startup behavior for Java 1 cached client

Client Java
type in
Deployment
Wizard:

Browser type:

Result:

Java 1 or
Auto Detect

Netscape 4.x

HTML file installs Java 1 cached client.
User restarts browser.
HTML file launches Java 1 cached client.

Java 1 or
Auto Detect

Internet Explorer
without Java 2

plug-in

HTML file installs Java 1 cached client.
User restarts browser.
HTML file launches Java 1 cached client.

Java 1

Internet Explorer
with Java 2 plug-in

HTML file installs Java 1 cached client.
User restarts browser.
HTML file launches Java 1 cached client.

Java 1 or
Auto Detect

Netscape 6.x
without Java 2

plug-in

Netscape 6.x displays warning message,
see Figure 5-17 on page 202.

User options:

- Quiit; or

- Click to download Sun Java 2 plug-in

Java 1

Netscape 6.x with
Java 2 plug-in

HTML file:

- Displays error message,

see Figure 5-19 on page 203.

- Refuses to install cached client.
User option:

- Quit, then see system administrator.
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5.11.5 Startup behavior for Java 2 cached client

The table below shows the startup behavior for the Java 2 cached client based
on the client Java type and the browser type.

Table 5-8 Startup behavior for Java 2 cached client

Client Java
type in
Deployment
Wizard:

Browser type:

Result:

Java 2

Netscape 4.x

1) HTML file displays warning message,
see Figure 5-18 on page 202.

User options if Win32 platform:

- Cancel; or

- Choose to install Java 1 cached client; or
- Download IBM Java 2 plug-in for Win32
User options if non-Win32 platform

- Cancel; or

- Choose to install Java 1 cached client
2) Assume: user chooses to install Java 1
cached client.

3) HTML file installs and launches Java 1
cached client.

Java 2

Internet Explorer
without Java 2

plug-in

1) HTML file displays warning message,
see Figure 5-18 on page 202.

User options if Win32 platform:

- Cancel; or

- Choose to install Java 1 cached client; or
- Download IBM Java 2 plug-in for Win32
User options if non-Win32 platform

- Cancel; or

- Choose to install Java 1 cached client
2) Assume: user chooses to install Java 1
cached client.

3) HTML file installs and launches Java 1
cached client.

Java 2 or
Auto Detect

Internet Explorer
with Java 2 plug-in

HTML file installs and launches Java 2 cached
client.

Java 2 or
Auto Detect

Netscape 6.x
without Java 2

plug-in

Netscape 6.x displays warning message,
see Figure 5-17 on page 202.

User options:

- Quiit; or

- Click to download Sun Java 2 plug-in

Java 2 or
Auto Detect

Netscape 6.x with
Java 2 plug-in

HTML file installs and launches Java 2 cached
client.
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5.12 Download client and cached client implementation

This section describes:
» The applets that are launched for the download client and the cached client.

» How the Host On-Demand components are stored for the download client and
the cached client.

For more details see 5.17.4, “More information on launching the Host
On-Demand applets” on page 241.

5.12.1 HostOnDemand applet and CachedAppletSupport applet

The HostOnDemand applet

The HostOnDemand applet is the applet that is launched for a download client by
the HTML file. The actual class file for the Java 1 version of Host On-Demand is
HostOnDemand.class, and the actual class file for the Java 2 version of Host
On-Demand is a separate module that is also named HostOnDemand.class.
When the HostOnDemand applet is launched the applet puts up the appropriate
version (Java 1 or Java 2 ) of the Host On-Demand desktop and manages the
desktop and sessions.

When the download client is running, if the JVM is Java 1, and there is a preload
list, and an additional component is needed, the browser downloads from the
server the loose class files that make up the component. In contrast, if the JVM
is Java 2, no additional components can be downloaded. See 5.14, “The Java 2
download client” on page 220.

The CachedAppletSupport applet

The CachedAppletSupport applet is the applet that is launched for a cached
client by the HTML file. The actual class file for the Java 1 version of Host
On-Demand is CachedAppletSupportApplet.class, and the actual class file for
the Java 2 version of Host On-Demand is CachedAppletLoader.class.

When the CachedAppletSupport applet is launched, it checks whether the
cached client components have been installed. If not, then
CachedAppletSupport applet installs the cached client components. Then it
either tells the user to restart the browser in order to start the cached client (if this
is the Java 1 CachedAppletSupport applet) or else it immediately starts the
cached client (if this is the Java 2 CachedAppletSupport applet). To start the
cached client, the CachedAppletSupport applet launches the HostOnDemand
applet, the same applet that is used for the download client.
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When the cached client is running, whether the JVM is Java 1 or Java 2, if there
is a preload list, and an additional component is needed, the
CachedAppletSupport applet arranges for the component to be downloaded from
the server. Then the user must restart the browser.

5.12.2 How Host On-Demand component modules are stored

A component is a functional unit, such as 3270 Display Sessions or 3270 Printer
Sessions. A component is made up of one or possibly more than one
downloadable module.

A downloadable module may be:

» A signed archive file, such as a JAR file or a CAB file, that contains a
collection of related individual Java class files; or

» An individual Java class file. The class file may be a Java 1 class file (that is,
created by a Java 1 compiler) or a Java 2 class file (that is, created by a Java
2 compiler).

The following table summarizes how the modules that make up Host On-Demand
components are downloaded and stored for the Java 1 and Java 2 download
clients and cached clients.

Table 5-9 How components are downloaded and stored

JVM: Download client: Cached client:

Java 1 Components in the preload list are Components in the preload list are

downloaded as JAR or CAB files downloaded as JAR or CAB files
containing Java 1 class files. containing Java 1 class files..
Components not in the preload list Components not in the preload list

are downloaded as Java 1 classfiles. | are likewise downloaded as JAR or
CAB files containing Java 1 class

files
Downloaded JAR or CAB files are For Internet Explorer, Host
not unpacked. On-Demand unpacks the class files

from each CAB file. For Netscape
4 .x, the class files are not unpacked
from the JAR files.

The modules reside in the browser The modules reside in a user

cache. directory.
Each component, whether in the Each component, whether in the
preload list or downloaded as preload list or downloaded as

needed, is downloaded anew each needed, is downloaded once.
time the download client is run.
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JVM: Download client: Cached client:

Java 2 | -- Components in the preload list -- Components in the preload list
are downloaded as JAR files are downloaded as JAR files
containing Java 2 class files. containing Java 2 class files.

-- Components not in the preload list | -- Components not in the preload list
cannot be downloaded later. are likewise downloaded as JAR files

containing Java 2 class files.

-- The class files are not unpacked -- The class files are not unpacked
from the JAR files. from the JAR files.
-- Components reside in the Java 2 -- Components reside in the Java 2

plug-in’s temporary cache (notin the | plug-in’s sticky cache.
sticky cache) .

-- Each component is downloaded -- Each component, whether in the
anew each time the download client | preload list or downloaded as
is run. needed, is downloaded once.

Download client

For the Java 1 download client, components in the preload list are downloaded
as JAR (for Netscape) or CAB (for Internet Explorer) files containing Java 1 class
files. The class files remain in the JAR or CAB files. In contrast, components not
in the preload list are downloaded as individual Java 1 class files. All the
downloaded modules, including JAR or CAB files and loose class files, reside in
the browser cache. An example of a JAR and a CAB file are habasen.jar and
habasen.cab.

For the Java 2 download client, components in the preload list are downloaded
as JAR files containing Java 2 class files. The class files are not unpacked but
rather remain in the JAR files. Components not in the preload list cannot be
downloaded later. The JAR files reside in the Java 2 plug-in’s temporary cache
(not the sticky cache). These Java 2 JAR files have names that are similar to the
names of the Java 1 JAR files but that are distinguished by a '2' appended to the
file name. An example is habasen2.jar.

For both Java 1 and Java 2 enabled browsers, each component, whether in the
preload list or downloaded as needed, is downloaded anew each time the
download client is run.

When the Java 1 or Java 2 download client is running, and the JVM needs to find
a Host On-Demand class file, the JVM first looks among the loose class files if
there are any. If the class file is not found, the JVM then looks among the Host
On-Demand JAR files until it finds the correct one and then finds the class file
within the JAR file.
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The Java 1 and Java 2 download clients do not interfere with each other because
the Java 1 downloaded modules and the Java 2 downloaded modules have
different names and are stored in different places.

Cached client

The Java 1 and Java 2 cached clients use the same modules as their download
client counterparts, but store the modules differently.

For the Java 1 cached client, components in the preload list are downloaded as
JAR or CAB files containing Java 1 class files. Components not in the preload list
are likewise downloaded as JAR or CAB files containing Java 1 class files. For
Internet Explorer, Host On-Demand unpacks the class files from each CAB file.
For Netscape 4.x, the class files are not unpacked from the JAR files. The files,
whether loose class files or JAR files, reside in a user directory. But the user
directory is different for Internet Explorer than for Netscape 4.x.

For the Java 2 cached client, components in the preload list are downloaded as
JAR files containing Java 2 class files. Components not in the preload list are
likewise downloaded as JAR files containing Java 2 class files. The class files are
not unpacked but remain in the JAR files. The JAR files reside in the Java 2
plug-in’s sticky cache.

For both Java 1 and Java 2 enabled browsers, each component, whether in the
preload list or downloaded as needed, is downloaded once.

The Java 1 and Java 2 cached clients do not interfere with each other because
the Java 1 downloaded modules and the Java 2 downloaded modules have
different names and are stored in different places.

For more information on how the modules are stored for the Java 1 and Java 2
cached clients see 5.13.5, “Handling cached client components for Java 1 and
Java 2” on page 214.

5.13 The Java 2 cached client
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When the Java 2 cached client is started the first time it displays a message
similar to the one shown in the figure below. The text is the same whether the
cached client is for Java 1 or Java 2, but the download sizes are different for Java
1 and Java 2. The figure below shows the message displayed by Internet
Explorer for the Java 2 cached client:

IBM Host Access Client Package Update



Draft Document for Review November 24, 2002 6:23 pm 6182ClientConf.fm

Microsoft Internet Explorer x|
The cached client will now be installed,
Do not browse ko a different HTML page until inskall completes,
Download Size : 5932691 bytes

Download Time Estimates (hhimm:ss)

Local Lan: 00:00:28
56k dial up: 00:15:449
28.8K dial up: 00:30:24

Cancel |

Figure 5-20 Install cached client

However, when the user presses OK and the installation begins, the Java 2
cached client does NOT display the progress indicator frame displayed by the
Java 1 cached client. Instead, the words "Loading Java Applet ..." appear in the
middle of the Host On-Demand desktop. Also, some type of indicator may
appear as each component is downloaded. For example, the following indicator
is displayed when a component is downloaded by Internet Explorer running with
the IBM Java 2 plug-in:

Eg_{i]ava Extension Installation |
Downloading from URL :
http:ibgaith 17 hod hodbasen2.jar

Figure 5-21 Indicator displayed by Internet Explorer running with Java 2 plug-in

When the installation is complete the Host On-Demand applet is launched
immediately. The user does not have to restart the browser.

5.13.1 Java 2 cache options

Like the Java 1 cached client, the Java 2 cached client supports the following
cache options:

» Control of user upgrades.

» Debug cached client installation process.

Unlike the Java 1 cached client, the Java 2 cached client does not support the
following cache option, even though it is selectable in the Deployment Wizard:

» Upgrade in the background.
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5.13.2 Downloading a Java 2 component not on the preload list

If the user attempts to use a Java 2 component not on the preload list, a
message is displayed. For example, the figure below shows the message
displayed when the Run Applet component is not on the preload list and the user
starts a session and clicks File, Run Applet. This is the message displayed with
Java 2, but the same message would be displayed with Java 1.

i |
The User Applet Function is not installed. Clicking Ok will cause it to be
installd when the browser is restarted.

Cancel |

Figure 5-22 Message displayed a for component that is not on the preload list

E%Install function i ;

When the user clicks OK, Host On-Demand modifies the caching list so that the
component will be downloaded when the browser is restarted. The user must
restart the browser.

The following table compares this operation on the Java 1 version of Host
On-Demand and on the Java 2 version:

Table 5-10 Downloading a component not on the preload list.

ltem: Java 1 cached client: Java 2 cached client:
OK/Cancel Yes Yes

message is

displayed:

Update Component is downloaded Caching list is updated.
method: immediately. Componentis downloaded when

browser is restarted.

User must Yes Yes
restart
browser:

5.13.3 Java 2 cached client does not interfere with download client

The Java 2 cached client does not interfere with the Java 2 download client. That
is, the user can run the Java 2 download client without first removing the Java 2
cached client.
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The reason is that the Java 2 download client's components are stored in the
Java 2 plug-in’s temporary cache, while the Java 2 cached client's components
are stored in the Java 2 plug-in's sticky cache. For more information about how
component modules are stored see 5.12.2, “How Host On-Demand component
modules are stored” on page 208.

5.13.4 Java 2 cached client upgrades

When the Java 2 cached client detects a newer version of Host On-Demand on
the server, a message such as the one in the figure below is displayed. This is
the message displayed when the cached client is running on Internet Explorer:

Microsoft Internet Explorer ] x|

& new version of Hosk On-Demand is available on the server.
Click O to upgrade now.

Download Size | 2749329 bytes

Download Time Estimates thhimm:ss)
Local LAN: 00:00:12
56K dial up: 000718
28,8 dial up: 00;14:05

Cancel |

Figure 5-23 Upgrade message

The upgrade takes place in the foreground. When the upgrade is complete, the
Host On-Demand desktop is displayed. The browser does not have to be
restarted.

Upgrading in the background not supported.
The Java 2 cached client does not support upgrading in the background, even
though the option is selectable in the Deployment Wizard.

Avoiding an extra download going from Java 1 to Java 2

If you are migrating users from Java 1 browsers to Java 2 browsers, and you are
also upgrading the level of Host On-Demand on the server from Host
On-Demand 6.x to Host On-Demand 7.0, then you can prevent your users from
having to download their cached clients twice by migrating users to Java 2
browsers before they connect to the Host On-Demand 7.0 server.

Compare the following two procedures.

1. This procedure would cause users to have to download a new cached client
twice:

— The user is running a Java 1 browser.
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The user already has a Java 1 cached client installed from Host
On-Demand 6.0.

The user connects to a server HODSRV1 running Host On-Demand 7.0.
At this point, the Host On-Demand 7.0 Java 1 cached client has to be
downloaded.

Now the system administrator installs a Java 2 enabled browser and a
Java 2 plug-in on the user’s machine.

The user again connects to HODSRV1. At this point the Host On-Demand
7.0 Java 2 cached client has to be downloaded. This is the second
download.

2. In contrast, the following procedure would cause users to have to download a
new cached client only once:

5.13.5 Handling

The user is running a Java 1 browser.

The user already has a Java 1 cached client installed from Host
On-Demand 6.0.

Now the system administrator installs a Java 2 enabled browser on the
user’s machine.

The user connects to a server HODSRV1 running a newer version of Host
On-Demand. At this point the Host On-Demand 7.0 Java 2 cached client
has to be downloaded. This is the first and only download.

cached client components for Java 1 and Java 2

The table below summarizes how the Host On-Demand components are handled

by the Java 1 and Java 2 cached clients.
Table 5-11 How components are handled by the Java 1 and Java 2 cached clients
ltem: Java 1 cached client: Java 2 cached client:
Modules are JAR or CAB files containing JAR files containing class files
downloaded class files compiled by the Java | compiled by the Java 2 compiler.
as: 1 compiler.
Where the Unpacked as loose class files in | Packed in JAR files in the Java 2
Java classfiles | a browser-specific user work sticky cache.
are kept: area (Internet Explorer) or
packed in JAR files in a
browser-specific user work area
(Netscape 4.x).
Cache HOD_CCR:.ccr server.dirname.HOD_CCR2.ccr
management
file name:
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Item: Java 1 cached client: Java 2 cached client:
Are No Yes

components

associated

with a server?

Java 1 cached client

For the Java 1 cached client each component is downloaded as one or more
signed archives (a JAR file for Netscape, a CAB file for Internet Explorer).

For Internet Explorer, the class files are unpacked from the CAB files and stored
in a user work area under a subdirectory called HODCC. On Windows 2000 the
HODCC subdirectory is located in a path such as the following:

c:\Documents and Settings\JASmith\HODCC

where JASmith is the user name. The individual class files are placed in
appropriate subdirectories under the HODCC subdirectory depending on the
complete name of the Java package to which the class files belong.

For Netscape 4.x, the class files are not unpacked but remain in the JAR files.
The JAR files are stored under a directory in a user work area. On Windows
2000 the directory is located in a path such as the following

c:\Program Files\Netscape\Users\JASmith\cache
where JASmith is the user name.

The component name, file version, and other information about each
downloaded JAR or CAB file are stored in a file named HOD_CCR:.ccr which
resides in a subdirectory close to the data. On Windows 2000 the HOD_CCR.ccr
file for Internet Explorer is located in a path such as the following:

c:\Documents and Settings\JASmith\HOD_CCR.ccr

where JASmith is the user name. On Windows 2000 the HOD_CCR:.ccr file for
Netscape 4.x is located in a path such as the following:

c:\Program Files\Netscape\Users\HOD_CCR.ccr

Java 2 cached client

For the Java 2 cached client each component is downloaded as one or more
Java 2 JAR files (whether the browser is Netscape 6.x or Internet Explorer with
the Java 2 plug-in). The JAR file or files is placed in the Java 2 plug-in's sticky
cache. A separate copy of each JAR file is maintained in the sticky cache for
each Host On-Demand server that the user visits. For more information on the
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sticky cache see “More information on the Java 2 sticky cache” on page 236. For
both Netscape 6.x and Internet Explorer with the Java 2 plug-in, the JAR file is
not unpacked into loose class files, and therefore a HODCC directory is not
created.

The module name, file version number, and other information about each
downloaded JAR file are stored in a file named server.dirname.HOD_CCR2.ccr,
where server is the Host On-Demand server's name and dirname is the name of
the server's public directory. For example, the file might be named
HODSRV1.hod.HOD_CCR2.ccr, where HODSRV1 is the server's TCP/IP
hostname and hod is the server’s public directory. This file is located in the same
directory as the Java 1 HOD_CCR:.ccr file is located for the Java 1 cached client
for Internet Explorer. On Windows 2000 the HOD_CCR2.ccr file is located on a
path such as:

c:\Documents and Settings\JASmith\HODSRV1.hod.HOD CCR2.ccr

where JASmith is the user name. The same path is used for both Netscape 6.x
and Internet Explorer with the Java 2 plug-in.

For Java 2 there will be a separate server.dirname.HOD_CCR2.ccr file for each
Host On-Demand server visited by the user, just as there are separately
downloaded JAR files in the sticky cache for each Host On-Demand server
visited.

5.13.6 Increased flexibility with Java 2 cached clients
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Because the Java 2 sticky cache stores separate JAR files and separate
HOD_CCR2.ccr files for each Host On-Demand server visited, the Java 2 cached
client is not exposed to the same problems that the Java 1 cached client is
exposed to when the user visits several Host On-Demand servers running
different service levels of Host On-Demand. See “Java 1 cached client support
across the Internet” on page 169.

Users who are running the Java 2 cached client can switch among several
different servers running different service levels of Host On-Demand without
having to remove and re-install the cached client.

Also, the user can switch back and forth between download and cached clients
without having to remove the cached client code.
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5.13.7 Removing the cached client

Why does the Java 1 cached client need to be removed?

Situations requiring removal
There are at least two situations in which Java 1 cached client would need to be
removed:

1. If the client is running a Java 1 browser, and the cached client is installed,
then the download client cannot be run until the cached client is removed.

For the reason for this limitation see “Reason for restriction on Java 1
download client” on page 239.

2. Certain upgrade scenarios require the cached client to be removed.

For one such scenario see “Scenario requiring Java 1 cached client to be
removed” on page 238.

Situations not requiring removal

The Java 1 cached client does not need to be removed in order for the Java 2
cached client to be installed. As described in 5.13.5, “Handling cached client
components for Java 1 and Java 2” on page 214, the components and caching
information for the Java 1 cached client are maintained in different files than the
components and caching information for the Java 2 cached client.

However, if a user migrates to a Java 2 enabled browser and does not plan to use
the Java 1 cached client data again, then the user might want to remove the Java
1 cached client in order to free up a few megabytes of disk space.

Why does the Java 2 cached client need to be removed?

As mentioned earlier, the Java 2 cached client does not need to be removed in
order for the Java 2 download client to be run. See section 5.13.3, “Java 2
cached client does not interfere with download client” on page 212.

Nor does the Java 2 cached client need to be removed in order for an earlier
version of the cached client modules to be downloaded from a different server.
The reason that this problem does not exist for the Java 2 cached client is that
the Java 2 plug-in downloads a separate set of components for each server
visited. See section 5.13.5, “Handling cached client components for Java 1 and
Java 2” on page 214.

The main scenario in which the Java 2 cached client needs to be removed is
when the Java 2 plug-in's sticky cache becomes full.

Another scenario in which the the user would want to remove the cached client is
for disk cleanup.
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Which removal option?

The HTML file HODMain.html displays two choices for removing the cached client
(see Figure 5-1 on page 164):

» Remove Cached Client (Autodetect Java 1 or Java 2)
» Remove Cached Client (Java 1 only)
In the first option the phrase "Autodetect Java 1 or Java 2" may confuse some

users. In fact Autodetect refers to detecting the type of browser currently
running, not to detecting the type of cached client that is currently installed.

Therefore the first option will always remove Java 1 cached client data (if any is
present) if the user is running a Java 1 browser, and will always remove Java 2
cached client data (if any is present) if the user is running a Java 2 enabled
browser.

In contrast, the second option will remove Java 1 cached client data, if the user is
running a Java 1 browser or is running Internet Explorer with the Java 2 plug-in.

The following table summarizes the effect of these options for each browser:

Table 5-12 Effect of selecting a remove option

Browser: -- Remove cached client -- Remove cached client
(Autodetect Java 1 or Java 2): (Java 1 only):

Netscape Removes Java 1 Removes Java 1

4.x cached client data. cached client data.

Internet Removes Java 1 Removes Java 1

Explorer cached client data. cached client data.

without the

Java 2

plug-in

Netscape Removes Java 2 No effect

6.X cached client data.

Internet Removes Java 2 Removes Java 1

Explorer cached client data. cached client data.

with the

Java 2

plug-in

Scenario that may cause confusion

This subsection discusses a potentially confusing scenario that occurs when the
user is running Internet Explorer and has the Java 2 plug-in installed, but uses an
HTML file that has a client Java type of Java 1 and that launches a cached client.
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» Because the client Java type is Java 1, the HTML file will launch Internet
Explorer's default JVM, which is normally the Microsoft Java 1 JVM. See
“Microsoft web browsers: Internet Explorer” on page 223.

» Therefore the Java 1 cached client will be installed, not the Java 2 cached
client. The user may or may not realize this.

» Now suppose that the user wants to remove the cached client and chooses
the first remove option, that is, Autodetect Java 1 or Java 2.

» Because the Java 2 plug-in is installed, the remove option detects the browser
as a Java 2 enabled browser.

» Therefore the remove option tries to remove Java 2 cached client data, rather
than the Java 1 cached client data that is actually installed.

» The Java 1 cached client data is not removed.

To avoid this problem, the user should be warned about this scenario if the HTML
file’s client Java type is Java 1, and the user is running Internet Explorer with the
Java 2 plug-in in installed.

Removing the cached client

If the Java 2 plug-in is installed and the user chooses the first remove option, the
following message is displayed:

Microsoft Internet Explorer \ il

*fau are running with Java Plug-in Yersion 1.5 or later.

Because portions of the Host On-Demand cached client may be
skored in the Java Plug-in cache, you must use the

Java Plug-in Control Panel ko remove the Host On-Demand cached
client completely. Please contact your Host On-Demand
administrator For details regarding the complete removal of the
cached client From your Java Plug-in cache.

Click Ok ko remove the cached client from non-Plug-in cache.

Cancel I

Figure 5-24 Message for removal of Java 2 cached client

In other words, Host On-Demand will remove the HOD_CCR2.ccr file and do
other cleanup, but the user must manually remove the Java 2 JAR files in the
sticky cache.

The method of clearing the sticky cache may vary somewhat between Java 2
plug-ins. But for the IBM Java 2 plug-in version 1.3.1 runtime for Win32 the user
must:

» Open the Java Plug-in Control panel. See section “The Java Plug-in Control
Panel” on page 230.
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» Select the Cache tab.
» Click Clear JAR cache.
The figure below shows the Cache tab of the Java Plug-in Control panel for the

IBM Java Plug-in version 1.3.1.

:%i]ava(TM) Plug-in Control Panel - | Ellll
Certificates | nboutl

Clear JAR Cache |

Basicl Advancedl Proxies iC

- JAR Cache

Reset |

Figure 5-25 The cache tab with button for clearing the Java 2 plug-in’s sticky cache

Note that this operation clears all the modules in the sticky cache, including
modules that have been downloaded for other applications than Host
On-Demand, and modules from other servers than Host On-Demand servers.

However, some Java 2 Plug-ins, such as the Sun Java plug-in version 1.4, have
an additional button on the control panel that allows the users to selectively
remove JAR files.

5.14 The Java 2 download client

Most of the material for the Java 2 download client has already been covered.
Recall that:

» The Java 2 download client can be run without removing the Java 2 cached
client. See 5.8.3, “Java 2 support with Host On-Demand 7.0” on page 189.

» The startup behavior of the Java 1and Java 2 download clients is governed by
the client Java type. See 5.11.2, “Startup behavior for Java 1 download client”
on page 203 and 5.11.3, “Startup behavior for Java 2 download client” on
page 204.
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» The components for Java 2 download clients are downloaded as Java 2 JAR
files and are stored in the Java plug-in’s temporary cache. See “How Host
On-Demand component modules are stored” on page 208.

» The following limitations exist in Host On-Demand support for the Java 2
download client (see “Limitations and workarounds” on page 194). For a
discussion of the reasons for these limitations see “Reasons for three
limitations on the Java 2 download client” on page 239.

— No component can be downloaded that is not on the preload list.

— The Function On-Demand client (HODThin.html) will not run correctly.

— The default download clients (HOD_en.html, and so on) do not include
some components.

5.15 Web browsers: Java 1 and Java 2 enabled

When a Host On-Demand HTML file with a client type of Java 2 or Auto Detect is
run, it launches a detection applet in order to detect whether a Java 2 plugin-in is
installed. A JVM must be present in order for this detection applet to be run.

Therefore you must ensure that a Java JVM as well as a supported web browser
is installed on your Host On-Demand client machines.

Java 1 browsers, such as Netscape 4.x and Internet Explorer without the Java 2
plug-in, usually have a Java 1 JVM module included with them. Netscape 4.x
includes a Symantec Java 1 JVM. Internet Explorer includes a Microsoft Java 1
JVM. However, be aware that in an early version of Windows XP the Java 1 JVM
was not included with Internet Explorer. You had to download and install the JVM
separately.

Java 2 enabled browsers, such as Netscape 6.x, need the Java 2 plug-in in order
to launch a Java 2 applet. With Netscape 6.x you can install the Sun plug-in as
part of the Netscape install, or you can install the IBM, Sun, or other vendor's
Java 2 plug-in separately.

Internet Explorer can function as a Java 2 enabled browser or as a Java 1
browser when the Java 2 plug-in is installed. Either the IBM or the Sun Java 2
plug-in can be used.

Note: IBM recommends the IBM Java 2 plug-in for use with Host On-Demand.

Make sure that your client machines have a supported browser with a compatible
JVM installed before rolling the machines out to your users.

For more on the Java 2 plug-in see 5.16, “The Java 2 plug-in” on page 227
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5.15.1 Web browsers supported

The following list of is browsers is supported. This list is taken from the online
document Planning, Installing, and Configuring Host On-Demand. Check the
latest documentation or the Host On-Demand web site for the most current list.

1. Netscape Navigator 4.6, 4.7, 6.1, 6.2

2. Microsoft Internet Explorer 4.01 with SP1, 5.0, 5.1, 5.5, or 6.0
3. Netscape Navigator 4.61 for OS/2

4. IBM Web Browser for 0S/2 V1.2 (supports Java 2)

Also, the versions of Mozilla that correspond to the above versions of Netscape
are supported.

Note: At the time this redbook was written, Netscape Version 7 was not
supported by Host On-Demand 7.

5.15.2 Netscape web browsers

Netscape 4.x and Netscape 6.x
The table below summarizes the information in this subsection.

Table 5-13 Host On-Demand’s use of Netscape Browsers

Browser: JVM: Type of Type of HTML
applets that applets run command to
can be run: by Host launch

On-Demand: applet:

Netscape 4.x Sun Java 1 Java 1 Java 1 APPLET
Netscape 6.x Java 2 plug-in Java 1 or Java 1 or APPLET
Java 2 Java 2

Netscape 4.x, which runs on several platforms, is a Java 1 browser. It executes
HTML statements and uses an integrated Symantec Java 1 JVM to run applets.
The Java 1 JVM can run Java 1 applets only. The HTML command APPLET is
used to launch an applet.

Netscape 6.x, which likewise runs on several platforms, is a Java 2 enabled
browser. It can execute HTML statements but needs a separately installed Java
2 plug-in to run applets.

The Java 2 plug-in can run Java 1 applets as well as Java 2 applets. The HTML
command APPLET is used to launch an applet on Netscape 6.x, whether the
applet is a Java 1 applet or a Java 2 applet.
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With Netscape 6.x and the required Java 2 plug-in, the Host On-Demand HTML
file usually launches the Java 2 version of the Host On-Demand applets (the
HostOnDemand applet for the download client, or the CachedAppletSupport
applet for the cached client). But in one situation the HTML file launches the
Java 1 version of the Host On-Demand applets on the Java 2 plug-in. See
“Startup behavior for Java 1 download client” on page 203.

For more information on how the Host On-Demand applets are launched see
5.17.4, “More information on launching the Host On-Demand applets” on

page 241.

Installing Netscape 6.x

For information on installing Netscape 6.x on the Win32 platform see “Installing
Netscape 6.x on the Win32 platform” on page 234.

5.15.3 Microsoft web browsers: Internet Explorer

Internet Explorer supports Java 1 and the Java 2 plug-in
The table below summarizes the information in this subsection.

Table 5-14 Host On-Demand’s use of Internet Explorer

Browser: JVM: Type of Type of HTML HTML
applets applets command command
thatcanbe | run by to launch used by
run: Host applet: Host On-

On-Deman Demand:
d:

Internet Microsoft Java 1 Java 1 APPLET APPLET

Explorer Java 1

without the

Java 2

plug-in

Internet Java 2 Java 1 or Java 2 OBJECT OBJECT

Explorer Java 2 (all Java 2

with the (Sun or plug-ins)

Java 2 IBM)

plug-in APPLET

(newer Sun
Java 2
plug-ins)

Unlike Netscape, which comes in either a Java 1 (Netscape 4.x) or a Java 2
enabled (Netscape 6.x) version, Internet Explorer is a Java 1 browser which can
also use a Java 2 plug-in if one is installed on the system.
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Internet Explorer has a setting called the default JVM that is normally set to be
the Microsoft Java 1 JVM. This is the JVM that is included with Internet Explorer.
However, the default JVM could be set to be any installed JVM.

Note: Host On-Demand always assumes that Internet Explorer's default JVM
is set to the Microsoft Java 1 JVM.

The HTML command APPLET launches an applet on Internet Explorer’s default
JVM. The HTML command OBJECT launches an applet on the Java 2 plug-in.
Also, with newer Sun Java 2 plug-ins, the APPLET command will launch an
applet on the Java 2 plug-in.

The Host On-Demand HTML files always use the APPLET command to launch
the Java 1 version of the Host On-Demand applets (the HostOnDemand applet
and the CachedClientSupporter applet) and the OBJECT command to launch
the Java 2 versions of the Host On-Demand applets. Note that Host On-Demand
could use the OBJECT command to launch a Java 1 applet on the Java 2
Plug-in's Java 2 JVM, but it does not.

Note: Netscape 6.x also has a default JVM setting. The default JVM is normally
set to the Java 2 plug-in when the Java 2 plug-in is installed.

For more information on how the Host On-Demand applets are launched see
5.17.4, “More information on launching the Host On-Demand applets” on
page 241.

Default JVM for Internet Explorer must be MS Java 1 JVM

Some Java 2 plug-ins offer a checkbox that allows the user to switch the
browser's default JVM to the Java 2 plug-in.

For Netscape 6.x, you should check this checkbox. However, IBM recommends
that you do NOT set this checkbox for Internet Explorer.

Note: IBM recommends that for Internet Explorer running with the Java 2
plug-in, you do NOT set Internet Explorer’s default JVM to the Java 2 plug-in.

The reason is that, as described in the previous section, the Host On-Demand
HTML files always assume that the Internet Explorer's default JVM is set to
Microsoft's Java 1 JVM. If you set the default JVM to the Java 2 plug-in, Host
On-Demand may not run properly. However, there may be situations in which
Host On-Demand will run properly with the default JVM set to the Java 2 plug-in.
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The figure below shows a panel that appears during the installation of the Sun
1.4.1 Java 2 plug-in for the Win32 platform if the Custom install option is
selected. IBM recommends that you set the checkboxes as shown in the figure
below. That is:

» Do not check the checkbox for Internet Explorer.

The default JVM for Internet Explorer will be the Microsoft Java 1 JVM
shipped with Internet Explorer.

» Do check the checkbox for Netscape 6.x
The default JVM for Netscape 6.x will be the Java 2 plug-in.

Installshield Wizard

Select Browsers

Java [TM] Plug-in will be the default Java runtime for the following browser(z):

[ Microsoft Intemet E xplarer
v Metzcape B

“r'ou may change the default in the Java[Th) Flug-in Control
Fanel

| mstallShield

< Back | MNext > I Cancel

Figure 5-26 Install panel for Sun Java 2 plug-in 1.4.1

If you do not change the settings as shown above during the install, then IBM
recommends that you change the settings after the install using the Java Plug-in
Control panel.

The figure below shows the Browser tab in the Java Plug-in Control Panel of the
Sun 1.4.1 Java 2 plug-in for the Win32 platform. IBM recommends that you set
the checkboxes as shown in the figure below. That is:

» Do not check the checkbox for Internet Explorer.

The default JVM for Internet Explorer will be the Microsoft Java 1 JVM
shipped with Internet Explorer.

» Do check the checkbox for Netscape 6.x.
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The default JVM for Netscape 6.x will be the Java 2 plug-in.

Installshield Wizard

Select Browsers

Java [TH] Plug-in will be the default Java runtime For the fallowing browser=):

I Microsoft Intemet Explarer
¥ Metzcape £

You may change the default in the J ava(TM] Plug-in Control
Panel

| ristallShield

< Back | Mext » I Cancel |

Figure 5-27 Browser tab of Java Plug-in Control Panel, Sun 1.4 for Win32

For more information about the Java Plug-in Control Panel see “The Java Plug-in
Control Panel” on page 230.

Plug-ins that do not switch the JVM
The IBM Java 2 Plug-in version 1.3.1 runtime does not have this option to switch
the JVM. Therefore you do not have to change the settings.

The install image for the runtime of this plug-in is distributed with Host
On-Demand and is downloadable by Win32 Host On-Demand clients no matter
what platform the Host On-Demand server is running on.

After the plug-in is installed, the Internet Explorer's default JVM remains set to
the Microsoft Java 1 JVM, and Netscape 6.x's default JVM is set to the Java 2
plug-in. For more information about this plug-in see “Clients can download Java 2
runtime for Win32 platform” on page 228.

However, there is a message box that appears during the installation of this IBM
Java 2 plug-in that might lead you to think that it is offering an option to set the
Java 2 plug-in as the default JVM for Internet Explorer. Here is the message box.
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Figure 5-28 Message box during installation of IBM Java 2 plug-in runtime

In fact, the effect of clicking Yes on this panel is to copy the Java 2 versions of
java.exe and javaw.exe to \winnt\system32. Your users may select either Yes or
No. This will not affect the setting of Internet Explorer's default JVM.

5.16 The Java 2 plug-in

IBM recommends that you use an IBM Java 2 plug-in to run Host On-Demand, if
an IBM Java 2 plug-in is available for the platform.

5.16.1 Java 2 plug-ins supported

Java 2 plug-ins supported for Win32
For Win32, Host On-Demand currently supports the following Java 2 Plug-ins:

Table 5-15 Java 2 plug-ins supported

Vendor Version
IBM 1.3, 1.3.1
Sun 1.4

Java 2 plug-ins supported for non-Win32 platforms

For the Java 2 plug-ins supported for non-Win32 platforms, see the online guide
Planning, Installing, and Configuring Host On-Demand.

New Java 2 plug-ins

When Host On-Demand has been tested with later versions of the Java 2 plug-in,
the news will be posted on the Host On-Demand web site.
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5.16.2 Clients can download Java 2 runtime for Win32 platform

228

Host On-Demand, for all platforms, includes an install image of the IBM Java 2
plug-in version 1.3.1 runtime for the Win32 platform. Therefore any client
running on a Win32 platform can attach to a Host On-Demand server, no matter
what platform the server is running on, download this install image, and install the
Java 2 runtime for Win32 clients.

To download this installable version of the IBM Java 2 plug-in the user should
connect to HODMain.htm1 and click the following option:
IBM Windows Plug-in, Java 2 Technology Edition

If the client is running on a non-Win32 platform and this option is selected, the
following message is displayed:

r ': This utility is only for Windows platforms.
L]

Figure 5-29 Attempt on non-Win32 platform to download Java 2 runtime for Win32
Do not use this plug-in for Win95 clients. Instead, download the
Win95-compatible plug-in from the WebSphere Host On-Demand web page,

http://www-3.ibm.com/software/webservers/hostondemand/support.html

Installing the plug-in on the Win32 platform
See “Plug-ins that do not switch the JVM” on page 226 for a discussion of one of
the install panels for the IBM Java 2 plug-in version 1.3.1 runtime.

A restricted user will not be allowed to install the plug-in.

Java plug-in for non-Win32 clients
For information on getting a Java 2 plug-in for a non-Win32 client see the online
document Planning, Installation, and Configuration Guide for Host On-Demand.

Warning against having multiple Java 2 plug-ins installed

In our experience having multiple Java 2 plug-ins causes problems. If you have
multiple Java 2 plug-ins installed, then:

» Uninstall all the Java 2 plug-ins
» Install the Java 2 plug-in that you want to use.
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The Java 2 Java Console
The figure below shows the Java 2 Java Console.

Ega]ava Console

Java(Th) Plug-in: Yersion 1.3.1
Using JRE version 1.3.1 Classic WM
User home directory = C\Documents and Settings\GAITHER
FProxy Canfiguration: Manual Configuration
Proxy: socks=socks. raleigh.ibm.com: 1080
Proxy Overrides:

o clear console window

f. finalize objects on finalization queue
o. garbage collect

h: displaythis help message
I dump classloader list

m: print memaory usage

. hide conszole

= dump system properties

t dumpthread list

¥ clearclassloader cache
0-4: settrace level to =n=

IBM Host On-Demand
Wersion: 7.0.0-B20020812 Java 2
Copyright IBM Carporation 1897, 2002, All rights reserved.

|IBM Host Access Class Library
Wergion: 7.0.0-B20020812
Copyright IBM Carporation 1897, 2002, All rights reserved.

| Clear | | Copy | | Close

Figure 5-30 Java 2 console

Do not allow the console to appear immediately

The Java Console can be set to appear either as soon as the JVM is started, or
at a later time. With Host On-Demand. you should set the Java Console to
appear later. Otherwise problems can occur with Host On-Demand's Java 2
detection.

Having the Java Console appear later will not cause you to lose any debug
output or error messages. After you make the Java Console appear, scroll the
window back to view any debug output or error messages that have occurred.

To stop the Java Console from appearing immediately set the appropriate option
on the Basic tab of the Java Plug-in Control Panel. See “The Java Plug-in
Control Panel” on page 230.

To make the Java Console appear later:

» On Win32 platforms, wait until the Host On-Demand desktop panel appears,
then click the Java 2 icon in the plug-in section of the Windows taskbar. The
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icon will be a small version of either the Java coffee cup icon or the Duke
(gnome) icon.

» On non-Win32 platforms, wait until the Host On-Demand desktop panel
appears, then look for the icon in the system tray. If you do not find it, consult
the Java 2 Plug-in documentation.

The figure below shows enlarged images of the Java coffee cup icon and the
Duke (gnome) icon for popping up the Java console on the Win32 platform.

< E !
Figure 5-31 Icons for popping up Java 2 Java console on the Win32 platform

Using the console to determine vendor and version

To determine the vendor and version of the Java 2 Plug-in being run, pop up the
Java 2 console and type the letter “s”. This causes the system information to be
dumped to the console.

Scroll back through the system information and find the following 3 entries:
java.vendor, java.version, and java.vm.info.

Here is the information for these entries when the Java 2 Plug-in is the version
1.3.1 runtime for the Win32 platform. The install image for this runtime is
distributed with Host On-Demand and is downloadable by Win32 Host
On-Demand clients no matter what platform the Host On-Demand server is
running on.

java.vendor=IBM Corporation
java.version=1.3.1

java.vm.info=J2RE 1.3.1 IBM Windows 32 build cnl131-20020710 (JIT
enabled: jitc)

The Java Plug-in Control Panel
The Java 2 plug-in includes a Java Plug-in Control Panel for configuring the
plug-in.

IBM Host Access Client Package Update



Draft Document for Review November 24, 2002 6:23 pm 6182ClientConf.fm

Starting the control panel

The following table shows how to start the control panel on the Win32 and Linux
platforms. For other platforms consult the documentation distributed with the
plug-in.

Table 5-16 How to start the Java 2 Plug-in Control Panel

Platform: Plug-in Access

Win32 - IBM Java 2 1.3.1 plug-in
Click Start, Programs, Java Plug-in Control Panel, or
Click the icon on the desktop

- Sun Java 2 1.3.1 plug-in
Click Start, Settings, Control Panel, Java Plug-in, or
Click the icon on the desktop

Linux - IBM Java 2 1.3.1
<install>/jre/bin/JavaPluginControlPanel

-Sun 1.4.0
<install>/jre/bin/ControlPanel

For Win32 the icon will be either a Java coffee cup icon or a Duke (gnome) icon.
The following figure shows an enlarged image of the Java coffee cup icon on the
Win32 desktop for launching the Java 2 Plug-in Control Panel.

Figure 5-32 Icon for launching the Java 2 Plug-in Control Panel from Win32 desktop

Control panel settings, IBM plug-in 1.3.1 for Win32 platform

The figure below shows the Java Plug-in Control Panel for the IBM Java 2 Plug-in
version 1.3.1. The install image for the runtime of this version of the plug-in is
distributed with Host On-Demand and is downloadable by Win32 Host
On-Demand clients no matter what platform the Host On-Demand server is
running on.
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Egi]ava(TM) Plug-in Control Panel

=10l=]

Advancedl Proxiesl Cachel Certificatesl nboutl

[¥ Enahle Java Plug-in
[ show Java Console
vl Recyele Classloader

[ Show Exception Dialog Box

Jawva Runtime Parameters

Reset |

Figure 5-33 Java Plug-in Control Panel for IBM Plug-in 1.3.1 for Win32

The recommended settings for each tab are as follows:
» Basictab
— Enable Java Plug-in.
Check this checkbox.
— Show Java console

Causes the Java console to be displayed as soon as the JVM is started.
Do not check this checkbox. See “Do not allow the console to appear
immediately” on page 229.

— Recycle Class Loader
Check this checkbox.
— Show Exception Dialog Box

Causes a popup window to appear if an exception occurs. Do not check
this checkbox.

— Java runtime parameters

Additional runtime parameters to be set when the JVM is started. Leave
blank.

» Advanced tab
— Java Runtime Environment

Enables the user to switch between several installed Java 2 Plug-ins.
Leave this set to the first setting, Use Java Plug-in Default

— Enable Just In Time Compiler
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Check this checkbox.
» Proxies tab
— Use browser settings

When this checkbox is checked, causes the Java 2 plug-in to read and use
the browser's proxy settings. When not checked, causes the Java 2 plug-in
to use the proxy settings set on this panel.

Normally this checkbox should be checked; that is, the plug-in should use
the browser's proxy settings.

However, sometimes the plug-in cannot read the browser's proxy settings.
This may cause a situation in which the Host On-Demand session cannot
connect to the Host On-Demand server, even though the browser can
connect to the Host On-Demand server. In this situation, uncheck this
checkbox and try filling in the browser's proxy settings on this panel.

— Proxy settings
See the preceding item.
» Cache tab
This button clears the sticky cache. See Figure 5-25 on page 220.
» Certificates tab

This tab displays the certificates which the user has granted "always" while
running a web browser, and allows the user to revoke the acceptance by
deleting the certificate.

Settings for Sun Java 2 plug-in 1.3.1 for Win32 platform

The Java Plug-in Control Panel for the Sun Java 2 Plug-in Version 1.3.1 is similar
to the control panel for the IBM Java 2 Plug-in Version 1.3.1. See the preceding
section.

Additional settings for Sun Java 2 plugin 1.4 for Win32 platform
This section describes the settings for which the Java Plug-in Control Panel for
Sun Java 2 Plug-in 1.4 is different from the IBM Java 2 Plug-in 1.3

» Basic tab
— Show console, Hide console, or Do not start console.

If set to Show or Hide, causes problems for Host On-Demand browser
detection on Win32 platforms. See “Do not allow the console to appear
immediately” on page 229. Set to Do not start console.

— Show Java in System Tray

Controls whether an icon is displayed for the Java console in the plug-in area
of the Windows task bar when the JVM is started.
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Check this checkbox.

» Browser tab

Controls whether the Java 2 plug-in functions as the default JVM for Internet
Explorer and Netscape 6.

For the checkbox for Internet Explorer, IBM recommends that you do not
check the checkbox. See “Default JVM for Internet Explorer must be MS Java
1 JVM” on page 224.

For the checkbox for Netscape 6, do check the checkbox. See “Default JVM
for Internet Explorer must be MS Java 1 JVM” on page 224.

» Cache tab

The View button lets you view the names of the modules in the cache and
selectively delete modules.

5.17 Additional information

234

Installing Netscape 6.x on the Win32 platform
First, see the warning in 5.16, “The Java 2 plug-in” on page 227 against having
multiple Java 2 plug-ins installed.

Second, decide whether on the Win32 platform you want to run Netscape 6.X
with the Sun Java 2 Plug-in or with the IBM Java 2 Plug-in.

Note: IBM recommends that you use the IBM Java 2 Plug-in with Host
On-Demand.

If you want to run Netscape 6.x with the Sun plug-in, install the Sun plug-in as
part of the Netscape 6.x install. In the directions below, choose Full or Custom. If
you want to run Netscape 6.x with the IBM plug-in, do not install the Sun plug-in
as part of the Netscape 6.x install. In the directions below, choose
Recommended or Custom.
The Netscape 6.x install program has 3 main options:
» Recommended

This option does NOT install the Sun Java 2 plug-in.
» Full

This option installs the Sun Java 2 plug-in as part of the Netscape 6.x install.

» Custom
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On the Additional Options panel, check the Sun Java 2 checkbox if you want
to install the Sun Java 2 plug-in as part of the Netscape 6.x install. Do not
check the Sun Java 2 checkbox if you plan to install the IBM Java 2 plug-in.

Sometimes Netscape 6.x on the Win32 platform has trouble finding the IBM Java
2 plug-in if the plug-in is installed first. If Netscape 6.x cannot find the Java 2
plug-in, follow these steps:

» Uninstall any Java 2 plug-ins that are installed.
» Install Netscape 6.x without the Sun Java Plug-in.
» Install the IBM Java 2 plugin.

Unexpected result with Internet Explorer

The fact that Internet Explorer has access both to its own internal Java 1 JVM
and to a Java 2 JVM through the Java 2 plug-in can occasionally lead to an
unexpected result.

For example, consider the following scenario on the client:

» The browser is Internet Explorer

» The client is a cached client.

» The client Java type in the HTML file is Java 1

» The Java 2 plug-in is installed

Because the Java 2 plug-in is installed, you might expect that Host On-Demand
would refuse to run the Java 1 cached client. That is exactly what happens if you

try this scenario on Netscape 6.x with the Java 2 plug-in. See 5.11.4, “Startup
behavior for Java 1 cached client” on page 205.

However, in this case, because Internet Explorer has access to its default JVM,
and because Host On-Demand assumes that the default JVM is set to the
Microsoft Java 1 JVM, therefore Host On-Demand goes ahead and launches the
Java 1 Host On-Demand cached client on the default JVM. See 5.11.4, “Startup
behavior for Java 1 cached client” on page 205.

Minimum Microsoft JVM level for Internet Explorer

For Internet Explorer, Host On-Demand requires a minimum Microsoft JVM level
of 3165. This is a fairly old level. Customers can raise this required level using
the following session parameter:

<PARAMETER NAME=JVM_Minimum VALUE=xxxx>

An easy way to add this parameter is to use the Deployment Wizard, Additional
Options page, Advanced Options panel, Additional Parameters tab.
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5.17.1 More information on the Java 2 sticky cache
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Java 2 has three options for caching the files needed by an applet:

» No caching, that is, download the files each time the applet is run.
» Browser caching. This is the default.

» Plug-in caching, that is, use the Java 2 plug-in's sticky cache.

Host On-Demand's Java 2 cached client uses the sticky cache. Host
On-Demand's Java 2 download client uses the default setting, browser caching.

The cache is called sticky because files stored in it are not pushed out when the
cache becomes full. Files are erased only when the user clears them. On the
Win32 platform the sticky cache is located on the hard drive in a directory such
as the following:

c:\Documents and Settings\JASmith\java plugin_AppletStore\l.3.1\jar
where JASmith is the user name and 1.3.1 is the version of the Java 2 plug-in.

The sticky cache stores each file based both on the name of the file and on the
identity of the server from which the file was downloaded. Consequently a
separate set of components is stored in the cache for each Host On-Demand
server visited, even if the components are identical. If a user revisits a Host
On-Demand server, the previously cached components are used.

For example, the figure below shows part of the contents of a Java sticky cache
after the user has connected to 2 different servers having the same version of
Host On-Demand and has run the same cached client file on each server
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& (" Documents and Settings'GAITHER',

J File Edit Wiew Favorites Tools  Help
J s Back - = - | Qsearch [ Folders  CH#History | oz »
| Mame # —
@ cache,table

E CachedappletSupporter2, jar- 16103118007.0.0.09203289762457054 259, jar
E CachedappletSupporterZ, jard972154597.0.0.0-599141407 1027151442, jar
E ha_en.jar-16103118007,0.0,16637045014336530044  jar

E ha_en.jard972154597.0,0,15253194969751 446157 jar

E ha3270nz.jar-16103118007.0,0,05054945049693227977 jar

E ha3270n2.jarg972154597.0.0.06441 396739204 752514 jar

E ha3270pn2.jar-16103118007.0.0, 7875222 74504051 93572, jar

E ha3270pn2.jar8972154597,0.0.6-1907 149590284659481 jar

E ha3270xn2.jar-16103118007.0.0.0-38 183495271 71655690, jar

E ha3270xnz.jarg972154597.0.0.0-47505191 66515743165 jar

E ha5250enz.jar-161031158007.0.0.0-546733105237 2762148 jar

E ha5250enz, jarg372154597.0.0,0-5247533029236307527 jar

E haS250nz. jar-16103118007.0,0,0-760749520947567 21 35, jar

E haS5250n2. jarg972154597.0.0.0-81 7336870531 9577043, jar

Figure 5-34 Example contents of Java 2 plug-in’s sticky cache

Note that these modules are Java 2 Host On-Demand JAR files, because the
JAR file names end in 2, such as ha3270n2.jar. (The JAR file ha_en.jar contains
data, not code, and is used for both the Java 1 and the Java 2 version of Host
On-Demand.) Note also that there appear to be two copies of every JAR file.

The example below shows more clearly that each similarly named JAR file refers
to the same JAR file on a different server. This example displays some of the
contents of a cache-management file called cache.table which is kept in the
sticky cache.

Example 5-3 Partial contents of cache.table

#This File is Machine Generated.Please DO NOT CHANGE IT !! Changing it will BRE
#Mon Oct 14 17:28:29 EDT 2002

http\://hodsvrl/hod/hodmacn2.jar=7.0.0.0\#hodmacn2.jar-16103118007.0.0.0-429069
http\://hodsvrl/hod/hahostgn2.jar=7.0.0.0\#hahostgn2.jar-16103118007.0.0.0-1427
http\://hodsvrl/hod/scchase2.jar=2.0.2.7\#scchase2.jar-16103118002.0.2.7-281836
http\://hodsvr2/hod/hafntap.jar=7.0.0.0\#hafntap.jar8972154597.0.0.012806893857
http\://hodsvr2/hod/hodimpn2.jar=7.0.0.0\#hodimpn2.jar8972154597.0.0.0-38733422
http\://hodsvr2/hod/halumn2.jar=7.0.0.0\#halumn2.jar8972154597.0.0.022258443853
http\://hodsvr2/hod/ha3270n2.jar=7.0.0.0\#ha3270n2.jar8972154597.0.0.0644139673
http\://hodsvr2/hod/hacltaun2.jar=7.0.0.0\#hacltaun2.jar8972154597.0.0.0-676875
http\://hodsvr2/hod/haftpn2.jar=7.0.0.5\#haftpn2.jar8972154597.0.0.5-2215966638
http\://hodsvrl/hod/hass1n2.jar=7.0.0.0\#hass1n2.jar-16103118007.0.0.0-52905810
http\://hodsvr2/hod/ha5250n2.jar=7.0.0.0\#ha5250n2. jar8972154597.0.0.0-81733687
http\://hodsvrl/hod/hodappin2.jar=7.0.0.0\#hodappin2.jar-16103118007.0.0.032015
http\://hodsvrl/hod/hacicsn2.jar=7.0.0.0\#hacicsn2.jar-16103118007.0.0.0-270400
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You can see in the example above that each JAR file name is mapped to a server
name and path, such as //HOD1/hod/hodmacn2.jar, and to a file version, such as
7.0.0.0.

5.17.2 More information on the cached client

238

Scenario requiring Java 1 cached client to be removed
Here is an example of an upgrade scenario that requires that the Java 1 cached
client be removed.

» The user attaches to server HODSRV1, which is running a particular level of
code, say HOD7 CSD1. The user runs an HTML file which installs a Java 1
cached client with a preload list. At this point the components on the preload
list are installed on the user's machine.

» The user attaches to a second server HODSRV2 which is running a lower
level of code, say HOD7 GM. Even though the user is attached to a different
server, no addition components are needed, so far. The Java 1 cached client
on the user’s machine uses the components already installed from
HODSRV1.

» Now the user tries to access a component that was not installed from server

HODSRV1, because it was not on the preload list. In this scenario Host
On-Demand would display the following message:

The wersion numbers of the client are not congsistent with those of the server.

Remave the cached client and then load thiz HTML page again.
0K |

Figure 5-35 Version numbers not consistent

The problem is that the Java 1 components at the second server are older than
the Java 1 components already downloaded by the cached client. Host
On-Demand will not install an older Java 1 cached client over a newer one.

Therefore, in this scenario, the user has to remove the cached client, and then
re-install the cached client at the second server.
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5.17.3 More information on the download client

Reason for restriction on Java 1 download client

The reason that the Java 1 download client cannot be run while the Java 1
cached client is installed has to do with the order in which the Java 1 JVM for
Internet Explorer looks for class files when the cached client is installed.
Remember, in the following discussion, that we are talking about the Java 1
cached client and the Java 1 download client, not the Java 2 cached client and
download client. Also, we are talking about Internet Explorer not Netscape 4.x.

When the Java 1 cached client is installed and the user is running Internet
Explorer, Host On-Demand includes at the first of the system classpath the path
of the HODCC directory where the user's cached client class files are installed.
Consequently, when a Host On-Demand Java method is called, the JVM looks in
the HODCC directory before looking in the JAR files downloaded by the browser
in the browser cache.

Now suppose that the Java 1 download client is run without the Java 1 cached
client being installed. This is the normal case. When the download client is run
and a Java method is called, the JVM first looks in the HODCC directory for the
class file. The HODCC directory does not exist, because the cached client is not
installed. Therefore the JVM looks for, and finds, the class file in one of the Java
1 download client's JAR files in the browser cache.

Now suppose hypothetically that:

1. The Java 1 cached client is installed and Host On-Demand allows the Java 1
download client to be run. (In fact, Host On-Demand does not allow this.)

2. The cached client and the download client are different levels of Host
On-Demand code, for example, version 7.0.0 and version 7.0.1.

3. A function called MyMethod() has changed between version 7.0.0 and 7.0.1

When the Java 1 download client is run and MyMethod() is called, the JVM would
look for the class file first, and find it, in the HODCC directory. Therefore the JVM
would execute the Java 1 cached client version of MyMethod() instead of the
download client version. Because the wrong version is executed in this situation,
an error could easily occur. The error could be minor or possibly catastrophic.

To avoid this scenario, the Java 1 version of Host On-Demand does not allow the
download client to be run while the cached client is installed.

Reasons for three limitations on the Java 2 download client

The three minor limitations on the Java 2 download client that are described in
5.14, “The Java 2 download client” on page 220 are the result of two restrictions
that affect the Java 2 download client:
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1. JAR/CAB file restriction

For both the Java 1 and Java 2 download clients, all JAR or CAB files that are
downloaded have to be specified in the APPLET command that launches the
download client.

Unlike the cached client, the download client does not have a
CachedAppletSupport applet to download JAR or CAB files after the client is
launched.

The Java 1 download client gets around this restriction by downloading
components not on the preload list as loose class files rather than as JAR or
CAB files.

2. Signing restriction

The Java 2 JVM requires that all modules belonging to the same Java
package must be signed in the same way.

This requirement means that the class files belonging to a Java package may
be:

— A collection of loose class files (unsigned).

— A collection of class files in an unsigned JAR file.

— A collection of class files in one or more JAR files signed with the same
certificate.

Likewise the class files belonging to a Java package may NOT be:

— A collection of JAR files signed with different certificates.
— A collection of signed JAR files and unsigned JAR files.
— A combination of a signed JAR file and loose class files (unsigned).

Now we can explain the limitations.

The reason for the first limitation described in 5.14, “The Java 2 download client”
on page 220, that no component can be downloaded that is not on the preload
list, is that after being launched the Java 2 download client is prevented from
downloading additional components either as JAR or CAB files (because of the
JAR/CAB file restriction described above) or as loose class files (because of the
signing restriction described above). Therefore the Java 2 download client cannot
download an additional component.

The reason for the second limitation, that the Function On-Demand client will not
run correctly, is that the Function On-Demand client is a download client with a
preload list. It contains a core of function that is intended to be augmented by
components downloaded after the applet is launched. Therefore this limitation is
really a particular instance of the first limitation above.
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The third limitation, that the default download clients do not contain some
components, is yet another particular instance of the first limitation above. In
order to reduce the startup time of the default download clients, some
components are omitted. Therefore the default download clients are download
clients with preload lists, and fall under the first limitation.

5.17.4 More information on launching the Host On-Demand applets

This section provides more information on how the Host On-Demand applets (the
HostOnDemand applet and the CachedAppletSupport applet) are launched.

Download client on Java 1 browser

The example below shows how a Host On-Demand HTML file launches the
download client on a Java 1 browser. The command is APPLET for both Internet
Explorer and Netscape 4.77, and the parameters are exactly the same for
Internet Explorer and Netscape 4.77.

Example 5-4 Download client on Java 1 browser

<APPLET
ARCHIVE="habasen.jar,hodbasen.jar,hodimg. jar,hacp.jar,hodsignn.jar,
hamacrtn. jar,hacltaun.jar,hodh11n.jar, havtn.jar,haslpn.jar,
hakeypdn.jar,ha3270n. jar,hamacuin. jar,hodmacn.jar,haprintn.jar,
halumn.jar,ha3270xn.jar,hodcfgn.jar,scchase.jar,ha5250xn. jar,
hodssIn.jar,ha3270pn.jar,hass1In.jar,hacicsn.jar,haftpn.jar,
ha5250pn. jar,hahostgn.jar,haxfern.jar,ha5250n. jar,hodappin.jar,
hakeympn. jar,hacolorn.jar,hodimpn. jar,ha5250en. jar"
NAME="HODApplet"
CODE="com. ibm.eNetwork.HOD.HostOnDemand"
WIDTH="80%"
HEIGHT="80%">
<PARAM NAME="Cabinets" VALUE="habasen.cab,hodbasen.cab,hodimg.cab,
hacp.cab,hodsignn.cab,hamacrtn.cab,
hacTtaun.cab,hodhl1n.cab,havtn.cab,
hasTpn.cab,hakeypdn.cab,ha3270n.cab,
hamacuin.cab,hodmacn.cab,haprintn.cab,
halumn.cab,ha3270xn.cab,hodcfgn.cab,
scchase.cab,ha5250xn.cab,hodssIn.cab,
ha3270pn.cab,hass1In.cab,hacicsn.cab,
haftpn.cab,ha5250pn.cab,hahostgn.cab,
haxfern.cab,ha5250n.cab,hodappin.cab,
hakeympn.cab,hacolorn.cab,hodimpn.cab,
ha5250en.cab">
<PARAM NAME="ParameterFile"  VALUE="HODData\augjldl\params.txt">
<PARAM NAME="JavaScriptAPI" VALUE="false">

In the above example note that:
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» In the first line the command is APPLET.

» Inthe ARCHIVE attribute JAR files are listed, while in the Cabinets parameter
CAB files are listed. If the browser is Netscape then the JAR files are
downloaded; if the browser is Internet Explorer then the CAB files are
downloaded.

» In the ARCHIVE attribute and in the Cabinets parameter the modules are
Java 1 modules. This is evident from the fact that the module names do not
end with '2'. Examples: habasen.jar, hodbasen.jar .

» In the CODE parameter the class to be invoked is
com.ibm.eNetwork.HOD.HostOnDemand. This is the entry point for the
HostOnDemand applet.

Cached client on Java 1 browser

The example below shows how a Host On-Demand HTML file launches the
cached client on a Java 1 browser. The command is APPLET for both Internet
Explorer and Netscape 4.77, and the parameters are exactly the same for
Internet Explorer and Netscape 4.77.

Although the cached client is invoked in two different circumstances, to install the
cached client and to start the installed cached client, the applet is launched in the
same way in both circumstances. The applet itself determines whether the
cached client needs to be installed.

Example 5-5 Cached client on Java 1 browser

<APPLET
ARCHIVE="CachedAppletSupporter.jar"
MAYSCRIPT
NAME="CachedAppletSupporter"
CODE="com. ibm.eNetwork.HOD.cached.appletsupport.CachedAppletSupportApplet"
WIDTH="2"
HEIGHT="2">
<PARAM NAME="Cabinets" VALUE="CachedAppletSupporter.cab">
<PARAM NAME="DebugComponents" VALUE="false">
<PARAM NAME="PreloadComponentList" VALUE="HABASE ; HODBASE ; HODIMG; HACP;
HAFNTIB;HAFNTAP;HAMACRT;
HACLTAU; HODHLL ; HAVT; HASLP;
HAKEYPD;HA3270; HAMACUI;
HODMAC ; HAPRINT ; HALUM; HA3270X ;
HODCFG; SCCBASE ;HA5250X; HODSSL ;
HA3270P ;HASSL;HACICS; HAFTP;
HA5250P ; HAHOSTG ; HAXFER; HA5250
HODAPPL ; HAKEYMP ; HACOLOR ;
HODIMP;HA5250E">
<PARAM NAME="DebugCachedClient" VALUE="false">
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<PARAM NAME="CachedClientSupportedApplet"
VALUE="com. ibm.eNetwork.HOD.HostOnDemand">

<PARAM NAME="InstallerFrameWidth" VALUE="550">
<PARAM NAME="InstallerFrameHeight" VALUE="250>"
<PARAM NAME="UpgradePromptResponse" VALUE="Prompt">
<PARAM NAME="UpgradePercent" VALUE="100">
</APPLET>

In the above example note that:
» In the first line the command is APPLET.

» In the ARCHIVE attribute a JAR file is listed, while in the Cabinets parameter
a CAB file is listed. If the browser is Netscape then the JAR file is
downloaded; if the browser is Internet Explorer then the CAB file is
downloaded.

» In the ARCHIVE attribute and in the Cabinets parameter the modules are
Java 1 modules. This is evident from the fact that the module names do not
end with '2'. Examples: CachedAppletSupporter.jar,
CachedAppletSupporter.cab.

» In the CODE parameter the class to be invoked is
com.ibm.eNetwork.HOD.cached.appletSupport.CachedAppletSupportApplet.
This is the entry point for the CachedAppletSupport applet.

» The PreloadComponentList contains a list of the components that are to be
downloaded initially. These are component names, not module names. A
component may consist of one or more modules.

» The DebugCachedClient parameter is set to false.

» The CachedClientSupportedApplet parameter specifies the name of the
applet to be launched if the cached client is installed. This is the
HostOnDemand applet.

Download client on Java 2 browser

The example below shows how a Host On-Demand HTML file launches the Java
2 download client on Internet Explorer with the Java 2 plug-in. The command is
OBJECT. On Netscape 6.x the command would be APPLET but the other
information would be almost exactly the same.

Example 5-6 Download client on Java 2 browser

<0BJECT
classid="c1sid:8AD9C840-044E-11D1-B3E9-00805F499D93"
WIDTH=80%
HEIGHT=80%
ID="HODApplet">

<PARAM NAME=CODE VALUE="com.ibm.eNetwork.HOD.HostOnDemand">
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<PARAM NAME=ARCHIVE VALUE = "habasen2.jar,hodbasen2.jar,hodimg.jar,
hacp.jar,hamacrtn2.jar,hacltaun2.jar,
hodh11n2.jar,havtn2.jar,haslpn2.jar,
hakeypdn2.jar,ha3270n2.jar,hamacuin2. jar,
hodmacn2. jar,haprintn2.jar,halumn2.jar,
ha3270xn2.jar,hodcfgn2.jar,scchase2.jar,
ha5250xn2.jar,hodss1n2.jar,ha3270pn2. jar,
hass1n2.jar,hacicsn2.jar,haftpn2.jar,
ha5250pn2.jar,hahostgn2.jar,haxfern2. jar,
ha5250n2. jar,hodappIn2.jar,hakeympn2.jar,
hacolorn2.jar,hodimpn2.jar,ha5250en2.jar">
<PARAM NAME="type" VALUE="application/x-java-applet;version=1.3">
<PARAM NAME="MAYSCRIPT" VALUE="true">
<PARAM NAME="scriptable" VALUE="true">
<PARAM NAME=RealDocumentBase
VALUE=http://localhost/hod/augj2dl.html?JavaType=java2>
<PARAM NAME="ParameterFile" VALUE="HODData\augj2dl\params.txt">
<PARAM NAME="ShowDocument" VALUE="_parent">
<PARAM NAME="JavaScriptAPI" VALUE="false">
<PARAM NAME="PreloadComponentList" VALUE="HABASE;HODBASE;HODIMG;HACP;HAFNTIB;
HAFNTAP; HAMACRT ; HACLTAU ; HODHLL ;
HAVT ; HASLP; HAKEYPD; HA3270; HAMACUT ;
HODMAC ;HAPRINT ; HALUM; HA3270X;
HODCFG; SCCBASE ; HA5250X ; HODSSL ;
HA3270P;HASSL;HACICS ;HAFTP;HA5250P;
HAHOSTG; HAXFER;HA5250; HODAPPL ;
HAKEYMP; HACOLOR ; HODIMP ; HA5250E" >
</0BJECT>

In the above example note that:
» In the first line the command is OBJECT.

» In the ARCHIVE parameter JAR files are listed. There is no Cabinets
parameter, because the Java 2 plug-in uses JAR files.

» In the ARCHIVE parameter the modules are Java 2 modules. This is evident
from the fact that the module names end in 2. Examples: habasen2.jar,
hodbasen2.jar.

» In the CODE parameter the class to be invoked is
com.ibm.eNetwork.HOD.HostOnDemand. This is the entry point for the
HostOnDemand applet.

» The PreloadComponentList contains a list of the components that are to be
downloaded initially. These are component names, not module names. A
component may consist of one or more modules.

244  |BM Host Access Client Package Update



Draft Document for Review November 24, 2002 6:23 pm

Cached client on Java 2 browser
The example below shows how a Host On-Demand HTML file launches the Java
2 cached client on Internet Explorer with the Java 2 plug-in. The command is

OBJECT. On Netscape 6.x the command would be APPLET but the other

information would be almost exactly the same.

Example 5-7 Cached client on Java 2 browser

6182ClientConf.fm

<O0BJECT

classid="c1sid:8AD9C840-044E-11D1-B3E9-00805F499D93"
WIDTH=80%
HEIGHT=80%
ID="HODApplet">

<PARAM

NAME="CODE"

VALUE="com. ibm.eNetwork.HOD.cached.appletloader.CachedAppletLoader.class">

<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM

<PARAM

<PARAM

NAME="MAYSCRIPT"
NAME="SCRIPTABLE"
NAME="cache_option"
NAME="CachedClient"
NAME="Java2"
NAME=PreloadComponentList

NAME="cache_archive"

NAME="cache_version"

VALUE="true">
VALUE="true">
VALUE="Plugin">
VALUE="true">
VALUE="true">

VALUE="HABASE ; HODBASE ; HODIMG ; HACP ; HAFNTIB;

HAFNTAP ; HAMACRT ; HACLTAU ; HODHLL 5

HAVT ; HASLP; HAKEYPD ; HA3270 ; HAMACUI 5
HODMAC ; HAPRINT ; HALUM;HA3270X; HODCFG;
SCCBASE ;HA5250X ; HODSSL ; HA3270P ; HASSL 5
HACICS;HAFTP;HA5250P ;HAHOSTG;
HAXFER;HA5250; HODAPPL ; HAKEYMP ; HACOLOR
HODIMP;HA5250E;HA_EN">

VALUE="CachedAppletSupporter2.jar,

haprintn2.jar,ha5250n2.jar,hodimg. jar,
ha3270xn2.jar,hacltaun2.jar,
ha3270pn2.jar,hacolorn2.jar,
hodh11n2.jar,hacicsn2.jar,
hahostgn2.jar,hamacuin2.jar,
hakeympn2.jar,hafntib.jar,
hodcfgn2.jar,havtn2.jar,hodappin2.jar,
haxfern2.jar,ha_en.jar,halumn2.jar,
hacp.jar,hodbasen2.jar,hafntap.jar,
ha3270n2. jar,hassIn2.jar,hamacrtn2.jar,
hodss1n2.jar,ha5250xn2.jar,hasTpn2.jar,
ha5250pn2.jar,ha5250en2.jar,

scchase2. jar,hakeypdn2.jar,haftpn2.jar,
hodmacn2. jar,habasen2. jar,
hodimpn2.jar">

VALUE="7.0.0.0,7.0.0.6,7.0.0.0,7.0.0.2,
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7.0.0.0,7.0.0.3,7.0.0.0,7.0.0.0,
7.0.0.0,7.0.0.1,7.0.0.1,7.0.0.1,
7.0.0.0,7.0.0.0,7.0.0.0,2.0.2.7,
7.0.0.0,7.0.0.5,7.0.0.0,7.0.0.6,
7.0.0.0">

<PARAM NAME=RealDocumentBase

VALUE="http://localhost/hod/augj2cc.html?JavaType=java2">

<PARAM NAME=AppName VALUE="com.ibm.eNetwork.HOD.HostOnDemand">

<PARAM NAME="ShowDocument" VALUE="_parent">

<PARAM NAME="CachedClient" VALUE="true">

<PARAM NAME="DebugCachedClient" VALUE="false">

<PARAM NAME="ParameterFile" VALUE="HODData\augj2cc\params.txt">

<PARAM NAME="JavaScriptAPI" VALUE="false">

</0BJECT>

In the above example note that:

>

>

In the first line the command is OBJECT.

In the CODE parameter the class to be invoked is
com.ibm.eNetwork.HOD.cached.appletLoader.CachedAppletLoader.class
This is the entry point for the Java 2 CachedAppletSupport applet.

In the cache_option parameter the value is set to Plugin. This instructs the
Java 2 plug-in to use the sticky cache.

The PreloadComponentList parameter contains a list of the components that
are to be downloaded initially. These are component names, not module
names. A component may consist of one or more modules.

The cache_archive parameter lists the JAR files that are to be placed in the
sticky cache. Host On-Demand specifies that all the JAR files should be
placed in the sticky cache

The cache_version parameter is a Host On-Demand parameter that tells the
Cached Applet Support applet the versions of the modules in the sticky
cache.

In the ARCHIVE parameter the modules are Java 2 modules. This is evident
from the fact that the module names end in 2. Examples: habasen2.jar,
hodbasen2 jar.

The AppName parameter specifies the name of the applet to be launched if
the cached client is installed. This is the HostOnDemand applet.

The DebugCachedClient parameter is set to false..
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6

Database On-Demand

In this chapter we discuss the administration and client side of Database
On-Demand. Database On-Demand is a Java applet that allows users to perform
Structured Query Language (SQL) requests to iSeries databases through a Java
Database Connectivity (JDBC) driver. Though Database On-Demand is shipped
with a JDBC driver, other user-installed JDBC drivers can also be registered and
used, although Host On-Demand does not provide support for other drivers.
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6.1 Administering Database On-Demand

The first important point to know is that an administrator cannot create SQL
statements for users. He or she can, however, create groups and users, define
the database functions that users can perform, manage statements that users
have created, and create groups and users.

The Database On-Demand users are based on the users and groups that are
defined in Host On-Demand, with the Database On-Demand being one attribute
of this.

For example, let’s say that two people in your organization (Greg and Kelly) will
need to use Database On-Demand for SQL queries to an iSeries. Follow the
directions below to configure these users for Database On-Demand.

6.1.1 Creating Database On-Demand groups and users

Use the Host On-Demand administration utility to create a group called
DatabaseAdmin and users called Greg and Kelly. Make each user a member of
the DatabaseAdmin group. The group name is not important, and can be
anything that would best describe the group.

6.1.2 Configuring database options

In the Host On-Demand administration utility, right-click the Database group then
click Database > Options... (Figure 6-1 on page 249) and the Database
On-Demand Group Options window (Figure 6-2 on page 250) will be displayed.
Some options allow or restrict certain functions, while other options set default
values. Database On-Demand provides the following two methodologies for
granting users authority for options:

» Most permissive

If a user belongs to two or more groups, the most permissive authority is
granted for that option.

For example, if a user is a member of DatabaseAdmin and this group allows
deleting SQL statements, and the user is also a member of DatabaseUsers,
but DatabaseUsers does not allow deleting SQL statements, the user is
allowed to delete SQL statements.
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» User override

When options are modified for a selected user, the new settings override
settings for the group or groups to which the user may belong. Default user
options (those not explicitly set by a user or administrator) do not override
group settings. This gives the administrator the ability to allow or restrict
certain functions at the user level.

For example, suppose a user belongs to DatabaseAdmin, which allows edit
SQL statements, and the user level options do not allow edit SQL statements.
The user cannot edit SQL statements, even though the DatabaseAdmin
group allows it.

The Host On-Demand online help provides a table indicating how user authority
for Database On-Demand is granted.
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' &Instant Message “'ebMail Radio People ‘rellow Pages Download Calendar L‘i Channels
I Host On-Demand 6.0 I Users/Groups
O introduction ; 7
Users/Groups
D senices Wil User Group Administration
D Redirector Service =
O pirectary Service Mewy User... New Group... Refresh I I—
O 051400 Praxy Setver Group List Usger List
O Licenses = =
D Logoit Groups IJ & aren
DM iy - & kelly
DATABABEUSERS oo
Disable Functions
HOD (Systern Defg ——————————————
All Users Fitex
Cut
Copy
Paste User/Graup
Delete
SEL Statemerts...
N Upload Statements...
Trace Facility...
Properties... i
il o , |‘|
[ Allow users to create aceourts
[ Disable UserFilter
To add new users or groups, chick New User or New Croup. To change a user [D or pa:
F= | =L

Figure 6-1 Opening the Database On-Demand administrator window
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. Database On-Demand Group Options - DATABASEADM LI

i| Staterments | Tablesl Driversl User Options | BiDi Option

|7 Allow creating SQLFile Upload statements
|7 Allowy saving SQLFile Upload statements
|7 Allow deleting SQLFile Upload statements
l_ Allow manual editing of SQL statements

S0L guery timeout: 1] ill seconds

Ok | Cancel | Help |
F‘s | Signed by: International Business Machines

Figure 6-2 Database On-Demand Group Options window

The configurable options available from this window are self explanatory, and
more information is available in the Host On-Demand online help if required.

6.1.3 Administering SQL statements

Database On-Demand allows the administrator to manage SQL statements that
were previously saved by a group or user; the administrator can copy, rename or
delete statements.

Let’s say that Greg saved an SQL statement called List Employees and Kelly
decides that access to the same database for the same information would be
useful. The administrator must complete these steps:

1. Right-click the user with the saved SQL statement (in the example, Greg), and
click Database > SQL Statements.... See Figure 6-3.
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A & Instant Message Webhail Radio Feople ‘rellow Pages Download Calendar LI‘ Channels
I Host On-Demand 6.0 I USEI’SIGI’OUPS
D Introduction % ma i
UsersiGroups
D Semices D‘ User Group Administration
D Redirector Service =
D Directory Service Mew Lser. Mew Graup I Refresh =
B OS/400 Proxy Server Group List User List
Licenses — —
Groups § gregy
D Logor i P Sessions...
IMIN (Higher level users) & kelly
Disable Functions..
DATABASEUSERS (General access users,
& HOD (System Default Group) Fitzr..
All Users cut
Copy
Pzste User/Group
Delete
» Upload Statemants,
Trace Facility
o Options.
Properties... I
0| [ K| v
[ Allow users to create accounts
[ Disahle User Filter
To add new users or groups, click New User or New Group. To change a user [D or password, or a user's |
& =B=| |Document: Done Ex ! 7 4

Figure 6-3 Preparing to copy a saved SQL statement from a user

2.

When the Database On-Demand User Statements window is displayed as
shown in Figure 6-4, select the saved SQL statement in the left-hand pane, in

this example List Employees.

Select the user or group to which you wish to copy the SQL statement.
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. Database On-Demand User Statements - greg

Groups and Users

- Lé HoD (Systemlﬂ

Users
Copyto == |

admin {Admin
george

Rename Statementl
Delete Statement |

Statements

greg

Close Help |

F‘s | Signed by: International Business Machines

Figure 6-4 Copying saved SQL statements to a group

4. Click Copy to >> which will then show you any SQL statements already
saved with that user, and gives you an option of renaming the SQL if desired.

See Figure 6-5.

M. Database On-Demand

Saved statements:

Li=t Employees
Ok | Cancell

F‘s | Signed by: International Business Machines

Figure 6-5 Saving the SQL statement to another user

Statement name:

5. Click OK to save the SQL to that user ID.
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6.2 Using Database On-Demand

Start Database On-Demand from HODMain.html or directly with
HODDatabase.html, and log in. On the Database On-Demand applet window, as
shown in Figure 6-6, you will see two tabs:

» SQL Wizard tab

The SQL Wizard is the default view. It displays a view of previously saved
SQL statements.

» File Upload tab
This tab displays a view of previously saved File Upload statements.

SOL Wwizard | File Lpload |

—Saved SOL

=1 _ogen. |
_fun_|

Options... | Log OIff | Help |

Figure 6-6 Database On-Demand applet

From this applet, you can do the following:

» Create a new SQL or File Upload statement

» Run an existing SQL or File Upload statement

» Open an existing SQL or File Upload statement
» Delete an existing SQL or File Upload statement
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6.2.1 Creating a new SQL statement

254

You can create a new SQL query by performing the following steps. By way of
example, we will create a query to list all the names of people at a certain zip
code, using data stored in the Callup database hosted on an iSeries server.

Creating a new statement
From the Database On-Demand applet (Figure 6-6), perform these steps:

1. Click New

You will be presented with the Logon window shown in Figure 6-7 on
page 255.

2. Type the database URL:
jdbc:as400://iSeriesname
To use SSL when connecting, type:
jdbc:as400://iSeriesname;secure=true
To use the OS/400 Proxy server without security:
jdbc:as400://iSeriesname;proxy server=HODServername
To use a secure connection via the OS/400 Proxy:

jdbc:as400://iSeriesname;secure=true;proxy server=HO0DServername

3. Type your user ID and password (if required).

4. Select the JDBC driver you want to use to access the database. In this case,
the driver supplied, called AS/400 Toolbox for Java, is used.

5. Click Connect.
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Logon

Connect to a database

Database LRL:
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=10l x|

Iidbc:as4DD:.-".-"sc:ope.itso.ral.ibm.com

Usgerid:

Paszwaord:

Igbaker

Diriver description:

Class name:

| 457400 Toolbox for Java

= Icom.ibm.as4DD.access.AS 400JDBCDriver

Connect [: !

IEnter the required information and click 'Connect’ to begin.

Helpl Fium |

< Backl et > | Eancell

Figure 6-7 Database On-Demand Logon tab

When the connection to the iSeries has been made, the following tabs are
added: Tables, Join, Condition 1, Columns, Sort, Output, SQL and Results as

shown in Figure 6-8 on page 256.

Selecting a table

On the Tables tab there is a window in which to select tables from the host, and
specify what type of SQL statement you want to use:

— Select
— Select Unique
— Insert
— Update
— Delete

You can select multiple tables when performing a select, or select unique.

In this example we chose the Callup table (QGPL.DATA):
1. Select the QGPL.DATA checkbox.
2. Since no join is required in this example, click Condition 1 tab, or Next twice.
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i Database On-Demand [New S0OL statement] 10l =|

Logon Tab|ES|Join| Eondition‘ll Eolumnsl Sortl Dutputl SQLI Hesultsl

Select an SOL statement type and tablefs).
Statement type:

@ Select " SelectUnique ¢ Inzet ¢ Update Delete

Select Table(s):

Table name Drescription

IV OGPLDATA ]

™ QGPLLK_104BLMM =]

I OGPLOASPFILEH Symbol get medium symbol definitions

I~ OGPLOAAPFILES Symbal zat small symbol definitions

I OGPLOAAPFILE@ Symbol zet large symbol definitions

[~ OGPLOAFCRFDDTA SAMPLE DATABASE FILE FOR FFU

™ OGPLOAFCTUTDEF SaAMPLE DATABASE FILE FOR TUTORIAL

[ QGPLOAFCTUTOR AFPU TUTORIAL TEXT r

o S i
Wiew schemalzg]... | Fiefrezh |

|

ﬂl M < Back | Mext > | Cancel |

Figure 6-8 Database On-Demand Tables tab

Selecting Conditions

We want to find all the people at a certain zip code, in this case 27709. On the
Condition 1 window (Figure 6-9 on page 257), the selected table should be
displayed in the Selected table(s) field. If it is not, click the pull-down menu to
select it.

1. Select ZIP in the Columns pane.

You will see that it displays the field type and field length, such as ZIP and
DECIMAL(5) towards the bottom of the window.

In the Operator pane, select is exactly equal to.
In the Values pane, enter 27709.

If required, you can see all the values for ZIP by clicking Find... and leaving
the Search for field blank, and all the values for ZIP will be returned. You can
select 27709 and click Use values to use that value.

4. Click Next or the Columns tab to continue.

If you have more than one selection criteria, you can add further conditions by
clicking Find on another column. This will also add another Condition tab.
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i Database On-Demand [New S0OL statement] 10l =|

Logonl Tablesl Join  Condition 1 | Eolumnsl Sortl Dutputl SQLI Hesultsl

Select a column, an operatar, and enter the walues vou want ta find.

Selected tablefs): Walues:
GPLDATA - 277049 =
IQ _I iz not equal to
Col . iz greater than [»]
olumns: is greater than or equal ta [»=]
MaME iz less than [<]
STR is less than or equal ta [<=)
CITY iz between
i lark
PHOME iz nat blank
41 | |
Find... | Clear |

In table 'GGPL.DATA Find on anather column |
find all rows in column ZIP* that

are exactly equal to 27709'

IZIF', DECIMALIS]

Helpl Fiun | < Backl Mext » | Eancell

Figure 6-9 Database On-Demand Condition 1 tab

Selecting columns

The Columns window, shown in Figure 6-10, allows us to select which columns
we want shown in the results. All available columns for the selected table, in this
case QGPL.DATA, will be displayed in the left-hand pane labeled Columns. We
want all columns displayed in the results, so we add them to the included
columns by the following steps:

1. Click Select all.
2. Click Add >>.

You can change the order that the columns are displayed in the results by
selecting the included column in the right-hand pane, and either clicking
Move up or Move down as desired.

3. Click Next or click the Sort tab to continue.
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i Database On-Demand [New S0OL statement] : 10l =|
Logonl Tablesl Joinl Condition 1 Eolumnsl Sortl Dutputl SQLI Hesultsl
Select the columns pou wish to include.
Selected table[s]):
|BGPLDATA |
X Columns to include:
Calumns:
QGPLDATASTR
QGPLDATALCITY
QGPLDATAZIP
QGPLDATA PHONE
<< Remove |
Select all |
Deselect all |
Move up Move down
Helpl Fiun | < Backl Mext » | Eancell

Figure 6-10 Database On-Demand column selection

Selecting a sort sequence

The Sort tab, shown in Figure 6-11 on page 259, allows you to specify the sort
order for the columns you included in column selection. You can sort in either
ascending (a->z) or descending (z->a) order. We will sort on ascending on the
Name column, so the procedure is as follows:

1. In the left-hand pane labeled Column, click NAME.

2. Confirm the sort order is Ascending, which is the default.

3. Click Add >>.

4. Click Next or Output to continue.

If you are sorting on more than one column, you have the ability to change the

order in which the columns are sorted by moving them up or down in the
right-hand pane labeled Columns to sort on.
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i Database On-Demand [New S0OL statement] 10l =|
Logonl Tablesl Joinl Eondition‘ll Columnz SUTtl Dutputl SQLI Hesultsl
Select how you want the resulting rows and columns sorted.
Selected table[s]): Sort order:
|BGPLDATA =l [asscending |
Columns: Calumns to sort on:
STR [a->z] GPL.DATA NAME
CITY
ZIP
PHOME
A |
<< Hemove |
Select all |
Deselect all |
ove up ove down
Helpl Fiun | < Backl Mext » | Eancell

Figure 6-11 Database On-Demand Sort tab

Selecting the output target

The Output window, as shown in Figure 6-12, lets you send the query results to
the display or to a file. Sending it to the display is quite simple, and generally the
defaults provided on this window will be suitable. When sending the output to a
file, there are various file types available, and in this case, we will send it to an
HTML file. We will also use another HTML as a template for the results.

1. Under Output query results to, click File.
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i Database On-Demand [New S0OL statement] 10l =|
Logonl Tablesl Joinl Eondition‘ll Eolumnsl Sort DUtDUtl SQLI
— Output query results to:
" Display
Dizplay Option
’V I awirurn mumber of raws to display: 100 ﬁ ‘
r— File Option:
File name: IC:\Documents and Settingshadminiztrator\DesktoptemplateshDurhamCallup. html Browse... |
File type: | HTML [*html) | settings... |
& Ovenwite file if file exists ) fppend bofile if file exists

Helpl Fiun |

< Backl Mext > | Eancell

Figure 6-12 Selecting the output destination

2. Type in the file name.

3. Select HTML as the file type.

4. Click Settings.

You will be presented with the HTML Table Settings window (Figure 6-13 on

page 261).

5. Click Use HTML File as template, and either type in the file name, or locate
the file using the Browse button.

In this example we will use DurhamCallupTemplate.html, the contents of
which can be seen in Example 6-1 on page 261. This HTML file was created
earlier using an editor such as NotePad. When using an HTML template, the
default is to have the HTML comment line SQLTable replaced with the query
results. This can also be modified by changing the Template Tag field.
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HTML Table Settings x|
T able alighment: « Left " Center " Right
M aximurn table size: IND uEL ill Rows
[ Equal colum widths: [Metzcape Mavigator only)

v Include border I'I ill pirels
[~ Cell spacing I'I ill mivels
[ Cell padding |1 ﬁ pirels

I” Table width J1o0 | of windaw [
[ Include caption I Settings... |
¥ Include column headings Settings... I

V¥ Use HTML file as template |D urhamCallupTemplate.html { Browse, . n

Template tag: <I-- ISQLTabIe .

Table test zettings... |

Ok I Eancell Help I

Figure 6-13 HTML table settings, specifying an HTML template file

6. Click OK to close the HTML Table Settings window.
7. Click Next or the SQL tab to continue.
Example 6-1 Contents of DurhamCallupTemplate.htm|

<HTML>

<HEAD>

<META content="text/html">
<title>Durham Callup Listing</title>
</HEAD>

<BODY>

<img src="hodlogo.gif">

<h3>Durham (27709) Callup Listing</h3>

<!-- SQLTable -->
<font size ="-1">This is a 1isting for all people with a 27709 zipcode</font>

</BODY>
</HTML>
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Viewing, saving and running the SQL

The SQL window will appear as shown in Figure 6-14 as the default. If the
administrator has checked Allow manual editing of SQL statements when
configuring your user ID or group, it would appear as the window shown in
Figure 6-15. Either window presented allows the user to copy the SQL to the

clipboard, save the SQL, or run the query.

Executing the query can be done one of two ways:
» Click Run SQL.

» Click the Run button in the bottom left-hand corner of the window.

i Database On-Demand [New S0OL statement]

Logonl Tablesl Joinl Eondition‘ll Eolumnsl Sortl Dutput SQLl

Yiew the SOL statement.

SELECT
QGPLDATA NAME,
QGPLDATASTR,
QGPLDATACCITY,
QGPLDATAZIP,
QGPLDATAPHOME
FROM
QGPLDATA
wHERE
[

[
QGPLDATAZIP = 27703
]

]
ORDER BY
QGPLDATA MAME

Copy to clipboard | Save SOL.. | Run SQL.%

=10l x|

< Backl

Helpl Fiun |

Cancel

Figure 6-14 SQL tab as the default, with no SQL editing enabled
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Edit the SOL statement [optional].
Selected tablefs): SOL Statement:
IQGPL.DATA 'I SELECT
. QGPL.DATAMAME,
Eolumns QGPLDATASTR,
MaME QGPLDATACCITY,
5TR QGPLDATAZIRP,
CITY GQGPL.DATA PHONE
ZIP FROM
FHOME QGPL.DATA
‘WHERE
: [
QGPLDATAZIP = 27709
I
ORDER BY
QGPLDATAMNAME
Undo | Copytoclipboard | Sawve SOL... | Run SQL...[‘I>
Helpl Fiun | < Backl [ext > | Eancell

Figure 6-15 SQL tab showing manual editing of SQL enabled

Viewing the results

In this example, the results were written to an HTML file, and the output can be

seen in Figure 6-16.
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3 Durham Callup Listing - Microsoft Internet Explorer - |EI|1|

J File Edit ‘“iew Favorites Toolz Help ﬁ

J 4=Back ~ = - at | Qhsearch (G Favorites £ History ||%v =]

J Address I@ C:\Documents and Settings)administrator|Deskkoptemplates\DurharmCallup, htrml j Go |J Links **

Durham (27709) Callup Listing

| mNamE | STR | cITY |ZIP | PHONE
|&schim Tepper 700 Park Office Drive Dutham, NC [27709 [919-543-5555
|schim Zorn 700 Park Office Drive Dutham, NC [27709 [919-543-5559
[Byron Braswell 700 Park Office Dr |[RTP, NC  [27709 [919-543-4028
[Carla Sadtler  [700 Park Office Dr |[RTP, NC  [27709 [919-543-4444
[Carol Parks 700 Park Office Drive Dutham, NC [27709 [319-543-5556
[Casey Cooley  [700 Park Office Drive Dutham, NC [27709 [919-543-5557
[David Skerrett |50 Melbourne Drive | Durham, NC [27709 [319-544-1112
[George Baker 700 Park Office Dr.  Dutham, NC [27709 [319-543-4005
[Greg Mebberson |1 Harbour Drive  |Durham, NC [27709 [919-544-5555
Hari Balakrishnan [700 Park Office Drive Dutham, NC [27709 [919-543-5558
[Kelly Chen [1 Miller Street [Dutham, NC 27709 [319-544-7777
[TomPBarlen (700 Park Office Dr |[RTP, NC  [27709 [919-543-4244
This iz a listing for all people with a 27709 zipcode

=
|@ [one ’_ ’_ |@‘ My Computer 4

Figure 6-16 Results of SQL query when viewed in a browser

If instead it was decided to send the results to the display, it would appear as
shown in Figure 6-17 on page 265. From this window, you can copy the results to
the clipboard, save the SQL, and save the results.

If you click Save SQL, the statements are saved in a file called DBX.userid
(where userid is your user ID) in the hostondemand\private directory on the
server, with a name that you are asked to provide.

If you want to save the results of the query, click Save Results. The file types are

the same as those provided on the Output tab, and it would be possible to write it
to the same HTML file using a template, as we have done earlier.
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Logonl Tablesl Joinl Eondition‘ll Eolumnsl Sortl Dutputl SOl Results

MAME STR CITY ZIP | PHONE
1 |Achim Tepper 00 Park, Office Drive Diurham, MC 27709 |919-543-5555
2 [Achim Zom 700 Park Office Drive | Durham, NC 27709 |919-543-5559
3 [Byron Braswell 00 Park, Office Dr RTP,MC 27709 |919-543-4028
4 |Carla Sadtler 700 Park. Office Dr RTP. NC 27709 |913-543-4444
5 |Caral Parks 700 Park Office Drive | Durham, NC 27709 |913-543-5556
E [Cazey Cooley 00 Park, Office Drive Diurham, MC 27709 |919-543-5557
7 |David Skemrett 50 Melbourme Drive Curham MC 27709 |919-5441112
8 |George Baker 00 Park, Office Dr. Diurham, MC 27709 |919-543-4005
9 |Greg Mebberson 1 Harbour Drive Durham MC 27703 |919-544-5555
10 [Hari Balakrizhnan 700 Park Office Drive | Durham, NC 27709 |919-543-5558
11 |Kelly Chen 1 Miller Street Curham MC 27709 |913-544-7777
12 |Tom Barlen 700 Park. Office Dr RTP. NC 27709 |913-543-4244

Copy to clipboard | Save SOL... | Save Results...

< Backl et > | Eancell

Help |

Figure 6-17 Results when sent to the display

When you have finished with this query, you can either modify the query and
re-run it, save the SQL, or click Cancel to end the query.

6.2.2 Running an SQL statement

You can run any SQL statement that is listed on your Saved SQL Statements list.

To run a query, highlight the statement you want to use, then click Run. When the
query has run, the results will be displayed.

If you did not check Save password with statement when saving the SQL, you

will be prompted for your password prior to the SQL running.

6.2.3 Changing an SQL statement

You can view and edit the options used to create an existing SQL statement. This
lets you make changes without having to recreate the SQL each time.
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6.2.4 Deleting an SQL statement

You can delete SQL statements from your SQL Statements window, but once
they are deleted, they cannot be recovered. SQL statements saved at the group
level must be removed by the administrator. Icons alongside the SQL statement
indicate whether it is at the group or individual level.

6.2.5 Customizing user options

Users can customize the behavior of Database On-Demand to suit their needs.
For example, if you are always connecting to the same server, you can save the
default logon values for the database name, user ID, password and driver to be
used, as shown in Figure 6-18.

Database On-Demand User Options - kelly ll

Generall Tablesl Drivers Logon |

Databasze Mame: |idbc:as4DD:.-".-"ral_l,lasélb.itso.ral.ibm.com
User ID: |ke||_l,l
Driver description: | 45/400 Toolbox for Java =

Passward

V Save password

Password:

QK | Cancel | Help

Figure 6-18 Setting default logon parameters

6.3 Installing and registering other JDBC drivers

There are now many JDBC drivers available, although only the iSeries driver is
provided and supported with Database On-Demand.
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By way of example, let’s install the JDBC driver for IBM DB2 so that you can use
Database On-Demand to access DB2 databases. The DB2 JDBC driver is in the
db2java.zip file, which is located in [drive::\SQLLIB\java\ after the installation of
the CAECLIENT.

6.3.1 Installing a driver

New JDBC drivers must be installed in the same directory path as the AS/400
driver that is provided with Host On-Demand. For example, if the current
directory for the default AS/400 JDBC driver is:

[drive:]\hostondemand\HOD\com\ibm\as400\access
Where drive is the drive letter where Host On-Demand is installed, you must

unpack db2java.zip to [drive:]\hostondemand\HOD and the following directory
structure will be created for the applet driver:

[drive:]\hostondemand\HOD\com\ibm\db2\jdbc\net\DB2Driver

6.3.2 Registering a driver

Either an administrator or user can register a driver. The procedures are as
follows.

Registration by the administrator

Administrative registration begins by opening the Database On-Demand Options
window by right-clicking either a group or user and selecting Database >
Options... as shown in Figure 6-1 on page 249.

1. Click the Driver tab (see Figure 6-19).

2. Type in a description for the driver; in this example we entered:
DB2 Applet driver

3. Type in the class name of the driver, ensuring the case is correct:
COM.ibm.db2.jdbc.net.DB2Driver
The class extension is not specified.

4. Click Register Driver.

5. Click OK to save the new drivers.
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Database On-Demand User Options - bogardus . x|

General Statementsl Tables i e:':éilUserElptions Bili Option

— Regizter Driver

Driver description: I

Class narne: I

Fiegizter Driver |

— Regiztered Dirivers

Description # | Class name: | Femove |

0K | Cancel | Help

Figure 6-19 Registering DB2 JDBC driver by the administrator

Registration by a user

To register a driver, you must click Options on the initial Database On-Demand
window. From this point you should follow the numbered steps in “Registration by
the administrator” on page 267.

6.3.3 Using a new driver

268

Start a new SQL query from the Database On-Demand applet (see Figure 6-6 on
page 253):

1. Click New.

You will then see the Logon tab similar to Figure 6-20 on page 269. This
window is shown with all steps completed, and ready to connect to a DB2
database.

2. Type in the Database URL, such as:
jdbc:db2://bigtex.itso.ral.ibm.com/Sample
3. Fill in the Userid and Password fields.

4. In the Driver description, from the drop-down list select the DB2 driver that
you just registered, DB2 Applet driver. You will see the Class name change to
the correct driver.

IBM Host Access Client Package Update



Draft Document for Review November 24, 2002 6:23 pm 6182DBOD.fm

5. Click Connect.
Once connected, generating an SQL statement and navigating the windows is

the same as for the iSeries database, explained earlier in 6.2.1, “Creating a new
SQL statement” on page 254.

i Database On-Demand [New S0OL statement] 10l =|

Logon

Connect to a database

Database LRL:

|idbc:db2:.-".-"bigtex.itso.ral.ibm.com.-"S ample

Userid: Password:
|ke||_l,l | xxxxx
Diriver description: Clazs name:
| DB2 pplet diver [=1 |COM.ibm.db2 jdbo. net DE2Driver
Connect |
|Enter the required information and click 'Connect’ to begin.
Helpl Fium | “ Backl [ext > | Eancell

Figure 6-20 Connecting to a DB2 database

Note: The DB2 database must reside on the Web server; otherwise a Security
Exception will occur. The JDBC driver will attempt to establish a separate
network connection with the DB2 database through the JDBC applet server
residing on the Web server. Java will trigger a security exception if the servers
are different. More information can be found in the online DB2 Application
Building Guide.

6.3.4 Common access problems

Sometimes, when you try to connect to a database, an SQL Assist Exception
occurs. Such exceptions generally indicate that something on the Logon window
is incorrect. Following are some examples of exceptions that could occur.
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Application requester cannot establish the connection

Check that you entered the database name completely. For example, the error
shown in Figure 6-21 can occur if the name is as400.raleigh.ibm.com, but you
only typed as400 and this host name could not be resolved by a name server.

S0L Assist Exceplion x|

The fallowing exception has ocuned:

[avva.sql SOLE=ception: The application requester cannot establish the
connection. [ralpasdb.itzo.ral ibm)

o

Figure 6-21 Error establishing database connection

No suitable driver

The no suitable driver error, shown in Figure 6-22, can occur if any part of the
database name is incorrect. Below are some common errors.

» Correct syntax:
jdbc:as400://bigtex.raleigh.ibm.com
» Incorrect syntax:
jdbc:as400//bigtex.raleigh.ibm.com
» Incorrect syntax:

jdbc:as40://bigtex.raleigh.ibm.com

S0L Assist Exceplion x|

The fallowing exception has ocuned:

jawa zql SOLE=ception: Mo suitable driver

o

Figure 6-22  Error finding driver
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Security exception

If you attempt to access a DB2 database that resides on a server different from
the one that served the applet, you will receive a security exception as shown in
Figure 6-23. This type of activity violates Java security. In our example, the DB2
database is on bigtex.itso.ral.ibm.com, and the Web server is on mk23bk67f.
Internet Explorer and Netscape Navigator report the error differently. The error
window shown at the top of Figure 6-23 is generated by Microsoft Internet
Explorer, while the error window generated by Netscape Navigator is shown at
the bottom.

S0L Assist Exceplion x|

The fallowing exception has ocuned:

com.ms. zecurity, S ecurityE sceptionE «[COM/ibm/db2/jdbc/net /DB 2Connecti
on.create]: cannaot connect to "bigtex. itso.ral ibm.com®'

B 50QL Assizt Exception ll

The following exception has ocurred:

netscape security AppletSecurityException: security. Couldn't ;l
connect to ‘higtexitso.ral.ibm.com®with origin fram 'm23bkE7T

=
o]

@ | Signed by: International Busines: Machines

Figure 6-23 Error when attempting to connect to a remote DB2 database
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7

Administration

The Service Manager is the component of Host On-Demand that controls the
following Host On-Demand functions and its data stored on the configuration
server:

Users/Groups management (Configuration Server)
Services management

Redirector Service management

Directory Service management

0OS/400 Proxy Server management

2B T o

Licenses management

Administration of a Host On-Demand server is done primarily through the
administration applet, HODAdmin.htm1, which is loaded into your browser. If you
are working on a Windows NT or Windows 2000 server, click Start -> Programs
-> IBM Host On-Demand -> Administration -> Administration Utility. On all
other platforms or at a workstation, load the applet by entering the following URL:

http://[server_name]/hod/HODAdmin.html

For access to the administrative functions, you must log on using an
administrative user ID and password. The default user ID supplied by Host
On-Demand is admin and the default password is password.
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7.1 Manage users and groups
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The Users/Groups task of the Administration Notebook, shown in Figure 7-1 on
page 275, lets you:

>

Manage groups.

If you are using an LDAP directory to store configuration information, groups
may be hierarchical. The default data store does not allow for hierarchical
groups.

Manage users.

If you are using the default data store, users may belong to multiple groups;
however, if you are using an LDAP directory to store preferences (see 7.4,
“Directory Service” on page 357), a user may belong to only one group.

Manage sessions for users or groups.

If you create a session for a group, all the users that you assign to that group
inherit the session and all its settings.

Copy, change or delete users, groups or sessions.
Look at a trace file that has been created by a user and saved to the server.
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2} IBM Host On Demand 7.0 - Microsoft Internet Explorer

_[o] %]
J File Edit “iew Favorites Tools  Help ﬁ
J wBack v = - @ i} | ‘Qsearch [(GdFavorites  {#History ‘ - S

| Address [ fie: 7t jhostondemandjHODjframeset. htmi? Javaz=false, Obplet=appiet, cshe=F lse, Lacale=en_LIs, pri=Logon, hat=480,wth=640,ful=true | @ Go HLinks =

II Users]Groups

O Introduction A Host OnDemand 7.0
g;?:::sﬁmups i‘ User Group Administration
D Redirectar Service i
D Ditectary Service Mew Lser. Mew Group. Refresh —
D 05400 Prosy Server Group List User List
B t:;g;es Groups = @& admin [&dmiristrator] =

GUESTS [Guest Users) & localuser

HOD (Sy Default Group]
ITSO 1T50 Residents)
All Users

o oo il

™ Allow users to create accounts

¥ Disable User Fiter -
4 >

‘@ Applet started ’_ ’_ ‘@‘ My Computer 4

Figure 7-1 Users/Groups Administration window

When dealing with a large number of groups, users, or sessions, you may find it
convenient to use Directory Utility. Directory Utility is a command-line Java
application the administrator can use to manage user, group or session
configuration information. This information is stored either in the Host
On-Demand default data store, or in an LDAP directory. This utility is only useful
in the environment where the Configuration Server-based model is in use.
Directory Utility allows you to add, delete, or update large numbers of users,
groups, or sessions in a batch mode environment instead of using the
Administration client. Directory Utility reads an XML ASCII file that contains the
following actions to be performed on users, groups, or sessions defined to the
Configuration Server:

» Add, update, and delete groups
» Add, update, and delete users from groups

» Add, update, and delete sessions from users or groups

For details see 7.7, “Directory Utility” on page 367.
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7.1.1 Planning
Host On-Demand Version 7 offers three different deployment models:
1. Configuration Server model

Initial configuration data is stored at the server and user modifications are
stored on the server.

2. The HTML-based model

The configuration is deployed in a customized HTML file, and user
modifications are saved locally at the client system.

3. The combined model

The client retrieves the group configuration from the server; however, user
modifications are saved locally at the client system.

See Chapter 13, “Deployment strategies” on page 513 for a detailed explanation
of these models.

7.1.2 Manage groups

Each user must be a member of at least one group. You may use the Host
On-Demand provided default group, HOD, or you may create a group into which
you will add users. When using the default data store, all groups are at the same
level, and users may belong to multiple groups. However, if you store your
preferences in an LDAP directory you may organize your groups hierarchically,
but a user belongs to a single group and its hierarchy.

To add a new group, click New Group. If you are using the default data store, the
window shown in Figure 7-2 will appear, and if you are using an LDAP directory,
the window shown in Figure 7-3 on page 277 will appear.

i New Group _I- _ID ll
Group |0 ITS0O
Drescription |ITSD Fesidents

Apply | Cloze | Help |

Enter information

Figure 7-2 Configuring a group
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You must enter a group ID. The first character must be a letter, and all other
characters must be the English equivalent of A-Z, a-z, 0-9, . (period), and -
(hyphen). Group IDs are always converted to uppercase unless you are using an
LDAP directory server data store where mixed-cased characters are allowed.

A group description is optional. Any character is allowed except | (vertical bar) or

# (number or pound sign).

If you are using the LDAP directory, you must select the hierarchy that the group
will occupy. In the example shown in Figure 7-3, the group 6182book will be
added under the group ITSO. The net result is that any user in the 6182book
group will inherit sessions defined at the ITSO and the 6182books group level.

i New Group _I- _ID ll
Group |0 E182B 0ok
Drescription wiriters of HACP book
Subgroup of

EI-@ Groups

# GUESTS (Guest Users)
» HOD (System Default Group)
0 [Residents in TS0

.

Apply | Cloze | Help |

Enter infarmation

Figure 7-3 New group with LDAP

To store the group, click Apply. The window will remain open so that you may
add another group. When you are finished adding groups, click Close.

7.1.3 Create a new user

To add a new user, click New User. If you are not using the LDAP directory to
store preferences, the window shown in Figure 7-4 will appear.
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+ New User _I- _ID ll
Uszer ID HIZ
Drescription A 2o
Mew Pazsword - [Optional]
Confirm Password

Member of Mot a member of
HOD GLUESTS

Remove -» |

" Do not save preferences
™ User cannot change password

[ Use Wative Authentication

I ative ser (01 I
Apply | Cloze | Help |

Enter infarmation

Figure 7-4 Configuring a user

If you are using the LDAP directory server for preferences, you will see the
window shown in Figure 7-5.
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=10l x|

User ID hiz

Drescription A 2o

MNew Password

Confirm Password

Member of

GUESTS [Guest Userg]
HOD [System Default Group]
ITS0 [Residents in ITS0]

i p1g2 [ of HACP book)

KN 3

" Do not save preferences

™ User cannot change password

[ Use Mative Authentication

Mative User 1D I
Apply | Cloze |

Enter infarmation

Figure 7-5 New user using LDAP directory

You must now complete the following elements of the window:

» UserlD

The Host On-Demand user ID being created. The first character must be a
letter. Valid characters are A-Z, a-z, 0-9, . (period), and - (hyphen). When
using Host On-Demand to store configuration information, user IDs are
converted to lowercase characters. User IDs must be unique, and must not
match group IDs regardless of case.

Note: Windows users can define Host On-Demand user IDs that are identical
to their corresponding Windows domain user IDs, users who log on to their
Windows domain user IDs do not have to log in again to access their Host
On-Demand sessions

» Description (optional)

A brief description of the user ID being created. Suggested contents: the full
name of the user or a description of a group for a shared user ID. You can use
any character except | (vertical bar) and # (number or pound sign).

» New Password (optional)
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The user’s password. Passwords are not required.
Confirm Password (optional)

Repeat User’s Password for confirmation. Not available when Native
Authentication is selected.

Member of

Each user must be a member of at least one group. If you are using LDAP, a
user can be a member of only one group. Select the group that you want the
user to be a member of. Unlike default Host On-Demand users, natively
authenticated users cannot belong to multiple groups. The first character
must be a letter. Valid characters are A-Z, a-z, 0-9, . (period), and - (hyphen).
Group IDs are always converted to uppercase if the default Host On-Demand
data store is used.

Note: When using the default data store, we recommend that you not place
more than 1000 users in any one group.

Do not save preferences

If selected, the user may be able to change items, such as emulator colors,
but the changes will not be saved.

Users can be denied access to making preference changes. See 6.1.8,
“Disabling emulator functions” on page 211 for details.

User cannot change password

Prohibits a user from changing their password. When defining a natively
authenticated user, this will be selected automatically.

Use Native Authentication

Check this box to use the Native Authentication feature (only enabled when
LDAP is used). Refer to 7.1.4, “Using Native Authentication” on page 281.

Native User ID

This is the user ID that will be passed to the native operating system. This can
be different from the Host On-Demand user ID. See 7.1.4, “Using Native
Authentication” on page 281. If you are running on an AlIX or UNIX operating
system, ensure that this ID is set to the proper case, because IDs are case
sensitive in these environments.
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7.1.4 Using Native Authentication

The native platform authentication service allows users to logon to Host
On-Demand using the same password as they would to logon to the operating
system (Windows NT, AlX or z/OS) where Host On-Demand is active. When a
user logs on to Host On-Demand, their password is validated against the system
password, rather than a separate Host On-Demand password. This gives the
Administrator a single point of control for password administration, and the user a
single password to remember.

When a user logs on the following sequence as shown in Figure 7-6 on page 281
takes place:

1. The user ID and password are sent to the Host On-Demand service manager.

2. The service manager sends a request for logon information about the user to
the LDAP server.

3. The LDAP server returns the requested user information and whether or not
the user is configured for native authentication.

4. If the user is configured to use native authentication, the service manager
sends the authentication user ID and the password to the operating system
for verification. If the user is not configured for native authentication, the
service manager compares the password that was entered by the user with
the password returned by the LDAP server.

Host
On-Demand
® Wl sevice Lyl 1ome U@
«+ Wiara rSenice - J
HOD User 1 3
X/
Client
LDAP
Server
Server
[NT/AIX/z/OS)

Figure 7-6 Process auf native authentication

Use of the LDAP directory server must first be enabled as explained in 7.4,
“Directory Service” on page 357 in order for the Use Native Authentication check
box to be enabled. To enable a user for Native Authentication, select the Use
Native Authentication check box, as shown in Figure 7-7.
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i Change User i 5|
Uszer ID ’h|27
Diescription |A.Zom
Mew Pazsword ,7
Confirmn Pazsword ’ﬁ
Member of
EI-@— _Gro_u;:m =

& GUESTS (Buest Users)
HOD [System Default Group)
ITS0 [Residents in ITS0]

=) iters of HACF book)

" Do not save preferences
[v| Lzer cannot change password
¥ Uze Mative Authentication

Native User ID hiz
QK | Cancel | Help |

Enter infarmation

Figure 7-7 Configuring a user with Native Authentication

A bit more explanation is in order on the relationship between the Host
On-Demand user ID/password and the native user ID/password. The rules are
pretty simple in this relationship:

» The Host On-Demand user ID and password are a Host On-Demand

282

administrative convenience. The user ID acts only as an index to the
configuration data stored by Host On-Demand. It can be whatever you want it
to be (within the Host On-Demand naming rules).

If a password was previously specified, it will be ignored when you enable
Native Authentication. It will remain in the database and if you ever disable
Native Authentication for the user it will be reactivated.

In Native Authentication mode, all password handling is done by the native
operating system; therefore, the User cannot change password check box is
disabled. If the native password expires and the user attempts to log on to
Host On-Demand, the Host On-Demand logon will fail. The user must use an
operating system interface to change the password before logging on to Host
On-Demand.

You must be careful with the native user ID if the Host On-Demand server is
running on an AlX or UNIX system. On AIX and UNIX systems, the native
user ID is case sensitive. Therefore, make sure the native user ID is specified
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with the proper case. There is no translation of this field by Host On-Demand
and case sensitivity is maintained.

» By default, Host On-Demand will translate all passwords entered at the logon
window to lowercase before validating them, or forwarding them to the native
system for authentication. Windows, AlX and UNIX servers all respect case
sensitivity when dealing with passwords; therefore, if your Host On-Demand
server is running on Windows NT, AIX or any UNIX server, you should insert
the following parameter into the NSMprop file (found in the \hostondemand\lib
subdirectory) to ensure proper processing of passwords:

LowerCasePasswords=false

Once you set this parameter, all passwords will be case sensitive, even for
those users not using Native Authentication.

7.1.5 Administering groups, sessions and users

There is much that can be done by using standard GUI manipulation of the
objects presented on the Users/Groups window shown in Figure 7-1 on

page 275. All operations on Host On-Demand groups and users are performed
by using the context (pop-up) menus. Operations using the context menus can
be performed on only one group at a time. However, more than one user can be
selected for a given operation using the mouse or the arrow key on the keyboard.
Follow the standard Windows conventions. For users not familiar with Windows,
the following tips will help:

» Clicking the user (or using the spacebar) with the mouse selects that user and
deselects any other user(s).

» Clicking the user (or using the spacebar) while pressing the Ctrl key selects
additional users.

» Clicking the user (or using the spacebar) while pressing the Shift key will
select all users between one that is already selected up to and including the
current user.
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Note: The context menu is displayed when clicking the right mouse button. It
will allow only those functions that are allowed in that context. For example,
defining the host sessions available to a user can be done only at the
individual user or at a single group level.

If you check the Allow users to create accounts check box in the Users/Groups
window, you must provide an HTML file through which the users can create their
own accounts. A sample file, NewUser.html, is located in the publish directory
(the default is /hostondemand/HOD). You can use the sample file or create
customized versions of it using the Deployment Wizard. Additional information is
found at 5.4.1, “New user client” on page 175.

Note: For performance reasons, it is recommended that you place no more
than 1000 users in any one group.

7.1.6 Filtering
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If you have a large number of users, you may wish to use the Filte