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“With just a few keystrokes, cybercriminals around the world
can disrupt our economy.” - Ralph Basham, Director of the
U.S. Secret Service at RSA 2005.

“With just a few keystrokes, pundits can disrupt our freedoms.”
- Daaih Liuh, NMRC, 2005

“With just a few keystrokes, | can turn those pundits off and
watch porn instead.” — jrandom, NMRC, 2005
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Updated Ncrypt

 New features and bug fixes

— Includes Todd MacDermind’s nrm, a drop-in
replacement for rm for secure file erasure

— More features for script integration (the users
demanded it!)



Stronghold

For Windows 2000, XP, 2003

Locks down the box
— Implements the NIST standards for securing Windows

Rollback feature
GPL, and it’s freeware, feel the love



Stronghold Analyzer

For Windows 2000, XP, 2003

Like Stronghold, it uses NIST standards for
securing Windows

Shows security holes that exist in Windows that
Stronghold will secure

GPL, and it's freeware, feel even more love






SPA

SPA is Single Packet Authentication, a single
packet that can authenticate a user to a system

It Is a protocol for allowing a remote user to
authenticate securely on a “closed” system
(limited or no open services)

Uses GPG to sign/encrypt a message to a
sniffing server in a single TCP, UDP, or ICMP
packet

Work across NAT
Free






NPC

NPC is Nearly Perfect Crypto. Seriously....

t includes a utility for creating large one time
nads (using the PRNG ISAAC)

~ast, simple and quick

f you can manage the key exchange, it is nearly
the most perfect and unbreakable crypto you can
get (one time pads are considered the ultimate
crypto)

— Key management is a bitch, and may render this
Impractical for modern humans







Q&A

We will spank audience members
duringthe Q & A

You must sign our Ass Release
Form before you can be spanked

You may choose any NMRC
member to spank you

If you do not choose a particular A ..
NMRC hacker to spank you, the ’

NMRC hacker answering the
guestion will spank you while giving
the answer
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FIN, Biatchez
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