p

∗

∗

[ ]

L

L

E L

Abstract

In tro duction

Algebraic Sp ecification at W ork

Conceptual to ols

Software to ols

Application development rules conceptual to ols software to ols

application development rules

SCDS

FSCL

SCDS

CRP

CRP

CL T CL T

This work has b een partially supp orted by “Progetto Finaliz zato Sistemi Informatici e Calcolo Parallel o” of CNR Italy and

by the COMP

ASS ESPRIT-BRA W.G. n. 3264.

Egidio Astesiano Alessandro Giovini Gianna Reggio

Dipartimento di Matematica

Universit` a di Genov a – Italy

F ranco Morando

Elsag Bailey S.p.A.

via Puccini 2, Genov a – Italy

Structur al Concurr ent Design and

Sp e cific ation ( )

F ormal Sp e cific ation of Concurr ent L anguages

( )

A Concurr ent R apid Pr ototyping System ( )

Concurr ent

L anguage T r anslator ( )

Concurrent software systems are used in fields where safety and reliability are critical. In spite of

that, the v alidation of concurrent software tends to rely more on empirical exp eriments rather than on

rigorous pro ofs. This practice, which is already bad for sequential software, b ecomes awful for concurrent

systems since, due to nondeterminism, the b ehaviour observed during testing is only the most likely to

o ccur. W e present a formal approach with asso ciated to ols for handling this situation. This metho d allows

us to derive from the sp ecification all p ossible b ehaviours of a concurrent program and hence to b e sure

that a tested program will always b ehave correctly on its test-b ed. W e outline the approach discussing its

application to a typical situation in industrial practice.

Concurrent systems are usually programmed using a standard sequential language mixed with calls to the

underlying system primitives. If we mo del this mix as a concurrent language (as it actually is), then the

concurrent system b ecomes a program in . W e need metho ds for sp ecifying rigorously b oth the concurrent

system and its programming environment in a uniform framework.

During the sp ecification phase a to ol set can b e used to check sp ecification correctness and consistency .

When the sp ecification is ready programmers or hardware designers in charge of developing the system

can use a language interpreter to run test programs. Prototyping is an informal approach to sp ecification

understanding of v aluable interest in industrial environments: it enables companies to intro duce formal

sp ecifications hiring a limited numb er of sp ecialists in formal techniques, while implementors can use formal

do cuments (that they probably cannot understand) through the filter of the to ol set. When the sp ecified

system has b een implemented, programs running on the system can b e tested using a language interpreter.

This application of formal techniques to concurrent software testing is interesting since the interpreter, if

based on a formal sp ecification, can fully exploit the nondeterminism intro duced by concurrency .

Let us now briefly illustrate our formal approach. It consists of , and

.

They are essentially a technique for mo delling and sp ecifying concurrent systems and

languages. In practical applications we distinguish them in two parts:

(a structural and hierarchical approach to the design and the formal sp ecification of

concurrent systems expressed as algebraic sp ecifications), and

(given the syntax of a concurrent language, we sp ecify its semantics by a translation into a b ehaviour

language for describing pro cesses; by applying the technique we build an abstract concurrent machine

which gives the semantics of the b ehaviour language).

They consist essentially of (given an

abstract concurrent machine and an initial state explores all finite execution paths) and of a

(given some language semantic clauses and a program, translates it into

a state of the abstract underlying concurrent machine).

They are application dep endent and consist of rigorous guideline s

using the conceptual and software to ols for the correct development of a class of applications. In this

pap er we illustrate the rules for a particular class, by means of a very simple example. W e consider a

concurrent schematic language handling access to a shared resource parameterized over the mechanism

for regulating the access; we instantiate then the language on two different mechanisms, a semaphore and

shared bit; we try to implement the first with the second and use the to ols to check the implementation.

After presenting conceptual and software to ols in the first two sections, in the third section we show in

practice the application development rules. The pap er is organized so that the reader may start with section

3, going back to the previous sections only when in need of some more detailed explanations.

−

= +

: − − → − × ×

S L

state

,

1 +1

1

1 1

1

1

SMoLCS

SCDS

SOS l l

n n i

k

l l

l

l

n l

n

l

1 Conceptual T o ols

TS

lab el state

SAx DAx

′ ′ ′

′

′

′ ′′ ′′ ′ ′ ′ ′ ′′ ′

′ ′ ′

′

′

′ sp ec enrich by

preds

axioms

•

•

− → − → ⊆ × ×

− → ∈ − → − →

∧ ∧ ⊃

− →

− → ⊃ − →

| ⊢ | − →

⊢ − → ⊢

− →

∧ ∧ ⊃ − →

− →

⊢

1.1 Structured Concurrent Design and Sp ecificat ion

1.1.1 Pro cess Sp ecificati on

preds

, ,

s s s, l , s s s

s s l l

τ

S L

α . . . α α , i , . . . , n α

t t p t , . . . , t p

s s s s s s s s s

I I t t t t I s s

s s

I

α . . . α s s α . . . α

s s

α α formal b ehaviour al guidelines

structur ality universality

any

lab el le d tr ansition systems

states lab els

tr ansition r elation

algebr aic tr ansition systems TS

SAx DAx static dynamic p ositive

c onditional axioms

SAx DAx

DAx

SAx CCS

TS

TS

infer enc e rules

rules

static dynamic

TS TS

TS TS

The conceptual to ols presented here are essentially an adaptation of the approach; the reader

interested in a more complete presentation with mathematical foundations may refer to [AR1, AR2 , AR3 ].

The Structured Concurrent Design and Sp ecification ( ) approach to the sp ecification of concurrent

systems is aimed at giving b oth and to those who are engaged in giving

rigorous definitions of concurrent architectures, in the sense that:

the foundations of the metho d rely on a rigorous mathematical theory which ensures the soundness of the

overall schema and which do es also guarantee that some fundamental prop erties of what is b eing sp ecified

do hold (for example, that the sp ecifications admit mo dels, that symb olic execution is p ossible, and so on);

the guideli nes given by the metho d corresp ond to requirements of and , i.e.,

they provide a canonical way of structuring the sp ecification (of a concurrent system) which is capable

of sp ecifying concurrent system; also, the structure of the sp ecification enlightens relev ant concepts

of the sp ecified system or language and hence helps the designer in isolating the critical features.

W e b elie ve hence that these guideline s corresp ond to those provided by the metho d of structured program-

ming for the development of programs in the sequential case. In section 1.1.1 we briefly present the princi-

ples of the metho d; while in section 1.1.2 we apply them to sp ecify in a structured way concurrent systems.

The formal mo del of pro cesses is that of . A lab ell ed transition system is a triple

(S L ), where S is the set of the of the system, L is the set of the and S L S is the

, and as usual we write for ( ) . The usual interpretation of is

that a pro cess in the state can evolve into the state by p erforming a transition lab elle d by ; the lab el

conveys the information related to the transition which is visible to the external world; as a convention,

is used to lab el transitions which corresp ond to internal computstions.

In our approach, lab elled transition systems are mo dels of particular algebraic sp ecifications: thus we

talk of . The sp ecification of an algebraic transition system is a sp ecification

with predicates ( ) of the form in figure 1, where and are the sp ecifications of states and lab els

resp ectively

, while , are sets of and axioms resp ectively; they are sets of

, i.e. first order formulas having form where for = 1 + 1,

has form either = or ( ), with predicate symb ol.

Figure 1: Algebraic transition system schema

Static axioms define the prop erties of the states and of lab els, while dynamic axioms define

the transition relation . Hence states, lab els and transitions are sp ecified axiomatically

. Thus, while

giving the axioms , one can b enefit from the identifications on states and lab els which are induced by

the axioms . As a very simple example, once we include in a -like language sp ecification the static

axiom + = + , we just need one dynamic axiom + to sp ecify the transitions

related to the nondeterministic choice op erator +, since the symmetrical one comes by application of the

commutativity axiom.

By restricting the kind of axioms to the class of p ositive conditional formulas one is ensured that the

sp ecification admits the initial mo del, say , characterized by: = = iff = , and =

iff , where denotes the usual Birkoff deductive system for conditional sp ecifications (see,

e.g., [GM]). So, in these cases, dynamic axioms can b e considered as a set of inference rules defining the

interpretation of in ; for this reason in the following we call the dynamic axioms or

simply ; moreover a dynamic axiom having form will b e written .

In this way we generalize the approach (see [P]) by neatly separating and prop erties:

static prop erties are sp ecified by means of axioms requiring identifications on the data typ es of the system,

while dynamic prop erties are sp ecified by means of inference rules.

As a notation, if is the sp ecification of a transition system, we write “the transition system ” for

“the the initial mo del of the sp ecification ” and write for .

n 1

−

STS

STS

−

′ ′

′ ′ ′

′

1

1

1

1

1

1

1

1 2 2 1 1 2 3 1 2 3 n

n

i

n

l

n l

n

n sl

n

j

j

− →

− | − × →

− − × →

− ⇒ − × ×

| | | | | |

= + +

, ( )

: ( )

: ( ) ( ) ( )

: ( )

= :

= ( ) = ( ) sp ec enrich by

sorts

opns

preds

axioms

< , >

pms pms pms pms , pms pms pms pms pms pms ,

< p p , i>

p p

p

i

P

τ

< p p , i>

p p p p

<p p , i> < p p , i >

p p

| · · · |

• | · · · |

•

•

| · · · |

− − → −

× ×

− → · · · − →

| · · · | ⇒ | · · · |

1.1.2 Structured Sp ecificati ons of Abstract Concurrent Machines

Static structuring

Dynamic structuring

STS BTS INF SLABEL

state mset pr o c ess

pr o c ess mset pr o c ess

mset pr o c ess mset pr o c ess mset pr o c ess

mset pr o c ess inf state

state slab el state

Ax static

dynamic

active c omp onents pr o c ess c omp onents p assive c omp onents

glob al information

abstr act c oncurr ent machines

pr o c esses

Basic T r ansition System BTS

glob al information

steps synchr onization p ar al lelism monitoring

must

c an

Synchr onization BTS

pr o c ess lab el pr o c ess INF

STS

STS SLABEL

Ax

Pro cesses are just the basic buildi ng blo cks of complex systems, where several pro cesses (which may also

have a complex structure) interact b etween them. In this section we show how the metho d allows us to

structure the sp ecification of a complex system, by giving an abstract concurrent machine starting from the

sp ecification of its pro cesses. The structuring is b oth (dealing with the structure of the machine) and

(dealing with the structural definition of the activity of the machine).

T o sp ecify a complex concurrent system first of all we need to determine which are its

sub comp onents, distinguishin g them in or and

or (as shared memories, buffers, communication media and so on). Active comp onents

are sp ecified as transition systems (and hence their b ehaviour is determined by a set of dynamic axioms),

while passive comp onents are represented by data typ es sp ecified by static axioms. So, complex systems are

sp ecified by using a sub class of transition systems, which we call , whose states

couples of the form where

is a multiset of , which represent the active comp onents of the machine,

each pro cess is a state of a ( ), representing the pro cess activity ,

is a , i.e. a v alue representing the status of the (shared) passive comp onents.

It is imp ortant to have a criterium for defining the transitions of an abstract con-

current machinestarting from those of the active comp onents. Our metho d splits this pro cedure into three

: , and . Informally

, we start from the basic transitions that pro-

cesses can p erform (e.g. p erforming an internal action, attempting to read a shared v ariable, starting a

handshaking communication). In the synchronization step we sp ecify which sets of such transitions o c-

cur simultaneously and which is their effect on the global information (for example, the action of a pro cess

starting a handshaking communication must o ccur simultaneously to a corresp onding action of another

pro cess). In the parallelism step we sp ecify which groups of such synchronized actions o ccur simultane-

ously (for example, two actions are susually allowed to o ccur simultaneously

, while the simultaneous ac-

cess to a same shared v ariable can b e forbidden). Finally

, in the monitoring step, we select which parallel

comp ositions of synchronized actions are allowed to b ecome transitions of the abstract concurrent machine

(for example, we can handle here scheduling p olicie s).

F ormally

, starting from the sp ecification of the basic transition system, one builds the sp ecifications of

three transition systems corresp onding resp ectively to the synchronization step, the parallelism step and

the monitoring step (the last system is the abstract concurrent machine). The states of these systems have

the common form and their transition relations represent the kind of transitions we have

informally explained ab ove; the metho dology gives the schemas that the three sp ecifications have to follow.

Again, these schemas corresp ond to formal and b ehavioural guideline s.

In this step starting from a transition system with transition relation :

(mo delling the b ehaviour of the active comp onents) and from a sp ecification

(mo delling the global information) we build a new transition system, called (see figure 2), whose

Figure 2: The synchronization schema

states are the states of the concurrent machine and whose transitions mo del the synchronized transitions of

pro cesses. The lab els of are given as an extra sp ecification ; we intro duce a new set of lab els

since the amount of information ab out a synchronous transition which is left visible can b e different from

what is visible out of each basic transition considered on his own; for example, a rendezvous which is taking

place b etween two pro cesses could b ecome nonobserv able.

The metho d requires each inference rule in to b e of the following form

= cond

where all the ’s and ’s are v ariables for pro cess states, and its intuitive meaning is: whenever the (global) n

UACM

PTS

ACM

PTS

ACM

− − × →

− ⇒ − × ×

′ ′ ′ ′′ ′ ′′

−

1

1 2

1 2

1 2

1 2

=

:

= ( ) = ( )

= +

== :

′ ′

′ ′ ′

′

′

′ ′ ′ ′

′ ′ ′

′ ′

′ ′ ′ ′

′ ′ ′

′

′ ′

′ ′

′ ′

′ ′ ′ ′

L

/ /

sl / / sl sl / / sl , sl / / sl / / sl sl / / sl / / sl , l

n l

n

n sl

n

j

j

sl sl

sl / /sl

sl sl

sl / /sl

sl

cl

sl cl

− → − →

| · · · | ⇒ | · · · |

− − × →

⇒ ⇒

| ⇒ |

⇒ ⇒

| ⇒ |

⇒

| ⇒ |

⇒ | ⇒ |

L

L

L

1

1

1

1

1

1 1

2

2 2

1 2

1 2

1 2

1 2

1

1 1

2

2 2

1 2

1 2

1

2

1 2 1 2

1 2

1 1

1 1

1

1.2 F ormal Sp ecificati on of Concurrent Languages sp ec enrich by

opns

axioms

sp ec enrich by

preds

axioms

PTS STS

slab el slab el slab el

Ax

ACM PTS CLABEL

state clab el state

Ax

Par al lelism STS PTS

STS

STS slab el slab el slab el

Ax

Monitoring

PTS

ACM PTS

PTS ACM

CLABEL

Ax

Underlying Concurr ent Abstr act Machine n p p . . . p p

< p p , i> < p p , i > sl

i i

p p

/ /

< pms , i> < pms , i > <pms , i> <pms , i >

<pms pms , i> <pms pms , i >

pms pms pms pms

<pms , i> <pms , i > <pms , i> <pms , i >

<pms pms , i> <pms pms , i >. sl

sl

i i

sl sl pms pms pms pms

<pms, i> < pms , i >

<pms pms , i> <pms pms , i >

<pms, i> < pms , i > <pms pms , i> <pms pms , i >

cl pms condition cond holds, the actions , , of the comp onent pro cesses can b e synchronized

and they result in the synchronized transition = lab elle d by (notice

that the global information changes from to ).

The formal requirement of ’s and ’s to b e v ariables corresp onds to the metho d requirement that

the transitions of the abstract concurrent machine we are buildi ng dep end at most on the lab els of the

transitions of the active sub comp onents and on the global information, i.e. lab els are all and only what is

visible of the transitions of the active comp onents, since we are not allowed to explicitl y make the evolution

of the system on the structure dep ending of such comp onents.

In this step we start from the transition system and build a new transition system

(see figure 3) having the same states as and as transitions the “parallel comp ositions” of transitions

Figure 3: The parallelism schema

of . W e intro duce new lab els by means of the op eration : for lab elli ng

parallel comp ositions of synchronous transitions.

The metho d requires each inference rule contained in to b e of the following form

= = = =

= = = = = cond

where , , , are v ariables. The intuitive meaning of such rules is: whenever the condition

cond holds, the two actions =

= and =

= can b e p erformed

in parallel and they result in the transition = = = = = Notice that

and can b e either lab els of synchronized transitions or, in turn, of parallel comp ositions of synchronized

transitions; the transformation of the global information from into in general dep ends on the transfor-

mations p erformed by the transitions lab ell ed by and . The requirement of , , ,

to b e v ariables has the same motiv ation as in the synchronization step.

In the monitoring step we can sp ecify a form of global control on the activity of the pro cess

comp onents of the machine. W e start from the transition system and build the abstract concurrent

machine (see figure 4) having the same states as and as transitions the “lo cal actions” (transitions

Figure 4: The monitoring schema

of ) which are allowed by the global control. The lab els of are given as an extra sp ecification

since the amount of information which is left visible of a monitored transition can b e different

from that which is visible of the parallel one.

The metho d requires each inference rule contained in to b e of the form

=

== cond

The intuitive meaning of such rules is: whenever the condition cond holds, the monitoring allows the lo cal

action = to b ecome the transition == of the

abstract concurrent machine, lab elled by , where all the sub comp onents in stay idle.

Our metho d supp orts also the sp ecification of concurrent languages; given a language , the sp ecification

of the semantics of is split into two steps.

In the first step one determines what the of the language

(shortly ): this is the (initial mo del of a) sp ecification of an abstract concurrent machine whose

states corresp ond to the intermediate stages of the executions of programs. The basic comp onents could

2 T o ols

0

0 0

0

0

0

0

0 pr og

l l

l

l

l

L

L

L

L

L

L

L L L

′ ′

′ ′

′ ′

′ ′

L

L

L L

L

− → − → ⊢ − →

− →

− →

− →

UACM

BL

BL

LSC

LSC

UACM

BL UACM UACM

CRP

CL T

CL T CRP

CL T

CRP

CL T

CRP

CRP

CRP

CRP pr og

pr og

pr og

s pr og

s s s s s

s s l s s

s

l , s s s

s s s

s

s

2.1 The Concurrent Rapid Prototyping System

Behaviour L anguage asso ciate d with

A Concurr ent R apid Pr ototyping System ( )

A Concurr ent L anguage T r anslator ( )

ACM

ACM ACM

tr ansition exe cution tr e e

the symb olic exe cution asso ciate d with by ACM

tr e e builder tr e e walker corresp ond, for example, to tasks, while the global information could represent a shared memory

. The terms

representing the states of the form a language that we call the

( ).

Then the second step consists in giving a translation in a comp ositional way (formally: a homomorphism)

from the syntax of the language into . This translation is given by a set of inductive clauses called

Language Semantic Clauses ( ).

By comp osition of the two steps one defines the semantics of a program of to b e b ehaviour

asso ciated with the translation of .

Our metho d is supp orted by a full set of development to ols whose goal is to help the user of the metho d

engaged in giving the formal definition of architectures or languages during the development phase. The

to ols, that are currently under development, are:

that allows the user to debug the sp ecification of an

abstract concurrent machine by making exp eriments with a running prototyp e of the sp ecified machine

(corresp onding to the initial mo del of the sp ecification).

for the part of the metho d related to the definition of concurrent

languages, that taken in input the semantic clauses for a given language and a program of ,

returns the state of the corresp onding to the b eginnin g of the execution of .

together with can b e used to test programs written in a concurrent language with a semantics

given following our approach. Indeed, translates programs of the language into programs of the

b ehaviour language (states of the ), which can b e seen as a “machine co de” for the .

“executes” this machine co de simulating the evolution of that machine, thus generating the lab elled

tree corresp onding to all p ossible program executions. is a standard interpreter for inductive clauses,

that do es not present particular interesting features, while is the real critical part of the to ol set; hence

in the following we will fo cus on it.

The sp ecification of an individ uates a lab ell ed transition system (its initial mo del) with transition

relation characterized by the prop erty iff . When and one state are

given, we can infer its b ehaviour starting from by finding all states and lab els such that .

In general, if do es not corresp ond either to a deadlo cked state or to a final state, then there is more

than one couple ( ) s.t. , corresp onding to a nondeterministic choice b etween p ossible transitions

of the system. W e can rep eat the ab ove pro cedure for each state s.t. and so on. In this way

we build a lab ell ed tree, the so called or , whose no des corresp ond to intermediate

states reachable from and whose lab elled arcs corresp ond to the p ossible transitions. This tree is what

we call . The goal of the system is the construction

and the analysis of this transition tree.

comprises two distinct to ols: a and a . They resp ectively deal with the

automatic generation and with the insp ection of the transition tree. W alking on the transition tree the

user can take a global view of the machine b ehaviour; such view helps to lo cate problems. When the user

finds an unexep ected b ehaviour, he can switch to a finer analysis and walk up and down the transition tree

insp ecting every no de. In this way he can understand more deeply what the machine can do starting from

a given state, how it can get to that state and (p ossibly) what is wrong with it.

This interaction schema implies an offline generation of the (part of the) transition tree we want to

examine b efore starting the interactive session. F or this reason our to ol is split into the two utilities mentioned

ab ove; these utilitie s are compatible, so that the user can traverse the tree while it is still b eing built and

can decide to stop the tree builde r when has obtained relev ant information.

The tree builder is a noninteractive to ol, so that the generation of the tree can pro ceed offline for hours

without assistance. This is mandatory since the tree generation for non-trivial applications takes usually a

huge amount of time. The tree builde r takes care not to create the same state twice, therefore the generation

will not terminate iff the tree contains an infinite numb er of distinct states.

The tree walker is instead an interactive to ol that uses the output pro duced by the tree builder to display

the part of the tree so far generated. In this to ol we concentrate all the “b ells and whistles” of a friendly

user interface. The implementation of this comp onent do es not p ose any theoretically relev ant problems, so

we concentrate next on the hard problem, i.e. the automatic generation of the execution tree.

l

′

′

CRP

CRP

UACM

LSC

UACM

UACM LSC

− →

E L

E L E L

E L

E L E L

E L E L

E L

E L

E L

E L E L

E L

E L

E L

| | | |

|

3 Dev eloping a Correct Implemen tation. A W ork ed Example: Semaphores s l s

s s

P bit

V bit pr og pr og pr og P bit/ , V bit/

c c x e e c e c c

c

p c

c id e c c e c c

e c c

id e

0

0

[ ]

[ ] [Sem ]

[Bit]

[Bit] [Bit]

[Bit] [Sem ]

[ ]

[ ]

[ ]

[Sem

] [Bit]

[ ]

[ ]

[ ]

1 2 1 2

1 2 1 2

3.1 The language

while do end if then else

continue

create pro cess

program

continue if then else

while do end create pro cess al l

sep ar able sp e cific ations

sep ar ate c onditional narr owing

F ormal sp e cific ation of .

F ormal sp e cific ation of and .

Sp e cific ation che cking and understanding by me ans of to ols.

T rial implementations.

The basic step in the construction of the execution tree is the following: given , find all and such that

. When facing this problem for nontrivial sp ecifications one has to cop e with problems of memory

size and execution time. W e have tried many approaches to solve this efficiency problem; these exp eriments,

together with a theoretical analysis and practical considerations, revealed that presently it is not feasible

to build a prototyping system for abstract concurrent machine sp ecifications. Therefore we sp ecialized

on a decidable sub class of sp ecifications, the , for which a very efficient and yet

complete deduction system exists: the (SCNA).

Separable sp ecifications are a sub class of predicate sp ecifications that satisfy a decidable set of syntactic

restrictions; such class is broad enough to contain abstract concurrent machine sp ecifications of practical

interest. In separable sp ecifications we assume a clean semantic distinction b etween functions and predicates.

A function can b e used to compute a v alue only when all its arguments are given, while a predicate defines

a relation and may app ear in queries, where some arguments may b e unknown. If this distinction is satisfied

then SCNA, can b e used to p erform deductions in these theories; a a more detailed presentation can b e

found in [GiMo]. The implementation of is written in Pascal and is based the RAP system [H].

Semaphores are a software mechanism intro duced by Dijkstra to handle mutual exclusion problems. A

semaphore is an ob ject with an internal status ranging over two v alues: free and busy

. The semaphore is

initially set to free. Only two op erations are p ossible on a semaphore: “P” and “V”. A pro cess may start

a P op eration at any time but this op eration completes only when the semaphore is free. The P op eration

sets the semaphore to busy

. A pro cess may execute a V op eration at any time, a V op eration completes

immediately regardless of the previous state of the semaphore and sets this state to free. Semaphores are

very imp ortant in op erating system kernels, but it is not difficult to find subtle bugs in published algorithms

for implementing them. Here we show how our approach can b e used to develop “correct” implementations

of a semaphore using a shared bit. The problem can b e stated in the following way .

W e have a simple concurrent language for buildi ng concurrent systems , where the calls to the

op erating system are given as a parameter. Then, we consider two actualizations of : , where the

low level primitives are the semaphore op erations P and V, and , where the low level primitives are the

read, write and test&set op erations on a shared bit. W e consider the problem of implementin g the semaphore

using ; precisely

, we want to find the co de corresp onding to P and V, i.e. to find and

fragments of programs s.t. for all in we have that and [ P V]

could reasonably b e considered “equiv alent”.

T o solve this problem we pro ceed throughout the following phases.

W e give the parameterized underlying abstract concurrent machine [ ],

describing the concurrent structure of , and the parameterized language semantic clauses [ ], trans-

lating programs into states of [ ].

W e give the formal definitions of the two languages by instan-

tiating [ ] and [ ] with the sp ecification of a semaphore and of a shared bit resp ectively .

Using the to ols asso ciated with the metho d we

check whether the sp ecifications given ab ove are adequate; moreover by exp erimenting with them we can

get a b etter understanding of the ob ject to b e implemented and of the implementation language.

W e prop ose some implementations of P and V and check whether they are adequate

or not; here we first prop ose an apparently reasonable implementation and by using the to ols show that it

is not correct and thereafter we give a b etter one.

is a simple concurrent language where the primitives corresp onding to interactions with the op erating

system (includi ng the constructs for the pro cess interactions) are given as a parameter. comprises usual

sequential commands: ; (sequencing), := (assignment), (while),

(conditional) and (null command). New pro cesses (which are themselves commands) can b e cre-

ated with the command .

The abstract syntax of the language is given by the following BNF-like rules.

::=

::= := ;

W e do not further sp ecify the non terminals and defining resp ectively the syntax for the v ariable

′ ′

′ ′

′

′

′

′ τ

τ

l

l

c

τ

τ c

τ

UACM

UACM

UACM

UACM

UACM

UACM

UACM

Pr o c ess c omp onents of

Synchr onization

[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

1 2 1

1 2 2

1

1

1 2

1

2

creating ( )

creating ( )

E L

E L

E L

E L

E L

E L

× →

− →

− →

⊃

⊃

⊃

⊃

− →

− →

→

− − − − − − →

− →

⇒

− − − − − − →

⇒ |

3.1.1 The abstract concurrent machine

continue

create pro cess

<c, s> c

com s stor e c s

com

E exp stor e v al E e, s e

s

τ

< , s> < , s>

id e s

s E e, s /id

<id e, s> < , s E e, s /id > .

E e, s < e c c , s> <c , s>

E e, s < e c c , s> <c , s>

E e, s < e c , s> < c e c , s>

E e, s < e s , s> < , s>

c c

<c , s> < c , s >

<c c , s> < c c , s >

.

com l ab

< c, s> < , s>

state < pms, i> pms

i

< c, >

c

p p

< p, i> <p , i> p p

<p, i> < p <c, >, i>

.

identifiers and for the expressions.

F ollowing our metho d the semantics of is given in two steps. W e first define the underlying con-

current mo del of , formally represented by the abstract concurrent machine [ ], which describ es

the evolutions of the programs. Then we give a translation asso ciating in a comp ositional way with

each program of a state of [ ]. W e omit this translation, since in this case it is not particularly

interesting (and it is obvious to see which is the state of [ ] asso ciated with each program).

[ ]

[ ] is given following the metho d illustrated in section 1.1. The active comp onents corresp ond to

the pro cesses; while the passive comp onent, not further defined here, is a parameter representing the

information needed to handle p ossible additional features.

[ ] The states of BTS [ ] are couples of the form , where is an element

of sort and of sort ; mo dels the co de to b e executed by the pro cess (a command) and is a

store, i.e. a finite map from v ariable identifiers into v alues, that mo dels a pro cess lo cal memory . W e do not

rep ort the full sp ecification of the states and of the lab els of BTS[ ]: just note that elements of sort

corresp ond to commands (they have the same syntax without b oldface). W e also use the (obvious)

ev aluation op eration : such that ( ) is the result of ev aluating when the v alues for

the v ariables are given by the store . Then we give the static axioms and the dynamic rules of BTS[ ].

The execution of the command corresp onds to p erforming an internal transition and then to

evolve to a particular state unable to p erform any further transition (note that, as said in section 1.1.1,

lab els internal transitions).

continue skip

The execution of an assignment := is an internal transition that mo difies the lo cal store from to

[ ( ) ]. Therefore the rule defining := is

:= skip [ ( ) ]

Control flow commands cho ose to execute a sub command dep ending on the v alue of a b o olean expression.

They are describ ed by the following static axioms,

( ) = true if then else =

( ) = false if then else =

( ) = true while do end = ; while do end

( ) = false while do end = continue

A sequence of commands, where the first is skip , is equiv alent to the second, i.e. skip; = ; otherwise, the

sequence of two commands is describ ed by the rule

; ;

The command is describ ed by the following rule, where the op eration creating :

defines the corresp onding lab els. The actual creation of the pro cess is handled in the synchronization step.

create pro cess skip

W e define the transition system STS [ ] following the schema of figure 2. The elements of

sort are couples where is a group of synchronizing pro cesses in our architecture and

, the status of the passive comp onent, dep ends on the parameter. Here we rep ort the rules defining the

transitions of STS[ ], i.e. the synchronized transitions of [ ].

Pro cess internal transitions and pro cess creation are describ ed by the following two rules; a pro cess

creating a new pro cess adds to the system a pro cess having form Λ , which in turn will execute the

command over an empty store Λ.

= = Λ

PTS

l

τ

π ν

ν

τ π

τ

′ ′

′ ′

′

′

′

′

CL T CRP

CRP

CRP

UACM

UACM

UACM UACM

UACM

UACM

UACM

∅

⇒

| ⇒ |

E L

E L E L E L

E L

E L

→

− → − →

− →

⇒

− →

⇒

E L

E L

E L

→

→ →

1 1

[Sem ]

[Sem] [ ] [Sem]

[Sem ]

[ ]

[Sem ]

[Sem ]

[Sem ]

Sem

Par al lelism

Monitoring

Basic T r ansition System

Synchr onization

ss

Par al lelism and monitoring τ

Ax

< pms, i> <pms , i >

<pms pms , i> <pms pms , i >

π , ν l ab

π ν

< , s> < , s> < , s> < , s>.

ν π ν

π

p p

<p, > <p , > p p

<p, > <p , >

.

3.2 The language

P V

P V

P V

P V

P V

P

V

Exp erimenting with the to ols

while do P V end

program

create pro cess while do P V end

while do P V end

P

V

P V

P

V

The global information, which dep ends on the parameter is not changed by the ab ove rules. The transitions

are lab elle d with : we are mo deling an architecture where creation can b e mo delled within the synchro-

nization step and is not visible outside of it.

The description of parallel activities is formalized giving a new transition system PTS[ ] following

the schema of figure 3. In this case we cho ose to forbid any parallel comp osition of synchronized actions,

thus PTS[ ] is defined by chosing the set of rules = .

[ ] corresp onds to an architecture with parallelism simulated by interleaving the synchro-

nized actions of the comp onent pro cesses. If more than one synchronized action is p ossible, then the system

may cho ose one of them whatever. This constraint is formally expressed by cho osing the rule defining the

transition relation of [ ] in the following way .

=

==

is a concurrent language obtained by adding to a semaphore. pro cesses can interact

with the semaphore, initially set to free , using the and commands. The abstract syntax is

hence derived from that of by adding two commands and . The underlying abstract concurrent

machine [Sem] is similar to [ ]: the active sub comp onents are the language pro cesses and the

passive comp onent is the semaphore status (free or busy ). T o get the sp ecification of [Sem] we add

the rules describing the execution of and .

T o describ e the b ehaviour of a pro cess executing either a or a command we

intro duce two new lab els : , which are not internal transitions. Indeed the executions of and

dep end on the context in which the pro cess is running; here we can only say that if a pro cess executes

( ), then it has the capability of p erforming a transition lab elled by ( ), i.e.

P skip V skip

The semaphore status is affected by transitions lab elled with and . A transition

completes regardless of the semaphore status and sets the semaphore to free. A pro cess can p erform a

transition iff the semaphore is free. This transition sets the semaphore to busy

. Hence we have

= free free = busy

W e assume that op erations on the semaphore cannot pro ceed in parallel and

that parallelism is simulated by interleaving the transitions of the pro cesses. With these assumptions we do

not need to change the [ ] definitions for the parallelism and monitoring to define the corresp onding

steps for [Sem]. Thus, if simultaneously more than one pro cess needs to access the semaphore, the

system scheduler nondeterministical ly cho oses one of them.

A reader with some industrial exp erience will argue that the ab ove

sp ecification is of little help to the programmer in charge of developing an implementation of semaphores.

The to ols are an answer to this kind of criticism since they allow a programmer not acquainted with formal

metho ds to use the sp ecification to gain an intuitive understanding of the semaphore mechanism by

executing symb olically some test programs.

F or example, once the formal metho ds sp ecialist has supplied and with the semantic

definition, the programmer is able to execute a test, launching, for example, in parallel two executions of

the command: true ; . That means to test the program TEST :

true ; ;

true ;

Accordingly to the semaphore description we exp ect that after the execution of a a pro cess prevents

the other from executing semaphore commands until it completes a subsequent . The b ehaviour resulting

from the simulation confirms our exp ectation and shows that a pro cess cannot b e interrupted b etween

a and a . pro duces the transition tree shown in figure 5.

The to ol allows us to walk on this tree insp ecting the transitions. W e see that during transition 0 1

the second pro cess is created, while during cycle 1 2 1 a pro cess p erforms in succession the commands

and .

′

CRP

′ ′

′

′ ′

′

′

′

′

E e,s v

v

b

τ b

τ b

τ

UACM UACM

UACM

UACM

UACM

E L

E L E L E L

E L E L

− − − − − − − − − → − − − − − − →

− − − − − − − − − →

→

− − − − − − →

⇒

− − − − − − →

⇒

− − − − − − − − − →

⇒

E L

E L E L

E L

→ test and set

not interruptable

Basic T r ansition System

Synchr onization

Par al lelism and monitoring e

e id id

id id

v v

v

e id

id

< e , s> < , s> < x , s> < , s v /x >

< x , s> < , s v /x >

, , v al l ab

b b

b b

b b

p p

<p, b> <p , b > p p

<p, b> <p , b> p p

<p, b> < p , >

x

Sem

[Bit]

[Bit] [ ] [Bit]

[Bit] [ ]

writing( ( )) reading ( )

test&setting ( )

writing( ) reading

( ) test&setting ( )

[Bit]

[Sem] [Bit]

[Bit] Bit

Sem

3.3 The language

write

read

tst read

write

tst read write

read write

write read

tst

3.4 T esting Implementations of Semaphores in Using the T o ols

P V

A First Attempt V write P

P read write while do read write end

P V

P V

Figure 5: The execution tree of TEST

is a concurrent language obtained by adding to a shared bit. pro cesses can interact with

the shared bit, initiall y set to false, using one of the commands ( ) (writes the v alue of the b o olean

expression into the shared bit), ( ) (copies the v alue of the shared bit into the lo cal v ariable ),

and ( ) (executes a op eration on the shared bit; this command corresp onds to a ( )

immediately followed by a (true)). The three commands are , and two pro cesses

cannot p erform simultaneously such commands; ( ) is equiv alent to ( ); (true) iff no other

op eration on the shared bit is executed b etween ( ) and (true) by another pro cess. The test and

set op eration is a basic feature of a real concurrent architecture: an atomic test and set command is present

in all CPU instruction sets, since it is necessary to implement op erating system kernel primitives.

The abstract syntax is derived from that of by adding the commands ( ), ( )

and ( ). The underlying abstract concurrent machine [Bit] is similar to [ ]; the active

sub comp onents are the language pro cesses, while the passive comp onent is the shared bit status (true or

false). T o get the sp ecification of [Bit ] we add the following rules.

write( ) skip read( ) skip [ ]

tst( ) skip [ ]

The lab els defined by the op erations writing reading test&setting: are intro duced to mo del the

capability of a pro cess to interact with the shared bit.

A pro cess p erforming a transition lab elled by “writing ( )” sets to the shared bit. A

transition lab elled by “reading ( )” starts only when the bit status is and do es not change such status. A

transition lab elle d by “test&setting( )” starts only when the bit status is and sets such status to true.

= = = true

W e assume that op erations on the shared bit cannot pro ceed in parallel and

that parallelism is simulated by nondeterministical ly interleaving the transitions of the pro cesses. With this

assumption we do not need to change the [ ] definitions for the parallelism and monitoring to define

the corresp onding steps for [Bit]. Thus, if simultaneously more than one pro cess needs to access the

shared bit, the system scheduler nondeterministicall y cho oses one of them.

W e try to implement the semaphore mechanism of in using the shared bit to store the status

of the semaphore, the busy semaphore b eing the bit set to true. W e prop ose two ways of implementin g the

, commands and using the to ols we show that the first is wrong.

A command is implemented by (false); a command is implemented by

continuously reading and writing the shared bit till it b ecomes false (i.e. the semaphore is free). Hence the

co de of the implementation of is (x); (true); x (x); (true) .

W e test the correctness of this implementation running on the program TEST obtained

by replacing in TEST the commands and with their implementations. W e get a transition tree

showing some problems. The critical part of this tree is shown in figure 6 (the lo cal memory is simply

represented by the content of the v ariable ); the subtree starting from no de 7 is complete.

If the system gets into state 7, then it is trapp ed into cycles not corresp onding to p erform ; . The

transitions that lead from no de 0 to no de 7 show how the system gets into problems. In transition 0 1 the

second pro cess is created. T ransitions from 1 to 3 are executed by the first pro cess and corresp ond to the

CRP

CRP x

x

x

x

x

x

x

Bit

Bit

Sem

→

→

→

→ →

→ → → →

formal testing

busy waiting

c onflict

delaye d

lo cke d out

P

V

P

P

P

P

P

read V V

P

A Second Attempt V P

tst while do tst end

P

P

P

read write

tst

P read write

P V

Figure 6: The critical part of the execution tree of TEST (wrong implementation)

execution of a command. Insp ecting the status of the shared bit in state 3 we see that the bit is set to

true. During transition 3 4 the second pro cess reads the shared bit and stores true into the lo cal v ariable

. T ransition 4 5 corresp onds to the execution of the command by the first pro cess. The second pro cess

gains again the control and completes the command with transition 5 6, writing true in the shared bit.

The next two transitions are executed by the first pro cess. The first pro cess is now again at the b eginni ng

of a command, it stores true into its lo cal v ariable (6 7) and write true into the bit (7 8). However,

in state 7 the bit is set to true and the two pro cesses are executing the lo ops in the command with true

in the lo cal v ariable (7 8 7, 7 9 7). This is a deadlo ck: the two pro cesses are b oth executing a

command and none of them will ever complete this command. This can b e seen in the transition tree. Cycles

round state 7 show that in this state the two pro cesses will keep on reading and writing the shared bit.

W e ask the reader to reflect a little on the example shown, tracing the execution of the two concurrent

pro cesses. It is clear that this implementation do es not satisfy our requirement. Indeed the system may

enter a state in which all pro cesses are cycling and waiting for ever the semaphore b ecoming free. This

happ ens when the semaphore is busy (i.e. the shared bit is set to true), a pro cess executing a command is

interrupted after the ( ) op eration by a command and after the command the interrupted pro cess

resumes its execution. When this happ ens, the resumed pro cess enters an infinite lo op and all pro cesses

trying to gain the resource by a command and will b e lo cked out in the same way

. This results in a

deadlo ck that is difficult to trace using conventional debuggers. Bugs, like the one describ ed ab ove, are quite

serious and to o subtle to b e discovered during testing; can hence b e used to discover bugs in critical

concurrent software by .

The command is implemented as in the previous attempt, while the command is

implemented by the sequence of commands (x); x (x) Using this solution, the pro cess

that attempts a on a busy semaphore enters a cycle continuously executing the test and set

op eration. When an access takes place, i.e. the two pro cesses simultaneously start a command,

the pro cess that completes the command gains the resource while the other is continuously testing

the shared bit. This solution is similar to the first prop osed, but here the sequence ( ); (true)

is p erformed by a ( ) op eration. This removes the problem of the previous implementation, since it is

not p ossible to interrupt a pro cess p erforming a command b etween ( ) and (true). Obviously

this mechanism may b e unfair, since the delayed pro cess may b e continuously while the other

continuously gains the resource, but this b ehaviour is allowed by the sp ecification of section 3.2.

T o have some hints on the b ehaviour of this implementation, we submit to the TEST program

obtained by replacing in TEST the and commands with their new implementations. Now the subpart

Bit

CL T CRP

→ →

→

→ → →

→

→ →

→

→

→ →

References

Con ten ts

P P

tst

P V

P P V

tst

P V

1 Conceptual T o ols 2

< c, s > c

. . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Pr o c. T

APSOFT‘87, V ol. I

IBM Journal

of R ese ar ch and Development

A Structur al Appr o ach to the F ormal Mo delization and Sp e cific ation of Concurr ent

Systems

Pr o c. of T

APSOFT ’87, V ol. II

Rivista Informatic a

EUROCAL 85

Handb o ok of The or etic al Computer

Scienc e , V ol. B: F ormal Mo dels and Semantics

A structur al appr o ach to op er ational semantics

[AR1] Astesiano E.; Reggio G. “SMoLCS Driven-Concurrent Calculi”, , LNCS 249, 1987.

[AR2] Astesiano E.; Reggio G. “Direct Semantics for Concurrent Languages in the SMoLCS Approach”,

, 31, 5 (1987), pp. 512-534.

[AR3] Astesiano E.; Reggio G.

, T echnical Rep ort n. 0, F ormal Metho ds Group, University of Genov a, 1990.

[GM] Goguen J.; Meseguer J. “Mo dels and Equality for Logical Programming”, ,

LNCS 250, 1987.

[GiMo] Giovini A.; Morando F. “How to Use Effectively Equational Logic to Integrate Logic and F unctional Program-

ming”, vol. XIX, n. 3, 1989.

[H] Hussman H. “ Unification in Conditional Equational Theories”, , LNCS 204, 1985.

[M] Milner R. “Op erational and algebraic semantics of concurrent pro cesse s”,

, pp.1201-1242, Elsevier, 1990.

[P] Plotkin G. , Lecture notes, Aarhus University

, 1981.

of the transition tree corresp onding to what shown shown in the previous section in figure 5 is rep orted at

the lefthand side of figure 7. The first transition (0 1) creates the second pro cess. During transition 1 2

Figure 7: The critical part of the execution tree of TEST (right implementation)

the first pro cess executes a command. In transition 2 3 the second pro cess starts a command and

it is lo cked out in state 3, continuously executing a command (3 3). Cycle 4 3 4 corresp onds to a

; sequence executed by a pro cess while the other is delayed. T ransition 4 6 is p erformed by the delayed

pro cess when it completes the command. Similarly cycle 5 6 5 represents the ; sequence executed

when no conflict is present, while transition 6 3 is the first command of a busy waiting cycle.

The ab ove graph b ecomes much more simpler if we forget lo cal memory status mapping every pro cess

into : states 1,4,5 and 2,3,6 b ecomes equiv alent and the tree reduces to the one at the righthand

side of figure 7 This tree is quite close to our intuition; transition 0 1 again represents pro cess creation.

During cycle 1 2 1 a pro cess gets the resource and p erforms the sequence corresp onding to ; , while

the other may b e delayed testing the shared bit cycling round no de 2.

These outcomes show that our implementation b ehaves correctly on this test indep endently of the non-

determinism intro duced by concurrency

. Again we note that such a degree of confidence on a single test, al-

though highly desirable, cannot b e reached for concurrent systems by usual testing metho ds. Hence testing

with and provides a real b enefit in term of system reliabili ty .

1.1 Structured Concurrent Design and Sp ecification 2

1.1.1 Pro cess Sp ecification 2

CRP

UACM

E L

E L

E L

E L

[ ]

[Sem]

[Bit]

[Bit]

2 T o ols 5

3 Developing a Correct Implementation. A W orked Example: Semaphores 6

. . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . .

1.1.2 Structured Sp ecific ations of Abstract Concurrent Machines 3

1.2 F ormal Sp ecification of Concurrent Languages 4

2.1 The Concurrent Rapid Prototyping System 5

3.1 The language 6

3.1.1 The abstract concurrent machine [ ] 7

3.2 The language 8

3.3 The language 9

3.4 T esting Implementations of Semaphores in Using the T o ols 9