HNHcTpyKIUs M0 YCTAHOBKE KJIHEHTCKOI0 MPOrpaMMHOI0 o0ecrevyeHust
3aIIMIIEHHOM Mepeaaun JaHHbIX Yyepe3 uuTepHeT nmox Windows XP/7/8
(ABTOomMaTu3upoBanHasi Cucrema DiieKTpoHHOro Jlokymentoodopora, ACI/I)

[lepen mpodTeHWEM JaHHOTO JOKYMEHTa YOeIUTECh, UTO MeX 1y Bareit opranusamnueii u
"Nun-6ank" (OOQO) 3aKI04YeH U UMEET IOPUINYECKYIO CHITY JOTOBOP Ha 00CITy)KMBaHUE B
cucreme ACD/I.

1. Yoeautncs B TOM, 4TO Ha BamieM KOMITbIOTEpE yCTAaHOBJICHBI U HAXOAATCS B
paboTOCIIOCOOHOM COCTOSIHUN

a) Opaysep, criocoOHbIi paboraTh ¢ Java-anmuietamu (Pexomenayrorcs Microsoft Internet
Explorer Bepcun 8.0 wiu Bhiiiie, a Takxe Mozilla Firefox Bepcuu 30.0 u Boiie, Google Chrome
Bepcun 30 U BbILIE)

6) Java mamuna (JM) pa3zpabotku Sun Microsystems.

B) y Bac ycranoBien u pabotaer npuHTep (HEOOX0AUM I pacleyaTbIBaHUs
JIOKYMEHTOB B IIpoliecce peructpanuu. bes pacneuarannoro "ceprudukara OTKppITOro Kirova'"
perucrpanus HeIeHCTBUTENIbHA, CM. ITYHKT 4a)

- 3arpy3urb Java Bcerna moxxHo ¢ FTP cepBepa 0anka,
HaXOJISILIET0Cs 110 apecy:

ftp://ftp.deal-bank.ru/Java/SUN/

2. YOeautbes B TOM, YTO Balle MHTEpHET-cOeIMHEHHE [T03BOJISET IPUHUMATD U Iepe/laBaTh
nanHble 1o noptaM 443 (ctanpaptasiii HTTPS) u 9091 (Heo6xoaum 1i1st paboThI CUCTEMBI)

Ecnu Bel He MOXeTe caMOCTOSITENIbHO YOeIUThCSI B COOTBETCTBUM Barero kommsiorepa
TpeOOBaHUSAM, YKa3aHHBIM B TyHKTax | U 2 oOpaTuTech, MOXKaIyncTa, K CBOEMY CHCTEMHOMY
aAMHHMCTpATOPY U (Min) noctaBmuky UuTtepuer - yenyr (MuTepHeT-nipoBaiiaepy).

3. YcTaHOBUTH JIMIIEH3UPOBaHHbBIE CpeACTBA Kpunro3auuTsl "Kpunrokom" myreM konupoBaHus
oubmuorek ccom.dll, ccom.dll.sig u ibank2ccom.dll u3 gupexkropuu crypto_dll B karanor,
JOCTYIHBIN yepe3 nepeMeHnyto okpyxenus PATH Bameit onepanrionHoit cucremsl (ai1s
Windows XP sto mosxet 661Th C:\Windows wimu C:\Windows\System32)

JJIS1 4eTO MOYKHO MPOCTO 3aMyCTHTh Ha BIMOJHEHHE (BBIMOJHUTD C TPABAMH
aJIMUHUCTpATOpa) (aiia

install_crypto.bat

B IIPOLECCE BBIMTOJIHECHUA KOTOPOT'O YKAa3aHHOC BBIIIC KOIMMUPOBAHUEC OCYIICCTBIIACTCA
ABTOMATHUYCCKH.

4. B anpecHoii crpoke Barero 6paysepa (IE, Mozilla u mpoud.) BBecTi

https://secure.deal-bank.ru

(v Bo¥iTH Yepe3 opuimanbHblid cailT 6anka www.deal-bank.ru, < THTEPHET BAHKUHI —
BoiiTn» Ha riaBHOM CTpaHHIIE).
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4a.

Ecnu Bei HOBBINM KiMeHT, BaMm cnenyet co3nath u coxpanuts HOBVYIO napy kiroueit,
o1uH U3 KoTophIX (B Buae PAMIIA) HeoGX0IMMO COXPAHUTB JOKANBbHO (Ha Bamem
KOMIIbIOTEpE, OYJET MPEAJIOKEHO B MIPOLIECCE PErHCTPAIliK), B 3alIUIIEHHOM OT
HECaHKI[MOHUPOBAHHOTO JocTyMa HocuTene (BHemHui USB Hakonurtenb, ChbEMHBIN KECTKUI
JICK U Tpod.). Bo3MOXHO coxpaHeHHe yKa3aHHOTO (aiiyia Ha TMCKeTe, HO B CiIy4ae BbIXOJa U3
CTpOS IUCKETHI, KaK HEHAJAEKHOTO HOCUTEIs nH(popMaiuu, Bam npuaércst mpoitu nmpoueaypy
peructpanuu 3aHoBO. [Tox "mapoit kinroueit" moapasymeBaeTcs, 4YTo OJHA 4acTh Kirova (Bamr
aiin, onucaHHbIN BhIIE) XpaHUTCs Y Bac, a npyrast Ha 6aHKOBCKOM cepBepe. B ciydae yrepu
Bamrero ¢aitna (mopuu u ipou.) HE cymiecTByeT cioco60B BOCCTaHOBUTH Barry yacTe mapsl
kmouelt (Bamr daiin) cnenmanucramu 0aHKa, Tak Kak JaHHBIN (ailsl CyIecTByeT Kak IpaBuio B
€MHCTBEHHOM 3K3eMIUISIpE U TOJIbKO Y Bac, paBHO Kak U apoJib, KOTOPBINA TOJIKEH ObITH
u3BecteH TOJIBKO Bam. Hukorna u vy npu kakux ycnoBusix HE coo6maiite Bam naposns
TPETHUM JIUIIaM, Jaxke B ciydae ooparienus k Bam corpyanukon Oanka. s
¢$yHKIIMOHUpOBaHUsI cucTeMbl OaHkoM ucronb3yercss JAPYT'AS yacts naps! kiroueil. Eciiu Bol
3a0ynere Bam nmaposs, Bam npuaérces npoiitu mponeaypy perucTpanuu 3aHOBO.

https://secure.deal-bank.ru -> Perucrpanus u ynpasjieHUE KIHOUYaMH

[Tocne nepexona no cewiike "Peructpanus u yrpasieHue KiroyamMu'" Ha 9KpaHe
MOSIBUTCSI OKHO MIPEAYIPEKACHHS, B 3aBUCMOCTH OT OTIEPAllMOHHOM CUCTEMBI U Bepcuid Bamiero
MPOrPaMMHOT0 OOecTieueHus OHO MOXKET OBbITh pa3HbIM. B 00111eM ciiydae Ha mpeaynpekacHue O
TOM, 9TO «Oy/IeT IPOU3BEICHA YCTAHOBKA IPOTPAMMHOTO 00ECIICUeHU S, TOAMCAHHOTO
pazpabotunkoM, OOO "BUDUT", nosepsiere 1 Bbl nanHHOMY MOCTAaBIIUKY» HEOOXOIUMO
otBetuth Y TBEPJIMTEJIBHO.

Ecnu Brl He x0oTHTE, 4TOOBI TaHHOE OKHO C MPEAYIPEKICHUEM MOSBISIOCH
BIIOCJICJICTBUU IIPH KaXJJOM BXOJI€ B CUCTEMY, OTBEThTe «/Jla, Bcermay.

[Noce YTBEPIUTEJIBHOI'O oTBeTa Ha BOpOC HA DKpaHe MOSIBUTCA OKHO Java-ammuiera
«Peructpatop 11 KOpIOPAaTUBHBIX KIHeHTOB». Haxkxmure kHonky "Bnepén". Ecnu Bl ucnoneiyere ans
MTOAKTIOYCHUS K MHTEPHET MIPOKCU-CEPBEP, TO B CIEAYIONIEM OKHE OTMEThTe ""rajoukoii” "Mcmonb30BaTh
MpoKcu-cepeep” U ykaxute ero aapec u nopt. Ecaun HE ucnonssyere, To npocto Haxxmute "Bnepén".
Korga Oyzer npensokeHo COXpaHUTh ITOJIyYEHHBIH B IPOLIECCE TeHEPALK KITI0Y, HAKMUTE KHOIIKY
"BeIOpaTh", yka)KHTe MECTOPACTIONIOKEHHUE JJIsl XpaHEHHsT HOBOTO KJIF04Ya, BBEJUTE €ro uMs (Harmpumep,
company.dat). B ciemxyroriem mrare (okHe) OyAeT MpemIoKeHo yKa3aTh HAaMMEHOBAHHE KITI0Ya
(pexomenyem ykaszpiBaTh HanMeHoBanue B Buae OO0 "Kommnanus'"). Tam sxe Bam criegyer 3amate u
MOATBEPINTH HOBBINM Mapodib A1 qoctyma k cucteme ACOJI. He pekomMeHIyeM UCTIONB30BaTh «IIPOCTHIE)
MapoJIH, TaK KaK B CIIydae yTepH KIt04a 3JI0YMBIIUIEHHUK CMOXKET JIETKO o100paTh Bamn mapois u
BOCIIOJIb30BaThCA JOCTYIIOM K Bamemy cuéry.

- Hoewuii knuenm

BbIOMpaeTCs B ciydae, eciiu Bara opranu3zanus emé He 3aperucTpupoBaHa B CUCTEME
ACD]] 6anka. Haxxmure "Brniepén" u cnemyiite ykazaHusM Ha 3kpaHe. B mporiecce perucrpanuu
3anonsstoTcest BCE nonst B cOOTBETCTBHM ¢ perucTpalliOHHBIMU/YCTaBHBIMU JOKYMEHTAMH
Bammeii opranuzarun. Ecnu mo6oe 13 HeoOX0JUMBIX ToJIei He OyIeT 3aroIHeHO WIn
3alI0JIHEHO HEBEPHO, TaKask PETUCTPAIUs CUATACTCS HEACHCTBUTENbHOU U BaM npunércs
npoiitu npouenypy perucrpauuu e pa3z. OBSA3ATEJIBHO pacneuaraiite "Ceptudukar
otkpseiToro kimoua DIIT knmuenta B cucreme ACD/1" (OyaeT nmpemioxkeHo B mporiecce
peructpanun). Pekomenyem pacnedaTsiBaTh 2-3 KOMHMHM, TaK Kak IIOBTOPHO pacreyaraTh
3anosHeHHbIH "CepTrdukat" mocie nporeaypsl pErucTpaliii HEBO3MOXKHO U B CITy4dae OMUOKH
3anonHenus "Ceprudukara" Bam npuaéres npoiitu b0 npoueaypy perucrpanuu emg pas,
nu6o pacnevarars "myctoit Ceptudukar" (cM. myHKT "AnMuaHCTpUpoBanue kitouend DIIT") u
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MOJTHOCTBIO 3aMOJHUTH ero oT pyku. Ilocne pacneuarsiBanus "CepTudukara” ero He06X0IuMo
JI03aTIOJTHUTH U Mepe/iaTh Ha perucrpaiuio B baHk.

Knuentom 3anonssitorcs: myHKT 10, B KOTOPOM yKa3bIBaeTCsl JUL0, KOTOPOE OYIET
HerocpencTBeHHo padorath B cucreme ACDJ] (manpumep, ['maBubiil byxranrep). Tot xe
YeJIOBEK CTaBUT CBOIO MOANHCH B rpade "Jlnunas moanuce". Obpamaem Baiie BHUMaHME Ha
HeooxoaumocTh 3anoHeHnss BCEX moneit mynkra 10 "Ceptudukara". Knmuentom Takxke
3anoyHA0TCs MyHKTH 3 U 4. [TyHKT 5 mpoBepsieTcst 6aHkoM B 00s13aTenbHOM nopsiake. [Toce
3anonHeHus "Ceprudukara" PykoBoauTe b OpraHu3alui CTaBUT Ha HEM CBOIO TOJIHKCH C
YKa3aHUEM CBOCH (paMHIIMU M MHUIIMAJIOB UMEHHU M OTYECTBA, a TAKXKE MeYaTh OPraHU3allnu.
O6pamaem Bame Baumanue Ha To, uTo noanucy B "Ceptudukare" u "Kaprouke ¢ oOpaznamu
noanuceit", Xxpausiieiics B 0aHKe JOKHBI COBIAATh.

40.
- Hoevie knrwouu III1

BBIOMpaeTCs B cirydae, eciu Bama opranuzanus yxe 3aperucTpupoBaHa B CUCTEME
ACD/I Ganka. J[aHHBIN MyHKT UCTOJIb3yeTCA B cIydae, eciau Bamu yTpaueH cymiecTBYOIIit
KJII0Y, 3aKOHYMJICS CPOK JIEUCTBHUSA KIItOUa, YTpayeH MapoJiib K KJouy Wik Bbl o KakuM-To
MPUYMHAM XOTHTE CO3JaTh U 3apETUCTPUPOBATH HOBBIM KIIt04 Juig Joctymna kK cucreme ACO/]. B
TaKOM cllydae 1ocjie Bbl0Opa JAHHOTO IIYHKTA CIe1yHTe HHCTPYKLMUSM Ha IKpaHe, pacreyaTainre
"Ceptudukar otkpoitoro kiaroya DI knuenrta B cucteme ACO/1" (Oymer mpeioxkeHo B
mpoiiecce peructpanun). Pekomenayem pacnedarsiBath 2-3 KOMUH, TaK KaK ITOBTOPHO
pacnieuaTath 3anoaHeHHbIN "CepTudukar" mocsue npoueaypsl perucTpaii HEBO3MOXKHO U B
ciydae ommbOku 3anoiHenus "Ceprudukara" Bam npuaéres npoitu b0 npouenypy
peructpauuu eni€ pas, 1bo pacrneuyatats "mycroit Cepruduxar" (cM. MyHKT
"AamunHuctpupoBanue kiarodei D1I") 1 moIHOCTHIO 3aMIOJIHUTE €0 OT PYKH.

ITocne pacneyarsiBanus "CepTudukara’ ero He06X0AUMO J03aMOJHUTh U NepeaTh Ha
peructpanuio B baHk.

B o0s13aTenbHOM MOpsiAKe KIMEHTOM 3amoiHA0TCS (pa30opunBo) Bee mos ¢ 1-ro mo 10-¢,
nyHKTH "JIlnuHag noanuce" nuua, Koropoe OyaeT HenocpeACTBEHHO padoTaTh B cucteme ACO]]
(nanpumep, I'maBHbIi Byxranrep), moAnucs pyKoOBOAUTENS OPraHU3alH, ero GaMuins u
WHUIIUAJIBI, CTABUTCS TI€YaTh Opranu3aiuu, nocie dero "Ceprudukar" nepeaaérest B 6aHK 1Jis
perucrpauuu. Ecin npuunHa, 1o KoTopoii Bel X0THTE 3aperncTpupoBaTh HOBBIHM KIIFOY MOKET
OBITH M3JI0XKEHA "0THOM cTpoKoi", ykaxkuTe e€ B myHkTe 11 ceptudukara. B mpotuBHOM ciyuae
00s13aTeNIbHO MepejaiiTe BMecTe ¢ cepTU(UKATOM MUCbMO Ha OJIaHKE OpraHu3alyy o NpUYHHe
3aMEHbI U TPEOYEMBIX JEUCTBUAX C MOANKMCHIO PYKOBOJIUTEINS U NI€YATHIO.

4B.
- Aomunucmpupoesanue knroueu 1[I

UCIOJIb3YETCs B Cllydyae HeMpaBUIbHOTO 3anoiaHeHus Bamu "CepTudukara oTKpbITOro
kiroua DI knuenra B cucteme AC3/1", B ciiydae, ecnu y Bac He coxpanuics Ba sx3emruisap
"Ceptudukara", a Bam HeoOxoaumo y3HaTh ero "uaeHtuduxarop", 1ubo B ciayyae
HE00XO0IMMOCTH U3MEHUTH Mapojib Ha 10cTyl K cucteme ACO/I.

Bri6epuTe ¢aitn Bamero kimtoua (yKaXuTe €ro MECTOPACIIONOKEHNE C TTOMOIIBIO KHOTIKH
"BreiOpats"), Haskmute "Brniepén". Ykaxute HanMeHoBaHUE KITF0Ya C TOMOIIIBIO KHOTIKH
“Bp10paTh”’, Bel cMokeTe BBIOpaTh TO HAMMEHOBAHUE KJIH04a, KOTOpoe ObLI0 ykazaHo Bamu npu
perucTpanmy. YKaxure Takxke Bam naposns, HaxxmuTe kHonKy "Bnepén'. /lanee Bol moxerte
100 U3MEHUTH MapoJib Kito4ya (HeoOX0IuMo 3HaTh ""cTapblii" mapois), 100 pacreyaratb
"Ceptudukar orkpoitoro kitoya DI knuenrta B cucteme AC3/1". B ciiydae pacnieuaTsiBaHus
"Ceprudukar" 6yner HE3zanmonnenusim, cogeprxkanum TOJIBKO ero naentudukarop (16-tu
3HAYHOE YHCIIO).
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